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Introduction & Study Motivation 

This abstract describes an investigation of the changing access and use rights of 

licensed scholarly digital resources, particularly the rights associated with digital works 

protected by technological protection measures (TPM – also known as digital rights 

management systems or DRM).  TPM here refer to client plug-in based protection 

systems that tie downloaded documents to particular registered users or IP addresses.   

Licensed digital resources here refer to full text and web accessible databases of articles, 

digitized collections of historical documents, e-book collections like netLibrary, 

collections of raw data or statistics, or hybrids of any of the above. 

Access and use rights are negotiated as part of a license agreement between libraries 

and publisher, but the terms of the license agreements are typically enforced by access 

and use control technologies (e.g., IP range restrictions, authentication requirements, 

concurrent user limits and spidering/harvesting prohibitions) that constrain how and 

where students, faculty and staff can access digital materials, and how they can use them.   

TPM, as defined above, are the latest in a line of tools designed to enforce licenses; but, 

they have increased fears of user complaints and increasing support costs because of their 

more extreme restrictions and use of software plug-ins.  Currently, we have little 

systematic information about publisher development of access use and use restrictions in 

licensed scholarly resources (TPM based or otherwise).  Further information about the 

changing access and use rights associated with these tools will inform broader questions 
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about the changing relationships between digital IP owners and users and the extent to 

which we are moving to a “pay per view” society. 

 

Research Questions: 

The study sought to address three broad questions drawing on Kling’s (2000) ideas 

of socio-technical interaction networks to consider field differences and Bijker’s (1995) 

theoretical construct of interpretive flexibility. 

1.  To what extent do licensed scholarly resources contain various types of access 

and use restrictions, and in particular TPM based restrictions?   

2. Why do some resources have TPM while others do not?   Or, under what 

circumstances will a resource likely contain a TPM? 

3.   What is the process by which definitions of acceptable “access” and “use” 

develop over time between libraries, their patrons, publisher and intellectual property 

owners?   

 

 

Data Employed 

The study draws on two sets of data.  The first set of data (largely complete) is a 

survey of access and use rights inherent in a sample of 75 licensed digital resources from 

across three fields: history/art history (N=24), engineering (N=24), and health 

sciences(N=27).  The second (ongoing) set of data is a set of case studies that compare 

cases where publishers failed to impose TPM on scholarly resources with cases where 

publishers have successfully imposed TPM.   

 

Results 

Question 1: data suggest that by and large, the use of what I call “hard” TPM by 

publishers is rare; however, use of “soft” TPM is common.  I define hard TPM as 

configurations of software or hardware that disallow or strictly limit uses such as 
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printing, saving, copy/pasting or emailing -- even through use of the browser or computer 

operating system functions.  Soft TPM include configurations of hardware or software 

that make these uses more difficult - but not impossible – to achieve.  Based on 

interactions with the resources, I developed four conceptual categories of soft TPM: 

• TPM by obfuscation: In these cases, badly designed interfaces act as a barrier to use 

by concealing otherwise possible use functionalities.   

• TPM by omission: Here, use functionalities (save, email) are not embedded in the 

resource interface; rather, they are only possible with the use of browser and 

computer operating system functions.   

• TPM by polyglot: The hybrid format nature of many e-resources complicates some 

browser/operating system use functions (such as saving and emailing) because of the 

large number of different files associated with a particular target document.    

• TPM by frustration: Many e-books break up content into small chunks making 

printing and saving frustrating - but not impossible.   On the other hand, some 

chunking of content may be highly desirable.   

  

Three caveats here: First, groups differ in what they recognize as access or use 

restrictions.  So, some TPM by omission or obfuscation features that novice searchers 

might consider problematic, experts might not even consider an inconvenience. Second, 

the fact that an interface contains a soft TPM restriction does not allow mean that the 

publisher purposefully designed the interface to discourage copying, printing or emailing.  

In the case of soft TPM, I have no evidence of publisher intentionality; the publishers 

could just be very bad at interface design!  Third, the access and use assessment 

methodology we used to identify access or use restrictions was very conservative, and we 

may have missed some use restrictions that more aggressive use may have uncovered. 

 

Question 2: The cases focus on resources for which publishers sought to install hard 

TPM to control printing, saving or emailing of their products.  Data collection is ongoing.  

In one case, the publisher has implemented a TPM (ARTstor), in another case the 

publisher is currently implementing the TPM (SAE Digital Library) and libraries are 

organizing themselves to protest (or install the TPM), and in the final two cases the 
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publisher implemented, but then removed TPM (Referex and Knovel).  SAE, Referex and 

Knovel are engineering resources, ARTstor is an art/art history resource.  No health 

science resources with hard TPM were found.  SAE and ARTstor are both non-for-profit 

publishers, and Referex and Knovel are for profit publishers. 

 

Question 3: Initial case study research shows how librarians are actively negotiating 

what counts as reasonable “access” and “use” of licensed scholarly resources by 

complaining to publishers about undesirable access and use terms, and by threatening to 

not renew their licenses when access and use terms change. At the same time, changes to 

technology also influence conceptions of access and use – new ways of accessing 

information (e.g., through wireless NAPs) and new ways of using information (e.g., text 

mining) become possible and present themselves as a new part of the negotiation. 
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