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Abstract 

Radiology is one of the most high-tech fields of medicine. The 

digitization of medical information including radiographic data has led 

to improved efficiency and productivity but it has also presented new 

challenges in the area of privacy and security. In this study we have 

tried to answer some questions regarding how secure the current 

electronic radiology systems are and what individual and systemic 

factors affect the security and privacy of confidential patient data. A 

total of 77 radiologists and radiology residents participated in an 

online survey which included questions on physical security, computer 

systems security, and training and prevention. Since there was no 

objective way to measure overall security, we have used the overall 

security grade given by survey takers as our outcome, the dependent 

variable. Multiple regression analysis and ANOVA (Analysis of 

Variance) analyses were conducted. The regression analysis, with few 

exceptions, showed that only two variables contributed significantly to 

the final security grade. One of them was about unauthorized persons 

gaining access to the radiology facility, and the second one was about 

locking computer screens when temporarily away from a work station. 

A separate analysis was done using data for physical security, 
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computer systems security, training and prevention, and other 

security/privacy questions.  

Security threat level to current radiology systems is very low; however, 

the preparedness of these facilities to protect their infrastructure from 

future attacks is not adequate and there is room for improvement. As 

far as keeping confidential patient information private, most 

institutions seem to be doing a good job. 
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Introduction 

Radiology is one of the most high-tech disciplines in medicine. It makes 

extensive use of computer technology to increase productivity, to better 

analyze images, and to ultimately improve the accuracy of diagnosis. 

Medical imaging and related patient information are increasingly 

being managed via digital acquisition, transmission, storage, display 

and interpretation. This digitization of patient data has led to 

improved efficiency, capability and flexibility, but it has also presented 

new sets of challenges. Chief among them are patient privacy and data 

security issues. 

Patient privacy is the right of patients to determine when, how and to 

what extent their protected health information (PHI) is shared with 

others. It requires PHI to be kept confidential and shared only with 

those health care professionals and related personnel who need to 

know this information for the care of the patient.  

Data security is the protection of information systems against 

unauthorized access, unauthorized modification, or denial of service to 

authorized users {{47 White, Peter 2004}}. It encompasses 

authentication, authorization, integrity, audit trails, disaster 

prevention/recovery, secure data storage and transmission {{47 White, 
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Peter 2004}}. Authentication means verifying the identity of the person 

accessing the data usually through the use of login name and 

password. Authorization refers to the institution of varying levels of 

access privileges to different users to safeguard patient privacy. Data 

integrity deals with making sure data is not tampered with or 

destroyed in an unauthorized manner.  

Background 

The need to protect the privacy and security of PHI is mandated by the 

Health Insurance Portability and Accountability Act (HIPAA) of 1996. 

Violations of HIPAA laws carry severe penalty including fines up to 

$250,000 and imprisonment up to ten years {{47 White, Peter 2004}}. 

Besides compliance to HIPAA laws, there are other good business 

reasons for safeguarding patient privacy and securing data properly. 

These include avoiding liability, negative publicity and the cost of data 

recovery.   

The best way to maintain patient privacy and information security is 

to use a layered approach which includes physical, technical and 

administrative safeguards. Physical safeguards include isolation of 

devices used for image creation, processing, display, transmission and 

storage and allowing physical access to these devices only to 
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authorized personnel. Technical safeguards include computer security 

tools like antivirus software, firewalls, Virtual Private Network (VPN), 

Secure Socket Layer (SSL), data encryption, Digital Signature (DS) 

and Digital Envelope (DE). Administrative safeguards include having 

documented departmental security policies, training staff members, 

maintaining HIPAA compliant audit trails, regular and redundant 

backup and safe storage of data, and establishing a mechanism for 

incident reporting and resolution of security issues.  

HIPAA provides a set of functional guidelines but does not specify any technical 

requirements. This allows for flexibility in compliance and avoids binding 

healthcare organizations to a particular technology that may get outdated quickly 

(Eng, 2001). The American College of Radiology (ACR) and the Society for 

Imaging Informatics in Medicine (SIIM) provide a more detail guideline on how 

to safeguard patient privacy and secure medical information {{52 American 

College of Radiology, Society for Imaging Informatics in Medicine revised 

2009}}.  

Purpose and Objective of the project 

In this study, we attempted to answer the following question: 
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How secure are the current electronic radiology systems and 

what individual or systemic factors affect this security and the 

privacy of confidential patient information?  

We also compared academic and non-academic institutions in terms of 

their privacy and security practices.   

 

Research Method 

This research was conducted using an online survey. Radiologists and 

radiology residents from teaching and non-teaching institutions in the 

Phoenix and Tucson area were recruited to take the survey. The URL 

to the survey was sent to program directors and other contact persons 

and they disseminated it to participants within their program. A follow 

up site visit was done to all Phoenix sites to remind people to fill out 

the survey and increase response rate.  

The project had exempt status from University of Arizona IRB since it 

did not involve human subjects. Some participating sites required an 

additional letter from the primary investigator stating that their 

participation would be kept confidential. Most of the participants 

expressed concern about their identity somehow being leaked, so we 

have removed any questions that ask identifying information about 
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either the individual taking the survey or the institution. All 

participants were asked to read a statement of informed consent and 

indicated their agreement before taking part in the survey. The survey 

was administered over a period of two months, November and 

December 2010. 
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Results and Discussion 

A total of 77 radiologists and radiology residents participated in the 

online survey. We were not able to determine the response rate since it 

is not clear how many people received the invitation e-mail to 

participate in the survey. The demographics are shown in table 1 

below. 

  Count Percent of total 
Male 54 70.1% 
Female 22 28.6% 
     
Academic/research 47 61.0% 

Residents 24 31.2% 
Private/group practice 29 37.7% 

Table 1: Demographic information 

The participants of the survey were predominantly male (70%) but 

gender did not have any predictive value for the outcome. The job title 

of the participants also did not have any predictive value.  

There was no means of measuring overall security score or grade 

objectively since this was simply a survey and did not involve on-site 

inspection or assessment of the facilities polled. We have, instead, used 

the subjective grade given by the participants in response to the 

question asking about the overall security level of their facility (see 

figure 1 below).  
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Figure 1: Distribution of overall security grade of participating 
institutions as ranked by survey takers 
 
 We analyzed how the other variables, addressed by the rest of the 

survey questions, are related to this overall grade using multiple 

regression analysis. Separate analyses were done for sections dealing 

with physical security, computer systems security, training, and 

overall security. The analysis includes determination of regression 

coefficients for each variable, calculating the coefficient of 

determination (R2) and ANOVA (Analysis of Variance) analysis. 

1.1. Physical Security 

Responses to three of the four questions that deal with physical 

security are included in this analysis. One question asking about 
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damages from unauthorized entry was omitted due to too few data 

points.  Gender and job title are also included in this analysis. 

variable Coefficient 
std. 
error 

std. 
coeff 

t-
value P-value 

Intercept 6.27 1.11 6.27 5.63 <0.0001 
Gender 0.23 0.29 0.09 0.81 0.420 
Job title -0.11 0.16 -0.08 -0.70 0.486 
Entrances 
secured -0.37 0.26 -0.18 -1.45 0.153 
Unauthorized 
entry 1.47 0.43 0.38 3.44 0.001 
Id required -0.24 0.22 -0.13 -1.07 0.290 

Table 2:  Regression coefficients for analysis of security grade vs. 5 
independent variables in physical security. 
 

Count R R2 
ANOVA 
P-value 

73 0.481 0.231 0.003 
Table 3: Regression summary table and ANOVA P-value for physical 
security section 
 
Among the three independent variables that were included in the 

physical security section, only one, the question about unauthorized 

entry to the facility, predicted the outcome in a significant manner ( p 

= 0.001). Note that the outcome is the grade given to overall security of 

the facility.  

The R2 value indicates that 23% of the variation in the outcome can be 

explained by the variations in the independent variables included in 
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the analysis of physical security, and based on the ANOVA analysis, 

this is significant (p = 0.003). 

1.2. Computer Systems Security 

Responses to nine questions dealing with computer systems are 

included in this analysis. One question, asking about whether all 

computers are password protected, is omitted because all participants 

gave the same answer and hence had no predictive value. Again 

gender and job title are included. 

Variable Coefficient 
std. 
error 

std. 
coeff 

t-
value 

P-
value 

Intercept 14.16 2.96 14.16 4.79 <0.0001 
Gender -0.11 0.32 -0.04 -0.33 0.740 
Job title 0.02 0.18 0.02 0.12 0.903 
Unique login 
password -2.28 1.20 -0.23 -1.90 0.062 
Reset login 
password -0.36 0.25 -0.20 -1.43 0.158 
Lock comp screen 1.17 0.37 -0.42 -3.19 0.002 
Freq of data 
backup 0.04 0.09 0.06 0.47 0.642 
Ever disable 
security feature -0.50 0.86 -0.07 -0.58 0.563 
Audit log 
generation 0.20 0.19 0.14 1.07 0.288 
Work remotely 0.40 1.39 0.04 0.29 0.777 
Use VPN -0.18 0.87 -0.03 -0.21 0.836 

Table 4:  Regression coefficients for analysis of security grade vs. 10 
independent variables in computer systems security. 
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Count R R2 
ANOVA 
P-value 

71 0.459 0.210 0.129 
Table 5: Regression summary table and ANOVA P-value for computer 
systems security section 
 
Only one of the nine independent variables included in the analysis of 

computer systems security predicted the outcome in a significant 

manner. This variable is response to the question asking about locking 

computer screens while temporarily away (p = 0.002).  

21% of the variability in the outcome is predicted by variability in the 

variables analyzed in the computer security section and ANOVA 

analysis shows that this is not significant (p = 0.129). 

1.3. Training and other prevention methods 

Responses to four questions dealing with training and prevention 

methods are included in this section. One question, asking about the 

frequency of security awareness training, was omitted due to too many 

missing data points. Gender and job title are also included in the 

analysis. 
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Variable Coefficient 
Std. 
error 

std. 
coeff 

t-
value 

P-
value 

Intercept 6.76 1.18 6.76 5.73 <0.0001 
Gender 0.29 0.31 0.11 0.93 0.357 
Job title 0.10 0.18 0.07 0.57 0.569 
Security Training -0.39 0.38 -0.13 -1.02 0.311 
Security threat 
analysis 0.07 0.15 0.06 0.48 0.634 
HIPAA training 1.51 0.90 0.22 1.67 0.100 
HIPAA refresher -0.22 0.17 -0.18 -1.31 0.194 

Table 6:  Regression coefficients for analysis of security grade vs. 6 
independent variables in training and prevention section. 
 

Count R R2 
ANOVA 
P-value 

72 0.288 0.083 0.449 
Table 7: Regression summary table and ANOVA P-value for training 
and prevention section  
 
None of the variables in the training and prevention section predict the 

outcome in a significant manner and the R2 and ANOVA analysis also 

indicates no significant relationship with the outcome. 

 
1.4. Other security/privacy questions 

Responses to two more questions asking about anonymization of 

patient data and other security/privacy gaps identified are included in 

this section. One question, asking about whether the security gaps that 

are identified are fixed or not, is omitted due to too few data points. 

Gender and job title are again included in the analysis. 
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Variable Coefficient 
std. 
error 

std. 
coeff 

t-
value 

P-
value 

Intercept 5.80 1.01 5.80 5.72 <0.0001 
Gender 0.17 0.30 0.07 0.55 0.587 
Job title 0.12 0.16 0.09 0.73 0.468 
Data 
anonymization 0.38 0.41 0.11 0.92 0.360 
Security gaps 0.82 0.33 0.29 2.47 0.016 

Table 8:  Regression coefficients for analysis of security grade vs. 5 
independent variables for other miscellaneous security/privacy 
questions. 
 

Count R R2 
ANOVA 
P-value 

73 0.309 0.096 0.140 
Table 9: Regression summary table and ANOVA P-value for other 
miscellaneous security/privacy questions. 
 
The results show that only one of the questions analyzed, the question 

about security gaps ever witnessed, predicted the outcome in a 

significant manner.  

 
1.5. Regression analysis for the entire data sets 

This analysis includes responses to all but the following five questions: 

• PGY level of a resident? – excluded due to too few data points 

• Were there any damages from unauthorized entry? – also 

excluded due to too few data points 

• Are all computer work stations password protected? – excluded 

because all answers were the same hence no predictive value 
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• Frequency of security awareness training? – excluded due to too 

few data points. 

• Are all security gaps that are discovered fixed? – excluded due to 

few data points. 

Count R R2 
ANOVA 
P-value 

68 0.691 0.478 0.0099 
Table 10: Regression summary table and P-value for the entire data set.  

The regression analysis done using the entire data sets with few 

exceptions, data table not included here, showed that only two 

variables had significant P-values. One of them asks about 

unauthorized person gaining access to the radiology facility (p = 

0.0069). The second one asks about locking computer screens when 

temporarily away from work station (p = 0.0169). R2 shows that 48% of 

the variations in the outcome can be explained by variations in the 

independent variables and this is significant based on ANOVA 

analysis (p = 0.0099). 
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Future Directions 

When designing are survey we excluded questions that we thought 

could not be answered by the average radiologist. These are questions 

about type of antivirus software used, firewall, data encryption, data 

storage etc. These questions are best answered by the chief 

information officers and a future follow-up to this study should include 

these individuals. Other possible improvements to this study are, 

increasing the sample size, comparing security technologies used by 

different facilities, and implementing one simple solution to existing 

security gap (e.g., making sure everyone entering the facility wares an 

ID badge) and measuring the outcome. The ultimate test to one’s 

computer systems security will be trying break or hack into the 

network. To do this one first needs to get permission from appropriate 

authorities and also get IRB approval. Hiring a professional who is an 

expert on computer security to perform the hacking may also be 

necessary. This kind of failure analysis helps fix holes in the computer 

system before they cause damage. 
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Conclusions 

Since our data lack a single objective measure of security, we, 

unfortunately, can not make any statement about the actual overall 

level of security and privacy, just the level that is perceived of as 

existing by the study participants. However, based on the answer to 

the individual survey questions, we can state that the security threat 

level to current radiology systems is very low. Only 18% of the 

respondents reported that they have identified security gaps in their 

facility and almost all of them reported that those gaps have been 

fixed.  

The following data sets are of concern. Only 8% of the respondents 

always lock their computer screens when temporarily away from their 

work station. As many as 12% of the respondents reported they do not 

anonymize patients’ private information when sharing images with an 

unauthorized person. When asked whether all individuals entering 

their facility are required to wear an ID badge, 34% answered no. This 

indicates that although the current security threat level is low, the 

preparedness of these institutions to defend future security attacks is 

not adequate and there is room for improvement.  
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As far as maintaining sensitive patient information private, most of 

the institutions who took part in this study seem to be doing a good 

job. 96% of the respondents have had HIPAA training and more than 

90% of them get a HIPAA refresher course at least once every 5 years 

with about 40% of them getting a refresher course at least once a year.  
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Appendix.  Survey Questions. 

1. Informed Consent 

Privacy and Security in Radiology 

Introduction 

You are being invited to take part in a research study. The information 

in this form is provided to help you decide whether or not to take part. 

After reading the information in this page, if you decide to participate 

in this study, please click on the “next” tab at the bottom of the page 

and you will be directed to the beginning of the survey. If not, click on 

the “exit” tab. 

What is the purpose of this research study? 

The purpose of this study is look into privacy and security issues that 

exist in current radiology systems 

Why are you being asked to participate? 

You are being invited because you are identified as someone who uses 

radiology systems and can provide relevant information regarding the 

security of these systems. 

How many people will be asked to participate in this study? 

Approximately 100 persons will be asked to participate in this study. 
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What will happen during this study? 

Once you agree to participate in this project you will be asked to fill out 

a survey questionnaire. 

How long will I be in this study? 

2 - 3 minutes will be needed to complete this study. 

Are there any risks to me? 

There is no anticipated risk to participants. 

Are there any benefits to me? 

Although you do not receive any direct benefit, participating in this 

survey may allow you to not only test your own knowledge of security 

and privacy issues but also assess the security and privacy practices of 

your institution 

Will there be any costs to me? 

Aside from your time (2 - 3 minutes), there are no costs for taking part 

in the study 

Will I be paid to participate in the study? 

No 

Will the information that is obtained from me be kept 

confidential? 

Yes, 
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Also, no identifying information will be collected. 

May I change my mind about participating? 

Your participation in this study is voluntary. You may decide to not 

begin taking the survey or to stop the survey at anytime. 

Whom can I contact for additional information? 

You can obtain further information about the research or voice 

concerns or complaints about the research by calling the Principal 

Investigator, Betre Workie, at (480) 862-0712 or e-mail at 

bworkie@email.arizona.edu 

If you have read and understood the above statement and wish 

to continue, select 

"next", otherwise click "exit" to exit the survey. 

o next 

o exit 

 

2. Demographics information 

1. sex? 

o male 

o female 
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2. What is your job title? 

o Radiology resident 

o Radiologist (in private or group practice) 

o Radiologist (academic, research, other) 

3. If Resident, What is your PGY level 

o PGY2 

o PGY3 

o PGY4 

o PGY5 

o PGY6 

o PGY7 

 

3. Questions regarding physical security 

The following questions will assess security features designed to keep 

unauthorized person from entering the facility (reading room and other 

areas where images are stored) 
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1. Are all entrances to your facility secured (i.e. deny access to 

unauthorized person)? 

o Yes 

o No 

o Do not know 

2. In the past one year, do you recall any instance where unauthorized 

person gained access to your facility 

o Yes 

o No (go to question 4) 

3. Were there any damages from the unauthorized entry? 

o Yes 

o No 

o Do not know 
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4. Is everyone entering the facility required to wear an ID badge? 

o Yes 

o No 

o Do not know 

4. Questions regarding computer systems and network security 

The following set of questions are designed to assess security features 

that are in place to safeguard computer networks, user terminals, 

storage devices and communication systems. 

1. Are all computer work stations password protected? 

o Yes 

o No 

o Do not know 

2. Does every user has his/her own unique login and password to the 

computer stations? 

o Yes 

o No 

o Do not know 
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3. How often do you reset your login password? 

o at least once every month 

o every 1 to 6 months 

o every 6 to 12 months 

o less than once a year 

o never 

4. Do radiologists at your site, including you, lock their computer 

screens when they are temporarily away from their work station? 

o Yes, always 

o Yes, but not always 

o Never 
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5. How often is radiographic data (either raw or processed including 

dictated reports) backed up? 

o Hourly 

o Daily 

o Weekly 

o Monthly 

o Do not Know 

6. Have you ever disabled a security feature including an antivirus 

because you felt it is interfering with your work? 

o Yes 

o No 

7. Is there a mechanism for generating an audit log of who accessed 

which file, when, and for what amount of time? 

o Yes 

o No 

o Do not know 
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8. Do you, or other radiologists at your site, ever work remotely from 

home or other sites? 

o Yes 

o No 

9. Do you use VPN (Virtual Private Network) when working remotely 

from home or other sites? 

o Yes 

o No 

 

5. Questions regarding training and prevention 

The following questions are designed to address education and training 

of radiologists in the area of privacy and security. It also assesses any 

preventative measures taken to avoid future security bridges. 

1. Do you, and other radiologist at your site, get ongoing security 

awareness training? 

o Yes 

o No (skip to question 3) 
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2. How often do you get security awareness training? 

o Monthly 

o at least twice a year 

o at least once a year 

o every other year 

o less often 

3. Has your facility ever done an analysis of potential security threats 

to patient data including images, reports, patient identifying 

information? 

o Yes 

o No 

o Do not know 

4. Have you taken HIPAA training? 

o Yes 

o No 
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5. How often do you take HIPPA refresher courses? 

o at least once a year 

o every 1 to 5 years 

o less that once every 5 years 

o never 

6. Questions regarding overall security 

The following are miscellaneous questions related to privacy and 

security of radiographic data 

1. Do you and other radiologists at your site, always remove patient-

specific information (anonymization) when sharing images with 

individuals not directly involved in the care of the patient (eg. in 

conferences, presentations, training etc)? 

o Yes 

o No 

2. Have you, or other radiologists at your site, ever identified 

privacy/security gaps at your site? 

o Yes 

o No (skip to question number 4) 
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3. Have these security/privacy gaps all been fixed since they have been 

identified? 

o Yes 

o No 

4. On a scale of 0 to 10, what grade would you give to the overall 

security/privacy level at your site? 

o 0 (completely unsecured) 

o 1 

o 2 

o 3 

o 4 

o 5 

o 6 

o 7 
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o 8 

o 9 

o 10 (completely secured) 
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