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ABSTRACT 

This dissertation concerns investigations on two of 

the most important problems in establishing communication 

security in computer networks: (1) developing a model which 

precisely describes the mechanism that enforces the security 

policy and requirements for a secure network, and 

(2) designing a key management scheme for establishing a 

secure session for end-to-end encryption between a pair of 

communicants. 

The security mechanism attempts to ensure secure 

flow of information between entities assigned to different 

security classes in different computer systems attached to a 

computer communication network. The mechanism also controls 

the accesses to the network devices by the subjects (users 

and processes executed on behalf of the users). The commu

nication security problem is formulated by using a mathema

tical model which precisely describes the security require

ments for the network. 

The model integrates the notions of access control 

and information flow control to provide ~ Trusted Network 

Base (TNB) for the network. The demonstration of security 

of the network when the security mechanism is designed 

x 

,---------_ ... ---_ .. --
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following the present model is given by using mathematical 

induction techniques. 

The problem of designing key management schemes for 

establishing end-to-end encrypted sessions between source

destination pairs when the source and the destination are on 

different networks interconnected via Gateways and inter

mediate networks is examined. . In such an internet environ

ment, the key management problem attains a high degree of 

complexity due to the differences in the key distribution 

mechanisms used in the constituent networks and the 

infeasibility of effecting extensive hardware and software 

changes to the·existing networks. 

A hierarchical approach for key management is 

presented which utilizes the existing network specific 

protocols at the lower levels and protocols between 

Authentication Servers and/or Control Centers of different 

networks at the higher levels. Details of this approach are 

discussed for specific illustrative scenarios to demonstrate 

the implementational simplicity. A formal verification of 

the security of the resulting system is also conducted by an 

axiomatic procedure utilizing certain combinatory logic 

principles. This approach is general and can be used for 

verifying the security of any existing key management 

scheme. 



CHAPTER 1 

INTRODUCTION 

The increasing demands for improving the computing 

capability of data processing equipment have led to the 

emergence of mechanisms for integrating these data 

processing equipment into a computer network. The reasons 

for constructing a network to provide resource sharing among 

network devices are the following: (l) to reduce the need 

for storing all data in one centralized location, (2) to 

improve the efficiency of processing data within the 

network, and (3) to eliminate the need to install output 

devices for each computer system connecting to the network. 

This trend has caused the advancement of the technology in 

office automation systems, electronic mail services, 

audio/vid~o communications, and other communications used by 

the government and military, as well as the commercial and 

private sectors. There has also been an increasing trend 

for the needs for transferring classified data among 

government departments and military bases, transferring 

electronic funds among financial institutions, exchanging 

criminal records and client files among lawyers and doctors 

respectively, and exchanging students' records among 

different departments of educational institutions, etc. 

1 
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Thus, the importance of protecting the privacy and integrity 

of messages as they traverse the communication network has 

been increasingly appreciated. 

The recent emphasis on the security of communication 

over the public telephone network [1,2] shows the growing 

importance of communication security. In October 1984, the 

Presidential National Security Decision Directive NSDD-145 

was issued to mandate the protection of sensitive government 

communications and automated information systems. The 

directive authorized the National Security Agency (NSA) to 

provide assistance to the private sector in securing its 

telecommunications to prevent possible threats tc national 

securi ty, industrial espionage and electronic theft. It 

also announced the formation of National Telecommunications 

and Information Systems Security Committee (NTISSC) that 

will oversee the federal government1s help to the private 

sector. In March 1985, NSA announced a major program to 

build a Future Secure Voice System (FSVS) whereby contracts 

totalling 44 million dollars have been awarded to AT&T1s 

Federal System Division, RCA Corporation1s Government 

Communication Systems, and Motorola1s Government Electronics 

Group to carry out this project. 

In the past, more attention has been given to the 

computer security problems [3,4] to secure electronic 

messages residing in computer systems. A considerably large 
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research and development effort has gone into this topic 

resulting in many security models for describing the 

security requirements in a computer system. Most of these 

studies focused on the security of operating system, 

compiler, program, etc. These studies also focused on the 

protection provided not only to prevent accidental and 

malicious threats to secrecy by disallowing the illicit flow 

of classified data into unclassified files but also the 

unauthorized disclosure of sensitive information. When a 

set of these secure computer systems are connected to form a 

network, the high degree of openness of the network medium 

prompts the intruders to attack the network medium. 

Furthermore, the sharing of resources within the network, 

the access to centralized storage facilities, and the 

exchange of data and programs among users will all occur 

more frequently, thus demanding a tighter control mechanism. 

Hence, controlled sharing in the network and the protection 

needed for transporting data securely over the network 

becomes a necessity that must be provided by the network 

rather than by the computing facilities, i.e., a security 

enforcement mechanism for the network is required. 

1.1 Problems of Interest 

For a network to be secure, the network must 

adequately protect the data when transmitted over the 

communication channel, must prevent the unauthorized 

-----_.- .--- ------ ---
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dissemination of data stored in the network equipment, and 

must control the unauthorized access to the devices within 

the network. Thus, a secure network must require three 

types of control: access control, information flow control, 

and cryptographic control. Access control is needed to 

prevent the unauthorized access to shared databases, data 

processing facilities, input/output devices and other 

network equipment. Information flow control is needed to 

prevent the illicit flow of confidential data and the 

unauthorized dissemination of proprietary software through 

the network. Cryptographic control is needed to protect the 

data to which access has been authorized and the data 

transmitted over the network by utilizing some form of 

encryption technique. A secure network is said to be 

multilevel secure if it stores and transfers information of 

different classifications and protects the information from 

users with different clearances. Thus, the users at 

different clearances can have access to the network; 

however, some users may not be cleared for all the 

information that the network processed. 

These three requirements are the basis for the 

network to assure the security of data within the network 

even when the size of the network and the utilization are 

expanded. Thus, the major thrust of this research is to 
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develop the procedures to meet the aforementioned security 

requirements for computer networks. 

1.1.1 Access Control Problems 

The basic function of access control is to ensure 

that accesses to the objects by the subjects are authorized. 

Access control manipulates the types of operation that a 

subject can carry out on the objects which may contain 

classified information at certain security levels. Examples 

of the types of operation are READ, WRITE, EXECUTE, APPEND, 

DELETE, etc. An access control is usually represented by a 

matrix where the rows represent the subjects and the columns 

represent the objects. Each entry of the matrix represents 

the authorized operations that a subject is allowed to have 

to an obj ect. Thus, we sometimes call an access control 

mechanism a production matrix based system. Another form of 

representing the access control mechanism is to use graph 

theory. The vertices of the graph represent the subjects 

and the objects. The arc connecting two vertices represents 

the authority that a subject can have to an object. 

The concept of ownership is usually embedded in the 

access control mechanism. The ownership states that a 

subject who owns an object can transfer the privilege right 

of that object to another subject. Also, the access control 

depends on two basic premises : proper user identification 

and no modification to the entry of the access matrix. The 

---------- ---- ---- --- ---



6 

first premise specifies that a reliable authentication 

procedure at login is required. It ensures that none of the 

subjects can acquire the access right of another, and each 

subject can only exercise his own privilege rights to the 

objects which are specified in the entries of the matrix. 

The second premise describes the contents of the access 

matrix which must be well protected against unauthorized 

alteration. In an access control system, an access control 

policy is required to specify the authorized access of the 

subjects to the objects in the system and an access control 

mechanism is required to implement and enforce the policy. 

Access control has been widely applied to the design 

of protection mechanisms in operating systems where the 

subject is a user or a process and the object is a file, or 

a program or data, etc. Similarly, the notion of access 

control can also be used in the design of secure networks. 

The notion of network access control can then be formalized 

as the model of controlling the accesses between the users 

or processes (subjects) and the network devices (objects), 

i.e., to set up the connection between the devices that the 

user is using or that the process is executing and other 

network devices. The establishment of this connection is 

based on the authority whether the user or the process is 

permitted. Thus, all the notions of access control that 

implement the protection mechanisms in operating systems can 
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further be expanded to include the implementation of network 

protection mechanisms. 

1.1.2 Information Flow Control Problems 

Although access control defines the regulation of 

the accesses to objects, it does not control the information 

flow once a subject has been authorized access. The flow of 

information between different classes of objects is 

regulated by the information flow control. Thus, the basic 

function of information flow cont~ol is to control the 

dissemination of information regardless of which object 

contains the information. 

The notion of information flow control is based on 

classification levels, or flow classes of the subjects and 

the objects. Information is allowed to flow from the lower 

classes to the higher classes (i.e., upward flow) but not 

the other way around (i.e., downward flow). As in the 

access control system, an information flow control policy is 

required to specify the valid path along which information 

may flow. An information flow control mechanism enforces 

the policy by labelling the subjects and the objects with 

flow classes and allowing only upward flows between the 

objects. To expand the notion of information flow control 

into concepts that can be used for network protection 

implementation, we shall assume that the definition of flow 

classes in each network device must be comparable. Thus, 
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the control policy specifies the regulation of information 

flow between objects in different devices. 

1.1.3 Cryptographic Control Problems 

When the access to the information contained in an 

object is authorized and the flow of information between two 

objects is validated, the information will be sent over the 

open channel of the network. If the transmission line is 

not protected by any means (i.e., sealing the medium 

physically or sealing the data electronically), the purpose 

of enforcing both the access control policy and the 

information flow control policy may become useless. This is 

due to the fact that the transmission medium is open to the 

public and thus the content of the message may be subject to 

being either wiretapped or modified. Thus, providing 

protection on the transmission channel becomes a major 

necessity to the network security system. 

In general, there are two major types of security 

measures - physical measures and electronic measures, that 

one may use to ensure the protection of the message 

transmitted. Physical measures include the protection of 

transmission media, computer systems, switching equipment 

and interface units while electronic measures comprise the 

transmission of coded messages where the actual message to 

be transmitted is suitably modified by scrambling or 

encryption. Obviously, electronic measures provide a better 
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protection against determined attacks by intruders. It may 

be mentioned that although physical measures can be 

extensive, they are not completely satisfactory in ensuring 

security by themselves. 

Methods for providing communication security can be 

broadly classified into nonencryption-based methods and 

encryption-based methods [5]. Nonencryption-based methods 

do not require the use of encryption keys and a typical 

mechanism is the scrambling technique which converts the 

signal into a coded form. In [5], several scrambling 

techniques have been surveyed. However, the use of 

nonencryption-based methods for protecting messages on the 

transmission line is not entirely satisfactory. The main 

drawbacks are (1) low security level due to the 

substantially high Residual Intelligibility in the output 

signal 1 ; (2) the algorithm for recovering the original 

signal is very similar to the algorithm for scrambling. 

Thus, nonencryption-based methods cannot·ensure satisfactory 

levels of security and complete protection can be achieved 

only by implementing encryption-based methods which are the 

ones that will be considered in this thesis. 

The level of security provided by an encryption-

based method for secure communication across a data network 

1 The Residual Intelligibility of an output signal is 
that proportion of the original signal which can be 
understood directly when listening to the coded message. 
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is highly dependent on the security of the keys used for the 

encryption and decryption of data. To ensure a high 

security level, these keys should be changed often. 

Ideally, an updating on a session-by-session basis should be 

performed, i.e., a unique "session key" generated for each 

new session and discarded at the end of the session, is 

highly desirable. The feasibility of such an updating, 

particularly when end-to-end encryption is contemplated, 

depends on the existence of a key management mechanism that 

facilltates, at the initiation of each new session, the 

generation of a session key and the distribution of this 

session key to the two end communicants. Furthermore, it is 

desirable for this transfer to be made on the existing 

communication channels that will require the highest level 

of security during such a transfer. Consequently, key 

management is perhaps more important to the working security 

of a network than the mathematical structure of the 

encryption algorithm itself, since an inefficient key 

transfer between the end communicants can make the entire 

scheme worthless, regardless of how complex the encryption 

itself is. 

1.2 Problem Statement 

In designing a security mechanism for a network, one 

will encounter many complex problems on how to control and 

protect the information flow among the devices. Before we 

----------------------------------- .-_. --_._. __ . 
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describe the complexities involved in designing such a 

security mechanism, let us consider a typical local network 

that includes several computer systems which store various 

levels of classified data, several terminals that allow the 

users to access the network directly, several workstations 

between which data can be exchanged, several printers where 

the content of the files can be printed on a hardcopy, and 

several other data processing equipment such as databases, 

electronic mail servers, etc. We may assume that each 

computer system or data processing equipment can process 

sensitive information at different classification levels. 

In addition, those systems that are trusted to process 

classified data should have appropriate security mechanisms 

installed to support the control of information flow between 

the files and the users of the same system. In such an 

environment, when a piece of information that is classified 

at a certain sensitive level in a system is requested to be 

transferred to a file residing in a different system, or a 

network user wishes to access the network through a 

connected device, several additional problems should be 

taken into consideration. Firstly, the demands on the 

security enforcement mechanism and the verification of the 

security of such a mechanism will be high due to the 

distributed nature of the network in which a centralized 

security control mechanism as in the computer system becomes 
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inadequate to mediate all accesses and to protect all 

information transmitted over the network. Secondly, whereas 

the security enforcement mechanism for a computer system can 

be verified to control the information flow within the 

system, such a mechanism cannot enforce any security policy 

concerning the flow of information outside the system, i.e., 

the flow from one system to another system within the 

network. Furthermore, this mechanism cannot enforce the 

policy concerning the authority of the accesses to the 

network devices by the network users, or the processes 

executed on behalf of the users. 

Furthermore, the encryption key management problem 

attains a greater degree of complexity in internet 

environments where communication units located on different 

networks desire secure exchanges with one another. To 

describe precisely the additional complexities involved, 

consider a typical example of an internet system that 

includes two secure local networks LN1 and LN2 inter

connected directly through a Gateway [6] or possibly via two 

Gateways and an intermediate long distance network [7]. The 

long distance network mayor may not support security 

services; that is capabilities for encryption and 

decryption of data at its nodes before transmitting out may 

or may not be present. The internet system may also include 

several other networks, some of which may not have security 
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features. Let us assume that the two secure networks LN1 

and LN2 process the same encryption algorithm and have in 

place appropriate key management mechanisms to support 

end-to-end encryption between the nodes of the same network. 

In such an environment, when a secure session with end-to-

end encryption across the internet, i.e., a secure session 

between a node on LN1 and a node on LN2, is desired, several 

additional problems should be taken into consideration. 

Firstly, the demands on the security mechanism and the 

verification of security will be higher due to the greater 

vulnerability to attacks caused by the increased 

possibilities for intercepting messages. Secondly, and more 

seriously, the key management protocols in the individual 
.. " 

networks may not be uniform and the establishment of both 

internet and intranet sessions with the same protocol may be 

impossible. 

While the first problem could be overcome by tighter 

security measures (access control, physical measures etc.), 

the second problem is more difficult to handle due to 

implementational constraints (and some associated addressing 

problems as will be described later). Note that a 

conceptually simple solution is possible if the commands and 

the associated software for key management in the individual 

networks (both at the network nodes and at the key 

generation and distribution facility) and the Gateway 

~--------------------------------- -------._ .... _- --"._-
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processing functions can be altered as extensively as 

desired. Such a solution however is quite unrealistic to 

implement since networks and network components are 

standardized products and any required modification of the 

software already installed in the networks is rather 

unattractive. 

On the basis of the discussion given above, the 

problem of interest can be divided into two parts: 

(1) To develop a security policy enforcement mechanism for 

the computer network which should meet the three basic 

requirements mentioned above: 

(i) To prevent an illegal flow of information into a 

file that can be read by an unauthorized user; 

(ii) To control the access to a network equipment for 

which some users may not have the required clearance 

to use; 

(iii) To protect confidential data from wiretapping 

attempts during transmission over the network. 

(2) To develop the required protocols for key generation and 

key distribution in internet environments by utilizing 

the existing intranet protocols within the constituent 

networks with minimal changes to the network software. 

1.3 Organization and Major Results of this Dissertation 

In Chapter 2, an overview of the earlier approaches 

to designing network security measures and security 
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modelling is given. Several access control models developed 

using different techniques and methodologies are outlined. 

Then, we describe the information flow model and its 

application to program verification. An integration of the 

access control models and the information flow control model 

is also presented. With the use of encryption techniques, 

the protection of confidential data can be guaranteed. 

Several key management schemes that distribute the 

encryption key to the end-communicants are described and 

classified into centralized and distributed schemes. 

In Chapter 3, we introduce a formal model for 

network security. After surveying the earlier attempts in 

providing multilevel security in computer networks, we argue 

that these approaches are inadequate to process secure 

information in a multilevel security environment. Guided by 

a study of four specific scenarios in a secure network 

environment and some typical communication demands between 

devices in a trusted network, we provide an informal 

description of the model by defining certain security 

assumptions and security assertions. An examination of the 

mathematical properties of the model provides us with an 

insight into the meaning of a secure state. The security 

requirements of the model define the conditions for a secure 

state and the conditions for secure transformations between 

states when an operation is executed. Finally, several 

.--------_ .. _ ..... __ . 
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theorems are derived to show that our proposed model 

adequately represents the network security requirements in 

the sense that the security policy followed from the 

security assumptions and assertions can be fully 

implemented. 

To expand the single network system to an internet 

system that includes two local networks interconnected with 

a long-haul network via a gateway, a hierarchical key 

management scheme is presented in Chapter 4. The hierarchy 

comprises the intranet protocols at the lower levels and the 

protocols between Control Centers (key generation facilities 

of individual networks, Control Centers for clusters of 

networkz, etc.) at the higher levels. An axiomatic approach 

is employed for a formal verification of security afforded 

by the key management scheme. The significant features of 

this scheme are that the scheme is simple to implement and 

does not require extensive modifications to the specific 

network functions (hardware and software) when a secure 

network is to be brought into the internet system. 

In Chapter 5, we describe the details of an 

illustrative application of the present scheme to an 

interconnection of two specific local networks (e.g., Sytek 

LocalNet 20 LANs} via a long-haul network (the Defense Data 

Network) and Gateways. Several alternate implementations 

for end-to-end encryption key management will be outlined. 
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Finally, in Chapter 6, we state the conclusions 

reached by this research and also propose some problems for 

future investigations in the design and implementation of 

network security mechanisms. 

Some important contributions of this dissertation 

are summarized below 

1. Contributions to the modelling of network security. 

a. A formal model for network security is developed. 

It is used for stating and proving the security 

requirements of networks and also for determining 

the requirements for controlling the access to 

devices within the network, the session establish

ment between any two network devices and the 

information flow among files stored in the devices. 

b. The model gives a precise policy on how access 

control should be e::lforced. The access control, 

which is the major component in the design of secure 

operating systems, is found to be important in 

network security as well. The network access control 

policy, determines the requirements for establishing 

connection between two devices without violating the 

security conditions. A verification of these 

security requirements is fairly straightforward and 

simple. 

c. The model also gives a precise policy for controll-
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ing information flow between two devices. The flow 

of information is caused by a set of operations 

which can be modelled as mappings between states. 

With the defined operations, it can be proved that 

information will not be transferred from the higher 

security classes to the lower classes as a result of 

these mappings. 

d. With the employment of an encryption technique, the 

confidential data that has been authorized access 

can be well protected when transmitted over the 

network. A generalized notion of network security 

states that for a network to be secure, access 

control, information flow control, and cryptographic 

control are required. 

2. Contributions to the design of end-to-end key management 

schemes in internet environments. 

a. When two remotely located networks are intercon

nected via a Gateway, additional complexities will 

arise when a node on one network wishes to establish 

a secure communication session with a node on the 

other network. An hierarchical key management scheme 

is developed with the advantages that it can utilize 

the existing network specific protocols in handling 

the key distribution and the required changes to the 

network software and hardware are limited to only 



19 

the control centers of the two networks and the 

Gateways that ··interconnect the two networks. 

b. By an axiomatic procedure utilizing certain combi

natory logic concepts and mathematical induction 

principles, the security of the resulting key 

management scheme is formally verified. This 

approach is general and can be used for verifying 

the security of any existing key management scheme. 

c. The application of the presently developed key 

management scheme to an interconnection of two Sytek 

LocilNet 20 LANs via the Defense Dat~ Network and 

Gateways is described. Having outlined several 

alternative implementations for end-to-end 

encryption key management in such internetwork 

environments, we have concluded that the proposed 

hierarchical scheme is easily implementable and the 

confidential data can be well protected during 

transfer over the internet. 



CHAPTER 2 

PREVIOUS WORKS ON SECURITY MODELING 

AND NETWORK SECURITY DESIGN 

The study of secure communications in computer 

networks in the past [8-13] has focused primarily on the 

protection of information when it is sent over the network. 

This protection involves communication privacy and user and 

message authentication. Communication privacy refers to the 

provision of preventing a cryptanalyst from determining 

plaintext data from intercepted ciphertext when the cipher

text is transmitted over the communication line. User and 

message authentication refer to the proper identification of 

the users and the prevention of any message modification 

during the transmission to the destination. It is important 

that a user must identify himself when he wishes to access 

the network equipment and the receiver must identify the 

calling party and also detect any false messages sUbstituted 

by an intruder. However, control of access to the network 

devices by the network users is not handled by privacy and 

authentication schemes [14]. 

Access control problems can be described by the use 

of security models. Security modelling techniques have been 

20 
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widely used in the design of protection mechanisms for the 

operating systems of computers. The process of modelling 

the security of a computer system usually involves the 

development of a formal mathematical model as part of the 

top level definitions of the system. The model describes 

the protection policy that the computer system should 

enforce. The need for a formal model arose because informal 

models which describe the security regulations that define 

the security requirements for computer systems to process 

classified information did not specify the particular 

approach to design such protection systems; thus, these 

regulations did not provide helpful hints for system 

designers. Furthermore, only a formal model can demonstrate 

whether a system is secure so that the designers can 

convince others of the security of the protection system. 

Such convincing can be made by a designer when a formal 

model for security is constructed to demonstrate that the 

system enforcing this model is secure acccording to certain 

policies and to demonstrate that the design to which the 

implementation corresponds enforces the security policy of 

the model. 

During the past twenty years, many efforts have been 

made to build secure computer systems. Many design projects 

have been proposed, prototypes have been built. A concise 

overview of the development of secure computer systems over 
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This paper 

summarizes past projects that have been completed and 

current projects that have been undertaken to develop 

complete secure computer systems. Several formal models for 

computer security have also been developed. These models 

are developed for specific applications and provide 

differing levels of detail in their specifications. A 

survey of formal security models for computer systems is 

given in [16]. 

In Section 2.1, some of the important access control 

models will be described. The early models were developed 

for military applications and were directed to the needs of 

military security. These were developed in the late 60s and 

early 70s to implement the software controls for classifying 

information. The later models are different in the 

techniques that have been used to model the access control. 

In Section 2.2, several information flow control models are 

described. They model the occurrence of information flow 

among the variables of programs and locations in the memory 

storage. 

In Section 2.3, several cryptographic control 

schemes are described. These control schemes, on the basis 

of the methods of implementation, are classified into cen

tralized control and distributed control schemes. We will 

also outline the important concepts that have been used in 
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The cryptographic control 

schemes are also referred to as key distribution 

(management) schemes. 

2.1 Access Control Models 

The access control models existing in the literature 

are developed generally based on the finite state machine 

model. The finite state machine model describes a computer 

system as a finite set of states. From a current state of 

the system, a transition function determines what the next 

state will be based on the current input value. The 

transition function also determines the output value from 

both the current state and the input value. This model 

provides the basic structure for all of the models described 

below. 

One of the efforts at developing an access control 

model is aimed at providing a framework for describing 

~rotection systems and was first developed as a model of 

protection in operating systems [17,18]. It regulates the 

access to information by a user based on the clearance of 

the user and the classification of that information. The 

model is described in terms of the states of a system and 

its state transitions. The state of a system is defined by 

a set of subjects, a set of objects and an access matrix 

whose entries contain the access rights to an obj ect by a 

subject. The state transition is described by the 

-------- --
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transformation from one state to another state when an 

operation is executed. 

The use of a lattice to structure the security 

classification of files in a computer system is another 

modelling concept used to develop an access control model. 

A lattice is a structure consisting of a finite partially 

ordered set in which each pair of elements has a uniquely 

well-defined least upper bound and a greatest lower bound 

[19]. It fits nicely into the military classification 

structure where each security class, which includes a 

sensitivity level and a (perhaps empty) compartment (or 

category) set, can be partially ordered. As an example, for 

two sensitivity levels x and y and compartment sets 9 and h, 

(x,g) ~ (y,h) 

if and only if x ~ y and 9 ~ h, where the symbol > denotes a 

binary relation of partial ordering between any two sets. 

From the above definition, each pair of partial ordered sets 

(i.e., the security classes) has a least upper bound and a 

greatest lower bound. Thus, in a military classification 

structure, the global lower bound is the classification 

"unclassified, no compartment" and the global upper bound is 

the classification "Top Secret, all compartments". One of 

the earliest security models, the high-water mark model 

[20], has the ordering of the security levels that corres

ponds to the lattice model. Among the access control models, 
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the most well known is the Bell-Lapadula model [21-25]. 

Other access control models that have attained some impor

tance are the UCLA Data Secure Model [26-29], and the Take

Grant Model [30-35]. The important characteristics of these 

models will be described below. 

2.1.1 Bell-Lapadula Model 

This model is based on the finite state machine 

concept in which a triple (S, 0, A) is defined as the state 

of the system where S consists of all the system users, pro

grams, and processes, 0 consists of all the system files, 

and data, and A is the set of all modes in which an element 

of S can have access to an element of O. A state transition 

is governed by a set of rules for altering the access matrix 

which causes the system to move from a state to its 

successor. Then, the model defines formally what it means 

for a given state to be secure and the conditions under 

which, starting from a secure state, a sequence of allowed 

transition operations will not lead the system to an 

insecure state. In the triple (S, 0, A), a subject S has a 

clearance, an object 0 has a classification and each subject 

also has a current security level, which may not exceed the 

subject's clearance. 

In addition to the definition of an access matrix, 

Bell-Lapadula Model assumes that objects have fixed security 

classes. It then defines an axiom -- Tranquility Principle, 
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which asserts that no operation can be made on an active 

object. The model also presents two basic security 

properties - the simple security property and the *-property 

(pronounced as II star property"), which define the secure 

condition of a state. The simple security property states 

that a subject can observe the contents of an object if the 

security class of the subject is greater than or equal to 

the security class of that object. This security condition 

prohibits the users from directly viewing the information 

unless they are entitled to do so. The *-property states 

that a subject can modify the contents of an object only if 

the security class of the subject is less than or equal to 

the security class of that object. This property helps in 

preventing all illicit viewing of an object indirectly. To 

overcome some limitations of the model enforcing the above 

two properties in leading to impractical realizations of 

security mechanisms, the Bell-Lapadula model develops a 

notion of trusted subjects where a trusted subject is one 

that can be relied upon not to compromise the security. 

However, some of the current accesses by the trusted 

subjects to any object may violate the *-property. 

Several design projects for building computer 

security systems based on the Bell-Lapadula Model 'have been 

reported. They include the MULTICS Kernel Design project 

for Air Force Data Center [36], the SIGMA Message System 
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used in the Military Message Experiment (MME) [37,38], the 

Kernelized Secure Operating System (KSOS) for the 

PDP-11 [39,40], the Secure Communication Processor (SCOMP) 

for the Honeywell Level 6 [41], and the Kernelized VM/370 

(KVM/370) [42]. 

Later, Biba [43] discovered a security threat which 

had been neglected by the Bell-Lapadula Model. The Bell

Lapadula Model is concerned with preventing the disclosure 

of sensitive information by disallowing subjects to read 

information for which they are not cleared and to write into 

objects that have lower classification levels tLan the 

subjects. However, the permission of modifying information 

at higher classifications by subjects at lower clearances 

could cause the damage of the classified files through 

improper modifications. Thus, such modifications must be 

controlled by authorized agents. Biba introduced the 

concept of an integrity class which is analogous to a 

security class. In this concept, a sensitivity level and 

integrity compartment sets in the integrity class are 

ordered as the sensitivity level and security compartments 

in the security class. The ordered pair of sensitivity 

level and integrity compartment set can be formed as an 

integrity lattice. Then, an integrity policy is developed 

which is the dual of the Bell-Lapadula security policy. The 

policy states that a subject can only read objects with 
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integrity class at least as high as its own and can only 

write into objects with integrity class less than or equal 

to its own. 

2.1.2 Take-Grant Model 

This model, introduced by Jones et ale [31] and 

Lipton et al. [32], describes a restricted class of 

protection systems 'using graphs to model access controls. 

The model shows that although the number of subjects and 

objects that can be created is infinite the safety of such 

protection systems is decidable. The protection system is 

also described by protection states and transition states. 

The protection state of the system is described by a 

directed graph with nodes (also called vertices) of the 

graph representing the subjects and the objects and the arcs 

(also called edges) connecting two nodes indicate the access 

rights. These rights that are described in the Take-Grant 

model by a set of rules (take, grant, create, delete) can be 

transferred, thus causing the present graph to be 

transformed into a new graph, i.e., the state of the 

protection system is changed to a new state. The set of 

rules to transfer the rights is called a set of de jure 

rules. WU [44] used these de jure rules to form a hierar

chical protection system in which the transfer of authority 

in a centralized organization (a tree structure) can be 

restricted, and only the authorized person can initiate the 
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transfer of rights to other peop~e. Fuguni et al.[45] also 

used the de jure rules to develop a conceptual model for a 

Data Base Management System (DBMS), called ACTEN, which was 

based on the ACTion-ENtity pair concept. This model 

described the security relationships among the resources in 

the system, the access rights to an object, and the 

constraints and security requirements in such a system. 

Bishop and Synder [30] also identified another type of 

transfer which could cause the iriformation flow to take 

place from one node to another in the protection graph of 

the Take-Grant Model without necessarily acquiring the 

direct authority to access that information by an user. 

This type of transfer is modelled by four rewriting 

rules (post, pass, spy, find) and is called a de facto 

transfer. They, then described how such rules can be used 

to model the military classification system by including 

security classes for each vertex [46]. with the combination 

of both de jure and de facto rules, Bishop [46] extended 

Wu's hierarchical protection system to provide better 

security enforcement without the assumption that at least 

some of the vertices have to be trusted. By giving an 

example, he showed that if two directly connected subjects 

conspire to breach security, they can easily do so with Wu's 

model. 
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2.1.3 UCLA Data Secure UNIXl Model 

The basic concept of security in the UCLA Model is 

defined as: All direct access to data must be permitted by 

the recorded protection policy. The protection policy 

resides in a separate process called the policy manager in 

the security kernel. All requests from the users must be 

approved by the policy manager before being granted by the 

kernel. 

The specification of the kernel is given at four 

abstract levels [28]. The highest level is the "top-level 

specification" which is formulated as a finite state 

machine. The next lower level is the "abstract-level speci

fication" which is also given as a finite state machine. 

Each kernel call in this level causes a transition of the 

state from one value to another. Then, the next one is a 

"lower-level specification" which is defined by the language 

of aX IV US verification system and is organized as a "data

defined specification". Finally, the lowest level is the 

kernel implementation which is described by the extended 

PASCAL language. 

The top-level specification, described as a finite 

state machine, is defined with the state consisting of the 

following four components: 

a. process-objects, 

1 UNIX is a trademark of Bell Laboratories 
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b. protection-data objects, 

c. general objects, 

d. a current-process-name object. 

The detailed definition of data security is infor

mally stated by three assertions [26]: 

1. Protected objects may be modified only by 

explicit request. 

2. Protected objects may be read only by explicit 

request. 

3. Specific access to protected objects is 

permitted only when the recorded protection data 

allows it, i.e., all accesses must be 

authorized. 

The UCLA Data Secure UNIX Model uses "color" to des

cribe security classes which is assigned by the policy mana

ger. Each user, file, process, and device has a color list 

associated with it. To access a file, the color list of the 

user must include the color of the file. 

2.2 Information Flow Control Models 

An information flow control model, which is based 

partly on the work by Fenton [47], was introduced by 

Denning [48,49]. At about the same time when Denning's work 

appeared, Millen [50] also noticed the possible security 

threats that could occur when information is transferred 



32 

from a higher level to a lower level. These models describe 

the control of information flow among specific security 

classes without violating the stated security requirements. 

Each piece of information in the information flow model is 

assigned a security class. The transfer of information 

between different classes must obey a certain flow relation. 

The significance of the concept of information flow is that 

it focuses on the actual operations which transfer informa

tion between objects. Since the access control models focus 

only on the transfer of access rights by subjects to other 

subjects, the concept of information flow describes the flow 

properties between objects which are not given by the access 

control model s (such as the Bell-Lapadula Mode 1) • In 

addition, information flow models can be applied to the 

program variables directly, while the access control model 

generally applies to files and processes. 

2.2.1 Denning's Model 

The information flow model, as described by Denning 

[48,49] has the structure of a lattice. The structure is 

built upon the concept of information flow as the ordering 

relation on the set of classifications. The model is defined 

by a triple <FS, S, T> where FS is an information flow 

structure which models the valid flow paths of a system, S 

is a set of states which models the state-dependent 

components of a protection system, and T is a ~et of 
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transition operators which model all operations that cause 

the flow of information in the protection system. Six major 

components exist in the model: 

1. A set of objects representing the receptacles of infor-

mation, such as files, program variables, memory blocks, 

etc. 

2. A set of processes representing the active entities 

responsible for information transfer. 

3. A set of security classes which corresponds to disjoint 

classes of information. 

4. A binary flow relation that determines whether informa-

tion in one class is permitted to flow into another 

class. 

5. A binary class-combining operator that specifies the 

class of information and corresponds to the operation 

combining the information in two classes. The operators 

are associative and commutative. 

6. A set of transition operators that affect the flow of 

information between any two classes. 

Denning showed that under a set of assumptions which 

are justified for semantic reasons, the set of classes, the 

flow relation and the class-combining operator form a 

universally bounded lattice2• The four assumptions are: 

2 A universally bounded lattice is a lattice with 
unique least upper and greatest lower bounds on the entire set. 
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1. The set of ordered pairs of a set of classes and the 

flow relation forms a partially ordered set. 

2. The set of security classes is finite. 

3. The set of security classes has a lower bound such that 

any information in this lower class is permitted to flow 

to any classes in this set of security classes. 

4. The class combining operator is a least upper bound 

operator on a set of security classes. 

The security requirement of the model thus states that all 

information flow must satisfy the constraints on the flow 

structure, i.e., information in one class can not flow into 

another class unless there is a flow relation describing 

such flow is permitted. The flow relation defines that 

information can only flow from a lower class to a higher 

class. The problem of studying the information flow among 

different variables is handled using this model and is 

addressed primarily in the context of programming language. 

Later, Denning and Denning [48,51] presented a 

certification mechanism for verifying the secure flow of 

information within a program. It guarantees that the secure 

execution of each statement does not violate the constraints 

on the flow of information. It is developed for verifying 

the security of programs but not for the verification of a 

kernel. 
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2.2.2 Andrews and Reitman Approach for Program Verification 

Andrews and Reitman [52] presented a new approach to 

determine the information flow in a program by providing 

assertions to prove correctness of the flow properties in 

such a program. Programs contain procedures and assertions 

are used to describe the flow requirements of a procedure 

before and after the execution. The assertions are the 

statements qescribing the value and classes of program 

variables. Then the security of the procedure can be 

proved, with the assertions stating the precondition and 

post condition of the procedure, by showing that the post 

condition of the procedure satifies the security 

requirements, and that the post condition is true after 

execution if the precondition is true before execution. The 

basis of the proof is to develop axioms and proof rules for 

each statement type (assignment, alteration, iteration, 

composition, and procedure call) where the axioms correspond 

to the ones developed by Hoare [53]. 

The programs consist of three components: varia

bles, information states, and statemen~s. Variables usually 

refer to' objects which contain information. Information 

states define the mapping from a variable to a variable 

security class. Statements may refer to subjects which can 

modify variables and thus the information states are 

altered. The variable security classes are finite and 



36 

partially ordered, and they also form a lattice. 

Additionally, variables are bounded to security classes 

dynamically. 

In order to prove that a program is secure, one 

needs to prove that the program satifies the defined 

assertions based on a technique developed by Hoare [53] on 

the functional correctness of a program. The assertions 

must also satify the security requirements defined in the 

security policy (information flow policy). 

2.2.3 Access Flow Model 

Both access control and information flow control are 

essential to protection systems. By independently implemen

ting a protection system using access control, the leaking 

of information through a covert channel 3 [54,55] cannot be 

detected. Similarly; if only information flow control is 

used to implement the protection system, the transfer of 

rights and the right to access the objects by subjects 

cannot be addressed. Thus, Stoughton [56] proposed a new 

protection model which integrates both access control and 

information flow control, called Access Flow Model. 

The Access Flow Model contains two components: (1) 

an access control component, and (2) an information flow 

3 A Covert Channel is a communication channel that 
allows a process to transfer information in a manner that 
violates the system's security policy. 
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component, and is not based on the lattice concept. The 

concept of the model is built upon two protection related 

attributes of an object: (1) the current access attribute, 

which describes what operations each user can apply to that 

object, and forms the access control component, and (2) the 

potential access attribute, which describes the operations 

that the users could potentially apply to the information 

contained in that object and which forms the information 

flow component. 

If a new object P is produced from some operations 

on a set of objects Q1, Q2, ..• Qn, then the new potential 

access of P is set to be the "intersection" of the potential 

accesses of the Q's. The current access of P must be a 

subset of its potential access. with the notion of access 

attributes, a system may consist of pure access control if 

each object in the system has a potential access that allows 

all users to apply all operations to the information 

contained in those objects. At the other extreme, a system 

may consist of pure information flow control if the current 

access of each object is identical to its potential access. 

A formal definition of the Access Flow Model descri

bing the above policy is presented which consists of two 

parts: the definition of the syntax of a system description 

language which includes three syntactic domains, and the 

definition of the semantics of that language. The semantic 
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definition includes semantic domains and semantic functions. 

Additionally, these semantics describe the scheduling func

tion that is called by the owning process to simulate a 

process scheduling decision by producing the set of all 

possible outcomes. Each outcome is a sequence of system 

states, where the system state defines the values of all the 

objects in the system. Further, the operation domain 

includes the function that maps tuples of referenced objects 

into tuples of modified objects and it must behave 

"legally", that is, it does not violate the security policy. 

2.3 Cryptographic Control Schemes 

Cryptographic control schemes are generally 

referred to as encryption-based schemes where an encryption 

algorithm is used for secure information transfer. 

Appropriate keys are provided for the encryption and 

decryption of information. As described in Chapter 1, the 

level of security provided by an encryption-based scheme for 

secure communication across a computer network is highly 

dependent on the cryptographic algorithms used and the 

facility that transfers the encryption key to the two end 

communicants. The cryptographic techniques describe how the 

encryption is performed, that is, whether an entire block of 

messages is encrypted (block cipher), or the messages are 

encrypted bit by bit in a serial fashion (stream cipher). 

They also describe whether the data is encrypted and 
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decrypted at the source and the destination respectively, or 

the data is encrypted and decrypted on each link along the 

communication path between the source and the destination. 

Further, different key systems will determine the 

implementational complexity and the requirements on the 

hardware and software components. The security level in 

transferring the key to the two end users involved in a 

secure communication session depends highly on the existence 

of an efficient key management mechanism. This mechanism 

generates a new session key and distributes this session key 

to the two end communicants at the initiation of each new 

session. Thus, cryptographic control encompasses the design 

of key management schemes and the cryptographic techniques 

used. 

In Section 2.3.1, we will briefly describe some of 

the existing cryptographic techniques that are relevant and 

are useful when designing a cryptographic control scheme. 

The control schemes, depending on the nature of 

implementation, can be generally divided into centralized 

and distributed schemes and these will be described in 

Section 2.3.2 and Section 2.3.3 respectively. The review 

here is necessarily very brief; more details on these topics 

may be found in [5]. 
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2.3.1 Cryptographic Techniques 

Block Cipher. It divides a plaintext message Minto 

successive blocks, M1, M2, ••• , usually of a fixed size and 

enciphers each block independently with the same key K, that 

is 

EK(M) = EK(M1)EK(M2) ••••• 

where M = M1M2 ••.•• 

Each block can be one character or several charac

ters long. The plaintext is broken into blocks because any 

computing device of fixed size cannot accept any arbitrary 

length of the plaintext to b~ ~nciphered. 

Stream Cipher. It divides the message M into suc

cessive characters or bits m1f m2, .'.f and enciphers each 

mi with the ith element ki of a key stream K = k1k2 ••• j 

i.e., EK(M) = Ek1(m1)Ek2(m2) •.• 

where M = m1m2 •.. and K = k1k2 

The incoming character is enciphered depending on the inter

nal state of the device and produces the corresponding 

output characters. The input characters are not treated 

independently. Thus the occurrence of the same plaintext 

characters will not result in the same ciphertext 

characters. 

Examples of stream ciphers are Rotor and Hagelin 

machines which are periodic stream ciphers (because key 
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stream repeats every d characters) and Vernam cipher and 

running-key cipher which are nonperiodic stream ciphers. 

There are three basic approaches to encryption of 

data for secure communication on networks. They differ not 

only in their internal implementation characteristics, but 

also in the level of security they provide. 

Link-by-Link Encryption. This method of encryption 

provides security of information passing over a communica

tion link between two nodes, regardless of the source and 

the destination nodes for that information. Each 

communication link from a node to a neighboring node has its 

own encryption key. At each node, messages are decrypted 

using the key for the previous link and are then encrypted 

again using the encryption key for the next link that is to 

be used to forward the message. Since message is exposed 

entirely in plaintext form at any node, a high level of 

security must be guaranteed at each node. The encryption 

and decryption operations are therefore performed within a 

security module in each node which reduces the exposure of 

the plaintext which only exists in this physically secure 

module. The advantage of link-by-link approach is that 

encryption is performed independently on each communication 

link and any user on the network is only required to know 

the key to his nearest node. Figure la shows the link-by-

link encryption implementation. This technique may be 
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implemented in a transparent manner with currently available 

devices, which are placed in series with the data communica

tion equipment on the circuit. 

End-to-End EnCryption. This method of encryption 

models a network as a medium to transport the message in 

encrypted form from source ,to destination regardless of the 

links on which it passes. This approach provides perhaps 

the best security because messages are not exposed in plain

text form along the link except at the transmitter and at 

the receiver. However, each sender-receiver pair must have 

the same key. This requirement can be handled by prearrange

ment, or a suitable key distribution function must be esta

blished to initiate a secure communication session. Another 

advantage of the end-to-end approach is that less number of 

encryption/decryption operations are executed between a 

source and a destination and hence the cost of 

implementation and delays are lower. Figure lb shows a 

typical implementation. 

Combination Method. In this method, attempts are 

made to apply both link-by-link (or node-by-node) encryption 

and end-to-end encryption to provide the maximum security. 

Thus, more keys are involved such that each transmitter

receiver pair has the same key and the encrypted message is 

further encrypted by each link. 
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In general, there are two major types of encryption 

algorithms that are used in encryption-based schemes: 

conventional key cryptosystems and public key cryptosystems. 

These cryptosystems differ not only in the keys used but 

also the algorithms that are implemented. 

Conventional Key Cryptosystems. Conventional key 

Cryptosystems are often referred to as one-key systems. They 

are also called symmetric cryptosystems [57] because the 

enciphering and deciphering keys are the same (or easily 

determined from each other). This means that the transfor

mations E and D are easily derivable from each other or they 

are similar, and hence both E and D must be securely 

protected. 

One-key systems provide an excellent way of protec

ting information transmitted over computer networks. The 

receiver and the sender share a secret communication key to 

transmit the encrypted data in a secure way provided both 

parties are mutually trustworthy. Thus secrecy and authen

tication of their communication can be ensured. 

To illustrate how a conventional key system works, 

let us present an example. Suppose we have a key ELIOT and 

want to send the message "This is a test" in an encrypted 

form to the other party; he will receive it and decrypt it 

using the same key. First, each alphabet is coded with a 

digit starting from A as 1, B as 2 and so on until Z is 26. 



A blank is represented as O. 

45 

Since the key size is 5 

characters, we will divide the message into 5 characters per 

block. The first block "This " is encoded into 20 08 09 19 

00. The key (ELIOT) is encoded into 05 12 09 15 20, and is 

used to encrypt message by using addition mod 27 to result 

in the encrypted message 25 20 18 07 20, i.e., YTRGT, in the 

decoded form. To decrypt the message at the destination, the 

same key is used but the decryption algorithm is the inverse 

of the encryption algorithm and is subtraction mod 27. The 

result becomes 20 08 09~19 00 which is the original message. 

One of the most popularly known conventional key 

encryption methods is the Data Encryption Standard (DES) 

algorithm which combines several transpositions and 

substitutions and a certain nonlinear operation to obtain 

the cryptogram. This was announced in 1977 by the National 

Bureau of Standards [58] and has been approved to be used in 

all unclassified u.S. Government applications. The 

encryption algorithm was developed at IBM. 

DES enciphers 64-bit blocks of data with a 56-bit 

key (another 8 bits are the parity bits). The algorithm 

which is used both to encipher and to decipher is summarized 

in Figure 2. An input block of text T is first transposed 

under an initial permutation IP, giving To = IP(T). After 

it has passed through 16 iterations of a function f, it is 

transposed under the inverse permutation IP-1 to give the 
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final result. Between the initial and the final transposi

tions, the algorithm performs 16 iterations of the function 

f that combines sUbstitutions and transpositions. 

Deciphering is performed using the same algorithm 

except that K16 is used in the first iteration, K15 in the 

second, and so on. And the permutation IP-1 is the inverse 

of the initial permutation IP. 

Several implementations of the DES algorithm are 

available, and DES has been implemented in both software and 

hardware. A table given in [59J provides a list of some 

commercially available products that implement the DES 

algorithm. 

There is quite a bit of controversy centered on the 

questions: how good is the DES algorithm? Is a 56-bit key 

enough to provide adequate security? Diffie and Hellman 

[60] argue that with a 56-bit key, DES may be broken under a 

known-plaintext attack by exhaustive search. They show that 

by making a special kind of processor which can perform one 

million trials per second, it would take almost one million 

days to check all keys. However, if such processors are 

assembled in an array of one million, it is possible to try 

all keys (approximately 7x10 16 keys) in one day. The cost of 

such a machine would be in the range of 20 million dollars. 

It can be expected that by 1990, the cost of building such a 

---------------------------------_._---. -- .. 
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special-purpose "DES search machine" will drop 

substantially. 

However another assessment [61] took a different 

view-point, claiming that building such a machine (one 

million processor array) for known plaintext attack on the 

DES encryption algorithm is not technically and economically 

feasible for some time to come because the system would 

require millions of watts of power, and the total length of 

the array would be 256 feet long with the cost exceeding 70 

million dollars. One may find in the literature several 

articles [62-64] that debate this issue of how secure the 

DES algorithm is. 

Despite the controversy centered around the DES 

algorithm, Merkle and Hellman [65] argue that the security 

of using DES can be improved by doubling the key size to 112 

bits. Tuchman [60] claims that by using multiple levels of 

encryption it is possible to provide an increased level of 

security with 56-bit keys. The algorithm to use is 

-1 
C = DESk1(DESk2(DESk1(M))) (for encryption) 

-1 -1 
DESk1(DESk2(DESk1(C))) = M. (for decryption) 

There are four implementations of DES algorithm that 

are defined by the National Bureau of Standards and each is 

designed for a specific application. They are Electronic 

Code Book Mode (ECB), Cipher Block Chaining Mode (CBC), 
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Cipher Feedback Mode (CFB) and Output Feedback Mode (OFB). 

Details of these implementations can be found in [66]. 

Public Key Systems. In a public-key cryptosystem, 

each user has a public enciphering transformation E, which 

may be registered with a public directory, and a private 

deciphering transformation D, which is known only to that 

user. The public transformation E is described as a public 

key and the private transformation as a private key. The 

public key is derived from the private key. However, it 

must be computationally infeasible to determine D from E. 

These keys have the following properties; 

1. For every K, Dk is the inverse of Eki i.e., for any M, 

Dk (Ek (M)) = M. 

2. For every K and M, C = Ek(M) and Dk(C) = M are easy to 

compute. 

3. For almost every K, any easily computed algorithm equi

valent to Dk is computationally infeasible to derive 

from Ek' 

4. For every K, it is feasible to generate the inverse pair 

Ek and Dk from K. 

The concept of a public-key cryptosystem was intro

duced by Diffie and Hellman in 1976 [67]. It is different 

from the conventional-key system in that each user will have 

both a public and a private key (2 keys), and two users can 
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communicate knowing only each other's public keys. Later 

Rivest, Shamir and Adleman [68] using this concept developed 

a more appealing public-key system that employs an 

exponential ciphering technique. Later in the same year, 

Merkle and Hellman [69] developed another public-key system 

using Trapdoor Knapsacks. We will be discussing only the 

RSA scheme here due to its greater popularity and easier 

implementability. 

The RSA scheme enciphers a message block M [0, n-1] 

by computing the exponential 

C = Me mod n 

where e and n represent the key to the enciphering 

transformation. For deciphering, with d and n, one can 

restore M by using the deciphering transformation, 

M = Cd mod n. 

The public encryption key (e,n) and decryption key 

(d,n) are pairs of positive integers. 

The algorithm is as follows: 

1. Select any two large "random" prime numbers, p & q. 

Compute n as the product of p and q, 

n = p*q. 

n is made public and the factors p and q are hidden. 

Thus, it is enormously difficult to factor p, q from n. 

This also hides the way d can be derived from e. 



2. Find d such that d is relatively prime to 0(n) = 

(p-l) * (q-1), i.e., gcd (d, 0(n)) = 1. 

3. Find e, such that e is the multiplicative inverse of 

d modulo 0(n), i.e., e*d = 1 mod 0(n). 
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4. Finally make e public and keep d securely hidden. If p 

and q are sufficiently large, it is computational infea

sible to compute d from e. 

By using an example below, we can show how the RSA 

scheme encrypts and decrypts a message. Given a plaintext 

M = UNIVERSITY OF ARIZONA, the following steps illustrate 

the encryption and decryption operations in the RSA scheme. 

1. First select p = 79 & q = 83, then n = 79*83 = 6557, 

and 0(n) = (p-1)*(q~1) = 78*82 = 6396. 

2. Letting d = 2467, we get e = 3163 by computing the 

multiplicative inverse of d modulo 0(n). 

3. Break the plaintext into blocks of 4 digits each, where 

A=OO, B=Ol, Z=25, and blank = 26. For message 

U N I V E R SIT Y 0 FAR I Z 0 N A 

encode into 

2013 0821 0417 1808 1924 2614 0526 0017 0825 1413 0026. 

The first block is enciphered as 2013 = 3881. Thus the 

entire ciphertext is 

3881 4988 3339 3472 1623 0048 1351 4406 4088 1181 6044. 
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Because 0(n) cannot be determined without knowing 

the prime factors p and q, it is possible to keep d secret 

even if e and n are made public. This shows that RSA is an 

efficient public key scheme. 

Unlike the case of DES algorithm, practical large

scale-integrated implementations of public key algorithms 

are not yet widely available. There are several ongoing 

efforts at the present time to correct this situation [70, 

71]. R.L. Rivest [70], a cofounder of the RSA scheme, has 

been working on the realization of the RSA algorithm in a 

single chip encryptor. Very recently, M. Kochanski [71] has 

Qeveloped a bit-sliced encryption chip which integrates 32 

Pujitsu CMOS gate arrays into a 25 inch square board. This 

board, named FPA4, can encrypt and decrypt at more than 5 

Kbps using keys as long as 512 bits. Since it uses 

bit-slice encryption techniques, the data blocks and the 

keys can extend up to 1024 bits. Currently, British Telecom 

is also developing a single chip device that implements RSA 

algorithm; but these chips are not yet commercially 

available. 

2.3.2 Centralized Control Schemes 

Perhaps the simplest form of key distribution 

methods are centralized schemes. A general approach is to 

have a host or a set of machines [72] to serve as a key 

distribution center (KDC). It is assumed that a set of keys 
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has been prearranged between the KDC and each user and are 

stored at a centralized KDC. Any node that desires to 

initiate a secure communication session will request the KDC 

for a new session key before the new session is initiated. 

If the KDCls protection policy permits the connection, a 

secure message containing the key and other status 

information will be sent back over a prearranged channel. 

Then data can be transmitted over a newly established 

logical channel. The protocol is simple and easy to 

comprehend and is described in [73]. 

An alternate scheme can be developed by using a 

public key cryptosystem in the centralized scheme. All 

public encryption keys are stored in the KDC while the 

decryption keys are kept at the individual nodes. Before 

secure communication can be initiated, the source node will 

request the KDC for the encryption key of the intended 

destination. After the permission of connection is granted 

by the KDC, the KDC will supply the public key. The source 

node will encrypt the data using this key and transmits to 

the destination node. 

IBM Scheme. This scheme was developed by Ehrsam, 

Matyas, Meyer and Tuchman [74,75] for communication and file 

security. A host master key KMHO for each host system is 

assumed and two variants of the master key, KMHl and KMH2, 

for each KMHO are also assumed. These two variants can be 
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generated from KMHO as needed. The master key is the only 

key that is stored in clear form in a special cryptographic 

facility which is inaccessible to the users. It is used to 

encrypt all other encryption keys, and to generate new 

encryption keys. Each terminal is provided a master termi

nal key, KMT, which is used for key exchange between the 

terminal and the host system. This key when stored in the 

host system is enciphered under KMH1, whereas KMH2 encrypts 

all other key encrypting keys, such as the file encryption 

key KNF, when stored in the system. 

The key management scheme involves both host system 

nodes and terminal nodes where each host system is connected 

with several terminals and all host systems are interconnec

ted to form a communication network. The scheme considers 

only end-to-end encryption between individual end users for 

communication security and between end users and host 

systems for file security. A common data encryption key, 

a 1 soc aIled session key (KS), is used for the session 

between two end users. This key is generated uniquely for 

that s~ssion and remains operable during the session. For 

file security, the key encryption key is defined as the 

primary file key, KF. 

Special operations are provided by the host system 

and the following cryptographic operations are used by the 

key management scheme in a host: 
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1. Set master key. A master key, KMHO, is installed by the 

operation 

SMK : (KMHO). 

2. Encipher under master key. A key, K, is encrypted under 

KMHO by the operation 

EMK (K) ~ EKMHO(K). 

"3. Encipher. Plain data, P, is encrypted under KS where KS 

is protected by encryption under the key KMHO. The 

operation is 

ECPH : (EKMHO(KS), P} ~ EKS(P). 

4. Decipher. A ciphertext C = EKS(P) is deciphered using 

KS by the operation 

DCPH : (EKMHO(KS), EKS(P)} ~ P. 

5. Reencipher from master key. The operation is performed 

by taking KS enciphered under KMHO and putting it under 

KMT encipherment 

RFMK : (EKMH1(KMT), EKMHO(KS)} -7 EKMT(KS). 

6. Reencipher to master key. This operation allows the 

file key, KF, enciphered under KNF to be taken out and 

put it under KMHO encipherment. Since KNF is encrypted 

under KMH2, an operation is required to take out KNF so 

that it can be used for performing the decryption 

RTMK: (EKMH2(KNF), EKNF(KF)} -7 EKMHO(KF). 

The following operations are used by the key 

management scheme at the terminals where each terminal 
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stores its own master key in clear form in the cryptographic 

facility of the terminal: 

1. Decipher from master key. This operation decrypts KS 

transmitted to the terminal under the encryption of KMT 

as EKMT(KS) and stores it in the facility. KS remair& 

in the working register of the facility until it is 

changed. The operation is 

DMK : EKMT(KS) ~ KS. 

2. Encipher. The data, P, is encrypted by using KS which 

is stored in the working register. The operation is 

ECPH : P ~ EKS(P). 

3. Decipher. The ciphertext, C = EKS(P), is decrypted by 

using KS which is stored in the working register. The 

operation is 

DCPH : EKS(P) ~ P. 

Needham-Schroeder Scheme. In this scheme, developed 

by Needham and Schroeder [76], the use of a centralized 

facility, called an Authentication Server (AS), is advoca

ted. AS performs not only session key generation and its 

secure distribution but also authentication of the connec

tions. When a conventional encryption algorithm is used, 

each principal has a master key that is known to itself and 

also to its authentication server. The protocol describes 

user A who wishes to establish a secure session with user B 
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by acquiring a key, CK, called communication key, from AS to 

share with user B. according to the following steps: 

Step 1. User A communicates in clear with AS by sending the 

following message to AS, where IA1 is A's own 

identifier for this transaction, 

A -7 AS : ( A, B, IA1 ). 

Step 2. AS checks the validity of the two users. CK is 

generated and the following message is transmitted 

to A only when the above check has resulted in 

approval of the connection. 

AS -7 A : ( (IA1, B, CK, (CK,AlKBlKA ) 

where KA and KB are the master keys of the users A 

and B respectively. The message (MlKA represents M 

that is encrypted under the key KA. 

Step 3. A decrypts the received message to obtain CK. 

Then, he forwards the message (CK,AlKB to user B 

since the message is encrypted under the key KB, 

A -7 B (CK,AlKB ). 

B decrypts the message transmitted from A to obtain 

CK. Now he knows that he is engaging in a secure 

conversation with user A, and CK will be used for 

the subsequent conversation. 
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In order to prevent any intruder from forging either 

user A or user B, the protocol is extended to include a 

"handshake" between A and B after Step 3 descr ibed above. 

Specific protocols for the establishment of authenticated 

connections in the case of public-key algorithms are also 

described in [76]. Later, improvements to the Needham

Schroeder protocols to prevent security breaches when 

exchange keys used in the distribution of SK are compromised 

have been developed by using the notion of time-stamps by 

Denning and Sacco [77], and alternately, using event markers 

by Bauer et ale [78). 

The major disadvantage of the centralized schemes is 

that if communication with the KDC becomes impossible, due 

to any failure at KDC, or the disconnection of the link 

between them, establishment of any further secure 

communication sessions becomes impossible. However this 

drawback can be easily remedied by using back-up KDCs in 

case the main KDC fails. The redundant KDCs can be located 

at any sites which support a secure operating system and 

provide appropriate key generation facilities. However, 

centralized schemes have the advantage of easily controlling 

the distribution of keys, while also saving the overhead 

generated at each node. 
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2.3.3 Distributed Control Schemes 

In contrast to the schemes described above, the 

control mechanism can be distributed over the set of nodes 

such that each node serves as a KDC for certain connections. 

For conventional key systems, each node has the capability 

of generating his own key. Once the keys are generated, 

they are stored at individual nodes. Each KDC stores all 

the keys used for secure communication from his node to any 

other node in the network. Before a communication session 

is initiated, the source node will request the destination 

node for a session key. The key will then be transmitted 

securely to the requesting source node by encrypting it 

under another key that has been agreed to be used between 

the source and the destination nodes. Some protection 

policy is established for the individual nodes to grant 

permission for setting up the connection. Alternately, for 

employing public key systems, each node will generate his 

own public and private keys. Before a secure communication 

is established, the source node will request the public key 

from the intended destination. Once each party receives the 

appropriate encryption key from the other side, this can be 

used for further secure communication. The receiving node 

will decrypt the message received with his private key. An 

alternate method is to set up an encryption key directory at 

each node. This directory stores all the public keys of the 
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nodes in the network. The transmitting node only needs to 

consult his public key directory before a session is esta

blished. For updating the public key directory, every node 

broadcasts his new key, and the node receiving it will store 

it in the directory. 

This method has the advantage that the only nodes 

that must be properly functioning are those which support 

the intended participants. In addition, it permits each 

node to enforce its own security policy. However more 

overhead will be generated by either method described, while 

also increasing the complexity of the system. 

Alternate protocols for secure communication without 

using a centralized facility are described in [79,80]. We 

describe the details of the Merkle protocol in the following 

paragraphs. 

Merkle's protocol. This protocol [79] describes the 

setting up of a secure communication session between two 

individuals by using the existing communication channel. 

The exchange of keys between these two communicants requires 

no involvement of a centralized facility. The method used 

is based on the concept of a puzzle, where the puzzle is a 

cryptogram. The encryption function that is used to create 

the puzzle need not be strong; that is, instead of using 128 

bits of key space that is impossible to break, we can 

selectively choose the size of the key, say 20 bits or 40 
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bits, depending on the difficulty that we like to impose for 

solving the puzzle. It is to be noted that the method 

relies on the strength of the underlying encryption function 

to ensure that the puzzle created can only be solved by 

exhaustive search through the key space. 

Before the communication between two individuals, 

say X and Y, can begin, they must agree upon the value of N 

which they wish to use. X then generates N puzzles, and 

transmits them to Y. Each piece of puzzle contains the 

puzzle 10 which uniquely identifies each of the N puzzles 

and the puzzle key which will be used in the subsequent 

encrypted communication. Each puzzle is enciphered under a 

"random key". When Y receives N puzzles, he randomly 

selects one puzzle and solves the puzzle to obtain the 

puzzle 10 and the puzzle key. Then, the puzzle 10 is sent 

back to X, and X will know the corresponding puzzle key 

which will be used for their secure communication. 

In summary, the two authentic communicants x and y 

and Z, an intruder, may know N puzzles and the puzzle 10, 

but only X and Y know the puzzle key used. In order for Z 

to know the puzzle key, he has to solve all puzzles to find 

the matching puzzle 10. If the amount of effort needed to 

solve one puzzle is O(N), then, Z requires O(2tN) efforts to 

get the exact puzzle key used. 
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The scheme has certain drawbacks. Firstly, the 

effort for Y to break the puzzle should be small because he 

cannot spend hours to get the puzzle key. Then, the effort 

for Z to find the exact key will not be huge eventhough he 

has N puzzles to solve. Secondly, Z can easily forge to be 

either communicant X or communicant Y beacuse he can 

intercept all N puzzles from X and send another set of N 

puzzles to Y. Then, Z can set up a secure channel with X 

and another separate channel with Y. Any message exchanged 

between X and Y will be intercepted and read by Z before it 

can be forwarded to the destination. 

2.3.4 Threshold Schemes 

As was described earlier, in order to protect the 

data sent over the network, we encrypt it under a key. To 

protect the key, we could further encrypt the key. Thus, we 

require the keys to be stored in a single well-guarded 

location. Such a solution forces the security of the entire 

system to depend on the safety of a single master key. If 

the master key is accidently or maliciously exposed, the 

security of the system is breached. Similarly, if the 

master key is lost or destroyed due to a breakdown at that 

single location or others, all information becomes 

inaccessible. An obvious solution to the latter problem is 

to store multiple copies of keys at different locations, but 

the system becomes more vulnerable to betrayal. 
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An efficient threshold scheme can be very helpful in 

managing the cryptographic keys to overcome the above 

problems. The idea of the threshold scheme is to divide the 

key K into n pieces of subkeys Kl, K2, ••• , Kn in such a way 

that: 

1. Knowledge of any r or more pieces of subkey would make 

the computing of the key K easy. 

2. Knowledge of any r-l or fewer pieces of subkey makes it 

impossible to determine the key K. 

Such a scheme is called a (r,n) threshold scheme. 

The scheme assumes that each piece is given to one 

user. Since we require r pieces in order to reconstruct the 

key K, exposure of one piece or any number of pieces up to 

r-1 does not endanger the disclosure of the key. Similarly, 

if a piece is lost or destroyed, the recovery of the key is 

still possible as long as there are at least r valid pieces. 

Shamir [81] proposed a threshold scheme based on 

Lagrange interpolating polynomials [82]. Blakley [83,84] 

also published a threshold scheme, which he ca lIed a "key 

safeguarding scheme" due to its safety feat.ure of protecting 

the encryption key. Also, Davida et ale [85] proposed a 

scheme for protecting shared cryptographic keys based on 

error correcting codes. More recently, Asmuth and 

Bloom [86] have proposed another threshold scheme based on 

the Chinese remainder theorem [87J. 
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The threshold theorem provides several useful 

properties, namely: 

1. For a key K, additional pieces of subkeys can be created 

or destroyed without affecting the value of the key K. 

2. The size of each piece Ki may exceed the size of the key 

K. 

3. All pieces can be voided without changing the key K, and 

a set of new pieces can be created based on a different 

polynomial. 

4. The recovery of the key using r or more pieces is 

efficient. 

5. The number of pieces given to a user is proportional to 

his status of importance. 

can be created. 

Thus, a hierarchical scheme 



CHAPTER 3 

A MODEL FOR NETWORK SECURITY 

As described in the earlier Chapters, a security 

enforcement mechanism is required to control the access to 

shared resources in a computer network efficiently, and to 

control the information flow among these resources. In the 

past, many research studies have been devoted to the 

development of security mechanisms for computer systems, but 

organized procedures for designing secure networks have 

begun to be investigated only recently. In this chapter, we 

shall develop a security model which gives an abstract 

description of the security policy that should be enforced 

in the security mechanism for a computer network. 

In Section 3.~, some basic computer security 

concepts are presented, and these concepts will be used 

further to develop the present network security model. The 

fundamental concept is a security kernel which provides a 

conceptual base for building secure computer systems. The 

underlying basis is the concept of a reference monitor which 

is an abstract notion residing in the computer system to 

mediate all accesses to the objects by the sUbjects. The 

discretionary and mandatory security policies describe 

precisely how a subject can have access to an object. The 

65 
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discretionary security policy describes an authority to 

access an object which is given by the owner of the object 

based on his discretion. The mandatory security policy 

requires that each object and subject must be associated 

with a security class such that an access to an object by a 

subject is based on the specific classes with which they are 

associated. 

Since a major portion of the work in the development 

of security concepts for computer systems has been conducted 

for military and government applications, the Department of 

Defense has an accreditation scheme for computer systems 

that process classified information which divides into four 

different modes of operation -- Dedicated, System High, 

Controlled and Multilevel. Each"mode of operation defines 

the assurance requirement that a computer system must be 

operated under and categorizes the degree of trust of the 

computer system. In addition, the computer security center 

(CSC) founded by DoD has recently developed the "trusted 

computer system evaluation criteria" to evaluate the 

effectiveness of processing classified information in 

computer systems. Each trusted computer system contains a 

component called a "Trusted Computing Base (TCB)" which is 

responsible for enforcing the security policy. The criteria 

mainly involve a division into four groups on the basis of 
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the degree of trust that could be placed on the computer 

system. 

In section 3.2, some recent attempts at building a 

secure network for providing multilevel security are 

presented. Most of these approaches are based on attempts 

to unify computer security concepts with network security 

concepts. In Section 3.3 we shall study some possible 

connection scenarios between two network devices connected 

to the same network. This study provides a good insight 

into how the security policy should be enforced and which 

portions of the device should be trusted. 

In Section 3.4 we introduce a model suitable for 

formulating the concept of network security described in the 

previous section. This informal model defines the terms 

used to describe network security, and specifies the 

security assumptions and assertions for a secure network. 

In Section 3.5, a formal model for network security 

will be presented. This model consists of four components: 

a set of states, an initial state, a set of operators and a 

set of system transformations. The states consist of a set 

of current accesses, security binding functions, a subject

login function, a subject-mapping function, and a reference

mapping function. The initial state is a specific designated 

state. The operators consist of all operations that cause a 

change in the value of a state. The transformations describe 
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the transition from one state to another state under the 

application of a set of operations. 

The security requirements for the network system 

will be described as follows. Firstly, two security 

properties for describing the conditions of a secure state 

will be defined. Secondly, we shall state the requirements 

for a transformation to be secure. With these security 

requirements, the verification of security of a network 

system is given by stating several theorems that describe 

the conditions for the system that starts at an initial 

secure state to transit to secure states only under any of 

the transformations. 

3.1 Developments in Computer Security 

3.1.1 Terminology and notation 

Providing a highly reliable protection mechanism for 

the computer system is generally a complex task. Many 

different approaches have been taken to develop security 

mechanisms for computer systems. However, several 

difficulties have been encountered. Firstly, the operating 

system and utility software are usually large and complex. 

Secondly, the protection mechanism in a computer system can 

be easily broken into by sufficiently skilled and determined 

adversaries, thl;!.,s making the system vulnerable to outside 
.\ 

penetration. Thirdly, there is no assurance that the system 
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cannot be subverted by the insertion of a "trapdoor"l into 

its own program or the insertion of a "Trojan horse"2 

program into the system code. The security kernel 

approach [88] provides a conceptual base on which to build 

secure computer systems with a methodical design process. 

This kernel approach is applicable to all types of systems 

ranging from the general-purpose to the special-purpose 

systems such as communication processors. 

The security kernel approach is based on the concept 

of a reference monitor, where the kernel itself is a 

hardware/software mechanism that implements a reference 

monitor function. A reference monitor is an abstract notion 

residing in the secure computer system as a system component 

which checks each reference made by the subject to an object 

by using a set of access authorizations. It then determines 

whether the access is valid under the security policy of the 

system. Figure 3 depicts the working structure of the 

reference monitor. 

Since the operating system and the utility software 

are typically large and complex, the security kernel must be 

1 A trapdoor is a hidden piece of code that corresponds 
to a special input allowing its user access to resources 
without passing through the normal security enforcement 
mechanism. 

2 A Trojan horse program is a software that appears 
legitimate but in fact is designed to do something illicit 
in addition to its normal function. 
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versatile enough to check every reference. Also, the 

security policy must be clearly defined in the security 

kernel. Then, a rigorous methodology can be developed to 

obtain a mathematical model, a precise specification of 

behavior and coding in a higher level language. 

The implementation of a security kernel must adhere 

to three engineering principles: (1) Completeness, in that 

the kernel must mediate all accesses to information; 

(2) isolation, in that the kernel must be protected from 

tampering; and (3) verifiability, in that the kernel must be 

verifiable as correct. 

The security policy defined in the security kernel 

can be generally divided into two categories -- discre

tionary security policy (also called discretionary access 

control) and nondiscretionary security policy (also called 

nondiscretionary access control). A discretionary security 

policy defines the rules that restrict accesses to objects 

based on the identity of subjects and/or the specific group 

to which they belong. It is the simplest form of access 

control. A subject can choose other subjects with whom he 

wishes to share his private information. On the other hand, 

a nondiscretionary security policy (also called mandatory 

security policy) contains security rules that restrict the 

access to an object based on the authorization of the sub-
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sensitivity level of the information contained in that 

object. 

Let us describe these two security policies in a 

slightly greater detail. A general model of access control 

is given by Lampson [18] in which the access rights of each 

subject to each object are defined as the entries of an 

access matrix. In the access matrix, subjects are repre-

sented by rows and objects are represented by columns. Two 

general implementations of access control based on the above 

idea have evolved -- Access control lists (ACL), also called 

authorization lists, and capabilities. The Access control 

list is a list of n subjects which are authorized to access 

some particular objects; thus the ith entry in the list 

gives the name of a subject and the rights in the matrix 

which is associated to the object at that column. When a 

subject wishes to have access to an object, the ACL must be 

consulted first before granting the permission. The 

capabilities, such as the one described by Fabry [89], is a 

list specifying the unique name of an object and a set of 

access rights for that object which is associated with the 

subject at that row. Thus, each subject will hold a list of 

objects to which he is authorized and the access rights to 

that object. The possession of a capability, like holding a 

ticket to a theater, gives the subject unconditional access 

to the object without further validation once the capability 
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is granted. The discretionary security policy introduces 

the notion of ownership where each object has a owner. The 

owner can determine at his discretion to whom he would like 

to pass the right. The discretionary security policy can be 

implemented by using both ACL and capabilities. 

The nondiscretionary security policy has been widely 

used in Multilevel Security Systems (MLS), mostly empl~yed 

in the military and government applications. This, however, 

can also be used in financial, medical and other private 

sector applications. In the multilevel security system, 

each individual is assigned a clearance from a set of four 

recognized sensitivity levels in a hierarchical order, as 

Unclassified, Confidential, Secret and Top Secret where each 

item of information is also assigned a classification within 

the same four levels. The fundamental requirement is that 

no individual should be able to see information classified 

above his clearance. The lesser the number of people 

authorized to share some secure information, the greater the 

control can be exercised to prevent the accidental or 

deliberate disclosure of sensitive information to unautho

rized persons. Consequently, a finer grain of classifica

tion has been used in the MLS policy which is based on the 

"need-to-know" concept. The general principle is that sen

sitive information should not be entrusted to an individual 

unless he has both the clearance to a9cess it and some job 
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related need to know that information. This concept is in a 

sense building a discretionary security policy within an 

existing non-discretionary security scheme. The clearance 

of an individual and the classification of each item of 

information are also designated to a set of compaitments 

where the information in any compartment is accessible by 

only individuals within the same compartment. In the mili

tary environment, a compartment can be NUCLEAR if all infor

mation in this compartment is related to nuclear weapons. 

In the non-military environment, a compartment can be the 

department name, such as ECE department in a university. 

Hence, the security class (or security partition which can 

be either classified as clearance or classification) com

prises a sensitivity level (unclassified, confidential, 

secret or top secret) and a (possibly empty) set of compart-

ments. An individual is permitted to access information 

only if his clearance equals or exceeds the classification 

of the information and if his set of compartments includes 

that of the information. Thus an individual who wishes to 

obtain information classified as confidential level in the 

Electrical and Computer Engineering (ECE) department must 

have the clearance of confidential or higher and he must be 

a member in the ECE department. 
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3.1.2 DoD Modes of Operation for Computer Security Systems 

At present, the Department of Defense defines four 

modes of operation in accrediting computer systems process

ing classified information [16]. These modes of operation 

serve as a way of categorizing the degree of trust and 

assurance required in a computer system operating in one of 

the environments named by a mode. In the following, we will 

briefly describe these four modes of operation. 

A. Dedicated: All system equipment is used exclusively by 

that system, and all users are cleared for and have a 

need-to-know for all information processed by the 

system. The Dedicated mode of operation requires: 

1. A single security level (i.e. one sensitivity level 

and one compartment) for information (data, program 

etc.) . 

2. All users are cleared to and/or approved for at 

least the single sensitivity level of information 

involved. 

3. All data and programs must have security classifi

cation associated with them, and must be assured of 

an appropriate labelling for all output. 

B. System High: All equipment is protected in accordance 

with the requirements for the most classified informa

tion processed by the system. All users are cleared to 
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that level, but some users may not have a need-to-know 

for some information. The System High mode of operation 

requires: 

1. Data have more than one security level. 

2. All users are cleared and approved for the highest 

level of data, and need-to-know controls shall 

apply. 

3. All data and programs must have security classifica

tion associated with them, and must be assured of an 

appropriate labelling for all outputs. 

c. Controlled: Although some users neither have a security 

clearance nor a need-to-know for some information 

processed by the system, separation of users and 

classified material is not essential under operating 

system control. The requirements for controlled mode of 

operation are: 

1. Data have more than one security level. 

2. Users may have any security level, and some users 

may not have a clearance and a need-to-know for all 

classified information contained in the system. 

D. Multilevel: Some users neither have a security clear-

ance nor a need-to-know for some information processed 

by the system and separation of users and classified 

material is accomplished by the operating system and 
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associated system software. The multilevel mode of 

operation requires: 

1. Data have more than one security level. 

2. Users may have any security level and a need-to-know 

restriction applies. 

3.1.3 Evaluation Criteria for Trusted Systems 

In 1983, the DoD computer security center developed 

the so called "Trusted Computer System Evaluation Criteria" 

(Commonly known as the orange book) [90] for evaluating the 

effectiveness of processing classified information'in a 

computer hardware/software system. The criteria apply to 

both trusted general-purpose and trusted special-purpose 

computer systems. The heart of a trusted computer system is 

the Trusted Computing Base (TCB), which is normally referred 

to as a security kernel. The TCB is a protection mechanism 

(Software, hardware or firmware) of that system that is res

ponsible for enforcing the security policy and isolating the 

objects (code and data) on which the protection is based. 

The trusted computer system evaluation criteria 

divide systems into four hierarchical divisions; 0, C, B, 

and A with the highest division (A) being reserved for 

systems providing the most comprehensive protection. Within 

divisions C, B, and A, there are additional numbers of sub

divisions referred to as classes. The classes are also 

ordered in a hierarchical manner whereby the higher the 
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class number, the greater the trust that can be placed in 

the system. Thus, systems in class B2 provide better 

protection than systems in class Bl. Within each class, the 

criteria are divided into four groups of requirements which 

are developed to ensure that the basic control objectives 

for computer security are satisfied. 

is the security policy enforcement. 

The first requirement 

The security policy 

must be precisely defined and implemented for systems used 

to process sensitive information. It includes both the 

mandatory security policy and discretionary security policy. 

The second requirement is the individual accountability 

which states that the system must be capable to control and 

secure the information that is processed on beha If of the 

individuals. The third requirement is assurance. It 

includes the guarantee that the security policy has been 

implemented correctly and systems for processing classified 

information must be accurately mediated and further enforce 

the intent of that policy. The fourth requirement is the 

documentation which includes user's guides, manuals, and the 

test and design documentation required for each class. The 

forementioned divisions thus represent, while moving up the 

hierarchy, a major improvement in the ability of a system to 

protect classified and other sensitive information, while 

the classes within a division represent incremental 

improvement. 
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Division D, Minimal Protection, contains only one 

security class. It is reserved for systems that have been 

evaluated but have failed to meet the requirements for a 

higher evaluation class. Thus it represents the least 

trustworthy systems. 

Division C, Discretionary Protection, implements the 

discretionary (or need-to-know) protection on systems with a 

single sensitivity level or compartment. It must provide an 

audit mechanism to account for the user actions that affect 

security. It must also be capable of enforcing access 

controls on an individual basis. Class Cl includes systems 

that do not allow security classification to be specified in 

user files, allow users to be capable to protect private 

information and to keep other users from accidentally 

reading or destroying their data. Class C2 provides a finer 

grained access control and audit mechanism. 

Division B, Mandatory Protection, includes systems 

that use the notion of security classification and label 

data on the basis of these classifications. Then the pro

tection of data is ensured by enforcing a set of mandatory 

access control rules based on the label of the data. The 

system developer is expected to provide the security policy 

model on which the TCB is based and to furnish the specifi

cation of the TCB. Also, he is required to demonstrate that 

the reference monitor concept has been implemented. There 
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are three classes: (1) Class B1, Labeled Security Protection 

includes all features required for class C1. In addition, 

it also requires the security policy model, data labelling 

and the mandatory access controls over named subjects and 

objects that could be stated formally. (2) Class B2, 

Structured Protection, includes a well-defined TCB interface 

that is protected from external interference or tampering, 

and is subjected to more thorough testing and more complete 

review. In addition, a descriptive top-level specification 

of the TCB is required, authentication mechanism is better 

established, trusted facility management is provided to 

support separate administrator and operator functions, and a 

configuration management control is imposed. The system is 

relatively resistant to penetration. (3) Class B3, Security 

Domains, requires that the TCB must mediate all accesses to 

objects by subjects, be tamperproof, and be small enough for 

easy analysis and test. In addition, it must exclude codes 

that are not essential to security policy enforcement, and 

include support for a security administrator and a demons

tration that is consistent with the security model. The 

system is highly resistant to penetration. 

Division A, Verified Protection, is for systems that 

include the functional requirements in class B3, with the 

addition of using formal security model and verification 

methods to assure the correctness of protecting classified 
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information stored or processed by the system. The assurance 

is obtained by demonstrating that the TCB meets th~ security 

requirements in all aspects of design, development and 

implementation. Class A1, Verified Design, uses a formal 

model of the security policy, a formal top-level specifica

tion (FTLS) of the design, and a formal verification method 

to ensure that the TCB is correctly implemented. All systems 

beyond class A1 are verified that the source code of the TCB 

must correctly implement the specification through formal 

verification. 

With the concept of the TCB, it is possible to 

provide a precise definition of a trusted or an untrusted 

computer system. A trusted computer system is a system 

which employs appropriate hardware and software integrity 

measures to allow its use for processing simultaneously a 

range of sensitive or classified information according to 

the trusted computer system evaluation criteria. Whereas an 

untrusted computer system is a system which does not have 

such capability to process classified information in multi

level security environments. By using the TCB classes 

described in the criteria and the modes of operation, the 

notion of trusted and untrusted computer systems can be 

refined. If a computer system has a TCB class> B1, it is 

operated in a Controlled or Multilevel mode and is referred 

to as a trusted computer system. If a computer system has a 
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TCB class < B2, it may only be operated in either Dedicated 

mode or System High mode and is referred to as an untrusted 

computer system [91]. The requirements for implementing the 

TCB in a trusted computer system are similar to the require

ments for implementing the TCB of computer systems with 

class B2 or higher. Similarly, the requirements for imple

menting the TCB in an untrusted computer system will be 

similar to the ones for computer systems with class B1 or 

lower. 

3.2 Network Security: Specific Problems of Interest 

When a computer system is connected to several 

terminals, printers and other I/O devices, the TCB in the 

system can adequately protect the sensitive information 

stored in the computer system. It performs as a centralized 

control mechanism residing in the computer system which 

enforces the security policy to mediate all accesses to 

files and data by users. However, when several of such 

computer systems (both trusted and untrusted) are inter

connected via a network to form a distributed system, the 

individual TCBs may not be capable of controlling all access 

to classified data and the flow of sensitive information to 

an unauthorized network user. Firstly, although a well

defined access control policy is capable of ensuring that 

only the users with a higher clearance than the classifica

tion of the information can have access to that information, 
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this policy may not guarantee that classified information 

will not flow into a file that has a lower classification. 

To illustrate how security can be breached, let us consider 

a user A who uses a terminal that is connecting to the 

computer system A. Let us also assume that a computer system 

B is linked with computer system A via a common channel 

network. Now, user A wishes to transfer file 2 into file 1 

where file 1 and file 2 are stored in computer system A and 

computer system B respectively. File 2 is classified at a 

level H and file 1 is classified at a level L where level L 

is lower than level H. In order for user A to perform such 

an operation, he must have enough clearance to read file 2. 3 

Then, file 2 will be read and transferred to computer system 

A. Before it can be downloaded into file 1, user A must 

perform a downgrade operation to lower his clearance to 

level L. We will assume that user A has the authority to 

downgrade his clearance. Once his clearance is downgraded, 

he can write the content of file 2 into file 1 while not 

violating the mandatory security policy which is enforced by 

system Ai thus an illicit information flow has taken place. 

Secondly, a person with a higher clearance can compromise 

the security by allowing a user with a lower clearance to 

3 We have assumed that both mandatory and discretionary 
security policies apply here whereby the user A has both the 
clearance and the job related need-to-know in order to 
access the sensitive file. 
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view the information classified at a higher level. With the 

same example considered above, where file 2 is in system B, 

let us assume that user A and user B are now using terminals 

attached to the network and once again user B has a lower 

clearance level than user A. Instead of transferring the 

content of file 2 to file 1, user A will now use user B's 

terminal to access the file 2 and display the classified 

information stored in file 2 even though user B is not 

authorized to view the information in file 2. Additionally, 

user A can also allow file 2 to be printed on a hard copy 

through a printer that is legitimately accessible by user B. 

The reason for the existence of problems in the present 

instances is that system B does not have any knowledge of 

how the information is routed once it is sent out on the 

network after passing the access checks imposed by its TCB. 

Thirdly, since the communication line between the two 

computer systems can be subverted or tapped, the TCB in each 

computer system is not capable of protecting the sensitive 

information travelling on the open channel of the network. 

Hence, the problem of interest is -- how to design a 

security mechanism for a network which is trusted to process 

classified information at multilevel security levels without 

compromising the security? Evidently, implementation of TCB 

in the processing elements (computer systems) attached to 

the network which performs access control functions alone 
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will not be sufficient and a more elaborate security 

mechanism that is distributed across the network to perform 

both access control and information flow control functions 

is required. 

3.3 Development of Multilevel Secure Computer Networks 

3.3.1 Approaches for Providing Multilevel Security in a 
Computer Network 

Several recent articles [92-95] have provided 

preliminary descriptions on how security can be ensured in a 

local area network. We will now briefly describe these 

approaches for handling the problem of providing multilevel 

security in a computer network. 

1. Perhaps the most simple-minded approach is physical 

separation which can be achieved by physically placing 

devices within the same network in a security 

partition [96]. In such a separation methodology, each 

network is required to process information at one 

classification level only, i.e., a Secret level network 

will consist of devices that are trusted to process 

information at Secret level. For communication between 

two networks in different security partitions, a Gateway 

is used to interconnect them which consists of 

appropriate functions to prevent a higher classification 

file to flow into a network that is trusted at a lower 

~~~------------------------------------------------------------------------
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classification. Hence, the TeB in each computer will 

not require any modification but the gateways that 

interconnect networks should be given the highest 

protection to prevent any possible threats to security. 

This approach can be implemented in a baseband network 

where the network provides only one common channel for 

transmitting and receiving data among network devices. 

An alternative method, proposed by Sidhu and 

Gasser [92], is applicable for a broadband channel 

network. Since each broadband channel network can 

accommodate several separate channels in one transmision 

cable, each channel can be allocated to connect devices 

that are trusted to process information at the same 

level. Thus, as an example, all devices that are trusted 

at Top Secret level are allocated to use channel 1 as 

the common transmission channel, and channel 2 is used 

by devices which are trusted at Secret level. For 

communication between channels, a Bridge is used to 

convert the signal from one channel to the other. Since 

the Bridge controls the information flow between 

channels, a protection mechanism can be installed inside 

the Bridge to block any illicit flow of information from 

a higher class to a lower class. Figure 4 depicts the 

structure of such a connection [92]. Intuitively, the 

implementation of such a separation method is rather 



~-------------------~ : Secret . 

L _______ --------______ J 

® Crypto Units 

r---------------, 
: Confidential : 
I I 

I 
I 

I I 
I I 

!-------------______ I 

r-------------------------, . 
Top Secret 

. 
,------ --------------____ A 

r--------------------, l Top Secret l 
I I 
I I 
I I 
I I 

I ' 
I 
I 
I 
I 
I 
I 
I =:!!::==:::!=:==(X)=::!J 
I 
I I L ____________________ J 

NIU/TNIU Untrusted/Trusted Network Interface Units 
<§> «] [» Bridge, Half-Bridges 

'87 

Figure 4. SUbnetwork Structure of the Multilevel Secure Network 



88 

simple bacause the needed changes are restricted only to 

the Gateways and the Bridges. However, since each net

work is capable of processing information and handling 

the access to devices by users within the network at the 

same classification, implementing a multilevel security 

enforcement mechanism will be very costly. Specifically, 

when only a small group of devices and users are trusted 

to a classification level, building a network for such a 

small group will not be economical. Other physical 

separation methods can be achieved by restricting the 

persons with lower clearance from entering the buildings 

or rooms that are allocated to those with a higher 

clearance. 

2. Instead of using different networks or different 

channels to process classified information at different 

security levels, it is possible to process sensitive 

information of different classifications within the same 

network and on the same channel but carry out these 

processings at different periods of time. We shall call 

this method a temporal separation [96] because the 

aptivities in different security partitions are present 

at different times for a temporary period. The system 

state is required to be initialized between activities 

belonging to different security partitions. Thus, at a 

particular period of time, only a set of users, who are 
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cleared, are permitted to process classified information 

in that security partition. Other users are kept away 

from using the network by deactivating their login 

function. 

3. Another technique that is worthy to be mentioned here is 

the use of an encryption technique or some related 

techniques (like checksum) to separate different users 

at different clearances from sharing communications and 

storage media. This is referred to as cryptographic 

separation. 

In Section 3.2 we have demonstrated that the TCB is 

incapable of protecting classified information while being 

transmitted over the network because the communication 

channel that is connecting two trusted computer systems is 

indeed open and is vulnerable to wiretapping attempts. 

Therefore, the network interface unit (NIU) that provides an 

interface link between the devices and the network medium 

must ensure that adequate communication security is 

guranteed. Such assurance can be provided by the NIUs by 

cryptographically sealing all communications sent over the 

network. The most common and effective way is to use an 

appropriate encryption technique to protect the communica

tion between parties who share a common interest in preserv

ing the secrecy of that communication. As described in the 

last chapter, several cryptographic devices, like DES [59], 
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can be used to encrypt all classified data with a key that 

is shared by both parties when the key is distributed 

securely by an effective key management scheme [78]. Thus, 

in the following discussion, we shall assume that the 

communication channel is protected by a DES encryption 

device which is installed in each NIU to encrypt all trans-

missions across the network. Also, a reliable key manage-

ment scheme is implemented in the network to ensure that the 

keys used for encryption are reliably transmitted to the 

NIUs involved. 

The three attempts described earlier in this Section 

for handling multilevel security in a network suffer from a 

number of problems. Firstly, the computer systems that are 

capable of handling multiple levels of sensitive or classi

fied files cannot be attached to the network even though the 

network system 4 is designed to operate in multilevel 

security environments. Since each network is designated to 

a specific security partition operating at a single classi-

fication, the computer systems that contain information at 

multiple security levels (note that some of these levels may 

be higher than the security level of the network) cannot be 

trusted not to send files that have higher classification on 

4 The term network system used here refers to an 
integration of several networks where each network is 
trusted to process information at a certain classification 
and contains a collection of devices at the same level. 
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the network. Thus, only untrusted computer systems that are 

operating in either Dedicated or System High mode can be 

connected to the network. Thus, the major objections in 

using a physical separation method are (1) Overrestrictive, 

in that only the Dedicated and System High mode secure 

computer systems can be attached to the network; and (2) 

Impractical, in that most secure computer systems that are 

trusted to store and process classified information cannot 

provide one of the main functions required for a secure 

system control sharing of sensitive files between 

distinct classification levels. 

Secondly, maintaining a network system that 

processes sensitive data of different security partitions at 

different times will be costly and tedious. Since the tem

poral separation requires an additional level of operating 

mechanism beneath the operating function of NIUs and the 

operating system in each computer system (for deactivating 

the login function, for instance), it necessarily imposes 

some performance degradation. Also, the integration of this 

separation function into the existing operating functions of 

a computer system and the network elements is a complex and 

expensive task. 

Thirdly, the cryptographic separation technique does 

not provide a sound and effective way of separating network 

devices into different security partitions. The updating of 
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the shared keys used among the devices in the same security 

partition must be frequently done by the network security 

officer because these keys are required to be updated very 

often in order to preserve their security from not being 

compromised. 

Hence, the requirements for a multilevel secure 

network are: (1) it must allow both untrusted and trusted 

computer systems, other data processing devices, and I/O 

devices to be connected to a single network via a single 

transmission cable; (2) be a single network system that is 

trusted to operate at multilevel security; (3) provide 

assurance that the communication channel is tamperproof, 

i.e., security cannot be breached by wiretapping attempts; 

(4) have a well-defined security policy to precisely 

describe the specification of the secure network. 

3.3.2 Attempts at Building a multilevel Secure Computer 
Network 

A few attempts have recently been made to construct 

a truly secure network system. In Ballenger's thesis [94], 

an analysis of the requirements of a local area network 

security model are given, with an emphasis on the need for a 

security architecture approach to modeling security in LAN's 

which must be complemented with LAN application and imple

mentation considerations. Furthermore, he introduces defi-

nitions of the security policy that must be embedded in the 

"""'""'------------------------------------_. __ .. ----
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network system in which multilevel security certification is 

enforced. Finally, a discussion on the application of the 

model to some hypothetical LAN configurations is presented. 

However, this informal model does not provide a satisfactory 

addressing of the security needs in the network system. 

Although Ballenger has given an insight into how the 

security architecture of the LAN should be built, he failed 

to define a suitable network security policy that satisfies 

the security needs in the LAN. The definitions of the 

network security policy he provided are merely a direct 

translation from computer security terms to network security 

terms without studying if those terms can be adapted into 

the network security environments. For example, a secure 

computer system should control the read, write, append and 

execute accesses to an object by a subject, but in the 

network environments, there do not exist files stored in the 

network that could be accessed by the network user. The 

access to these files should be controlled by the computer 

system in which the files reside. Thus, it is inappropriate 

to define the read, write, append and execute accesses in 

the network security policy. Also, the information packet 

that is transmitted over the network is considered as a 

single unit even though it contains more than one informa

tion unit~ therefore, an information unit should not be 

separated into an object and an element, where an element, 
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as defined by Ballenger, is the smallest unit of information 

in the system and an object may contain another object or 

elements. The assertions that are used to demonstrate the 

correctness for a multilevel secure LAN, incorrectly 

describe the property of security that the network should 

maintain. For example, an operation that is invoked by a 

user on an object or an element should not be of concern to 

the network. It must be one of the security controls 

defined by the computer system in which the object or the 

element resides. Hence, the access control assertions in 

the network security policy should focus on describing the 

connection requirements between two computer systems or two 

network devices within the same network. 

More recently, Anderson [91] has proposed that the 

network security issues can be handled with the same 

concepts that apply to the computer security. He presented 

the requirements for building a network which operates in 

Dedicated, System High and Multilevel modes. Also, 

Walker [97] has studied various ways of connecting both 

untrusted and trusted computer systems with a network, 

thereby determining which portions of the overall system are 

to be trusted and which security policy is to be enforced. 
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3.3.3 Unification of the Computer Security Concepts and 
the Network Security Concepts 

Considering a computer system as an entity that 

implements and enforces the security policy, then by 

extension, one can also regard a network as an entity that 

can implement and enforce the security policy imposed in it. 

The security policy for the network is implemented and 

enforced at a conceptual level by a network reference 

monitor which is analogous to the reference monitor in the 

TCB. The implementation of the network reference monitor 

function could take varied forms depending on the availabi-

lity of trusted computer systems connecting to the network, 

their modes of operation and the level of trusts required 

for network devices. The enforcement mechanism in the 

security kernel implementations of the reference monitor can 

be embedded in the network interface devices, network front 

end processes, switches and the like to enforce the access 

control decisions. We shall call the protection mechanism 

residing in the network as a Trusted Network Base (TNB) 

which is analogous to the Trusted Computing Base (TCB) in a 

computer system. 

To enforce the mandatory security policy in a TNB, 

an explicit label must be attached to the information unit 

when it is transmitted over the network or an implicit label 

is associated with a virtual circuit connection. A discre-

tionary security policy in the TNB is implemented by using 
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an access control table which determines whether a connec-

tion is allowed to be established between two processes in 

different computer systems or between two network devices. 

with this concept in mind, we will attempt to 

provide an overall system view of the secure network inter-

connecting both trusted and untrusted computer systems. By 

carefully studying four distinct scenarios which will be 

described in the following section, we will determine the 

requirements for the network security model. This study is 

an expansion of the work presented by Anderson [91] and 

Walker [97]. Although Walker has discussed three of our 

four scenarios, he overrestricts the connection requirements 

between two processes in two different hosts, and further 

concentrates the discussion on a centralized access control 

by the AC/KDC (Access Controller/Key Distribution Center), 

where AC/KDC mediates all the accesses between two processes 

in different hosts to validate the legitimacy of such 

connection. 

3.4 Identification of TNB Functions in a Trusted Network 

3.4.1 Some Specific Scenarios Indicating Different 
Connections of Interest 

A. Untrusted Computer Systems on an Untrusted Network 

Consider the scenario where untrusted computer 

systems operating in Dedicated or System High mode of TCB 

class < B2 are connecting to an untrusted network, where the 
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untrusted network also operates in Dedicated or System High 

mode. Both the computer systems and the network implement 

no security policy on the access by the subjects to the 

objects stored in the computer systems. Also, both the 

computer systems and the network do not have to deal with 

any security label attached to the packets when they are 

processed in the computer system or sent over the network. 

Thus, there is no need for a TNB. For a Dedicated mode 

network, the Dedicated and System High mode computer systems 

attached to the network must operate at the same sensitivity 

level that the network can handle. All users, data, files, 

programs and processes must operate at that single level; 

thus, no restrictions need to be imposed between users and 

objects in the network. For a System High mode network, the 

Dedicated and System High mode computer systems that are 

attached to the network can operate at some level lower than 

the maximum level that the network can handle. All users 

must be cleared to that maximum level, but the data objects 

could range from some low level to the maximum level depen

ding on the nature of the objects that are stored. The 

System High network should apply some kind of discretionary 

access control, so that not all users that are cleared to 

have access to an object are granted the permission. Also, 

since all users are cleared to the highest level of infor

mation processed on the network and the information ranges 
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from some low level to the highest level, we should make 

sure that the information classified at a higher level does 

not mix with lower level information. This concern is 

addressed by requiring that all data output from a System 

High computer system be inspected to determine its correct 

classification before sending it out of the site or giving 

it further dissemination. 

B. Trusted Computer Systems on an Untrusted Network 

In this case, the computer systems connecting to the 

network are trusted to operate in Multilevel mode of TCB 

class ~ Bl, and the computer systems can operate at sensi

tivity levels that includes the network sensitivity level. 

It should be noted that the range of sensitivity levels that 

the computer systems are trusted should not be less than the 

sensitivity level of the network because a computer system 

cannot be trusted to prevent sending out sensitive informa

tion of classes between the network sensitivity level and 

the highest level of the computer system onto the network. 

Also, the range of the levels should not be higher than the 

sensitivity level of the network because the computer system 

in such a case could never send anything out on that 

network. 

The principal feature of this scenario is that the 

access control mechanisms in the trusted computer systems 

(i.e., TCBs) are extended beyond the protection of local 
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process-to-process communication to include the handling of 

process-to-process links across the network. The reference 

monitor function of the TCBs is trusted not to put informa

tion at a classification higher than the level that the 

network is authorized to handle onto the network. It must 

also properly mark incoming data with the network-high 

sensitivity level. The TCB in each computer system must be 

aware of the other computer systems on the network and their 

sensitivity levels. Although TCB is capable of preventing 

the disclosure of sensitive information to an unauthorized 

person within the same computer system, it can not control 

the dissemination of the sensitive information once it flows 

into the network. Thus, the requirement for establishing a 

session between two processes in two different computer 

systems is that both processes must have the same sensiti

vity level. 

The principal design issue for a System High mode 

network is the implementation of the discretionary access 

control for the cases when trusted computer systems and 

System High mode computer systems are attached to the same 

network. Since both types of computer systems, regardless 

of their level of trust, are expected to manage their own 

discretionary access controls, there is no need for the 

network to implement the discretionary access control. The 

granularity of access control has a significant effect on 
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the implementational complexity. In each (System High mode 

or trusted) computer system, each process maintains a list 

of computer systems that have the authorized access to that 

process (Le., at computer system level) or a list of· 

processes in different computer systems connecting to the 

network that have the permission to access that process 

(i.e., at process level). It is evident that the granularity 

of the control for the first list is coarser than the second 

list, and hence, it requires more efforts to implement the 

discretionary access control on the second list. 

C. Untrusted Computer Systems on a Trusted Network 

In this case, the different computer systems that 

are connected to the network may operate in either the 

Dedicated or the System High mode, and each is trusted at a 

single sensitivity level which may be different from the 

others. The network itself must operate in Controlled or 

Multilevel mode at the levels ranging from a minimum to a 

maximum and the sensitivity levels of the computer systems 

fall within this range. The distinction of a trusted 

network from an untrusted network is that not all users of 

the network are cleared or approved for all information 

contained in the various devices on the network. Since the 

trusted network will be carrying the information at 

different classifications, it requires that labels should be 

attached to an information unit while travelling across the 
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network (or should be associated with a virtual circuit when 

a session is established) and the integrity of labels must 

be ensured. These requirements provide a degree of trust in 

handling the sensitive data and the circuit properly. For 

the untrusted computer systems to be connected to the 

trusted network, the (single) sensitivity level of each 

computer system must be within the range of levels that the 

network is trusted. The network should hence enforce a 

mandatory security policy by implementing the reference 

monitor which includes the flow control function and the 

access control function. The functions of the reference 

monitor may be performed by an Access Controller (or Key 

Distribution Center) or network interface units. The 

reference monitor makes sure that only ·the data with a label 

of classification identical to the level of the computer 

system that receives it are accepted and all data output 

from any computer system should carry a label of the sensi

tivity level of that system. 

D. Trusted Computer System on a Trusted Network 

This scenario includes both trusted computer systems 

and a trusted network operating in Controlled or Multilevel 
i 

mode of class > B1. The computer systems connecting to the 

network and the network itself must contain TCBs and a TNB, 

respectively, to enforce the mandatory security policy and 

implement the flow control function. It should be noted that 
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in this scenario not all users of the computer systems and 

the network are cleared or approved for all information 

contained in the computer systems or flowing on the network. 

Hence in order for the trusted computer systems to connect 

to the network, the range of their sensitivity levels must 

overlap the corresponding levels of the network. The 

computer systems must ensure that the network can only 

receive data in its range and similarly, the network must 

ensure that each computer system can only receive data in 

its range •. Additionally, the network should also ensure 

that the information at higher classification levels will 

never flow into files at lower levels by appropriately 

implementing the flow control function. Regardless of the 

levels that the trusted computer systems are cleared for, 

each information unit should be associated with a label 

irrespective of whether it resides in the computer systems . '" ," .. ' 

or is in flight on the network. 

3.4.2. Definition of terms 

In this section we shall present the definitions of 

some terms used to describe various scenarios of the con-

nection of devices to a trusted network. We will make a 

distinction between the terms clearance and classification 

although both terms are used to indicate a level of sensi-

tivity classification. The network devices are broadly 
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divided into computer systems, I/O devices and output 

devices. 

1. Entity -- A Network resource (physical device, data 

file, memory, or process) which needs to be protected 

from unauthorized access and/or unauthorized modifi

cation or a person who is legitimate to use the network 

but whose authorization must be restricted. 

2. Subject -- An active entity which takes an action on 

another entity. For example, a subject can be a network 

user, or any entity acting on behalf of a user 

(processes, jobs and programs). A subject has a 

clearance where the clearance of a user is assigned by 

the network security officer, and the clearance of a 

process, a job or a program can be dynamically 

designated depending on whose behalf it is acting. 

3. Object -- A passive entity, which is acted upon by 

another entity. An object can be an identifiable 

resource or a data container connected to the network. 

There are many kinds of objects~ examples are network 

resources and devices such as memory blocks, disks, 

tapes, printers, computer systems, and terminals, as 

well as software-created entities such as programs, 

files, and directives. An object may contain another 

object. Note that an entity can be a subject at one 

instant of time and can become an object at another 
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instant of time. The determination of whether some 

entity is a subject or an object is based on the 

function which it executes or it is executed upon. For 

example, a process is a subject when it executes an 

action on an object file, however, it becomes an object 

when a user executes an action on it. 

4. User -- A person who is authorized to use the network. 

5. UserID -- A string of characters identifying a network 

user. When a user logs into the network, he must 

present a userID to identify himself. Then, the network 

(interface unit) must perform a reliable authentication 

function to confirm that the current user is the person 

corresponding to that userID. Each user has a unique 

userID. 

6. Security Class -- The fundamental security attribute of 

all entities within the network. The security class 

comprises a sensitivity level (e.g., UNCLASSIFIED, 

CONFIDENTIAL, SECRET, TOP SECRET) and a set of zero or 

more compartments (e.g., NATO, NUCLEAR, CRYPTO, etc.). 

The security class is the basis which all subject-to

object access is determined. The set of security 

classes and their interrelation define the permitted 

information flow between classes and they form a 

structure of a lattice. 
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7. Classification -- A security class designation attached 

to an object which reflects the importance of the object 

and the relative need to protect it from unauthorized 

disclosure. A classification is part of the security 

class (defined above) and hence includes a sensitivity 

level and a set of (possibly empty) compartments. 

8. Clearance -- The degree of trust associated with a 

subject. It is expressed in the same way as a security 

class, that is, as a sensitivity level and a set of 

compartments. The clearance of a user is established on 

the basis of his background, and is associated with the 

userID. It is assigned by the Network Security Officer 

(NSO) • 

9. Current Security Level -- The clearance of a subject 

that is currently being recognized. A user may be 

designated a specific maximum level (i.e., his 

clearance), but this does not require that he should be 

recognized at this level always. Instead, he may choose 

any clearance level (not exceeding his maximum level) as 

his current security level for processing purposes. 

10. Network Device -- A physical resource within the 

network. Examples are: processing elements (including 

data processing systems such as databases), I/O devices 

(terminals), and output devices (such as printers). 

Each device is assigned a classification or a range of 
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classifications. A network device is considered as an 

object. 

11. I/O Device A terminal which is used by network users 

to input messages to the network and obtain messages 

from the network. A classification is assigned to each 

I/O device within the network by the NSO and only the 

NSO can alter this classification. 

12. Output Device -- A printer which is' used to output 

messages from the network on a hard copy. A classifi

cation is assigned to each output device within the 

network by the NSO and only the NSO can alter this 

classification. 

13. Processing Element (PE) -- A network device equipped 

with processing capability, and contains processes, 

files, programs, etc. The classifications of PEs are a 

range of levels which is determined by its mode of 

operation. For example, a PE operating in System High 

mode will have a single classification level which is 

the highest level that the system is trusted to operate. 

On the other hand, a PE operating in Multilevel mode 

will have a range of classification levels ranging from 

the lowest level to the highest level of entities it 

contains. The NSO can only set the range of classifica

tion levels according to the levels defined by both the 

system security officer (SSO) and the modes of operation 
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of the PEe Thus, only when SSO changes the PEls modes 

of operation or the classification of entities it 

contains, the classification of the PE could be set to a 

new level (range of levels). 

14. Process -- A software/hardware mechanism residing in a 

computer system which performs an execution function to 

allow a device to communicate with the cQmputer system. 

It is always executed on behalf of a user to perform a 

specific task. In such a case, the process is dynami

cally assigned a clearance which is equal to that of the 

user. We say "dynamically" because once the user 

releases the execution function of the process, the 

clearance that the process has obtained will be removed. 

15. ProcessID -- A string of characters representing a pro

cess during the login procedure. Using this processID, 

the network will match the corresponding process, and a 

clearance will be associated with this processID. 

16. SubjectID -- A string of characters representing a 

subject during a login procedure. It can be either a 

userID or a processID. 

17. Role -- The job that a subject performs. In our model, 

there are two roles that will be made use of, viz. the 

role of downgrader which is the authorization to lower 

the sensitivity level of an object file, and the role of 

NSO. 
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18. Reference -- An object's name or a sequence of two or 

more object names. 

19. Operation -- A function that can be applied by a subject 

to an object. Some basic functions are listed in the 

following and additional operations may be included in 

specific network applications. 

(a) transfer -- to move the information contents from 

one file to another file by a subject. 

(b) create -- to create a new object by a subject with a 

classification. 

(c) delete -- to remove an object by a subject. 

(d) reclassify -- to change the current clearance of a 

user. 

(e) downgrade 

object. 

to lower the classification of an 

3.4.3 Some Typical Interactions Between Devices within a 
Trusted Network 

Since our interest is to develop a model for a 

secure network which can be operated in a multilevel 

security environment, we will focus our discussion on a 

trusted network. As was described earlier, a trusted 

network must operate in either a Controlled or a Multilevel 

mode and must include both trusted and untrusted computer 

systems, several I/O devices (e.g., terminals), output 

devices (e.g., printers) and some data processing devices 
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The discussion given here serves to 

illustrate via examples of how the various network devices 

communicate with one another, and the kinds of operations 

that must be performed by the processes in the devices. The 

purpose of this study is to determine which security 

policies must be enforced and which portions of the network 

should be trusted by examining the transactions between 

devices within the network. Before beginning, we shall 

assume that the I/O devices and the output devices are 

assigned a single sensitivity level and operate at this 

level since they can not process information of multilevel 

security classifications. 

A. Interactive Conversation Between Two Terminals 

Let T denote a terminal on the network and NSO 

denote a network security officer. All Ts are assigned a 

sensitivity level by ±he NSO. Since a terminal is not 

capable of processing classified data, no security policy 

need to be imposed when two terminals desire to establish a 

connection. Thus, any two terminals within the network 

should be permitted to set up a session at any time regard

less of their sensitivity levels. Such a relaxed connection 

requirement is not objectionable because conversation 

between terminals does not involve any transfer of files or 

other stored information; thus, no dissemination of classi

fied information should occur. Also, permitting the 
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connection between two terminals at different sensitivity 

levels indeed allows a superior to give a command or advice 

to his subordinate even though such conversation violates 

the security rules if a conventional security policy (such 

as the *-property in Bell-Lapadula model) is enforced. 

B. Communication Between a Terminal and a Processing 
Element 

Let U denote a network user, PE denote the computer 

system that U wishes to access via terminal T, and 0 denote 

an object file stored in PE. Let CLU denote the clearance 

of U, SLT and SLpE denote the sensitivity levels of T and PE 

respectively and CSo be the classification of the object 

file O. Note that SLT is a single level while SLpE denotes 

a range of levels that PE is trusted to operate. Let TNBT 

and TNBpE be the enforcement mechanisms of the TNB residing 

in the NIU of T and PE respectively. Figure 5 shows the 

connection between PE and T via the network. In this case, 

the PE can be either a trusted or untrusted system, and 

hence, our discussion will be divided into two parts. 

(i) Case of Trusted PE 

In order to prevent unauthorized users from 

using terminals that are permitted to receive classified 

information of higher levels, let us assume that only 

users at a level that is higher than or equal to the 

sensitivity level of T can use the terminal, i.e., 
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CLU ~ SLT. Once a user has logged onto the network, a 

check at TNBT is performed to ensure that user U has 

enough clearance to use the termina 1. If it passes, 

TNBT will record CLU and TNBpE will record SLpE. During 

the session establishment, TNBT transmits SLT to TNBpE 

who checks whether SLT is within or higher than the 

range of levels of PE. If it is true, the connection 

between T and PE is granted. 

When U wishes to read 0, the TCB in PE will 

determine if U has the authorized access to 0. If it 

does, the TNBpE performs a check to make sure that T 

(which U is currently using) is authorized to display 0. 

If it is not, the request is denied. If SLT ~ CSO, the 

request is granted and TNBpE will label the information 

packet of ° with its own classification and will encrypt 

the packet before it is sent on the network. At the 

receiving end, TNBT decrypts the packet to obtain CSO. 

If CSO > SLT, the packet is discarded by the TNBT, and 

only when CSO ~ SLT, TNBT accepts the packet and passes 

to U. This additional screening process which is taking 

place in TNBT is to prevent the intruder to intercept 

the information packet flowing on the network which he 

is not allowed to see. 

To modify the content of 0, U can either write 

into existing file or create a new file. In the case of 
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writing new content into file 0, he has to read it first 

before he can modify the content. Thus, the only 

condition underwhich this operation is permitted is 

CLU = SLT = CSO. On the other hand, when U wishes to 

create a new file, say F, he is not restricted by any 

security condition, and the classification of F, 

CSF = SLUe 

(ii) Case of Untrusted PE 

In this case, the PE may operate either in 

Dedicated or System High mode, and all users who wish to 

have access to the PE must be cleared at least to the 

highest level of data contained in the system. Due to 

this constraint, the connection between T and PE will be 

granted if the terminal is cleared for displaying all 

data stored in PE, i.e., SLT ~ SLpE. 

C. Communication Between Two PEs 

Let us assume that a process P1 in PEl is desirous 

of communicating with a process P2 in PE2. Let SLp1 and 

SLp2 denote the sensitivity levels of P1 and P2, SLpE1 and 

SLpE2 denote the sensitivity levels of PEl and PE2 

respectively. Note that SLpE1 and SLpE2 denote a range of 

levels and SLpE1 = SLpE2 means overlap and SLpE1 ~ SLpE2 

means the set of levels of files in PEl is on top of the 

levels of files in PE2. Let TNBpE1 and TNBpE2 denote the 

enforcement mechanisms residing in the NIUs connecting PEl 
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and PE2 respectively to the network, as shown in Figure 6. 

The PEs could be either trusted or untrusted. Hence in the 

following discussion we will examine the three cases -- when 

PEl and PE2 are both untrusted, one of PEl and PE2 is 

trusted while the other is untrusted and when both PEl and 

PE2 are trusted. 

(i) When Both PEs are Untrusted. 

Since both PEs are operating in Dedicated or 

System High mode, the connection requirement for 

processes in different PEs is that both PEs and both 

processes must be at the same sensitivity level, i.e., 

(ii) When a Trusted PE Wishes to Communicate with an 
Untrusted PE. 

Without loss of generality let us assume that 

PEl is a trusted system and PE2 is untrusted. When Pl 

in PEl attempts to communicate with PE2, TNBpE1 receives 

the request and then checks to determine if 

SLpl ~ SLpE2. If it is not, the request is denied. If 

the condition is satisfied, TNBpE1 passes the identity 

and SLpl to TNBpE2. As a result, Pl is authorized to 

read and write any file in PE2 because PE2 is an 

untrusted host. Now, TNBpEl is required to enforce the 

flow control function so that any file in PEl that could 

be read by Pl will not be allowed to flow into files in 

PE2 having lower classifications than SLPE1. Similarly, 
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TNBpE2 should enforce similar flow control so that files 

in PE2 do not flow into files in PEl with classifica

tions lower than SLpE2. On the other hand, if P2 in PE2 

attempts to establish a connection with PEl, the request 

will be granted only if the sensitivity level of P2 is 

within the range of the sensitivity levels of PEl. The 

transfer of information between PEl and PE2 is con

trolled by TNBpE1 and TNBpE2 in the same manner as 

described above. 

(iii) When Both PEs are Trusted. 

In order to precisely describe the connection 

requirements between the two PEs in this case, let us 

assume that the sensitivity levels of PEl range from Ll 

to Hl and the sensitivity levels of PE2 range from L2 to 

H2. The first requirement for connecting the two PEs is 

that the two ranges of sensitivity levels must have at 

least some overlap, i.e., L2 < Hl < H2 or L1 < H2 < Hl 

or L2 ~ Ll and Hl ~ H2 or Ll ~ L2 and H2 ~ Hl. The 

second requirement is determined by the sensitivity 

levels of the specific processes involved and the PEs. 

When process Pl in PEl attempts to establish a session 

wi th PE2, a check is performed at TNBpEl to determine 

whether the sensitivity level of Pl is within the range 

of levels of PE2. If SLpl ~ L2, then the request for 

connection is granted, otherwise, it is rejected. The 
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corresponding requirements when a process P2 in PE2 

wishes to establish a session with PEl can be determined 

in an identical manner. After the connection is set up, 

TNBpE1 enforces the security policy to prevent the.flow 

of higher classified files in PEl into the files at 

lower level in PE2, and TNBpE2 will enforce similar flow 

control to prevent any illicit flow from PE2 to PEl' 

D. Communication Between a PE and a Printer 

In this case, the printer is an output device which 

will print out all files received from the network. It is 

assigned a single sensitivity level denoted by SLpTR' When 

a process P in PE is required to output a file to a printer, 

it should first attempt to establish a connection with the 

printer. A check is executed by TNBpE and the request for 

connection will be granted only if SLp ~ SLpTR. 

3.4.4 Implementations and functions of the TNB 

In order to describe precisely the approach used to 

develop the network security model and the details of the 

functions of the TNB needed, let us consider a scenario 

depicted in Figure 7. For the sake of illustration, 

Figure 7 shows a simple architecture of a secure computer 

network consisting of three stations: a processing element 

PE (i.e., a computer system, such as a VAX), a printer P, 

and a terminal T. Each station is connected to"a Network 
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Interface Unit (NIU) from which data can be sent out on the 

network and data can be received from the network. The PE 

may have several ports to which printers and terminals may 

be connected. Let us denote by NIUT, NIUpE and NIUp the NIUs 

that link the terminal T, the PE, and the printer P with the 

network respectively. Each NIU performs the required 

functions that allow a station to exchange information with 

other stations connected to the network and these functions 

are transparent to the stations. The TNB of the secure 

network is required to enforce the security policy which is 

defined to ensure the security of the network. The TNB 

performs two primary functions: to control the establishment 

of a connection between two network devices and to appro

priately restrict the flow of classified information between 

the stations. Each NIU is assumed to have the TNB in place 

as part of its operating functions and this is analogous to 

the TeB installed in th'e PE as part of the operating system 

kernel. The TeB performs different functions from what are 

required of the TNB. Note that the TeB controls the access 

to the sensitive data residing in the PE to only the 

legitimate uers and to restrict the transfer of information 

between files and variables, etc. within the same PE. On 

the other hand, the TNB restricts the transfer of data 

between files stored in different PEs once they are sent out 

from a PE. The authority to acccess a piece of classified 
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information stored in a file within a PE is not of concern 

to the TNB. As a result, the contents of a classified file 

which is to be transferred from a PE to another PE will be 

first checked by the TCB in the host PE to determine the 

legitimacy of accessing this information. When the request 

is granted, the TNB will determine if this information could 

be sent to a file residing in the other PE. 

For describing a possible implementation of the TNB 

in the network shown in Figure 7, let us assume that a 

mechanism for implementing the TNB is in place in the NIU. 

Let TNBT, TNBpE and TNBp represent the TNBs residing in the 

corresponding NIUs, i.e., NIUT, NIUpE, and NIUp 

respectively. We shall also assume that the operating 

system of the PE is equipped with the mechanism for imple-

menting the TCB. At each NIU, a table of the classifica-

tions of all the devices connected to the network is stored 

in its memory. Furthermore, an access matrix is stored in 

the memory of each NIU which indicates the authority to 

access the network devices by the users. Setting up such an 

access control mechanism will be based on the job related 

need-to-know of the users and the discretion decisions of 

transferring authority to gain access to specific users 

The scenario depicted in Figure 7 shows a user A, 

sitting in front of a terminal T, who wishes to access the 

PE (for example a VAX system) in order to read a classified 

=.,.)-------------------------_._------------ .--. 
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file, say file a. Then, he wishes to transfer the content 

of file a that he has just read to a printer P in order to 

obtain a hard copy of that information. Finally, he may wish 

to write into the file a (i.e., to modify the content) after 

he has read it. The procedure for allowing user A to access 

the PE requires two operation stages which we will call the 

setup stage and the connection granting stage. The setup 

stage is the login procedure for a user to be logged onto 

the network while the connection granting stage involves the 

procedure for two network devices to establish their 

session. The following steps describe the details of the 

setup stage and the connection granting stage. 

A. Setup Stage 

Step 1. User A first notifies the NIUT of his desire to 

access the network. NIUT returns a prompt to ask 

for a username. 

Step 2. User A responds with his name. 

Step 3. NIUT then responds with another prompt requesting 

for a password. 

Step 4. User A enters his password (which will not display 

on the terminal). 

Step 5. TNBT compares the username and the password with the 

ones stored in the memory. Also, TNBT checks the 

clearance of user A against the classification of T. 

If the username and the password match and the 
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clearance of user A is higher than or equal to the 

classification of T, an appropriate prompt sign will 

be shown on the user A's terminal to indicate that 

NIUT is ready to accept further instructions from 

the user. Also, NIUT will keep a copy of the userID 

and his corresponding clearance in its memory for 

recording,purposes. 

B. Connection Granting Stage. 

Step 6. After user A successfully logs onto the network, he 

requests NIUT for establishing a session with PEe 

Step 7. NIUT obtains the classification of PE and T from its 

memory. Then TNBT compares the clearance of user A, 

and the classifications of T and PE, and checks the 

entry of the access matrix corresponding to the user 

A and the PE to determine if user A has the need-to

know privilege to access PEe If user A is privi

leged, the request for the connection is granted and 

a connection is extended from terminal T to PEe 

Another login procedure is required in order that 

user A can have access to the files stored in PE and the 

policy for determining this login procedure is enforced by 

the TCB residing in PEe When the access to file a in PE is 

granted by the TCB according to a set policy, the transfer 

of the content of this file to terminal T (for display on 
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From the example 

described in Section 3.4.3, the content of file a can be 

displayed on terminal T only if the classification of file a 

is lower than or equal to the classification of terminal T. 

After user A has read the content of file a, he 

wishes to print that information on a hard copy through 

printer P. For this, the process in PE is required to esta

blish a session with printer P. The process first executes 

the login procedure as described in Steps 1 to 5. After the 

setup stage, TNBpE keeps a record of the clearance of the 

process which is the clearance of user A and the corres

ponding processID in the memory of NIUpE. The connection 

granting stage involves the steps of comparing the security 

levels of the process and the printer. When the clearance 

of the process is lower than or equal to the classification 

of P, the connection between PE and P is granted. Hence, 

the content of file a is allowed to be printed on P since 

the classification of file a is lower than or equal to the 

clearance of user A (i.e., the clearance of the process). 

In order for user A to write into the file a, the TNBT must 

first compare the clearance of user A and the classification 

of file a. If the classification of file a is higher than 

the clearance of user A, he can only write additional 

content into file a but cannot read the content of file a. 

On the other hand, if the classification of file a and the 
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clearance of user A are at the same level, user A can read 

the content of file a before· modifying it. Finally, if the 

clearance of user A is higher than the classification of 

file a, user A must reduce his current security level down 

to the level that is similar to the classification level of 

file a. Then, user A can either read the file a and modify 

it or just write the new content into the file a. 

3.5 Model Description 

As described in the previous sections, the design 

and implementation of a security mechanism in communication 

networks involves many complex issues, and our present 

objective is to design a secure network system which is 

certified to process multilevel classified information. 

Although the models that have been developed for computer 

security have successfully established the security policy 

that a computer system must enforce, we can not follow the 

same procedures for developing a network security model. As 

described earlier, a direct translation from a computer 

security model into a network security model poses many 

technical problems. Hence, we will utilize a different 

approach which obtains a model that describes the distribu

ted nature of a network system. Instead of simply specify

ing which users are authorized to have access to an object, 

the access control policy in network security should specify 

which subjects (network users or processes) can acccess 
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which objects (network devices), i.e., to identify the 

connection requirements for setting up a session between two 

devices. Also, the flow of information from one file to 

another file residing in different computer systems must be 

addressed so as to prevent an illicit transfer. Hence, both 

access control policy and information flow policy must be 

used in developing the model and an integration of these two 

policies becomes necessary. The security model that will be 

described in this section, regardless of the specific 

techniques used to implement the system, can serve to guide 

the designer to design such a secure network and to assist 

the certifier to evaluate the resulting secure network 

system. Making the use of the definitions of the terms 

introduced earlier and the scenarios described in the 

previous section, we shall propose a set of assumptions and 

assertions that will assure the security of the network 

system. This forms an informal description of the security 

model, from which a formal model and a verification 

mechanism will be obtained in the next section. 

3.5.1 Security Assumptions 

The assumptions given below state the basic features 

that a network should provide in order to ensure security. 

AMi. There exists a network security officer and he is 

trusted to assign clearances to network users, user's 

roles and classification(s) to network devices 
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properly. The (range of the) classification(s) of a 

PE will be defined by its mode of operation. 

AM2. Each network user has a unique UserID and a password 

and each process has a unique processID. 

AM3. All devices within the network have comparable 

security classes. 

AM4. A highly reliable user authentication mechanism is 

provided during the login procedure. 

AM5. The PEs connecting to the network could be either 

trusted or untrusted PEs. For each trusted PE, there 

exists a security validation mechanism (TCB) to 

enforce the security policy (both discretionary access 

control and mandatory access control) within that 

system. For each untrusted PE, all users who wish to 

have access will be cleared or approved to the highest 

level of information that is processed in that PE. 

AM6. Appropriate network communication protocols exist to 

ensure reliable information transmission across the 

network. 

AM7. An appropriate encryption technique for protection of 

information transmitted over the network channel is 

provided to prevent unauthorized disclosure and 

unauthorizad modification. Thus, the network nodes 

are equipped with devices that process the encryption 

------------------------------ ---- ---------- ----
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algorithm used and an effective and tamperproof key 

distribution protocol is employed. 

AMB. Physical security measures to protect network devices 

from sabotaging attacks are present. 

3.5.2 Security Assertions 

The following assertions provide assurance that 

the required conditions hold at all times in a multilevel 

secure network. 

AR1. A user can use a terminal only when his clearance is 

higher than or equal to the classification of that 

terminal. 

AR2. Any information unit transmitted over the network 

must be labelled with its classification. 

AR3. Any information unit displayed on a terminal or 

printed on an output device must have the classifi

cation lower than or equal to the classification of 

that device. 

AR4. Information removed from an object inherits its 

classification and can only be inserted into an object 

with equal or higher classification. 

AR5. The clearance and the role recorded for a user and the 

classification of a network device can only be set by 

a user with the role of Network Security Officer. Only 

the user himself or a user with the role of Network 

Security Officer can alter the current security level 
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of that user and the current security level cannot 

exceed the maximum clearance of that user. 

AR6. The classification of a file can be downgraded only by 

the user with the role of downgrader and the type of 

this file must be a mail type. 

AR7. A network device can establish a connection with 

another device only under the following conditions: 

(a) When one device is a terminal and the other is a 

PE, the classification of the terminal must be 

within or higher than the range level of the PE. 

(b) When both devices are PEs, 

(i) and both are untrusted PEs, the classifi

cations of both PEs must be equal; 

(ii) and one is trusted while the other is 

untrusted, the classification of the 

untrusted PE must be within the range of 

classification of the trusted PE, and/or if 

a process in the trusted PE requests for a 

connection, the process must have a 

clearance higher than or equal to the 

classification of the untrusted PE; 

(iii) and both are trusted, the range of classifi

cation levels of two PEs must overlap and 

the process requesting for connection must 
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not have a clearance lower than the lowest 

level of the other PEe 

(c) When one device is a PE and the other is an output 

device (e.g., printer), the classification of the 

printer must be within the range of classification 

of the PE and the process requesting a connection 

must have a clearance lower than or equal to the 

classification level of the output device, or 

the range of classifications of the computer 

system is lower than the classification of the 

output device. 

3.6 Formalizing the Network Security Model 

In order to precisely describe the security require

ments characterizing the network security model and to 

provide a framework for the specification, implementation 

and verification of the security properties of the network 

system, we will need a mathematical formulation of the 

network security model. The model that will be described in 

this section will be a general one and does not place any 

restrictions on the specific techniques that may be used for 

the implementation and verification of any particular 

network security mechanism that correctly enforces the 

assertions stated in the model. The actual implementation 

itself can follow from any software engineering technique 

for the design, testing and validation that one may develop 
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from the formal specification and verification methodology 

described here. 

In developing any formal network security model, one 

should precisely define the notion of a secure state, the' 

fundamental access modes, and the rules for granting a 

subject's specific modes of access to the objects by using 

an appropriate mathematical theory (e.g., set theory). 

Then, basic security theorems need to be proposed to demons

trate that the rules are security preserving operations. 

Formal proofs of the theorems must be 'given to show that for 

a network system starting from an initial state that 

satisfies the conditions for a secure state, if the stated 

assumptions and assertions hold, then all future states will 

also be secure. 

3.6.1. Formal Description of the Model 

The model must incorporate the notions of access 

control and information flow control. By access control, we 

mean that any user or any process executing on behalf of a 

user desirous of gaining access to the devices on the 

network must be appropriately restricted by both discre

tionary and mandatory security policies. By information 

flow control, we mean that the flow of information from one 

computer system to another system must be suitably 

restricted not to violate a prescribed set of flow policies. 
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Before we start to describe the proposed network 

security model, let us define the following sets that will 

be used in the model description. Let SB denote the set of 

all subjects included in the network, U denote the set of 

all network users and P denote the set of processes 

executing on behalf of the users. The set of subjects SB 

consists of all network users and processes executing on 

behalf of the users; thus, U is a subset of SB and P is also 

a subset of SB, Le., U ~ SB snd P ~ SB. Additionally, P 

and U are mutually exclusive and the union of these two 

subsets becomes SB, Le., U n P = 0 and U U P = SB. 

Let OB denote the set of all objects included in the 

network, and ND denote the set of all network devices 

connected to the network. OB consists of all data files, 

information units, physical memory locations, and network 

dev ices, etc. Thus, ND is a subset of OB, 1. e., NO ~ OB. 

Let 10 denote the set of all I/O devices, OT denote the set 

of all output devices and PE denote the set of all 

processing elements. Since elements of 10, OT and PE are 

network devices, we could say that 10, OT and PE are subsets 

of NO, Le., 10 ~ NO, OT ~ NO, and PE ~ NO. Furthermore, 

these three subsets are mutually exclusive, and the union of 

these subsets forms NO, i. e., 10 n PE n OT = 0 and 10 

U OT U PE = NO. 
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Let SC denote a set of security classes which 

corresponds to a set of disjoint classes of sensitivity 

level and compartment (category) sets. Instead of being 

restrictive in using the terms employed in the military 

classification system such as "TOP SECRET, SECRET, 

CONFIDENTIAL and UNCLASSIFIED", we shall define SC = (L1, 

L2, ••• , LnJ where n is a finite integer. The relationship 

between two security classes within this set is denoted by 

~, where ~ is a partial order on Li for 1 ~ i ~ n such that 

(SC, ~) is a partial ordered set. 

Let SI denote a set of subjectIDs, UI denote a set 

of userIDs and PI denote a set of processIDs. Evidently, SI 

consists of both UI and PI where UI ~ SI and PI ~ SI. 

Furthermore, the two subsets (i.e., UI and PI) are mutually 

exclusive and the union of these subsets is SI, i.e., 

UI n PI = 0 and UI U PI = SI. Let RF denote a set of 

references and OP denote a set of operations. In the 

following discussion, the elements of any set are repre

sented by the corresponding lower case letters, for example, 

sb E SB, ui E UI, etc. 

-------------------------------------_ ... _.-.---
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where 

Then, a network security model NSM is defined by 

NSM = <S, sO, OP, T> 

S is a set of states; 

sO is an initial state; 

OP is a set of operations; 

T is a set of system transformations. 
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We shall describe these sets in greater detail in the 

following. 

(i) Set of States S: 

The states model the state-dependent components in 

the secure network system. 

element of 

For each state s E S, s is an 

where 

S = <AT, SF, SL, SM, RM> 

AT is the set of current accesses which is 

described by the triple (SB, ND, a) that gives 

the access mode each subject currently has to 

each network device; 

SF is a security binding function which consists 

of three functions: 

CL is the clearance function which is a func

tion that binds each subject to a security 

class; 

CSL is the current security level of a subject; 
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CS is the classification function which is a 

function that binds each object to a 

security class. 

SL is the subject-login function which is a 

function that maps a subset of SubjectIDs to 

elements of a set of references. 

SM is the subject-mapping function which is a 

function that maps the set of SubjectIDs to 

elements of a set of subjects. 

RM is the reference-mapping function which is a 

function that maps a set references to a set of 

objects. 

The current access triple AT = (SB,ND,a) is a set of 

current accesses that indicates which subject currently has 

the access to which network device. The existence or 

nonexistence of access privilege is denoted by the access 

mode a, which has the representation (connect) for the 

existence of access privilege and a blank when access 

privilege does not exist. The access triple (SB,ND,a) 'may 

also be regarded as an access matrix whose rows represent 

the subjects sb E SB and whose columns represent network 

devices nd END. The entry of the matrix is the access mode 

a. The existence of (connect) command in the matrix 

location indicates that the corresponding subject can have 

connect access to the corresponding network device. The 
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determination of placing such access command in the entries 

of the access matrix is based on discretion decisions made 

by a network device to whom a subject is allowed to gain 

access. 

The security binding function, as defined earlier, 

consists of three separate functions: clearance, current 

security level., and classification which bind each entity to 

a security class sc ESC. The function clearance binds each 

subject (user or process) to a security class. Thus 

CL(sb) E SC represents the clearance of sb E SB. For a user 

u E U and a process pEP, CL(u) ESC and CL(p) E SC represent 

the clearance of the user and the process respectively. The 

function current security level binds each subject sb E SB 

to a security class representing the current security level 

o~ sb, which is less than or equal to CL(sb), i.e., 

CSL(sb) E SC and CSL(sb) $ CL(sb). The function 

classification binds each object to a (range of) security 

class(es). The classification of ob E DB is represented by 

CS(ob) ESC. 

The function subject-login, SL, is a one-to-one 

mapping from a subset of SI into RF, the set of references 

that correspond to network devices (i.e., a representation 

of processes and users being logged in to specific network 

devices) • Also, the function user-login, UL, is a 
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one-to-one mapping from a subset of U1 into RF. Note that 

U1 ~ S1. 

The function subject-mapping is a one-to-one mapping 

from SI into SB. This function identifies a subject corres

ponding to a subject1D. Also, the function user-mapping, UM, 

is a one-to-one mapping from U1 into U, where U is the set 

of users. Note that UI ~ SI and U ~ SB. The function 

reference-mapping is a one-to-one mapping from a subset of 

RF into OB. This function identifies a specific object that 

is named by a reference. 

With the above definitions, it is possible to more 

precisely introduce the notion of state as follows: 

Definition 3.6-1. A state s is an element of S = 

<AT, SF, SL, SM, RM> where AT is the access triple, SF is 

the security binding function consisting of the three sub

functions CL, CSL and CS, SL is the subject login function, 

SM is the subject mapping function, and RM is the reference 

mapping function, satisfying the following properties: 

(i) dom(CL) = rng(SM), 

(ii) dom(CS) = rng(RM), 

(iii) rng(CL) U rng(CS) = SC, 

(iv) dom(SL) ~ dom(SM), 

(v) rng(SL) ~ dom(RM) n (RFx10) 

and 

(vi) RM(SL(si1» = RM(SL(si2» ==* si1 = si2. 
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The last condition simply ensures that two subjects are 

prevented from being logged in simultaeously to the same 

device with an identical reference. 

The initial state sO is a spicific designated value 

attained by the state. 

(ii) Set of Operations, OP: 

OP is a set of operations that affect the flow of 

informa tion from one network device to another. These 

operations may change the security classification of the 

subjects and the objects within the network. To introduce 

each operation, a brief description will be given together 

with the conditions necessary for executing the operation 

(i.e., pre-conditions on the state variables) and the 

conditions that result from the execution (i.e., post

conditions on the state variables). 

The operation of transferring the contents of an 

obj ec t b E OB to another obj ect d E OB is defined by 

TRANSFER(b,d), which represents the action that causes an 

information flow from object b to object d. The conditions 

for such transfer require that the clearance of the subject 

that caused this action must have appropriate clearance and 

the classification of the source object (i.e., object b) 

must not exceed the classification of the destination object 

(i.e., object d). The abovementioned conditions can be 

written more concisely as 

CL(sb)~ CS(b) and CS(b)~ CS(d), 
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Note that as a result of this operation the classification 

of b does not change; indeed, it remains the same. However, 

the content of the new d after the operation will be the 

concatenation of b and the old d. 

The operation of creating a new file b by a sUbject 

sb with a classification sc is defined by CREATE(b,sc). The 

classification of this new file b is identical to the 

current security level of the subject that creates it, i.e., 

for any sc ESC, CS(b) = CSL(sb) = sc. 

The operation of removing a file b from a set of 

objects OB by a subject sb is defined by DELETE(b). It is 

evident that the classification of any object need not be 

affected by this operation. In order for this operation to 

be executed, the subject sb that wishes to perform the 

operation must have a clearance higher than or equal to the 

classification of the file b to be deleted, i.e., CL(sb) ~ 

CS(b). The post condition of this operation simply states 

that file b continues to be an element of the set OB after 

the operation. 

The operation of changing the current security level 

of a user ui to a new level cl is defined by 

RECLASSIFY(ui,cl) where cl cannot exceed the maximum 

clearance that is designated to this user. The security 

requirements for this operation are the following: for 
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CSL (ui) = cl ESC, cl ~ CL(ui) and cl ~ cs (uiT) where uiT 

is the terminal currently logged on by the user ui. 

The operation of lowering the classification of a 

file b to a new level sc E SC is defined by DOWNGRADE (b,sc) • 

The type of file b must be mail file. This operation is 

also restricted to only users or processes with the role of 

downgrader which is represented by DWNGR. 

Finally, the operation of assigning a security class 

sc E SC to a user or a network device which is represented 

by uo is defined by ASSIGN(uo,sc) which represents the 

action that causes the assignment of the security class sc 

(clearance or classification) to either the user or the net

work device. This operation is restricted to be performed 

by a user with the role of Network Security Officer which is 

represented by NSO. 

(iii) Set of Transformations, T: 

The transformation T describes the transition from 

one state to its succeeding state by applying one or a 

sequence operations described above. It can hence be defined 

as a mapping T: SIxOPxS ~ S i.e., s I = T (si,op,s) is the 

resul ting state due to an operation op E OP executed by a 

subject with ID si E SI when the starting state is s E S. 

3.6.2 Security Requirements 

In order to describe the security requirements for 

the network system, let us first consider the conditions for 
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a system state to be secure. Fundamental to the concept of 

a secure state are two properties: the setup security 

property and the connection security property. The setup 

security property describes the security during the login 

function that is executed by a network user, whereas the 

secure establishment of a session between two devices is 

described by the connection security property. Other 

security properties for a system state are described by the 

requirements that each information unit must be associated 

with a label and information at a higher classification must 

not be allowed to be transferred to a file in a network 

device with a lower classification. 

Def ini tion 3.6-2. A state sa tisf ies the setup security 

property if V x E dom(UL): 

1. CL(x) ~ CS(y) for y = xT, where xT = RM(UL(x))i 

2. CSL(x) ~ CL(x). 

The first condition describes that the terminal that 

is currently logged on by a user x, which is denoted by xT, 

should have a classification that is less than or equal to 

the clearance of x. This is equivalent to the security 

assertion AR1 described in Section 3.5.3. The second 

condition describes that the current secrurity level of a 

user cannot exceed the maximum clearance of that user. 

-----_.- .. ---
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For the next definition, let us introduce an opera

tion that could be applied to a set of security classes. 

The security classes of the subjects and the objects in the 

network form a structure of a lattice. Let 0 denote the 

class-combining operation which specifies that the class 

that results from a combination of two classes is the lower 

bound of the two classes. For example, let us denote by 

C1 ~ C2 the operation of combining two security classes C1 

and C2 producing a combined security class that is equal to 

min(C1,C2J. A sequence of these operations hence results in 

the greatest lower bound of all classes involved in the 

operation, i.e., the lowest classification level of the 

network device. 

Definition 3.6-3. A state satisfies the connection security 

property if V (p,q,a) E AT such that a 'f. 0, 

1. if q ~ OT then CL (p) ~ C10C2~ ••. 0Ci for 1 < i ~ j, 

where j is a finite integer and Ci = CSi(q)i 

2. if q E OT then CLIp) ~ CS(q). 

In the ordered triple (p,q,a), p is the process 

executing on behalf of a user logged onto the network and q 

is the network device with which p would like to establish a 

connection. The first condition states that if the network 

device is not an output device(i.e., a PEl, then, for a 

connection to be set up, the clearance of p must be at least 
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the lowest classificiation found in the network device. If 

the network device is an untrusted PE, this classification 

level is the highest level that process p is cleared for. 

The second condition states that if the network device is an 

output device, then the clearance of p must not exceed the 

classification of that output device. The importance of 

this requirement is obvious and is to prevent the leaking of 

classified information through an output device. Finally, 

the condition a ~ 0 indicates the presence of a discre

tionary security policy in addition to a mandatory security 

policy. It states that the request for a connection is 

allowed only if the entry of the access matrix corresponding 

to the process p and the network device q is not empty 

( i • e ., it con t a ins a ( conn e c t ) com man d). Not e t hat, 

assertion AR7 of the informal model described in Section 

3.5.3 is incorporated in the conditions for a cotinection 

secure state. 

Before we can describe the next definition, let us 

define some of terms that will be used. The value of an 

object is represented by a value function V, i.e., V(ob) is 

the value of an object ob. Let tp be an element of the set 

10 U OT, i.e., tp E 10 U OT. Then, the function DP(tp) is a 

set of ordered pair ((sol,g!), (s02,g2), ••• , (son,gn)) such 

that gi is the value that will be displayed on tp. In each 

ordered pair (soi,gi), sOi is either a subject or an object 
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and gi is either a reference, a subjectID, or V(ob), CS(ob), 

CSL(ui), CL(ui). 

Definition 3.6-4. A state s E S is secure if 

1. s satisfies the setup security property; 

2. s satisfies the connection security property; 

3. for every x E rng(RM), CS(x) exists; 

4. (x, V(x» E DP (z) ===? CS (x) ~ CS (z), 

\/x E rng(RM) and V z E 10 UOT. 

The first two conditions confirm that the state satisfies 

the setup security property and the connection security 

property. The need for these two conditions is obvious 

because without setup security property and connection 

security property, the state may start from an insecure 

state. The third condition describes that each information 

unit that is transmitted over the network is associated with 

a classification label. Finally, the fourth condition 

describes that if the value of a piece of information x can 

be displayed on either I/O devices or output devices, the 

classification of x must not exceed the classification of 

that device. Note that assertions AR2 and AR3 of the infor

mal model described in Section 3.5.3 correspond directly to 

the third and the fourth conditions here. If on the other 

hand, a state does not satisfy at least one of the 
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conditions described in the Definition 3.6-4, we will call 

this state an insecure state. 

In the following, we will define the required cons-

traints for security of system transformations when certain 

operations are executed. Let Xs denote an object x E OB at 

state s such that CS(xs ) denotes the classification of 

object x at state s. Similarly, for any y E SB, let Ys 

denote the subject at state s such that CL(ys) denotes the 

clearance of subject y at that state. Also, let RL denote a 

set of user roles and let R(ui) E RL denote the role of user 

ui E UI. Let Zs denote a userID z E UI at state s and let 

R(Zs) denote the role of such user. Some typical roles for 

a user are the Network Security Officer NSO (who assigns 

security classifications) and the downgrader DWNGR (who 

performs a downgrading of the classification of a file). 

Definition 3.6-5. A transformation T is Transfer Secure if5 

'7 ui E UI, op E OP, s E S, Sl E S 3 T(ui,op,s) = Sl, and 

v x,y E rng (RM) , 

(i) 3 y E rng(RM) 3 y = x·y, 

(ii) CS(Ys} ~ CS(xs), and 

(iii) CS(YsI) = CS(Ys), 

5 In this definition and later, x-y denotes the 
concatenation of two elements (messages) x and y. 
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This definition concerns the security of the trans

fer operation where x is the file that will be transferred 

to y. The content of x is concatenated with existing 

contents in file y to form a new file y. Note that, 

assertion AR4 of the informal model described in Section 

3.5.2 corresponds directly to this property. 

Defini tion 3.6-6. A transformation T is Create Secure if 

~ ui E UI, op E OP, s E S, Sl E S 3 T(ui,op,s) = Sl, and 

'\j c ESC, and for ayE rng(SM) 3 a x E rng(RM) that is 

created by y, then CSL(ys) = c ~ CS(XSI) = c. 

This definition concerns the security of create 

operation where x is the new object to be created, y is the 

subject that wishes to execute the operation and c is the 

security class that is to be designated to x. 

Definition 3.6-7. A transformation T is Downgrade Secure if 

~ui E UI, op E OP, s E S, Sl E S 3 T(ui,op,s) = 51, and 

"'ii x E rng (RM) denoting the obj ect that is downgraded, 

CS(XSI) < CS(xs) ~ DWNGR E R(ui s ). 

This definition concerns the security during a 

downgrade operation where x is the file to be downgraded. 

It may be noted that only a user with the role of downgrader 

can rec lassify a fi Ie to a lower c lassif ica tion. This 

~----------------------.----.--------------
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definition hence is a formal statement of the assertion AR6 

of the informal model. 

Defini tion 3.6-8 A transformation T is Assign Secure if 

'V ui E UI, op E OP, s E S, s' E S 3 T(ui,op,s) = s', and 

1. V x E 10 U OT 3 CS (xs ) 'F CS (xs ' ) ~ NSO E R(ui s ); 

2. V y E UI 3 CL (ys) 'F CL (ys ' ) ~ NSO E R(ui s ); 

3. 'd z E UI 3CSL(zs) 'F CSL (zs ' ) ~ NSO E R(uis ) or 

Zs = uis • 

This definition concerns the security during the 

assign and reclassify operations, where x is an I/O device 

that will be designated a new classification level, y is a 

user who will be assigned a new clearance and z is a user 

whose current security level is changed. Definition 3.6-8 

restricts that only the network security officer has the 

authority to assign classifications to devices and 

clearances to users, and further restricts that only the 

user himself and/or the NSO can change the user's current 

security level. It hence corresponds to the assertion AR5 

of the informal model. 

3.6.3 Security Verification 

To verify the security of a network system described 

by our model, we must focus on the procedure of how the TNB 

is implemented as described in Section 3.4.4. In each stage 
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of the implementation, the security of the system6 will be 

investigated and we will identify the conditions that the 

system must satisfy in order to insure that the security 

properties are not violated. If the system satisfies all 

the security properties described in each stage of imple-

mentation, we will say that the system is secure. 

In the following, we shall begin by identifying how 

the system satisfies the security properties at each stage 

of a typical connection between a user and a device on the 

network. In each case, a definition and/or a theorem will 

be presented to define precisely the condition(s) that the 

system must satisfy for each security property. 

3.7.1 Setup Stage (Login Procedure) 

This is the case when a user wishes to log onto the 

network in order to use the resources available on the 

network. The user provides his username and password during 

the login procedure. When both username and password are 

matched only then he is a legitimate network user who has 

the clearance to use the terminal and the login process is 

complete. Since there is no operation that could cause a 

transition of the system state when it initially satisfies 

the setup security property, the system will never go to a 

6 From now on, we will use the word system to refer to 
the network with the security mechanism implemented. 
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state that does not satisfy this property. The definition 

below more formally states what has just been described. 

Definition 3.6-9. A system described by the model NSM = 

<S,sO,OP,T> satisfies the setup security property if the 

state sO satisfies it. 

3.7.2 Connection Granting Stage 

After a user logs onto the network through a network 

device, he may wish to establish a session with another 

network device (such as a computer system) in order to 

access files in that system. Several factors determine 

whether such a connection establishment is granted when 

processed by the security mechanism (i.e., a mechanism 

implementing TNB) residing in the NIU. One factor is the 

security clearance of the user and the classifications of 

the files stored in the computer system. Another factor is 

whether the access mode a in the element of a triple 

(S,ND,a) has a command of (connect), It may be recalled 

that when a = (connect) in an element (s,nd,a) of the triple 

(S,ND,a), it means that the subject s is allowed to access 

the network device nd if he has the proper clearance. On 

the other hand, a. f:. (connect) means that the subject s in 

(s,nd,a) of a triple (S,ND,a) cannot have the access to nd 

even if he has the proper clearance. 
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As was described earlier, a transformation could 

cause a transition of the states. Therefore, when a 

sequence of transformations are applied, it will result in a 

sequence of states starting from an initial state sO. Let 

this sequence of states be described by (sO, sl, s2, ••• ). 

For a system starting from an initial state sO that 

satisfies the connection security property, a sequence of 

connection transformations result in a sequence of states 

(sO, sl, s2, ••• ), then if every state in the sequence 

satisfies the property, we can say that the system satisfies 

the connection security property. The following definition 

and theorem make these ideas more precise. 

Definition 3.6-10. A system described by the model NSM = 

<S,so,OP,T> satisfies the connection security property if 

each state in the sequence (sO, sl, s2, •.• ) satisfies it. 

Theorem 3.6-1. A system described by the model NSM = 

<S,sO,OP,T> satisfies the connection security property if 

(i) the initial state sO satisfies the connection security 

property and (ii) the transformation T defined by T(si,op,s) 

= s' where s= <at,sf,rm,sl,sm) and s'= (at',sf',rm',sl',sm') 

satisfies the condition: 

If at = (p,q,a) = at' then a = (connect}. 
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Proof: (By induction) 

Suppose So is an initial state that satisfies the 

connection security property and the state sn-1 resulting 

from a sequence of transformations from sO is also a state 

that satisfies the connection security property. We then 

have to determine whether the new state sn resulting from 

the transformation T also satisfies this property. If it 

does, then the system NSM = <S,SO,OP,T> satisfies the 

connection security property. 

Let sn-1 = sand sn = s' such that s' = T(si,op,s). 

Then (p,q,a) = at and (p,q,a) = at'. Hence a = (connect} 

and from Definition 3.6-3, if q E OT, CL(p) ~ CS(q) and if 

qEOT, then CL(p) ~ (Cl®C2® ••. } which implies s' 

satisfies the connection security property. QED 

3.7.3 Information Manipulating Stage 

Once the connection request between the user's 

terminal and the PE that he wishes to access is granted, the 

user may transfer the information from one file to another 

object, or he may delete it or create a new file in this 

stage. However, these operations may cause the transition 

from a secure state to an insecure state. Since we have 

already defined each transformation executed by e~ch type of 

operation to be secure only if it satisfies a set of 

-required conditions, the only uncertainty that may arise is 

whether a sequence of these secure operations when executed, 
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can cause a transition from a secure state to an insecure 

state. The following theorem demonstrates that by executing 

a sequence of secure operations, the system will still 

remain in a secure state, i.e., the system satisfies the 

operational security property. 

Theorem 3.6-2. A system described by the model NSM = 

<S,sO,OP,T> satisfies the operational security property if 

the transformation T is transfer secure, create secure, 

downgrade secure and assign secure, and a sequence of these 

transformations will not lead the system to an insecure 

state. 

Proof: 

Since the transformation is secure when each 

individual operation is executed in isolation, we have to 

determine if a sequence of identical operations or 

operations combined in an arbitrary order, is also secure. 

It is easy to see that for CREATE, DOWNGRADE, or ASSIGN, 

there is no flow of information, thus a sequence of either 

identical operations or combined operations could never lead 

the system to an insecure state. This leaves only the 

TRANSFER operation. Since the TRANSFER op"eration when 

secure results only in the information to flow from a file 

with lower classification to a file with higher classifi

cation, a sequence of secure TRANSFER operations would not 

cause a transition from an initially secure state to an 

~~"----------------------------.------"-"--.'.'-
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In addition, since the CREATE, DOWNGRADE, 

or ASSIGN operations do not cause any flow of information, a 

sequence of these operations and TRANSFER operation will 

also be secure. This implies that any arbitrary sequence of 

secure transformations will not lead the system to an 

insecure state. QED 

Finally, a basic security theorem will be derived to 

show that a system is secure when its initial state is a 

secure state and every transformation satisfies the 

conditions enunciated in Theorems 3.6.1 and 3.6.2, together 

with the condition that information will never be output to 

a device that has a lower classification than the 

information itself. 

Definition 3.6-11. A system described by the model NSM = 

<S,sO,OP,T> is secure if every state in the sequence (sO, 

sl,S2, ... ) resulting from a sequence of connection trans

formations is a secure state. 

Theorem 3.6-3. A system descr ibed by the mode 1 NSM = 

<S,SQ,OP,T> is secure if the intial state sO is a secure 

state and the transformation T defined by T(si,op,s) = s' 

where s = (at,sf,rm,sl,sm) and s' = 

satisfies the following conditions: 

(1) conditions in Theorem 3.6-1, 

(2) conditions in Theorem 3.6-2, 

(at' ,sf' ,rm' ,sl' ,sm') 
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(3) V X = rng(rml) and x = rng(rm), ~ Y = rng(sll) and 

y = rng (sl), and V 2 = rml (y) and z = rm(y), if 

(x,V(x)) E DP(z) and (x,V(x)) E DP(2) then 

CS(x) ~CS(2). 

Proof: The requ iremen t f or conditions (1) and (2) is 

obvious from Theorems 3.6-1 and 3.6-2. Also, by Definition 

3.6-9, system satisfies the setup security property, since 

sO is secure. The requirement for condition (3) can be 

shown from the following arguments. 

Suppose sn-1 is a state resulting from a sequence of 

transformations from sO and is also a secure state. Then, 

we would like to determine if the new state sn resulting 

from a transformation from sn-1 is a secure state. If it 

is, we may say that the system is secure. 

Let sn-1 = sand sn = Sl such that Sl = T(si,op,s}. 

Then (x,V(x)) E DP(z), (x,V(x)) E DP(2) and CS(x) ~ CS(z). 

Hence, from Definition 3.6-4, CS{x) exists and CS(x) ~ 

CS (2) . From (1) and (2), and since sO is a secure state, 

the setup security followed are guranteed which imply that 

Sl is a secure state. QED 

with the theorems presented in this section, the 

requirements for a security mechanism residing in the 

network are formally stated such that the network must 

satisfy these properties in order to preserve the security 

of communication. The definitions and theorems presented 
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here give an abstract level of description of the mechanism 

and provide a fairly detailed description of the functions 

which the security kernel of the network should implement. 



CHAPTER 4 

SECURE COMMUNICATION IN INTERNET ENVIRONMENTS: 

A HIERARCHICAL END-TO-END KEY MANAGEMENT SCHEME 

The problem of designing key management protocols 

for a communication network implementing end-to-end 

encryption has attracted considerable attention in the 

recent times and some early contributions are due to Ehrsam 

et. al. [74], Matyas and Meyer [75] and Needham and 

Schroeder [76]. In [74] and [75] are described specific 

procedures for the generation of a session key SK, its 

transfer between the two nodes involved in the session while 

encrypted under a unique Master Key (MK) used for this 
, 

exchange, and the secure storage of MK and SK at the nodes. 

In [76], the use of a' centralized facility, called an 

Authentication Server (AS), that performs not only session 

key generation and its secure distribution but also 

authenticates the connections, is advocated. Specific 

protocols for the establishment of authenticated connections 

in the case of both conventional and public-key encryption 

algorithms are also presented. More recently, improvements 

to the Needham-Schroeder protocols to prevent security 

breaches when the exchange of keys used in the distribution 

155 
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of SK is compromised, have been developed using the notion 

of timestamps by Denning and Sacco [77] and alternately, 

using event markers by Bauer et. al.[78]. Some of these key 

management protocols have also been implemented in certain 

operational networks [98]. 

In this Chapter we will focus on the problem of 

designing key management schemes for establishing end-to-end 

encrypted sessions between source - destination pairs when 

the source and the destination are on different networks 

inter-connected via Gateways and intermediate networks. The 

key management problems in such an internet environment 

attain a high degree of complexity due to the differences in 

the key distribution mechanisms used in the constituent 

networks and the infeasibility of extensive hardware and 

software changes to the existing networks. 

The key management protocol we present here for an 

internetwork environment is of a hierarchical nature in 

which the lower levels utilize the existing network specific 

pr9tocols and at the higher levels are the protocols between 

Authentication Servers and/or control centers of different 

networks. With our proposed protocol, we can illustrate 

that implementing such a protocol into an internet system'is 

simple and the needed changes in the software and hardware 

are limited only to the control centers of the networks and 

the Gateways interconnecting these networks. 
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In Section 4.1, the formulation of the key manage

ment problems is given. Then, in Section 4.2 we describe a 

typical key management scheme implemented in the single 

networks in order to illustrate our approach to designing an 

internet key management scheme. This intra-network key 

management scheme will further be used as the network speci

fic protocol a~ the lower level of our proposed hierarchical 

scheme. The specific key management scheme that will be 

described here for the single network was originally given 

by Bauer et al.[78]. A detailed step by step procedure of 

how the key is generated and distributed according to this 

scheme will be presented. 

In Section 4.3, we present a step by step descrip

tion of the key generation and distribution when a source 

node located on one network is desirous of establishing a 

secure session with a destination node which is located on 

the remote network via a Gateway that is used to inter

connect these two networks. This basic internet protocol is 

developed based on the network specific protocols, i.e., the 

protocols for secure key exchanges between the nodes on the 

same network remain unchanged. In Section 4.4, a discus

sion of the proposed scheme will be given. This discussion 

includes the implementation complexities at the control 

center(s) in the internet system, the implementation 

efforts, a modification of the basic scheme with the use of 
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the public key cryptosystem and the secure exchange of the 

updated key encryption key. 

A formal verification of the security of the 

resulting scheme is conducted in Section 4.5 by an axiomatic 

procedure utilizing certain combinatory logic principles and 

mathematical induction methodology. This approach is general 

and can be used for verifying the security of any existing 

key management scheme. 

4.1 Problem Formulation 

In order to precisely describe the approach that is 

used and the details of the protocols needed, two specific 

interconnection scenarios will be considered. To ensure a 

sufficiently high degree of generality in the problems 

considered, a mix of both LANs and long-haul networks in the 

internet environment will be assumed. 

Consider the scenario depicted in Figure 8a where a 

communication node A on a Local Network LNi is desirous of 

having a secure session with a communication node B on a 

remote Local Network LNj. We shall assume that LNi and LNj 

are secure networks i.e., an appropriate mechanism to ensure 

end-to-end secure communication between the nodes of the 

same network is in place in each network. We shall further 

assume that a common encryption algorithm of the 

conventional-key type (such as DES) is used and the 

encryption/decryption of messages are performed at the 
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Session Layer of the OS! protocol hierarchy [99]. Each 

network supports the use of a unique session key SK for each 

new session, which is generated by an Authentication Server 

AS at the beginning of the session and distributed to the 

two end communicants following an established protocol (for 

instance, any protocol of the type described in [74,76-78]). 

The key generation facility at AS consists of a random 

number generator that outputs a key of fixed length based on 

the current state value [75]. The specific protocol used 

for key distribution in each network may be identical or may 

be dissimilar. The internet communication path from node A 

on LNi to node B on LNj includes an appropriate Gateway GW 

connecting LNi to LNj. 

The scenario depicted in Figure 8b describes a 

similar connection requirement with the difference that the 

communication path from node A on LNi to node B on LNj 

includes an appropriate local Gateway GWi connecting LNi 

with a long-haul network LHN and a remote Gateway GWj 

connecting LNj with LHN. As before, LNi and LNj are assumed 

to be secure networks. LHN may be a secure network or an 

unsecure network~ the presence or absence of security on 

LHN is not of particular concern to our present work due to 

our interest in end-to-end encryption between the source and 

the destination (viz. node A and node B). 
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Figure 8a. Internet Scenario 1: Local Networks Directly Connected by a Gateway 
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Figure 8b. Internet Scenario 2: Local Networks Connected via a Long-haul Network .... 
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The problem of interest is to design a suitable key 

management scheme for generating and distributing session 

keys at the initiation of each new session for end-to-end 

secure communication between node A and node B." As 

mentioned in the Introduction, in the solution to such a 

problem, proper attention should be given to the constraints 

imposed by the practical implementation of the required 

protocols and consequently we shall stipulate that no major 

changes to the existing key distribution protocols and the 

command structures of the constituent networks be demanded. 

It should be appreciated that a tradeoff exists between the 

degree of relaxing the above requirement and the conceptual 

complexity of the solution to the problem. 

The problem then is to develop a suitable key 

management scheme for the two scenarios described above 

compatible with the existing key management mechanisms of 

the constituent networks. For a precise description of the 

solutions presented, it is necessary to specify the details 

of key generation and distribution within a single network, 

which will be given in the next section. 

4.2 Typical Key Management in a Single Network 

Several schemes have been proposed in the literature 

for the management of session keys within a single network. 

These schemes typically assume the existence of an 

Authentication Server AS who will authenticate the two end 
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communicants (nodes A and B) and generate a unique session 

key SK for each new session and of a key distribution 

protocol for transferring SK in an encrypted form to the 

nodes A and B on the existing communication channels.' To 

permit a secure transfer of SK, each node is equipped with a 

unique Master Key MK which will also be known to AS. 

For a concise description of the exchanges involved 

in such a transfer, let us consider the two illustrative 

schemes shown in Figures 9a and 9b. Let (x)K denote the 

message x encrypted under key K. Then the scheme described 

in Figure 9a, originally given by Bauer et. al. [78], 

in~~lves the following steps when node A initiates an 

attempt to open a secure session with node B. It will be 

assumed that the master key of A, MKa, is available only at 

node A and at AS. Similarly, the master key of B, MKb, is 

available only at node B and at AS. 

Step 1. A ~ B ( A, EMa ) (1) 

where A is the identity of node A and EMa is an 

event marker, which is an identifier used by 

node A to establish a one-to-one correspondence 

between his attempt to initiate the secure 

session and the resultin~ session key SK. 

------------------------------_ .. _---_._-
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Figure 9a. ~ Typical Key Management Scheme within a Single Network 

3b 

I 

Figure 9b. An Alternate Key Management Scheme 



Step 2. 

Step 3. 

B ~ AS : ( A, EMa , B, EMb ) 
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(2) 

where the identity of node B and a new event 

marker EMb are added to the message by node B. 

(3) 

where SK is the session key generated by AS. 

Step 4. B decrypts the first part of the message under 

his key MKb to obtain SK and transmits the 

remainder of the message to A i.e., 

B ~ A : ( (SK,B,EMa)MK
a 

J. (4 ) 

Now A decrypts this message and obtains SK. 

Additional details on these exchanges and the 

resulting advantage of a higher degree of authentication 

provided by these to verify the identity of nodes A and B to 

one another, can be found in [78]. 

In Figure 9b is shown a simple modification of the 

above scheme, where steps 3 and 4 are replaced by 

and 

Step 3b. AS ~ A : ( (SK,B,EMa)MK
a 

), (5 ) 

which may be executed in parallel. 
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4.3 Key Management in Internet Environments 

For the scenario described in Figure 8a, let ASi and 

ASj denote the Authentication Servers of the two networks 

LNi and LNj respectively. We shall assume that the master 

key of each node of LNi is stored at that node and also at 

ASi in a master key table. Similarly, the master key of 

each node in LNj is stored at that node and also at ASj in a 

corresponding table. The master key tables at ASi and ASj 

are stored in an encrypted form under appropriate storage 

keys. ASi and ASj support all the functions described for 

AS in the previous section. 

As described earlier, our primary objective in 

establishing a key management scheme for the internet is to 

keep the required changes to the local network protocols to 

a minimum. This can be achieved by restricting the needed 

changes to only the Authentication Servers and the Gateway, 

and demanding that no changes (hardware or software) be made 

to the nodes. This is not objectionable, due to the 

presence of only one Authentication Server per network and 

one Gateway per pair of networks, while the number of nodes 

will be huge. Also, since the nodes are distributed across 

the network, implementing the required changes when a 

network in operation is brought into the internet system 

will be more tedious and costly. Furthermore, the 

Authentication Server will usually be part of a bigger 
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Network Control Center (NCC) which can accommodate 

implementing the required changes in a simple manner. For 

example, the NCC for the Sytek LocalNet 201 includes an 

Authentication Server called the Key Distribution 

Center (KDe) and operates in the UNIX environment [98] which 

makes the implementation of changes to the software rather 

simple. 

To describe the present key management scheme, let 

us begin by listing the required changes to the 

Authentication Servers. The generation and distribution of 

a session key will require a handshake between ASi and ASj. 

For this exchange, which is a protocol at a higher 

hierarchical level, let us assume the presence of a inter-AS 

exchange key EKij, which is unique to each pair of 

Authentication Servers ASi and ASj in the internet 

environment (i.e., EKij = EKji V i,j 3 ifj). In particular, 

EKij is securely stored at ASi and ASj under the storage 

keys being used at each AS. 

In order to retain the nodal protocols unchanged, 

the process' of secure session establishment should begin 

with the source node A on LNi to address the destination 

node B as in Step 1 of the earlier described protocol. 

However, since the destination is on a different network 

1 LocalNet 20 is a broadband Local Area Network and is 
a trademark of Sytek, Inc. 
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now, there could in general be problems in the source 

directly addressing the remote destination, due to common 

numbering of the nodes in the two networks or the address 

sizes and formats being different, etc. Solution to 'such 

internet addressing problems can be obtained in different 

forms, a typical one being a hierarchical addressing scheme 

reported in [100]. In this approach, an interactive session 

is established between the source and a directory service at 

the Nee of the network on which the source resides for 

obtaining the internet address of the destination from a 

logical name supplied by the source. The exchanges involved 

are briefly summarized in the following sequence of steps. 

Step 1. A ~ Nee 

Step 2. Nee ~ A 

"Help" 

Destination? 

Step 3. A ~ Nee "Node B on Network LNj" 

Step 4. Nee identifies the appropriate Gateway GW from 

the directory, supplies the address of the des

tination B to GW and leaves the source A and GW 

in session using the network specific protocols. 

More details on the procedure and some illustrative examples 

of applying the scheme to an internet environment created by 

interconnecting different types of LANs via the Defense Data 

Network and Gateways can be found in ['100]. It is to be 

noted that this approach does not require any changes to the 
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communication nodes, all the modifications being localized 

to the NCC and GW. 

To overcome the complexities posed by the internet 

addressing problem, let us expand the Authentication Server 

for each network to include a directory service to support 

the hierarchical addressing scheme described above. with 

this, the key management scheme in the internet system can 

be divided into two major parts, (i) addressing the desti

nation and (ii) session key generation and distribution. A 

concise description of the steps involved when node Aon LNi 

initiates an attempt to open a secure session with node B on 

LNj will now be given. 

4.3.1. Basic Internet Protocol 

step 1. 

Step 2. 

A ~ ASi : ( A, B, LNj ) (6) 

which summarizes the interactive exchanges 

described earlier. 

ASi -~ ASj : ( A,B,EMasi ) (7) 

where EMasi is an event marker generated by ASi 

for authentication purposes (as described 

earlier). This handshake takes place via GW. 

Step 3. ASj generates session key SK and sends 

following message to ASi 
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). (8 ) 

ASj obtains SK by decrypting this message. 

The'remaining steps perform the distribution of SK by ASi to 

A and by ASj to B using the existing netwo'rk specific 

protocols, which can take place in parallel. 

Step 4. AS i ins tructs A to make a ca 112 to GW to 

transmit following message 

A ~ GW : ( A, EMa ). (9 ) 

ASj instructs B to make a call to GW to transmit 

following message 

B ~ GW . ( B, EMb ) . ( 10) . 

Step 5. GW ~ ASi ( A,EMa,GW,EMgw ) 

GW ~ ASj ( B,EMb,GW,EMgw ). (11) 

Step 6. ASi ~ GW ((SK,GW,EMa)MKa ' (A,EMgw») 

ASj ~ GW ((SK,GW,EMb)MK
a

' (A,EMgw»)· (12) 

2 In several networks (eg. Sytek LocalNet 20), a remote 
call procedure exists that permits the NCC to leave two 
nodes on the network in a session. 

---_. __ .... _ .. 
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Step 7. ( (SK,GW,EMa)MK
a 

J 

(13) 

Both A and B decrypt the received messages and load 

SK into appropriate registers. Since the exchanges in 

steps 4-7 take place in parallel in two different networks, 

it is necessary to ensure that SK is available at both A and 

B before the users at these nodes commence sending messages. 

Such a synchronization can be simply achieved by GW 

signalling the call completion status to both A and B 

simultaneously after receiving acknowledgment at the end of 

Step 7. 

It may be noted that the parts of the messages to be 

retained by GW in Step 6 are not encrypted, since we do not 

propose that GW be equipped with encryption/decryption 

capability. This may be useful since gateway is a point of 

high vulnerability in internet communications and the non

availability at this place of a device processing the 

encryption algorithm being used is rather useful. However, 

if GW also possesses encryption/decryption capabilities like 

all other nodes in the networks to which it is connected, 

the second part of the messages in Step 6 could be encrypted 

under a master key of GW to retain exact correspondence with 

the protocol for the single network case outlined in 

Section 4.2. Thus, the Authentication Server of each 
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network is also required to store the master keys of the 

corresponding Gateways. The detailed exchanges given in 

steps 4-7 for key distribution within the two local networks 

are only illustrative and may be replaced by any other 

protocols in place in the networks (these need not be 

identical in the two networks). Since we do not propose 

that both networks should implement identical key management 

protocols, there is an obvious advantage that our scheme 

possesses. 

For the key management in Scenario 2 depicted in 

Figure 8b, an extension of the basic protocol can be made 

directly. As compared to Scenario 1 which is shown in 

Figure 8a, it is noted that two Gateways GWi and GWj are 

involved in the key distribution. The messages exchanged 

between AS i and AS j .( as in Steps 2 and 3) require hand

shaking between these two Gateways. Starting from Step 4 as 

in the basic internet protocol, the distribution of SK by 

ASi to A involves GWi and the distribution of SK by ASj to B 

involves GWj when using the network specific protocols which 

can also take place in parallel. Step 4 through Step 7 are 

hence replaced by the following steps (Step 4' through 

Step 7'). 

Step 4'. A -7 GWi ( A, EMa } 

B -7 GWj ( B, EMb }. (14) 
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Step 5' • GWi -? ASi ( A,EMa,GWi,EMgwi ) 

GWj -? ASj ( B,EMb,GWj,EMgwj ) . (15) 

Step 6' • ASi -? GWi ( (SK,GWi,EMa)MK
a

' 

(A,EMgwi)MK . ) 
gw~ 

ASj -? GWj ( (SK,GWj,EMb)MKb' 

(A,EMgwj)MK . ). (16) 
gWJ 

Step 7' • GWi -? A ( (SK,GWirEMa) MKa ) 

GWj -? B : ( (SK,GWj,EMb)MKb ). ( 17) 

Since two Gateways are involved in the key 

distribution, a two-way handshake between these two Gateways 

to synchronize call completion signalling is required. This 

synchronization can be done by having the two Gateways GWi 

and GWj signal each other after they have received the 

acknowledgement at the end of Step 7. Then GWi and GWj will 

signal the call completion status to A and B respectively. 

Some modifications to the implementation of the key 

management scheme could be envisaged due to the large number 

of local networks included in the internet system being 

interconnected by the long-haul network. Note that large 

databases to store inter-AS exchange keys of all nodes in 

every network and addresses become necessary at the 
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Authentication Server of each network. To avoid maintaining 

such large and duplicate databases, these tables can be set 

up at a single centralized location, perhaps at the Control 

Center of the long-haul network, LHCC. Maintaining such a 

centralized database would also be more attractive when 

changes to the structure of the internet system due to the 

addition and deletion of networks are to be frequently 

expected. 

Using a centralized database however adds another 

level of hierarchy to the exchanges in setting up a secure 

session. In particular, Step 2 in the above protocol needs 

to be replaced by the following steps: 

Step 2a. ASi -? LHCC ( A,B,LNj,EMasi ) (18) 

Step 2b. LHCC -? ASi 

LHCC ~ ASj (19) 

Step 2c. ASi ~ ASj : ( A,B,EMasi ) (20) 

In the above exchanges, ASi and ASj provide the identities 

of the two Authentication Servers to each other. The event 

marker EMasi received by ASj from LHCC in Step 2b and from 

ASi in Step 2c enables it to associate EKij with the correct 

session initiation attempts. For secure transmission of 

EKij to ASi and ASj, the messages in Step 2b are encrypted 
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under exchange keys EKCi and EKCj which will be used by ASi 

and ASj respectively for all secure exchanges with LHCC. To 

make these exchanges possible, we shall assume that EKCi is 

stored at ASi and at LHCC, and EKCj is stored at ASj and at 

LHCC. 

Despite the advantages of a centralized database as 

noted above, maintaining duplicate databases at all 

Authentication Servers may be attractive to prevent exces

sive traffic to LHCC (limiting this traffic would enable 

LHCC to perform other control functions) when establishment 

of internetwork sessions becomes frequently necessary. The 

problems associated with performing additions to the 

exchange key tables when new networks are brought into the 

internet system can be overcome by a simple procedure. An 

Authentication Server requests LHCC for the exchange key for 

his counterpart in the new network only at the first attempt 

for a session, after which this key will be added to his 

table in order to facilitate all future exchanges directly. 

4.4 Discussion of the Key Management Protocol 

A. The key management scheme descr ibed in the 

previous section is hierarchical in nature and involves 

distinct protocols at different levels of the hierarchy. At 

the lower levels, we have the protocols between the network 

nodes (Gateway is considered as a node on each network it 

---------- -- -----_._--. 
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interconnects) and between a node and the AS, while at 

higher levels there are the inter-AS protocols and the 

protocols between a AS and the LHCC. The hierarchy can be 

extended further to distribute the functions of the LHCC, 

particularly when the internet system includes a very large 

number of local networks making a single Control Center 

infeasible due to the large databases and excessive overhead 

traffic converging to the Control Center. In such cases, a 

higher degree of efficiency can be achieved by dividing the 

internet system into several clusters of local networks and 

defining a Regional Control Center (RCC) for each cluster. 

Each RCC stores the inter-AS exchange keys of every pair of 

Authentication Servers of the networks within the cluster 

and also the addresses of the nodes in these networks. 

The exchanges required in establishing a secure 

session between two nodes on two different networks which 

are part of two different clusters will now require a inter

cluster protocol between the two RCCs. This exchange, for 

security purposes, will be encrypted under a inter-RCC 

exchange key EKRCij (for exchange between RCCi and RCCj) and 

hence we will assume the presence of a inter-RCC exchange 

key table at each RCC. The addressing and session key 

exchange will not involve any major modifications to the 

basic protocol, excepting that Step 2 is now replaced by the 

following steps: 
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Step 2a. ASi ~ RCCi . ( A,B,LNj,EMasi ) (21) . 

Step 2b. RCCi ~ RCC' J ( ASi,A,B,LNj,EMasi ) (22) 

Step 2c. RCCj ~ RCCi ( (EKij ,ASi ,B,EMasi) EK .. ) . (23) 
RC1J 

Step 2d. RCCi ~ ASi ( (EKij,ASj,B,EMasi)EKCi ) 

RCC' J ~ ASj ( (EKij,ASi,A,EMasi)EKCj ) (24 ) 

Step 2e. ASi ~ ASj : ( A,B,EMasi ) (25 ) 

B. In the implementation of the key management 

scheme, the major effort will involve the expanded functions 

of the Authentication Servers to process the required 

exchanges for establishing inter-network secure sessions. 3 

Specifically, additional memory will be required to store 

the exchange key tables and the addresses of nodes in the 

various networks, and additional software will be needed for 

the required exchanges. Among the performance issues, 

particular attention should be given to the additional delay 

and the overhead generated due to the inclusion of the key 

management protocol. It may be noted that in the basic 

protocol, there are only two additional encryption/ 

decryption operations necessitated by the exchange of the 

3 Session establishment between nodes of the same 
network will however take place in the original manner using 
the network specific protocols. 
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session key SK between the two Authentication Servers, while 

in the case when the local networks on which the source and 

the destination lie are separated by a long-haul network, 

the delay on the long-haul network will be the most signi-

ficant component of the additional delay. However, since 

the encryption for the transfer of actual messages is on an 

end-to-end basis, these delays are encountered only once at 

the initiation of the secure session and hence should not be 

objectionable. Implementation of the present key management 

protocol in a prototype internetwork connection between two 

remotely located Sytek LocalNet 20 LANs interconnected via 

the Defence Data Network (DDN) is currently being carried 

out. Examples of such connections will be described in more 

detail in Chapter 5. 

C. A modification of the presently developed proto

col can be obtained by using public key encryption [67,68] 

for the exchange of SK (which, as before, will be used for 

encrypting actual messages under a conventional key scheme). 

For implementing this, each Authentication Server is 

equipped with directories of the public keys of all nodes in 

the network it serves and of the public keys of all other 

Authentication Servers in the internet system. For brevity, 

details of this modification will be omitted here; the 

required changes are, however, straightforward and follow 

similar modifications discussed in the literature [76-78]. 
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D. It is well-known that shorter the life of a key, 

greater will be the security level afforded by the system. 

A factor that may discourage frequent updating of the 

exchange key tables, particularly at the higher levels of 

the hierarchy, is the large distances that may separate the 

Authentication Servers or the Regional Control Centers. 

Problems associated with such updating can however be over

come by some additional simple protocols that require the 

transmittal of the new exchange key encrypted under the old 

key from one communication unit to the peer unit at speci

fied time intervals, after which the new key will be used by 

both units until the next update. Specific rules can be 

established for determining the time instants for such 

updating. For instance, for the updating of the inter-AS 

exchange key EKij used in the basic protocol, at the end of 

the last session between the nodes of LNi and LNj, the 

Gateway may be required to notify the AS of the network on 

which the session initiating node lies to update exchange 

key and transmit to the other AS. Specifically, the 

following steps are executed when node A on LNi is the 

initiator of the last internet session between the two 

networks : 



Step 1. 

Step 2. 

Step 3. 
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GW ~ ASi : [ RKC,ASi,ASj } (26) 

where RKC denotes the request for exchange key 

update. 

,..._, 
ASi ~ AS· J [ KC, (ASi,EMasi,EKij)EKij ) 

( 2 7) 

""'-/ 

where EK· · l] is the updated key generated by ASi, 

EMasi is an event marker used by ASi for this 

exchange and KC is the signal for AS· J to update 

the exchange key. 

AS· J ~ ASi [ VKC, (ASj,EMasi)EKij } (28) 

where VKC is the signal from ASj to ASi verify

ing the key update. Note that the transmission 

""-./ 

from ASj is encrypted under the new key EKij 

which confirms to ASi the correctness of the 

updating. 

4.5 VERIFICATION OF SECURITY OF THE PRESENTSCHEME 

The important problem of verifying the security in a 

communication network employing a specific key management 

scheme has been dealt with in the literature by several 

different methods. A majority of papers that concern the 

design of new key management schemes adopt the approach of 

advancing verbal arguments and attempting to construct 
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scenarios where a specific scheme could be proved unsecure 

from which improvements to eliminate the identified problems 

could be developed. 4 Such an approach, while simple to com

prehend, is not fully convincing since one'cannot be 'sure 

that all such scenarios where security can be breached have 

been identified. There are a few attempts in the very recent 

times at the formal verification of security in distributed 

systems by more systematic procedures. One of these verifi-

cation methodologies, given by Britton [101], uses a repre-

sentation of the system as a set of concurrent processes 

each modelled by a finite state machine and employs the 

commercially available VERUS verification software 

package [102] for checking the correctness of assertions and 

functional specifications. A more mathematical approach, 

given by Kasami et. al.[103], employs arguments from combi

natory logic to prove the security of a system defined by a 

finite number of axiomatic operations. 

In this section, we shall demonstrate the security 

of a communication network where the present hierarchical 

key management scheme is used for end-to-end encryption, by 

an approach similar to the one employed by Kasami et. 

4 An example of this approach is the identification of 
certain improvements to the Needham-Schroeder protocol [76] 
by Denning and Sacco [77], and later by Bauer et. al.[78], 
by constructing specific scenarios where the original 
protocol can be shown to be not secure. 
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al.[103]. We will begin by introducing some notations which 

will help in precisely describing the various operations 

underlying the scheme for key management. These operations 

will then be described by a set of axioms. We will . then 

define a class of information sets that could be available 

to a potential intruder without compromising the security of 

the system. Finally we will show that the system is axioma

tically secure in the sense that the intruder will not have 

access to the message being protected, the session key SK 

and the exchange keys used for transmitting SK, by trans

forming the intercepted messages using the properties 

induced from the axioms which define the operations govern

ing the system. 

4.5.1 Axiomatic Representation of the Operations 

Let .)(' denote the set of all communication nodes 

included in the intel!net system, ~ denote the set of 

Authentication Servers and ~ denote the set of Gateways. 

Let np denote the identifier (address or logical name) of a 

node P E J.f'. 

Let E(K,x) denote the function of encrypting a 

message x with a key K and D(K,x) denote the function of 

decrypting message x with key K. Let MKp denote the master 

key of node P E J.f', HKi denote the storage key used for 

storing the master key table by the Authentication Server 

ASi E~, EKij denote the inter-AS exchange key used by ASi 
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and ASj E .A and SK denote the session key for any specific 

session under consideration. 

As described earlier, SK is generated by a random 

number generator inside an Authentication Server as a 

function of its current internal state. Let:/j den~te the 

set of the internal states of the random number generator 

inside ASj e ~ and let ST (s) define the state transition 

function from state s E Yj. Also, let OP (s) define the 

output function of the random number generator for a state 

s E Yj. Note that ST: Yj ~ Y j and OP: Yj ~ ,,-, where 

)Lis the set of all session keys. 

In the execution of the key management protocol 

outlined in Section 4.3, several operations are performed at 

the individual steps. For purposes of concisely describing 

these in our later work, we shall use a functional represen-

tation of each of these operations as in the following. 

For increased security, we shall assume that a 

session key received at any node P e ·#will exist in the 

appropriate register only in an encrypted form, encrypted 

under its master key MKp. This is to prevent the compromise 

of SK due to an intruder breaking into the register. In 

such a case, when the actual message transmission begins, 

the encryption of a message m under SK at node P must be 

preceeded by the decryption under MKp of the stored SK. 
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These operations will be described in an input-output 

functional form as, 

StED(E(MKp,SK), m) = E(SK, m). (29) 

Note that, the term on the left-hand side is equal to 

E(D(MKp,E(MKp,SK» ,m) which results in E(SK,m). For a 

decryption of the received enciphered message E(SK,m), 

almost identical operations are to be performed and these 

will be denoted as 

5tDD (E(MKp ,SK), E(SK,m» = m (30) 

Thus &ED and ~DD describe the operations of encryption 

followed by a decryption and decryption followed by another 

decryption, respectively. 

For the generation of a session key SK at an 

Authentication Server ASj e·Jlwhen a message of the form 

na'nb-EMasi is received5 from ASi as in Step 2, and to send 

the response E(EKij, SK.na-EMasi) to ASi as in Step 3; the 

following operations are to be performed: (i) SK is genera-

ted using the current internal state Sj of the random number 

generator at ASj (i.e., SK = OP(Sj», with the resulting new 

value of the state being ST(Sj). (ii) Next, na and EMasi 

5 Note that na and nb are the identifiers of nodes A 
and Band na-nb-EMasi denotes the concatenated message 
corresponding to (A,B,EMasiJ received at ASj as in (7). 
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are extracted from the concatenated message na.nb.EMasi 

using the extraction operations 

. (31) 

(32) 

which define the extraction of the first ~1 bits and the 

last ~1 bits respectively of the input message. We shall 

assume that all event markers and node identifiers are 

represented in a field of length ~1. (iii) After this step, 

a concatenation of messages is performed to obtain 

SKena.EMasi which is to be encrypted under EKij for transmi-

ssion to ASi. If we assume that EKij is stored at ASj 

encrypted under the storage key HKj (i.e., E(HKj,EKij) will 

be available), a decryption operation must be performed as a 

preceeding step. (iv) ASj after transmitting this message 

holds a copy of SK encrypted under HKj (i.e., E(HKj,SK) is 

stored). We will combine all of the operations described 

above in (i) - (iv) by a functional representation 

= (33) 

Thus '~GT describes the operations of generation and 

transmission of SK. 
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When ASi receives E(EKij, SKenaeEMasi), it will 

perform the following operations: (i) From the stored 

E(HKi,EKij) in its memory, a decryption under HKi to obtain 

EKij is performed. (ii) The received message is decrypted 

using EKij to obtain SKenaeEMasi. 

extracted using the extraction operation 

(iii) Next, SK is 

(34) 

which defines the extraction of the first ~2 bits of the 

input message. We shall assume that all session keys are 

represented in a field of length .R 2. (iv) The obtained SK 

is stored being encrypted under HKi (Le., E(HKi' SK) is 

stored). The operations described in (i) - (iv) above can 

be functionally represented by 

(35 ) 

Thus ~RSA describes the operation of reenciphering SK for 

storage at an Authentication Server. After SK is obtained 

at ASi, the following two steps, viz. Step 4 and Step 5, of 

the basic protocol do not involve the transmission of secure 

messages and hence no special operations are required to 

describe these. 
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In Step 6, each Authentication Server is required to 

transmit certain messages to the Gateway GW. Specifically, 

ASi, after receiving from GW the messages na, EMa , GW and 

EMgw performs the following operations: (i) It fetches 

E(HKi,SK) and E(HKi,MKa) from memory and obtains SK and MKa. 

(ii) Then, it concatenates messages to form SK.GW-EMa and 

(iii) Now, it encrypts SK-GW.EMa under MKa to 

obtain E(MKa,SKeGWeEMa ) and transmits this and naeEMgw to 

GW. The above set of operations can be functiona lly , 
represented by 

= (36 ) 

Thus ~RT describes the operation of reenciphering SK for 

trasmission by an Authentication Server. 

The transmission from ASj to Gt'J is identical to the 

above and is described by 

= (37) 

Finally, in Step 7, when node A receives 

E(MKa , SK-GW-EMa ) from GW, it will perform the following 

sequence of operations: (i) The received message is 



decrypted using MKa to obtain SKeGWeEMa • 

extracted using the extraction operation 

187 

(ii) Then, SK is 

as described in (34). (iii) The obtained SK is encrypted 

under MKa for storage (i.e., E(MKa , SK) is stored). The 

above sequence of operations can be functionally represented 

by 

(38) 

Thus S'RSN describes the operation of reenciphering SK for 

storage at a node. 

In this step, an identical opera~ion is performed in 

parallel at node B, which is described by 

(39) 

To aid in the verification of security to be 

conducted in the next section, we shall summarize all of the 

above described operations in a slightly more general format 

as a set of axioms given by Al - A10 below. 

A1 E(x, o (x,y) ) -- y 

A2 O(x, E(x,y)) == y 

A3 1Eo (x,y) -- E (0 (MKp,x) , y) 



= .. 

A4 ~OO(X,y) == O(O(MKp,x), y) 

AS ~~ (XPX2·X3) == xl 

.R-
A6 ~SL(XPX2.X3) == x3 
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~ ~l N~ 
A7 JGT(X,y,Z) == [E(O(HKu,x), OP(s)- .JSF(y)- .:rSL(y)), 

E(HKu,OP(s)), ST(s) ) 

A8 
~ 

~RSA(X,y) == E(HKu , ~SF(O(O(HKu,x) ,y))) 

A9 

~ 
A10 ~RSN (x,y) == E (x, :1SF (0 (x,y) ) ) 

It may be noted that A1 and A2 describe the basic 

encryption and decryption algorithms, while the rest of the 

axioms describe the operations defined in (29) - (39) above. 

The variables used in the statements of the axioms 

(X,y,x1,x2,etc.) are generic variables and HKu represents 

the storage key of a general Authentication Server ASuE Jt. 

Also, note that for AS and A6 to be valid, xl and x3 are 

assumed to be representable in a field of length 9.. ( ~ can 

take values 11 and 12 as in (31), (32) and (33))_ 

4.5.2 Security Verification 

In the verification of the security of the key 

management scheme, we will focus on a specific transaction 
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between two end communicants, node A and node B lying on the 

networks LNi and LNj respectively, as described in the 

scenario outlined in Section 4.1. The establishment of an 

end-to-end secure session for this transaction requires'that 

the session key SK be available at node A and node B (the 

principals) and at the Authentication Servers ASi and ASj of 

the two networks (the aides). Outside this group of four 

units, SK should not be available to any other unit in the 

internet system, since any other node (on LNi or LNj or any 

other network), any Gateway or any other Authentication 

Server in the internet system could be used by a potential 

intruder for breaching the security of the session and 

consequently, we will regard these units as potential adver

saries for the specific session under consideration. Since 

these units will also be involved in other sessions which 

could be of a secure nature, it is necessary that the 

encryption/decryption algorithms being used and the key 

management operations described by the axioms be available 

to these units. In such an environment, the demonstration 

of the security of the system reduces to the following 

question -- If the "privileged information" (plaintext being 

transacted, session key SK, Master keys, exchange keys etc.) 

specific to the session under consideration is restricted 

only to the principals and the aides, can an adversary using 

data other than this privileged information derive this from 
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a finite number of operations (induced by the axioms) 

available to him? If this question is not answered in the 

affirmative, we will say that the key management scheme is 

axiomatically secure. 

In this section, we shall begin by defining the 

information sets that can be obtained by a potential 

adversary, which could be regarded "nonprivileged" for the 

session under consideration. We will then demonstrate that 

this information cannot be reduced by using the available 

operations to privileged information. 

For precisely describing the privileged and the 

nonprivileged information sets, let a term of an information 

set denote a variable in an axiom or a function defining any 

operation. 

The pri vi leged information set J} p contains the 

following terms: (i) the plaintext message m, (ii) the 

session key SK, (iii) the master keys MKa and MKb, (iv) the 

storage keys HKi and HKj of ASi and ASj, (v) exchange key 

EKij and (vi) the internal states of the random number 

generators at ASi and ASj. Note that a knowledge of any of 

the above terms enables m or SK to be known. 

The nonprivileged information set J NP can be 

defined to include the following terms: 

( I1 ) np I EMp V p, E Jr; EMu 'V u :3 ASu E A ; 
EMgw "if gw E 3-. 
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(I2) MKp V P E #- (A,B); HKu \;/ u 3 ASuE A- (ASi,ASj)i 

EKuv V U,V(UfV) 3 ASu,ASv·E .A - (ASi,ASj). 

(I3) su V u 3 ASu E ~ - (ASi,ASj). 

(I4) E (HKu , EKuv) V U,V(UfV) 3 ASu,ASv E A; 
E (HKu , MKp) V u 3 ASu E ~ and V P e #. 

Note that this is the information stored in the memory 

of the Authentication Servers. 

(IS) E(SK,m) which is the encrypted message that can be 

tapped during flight on the internet system. 

(I6) E(EKij,OP(s)enaeEMasi)' E(HKj'OP(S)) VSE Yq , q = i,j. 

Note that these are the first two outputs available 

externally from the 3fGT operation (The third output, 

ST(s), which is internal to the random number 

generator is not available). 

(I7) E(MKp , SK-GWeEMp)' np.EMgw for p = a,b. 

Note that these two terms are the outputs of the SfRT 

operation. 

(I8) E(HKu , SK) for u = i,j, which is the output Of~RSA 

operation. 
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(19) E(MKp , SK) for p = a,b, which define the output of 

~RSN operations at A and B. 

(110) All functions described in axioms A1through A10. 

starting with the information available to him, the 

adversary will attempt to transform this by repeated 

applications of the available functions (i.e., functions 

described in axioms A1 to A10) in order to expand his 

information set. Let J7~p denote the expanded information 

set obtained after r applications of these functions on the 

terms in ~NP. Clearly, J NP S; S'~p S; J~p.S; ••• S; J~p and 

() r _ n r-1 wi 11 be the set of new terms obtained at the 
\:J NP LY NP 

r-th application. 

na Ja
- 1 Let a be a positive integer such that ~NP - NP = 0 

and let 9'= J:p u Jp. For a term t E ':;, a transformation 

into a term tIE J by using any of the available functions is 

denoted t --7 t l and is called a reduction of t into tl. A 

sequence of reductions starting from a term t = tlEJrOf the 

is said to terminate at t6 when 

t6 = t 6-i for any i = 1,2, ••• , (6-1) and this sequence is 

* denoted by t ~ t6. 

With the above definitions, it is now possible to 

more formally define the security properties of the system 

resulting from the implementation of a key management 

scheme. 
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Definition : For any t such that tE J~p , r = 
* 0, 1, 2, ••• , cr and t ~ t6 for 6 > 0, if a is finite and 

t 6-i , J P for all i = 0,1,2, ••• ,6 where to = t, then the 

system is said to be axiomatically secure. 

The demonstration of security of the present key 

management scheme can now be made using certain concepts 

from combinatory logic and mathematical induction 

principles. Specifically, since jNP n J)p = (2), it suffices 

nr or-1 to show that (a) a is finite and (b) for any t E 01NP - ~NP 

for any r, t ~ t6 and t6-i' ~p for all i = 0,1,2, ••• 6. 

The first condition can be simply established observing that 

the system described by the axiom set A1 - A10 satisfies the 

church-Rosser6 property [104,105]. For showing the second 

condition, one can start with each term in the set j~p -

~~~1 and generate all possible reductions from using the 

available functions t~ demonstrate that no term obtained 

from any reduction belongs to ~p. For the sake of brevity, 

the details of these reductions are given in the following 

only for an illustrative case of a specific term in ~~p -

j~;l. The details of the reductions for the remaining terms 

6 The Church-Rosser theorem, initially given for lambda 
calculus, has been extensively used in the analysis of term 
rewriting systems. Very simply, a reduction rule is said to 
satisfy the Church-Rosser property if starting with any 
object, a unique irreducible object is reached. 
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are given in Appendix A, which demonstrate that the present 

key management scheme is axiomaticaly secure. 

Consider a term of the form y(r) = E(D(MKp , x(r-l)), 

( 1) "{)r" or-l ( ) y r- ) which is an element of ~NP - UNp. Note that"y r 

is the resultant of the enciphering operation described by 

the axiom A3. For this operation to be possible, it is 

evident that y(r-l) , x (r-l) E J)~;1. From axiom Ai it now 

follows that y(r-l) must be 

D(z,y(r-2)) where y(r-2) E J)~;2. 

show that y (r-2) ~ y (0) E J NP 

y(O) f. jp. 

of the form, y(r-l) = 

Hence by induction one can 

and since!Jp n JNP = 0 , 

The method of verification given above is quite 

general and can be used to verify the security of any other 

key management scheme. In particular, it can be employed to 

the modified key management protocols given in Sections 4.3 

and 4.4 for the internet scenario depicted in Figure 8b. 

The detailed verification would however require an expanded 

set of axioms (to include the additional functions); 

nevertheless the basic principles would remain identical to 

those employed presently for verifying the security of the 

basic internet protocol. 



CHAPTER 5 

DEVELOPMENT OF SPECIFIC KEY MANAGEMENT PROTOCOLS 

FOR AN ILLUSTRATIVE INTERNET ENVIRONMENT 

In order to precisely describe how the present 

hierarchical approach to key management can be employed in 

practice to develop specific protocols, let us consider an 

illustrative application scenario depicted in Figure 10 with 

the two Local Networks being Sytek LocalNet 20 networks and 

the Long-Haul Network being the Defense Data Network (DDN). 

In this chapter, we shall present in detail two specific 

end-to-end key management schemes that may be developed 

following the present approach. We shall begin by reviewing 

some essential details of the LocalNet 20 network. 

LocalNet 20 is a broadband LAN that uses CSMA/CD 

media access. The basic packet switching unit is called a 

Packet Communication Unit (PCU) which provides user devices 

with access to the cable network. User devices are attached 

via access ports on the PCUs. Each PCU allows transmission 

and reception of digital signals over a frequency-derived 

channel which is time-division multiplexed among several 

other PCUs. The connectivity between users on different 

channels is provided by a interchannel "Bridge" which 
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provides a packet switch between channels. Each PCU on the 

network is identified by a unique 16-bit Unit 10. 

The protocol layering conforms to the ISO reference 

model and is described in Figure 11 with the major functions 

of the different protocols being the following. The link 

level protocol, called Link Access Protocol (LAP), provides 

frame transfer service between any two PCUs tuned to the 

same channel. The network level protocol, called Packet 

Transfer Protocol (PTP), performs the routing of packets 

between PCUs directly if they are on the same channel and 

via the Bridge if they are on different channels. The 

transport layer protocol, called the Reliable Stream 

Protocol (RSP), provides error-free virtual connection 

service between the users and also provides flow control 

functions by using sliding window mechanisms. The session 

level protocol, called the Session Management Protocol 

(SMP), provides the basic session management servies such as 

initiation and termination of sessions, capability of user 

device (port) addressing, etc. More details on the functions 

of the different protocols may be found in [106]. 

The Network Control Center (NCC) of the LocalNet 20 

provides a variety of services [107] for network management 

and operation. The NCC software provides a UNIX-based 

multi-tasking environment and a structured file system and 

consists of several service programs of which the "User 
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Interface" (UI) is of particular interest. The UI provides 

"Name Service" to assist in addressing of destinations by 

performing a translation of symbolic names into LocalNet 

addresses for session establishment and access control.' The 

UI operates on a "destination file" for name service to 

accept a symbolic name of the destination and give the user 

the corresponding Unit 10. 

5.1 Security Features in the LocalNet 20 

With additional hardware and software, LocalNet 20 

can be converted into a Secure LocalNet (SLN) which supports 

end-to-end encrypted sessions between PCUs on the network to 

offer security against passive and active channel taps. To 

implement SLN, two options are added to the existing 

LocalNet. The ordinary PCU is updated with the option 

20/100 ZOl to convert to a secure PCU, which involves the 

addition of some new hardware, the significant items being a 

DES encryption chip and set of PROMs [108]. Secondly, the 

NCC is updated with a Key Distribution Center (KDC) option 

50/100 V03 [98], which is a fully integrated option designed 

to complement the services normally provided by the NCC. 

The KDC contains software for implementing the KDC 

functions, additional ports dedicated to connect external 

devices, a KDC database for storing encryption keys and the 

interface program for accessing this database. 
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When KDC is included in the NCC, it performs the 

following functions: 

o Maintains a list of secure PCUs and their master 

keys. 

o Permits addition and removal of secure nodes to 

and from the network. 

o Verifies the legitimacy of attempts to establish 

secure connections. 

o Establishes the session keys under which secure 

sessions are encrypted. 

The configuration of the NCC with KDC option is 

shown in Figure 12. 

The SLN encryption functions are designed to 

integrate smoothly with the normal network functions in the 

OS1 protocol hierarchy. Specifically, establishment of the 

secure session, which includes the generation and distribu

tion of a unique Session Key for that session, is handled at 

the session layer by the Session Management Protocol SMP 

(see Figure 11) while the actual encryption and decryption 

of messages according to a stream cipher implementation of 

DES is performed at the transport layer by the Reliable 

Stream Protocol (RSP). 

Additional commands and displays to aid in the 

establishment of secure sessions are supported by the SLN. 
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For a secure call from PCU A to PCU B, both of which are 

secure PCUs, PCU A issues a SCALL command with the Unit 1D 

and Port 1D at PCU B specified as, 

SCALL <Unit 1D of PCU B> [Port 1D]. 

When the secure call is completed, the message 

SECURE CALL COMPLETED TO <secure PCU B Unit 1D> 

is displayed on the screen at PCU A and the corresponding 

message 

SECURE CALL RECEIVED FROM <secure PCU A Unit 1D> 

is displayed at PCU B. 

5.2 Some Details on Secure LocalNet Operations 

5.2.1 KDC Tasks: 

The KDC is the control center of the Secure LocalNet 

Service. The KDC maintains a list of" master keys, with one 

master key for each secure PCU, generates session keys and 

distributes the session keys to secure PCUs. Each time a 

secure session is established, the KDC determines that each 

of the pair of secure PCUs and their master keys are in the 

KDC database, generates a new session key, and distributes 

to both secure PCUs, following a protocol that will be 

described later. 
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5.2.2 Master Key Installation and storage 

When a secure PCU is installed on the network, it is 

assigned a master key by the network manager, and the master 

key is stored in the secure PCU memory as well as in the KDC 

database. The installation of a master key is a two step 

process which involves both the secure PCU and the KDC. The 

master keys are stored encrypted under a storage key in a 

battery-powered CMOS memory such that a power loss does not 

erase the master keys from secure PCU memory. The access to 

KDC database and secure PCU memory is controlled by an 

established mechanism which prevents unauthorized disclosure 

of the data from these memories. 

The procedure for master key installation requires a 

SETMK command at the secure PCU and involves the following 

steps. The network manager issues the SETMK command at the 

secure PCU that is to be installed on the network. The 

secure PCU responds with the prompt requesting for a 

password. After a desired password is entered, the secure 

PCU requests that the password be entered again. The second 

password is compared with the first entry. If the two 

entries match, a master key is generated using the password 

and the Unit ID of the PCU. The procedure is repeated at 

the KDC, with the same password being used to generate the 

same master key which is now stored in the PCU file at the 

KDC database. 
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5.2.3 Session Key Generation and Distribution 

This is a multistep operation that involves the 

source PCU (PCU A which initiates the request for a secure 

session), the destination PCU (PCU B with which secure 

session is desired) and the KDC. Figure 13 gives a 

schematic representation of the steps involved in the 

generation and distribution of a session key SK when a user 

on PCU A initiates a secure session with a user on PCU B by 

issuing a SCALL command. 

Step 1. PCU A sends the following message to PCU B, 

PCU A ~ PCU B : ( A, (EMa)MK
a 

) 

where A is the identity of PCU A and EMa is the 

event marker generated by PCU A which is unique 

to the specific session being established. Note 

that EMa is encrypted under MKa , the master key 

of PCU A. 

Step 2. PCU B can either refuse the connection or 

continue the protocol. In the latter case, PCU 

B causes the following message to be sent to 

KDC, 

PCU B ~ KDC 
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Note that the identity of PCU B and a new event 

marker EMb generated by PCU B are added to the 

message received from PCU A in Step 1. 

Step 3. KDC checks the database to ensure that bothPCU 

A and PCU B are secure PCUs. The request for 

session key is denied if either PCU does not 

have secure privileges. If both are secure 

PCUs, a session key SK is generated by a random 

number generator in the KDC based on a seed 

stored in its memory and the following message 

is transmitted to PCU B, 

KDC ~ PCU B ( (SK,A,EMb)MKb' 

(SK,B,EMa)MK
a 

). 

Step 4. PCU B decrypts the first part of the message 

recei ved and obtains SK. The event marker EMb 

ensures that the message received by PCU B has 

not been altered by an intruder or is a playback 

from an earlier attempt. The second part of the 

message, which is encrypted under MKa is now 

forwarded by PCU B to PCU A, 

PCU B ~ PCU A : ( (SK, B, EMa)MKa J. 

Upon receipt of the above, PCU A decrypts it and 

obtains SK. The received event marker, compared with the 
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earlier generated one, provides assurance to PCU A on the 

authenticity of the received message. 

5.2.4 Data Encryption 

The encryption and decryption of data packets are 

performed by a stream cipher operation as described in 

Figure 14. A key stream is generated by encrypting under 

the session key SK an input sequence IV, IV+1, IV+2, ... , 
where IV is a specified initial vector. This operation is 

performed using the DES algorithm. The generated key stream 

is now used to generate the ciphertext from a modulo-two 

addition operation with the plaintext message. 

Decryption is performed identically at the other end 

starting with the same Initial Vector IV and using the same 

key SK. Since RSP provides a byte stream which is guaranteed 

to be free from errors and in proper sequence, synchroniza

tion of encryption and decryption operations is ensured. 

5.2.5 Secure Calls with UI Intervention 

As described in the earlier sections, secure 

sessions in a SLN can be established directly by the KDC 

upon the end user initiating the session with a SCALL 

command. If the destination address is not known, then the 

establishment of the secure session can be conducted with 

the help of the Name Service provided by the User Interface 

(UI) program in the NCC. 
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In the ordinary LocalNet 20, the exchanges between 

the user and the NCC for the Name Service operation can be 

summarized in the following steps: 

1. UI waits for a call from user. 

2. When UI receives a call, it returns a prompt for the 

desired destination with a message. 

WELCOME TO NCC 

DESTINATION: 

3. User responds with a symbolic name. 

4. The NameServer looks up in the destination file for 

Unit ID of destination and forms a session between 

user and the destination by a remote call procedure. 

5. The NameServer then closes the session between 

itself and the user, leaving the user and the 

desired destination in a session. 

A typical interaction, as it appears on the user's 

screen, is the following: 

WELCOME TO NCC 

DESTINATION: <Xenix> 

CALLING. 

In the SLN, the procedure for opening a secure 

session with UI intervention is illustrated in Figure 15. 
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It is evident that the involved procedure is a combination 

of the UI interactions described above (Steps 1 through 6) 

and the generation and distribution of SK by the KDC (Steps 

7 through 9). A typical interaction, appearing o~ the 

user's screen, will be the following: 

WELCOME TO NCC 

DESTINATION: <s> 

SECURE DESTINATION: <Xenix> 

SECURE CALLING. 

The letter's' provided when DESTINATION is prompted 

identifies the call as a request to open a secure session. 

5.3 Two Alternate Solutions to the Specific Problem 

In this section, we shall describe two alternate 

schemes for the generation and distribution of encryption 

keys in the specific internet sce~ario being considered, 

viz. two remote LocalNet 20 networks being interconnected 

via the DON and Gateways as depicted in Figure 10. As 

described earlier, our two major interests in developing the 

solutions to the problem of designing key management proto

cols are: (a) end-to-end data encryption is to be supported 

since this will provide a higher level of security in making 

plaintext unavailable at Gateways or at other intermediate 

nodes on the DON, and (b) required modifications for 
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implementation of the scheme be limited to the Gateways and 

the NCCs of the two local network. 

There is another reason for implementing the end-

to-end encryption in our key management protocol design. 

The delay of transmitting the actual message will be less 

due to the fact that only one encryption/decryption 

operation is required whereas three encryption/decryption 

operations are needed for link-by-link approach. 1 

Since the protocol for opening a secure session at 

each PCU should remain unchanged, the secure call command 

should be initiated by PCU A on the LocalNet 1 to address 

PCU B on the LocalNet 2. Since the intended destination is 

on a different network, one immediately encounters the 

problem of addressing, to which the hierarchical addressing 

scheme developed by Sundareshan and Muralidhar [100] can be 

employed. For a brief description of the application of 

this approach to the present problem, the user on PCU A 

first opens a session with the User Interface at his NCC to 

invoke the directory service as outlined earlier. The 

interactions between the user and the NCC can be summarized 

in the following steps: 

1 For the internet system depicted in Figure 9, the 
link-by-link approach includes a section between PCU A and 
GW1, a section between GWl and GW2, and a section between 
GW2 and PCU B. At each Gateway, a decryption operation is 
required for the incoming message, and the outgoing message 
is subjected to an encryption operation before sending out 
on the network. 
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Step 1. A ~ UI1 : "SCALL" 

Step 2. On call receipt, NameServer prompts a welcome 

message and queries the user whether the 

intended destination is local (on the 'same 

network) or remote (on a different network in 

the internet system), i.e., 

WELCOME TO THE NCC 

LOCAL OR REMOTE? 

and waits for the response. 

Step 3. If the response from the user is "Local", the 

normal operation of setting up a secure call 

with UI intervention, as discussed in the last 

section, will be performed. If the response 

from the user is "remote", the NameServer 

returns a prompt for the desired destination 

with the query, 

UI1 ~ A : DESTINATION? 

and waits for the response. 

Step 4. User responds with destination in the format 

"PCU B @ Network 2". 

Step 5. NameServer identifies an appropriate Gateway 

and establishes a session with the Gateway to 

inform the internet address of destination. 
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Step 6. NameServer disconnects the session with the 

Gateway and initiates a session between user and 

the Gateway. 

Step 7. NameServer now closes the session with the'user 

leaving the user and the local Gateway in 

session. 

Step 8. From the known internet address of destination, 

the Gateway sets appropriate IP headers to the 

packets before launching them into the internet 

system. 

To implement the steps described above, we require 

expanded software at the NCC such that the UI can perform 

the hierarchical addressing functions. With this, the key 

managemment for establishment of secure sessions in the 

internet system can be divided into two distinct parts: 

(i) addressing the destination, and (ii) key generation and 

distribution. In the following we shall describe two 

specific schemes for such key management. In each case, the 

detailed step-by-step operation when a user on PCU A on the 

LocalNet 1 initiates an attempt to open a secure session 

with a user on PCU B on the remote LocalNet 2 will be given. 

We will then discuss some variations of the basic scheme in 

each case. 
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5.3.1 Scheme #1 

In this scheme, each KDC will be assumed to be 

equipped with a mechanism to permit exchange with the other 

KDCs of messages encrypted under a public key algorithm, 

such as the RSA algorithm [71]. Such a capability can be 

simply provided by implementing in software the speci.fic 

algorithm and further including at each KDC a directory of 

the public keys of all other KDCs. With this assumption, 

the generation and distribution of the session key (which 

will still be the key to encrypt data using the conventional 

encryption algorithm processed by the PCU hardware) for the 

session between PCU A and PCU B will proceed along the 

following steps (See Figure 16): 

Step 1. User on PCU A first opens a session with UI1 to 

request the address of PCU B. with the inter

actions described ear~ier, UIl knows that a 

secure session establishment is desired. 

Step 2. UI1 identifies the appropriate local and remote 

Gateways (GW1 and GW2) and the KDC at the remote 

network (KDC2) from its directory. It then 

sends the following message to KDCl, 

UIl -7 KDCl : ( ss, A, B, GW1, GW2, KDC2 J. 

In this message, the first term is an identifier 

for a secure session while the remainder terms 
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are the identifiers of the PCUs, Gateways and 

the remote KDC that will be involved in the 

session establishment. 

Step 3. KDCl generates two event markers, EMKDC1 and 

EM'KDC1· EMKDCl is used exclusively for the 

session between KDC1 and GW1 while EM'KDC1 is 

used solely for the session between KDCl and 

KDC2 (we will explain the reason for using two 

different event markers later). Then, KDC1 

reads the public key EKDC2 of KDC2 from his 

directory, encrypts EM'KDC1 under EKDC2 using 

the public key encryption algorithm and 

transmits the following message to GW1, 

KDC1 ~ GW1 : [ ss, GW2, KDC2, A, B, KDC1, 

(EM'KDC1)E ' EMKDC1 J. 
KDC2 

If the event marker used for the session between 

KDC1 and KDC2 is identical to the one used between KDC1 and 

GW1, this event marker will appear in both clear and in the 

ciphered form. Since these two pieces of information can be 

obtained by the intruder by wiretapping, by trying different 

keys for decrypting the ciphertext and comparing the result 

with the known plaintext, the intruder may be able to 

finally determine the decryption key (private key) of KDC2. 
\ 

Thus, security will be compromised. 
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Step 4. GWl generates a new event marker, EMGW1, to 

replace the event marker EMKDC1, of the 

received message. GW1 also removes the identity 

of GW2 and then transmits the following to GW2, 

GW1 ~ GW2 ( ss, KDC2, A, B, KDC1, 

(EM'KDC1)E ' EMGWl ) 
KDC2 

where EMGW1 is the event marker used for the 

session between GW1 and GW2. 

Step 5. GW2 generates an event marker EMGW2 which is 

used exclusively for the session with KDC2, 

replaces in the received message EMGW1 with 

EMGW2 and identity of KDC2 with the identity of 

GW1 and transmits the following message to KDC2, 

GW2 ~ KDC2 ( ss, A, B, GW1, KDC1, 

(EM') EM) KDCl EKDC2' GW2 • 

Step 6. KDC2 decrypts (EM' ) KDC1 EKDC2 using his private 

key and learns that KDCl is attempting to 

establish a secure session between PCU A on his 

network and PCU B on the network controlled by 

KDC2. At the end of this step, the contents of 

the memory at KDC1, KDC2, GW1 and GW2 can be 

summarized as follows, where each box represents 

one byte of data. 
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A I B GW1 I GW2 KDC2 EMKDC1 I EM'KDC11 

A I B GW2 I KDC1 EMGW1 EMKDC1 

A I B GW1 I KDC2 EMGW1 EMGW2 

A I B GW1 I KDC1 GW2 EMGW2 I EM' KDC1\ 

Now KDC2 checks the privilege status of 

PCU B and if privileged, generates a session key 

SK. Further, he reads the public encryption key 

EKDC1 of KDC1 from his directory, encrypts (SK, 

EMKDC1) under EKDC1 using the public encryption 

algorithm and transmits the following message to 

GW2, 

KDC2 ~ GW2 ( GW1, KDC1, A, B, KDC2, 

(SK,EM'KDC1)E ' EMGW2 ). 
KDC1 

Step 7. GW2 checks EMGW2, replaces EMGW2 with EMGW1 and 

transmits the following message to GW1, 

GW2 ~ GW1 : ( KDC1, A, B, KDC2, 

(SK,EM'KDC1)E ' EMGW1 ). 
KDC1 



Step 8. GW1 checks EMGW1 and transmits the following 

message to KDC1, 

GWl ~ KDC1 : ( A, B, KDC2, 
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(SK,EM'KDC1)E ' EMKDCl ). 
KDC1 

Upon receipt of this message, KDC1 decrypts 

(SK,EM'KDC1)E using his private key, checks 
KDCl 

EM ' KDC1 and stores SK. At the end of this step, 

both KDC1 and KDC2 have SK and are ready to 

distribute this key to the two end communicants 

PCU A and PCU B, which will be done in parallel 

using the network specific protocols as follows. 

Step 9. (a) KDC1 makes a remote secure call to GW1 for 

PCU A to transmit the following message, 

A ~ GW1 : ( A, (EMa)MK
a 

). 

(b) KDC2 makes a remote secure call to GW2 for 

PCU B to transmit the following message, 

B ~ GW2 

Step 10. (a) GW1 ~ KDC1 ( A, (EMa)MK
a

' GW1, EMGWl ). 

(b) GW2 ~ KDC2 
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It may be noted that the messages inserted by GW1 

and GW2 are not encrypted since we do not propose that the 

Gateways be equipped with encryption/decryption capability. 

This may be useful since, as mentioned earlier, Gateways are 

generally points of high vulnerability in internet 

communications. The event markers EMGW1 and EMGW2 are the 

same ones that the two Gateways used earlier in Step 4 and 

Step 5 respectively, since these steps are part of the same 

session establishment attempt. 

Step 11. (a) KDC1 -7 GW1 

(b) KDC2 -7 GW2 

Step 12. Upon receipt of the above messages, GWl and GW2 

retain the second part of the messages and 

forward the remainder to PCU A and PCU B, i.e., 

(a) GWl -7 A ( (SK,GW1,EMa )MK ), 
a 

PCU A and PCU B decrypt the received messages under 

their master keys and obtain SK. 



5.3.2 Discussions and Remarks on the Protocols 
for Scheme #1 
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It is evident that in Scheme #1, Steps 1 through 5 

are designed to perform internet destination addressing 

while Steps 6 through 12 perform the generation and 

distribution of the session key SK. Since the exchanges in 

Steps 9 through 12 take place in parallel in two different 

networks, it is necessary to ensure that SK is available at 

both PCU A and PCU B before the users at these nodes 

commence sending messages. Such a synchronization can be 

simply arranged by a two-way handshake between GW1 and GW2 

at the end of Step 12 to signal the completion of key 

distribution and the establishment of the secure session. 

The requirement of maintaining at each KDC a 

directory of the public encryption keys of all other KDCs in 

the internet system may be unattractive when a large number 

of local networks are interconnected via the DDN. This is 

due to the large memory size to be dedicated for storing the 

directory and the need for updating these directories when 

new networks are brought into the internet system or when 

the public key of an already existing network is to be 

changed due to the disclosure of his private key. A 

relaxation of the above requirement may be obtained through 

additional protocols for KDC1 and KDC2 to exchange their 

public encryption keys before commencing Step 3 of the above 

algorithm. 
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It may be noted that in Steps 3 through 5, the event 

marker, EM'KDC1, is encrypted during the conversation 

between KDCl and KDC2. However, the other event markers, 

EMKDC1, EMGW1, and EMGW2 are not encrypted when transmitted 

over to the intended receiver. This may be a potential 

security threat since an intruder can easily obtain these 

event markers so as to fake as one of the nodes involved in 

the current session. Thus, protection is required for these 

event markers by using some form of encryption and the 

messages which include the event markers and identifiers 

exchanged on each link of the communication path between two 

KDCs must be ciphered. This can be handled by using a 

unique key provided to be used in the encryption/decryption 

operation performed for each link.2 

In order to include the modifications mentioned 

above, let us assume that each KDC also maintains a key 

table to store the master keys of all GWs, MKGW that are 

attached to the network which it is controlling. In 

addition, we also assume that each GW has a directory of the 

public keys of all other GWs. With these assumptions, 

Steps 3-8 can be modified to include the encryption of the 

messages exchanged on each link during the key generation 

and distribution as follows: 

2 The communication path between two KDCs includes 
three I inks: (1) between KDCl and GW1, (2) between GWl and 
GW2, and (3) between GW2 and KDC2. 
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Step 3'. KDCl ~ GWl { (ss, GW2, KDC2, A, B, KDC1, 

(EM'KDC1)E ' EMKDC1)MK J. KDC2 GWl 

Step 4'. GWl decrypts the received message to obtain the 

desired information and then encrypts the 

following message which is to be transmitted to 

GW2 under the public key EGW2, 

GWl ~ GW2 (ss, KDC2, A, B, KDC1, 

Stel2 5'. GW2 ~ KDC2 { (ss, A, B, GW1, KDC1, 

(EM'KDC1)EKDC2' EMGW2)MKGW2 ). 

Stel2 6'. KDC2 ~ GW2 { (GW1, KDC1, A, B, KDC2, 

(SK,EM'KDC1)E ' 
KDCl EMGW2)MK ). GW2 

Stel2 7'. GW2 ~ GWl { (KDC1, A, B, KDC2, 

(SK,EM'KDC1)E ' 
KDCl EMGW1)E J. GWl 

Stel2 8'. GWl ~ KDCl { (A, B, KDC2, 

(SK,EM'KDC1)E )MK 
KDCl GWl 

J • 

Evidently, this modification increases the overhead 

and delays during the session key generation and distribu-

tion because additional encryption/decryption operations are 

executed. Additionally, more memory is required at each KDC 
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and GW to store the keys used for exchanging the message on 

each link. 

5.3.3 Scheme #2 

The key management scheme described in the previous 

section uses a public key algorithm to aid in the 

transmission of the generated session key from one KDC to 

another. Since hardware realizations of public key 

algorithms are not popularly available and unlike in the 

case of the conventional DES algorithm, a certification by 

the NBS has not been obtained, use of this algorithm (even 

in a software implementation) may be considered undesirable 

in some applications. 3 Further, the processing time for 

encryption/decryption of data using the public key 

algorithms is generally much longer than when using the 

conventional key algorithm. In such a case, an alternate 

protocol that utilizes only a conventional key algorithm 

(such as the DES) for the inter-KDC exchanges can be devised 

as described in this section. This modification also avoids 

the need for each KDC to process two different encryption 

algorithms - a public key algorithm for secure exchanges 

3 This is not to mean that public key encryption 
algorithms are inferior to DES, in general. In fact, 
arguments to the contrary have been advanced [60,109,110] to 
claim that a public key algorithm such as the RSA scheme 
offers a greater security than the DES. The lack of 
enthusiasm in using public key algorithms may simply be due 
to the greater implementational difficulty. 

------------------------------------ "---" """" 
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with other KDCs and a conventional key algorithm for secure 

exchanges with PCUs on its network. 

The modifications proposed in this scheme require 

the use of the Network Control Center of the DDN, which we 

shall denote by LHCC (~ong ~aul network ~ontrol ~enter). We 

shall assume that the functions of LHCC are expanded to 

include the protocols to support exchanges between LHCC and 

each KDC present in the internet system. Specifically, we 

shall require that LHCC can generate, on request from KDCi, 

a unique exchange key EKij that will be used by KDCi for 

secure exchanges with KDCj during the specific session 

establishment attempt. For secure transmission of EKij from 

LHCC to KDCi, we shall assume the availability of a master 

key MKCi unique to KDCi which will be securely stored only 

at KDCi and at LHCC in a master key table. 

Thus KDCi will use the master key MKCi for secure 

exchanges with LHCC, the exchange key EKij for secure 

exchanges with KDCj in the internet system and the master 

key MKa for secure exchanges with PCU A on its network. All 

of these keys are for encrypting/decrypting data using the 

same conventional key algorithm (which is DES for the 

illustrative example presently being considered). It must 

be noted that the master keys MKCi and MKa remain invariant 

over a long period of time whereas the exchange key EKij is 

updated each session. 
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The detailed step-by-step procedure followed in this 

scheme will be similar to that described for Scheme #1, the 

differences being in the protocols followed for the exchange 

of the generated session key SK between KDC1 and KDC2.' We 

shall hence very briefly outline this procedure (see Figure 

17) when a user on PCU A on LocalNet 1 initiates an attempt 

to have a secure session with a user on PCU B on LocalNet 2. 

Step 1. User on PCU A opens a session with UI1, to 

request the internet address of PCU B, as 

before. 

Step 2. UI1 identifies the local Gateway GW1, the remote 

Gateway GW2 and the KDC at the remote network, 

KDC2, from its directory. 

following message to KDC1, 

It then sends the 

UI1 ~ KDC1 : ( ss, A, B, GW1, GW2, KDC2 J. 

Step 3. KDC1 generates two event markers EMKDC1 and 

EM ' KDC1, encrypts EM'KDC1 under his master key 

MKC1 and sends the following message to GW1, 

KDC1 ~ GW1 : ( ss, GW2, KDC2, A, B, KDC1, 

(EM ' KDC1)MKC1' EMKDC1 J. 

Step 4. GWl generates a new event marker EMGWl which is 

attached to the received message and transmits 

the following to GW2, 
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GW1 ~ GW2 ( ss, KDC2, A, B, KDC1, 

Step 5. GW2 generates an event marker EMGW2 and sends 

the following to KDC2, 

GW2 ~ KDC2 : ( ss, A, B, GW1, KDC1, 
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At the end of this step, the contents of the memory 

at KDC1, GW1 and GW2 will be identical to that described in 

Scheme #1, while that at KDC2 will be the identities of A, 

B, GW1, KDC1 and GW2, the event marker EMGW2 and the 

encrypted event marker (EM'KDC1)MKC1' Note that MKC1 is not 

available at KDC2 (or at GWl and GW2) and consequently 

EM'KDC1 is highly protected. 

Step 6. Upon receiving the above message, KDC2 learns 

that KDCl is attempting to establish a secure 

session between PCU A on his network and PCU B 

on the network controlled by KDC2. Now KDC2 

checks the privilege status of PCU B and if 

privileged, generates a session key and an event 

marker EMKDC2. Further, he requests an exchange 

key from LHCC by transmitting the following 

message, 
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KDC2 -7 LHCC ( (REK, KDC1, 

where REK denotes the request for exchange key. 

Step 7. LHCC decrypts the received message under MKC2, 

learns of the identity of KDCl with whom KDC2 is 

desirous of having a secure exchange and hence 

generates the exchange key EK21. Further, he 

decrypts (EM'KDC1)MKCl and obtains EM'KDC1. 

Now he transmits the following messages in 

parallel to KDCl and KDC2, 

LHCC -7 KDCl 

KDCl and KDC2 decrypt the received messages and 

obtain EK21. 

Step 8. KDC2 now transmits the following to GW2, 

KDC2 -7 GW2 : ( GW1, KDC1, A, B, KDC2, 

Step 9. GW2 checks EMGW2, replaces EMGW2 with EMGWl and 

transmits the following to GW1, 



231 

GW2 ~ GW1 ( KDC1, A, B, KDC2, 

step 10. GW1 checks EMGW1 and transmits the following 

message to KDC1, 

GW1 ~ KDC1 : ( A, B, KDC2, 

Upon receipt of this message, KOC1 decrypts 

(SK, (EM'KDC1)MKC1) EK21 under EK21, further de

crypts (EM'KDC1)MKC1 under MKC1, checks EM'KDC1 

and stores SK. 

At the end of this step, both KDC1 and KDC2 will 

have SK and will be able to distribute this to PCU A and PCU 

B in parallel, using the network specific protocols in four 

steps, step 11 through Step 14 which are identical to the 

Steps 9 through 12 of Scheme *1. 

5.3.4 Discussions and Remarks on the Protocols 
for Scheme #2 

The transmission of EK21 by LHCC to KDC! and KDC2 in 

Step 7 will be performed in parallel and might require a 

further handshaking between KDC1 and KDC2 to ensure that 

KDC1 is in receipt of EK21 before KDC2 transmits the message 

in Step 8. This may not be highly attractive due to the 

longer delays on the DON. Alternately, Steps 7-10 can be 
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modified to have LHCC route EK21 to KDC1 via KDC2 as in the 

following: 

step 7'. LHCC ~ KDC2 

step 8'. KDC2 ~ GW2 

Step 9'. GW2 ~ GW1 

( {EK21, KDC1, EMKDC2)MK ' C2 . 

{EK21, KDC2, EM'KDC1)MK 1. . C1 

( GW1, KDC1, A, B, KDC2, (SK) EK21' 

(EK21,KDC2,EM'KDC1)MKC1' EMGW2)· 

( KDC1, A, B, KDC2, (SK) EK21' 

(EK21,KDC2,EM'KDC1)MKC1' EMGW1 ). 

step 10'. GW1 ~ KDC1 : ( A, B, KDC2, (SK) EK 21' 

(EK 21,KDC2,EM'KDC1)MKC1' EMKDCl ). 

When the internet system comprises a very large 

number of local networks interconnected via the DDN, 

requests to LHCC for exchange keys might result in excessive 

overhead traffic converging at the LHCC. Consequently, it 

may be useful to introduce a further level of hierarchy as 

described in Chapter 4, by dividing the internet system into 

several clusters of local networks and defining a Regional 

Control Center (RCC) for each cluster as illustrated in 

Figure 18. Each RCC stores the master keys of the KDCs of 

the networks within the same cluster. It also maintains a 

directory of the addresses of all other ~CCs and the 
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identities of the corresponding KDCs within the same 

cluster. For a session between two networks located in 

different clusters (for example, LocalNet 1 and LocalNet 2 

as depicted in Figure 18), the two RCCs will assist in 

distributing the exchange keys to the two KDCs and the 

required inter-RCC exchanges can be securely performed being 

encrypted under appropriate keys stored in the directories 

of all RCCs. 

The modifications proposed for using the RCC require 

the function of RCC to include the functions of LHCC as 

described in the above scheme. These functions include the 

protocols to support exchanges between the RCC and each KDC 

present in the same cluster and the generation of an 

exchange key EKij when requested by KDCi or by the RCC of 

the cluster where KDCi resides. In addition, we shall 

assume that each RCC stores the Master keys of the KDCs 

within the same cluster in a master key table. The Master 

key, MKCi, is unique to KDCi. Furthermore, we shall also 

assume that the functions of RCC are expanded to include the 

protocols for supporting the exchang~s between two RCCs. To 

ensure the highest security during such exchanges, a unique 

inter-RCC exchange key EKRCij stored in the exchange key 

table is used to encrypt the messages exchanged between RCCi 

and RCCj. For the protocol described in Steps 1-10, only 

steps 6 and 7 require some modifications. These two steps 
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are replaced by the following three steps. As depicted in 

Figure 18, LocalNet 1 is located in cluster i with RCCi as 

the control center while LocalNet 2 is located in cluster j 

with RCCj as the control center. 

Step 6". KDC2 ~ RCCj ( (KDC1, KDC2, (EM'KDC1)MKC1' 

EMKDC2)MKC2 J. 

Step 71
:. RCCj decrypts the received message under MKC2, 

learns that KDC1 is desirous of having a secure 

exchange with KDC2. It identifies from its 

directory the RCC of the cluster where KDC1 

resides, i.e., RCCi. It then generates the event 

marker, EMRCij, replaces EMKDC2 with EMRCij and 

sends the following message encrypted under 

( (KDC1, KDC2, EMRCij' 

(EM'KDC1)MKC1)EKRCij ). 

Step 7a". Upon receiving the above messages, RCCi decrypts 

it using EKRCij' learns that a secure session 

between KDC1 and KDC2 is being requested and 

hence generates the exchange key EK21. Further, 

it decrypts (EM'KDC1)MKC1 under MKC1 to obtain 

obtain EM' KDC1. Then the following message 

encrypted under EKRCij is transmitted to RCCj, 

=m=-~~ _________________________________________________________________________ - -_ 
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RCCi -7 RCCj ( (EK21, EMRCij, 

EK' RC' .) }. 
l.J EKRCij 

It may be noted that RCCi also generates EK~RC12 

which is a new exchange key used for replacing 

the old key. It will be used for the succeeding 

session between these two RCCs. Thus, a higher 

security level can be achieved since each 

exchange key is only used for one session. 

Step 7b". Now RCCi and RCCj can transmit the following 

message in parallel to KDCl and KDC2 

respectively, 

RCCi -7 KDCl ( (EK21, KDC2, EM'KDC1)MKCl ), 

RCCj -7 KDC2 : ( (EK21, KDC1, EMKDC2)MKC2 ). 

Security of the exchange key EK21 in the above 

scheme is of great importance since the security of the 

session key SK depends on it. Also, since EK21 is trans

mitted to the two KDCs encrypted under their master keys, 

compromise of either master key will breach the security of 

all the sessions established by the corresponding KDC. Such 

compromise usually occurs when the memory in which master 

keys are stored is intruded. To overcome this danger and 

improve the security of the scheme, a shared key technique 
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which has been described in Section 2.3.4 can be employed 

for the generation of the Master keys MKC1, MKC2, and EK21. 

For implementing the shared key technique, the 

master keys, MKCl and MKC2, and the exchange key EK21 are 

divided into n pieces of subkeys. By setting the threshold 

level to a number k, k pieces of subkeys of the master key 

of the KDC are available at both the KDC and the LHCC. It 

should be noted that the k pieces of MKCl stored at LHCC are 

not the same k pieces stored at KDC1. This arrangement is 

established (i.e., k pieces of subkeys provided) when a new 

network is added into the internet system. Note that both 

KDC and LHCC cannot independently transform these k pieces 

of subkeys back into the original master key. Thus, the 

intruder will not be able to construct the master key by 

intruding the memory of either the KDC or the LHCC. More 

·specifically, for implementing the shared key technique in 

our key management scheme, each KDC is equipped with an 

algorithm to generate the master key and the exchange key 

from (k+l) pieces of subkeys obtained after requesting for 

an additional piece from both the LHCC and the other KDe. 

In addition, the LHCC should be equipped with the algorithms 

to generate m pieces of subkeys from an original key where 

k ~ m ~ n, and the algorithm to convert (k+l) pieces of 

subkeys into the original key. 
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Since KDCl does not have enough pieces of subkeys to 

generate MKC1, additional steps are required after Step 2 so 

that KDCl can request for more pieces of subkeys from the 

LHCC before he can use MKCl to encrypt EM'KDCl in' the 

execution of Step 3. 

Step 2a*. KDCl generates an event marker EM*KDCl and sends 

the following message to LHCC, 

KDCl ~ LHCC * r [ RMK, KDC2, EMKDC1 ' MKCl ) 

where RMK denotes the request for a piece of the 

subkey of the master key and r 
MKCl is the r-th 

piece of subkey from the k pieces where 

1 < r < k. 

Step 2b*. LHCC generates the original master key MKCl from 

the received subkey and the k pieces of 

subkeys stored in its memory. Then, it generates 

k pieces of subkeys of the exchange key EK21 and 

sends the following message to KDC1, 

LHCC ~ KDCl 

where [EK21]k denotes the k pieces of subkeys 

of the key EK21. 

At the end of this step, KDCl generates MKCl and 

* uses MKCl to decrypt (EMKDC1 ' [EK21]k)MKCl to obtain k 
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pieces of the subkeys of EK21 and store them in its memory. 

Further, the modification of Scheme #2 using the shared key 

technique causes Steps 6-10 to be replaced by the following 

steps: 

Step 6*. KDC2 requests an exchange key from LHCC by 

transmitting the following message, 

KDC2 ~ LHCC : ( REK, KDC1, (EM'KDC1)MKC1' 

r 
EMKDC2, MKC2 ). 

Note that since both KDC2 and LHCC are holding 

only k pieces of the subkeys of MKC2 (where k 

pieces of MKC2 stored in LHCC are different from 

the k pieces stored in KDC2), KDC2 first sends a 

r piece MKC2 of this subkey to LHCC in order to 

generate the original Master key, MKC2. 

Step 7*. Upon receiving MK~2' LHCC obtains MKC2 by using 

the now available (k+1) pieces. It learns that 

KDC2 is desirous of having a secure exchange 

with KDCl and hence generates (k+l) pieces of 

the subkeys of EK21, [EK21]k+l. This set of 

subkeys enables KDC2 to generate the original 

EK21, thus [EK21]k+1 and other information are 

protected by encryption under the key MKC2. 

------------------ -
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LHCC then transmits the following message to 

KDC2, 

LHCC ~ KDC2, : 

( ([ EK21]k+l, KDC1, (EM'KDC1)MKC1' 

Note that a piece of the subkey of MKC2 must be 

transmitted to KDC2 in order for KDC2 to decrypt 

the received message to obtain [EK21]k+l. 

step 8*. with the received MK~2' KDC2 generates MKC2 and 

uses it to decrypt the received message which 

has been enciphered. Then, KDC2 generates the 

original EK21 from the (k+l) pieces of the 

subkeys of EK21 received, and transmits the 

following message to GW2, 

r KDC2 ~ GW2 : ( GW1, KDC1, A, B, KDC2, EK
2l

, 

step 9*. GW2 checks EMGW2, replaces EMGW2 with EMGWl and 

transmits the following to GW1, 

r GW2 ~ GWl : ( KDC1, A, B, KDC2, EK
21

, 

'---" ._-
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Step 10*. GW1 checks EMGWl and transmits the following to 

KDC1, 

GW1 -7 KDC1 r ( A, B, KDC2, E21 , 

Upon receipt of this message, KDC1 uses EK~l and 

other k pieces of subkeys to generate EK21 and decrypts the 

item encrypted under EK21. 

We may note that the key exchanges described in the 

above steps with the aid of LHCC involve many operations for 

generating the subkeys and for constructing the original key 

from a set of subkeys. Such operations prolong the time to 

distribute the SK to both end communicants when a secure 

exchange between these two end users is desired. 

Furthermore, when such secure exchanges are requested 

frequently, excessive overhead traffic merges to the LHCC. 

Hence, it is desirable that the operations described in the 

above steps should take place only at the first attempt for 

a secure session between two Authentication Servers where 

one of them is in a new network that has been brought into 

the internet system. After this first secure conversation, 

the exchange key that is issued will be added to their key 

tables for all future exchanges without assistance from the 

LHCC. 
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As described in Section 4.4, the security level 

enjoyed by the internet system will be lower if the same 

exchange key is used for a long time between any pair of 

Authentication Servers. Therefore, the exchange key must be 

frequently updated. Such an update can be performed at the 

end of the last session between the nodes of the two 

networks. By then, the Gateway connecting the network on 

which the session initiating node lies, notifies the KDC of 

that network to update the exchange key and also transmits 

this request to the other KDC. The steps for executing such 

an update are quite similar to the steps described in 

Section 4.4 except that the exchange key generated by KDCl 

and then transmitted to KDC2 is a set of k pieces of 

subkeys. Similarly, another set of k pieces of subkeys are 

generated and stored in the memory of KDC2. with these k 

pieces of subkeys, both KDCs will not be able to generate 

the original exchange key and thus, an additional piece of 

subkey should be acquired by either KDC from the other 

before a secure session is established. The reason for not 

storing (k+l) pieces of subkeys in the memory of the KDCs is 

to prevent the intruder from knowing the exchange key when 

he breaks into the memory and obtains all the subkeys. 

The request for a secure session establishment 

between two nodes on two different networks when the KDCs of 

these two networks have a common exchange key requires no 
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further handshaking between the KDCs and LHCC. Since each 

KDC has only a set of k pieces of subkeys stored in its 

memory, it might require a handshaking between KDCl and KDC2 

to exchange one piece of subkey in order to generat~ the 

original exchange key for the secure exchange of the session 

key. The following steps describe the exchange of a piece 

of subkey and the SK between KDCl and KDC2 at the end of 

Step 2 of Scheme #2. 

Step 3. KDCl ~ GWl 

Step 4. GWl ~ GW2 

Step 5. GW2 ~ KDC2 

r ( ss, GW2, KDC2, A, B, KDC1, EK21 , 

r ( ss, KDC2, A, B, KDC1, EK21 , 

r ( ss, A, B, GW1, KDC1, EK21 

Step 6. Upon receiving the message, KDC2 generates EK21 

and SK. It then transmits the following to GW2, 

KDC2 -7 GW2 r ( GW1, KDC1, A, B, KDC2, EK21 , 

(SK,(EM'KDC1)MK )E ' EMGW2 l. 
Cl K21 

Note that at this step is different from 

r the EK21 at Step 5. 

=--------------------------------- --------- ----.. 
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Step 7. GW2 ~ GW1 r ( KDC1, A, B, KDC2, EK21 , 

Step 8. GW1 ~ KDCl r ( A, B, KDC2, EK21 , 

Upon receipt of this message, KDC1 generates EK21 

with and a set of k pieces of subkeys stored in the 

memory, and decrypts (SK, (EM'KDC1)MKC1) EK21 under EK21. 

The Steps 9-12 for distributing SK by KDC1 and KDC2 

to PCU A and PCU B respectively take place in parallel using 

the network specific protocols which are identical to Steps 

11-14 of Scheme #2. 



CHAPTER 6 

CONCLUSIom 

6.1 Summary 

Ensuring security of communications on computer 

networks has attained a high degree of importance in the 

recent times because of the growing needs for information 

exchanges and resource sharing. Two of the major problems 

in the design of secure communication networks have been 

examined in this thesis. They are the development of models 

for network security and the design of key management 

schemes. Developing a model for the mechanism that enforces 

security in computer networks is important since only the 

model can specify the security rules and requirements that 

the network should provide in order to process classified 

information and, can help verify the security of the 

network. Similarly the designing of efficient key 

management schemes when end-to-end encryption is used for 

secure information transfer is important because an 

inefficient key transfer between the end communicants can 

make the entire scheme worthless, regardless of how complex 

the encryption algorithm itself is. 

A network security model has been developed in this 

thesis (Chapter 3). The model consists of four components: 

245 
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states defining the configuration of the secure network 

system, an initial state defining the starting state of the 

system, operators specifying the operations that cause the 

state changes, and transformations specifying the transi

tions of states. A secure network is defined as one that is 

capable of processing sensitive data at various security 

levels, does not permit communication along illicit flow 

paths and controls the establishment of a session between 

the subjects and other subjects and/or objects within the 

network. We have shown that security of a network can be 

ensured if the network system starts from an initial secure 

state and the operations executed follow the ones defined in 

the model. The model is developed from an integration of 

the access control concept and information flow control 

concept. The two major features of the network security 

model are the following. Firstly, it provides a multilevel 

security environment for the secure network. Secondly, 

computer systems equipped with either a Trusted Computing 

Base or an Untrusted Computing Base can be connected easily 

to the secure network without any major modifications since 

the security enforcement mechanism can be implemented at the 

Network Interface Unit (NIU). 

A new scheme for key management in internet 

environments to support end-to-end encryption and a method 

for the formal verification of the security of the resulting 



system have also been developed (Chapter 4). 
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The key 

management scheme is of a hierarchical nature and is built 

upon the existing key distribution protocols of the 

individual networks which form the lower levels of the 

hierarchy. At the higher level are the protocols between 

Authentication Servers and/or Control Centers for the 

different regions dividing the internet system. Major 

strong features of this approach are that the scheme is 

simple to implement and does not require extensive 

modifications to the network specific functions (hardware 

and software) when a secure network is to be brought into 

the internet system. Several details on the implementation 

of the key management scheme have been given by considering 

specific scenarios describing the internet system. The 

method employed presently for verifying the security 

provided by the scheme uses an axiomatic approach and is of 

a general form that could be used for the security 

verification of any other key management scheme existing in 

the literature. 

The procedures described in the hierarchical scheme 

in Chapter 4 are of a general form which can be applied to 

any internet system. For the sake of illustration, we have 

presented in this thesis (Chapter 5) the application of this 

hierarchical approach to an internet system comprising two 

remote Sytek LocalNet 20 networks interconnected via the 

~-----------------------------------------------------------
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DON. For this application, two specific key management 

schemes, one of which uses a public encryption algorithm in 

the secure distribution of the generated session key while 

the other uses only conventional encryption algorithms in 

this distribution, are developed. Detailed step-by-step 

protocols in the execution of the two schemes are described. 

When the internet system consists of a large number of local 

networks interconnected via the DON, the overall system is 

divided into several clusters where a RCC (~egional ~ontrol 

~enter) is defined for each cluster to aid in distributing 

the session key efficiently to both the end users during 

their attempts in establishing a secure session. We have 

also introduced the shared key technique to prevent the 

security compromise caused by the intrusion of the memory in 

which keys are stored. Detailed implementations of the 

shared key technique in the key management scheme are also 

described. 

6.2 Future Research Directions 

The security modelling work described in Chapter 3 

could be extended through further investigations along the 

following lines: 

1. The mathematical model provides a detailed, abstract 

level of description of the functions that the security 

kernel of the network should implement. However, it 

does not specify the implementational design of the 
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kernel. By applying a technique that uses a hierarchy1 

of formal specifications to the design of the kernel 

[111], the design of a secure network can be taken in a 

step by step manner from the abstract model to' the 

kernel implementations. The description of the top-

level and lower-level specifications may be written in 

some specification languages [112]. Some examples are 

SPECIAL [113], Ina Jo [114], and Gypsy [115], etc. The 

top-level formal specifications may also be expressed by 

a temporal logic technique [116]. The kernel implemen-

tations may be written in some high-level languages; 

some examples are Ada, Pascal, MODULA, etc. These high-

level languages may also be used to implement the lower

level specifications. 

2. The security verification of the lower three levels of 

the kernel development hierarchy outlined above may be 

performed by using available verification tools 

(systems) • These tools aid in the demonstration of 

security at each level of hierarchy so that we could be 

confident that the finally developed system is indeed 

secure. Furthermore, a formal proof can be given by 

verifying the mapping functions between two hierarchy 

1 The development hierarchy consists of four 
levels: (1) Abstract security policy model, (2) Formal 
top leve I (interface) specifications, (3) Lower-level 
specifications, and (4) Kernel high-level language implementation. 
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levels by using certain recently developed tools, 

examples of which are the Hierarchical Development 

Methodology (HDM) system [113], the Formal Development 

Methodology (FDM) system [117], the Gypsy system [118], 

and the AFFIRM system [119]. 

3. A precise analysis of the covert channels in the network 

security model is required to examine the possibility of 

any security threats caused by possible illicit flow of 

information through the channels. Some possible analy

sis techniques which are a version of the noninter

ference model of multilevel security due to Goguen and 

Meseguer [120] and the shared resource matrix method of 

Kemmerer [121] have been described in Haigh et al.[122]. 

4. While the security model developed here is for a single 

communication network, it could be enlarged for imple

mentation in an internet system such as the one 

described in Chapter 4. Such extension may require 

additional definitions and assertions which may produce 

additional theorems for demonstrating the security of 

the internet system. 

Several extensions and modifications to the key 

management scheme described in Chapter 4 are possible. Some 

directions for future work are the following: 

1. Implementation of the proposed key management scheme in 

a real internetwork system will provide useful insight 
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into the strengths and weaknesses of the scheme. 

Several mechanisms have been proposed for the implemen

tation of security in concurrent systems [123] and 

communication across a network between the programs 

written in high-level languages [123,124]. By using the 

technique of remote procedure calls [125], end-to-end 

encryption based secure communication protocols can be 

constructed such that implementing the hierarchical key 

management scheme would become feasible. 

2. The proposed scheme needs some modifications in order to 

include digital signatures [126]. The use of digi tal 

signatures in secure communication has been quite well 

appreciated in the case of transferring signed documents 

between two untrusting communicants. Such a 

modification will add a potential strong feature to our 

scheme in providing the capability of exchanging 

electronic mail and making it .possible for electronic 

fund transfers between financial institutions on the 

network. The formal verification methodology used to 

prove the security of the proposed scheme could be 

extended to verify security of the digital signature 

scheme as well. 



APPENDIX A 

DETAILS OF THE REDUCTIONS FOR THE NONPRIVILEGED 

INFORMATION SET 

To demonstrate the verification of security of the 

present key management scheme, let us consid~r all new terms 

derived at the r-th application of the functions described 

in axioms Al to A10 on the terms in NP, i.e., all terms in 

the set J~P 
following: 

nr - l 
lYNP • These terms are given in the 

1. E (D (MKp, x (r-l) ) , y(r-l)) 

2. ~~F (y (r-l) ) 

3. 1~L(y(r-l) ) 

4. E(D(HKu,x(r-l)) , R ':JR OP(s). ~SF(y(r-l)). SL(y(r-l))) 

5. E(HKU'OP(s)) 

6. 

7. 

8. 
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10. D(D(MKp ,x(r-1)), y(r-1)) 

From the above list, one can start with each of the 

terms and generate all possible reductions from using the 

available functions to demonstrate that no term obtained 

from any reduction belongs to ~p. 

(i) Case of Term 1 

Consider y(r) = E(D(MKp ,x(r-1)), y(r-1)) which is 

the resultant of the enciphering operation described by 

axiom A3. For this operation to be possible, it is evident 

that y(r-1), x(r-1) E J~;l. From axiom A1, there must exist 

exist a term t such that y(r-1) must be of the form y(r-1) = 

D(t,y(r-2)), where y(r-2) E j~;2. Hence, by induction, one 

can show that y(r-2) ~ y(O) E JNP and since ,gp n J NP = 0 

y(O) ~ jp. 

(ii) Case of term 2 and 3 

,Consider y (r) = J~F (y (r-1)) and y (r) = Y!L (y (r-1) ) 

which are terms representing the extraction operations. For 

these operations to be possible, it is evident that y(r-1) E 

(lr-1 
\.:I NP • From axiom AS or A6, there must exist terms t1, t2 

and t3 such that y(r-1) = t1.t2.t3, where y(r-2) = tj for 

j = 1,2,3. Hence, by induction, y(r-2) ~ y(O)Ej)NP , 

and J) p n J NP = 0 , y ( 0) f/. .9 P • 
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(iii) Case of term 4 and 7 

Consider y(r) = E(D(HKu,x(r-l», OP(s)- sr~F(y(r-l»

sr~L(y(r-l») which is the first term resulting from the 

session key (SK) generation and transmission operation, and 

y(r) = E(D(HKu,y(r-l», D(HKu'X(r-l».z~r-l).z~r-l» which 

is the second term resulting from the reencipheringing SK 

for transmission operation. Since HKu is not available to 

the intruder, he cannot obtain the encryption key by 

decrypting x(r-l). Then by decrypting y(r), under any other 

key, the exact form of OP(s). :1~F(y(r-l» - ~~F(y(r-l» will 

not be known by the intruder, i.e., he will obtain some form 

of the concatenation of any three terms after decrypting 

y(r) using the key available to him. It is obvious that 

this concatenated term is not in ~p. with this concatenated 

term, the intruder may reduce it to a term y(O), such that 

y(O) ft Jp . 

(iv) Case of term 5 

Consider y(r) = E(HKu,OP(s» which is the second 

term resulting from the session key generation and trans-

mission operation. Since OP(s) is the session key itself, 

E(HKu,OP(s» E ~NP' Le., y(r) E J NP and y(r) cannot be 

further reduced, hence y (r) ~ J P since !}p n J)NP = 0 • 
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(v) Case of term 6 

Consider y(r) = E(HKu , sr~F(D(D(HKu'X(r-l)) ,y(r-l)))) 

which is the term resulting from reenciphering SK for 

storage operation. From axiom Al, there must exist terms tl 

and t2 such that sr~F(D(D(HKu'X(r-l)),y(r-l))) = D(tl,t2). 

For this equation to hold, there must exist some terms t3 

and t4 such that D(D(HKu,x(r-l)), y(r-l)) = D(tl,t2).t3"t4. 

From axiom A2, y(r-l) must be of the form, y(r-l) = E(t5, 

D(tl,t2)·t3It4) which is the encryption under a key t5. 

Once again for this equation to hold, there must exist a 

term y(r-2) E ~~~2 such that y(r-2) = D(tl,t2).t3ot4. This 

implies that there exist terms such that y (r-3) = 0 (tl ,t2) 

and also y(r-4) = t4, which is an encrypted data and 

hence is in SJ NP . That is y(r-2) ~ y(O) E J NP and since 

J P n J NP = 0 , y ( 0) rt .J P • 

(vi) Case of term 8 

Consider y(r) = zl'Z4 which is the second term 

resulting from the reenciphering for transmission operation. 

Since zl.z4 is a concatenation of two terms zl and z4 both 

of which are the input terms for r;; RT operation and hence 

are not in J p , y (r) ~ J p • 
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(vii) Case of term 9 

Consider y(r) = E(x(r-l), sr~F(O(x(r-l), y(r-l)))) 

which is the term resulting from the operation of reenci-

phering SK for storage at a node. From axiom Ai, there must 

exist terms tl and t2 such that J~F (0 (x (r-l), y (r·-l) )) = 

For this equation to hold, there must exist some 

terms t3 and t4 such that O(x(r-l) ,y(r-l)) = 0(tl,t2)ot3ot4. 

Now, from axiom A2, y(r-l) must be of the form y(r-l) = 

Once again for this equation to hold, there must exist a 

term y(r-l) E j~;l such that y(r-2) = 0(tl,t2)o t3ot4. This 

implies that there exist terms such that y(r-3) = 0(t1,t2) 

and also y(r-4) = t2 which is an encrypted data and hence 

is in J>NPo That is, y(r-2) ~ y(O) E SlNP and since 

J P n ~ NP = 0, y ( 0 ) ~ ~ P • 

(viii) Case of term 10 

Consider y(r) = O(O(MKp,x(r-l)), y(r-1)) which is 

the term resulting from the deciphering operation. From 

axiom A2, y(r-l) must be of the form, y(r-l) = E(tl,y(r-2)) 

where y (r-2) E Jl~; 2 • Now there are two cases to be 

considered. If E(tl,y(r-2)) = y(O), then E(tl,y(r-i)) E J NP 

and since &NP n Jp = 0, y(r-1) ¢ J>p. On the other hand if 

E(tl,y(r-2)) E J~;l, from axiom Ai, y(r-2) = 0(t2,y(r-3)) 

where y(r-3) E Jl~;3. Hence, by induction, y(r-3) ~ 

y(O) E J NP such that y(r-3) tJ .9 p • 
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