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ABSTRACT

One effective way for organizations to capture expert knowledge and experience is
to encapsulate it within an expert system (ES) and make that system available to others.
While ES users have access to the system’s knowledge, they shoulder the difficult task of
appropriately incorporating the ES recommendations into the decision-making process.

One proposed application of an ES is in the realm of deception detection. Humans
are inherently poor at recognizing deception when it occurs and their confidence in their
judgments is poorly calibrated to their performance. An ES has the potential to
significantly improve deception detection; however, joining an ES and a human decision
maker creates many important questions that must be addressed before such a system will
be useful in a field environment. These questions concern changes in decision outcomes,
decision processes, and the decision maker that result from ES use.

To examine these questions, a prototype system was created that implements new
and unobtrusive methods of deception detection. Kinesic analysis examines the body
movement of a potential deceiver and linguistic analysis reviews the structure of
utterances from a potential deceiver. This prototype, complete with explanations, was
utilized in two experiments that examined the effects of access to the prototype, accuracy
level of the prototype, user training in deception detection, and novice or professional lie-
catcher status of the users.

Use of the prototype system was found to significantly improve professional and

novice accuracy rates and confidence alignment. Training was found to have no effect on
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novice accuracy rates. Accuracy level of the prototype significantly elevated accuracy
rates and confidence alignment among novices; however, this improvement was
imperceptible to the novices. Novices using the prototype performed on a level
equivalent to professionals using the prototype. Neither professional nor novice users of
the prototype exceeded the performance of the prototype system alone. Implications of
these findings include emphasizing the development of computer-based tools to detect

deception and defining a new role for human users of such tools.
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CHAPTER 1

INTRODUCTION

Organizations increasingly seek to capture expertise and experience that is valuable
in decision making. One effective way to capture expert knowledge is to encapsulate it
within an expert system (ES) and make that system available to others who may be less
knowledgeable and less experienced. While past attempts at capturing and reusing expert
knowledge have had mixed results, organizations still believe and invest in ESs in order
to improve organizational performance [1].

As computing power has increased, the potential for ESs to be incorporated in an
organization’s decision making has also increased. ESs now assist organizations to make
sound investing decisions, effective financial forecasts, and accurate medical diagnoses.
Indeed, some tasks that humans undertake would be extremely difficult or impossible
without ESs.

One proposed application of an ES is in the realm of deception detection. Successful
deception detection is at the heart of effective communication. It allows humans to gauge
the validity of the information they receive and thus make correct decisions. Despite the
importance of accurately separating truth from deceit, both laypersons and professional
lie-catchers perform rather poorly in deception detection [9, 69, 139]. Computer-based
tools are being developed that encapsulate expert knowledge and may enhance human
ability to detect deception. However, how a human operator will use such tools remains

an open question.
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1.1 Statement of the Problem

Deception1 is commonplace in human communication. One study that examined the
frequency of deception estimates that people typically lie on average one to two times a
day [28]. People most often lie about their feelings, preferences, attitudes, and opinions.
Less frequently, people lie about their actions, plans and whereabouts [26]. While most
lies are innocent in nature, some lies have enormous consequences. History is replete
with men and women who have caused a great deal of harm through skillful deception.
Recent efforts to increase national and international security have brought deception and
its effects to the forefront of public attention.

Although deception has garnered much recent attention, deception is not a new
problem. Researchers have been fascinated with deception and deception detection for
centuries. Perhaps one reason is that humans are inherently poor at recognizing deception
when it occurs. Numerous studies have noted that people typically identify deception
with accuracy only slightly better than chance (approximately 54%) [9, 69, 139].

Coupled with poor accuracy is poor calibration of confidence in deception judgments
[25]. Confidence in judgments is important in deception detection as it may affect the
attentiveness of the lie-catcher, the lie-catcher’s verification efforts, and misallocation of
time and resources as erroneous judgments are made [139].

Computer-based decision aids have been forwarded as a method of remedying the

problem of low detection accuracy and poorly calibrated confidence in judgments. While

" A complete explanation of deception appears in section 3.1
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many methods exist to differentiate falsehood from truth, all methods are tied together by
one trait: they rely on a human decision maker to make the final judgment. As Burgoon
and colleagues [17] stated, deception detection “defies a fully automated solution. A
more promising approach is to integrate improved human efforts with automated tools...,
the end goal being a system that singles out individuals for further scrutiny in a manner
that reduces false positives and false negatives.” The centrality of the human decision
maker in any deception detection task makes the context of deception detection ideal for
studying ESs. ESs have the potential of being extremely beneficial in deception detection
by improving detection accuracy and curbing over-confidence; however, the human
decision maker must properly integrate the decision aid in the decision-making process in
order to attain these benefits.

Joining an ES and a human decision maker to form a system of deception detection
opens the door to a host of questions that must be addressed if such a deception detection
method is to be useful in a field environment. One of the most critical sets of questions
pertains to the impact of the ES on the decision outcomes and the human user: What
effects does a deception detection ES have on the human decision maker, human

decision-making strategies, and decision outcomes in a deception detection task?

1.2 Purpose of Research

Decision aids have a number of characteristics that are important in deception
detection. They can be ever-vigilant, handle repetitive and complex tasks [42], and are
easily calibrated. However, decision aids require a human user to control what is

analyzed, determine what is relevant, and interpret the results. Humans have abilities
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which are important in deception detection that are extremely difficult for decision aids to
reproduce. Humans excel at improvisation and flexibility, recall relevant facts at
appropriate times, can synthesize information, and are proficient in judgment [42].
However, humans suffer from decreasing vigilance over time, cognitive laziness [41],
and a bias-based deception detection approach [75]. Thus, a marriage of human and
computer abilities may provide one solution to the deception detection problem [84, 148].

The purpose of this study is to explore the effects an ES has on deception detection
accuracy and user confidence (decision outcomes). The effects of the deception detection
tool will be explored by presenting findings from repeated detection tasks. Findings from
two different populations (novice and professional lie-catchers) will be shared. Further,
the effects of training in human-only deception detection will also be discussed as
training was thought to improve judgment accuracy and affect how system
recommendations were incorporated into final judgments.

Decision strategies that ES users utilize in formulating a final judgment of deception
are of particular interest in this study. Each user may, at his or her discretion, incorporate
the knowledge, suggestions, and justifications that are provided by an ES. However, the
strategies that the user applies are poorly understood. This work will attempt to partially
uncover general strategies that trained and untrained novices and professionals use in
incorporating ES output in decisions. Such decision strategies are bounded on one hand
by a complete abdication of decision making in favor of the ES output and on the other

hand by complete disuse in favor of human-only decision making.
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Additionally, this study will expand knowledge concerning humans and ES filling
complementary roles. The task of deception detection requires numerous capabilities,
some of which the ES has and some of which a human user has. The complementary
roles work in harmony when each independently arrives at the same conclusion.
However, when the roles are in conflict, the resolution of the conflict is poorly
understood. This conflict resolution may come about in different ways between experts
and novices and between trained and untrained users. Further, the explanation facilities of
the ES may be used differently between the groups during the resolution of the conflict.

Finally, this study will address perceptions of the decision maker utilizing the ES.
Central in this investigation are analysis of user trust of the system, willingness to use the
system as a decision aid, and willingness to allow the system to operate without

supervision.

1.3 Chapter Organization

To answer questions about decision outcomes, decision strategies, and decision
makers in computer-aided deception detection, a multi-methodological research approach
has been adopted. Chapter 2 discusses the research approach. Computer-aided deception
detection draws upon two critical research areas: deception detection and computer-aided
decision making. Chapter 3 reviews these topics and uses them to create a set of
hypotheses. Chapter 4 presents a prototype ES that utilizes linguistic and kinesic analysis
for unobtrusive deception detection. The system, called the Behavioral Analysis
Prototype, is a semi-functional ES that provides explanations and recommendations about

the level of deception that is present in a face-to-face conversation it has monitored.
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Chapter 5 presents an experiment designed for novice users of the system. The
experiment tested the effects of system accuracy and training in deception detection.
Chapter 6 presents an additional experiment examining the differences between novice
system users and professional system users. Finally, conclusions and future steps are

discussed in Chapter 7.
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CHAPTER 2

RESEARCH APPROACH

No single research methodology is sufficient for a complete examination of a
phenomenon of interest. Every methodology has strengths and weaknesses that must be
carefully weighed in deciding on a research approach. Research in computer-aided
deception detection is largely new, so much of this research is exploratory in nature.
However, this research benefits heavily from decades of research in computer-aided
decision making in other domains. Therefore, a balanced, multi-methodological approach
has been selected.

This research approach mitigates weaknesses of certain methodologies by combining
them with the strengths of others. Further, utilizing multiple research methods maintains
necessary flexibility of exploratory research while building upon successful research of

the past.

2.1 Multi-methodological Approach

This research adopts the research framework originally outlined by Nunamaker et al.
[93], wherein they specify four broad categories of research methodologies necessary for
MIS research: theory building, observation, experimentation, and system development.
Each methodological category is a necessary component of a complete research
approach, and example methodologies for each category are shown in Figure 2-1.

Notable in the Nunamaker et al. framework is the inclusion of systems development as a
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viable method of research. This work considers the IT artifact to be a critical piece of the

investigation [93, 96].

Theory Building

Conceptual Frameworks
Mathematical Models
Methods

Systems

Development
Prototyping
Product Development
Technology Transfer /<

Observation

Case Studies
Survey Studies
Field Studies

Experimentation
Computer Simulations

Field Experiments
Lab Experiments

Figure 2-1 Nunamaker et al.’s multi-methodological research approach

2.2 Criteria for Methodologies

Methodologies for this study were selected from the Nunamaker et al. framework
based on several factors. First, proper alignment must exist between the research
questions and the methodology. Second, the methodology must be able to provide

adequate validity and reliability so that conclusions may be drawn from the findings. By
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building on past research and utilizing methodologies which have provided valid and
reliable findings, this can be accomplished. Third, the methodologies must accommodate
the study of both actions (as demonstrated by decisions) and perceptions (as provided by
self-reports). The study of both perceptions and actions requires methodologies from the
experimentation and observation categories. Finally, the methodologies must conform to

constraints in resources and support.

2.3 Selected Methodologies

A single methodology was selected from each of the systems development,
observation, and experimentation methodological categories. The selected methodologies
are: develop a prototype system, administer surveys, and carry out laboratory
experiments. These methodologies will be guided by theoretical underpinnings described
in Chapter 3 and satisfy all of the criteria suggested in section 2.2 These methodologies

and their respective categories and characteristics are shown in Table 2-1.
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Table 2-1 Selected methodologies in research approach

Methodology Category Characteristics
Prototype Systems Development Demonstration of feasibility for
technology

Provides foundation and context for
other methodologies
Not fully operational system
Surveys Observation Acquisition of a general understanding
of core concepts
Inexpensive and unobtrusive
Provides insight into subject
perceptions and opinions
Laboratory Experiment Experimentation Controlled test of specific treatments
Rigorous examination of theory and
observations
Provides insight into subject actions
and decisions

2.3.1 Laboratory Experiment

The primary method of inquiry in this research is experimentation. Laboratory
experiments are approximations of reality when researchers can explore specific items of
interest while controlling factors that may cloud the relationships between the items of
interest. The experiments described here were carefully controlled to provide valid results
concerning the use and influence of a computer aid in a deception detection task. The use
of laboratory experiments allows the researcher to examine the actions a decision maker
takes (not just the perceptions or expected actions). Additionally, experimentation allows
rigorous testing of the relationships stipulated in a theoretical model through control and
manipulation of the experimental conditions.

Although tight control is a benefit in experimental methodologies, one may criticize
control as limiting the ecological validity of the findings. No experiment can fully

replicate the factors present in a real scenario, and experimental research in decision
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making has been singled out as unrepresentative of actual decision making [95].
However, to analyze the effects of selected factors of interest, the remaining factors must
be held constant for purposes of comparison. The experimental decision-making
environment described here represents the most realistic scenario possible given the

constraints described in section 2.2 .

2.3.2 Surveys

Accompanying the laboratory experiment are surveys designed to capture the
opinions and perceptions of the computer aid users. Surveys are an accepted method to
gather information about attitudes, perceptions, and opinions from individuals in a
population of interest. Surveys are largely unobtrusive and fairly inexpensive to
administer. Further, they can be easily adapted to explore new phenomena of interest.

Criticism of survey use in IS research has arisen surrounding validity and reliability
that has questioned the amount of rigor in survey-based research [122]. To address
criticisms in survey research, this work follows steps outlined by Grover et al. [52].
These steps include: 1. Report approach to select samples; 2. Report a profile of the target
population; 3. Report characteristics of respondents; 4. Append questionnaire; 5. Provide
validity and reliability measures; and 6. Pretest instrument.

In this research a series of surveys were created, validated, and administered to users
of the deception detection computer aid. Two populations (novice and professional lie-
catchers) were targeted and recruited to participate in the experiment and surveys. The

surveys were utilized to gain a broad understanding of the attitudes of both populations
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and are meant to be used in conjunction with the experimental results to provide a more

complete understanding of the computer-aided deception detection.

2.3.3 Prototype

At the foundation of much of IS research is the IT artifact or system [5, 93, 96]. A
great deal of knowledge can be gained from analysis, design, and construction of a
system that fulfills a current need [57]. Among the most valuable knowledge that is
provided by system development is feasibility of the proposed system that amounts to
proof by demonstration [93].

Prototyping is the creation of a novel, partially functional system that provides the
developer and future user a chance to examine how the system may perform when
complete. With the system in the prototype stage, the developer and future user may
explore the functionality, interface, and, perhaps most importantly, potential usability of
the proposed system. For this research, a prototype system was constructed with limited
functionality. Chapter 4 describes the instantiation and implementation of the system.

While the prototype system is not intended to be a central contribution of this
research, it is a demonstration of capabilities of a future, fully functioning system to
detect deception automatically and unobtrusively. The prototype system also provides a
large portion of the context in which the decision-making task occurred. Therefore, this

work gives a detailed description of the development and capabilities of the system.
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CHAPTER 3

LITERATURE REVIEW

Many streams of research are relevant in computer-aided deception detection. This
chapter reviews the two most critical streams of research: deception detection and
computer-aided decision making. Each of these research areas is reviewed separately,

then concepts common to both research areas are reviewed, as shown in Figure 3-1.

Computer-aided

Deception Detection Decision Making

Definition of deception Human decision making

Difficulty in detecting deception Characteristics of decision aids
Theories of deception Theories of aided decision making
Training in deception detection Judging information quality
Deception detection methods Novice and professional system use

Application of detection tools

Computer-aided
Deception Detection

Theoretical model

Linguistic analysis

Kinesic analysis

Novice and professional detection
Calibration

Figure 3-1 Relevant literature map

The deception detection review begins by exploring extant knowledge about
deception and the difficulties humans face in detecting it. The review concerning

deception detection continues with summaries of relevant theories of deception, effects of
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training in deception detection, detection methods and their usefulness in a field
environment.

The review regarding computer-aided decision making presents relevant work
concerning human decision making, characteristics and effects of existing decision aids,
theories of computer-aided decision making, judging information quality, and novice and
professional ES use.

Finally, findings from both streams of literature are synthesized to highlight relevant
concepts pertaining to computer-aided deception detection. Such topics include a
theoretical model of computer-aided deception detection, linguistic and kinesic analysis,
professional and novice deception detection, and proper calibration of judgments.

Hypotheses will then be presented which build on these concepts.

3.1 Deception Detection

3.1.1 Definition of Deception

Deception is commonplace in human communication. One study examining the
frequency of deception estimated that people typically lie on average one to two times a
day [28]. People most often lie about their feelings, preferences, attitudes and opinions.
Less frequently, people lie about their actions, plans and whereabouts [26].

Before any investigation of deception detection can occur, a firm definition of
deception must be in place. One widely-held view of deception is that it is synonymous
with outright falsification. While falsification can certainly be classified as deception,

people may also mislead others by utilizing alternative strategies such as concealment
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and ambiguity [13, 18]. Therefore, this definition is unnecessarily stringent and does not
represent the breadth of ways people deceive [19]. By using other strategies to mislead,
the deceiver effectively mixes truth with fabrication or ambiguity in a manner that
resembles truthful communication.

The definition of deception used in this work is “a message knowingly transmitted
with the intent to foster false beliefs or conclusions” [14]. This relaxed definition may
include such deceptive strategies as half-truths, equivocation, concealments, and
omissions. Other methods of deceiving can be found in Table 3-1. These methods of

deception are more representative of how people actually deceive.

Table 3-1 List of methods of deception
Methods of Deception
Lies Evasions
Fabrications  Equivocation
Concealments Exaggerations

Omissions Camouflage
Misdirection  Strategic ambiguity
Bluffs Hoaxes

Tall tales Charades

White lies Sophistry

The methods listed in Table 3-1 are not mutually exclusive so a deceiver may adapt
his or her method of deception during an interaction depending on the observed success
of the deception [19].

The deceiver’s intention is also part of deception’s definition. Deception is a
purposeful act that must be undertaken consciously. Misinformation perpetuated by
mistake or with innocent intentions is not deception. Conversely, truthful messages that

are arranged to form a false belief in the receiver are classified as deception [26].
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3.1.2 Difficulty in Detecting Deception

Researchers have been fascinated with deception and with deception detection for
centuries. Perhaps one reason that deception and deception detection have attracted so
much attention is that humans are inherently poor at recognizing deception when it
occurs. Numerous studies note that people typically identify deception with accuracy
only slightly better than chance [9, 69, 139]. Most recent estimates of human deception
detection ability indicate that humans correctly identify truth or deception approximately
54% of the time (61% correct classification of truth and 47% correct classification of
deception) [9]. This poor performance is not limited to laypersons, but is also found in
professional lie-catchers such as police officers and federal law enforcement officers [29,
77, 139].

Several possible explanations exist for this consistent inaccuracy in judging
deception. One is the well-documented phenomenon called the truth bias where persons
engaged in communication will systematically assume that what they are receiving is
truthful [75, 80, 86]. Some researchers believe that the truth bias is a manifestation of
various decision heuristics such as the availability heuristic [9, 94, 132]. In daily
interactions, the vast majority of human communication is truthful. Thus to save
cognitive effort, all communication is deemed truthful. However, in situations when
humans are exposed to large numbers of lies a contrasting bias has been observed. This
bias has been termed the lie bias or Othello bias [33].

Another explanation for poor judgment accuracy is mistaken reliance on behaviors or

cues that do not distinguish between truth and falsehood [139]. Most people believe that
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behaviors can differentiate truth-tellers from deceivers; however, people rely on
behaviors such as gaze aversion and persistent self-touching, which have been shown to
be unreliable when separating truth from falsehood [125, 139]. Although certain
behaviors statistically differ between truth-tellers and deceivers, these behaviors are
largely unknown or ignored [139].

Finally, it has been argued that humans do not detect lies from behavior observed
during an interaction. Rather, humans rely on information from third parties or from
physical evidence in judging truth or deception [99]. Under such conditions, the process
of validating information received from a sender would not occur at the time of the
interaction, but would occur in retrospect days, weeks, or months later [99].

Not only do humans demonstrate poor accuracy in detecting deception, they also
seem to overestimate their ability to detect deception [25]. Overconfidence is frequently
encountered when studying human decision making under uncertainty [109, 110].
However, the level of confidence is of considerable importance in deception detection as
it directly affects the attentiveness of the lie-catcher, the lie-catcher’s verification efforts,
and misallocation of time and resources as erroneous judgments are made. Confidence
levels vary a great deal among untrained, non-professional lie-catchers (e.g., student
experimental subjects) [25]. The confidence level increases dramatically for those with
some training in deception detection or who are employed to identify deceit; however,
this increase is not accompanied with a corresponding increase in detection accuracy [29,
62, 77, 139]. In complex decision making other than deception detection, extensive

experience and training calibrated confidence in performance [70]; however, the exact
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relationship between deception detection accuracy and confidence is still under
examination. Research has shown that there is very little correlation between deception

detection ability and confidence in that ability [25, 29].

3.1.3 Theories of Deception

With a broad definition of deception established, relevant theories regarding the act
of deceiving can be effectively reviewed. Such theories attempt to explain the internal
and external forces at work when deceivers engage in deception and, perhaps more
importantly, how these forces manifest themselves in the form of behavior. These
theories provide the guiding foundation for methods of deception detection. Theorizing
about deception has migrated from a non-strategic view to a more strategic view. As both
perspectives are critical to understanding deception detection, they will both be
addressed. Relevant theories that will be reviewed include: Leakage Theory [34],
Zuckerman’s four factor model of deception [152], the Self-Presentational view [26], and
Interpersonal Deception Theory [14]. All of these theories have non-strategic and
strategic components; however, they may be productively categorized on a non-strategic-

strategic continuum as shown in Figure 3-2.

Non-strategic Strategic
Leakage Four Factor P Self- | InItDerpers'onaI
Theory Model reseqtatlona eception

View Theory

Ekman and Zuckerman et

- DePaulo et al. Buller and

Friesen (1969) al. (1981) (2003) Burgoon (1996)

Figure 3-2 Four theories of deception on a non-strategic-strategic continuum
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Sigmund Freud believed that, “He who has eyes to see and ears to hear may
convince himself that no mortal can keep a secret. If his lips are silent, he chatters with
his finger-tips; betrayal oozes out of him at every pore” [44]. This characterization of
deception effectively encapsulates the key tenants of Leakage Theory: deceivers cannot
help “leaking” behavioral cues that unmask the deception. Under this view of deception,
researchers scoured deceptive discourse searching for tell-tale signs of deceit.

Among those who first attempted to systematically analyze deceptive interactions
were Ekman and Friesen [34]. They theorized that deception manifests itself through two
categories of behavioral cues: leakage cues and deception cues. They suggested that
leakage cues occurred when deceivers tried to conceal true emotions and reactions during
deception. This concept laid the foundation for the investigation of micromomentary
facial expressions as a sign of deceit. For example, when questioned, a deceiver may leak
a fleeting facial expression showing fear before composure is regained. Deceptive cues
concern behaviors that deception may be going on. For example, the “lack of the usual
illustrative hand movements” was forwarded as a sign of deception [34].

In a departure from Leakage Theory, Zuckerman and colleagues [152] refute the
notion that deception is associated with a single reliable, diagnostic cue. Later research
substantiated this finding [33]. In their four factors model, they argue that the act of
deceiving causes observable, behavioral changes in four broad areas: arousal, emotion,
cognitive effort, and attempted control of behavior. Zuckerman et al. suggest that
elevated arousal is positively correlated with deception; deceivers display signs of fear or

guilt; deceivers show greater cognitive load; and deceivers’ efforts to maintain an honest
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demeanor squelch other behavior that is normally seen in honest communication. Such
attempted control may appear “planned, rehearsed, and lacking spontaneity” [152].

The Self-Presentational view [26] of deception utilizes the “deception discrepancy”
as its foundation: what liars believe differs from what liars claim. Despite the deception
discrepancy, the deceiver must present a convincing impression on the receiver. From
this discrepancy, five categories of cues are predicted. First, liars are predicted to be less
forthcoming than truth tellers; second, accounts from liars are predicted to be less
compelling than truthful accounts; third, deceivers will be less positive and pleasant than
truth tellers; fourth, deceivers will be more tense than truth tellers; fifth, deceptive
accounts will contain fewer ordinary details and unusual contents than truthful accounts
[26]. Under the Self-Presentational view special significance is given to the motivation of
the lie as a critical moderator of behavioral displays associated with deception.

The most strategic view of deception comes from Buller and Burgoon [14], who
consider deception through the lens of interpersonal communication. Interpersonal
Deception Theory (IDT) highlights the dynamics of the interaction and underscores the
deceiver’s multiple roles as he or she must monitor, interpret and adapt deceptive
messages according to their perceived effectiveness. A key tenet of IDT is that the
differences between truthful and deceptive displays will fade over time as the deceiver is
able to monitor the deception’s effectiveness and tailor the message to the context and
receiver. IDT predicts that deceivers will initially display decreased involvement,

immediacy, pleasantness, elevated cognitive effort and over control. However, these
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disparities shrink through the interaction. Also critical in IDT are the goals and

motivations behind the deception [14].

3.1.4 Training to Detect Deception

Many researchers are cautiously optimistic about improving deception detection
through training [27, 43]. However, doubt currently surrounds the amount of
improvement that is possible through training [12]. There are numerous explanations for
the ambiguity surrounding the effects of training in deception detection. First, there are
no tell-tale signs of deceit [152] and training individuals to look for a small set of
deceptive cues may be counter-productive. Behavioral cues appear probabilistically with
deception and must not unduly influence the judgment when they are observed [27].
Second, much of the uncertainty about the effects of training can be attributed to
inconsistent and poorly constructed studies [43]. Frank and Feeley [43] specify six
criteria that need to be fulfilled for a valid investigation of training in a credibility
assessment task. They note that few of the past studies in deception detection training
have satisfied these criteria. These six criteria are shown Table 3-2.

Table 3-2 Criteria of effective training
Relevance — Training must be relevant to what subjects usually encounter
High Stakes — Lies must be consequential
Proper Training — Material must be scientifically based and effectively taught
Proper Testing — Proper assessment of training effects

Generalizable across situations — Training must be applicable to other situations
Generalizable across time — Training must be applicable to other times
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More recent research indicates that training has a positive, significant effect on
deception detection ability [43, 139]. In addition to live lecture, computer-based training
in deception detection is also effective in improving detection skills [47, 48].

Finally, some researchers also believe that current research in lie-detection actually
underestimates the ability of human lie-detectors [43]. Research has highlighted the
abilities of some humans to detect deception with the possible implication being that the

techniques these humans use may be replicated by others [35].

3.1.5 Deception Detection Methods®

Many methods of deception detection currently exist and some are regularly utilized
by professional lie-catchers such as police and security professionals. Additionally, many
new methods of deception detection have been proposed, and their levels of effectiveness
and reliability are currently being studied. The methods of deception detection can be
divided into two broad categories: physiological and behavioral. Methods belonging to

each category appear in Table 3-3 and brief descriptions of each method appear below.

Table 3-3 Methods of deception detection

Physiological Methods Behavioral Methods

Polygraph Statement Validity Assessment
Brain Activity Analysis Linguistic Analysis

Thermal Analysis Behavioral Analysis

Voice Stress Analysis

? An extended version of section 3.1.5 was originally published in J. K. Burgoon, M. L. Jensen, J. Kruse, T.
O. Meservy, and J. Jay F. Nunamaker, "Deception and intention detection," in Handbooks in Information
Systems, vol. 2, H. Chen, T. S. Raghu, R. Ramesh, A. Vinze, and D. Zeng, Eds. Amsterdam, The
Netherlands: Elsevier B. V., 2007.
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Physiological methods are premised on the assumption that arousal, emotions, and
cognitive changes associated with deception generate systematic physiological changes in
blood flow, hemo-oxygenation, neuronal activity and the like [139]. Due to the tight
coupling of these systems, technologies that tap into one or more physiological processes
may accurately discriminate truthful from deceptive communication. Out of all the
approaches to deception detection, perhaps the most recognized is the polygraph or “lie-
detector.” The basic assumption behind the polygraph is that deception causes an increase
in arousal stemming from feelings of guilt or fear of the consequences of being caught in
a lie. The polygraph detects the arousal via sensors attached to the body that measure
heart rate, palmar sweat, and respiratory features [139]. There are two main methods of
interviewing which use the polygraph: the Control Question Test (CQT) and the Guilty
Knowledge Test (GKT)’. In the CQT, the level of arousal from control and neutral
questions is used in a comparison to crime related questions [139]. Field-tested accuracy
rates for the CQT range from 84-92% in the guilty condition and 30-78% in the innocent
condition [139]. Although the CQT test is commonly used in the United States, it has
often been criticized as subjective, non-scientific, and unreliable [2, 37]. The GKT
determines whether an interviewee has knowledge about a crime that would only be
known to the perpetrator. Accuracy rates based on field tests for the GKT range from 71-

98% for the guilty condition and 73-91% for the innocent condition [139]. The GKT

* The Guilty Knowledge Test has also been termed the Concealed Information Test.
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enjoys a more objective, scientific footing [2], however specific and confidential details
about a crime must be obtained for its use.

Other emergent methods intended to augment the polygraph rely on analysis of brain
activity. One of the first methods utilizes an electroencephalogram (EEG) to measure
event related brain potentials (ERPs). Experimentally and in criminal applications, this
method has yielded accuracy approaching the polygraph [38]. In addition to the EEG,
functional magnetic resonance imaging (fMRI) has been used to differentiate between
real and imagined events [45]. Currently the reliability and accuracy of deception
detection based on the fMRI is being debated. A noninvasive alternative that is now
being investigated is near infrared spectroscopy (NIRS) [137]. NIRS does not require
people to remain stationary and uses optical technology to measure neuronal, metabolic,
and hemodynamic changes that may indicate arousal associated with deception.

Another alternative that measures peripheral cardiac activity is high-definition
thermal imaging [101, 102]. This method is also based on the premise that deception
increases the level of arousal. Proponents of the thermal imaging method suggest that
arousal is shown by an instantaneous warming pattern around the eyes.

Voice stress analysis (VSA) detects the indicators of psychological stress in the
voice and from these indicators infers a level of deception. Numerous studies have
concluded that deceivers exhibit an elevation in voice pitch when deceiving [139].
Accuracy of VSA is comparable to the polygraph [126].

The purpose of behavioral methods is similar to the physiological methods: search

for arousal, emotions, and cognitive changes that may accompany deception. In addition,
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behavioral methods of deception detection also search for strategies deceivers may use to
mislead. First among behavioral methods is statement validity assessment (SVA). SVA is
a general category of deception detection which focuses on verbal content. Two common
methods of SVA are Criteria-Based Content Analysis (CBCA) and Reality Monitoring
(RM). CBCA is based on the Undeutsch-Hypothesis which states that ‘a statement
derived from a memory of an actual experience differs in content and quality from a
statement based on invention or fantasy’ [136]. CBCA takes place during a structured
interview where the interviewer scores responses according to predefined criteria such as
general characteristics, specific contents, motivation related contents, and offence related
elements. CBCA has been used successfully in judging the validity of statements given
by children and it has been used in criminal cases where children are involved [139].

RM also uses a scoring mechanism to judge potential deception. However, it is based
on the hypothesis that verbal recall of actual events will contain more perceptual,
contextual, and affective information than recall of fabricated events. Reality monitoring
requires the interviewer to judge levels of clarity, perceptual information, spatial
information, temporal information, affect, reconstructionability of the story, realism, and
cognitive operations [119].

In contrast to CBCA and RM, linguistic analysis operates independently of message
meaning. It is based on a similar premise: that fabricated messages structurally differ
from truthful messages. Two areas in linguistic analysis are message feature mining and
speech act profiling. Message feature mining uses features extracted from text to

determine the likelihood of the truthfulness of the message. Categories of features include
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quantity, complexity, uncertainty, nonimmediacy, expressivity, diversity, specificity, and
affect [148-150]. Speech act profiling is a method of conversation classification and
visualization. This method compares the communicative style of the interactants so that
deceptive strategies such as equivocation and indecisiveness can be seen clearly [134].
Finally, observation of behavioral cues is also used as a method of deception
detection. Numerous studies show that deceivers behave differently than truth tellers [13,
15, 18, 26, 139, 152, 153]. Behavioral cues that may indicate deception may be
categorized into groups of non-strategic and strategic cues [14, 19]. The strategic
category includes behavior such as information management and image management.
The non-strategic category includes behavioral cues concerning noninvolvement and
arousal [19]. Cues dealing with micro-momentary facial expressions [33], motion and

gesture, and posture all fall into behavioral analysis.

3.1.6 Application of Deception Detection Methods

The applications of a deception detection tool or system are many and varied. For a
method of deception detection to be feasible in screening it must be usable in a natural
setting. This necessitates unobtrusive instrumentation, a prompt judgment of suspicion,
and robustness under varying conditions [20]. For example, the sole use of a polygraph in
every credibility assessment would be infeasible as it requires each interviewee to be
attached to body sensors for an extended amount of time. Table 3-4 displays a
characterization of each deception detection method according to requirements on the

environment [20].
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Table 3-4 Characterization of environmental constraints of detection methods

Controlled Semi-Controlled Natural

Polygraph Statement Validity Assessment Thermal Analysis

Brain Activity Analysis Near Infrared Spectroscopy Vocal Analysis
Micro-Momentary Expressions Linguistic Analysis

Behavioral Analysis

3.2 Computer-aided Decision Making

The promise of computer aids has captured the imagination of human inventors
through numerous decades. Computer aids may have the potential to free humans from
mundane and tedious tasks, increase human productivity, and minimize human error.
Computer aids appear in innumerable applications as varied as automobile
manufacturing, airplane piloting, car navigation, corporate payroll management, and
nuclear reactor management [4, 56, 117]. In fact, some researchers suggest that intelligent
agents may be employed in almost any environment imaginable [108 pg. 32].

To examine current knowledge related to computer-aided decision making, key
concepts in human-only decision making are first reviewed. Next, characteristics of
decision aids are explored along with mechanisms by which they assist in decision
making. Relevant theories of computer-aided decision making are then be shared
followed by a discussion on judging data quality. Finally, past research involving novice

and professional computer-aided decision making is reviewed.
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3.2.1 Human Decision Making

Decision makers in natural settings are challenged on many fronts. Orasanu and
Connelly [95] suggest several difficulties that humans must navigate during

consequential decision making (reproduced in Table 3-5).

Table 3-5 Factors complicating decisions
[1l-structured problems
Uncertain dynamic environments
Shifting, ill-defined, competing goals
Action/feedback loops
Time stress
High stakes
Multiple players
Organizational goals and norms

In considering each of these challenges, the decision maker must effectively weigh
the consequences and trade-offs in some rational way to decide on courses of action.
However, as Newell and Simon [91] note, there are individual limits to the processing
capabilities of every decision maker. Thus, decision makers operate within the confines
of bounded rationality [115]. Simon further notes that humans tend to “make do” rather
than seek the best solution [114]. Simon terms this tendency satisficing. At the core, the
design and intent behind the majority of computer-based decision aids are to extend the

limits of the decision maker’s rationality and reasoning power [129].

3.2.2 Characteristics of Decision Aids

Much of the current knowledge concerning computer aids has roots in the work done
by Simon, Newell and their colleagues. Their Logic Theorist [89] and, later, their General

Problem Solver (GPS) [90, 91] represent some of the first attempts at developing
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computer aids. Using their GPS, Newell and Simon examine not only the outcomes of the
aid (quality of the results), but also compare the decision processes of the aid with that of
acknowledged experts of their time [91, 116]. Other important contributions to early
work in computer-aided decision making are Gelernter’s Geometry Theorem Prover [46]
and Samuel’s checker-playing program [111].

Since Simon and Newell’s GPS, the field of decision aids has expanded to include
various types of computer-based tools. Most decision aids can be classified into three
groups: automation, decision support systems, and expert systems. Each category draws
upon distinct philosophies and theories and has a distinct purpose; however, all decision
aids share the goal of “improving the effectiveness of the decision maker and the quality
of decisions that the decision maker makes” [129]. To understand these categories, a
framework first developed by Klein and Methlie [67] has been adapted and expanded.

This framework appears in Figure 3-3.
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Figure 3-3 A framework of decision aids and their foundations

The framework organizes decision aids based on their foundational theories and
decision approaches. The first method of decision support is pure automation. This type
of decision aid is based entirely on normative decision making and its goal is to remove
the human decision maker. In its purest state, automation performs all steps of decision
making including the implementation of the decision. This may be appropriate for tasks
that require a great deal of speed in execution or that are well defined and repetitive.
Automation may not be a binary classification where a task is fully automated or
completely manual. Sheridan and colleagues [98, 112] propose a classification continuum

to judge levels of automation where complete automation and complete manual operation
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are opposing endpoints on a scale of automation. Sheridan at al.’s levels of automation

are reproduced in Figure 3-4.

Level of Descriptions of Automation
Automation

High
9 10. The computer does everything, acts autonomously, ignoring the human

9. The computer informs the human only if it, the computer, decides to

8. The computer informs the human only if asked

7. The computer executes automatically, then informs the human

6. The computer allows the human limited time to veto before execution

4. The computer provides one suggestion

3. The computer narrows the selection down to a few

2. The computer offers a complete set of decision/action alternatives

1. The computer offers no assistance; the human must take all action

A W o N A 2 S S A

£5. The computer executes a suggestion if the human approves

Low —

Figure 3-4 Sheridan at al.’s levels of automation

A decision support system (DSS) rests on descriptive theories of decision making
and seeks to engage the user in a dynamic supportive environment [8, 120, 121]. There
are diverging views concerning the role of a DSS. One view is that a DSS does not
provide any recommendations but supports individual decision making by providing a
malleable environment in which the human decision maker can investigate various
alternatives and the effects those alternatives may have [67]. Such a view favors a non-
directing DSS role and provides the environment, data, and tools to solve a problem [6,

63]. A significant benefit of this view is the decoupling of the DSS from the problem



46

[121]. Such decoupling allows users to adapt to the problems they face. In contrast, a
directing DSS role requires closer association between the problem and DSS. With
tighter association, the DSS can provide more guidance when investigating a problem
and may also restrict the types of analyses to a relevant subset [113]. Restrictions may
come in the form of access and sequencing of analysis components. Guidance may come
in informative and suggestive direction [113].

Finally, the expert system (ES) combines analytic aspects of a DSS with that of
knowledge base to produce a recommendation to a specific problem. Some consider an
ES to be a special case of a DSS [130]. The most critical component in the ES is the
knowledge base which is captured from individuals with acknowledged expertise in
solving a particular problem.

The purpose of the ES is to mimic the reasoning abilities of trained and experienced
human experts and make this capability available to other, less-skilled individuals [56].
This reasoning ability is typically performed using a rule-based approach (heuristics)
(e.g., [55]) or inferential learning techniques from artificial intelligence where the thought
processes of the human expert are captured for reuse (e.g., [21]). While some have noted
the failure of ESs to achieve widespread adoption [49], many organizations have seen
significant improvements in complex task accomplishment through ES use [56].

As the functionality of the computer-based decision aids vary, so do the types of
problems for which they are suited (see Table 3-6). Automation is suited for well-defined
problems that are static and structured. Conversely, DSS and ES tools are designed for

poorly specified problems that are dynamic and context sensitive [3, 67, 120, 121].
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The primary responsibilities of the human user also vary with the functionality of the
systems. These responsibilities are summarized in Table 3-6. The role of the human user
when working with high levels of automation changes from that of participant in decision
making to that of supervisor of the decision maker [98]. This is in contrast with the
participatory roles of the human user with the DSS and ES. These two types of systems

support human decision making and do not supplant it.

Table 3-6 Problems suitable for decision aids and responsibilities of users

Automation Decision Support Systems Expert Systems
Problems Structured problems Structureable and Structureable and
addressed Unstructured Problems Unstructured Problems
Role of Supervise info. collection ~ Design problem model Supervise info. collection
Human Supervise info. processing Identify relevant info. Review system explanations
Decision Supervise implementation  Collect info. Reconcile inconsistencies
Maker Generate alternatives Select alternative

Select alternative Implement alternative

Implement alternative

3.2.3 Theories of Computer-aided Decision Making

By focusing attention on participatory decision aids (DSS and ES), one can begin to
explore the essential elements that contribute to successful computer-aided decision
making. A traditional view of the effects of DSS and ES may suggest a direct link
between the system capabilities and system performance [129]. Such a view considers the
functionality of the system and its important role in improving decision making
performance. However, a direct link neglects many significant factors that also influence

decision performance (such as task-technology fit) [50, 151].
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Todd and Benbasat [129] present a model of key factors that influence the impact of
DSS on decision performance. In addition to the system’s capabilities, they posit
examining the effects of the decision task, decision maker, desired effort, desired

accuracy, and decision strategy. A reproduction of their model is presented in Figure 3-5.

‘ Expected Effort

Expenditure ‘ ‘ Desired Accuracy

‘ System \
Capabilities
‘ Decision Task w7 =i Decision Strategy }—»‘ Pe[r)ficr:wsqlg:ce

‘ Decision Maker

Figure 3-5 Todd and Benbasat’s model of factors in DSS

From the early days of DSS, qualities of the decision task and the alignment between
the technological capabilities of the system and requirements of the task were suggested
as contributing factors to improving computer-aided decision performance [129]. Later,
researchers introduced what is now known as task-technology fit, the level or degree to
which the technology or decision aid is suited to the task [50]. If there is greater
alignment between the technology and the task, decision performance is enhanced.

Qualities of the decision maker may also be influential on decision performance.
Researchers have suggested that individual differences (such as cognitive style) may have
an effect on decision performance [23, 120]; however, this suggestion was questioned on

the grounds of relevance for implementing DSSs and ESs in organizations [58]. Despite



49

this challenge, expertise of the decision maker has remained an important factor in
effective computer-aided decision making as experts have more sophisticated mental
models of problems and can find root causes more easily than novices [95].

According to Todd and Benbasat [129], decision strategy fully mediates the
relationship between decision outcomes and the system capabilities, decision task, and
decision maker. There are numerous decision strategies that may be employed to form a
decision [103], and humans can and do alternate between decision strategies. In multiple
criteria decision making, sample strategies include the equal weight heuristic where all
criteria are equally weighted [32], weighted additive rule where criteria are weighted
based on subjective importance, and elimination by aspect where alternatives are
eliminated from consideration based on a single criterion [131].

Todd and Benbasat also claim that desired accuracy and desired expended effort
moderate the relationships between decision strategy, system capabilities, decision task,
and decision maker. Expected effort and desired accuracy are anticipatory measures
formed by the user ahead of any decision making and heavily influence the types of
decision processes that are used in arriving at a final decision [129]. Past research has
shown that there is an inverse relationship between these cognitive constructs (i.e., most
desire low effort and high accuracy) and that desired effort seems to be the dominant
factor at the expense of accuracy [103]. Todd and Benbasat argue that decision makers
use decision aids as a means to reduce effort expenditure and not sacrifice accuracy or

alter their decision strategy [127-129].



50

As ESs utilize knowledge garnered from human experts, they have the unique ability
to provide explanations about their conclusions and recommendations. Explanations
typically involve the reasoning (trace line), justification, and strategic implications of a
conclusion [1, 51, 147]. Researchers have suggested that the provision of context-relevant
explanations has a positive effect on perceptions of the ES, ES use, learning, and accurate
decision making [30]. In an attempt to specify the relevant factors involved with ES use,
Gregor and Benbasat [51] have developed a theoretical model that incorporates

explanations. A reproduction of this model is shown in Figure 3-6.

Context-SpeC|f_|c Triggers of ‘ Explanation Type
Explanation Use
Need for learning/understanding Content
Expectation failure (disagreement) Presentation format
Task requirements Provision mechanism

User Characteristics

Expertise
Other

i

Use of System Explanations

Extent of use (frequency of access)
Extent of use (duration of use)

' , )

Performance Perceptions of System Learning Transferred
to External Contexts

Confidencef/trust in judgments
Agreement with conclusions
Perceived usefulness
Satisfaction

Acceptance

Accuracy (effectiveness)
Speed

Procedural knowledge
Declarative knowledge

Figure 3-6 Gregor and Benbasat’s model of ES explanation use
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Although the central phenomenon of both the Todd and Benbasat and the Gregor
and Benbasat models is performance, there are significant differences. Both incorporate
user characteristics such as expertise. However, the Gregor and Benbasat model focuses
on explanation use as one of the key drivers of performance. In addition, they posit that
explanation use may also lead to other beneficial outcomes such as learning and positive
perceptions of the ES.

The model highlights the importance of context-specific triggers that need
explanation. Such triggers may involve disagreement between the user’s expectations and
ES results [51], perceived anomalies in the ES [78], and a recognized need for learning
[51]. The context-specific nature of the triggers emphasizes the tight coupling between
ES and context; therefore, the task-technology fit that is explicit in the Todd and
Benbasat model is also implied in this model.

Empirical evidence supports the link between explanation use, ES use, and
performance improvements [1, 51, 78, 147]. Explanations benefit both novices and
professionals in improving their decision making [1]. The provision of justification-type

explanations demonstrate particular value [147].

3.2.4 Judging Information Quality

Context-specific triggers for explanation use are opportunities for the users to gauge
the quality of the information the ES provides. While information quality can be partially
judged by ES-generated explanations, other indications of information quality also exist.
Understanding how humans judge the quality of the information they receive via a

computer-based tool is a necessary prerequisite to improving decision outcomes [40].
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Nelson et al. [88], suggest a two-dimensional categorization of antecedents to human
judgments of information quality that concerns not only perceptions of the information
itself, but also perceptions of the quality of the system providing the information. A

reproduction of their categorization is shown in Table 3-7.

Table 3-7 Nelson et al.’s antecedents of information quality

Information Quality System Quality

Dimension Definition Dimension Definition

Accuracy Info. is correct, Accessibility System accessible with low effort
unambiguous, meaningful,
believable

Completeness  All possible relevant states Reliability System dependable, available over
are represented time

Currency Info. is up-to-date; Info. Response System offers timely responses to
reflects current state of Time requests for information
world

Format Info. is presented in Flexibility System can adapt to variety of user
understandable, needs and changing conditions

interpretable manner

Integration System facilitates combination of
info. from various sources.

Nelson et al. tested their proposed model within the data warehousing domain and
noted that among the information quality dimensions, accuracy is most dominant,
followed by completeness and format. Among the system quality dimensions, reliability
is most dominant, followed closely by accessibility [88].

There is strong evidence that humans have difficulty identifying errors in data [66].
To address this issue, researchers have explored ways of providing meta-data called data
quality information (DQI) that provides insight to the user about the quality of that data

[40]. DQI differs from explanations provided by an ES in that DQI provides evaluations
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of the data being examined. Explanations typically concern the process by which the data
is being examined [51].

DQI is often expensive to collect and maintain but can be very useful to individuals
who are not intimately familiar with the applicable domain [22, 40]. DQI is typically
presented in a symbolic manner to represent the credibility of the data being analyzed.
For example, in a study conducted by Chengalur-Smith et al., DQI was represented by

categorical (above or below average) and interval (0-100) indicators [22].

3.2.5 Novices, Professionals, and Expert System Use

Past research has examined the differentiated use of ESs by novice and experts in
diverse settings and domains. Traditionally, expertise was established by employment in
a domain or particular employment-related responsibilities (e.g., [1]). While professional
responsibilities may be evidence of expertise, such responsibilities do not ensure
expertise. Therefore, the term professional will be used as it is more accurate in
describing experimental subjects and does not carry the same connotation that the term
expert carries.

Professionals have been shown to use ESs differently than novices. They request
more feedback and procedural knowledge explanations than novices and when they
request explanations, professionals are more likely to adhere to the ES recommendation
[1]. Professionals tend to verify their own models of decision making in light of the
information that the ES is providing while the main goal of novices is to understand the
problem they are facing [78]. Professionals also tend to use the ES explanations more to

resolve anomalies that they perceive in the ES [51]. Novices are more likely to request
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strategic and definitional explanations [1]. Also, as users transition from novice to
professional an increase is observed in the amount of attention given to DQI during the

course of decision making [40].

3.3 Computer-aided Deception Detection

With reviews of computer-aided decision making and deception detection complete,
pertinent concepts from both domains join to lay the foundation for computer-aided
deception detection. The most important concept in computer-aided deception detection
comes from maximizing the capabilities of both a human user and computer-aide. When
improved human efforts join with technology, the potential exists for more diagnostic
judgments of truth and lie [17]. More behavioral channels can be monitored and more
cues that may indicate deception or truth can be captured. This concept is illustrated in

Figure 3-7.
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Behavior Observed During
Deceptive Interaction

Cues Amenable to
Automated Analysis

Cues Amenable to
Human Analysis

Figure 3-7 Cues to deception that are amenable to human and automated monitoring

Division of responsibilities between the human user and system is a nontrivial task
that must be carefully examined to judge the effectiveness of joining improved human-
only efforts with the capabilities of an ES. To guide the examination, a theoretical model
of computer-aided deception detection will be presented that builds on existing work in
DSS and ES. Capabilities of computer-based kinesic and linguistic analysis will be
reviewed. Novice and professional deception detection abilities will be discussed and the

topic of calibration will be addressed.

3.3.1 Theoretical Model for Computer-aided Deception Detection

A theoretical model suited to address computer-aided deception detection was

formed by combining relevant factors from the Todd and Benbasat model [129] and
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Gregor and Benbasat model [51]. This model appears in Figure 3-8. As the theoretical
model deals only with deception detection, the task component of the model has been
omitted; however, this factor could easily be included in a more generalized theoretical

model for use outside of deception detection.

‘ Expected Effort

Expenditure ‘ Desired Accuracy ‘

System
Capabilities
User
Characteristics

Figure 3-8 Theoretical model of computer-aided deception detection

>

Perceptions of |
System

Decision
Performance

Decision Strategy

Key independent factors in the model include system capabilities and characteristics
of the decision maker. System capabilities may include qualities such as the provision of
explanations, type of explanations, types of analyses the system performs (e.g., kinesic
analysis, linguistic analysis, etc.), and accuracy and reliability of recommendations. User
characteristics may include level of experience with deception detection, past experience
with ESs or DSSs, and the user’s general tendency to trust system recommendations.

The system capabilities and user characteristics directly affect the user’s perceptions
of the system. Such perceptions may include opinions concerning the accuracy of the data
the system is analyzing, accuracy of the models or approach the system is using to
analyze the data, and the user’s willingness to use the system as a decision tool or

delegated agent [68].
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Next, perceptions of the system are thought to directly affect the strategies that users
utilize in coming to a final decision. Within the context of deception detection, decision
strategies can be extremely complex and difficult to capture objectively. Most deception
detection decision strategies seem to be rooted in loosely defined heuristics. In fact, many
professional lie-catchers are not fully aware of how they make judgments [138]. In
contrast, the decision strategies reviewed previously (e.g., weighted additive rule,
elimination by aspect, etc.) imply a structured approach to decision making. Therefore,
previously reviewed strategies will not be utilized in this study (although further research
could benefit from such investigation). Rather, decision strategy signifies how the user
incorporates the knowledge and recommendation into the final decision or judgment.
Decision strategies may include human anchoring and system anchoring. User
characteristics may affect how the user incorporates system knowledge and
recommendations.

As with the Todd and Benbasat model, expected effort and desired accuracy
moderate the link with decision strategy. Effort and accuracy are interpreted similarly to
the definitions outlined in [129] as described above.

Finally, decision strategy feeds into decision performance. Of primary importance in
decision performance is accuracy (forming a correct judgment). Past work has forwarded
the notion that a normative judgment should be the standard by which all decisions are
measured. This notion ignores decision correctness, which is a critical component of

deception detection. In addition to accuracy, alignment between decision confidence and
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accuracy is also a key component of decision performance as it directly affects the

decision maker’s conviction to the course of action.

3.3.2 Linguistic Analysis

Key capabilities provided by an ES in deception detection involve analysis of
behavior that is difficult for humans to do but relatively easy for a computer to do.
Among the deception detection methods that are useful in a natural environment,
linguistic analysis can be automated to capture cues that are correlated with deception
which are difficult for humans to monitor.

This discussion of linguistic analysis will only addresses message feature mining as
this is the technique that was implemented and tested in the prototype (discussed in
Chapter 4). Speech act profiling may at some future point be included in the prototype.
However, given the current state of the prototype, speech act profiling is outside of the
scope of this dissertation.

Empirical evidence suggests that deceivers may use language differently than truth-
tellers [15, 16, 92]. Deceivers may have shorter talk time, share fewer details, and display
elevated uncertainty [26]. Deceivers may also demonstrate less language diversity, less
complexity, and use more negative words [92]. Numerous linguistic features may be used
to gauge the credibility of messages. For example, both word counts and verb counts may
be used to judge message lengths and average sentence lengths, and average word lengths
may be used to judge language complexity. Zhou and colleagues [148, 149] present a
listing of linguistic features that may be useful in deception detection. This list of features

1s summarized in Table 3-8.
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Table 3-8 Zhou et al.’s linguistic features useful in deception detection

Category Features Description
Quantity Words, verbs, Raw counts of words, verbs, noun phrases, and
noun phrases, sentences sentences
Complexity Clauses, sentence length Clauses / sentences; Words / sentences
Word length Characters / words
Noun phrase length Words in noun phrases / noun phrases
Pausality Punctuation marks / sentences
Uncertainty Modifiers, modal verbs, Raw counts of modifiers, modal verbs, and third person

Non-immediacy

Expressivity
Diversity

Specificity

Affect

other references

Uncertainty

Passive voice

You, self, and other reference

Emotiveness

Lexical diversity
Content word diversity
Redundancy
Temporal-immediate, temporal-
nonimmediate
Spatial-close, spatial-far
Positive imagery,
negative imagery
Positive pleasantness,
negative pleasantness
Positive activation,
negative activation

pronouns
Count of words denoting uncertainty

Passive verbs / total verbs

Raw counts of second-person pronouns, first-person
singular, and first-person plural pronouns

(Adjectives + adverbs) / (nouns + verbs)

Unique words / total words

Unique content words / total content words

Function words / sentences

Temporal-immediate words / total words; Temporal-
nonimmediate words / total words

Close words / total words; Far words / total words
Mean imagery score; Positive sensorial words / total
words; Negative sensorial words / total words

Mean pleasantness score; Pleasant words / total words;
Unpleasant words / total words

Mean activation score; Positive activation words / total
words; Negative activation words / total words

Although the features developed by Zhou et al., were originally intended to be used

with synchronous and asynchronous persistent conversations (eg., chat, email), they are

founded upon research that has taken place in face-to-face interactions [148].

The accuracy rate of linguistic analysis varies across contexts and environments;

however, the method seems to provide consistent discrimination between liars and truth-

tellers at a rate higher than typical humans (54%). Using numerous classification methods

(including logistic regression, discriminant analysis, decision trees, and neural networks),

the features described by Zhou et al. achieve accuracy rates between 60-90% in both

experimental and field settings [20, 133, 150].
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3.3.3 Kinesic Analysis

In addition to linguistic analysis, another unobtrusive deception detection method is
kinesic analysis. Empirical evidence suggests that deceivers move their hands and heads
differently than truth-tellers. Two meta-analyses conclude that there is a significant
decrease in the amount of illustrating deceivers do in comparison to truth-tellers [26,
139]. Illustrating gestures are those gestures which normally accompany speech. They
can include iconics, metaphorics, beats, and cohesives in the McNeill [81] classification.
[llustrating gestures can represent semantic content in speech, can emphasize certain
points, or can designate a relationship between ideas in speech. For example, an
illustrator may be seen when one individual is giving directions to another and
demonstrates a left turn with her hand. This gesture would represent the semantic content
of the phrase “go left.”

DePaulo et al. [26] also point out that deceivers display significantly more chin
raises than truth-tellers. They also observed less but non-significant undifferentiated head
movement in deceivers; however, Buller et al. [15] found that deceivers show
significantly less total head movement than truth-tellers. Meservy and colleagues [82]
have developed a set of features that can be extracted from 2D image (frame) sequences.
These features have been used productively in past research for identifying body

movements that are correlated with deception. These features appear in Table 3-9.
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Table 3-9 Meservy et al.’s kinesic features useful in deception detection
Body Part

Measured Features Description

Head, RH, LH X, y position Position of the center point

Head Angle Angle of declination

Head Angle difference Difference in angles between previous frame and current frame

Head, RH, LH Difference Distance between x, y position between previous and current frame

Head, RH, LH Triangle area Area of triangle formed by connecting right, left hands and head

Head, RH, LH Distance Distance between head, and one hand; Euclidean distance between
hands

Head, RH, LH Tri-center Distance between the center of the triangle connecting the head and

distance hands and each of the hands and head

RH, LH Top Quadrant Dichotomous flag showing the presence of the hand above the chin

RH, LH Right Quadrant Dichotomous flag showing the presence of the hand to the right of the
right shoulder

RH, LH Center Quadrant Dichotomous flag showing the presence of the hand between the left
and right shoulders

RH, LH Left Quadrant Dichotomous flag showing the presence of the hand to the left of the
left shoulder

As with linguistic analysis, the accuracy rates of kinesic analysis also vary across
contexts and environments. However, the accuracy rate seems to be consistently higher
than the rate exhibited by most people. Using numerous classification methods (including
logistic regression, discriminant analysis, decision trees, and neural networks), the
features described by Meservy et al. achieve accuracy rates between 60-88% in both

experimental and field studies [17, 20, 59, 61, 82, 84].

3.3.4 Novice and Professional Deception Detection

There is significant evidence that professional lie-catchers perform only slightly
better than novices (see [139] for a complete review). The lone exception to this finding
may be United States Secret Service officers who, as a group, produced an accuracy rate
significantly better than novice lie-catchers [35]. Other professional lie-catchers
(including officers of state police departments, Federal Bureau of Investigation, Central

Intelligence Agency, Drug Enforcement Agency, National Security Agency, state judges,
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and psychiatrists) performed no better than regular college students [35]. One explanation
for this poor performance may be the relatively low stakes of the interviews the
professionals viewed. However, Vrij and Mann [141] found that when viewing murder
suspects’ interviews, police offers were only 64% accurate. Vrij and Mann further state
that professionals who held simple decision heuristics for deception detection performed

the poorest in the detection task.

3.3.5 Calibration

As the accuracy of linguistic and kinesic analyses is less than 100% but greater than
the performance of a typical human, users of decision aids must exert considerable effort
to remain properly calibrated. On one hand, the operators may observe the less-than-
perfect performance of the automated aid and summarily dismiss any conclusions formed
by the computer aid. On the other hand, the human tendencies to satisfice, create
decision-making heuristics, and ignore conflicting information provide fertile ground for
over-reliance on the decision aid [87]. In the extreme, over-reliance on the decision aid
may be classified as an automation bias [97, 118]. This bias has been seen repeatedly in
contexts outside deception detection. The bias is divided into errors of omission, where
the decision aid neglects pertinent information, and errors of commission, where the
decision aid directs an incorrect course of action [87, 118]. Both errors of omission and
commission result in hampered judgments.

The difficulty in calibration has been categorized into three major areas: disuse,
misuse, and abuse [97]. Disuse encompasses problems associated with operators avoiding

or ignoring the results of the automated aid. Misuse may include undue reliance on
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automation, increased complacency, and reduced situation awareness. Abuse concerns
misapplication of automation (e.g., automation that increases workload, automation does
more harm than good, etc.). While automation abuse may involve management and
designers, automation disuse and misuse deal fundamentally with the user of the
automated tool. Disuse and misuse can be effectively modeled by examining them along
continua of actual reliability of the decision aid and perceived decision aid reliability, as
shown in Figure 3-9. Disuse may occur when perceived reliability is lower than actual
reliability and misuse may occur when perceived reliability is higher than actual
reliability. One of the primary goals of the user should be proper calibration between
actual reliability and perceived reliability. When expectations of the decision aid are too

high or too low, the decision making ability of the human-computer system may suffer.

Decision Aid Reliability I _
Low R High
Perceived Decision Aid I
Reliability
Low High
Decision Aid Usage Outcome Disuse P'rope'r Misuse
Calibration

Figure 3-9 Calibration based on real and perceived reliability

Numerous methods have been proposed to counter the difficulty of calibrating
computer-aided decision making. Parasuraman and Riley [97] suggest a guide to

countering drawbacks of human-computer decision making. They address problems
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associated with automation use, misuse, disuse, and abuse. The suggestions are

summarized in Figure 3-10.

Use Misuse

1. Train operators to avoid over reliance on
aid

2. Train operators to recognize and counter
decision biases

3. Expect poor operator supervision in poor
work environments, in high-workload
situations and with autonomous aids

4. Provide feedback on automation state,
actions and intentions

1. Teach operators how aid works

2. Create policies for when aid should be used
3. Teach operators to make rational decisions
using aid

4. Limit operator cognitive overhead in
managing the aid

Disuse Abuse

1. Consider impact of failures, false alarms on
subsequent operator use

2. Determine decision threshold with care and
consider base rate information

3. Use an alert to indicate a situation is likely
rather than the final authority

1. Define the role of the operator

2. Balance benefits and costs of including a
human operator

3. When replacing a human with aid, consider
designer costs and error

4. Educate those managing the use of the aid

Figure 3-10 Suggestions for misuse, disuse, and abuse of decision aids

3.4 Research Questions and Hypotheses

To explore the key research question concerning the effects of a deception detection
tool on the human decision maker, decision strategies, and outcomes, a series of
hypotheses were formed that can be tested experimentally. The hypotheses were
developed based on the existing literature and are divided into two groups. The first set of
hypotheses deals solely with novice lie-catchers; the second set compares novices and

professional lie-catchers.
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3.4.1 Hypotheses Concerning Novices

Although validation studies are currently on-going, the kinesic and linguistic
analyses have demonstrated accuracy rates from 60%-90%. This range is higher than the
accuracy typically observed in unaided humans (54%) [9]. The kinesic and linguistic cues
that these analyses examine may be difficult for humans to monitor consistently and
vigilantly [17]. Therefore, use of a system that implements kinesic and linguistic analyses
should extend and improve the abilities of the user.

In acknowledgment of the variation in accuracy rate observed in kinesic and
linguistic analysis, two different accuracy rates are examined’. It is anticipated that
accuracy of the system will also influence the accuracy of the user’s judgment [129].

Hla: Novice users of the lower-accuracy system will demonstrate higher
Jjudgment accuracy than unaided novices.

H1b: Novice users of the higher-accuracy system will demonstrate higher
Jjudgment accuracy than novice users of the lower-accuracy system.

These two hypotheses taken together test a main effect for system use on accuracy.

A computer-based tool is not subject to many of the biases that hamper the ability of
humans in detecting deception (e.g., reliance on a single or small set of deceptive cues
[139]). The tool presents empirically-based deception judgments and the rationale behind
those judgments. The user is able to review the reasons behind the assessments and then

reconcile the reasoning with his or her observations. The reconciliation should induce a

* Discussion of the higher and lower accuracy levels of the system will be deferred until section 5.4.2.
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critical consideration of the basis for each judgment [1]. This process of reconciliation is
predicted to align the level of confidence with the accuracy level.
H2a: Novice users of the lower-accuracy system will demonstrate more alignment
between judgment accuracy and confidence in judgment than unaided novices.
H2b: Novice users of the higher-accuracy system will demonstrate more
alignment between judgment accuracy and confidence in judgment than novice
users of the lower-accuracy system.

These two hypotheses taken together test a main effect for system use on confidence
alignment.

To directly measure the influence of the system on the users’ judgments, users are
requested to provide judgments before observing the recommendations of the system
(initial judgments). These initial judgments can then be examined and productively
compared with the final judgments after the users have had the opportunity to review the
system suggestions.

In past research, bogus manipulations significantly improved experimental
participants’ deception detection ability [73]. One explanation for this finding was that
the participants subjected to bogus manipulations were conditioned to process messages
more critically [73]. To examine this possibility, initial judgments from novice system
users are compared with the judgments of unaided novices.

RQ1: What is the difference between the accuracy and alignment of the unaided
novice users’ judgments and the accuracy and alignment of the aided novice

users’ initial judgments?
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Once the novice users gain access to and use the system, their judgment performance
improves. As hypothesized above, the improvement is manifested in both judgment
accuracy and alignment between judgment confidence and judgment accuracy. Further, it
is anticipated that performance improvement will be greater for the users of the higher-
accuracy system.

H3: Novice users will see improvement in judgment accuracy and alignment
between initial and final judgments.

H4: Novice users of the higher-accuracy system will see greater improvement in
Jjudgment accuracy and alignment between initial and final judgments than novice
users of the lower-accuracy system.

To further improve accuracy in deception detection, training of the human user will
be introduced. As stated previously, training in deception detection has produced mixed
results; however, more recent findings indicate that training improves detection ability by
a small, but statistically significant amount [43].

H5: Trained novices will demonstrate higher judgment accuracy than untrained
novices.

H6: Trained novices will demonstrate more alignment between judgment
accuracy and confidence in judgment than untrained novices.

Researchers propose that users may treat the decision aid as a source of authority
which is less likely to be questioned [97]. Most users are aware of the huge processing

capability and memory of a computer and may believe that the computer’s ability
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exceeds their own [87]. This may result in novices misusing (over-relying on) the system
and system anchoring.
H7: When novices’ initial judgments conflict with the system recommendations,
the novices will anchor on the system recommendations.

One of the key factors in understanding ES use is perceived anomalies [51, 147].
Perceived anomalies serve as the trigger for explanation use, which in turn affects
perceptions of the ES and ES use [51]. Novice users may not have the experience
required to notice anomalies in the system operation and may not request clarification by
way of system explanation use [147]. This lack of experience may also manifest itself by
the lack of changes in user perceptions across higher-accuracy and lower-accuracy
conditions.

RQ2: What is the difference in the number of explanations viewed by the novice
users of the higher-accuracy system and the novice users of the lower-accuracy
system?

RQ3: What is the difference in the emotional trust in the system, willingness to
use the system as a decision aid, and willingness to use the system as an
autonomous agent among novice users of the higher-accuracy system and the
novice users of the lower-accuracy system?

These hypotheses are summarized along with directionality in Figure 3-11. The
independent measures are on the left of the figure, while the dependent measures are on

the right of the figure.
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Figure 3-11 Hypotheses for novice computer-aided deception detection

3.4.2 Hypotheses Concerning Novices and Professionals

As with the hypotheses involving only novices, initial (unaided) and final (computer-
aided) judgments can be productively compared to examine the effect of the computer
aid. Consistent with prior findings (e.g., [35, 141]), it is proposed that professional lie-
catchers may not be able to exceed the ability of novices in their initial judgments.

RQ4: What is the difference in the accuracy and alignment of the initial
Jjudgments of novices and professionals?

As soon as the novices and professionals are exposed to the functionality of the

computer-aid, the professionals will more fully engage the system by utilizing its

capabilities [1]. Such engaging will lead to explanation use and careful examination of
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the recommendations [51]. This, in turn, should lead to improved judgment accuracy and
alignment between confidence and accuracy by the professionals [1, 51, 147].

HS: Aided professionals will see greater improvement in judgment accuracy and

alignment between initial and final judgments than aided novices.

HY: Aided professionals will demonstrate higher accuracy in final judgments than

aided novices.

H10: Aided professionals will demonstrate more alignment between judgment

accuracy and confidence in final judgments than aided novices.

H11: Aided professionals will view more system explanations than aided novices.

As hypothesized above, professionals will be more likely to engage an ES and
explore the explanations behind its recommendation. The utilization of system
explanations has lead to greater acceptance of system recommendation in past research
and favorable perceptions of the system [1, 51]. However, professional lie-catchers’
abilities in deception detection do not approximate the level of expertise demonstrated in
other contexts when ESs have been used. The accuracy of professional lie-catchers and
laypersons in detecting deception is roughly equivalent [139]. Despite this equivalence,
professionals manifest higher levels of confidence in their own judgment [26]. Higher
confidence could encourage a reluctance to change judgment when countered by the
system and could feed unfavorable impressions of the system.
Of these opposing forces, reliance on experience and confidence in initial judgments

will be dominant. Thus, professionals will be less likely to alter their initial judgments

and will have unfavorable perceptions of the system.
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H12: When professionals’ initial judgments conflict with the system
recommendations, the professionals will anchor on their initial judgments.
H13: Aided professionals will demonstrate less emotional trust in the system, be
less willing to use the system as a decision aid, and be less likely to use the system
as an autonomous agent than aided novices.

These hypotheses are summarized along with directionality in Figure 3-12. The

independent measures are on the left of the figure, while the dependent measures are on

the right of the figure.
Judgment Accuracy
v
+ Ho Confidence
) Alignment
+HI0
Professional B - + H8 ‘ Judgment
Experience . | Improvement
o - H12
- H13 i

System Anchoring

Trust in System

Figure 3-12 Hypotheses for expert and novice computer-aided deception detection
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CHAPTER 4
EXPERIMENTAL PROTOTYPE FOR UNOBTRUSIVE, MULTI-MODAL DECEPTION

DETECTION

The behavioral analysis prototype (BAP) is an interactive expert system that
implements techniques from linguistic and kinesic analysis methods of deception
detection. The methods used in the BAP build on past work in deception detection that
has highlighted differences in the behavior of truth tellers and deceivers. Although the
methods have been productively used in various communication modalities (e.g., email
[150], synchronous chat [135], and voice-only conversations [60]), the methods in this
dissertation will be applied only to face-to-face interaction. The BAP is comprised of four

main components that appear in Figure 4-1.

Kinesic Analysis }—»‘ Explanations ‘
Linguistic A .
. Recommendation
Face-to-face Analysis User
Interaction
BAP Components

Figure 4-1 Components of the BAP

The BAP is not a fully functional, autonomous expert system; numerous steps in
linguistic and kinesis analysis are currently manual. However, the BAP represents a

reasonable proof-of-concept and is representative of the functionality that kinesic and
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linguistic analyses can provide. Further, the fully automated implementation of linguistic
and kinesic analyses in a future, full-featured version is feasible.

Both implementations of the kinesic and linguistic analyses methods draw upon
similar approaches. First, a recorded, face-to-face interaction is segmented into
meaningful units. These units may cover a single question-answer exchange or may span
an entire interaction. Next, low-level’ features are created from image sequences and
from transcripts of the interaction. Third, low-level features are used to calculate higher-
level features which track particular behaviors that may indicate deception. The higher-
level features were mentioned previously (see sections 3.3.2 and 3.3.3) and will again be
revisited. The low- and higher-level features are then summarized across the segment
and finally, the features are used to classify an interaction as truthful or deceptive. This
process appears in Figure 4-2. Each step of kinesic and linguistic analyses will be

addressed below.

Text File »
Segment Extract Low-level Compute Higher- Summarize .
*& [ Interaction }—{ Features }—{ level Features Features Classify Segment
B
Video
Files

Figure 4-2 Steps of kinesic and linguistic analyses

> Low- and higher-level features can be ambiguous terms. In this context, features are higher-level if they
are derived from other features (low-level features or other higher-level features). Such features may also
be termed first- and second-order data.
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4.1 Implementation of Linguistic Analysis®

The input for linguistic analysis is the text transcription of an interaction between
two individuals. In this research, face-to-face interviews were manually transcribed,
although automating the transcription process is technologically feasible. The first step in
linguistic analysis is segmentation of an interaction. Segmentation allows linguistic
analysis to focus on a particular section of an interview or other interaction that is of
particular interest. For the purposes of this research, the segmentation was manually
accomplished. However, methods do exist that can automate this step (e.g., [64]).

After the transcripts are segmented, a number of low-level cues are extracted from
the segmented transcripts. These low-level features are generated by a part-of-speech
parser and tagger and include counts and means of various linguistic constructs. The BAP
utilizes the General Architecture for Text Extraction (GATE) [24] for text parsing. The
results from GATE constitute the low-level linguistic features.

Additional features are calculated from the low-level features in an attempt to
capture more abstract characteristics of speech. Examples of these higher-level features
include level of emotiveness and passive voice ratio. Examples of low- and higher-level

linguistic features are shown in Table 4-1.

¢ A summarized version of section 4.1 was submitted for publication in M. L. Jensen, T. O. Meservy, J. K.
Burgoon, and J. F. Nunamaker, "Automatic, multimodal evaluation of human interaction." Tucson, AZ,
2007, pp. 1-19.
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Table 4-1 Examples of low and higher-level linguistic features

Level Feature Name Calculation
Low Verbs Count of verbs
Nouns Count of nouns
Adjectives Count of adjectives
High Passive verb ratio  Passive verbs / total verbs
Lexical diversity =~ Unique words / total words
Emotiveness (Adjectives + adverbs) / (nouns + verbs)

Some higher-level features utilize the Whissell dictionary of over 7,000 words with
scaled values for affect-related words and phrases [10, 142]. Features using the Whissell
dictionary include levels pleasantness and activation. According to Zhou and colleagues
[148, 149], low- and higher-level linguistic features can be divided into eight categories:
quantity, uncertainty, non-immediacy, expressivity, diversity, specificity, and affect.
Descriptions of the features appear in Table 3-8.

Following the extraction of low-level features and calculation of higher-level
features, summarization of the features occurs. Summarization of the linguistic features is
accomplished through counts, means and ratios. Using the summarized feature values,
the interaction can then be classified as either deceptive or truthful. This can be
accomplished through various classification techniques such as discriminant analysis,
logistic regression, support vector machines, neural networks, and decision trees [150]. In
the BAP, logistic regression was selected as the classification technique. Logistic
regression is not limited by many of the assumptions that hamper discriminant analysis
[105], and provides interpretable coefficients. Logistic regression provides a score
(between 0 and 1) that indicates level of deception based on the linguistic features. Weka

3: Data Mining Software was used for logistic regression [144].
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4.2 Tmplementation of Kinesic Analysis’

The preferred input for kinesic analysis is high quality digital video of a single
subject who is in a sitting position away from any objects, such as a table, that might hide
the hands or head. Higher quality video allows for more reliable position estimation of
the head and hands. However, the method has also been used successfully with converted
analog video (e.g., [59]).

As with linguistic analysis, the first step in kinesic analysis is to segment the video
into meaningful units. Also in line with linguistic analysis, segmentation was done
manually; however, methods do exist which can automate this step. Once segmentation
has occurred, image sequences (frames) are extracted from the video. Any high-end,
video editing software is capable of extracting image sequences and in this case, Avid
Xpress Pro version 4.6 was used. A sample frame taken from an image sequence is

shown in Figure 4-3.

7 A summarized version of section 4.2 was published in T. O. Meservy, M. L. Jensen, J. Kruse, D. P.
Twitchell, G. Tsechpenakis, J. K. Burgoon, D. N. Metaxas, and J. F. Nunamaker, "Deception detection
through automatic, unobtrusive analysis of nonverbal behavior," IEEE Intelligent Systems, vol. 20, 2005.
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00:05:42:17=

Figure 4-3 Sample video frame

Next, low-level features are identified by estimating hand and face positions.
Numerous techniques exist for automatic tracking of human head and hands. Notable
among these techniques are Pfinder, developed at MIT [145], and Vector Coherence
Mapping, developed at Wright State University [106]. The features used in kinesic
analysis are completely independent of the tracking method and can be used with various
tracking methods. For the feature set to be used, a number of measurements for each
frame in a video segment must be collected. An ellipse should be formed around the
head and the two hands and the center x, y position, major axis length, minor axis length,
major axis angle should be collected for each of the hands and the head. The necessary

measurements appear in Figure 4-4.
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Figure 4-4 Necessary measurements for feature use [82]

The BAP utilizes a tracking algorithm developed by Computational Biomedicine
Imaging and Modeling Center (CBIM) at Rutgers University [76]. The method extracts
hand and face regions using the color distribution from a digital image sequence. A
three-dimensional look-up-table (3-D LUT) is prepared to set the color distribution of the
face and hands. The 3-D LUT is based on the red, green, and blue components of
individual pixels and is created in advance of any tracking using skin color samples.

After extracting the hand and face regions from an image, the tracking algorithm
computes elliptical “blobs” that identify candidates for the face and hands. The 3-D LUT
may incorrectly identify candidate regions which are similar to skin color; however, these
candidates are disregarded through fine segmentation and comparing the subspaces of the
face and hand candidates. Thus, the most face-like and hand-like regions in a video
sequence are identified. From the blobs, the left hand, right hand, and face can be tracked

continuously. A complete technical description of the tracking algorithm is beyond the
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scope of this dissertation; however the interested reader is directed to [76, 84]. A video

frame that has been subjected to CBIM’s tracking algorithm appears in Figure 4-5.

Figure 4-5 Single frame subjected to tracking algorithm [82]

From low-level features (shown in Figure 4-4), approximately 150 additional single-
frame and multiple-frame higher-level features can be calculated automatically [82]. A
limited subset of these features has been shown to differentiate between truthful and
deceptive interactions and these features appear in Table 3-9. Implementations of sample
features listed in Table 3-9 are illustrated in Figure 4-6 and Figure 4-7. Single-frame
features include the distance between two blobs (see Figure 4-6) and the quadrant
features (see Figure 4-7). Distance features are calculated by using the Euclidean distance
formula on the center points of the blobs. The quadrant features are calculated using the
measurements from the head blob. The base of the head blob delineates the boundary

between quadrant 1 and the other quadrants. The other quadrants are specified using the
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width of the head blob. Two head widths comprise the width of quadrant 3 and quadrants

2 and 4 take up what remains [17].

Head

Left Hand to
Head
Distance

Right Hand to
Head
Distance

Right Hand Left Hand
Right Hand
to Left Hand

Distance

Figure 4-6 Distance features [82]

Figure 4-7 Quadrant features [82]

How far a blob has moved between frames is an example of a multiple frame feature.

This feature is termed the difference feature in Table 3-9 and is calculated using the
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Euclidean distance formula on the center-points of a single blob taken from two

sequential frames. This feature is demonstrated in Figure 4-8.

Head

Right Hand

(Frame 2) Right Hand Distance

(Frame 1 to Frame 2)

Z/ ‘ Q Left Hand

Right Hand
(Frame 1)

Figure 4-8 Difference feature [82]

After the extraction of lower-level features and the calculation of higher-level
features, summarization of the features takes place. A value for each feature is recorded
for every frame within an image sequence. These values are summarized via means and
variances over the length of the segment to provide comparable measures.

Using the summarized feature values, the interaction can then be classified as either
deceptive or truthful. As with linguistic analysis, this can be accomplished through
various classification techniques such as discriminant analysis, logistic regression,
support vector machines, neural networks, and decision trees [84]. With the BAP, logistic
regression was selected as the classification technique for kinesic analysis. Logistic

regression returns a score (between 0 and 1) that indicates a level of deception based on
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kinesic features. As in linguistic analysis, Weka 3: Data Mining Software was used for

logistic regression [ 144].

4.3 Deception Levels, System Recommendation, and Confidence Level

The BAP reports a number of calculations that are based on the raw results of the
logistic regressions from kinesic and linguistic analyses. Figure 4-9 shows an
enlargement of sample BAP results. Additional samples of BAP results and

recommendations are shown in Appendix A.

BAS Judgment
Judarnetit

) Innocent
(=) Guilty

Level of Deception

Mo Deception Full Deception

:J Define

System Confidence

Mo Confidence Full Confidence

__J Define

Kinesics Score

Mo Deception Full Deception

Define

Analysis

I I i

Cues

Linguistics Score

Mo Deception Full Deception

;

Analysiz

Cues

Figure 4-9 Sample BAP results
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For both kinesic and linguistic analyses, the BAP offers a level of deception. These
levels are termed linguistics and kinesics scores. As described previously, each score is
taken from the raw output of logistic regression® and is transformed to a measure between
0 and 10.

The linguistic and kinesic scores are combined to produce a level of deception that is
scaled from 0 to 10 (no deception to full deception). The combination of the scores takes
place through a simple average’. Building on the level of deception, the judgment is a
classification of guilt or innocence'®. The BAP deems an individual guilty if the level of
deception meets or exceeds a threshold of 5.

In addition to the judgment and level of deception, the BAP also provides a level of
confidence in the judgment. The confidence level is intended to indicate strength of
classification between guilty and innocent and is also scaled between 0 and 10. The
confidence level is calculated by examining the absolute difference between the level of
deception and the threshold of classification (deception level meets or exceeds 5). Thus,
deception levels of 0 (indicating complete honesty) or 10 (indicating complete deception)

will both have confidence levels of 10, indicating high strength of classification. The

¥ The raw output of logistic regression is a real number between 0 and 1 that can be interpreted as
probability of class membership.

° The combination of linguistic and kinesic scores may take place via numerous methods (e.g., score
weighting based on historical accuracy rates). Proper fusion of these scores was not addressed in the current
dissertation. However this is a critical issue that must be explored for multi-modal deception detection to be
possible.

' The BAP was used in a context where direct questioning about cheating occurred. Thus, a judgment
concerning the guilt or innocence of an individual is appropriate. However, a judgment of guilt or
innocence may not be appropriate in cases where direct questioning about wrongdoing does not occur. In
such a case, the binary classification would indicate only that deception has occurred, not that the
individual was guilty or innocent.
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calculation used for confidence level is shown in Equation 4-1 where ¢ is the level of
confidence, d is the raw score of logistic regression (deception level), ¢ is the threshold,
and w is a term intended to transform the score to a value between 0 and 10.

Equation 4-1 c=ld—-t|w

4.4 Explanations

A critical component of BAP is the explanatory capability that it provides. The
explanations that the BAP provides inform the user of the reasoning behind the
recommendations. As shown in Figure 4-9, BAP explanations come in three categories:
definitions, cues, and analysis. These categories of explanations were designed to fill
similar roles of explanations from other ESs, namely: definition, rule-trace, and
justification explanations [1, 30]. In contrast to past ESs [1], the explanations provided by
the BAP are provided solely in the feedback channel. There are no feedforward
explanations that are available to the user before the system provides a recommendation.

In line with past research on ESs, the explanations were created with expert
knowledge and reviewed by other experts. The explanations in the BAP were developed
using knowledge and feature descriptions from peer-reviewed, published literature. In
addition, an expert in deception detection reviewed the text of the explanations and
provision of the explanations to ensure correctness and accessibility. Each type of

explanation is discussed below and sample BAP explanations appear in Appendix A.
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4.4.1 Definitions

The BAP provides definitions of five critical components: linguistic analysis, kinesic
analysis, level of confidence, level of deception, and system judgment. The explanations
share procedural and declarative knowledge about each of these components. The
definitions are available whenever the BAP is accessible; however, the contents of these

definitions do not change with the analysis of different individuals.

4.4.2 Cues

Explanations concerning the cues deal primarily with the results of blob analysis and
message feature mining. Relative scores for individual features are presented in the cues
explanations. For example, one portion of the cues explanation for linguistic analysis
may read “This person demonstrates a HIGH amount of lexical diversity.”

Scores for individual features are reported as they relate to other scores. Raw feature
values are categorized into levels of LOW, MODERATE, and HIGH based on standard
deviations from the mean of the training set. This method of explanation provision
effectively notes any deviation from observed norms and at the same time does not
burden the user with needless numeric feature values. Feature values more than one
standard deviation below the mean are termed LOW; values within one standard
deviation (+/-) of the mean are classified as MODERATE; values greater that one

standard deviation above the mean are classified as HIGH.

4.4.3 Analysis

The analysis explanations provide natural language reasoning behind a level of

deception as provided by linguistic or kinesic analyses. The analysis explanations provide
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context for the features that are described in the cues and definition explanations and link
the features to concepts that are familiar to the user such as arousal and tenseness. An
example analysis explanation from the kinesic score is: “Analysis of this interview
indicates that this person demonstrates moderate levels of body movement and activation
of the head. This person does not demonstrate excessive over control or tenseness.
Further, this person does not display agitation or nervousness.”

The analysis explanations also provide a probability of deception that mirrors what is
shown to the user in the deception levels. For example, if the deception level for kinesic
analysis shows 0-3, 4-6, or 7-10, then the probability of deception stated in the analysis

explanation will be LOW, MODERATE, and HIGH, respectively.

4.5 Experimental Requirements and Modifications

Several additional components were added to the BAP for purposes of
experimentation. First, a video viewer was added to the BAP to enable a user to view
recorded interactions during the experiments. Further, a volume bar was also added to
ensure that conversations observed during the experiments were audible. These additions

appear in the complete BAP interface shown in Figure 4-10.
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Figure 4-10 Complete BAP user interface

4.5.1 Interactions with the BAP Interface

As shown in Figure 4-10, the experimental BAP requires two judgments from the
user. Directly after viewing a video, the user is required to enter an initial judgment. This
judgment consists of a judgment (guilty or innocent), level of deception, and level of
confidence. Following the completion of the initial judgment, the user is allowed access
to the BAP’s recommendations and explanations. After the user has examined the results

from the BAP, the user records a final judgment that again includes a judgment, level of
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deception and level of confidence. The order of interaction with the BAP is demonstrated

in Figure 4-11.

Step 1. Observe interview Step 2. Submit initial judgment
BAP Results BAP Results
Initial Final nitial Final
Judgment Judgment Judgment Judgment
Step 3. Observe system judgment Step 4. Submit final judgment

BAP Results BAS Judgment

Initial Final Initial
Judgment Judgment Judgment

ina
Judgment

Figure 4-11 Interaction with the experimental BAP

For practical use, the initial and final judgments are unnecessary and can be easily
excluded. However, in the experimental setting, the BAP interface provides an effective

means for recording responses from users that can be examined later.
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4.5.2 Training the BAP

Logistic regression is a classification method that requires training data to create a
classification function. Training data are necessary for both linguistic and kinesic
analyses. The experimental BAP was trained by following methods from signal detection
theory (SDT) [123, 124], whereby diagnostic features were included in a classification
function designed for the sole purpose of analyzing the interactions used in the
experiments. The diagnostic features were selected from the kinesic and linguistic
features outlined in sections 3.3.2 and 3.3.3. The experimental BAP calculated the
weights using an iteratively-reweighted least squares algorithm contained in the Weka
data mining toolbox [71, 144]. This algorithm uses ridge estimators to improve weight

estimates and to diminish the error in predictions that are made using the weights [71].

4.5.3 Creation of Explanations

As mentioned in section 4.4 , the explanations were manually created based on
expert knowledge. However, in the experimental BAP the explanations are tightly
coupled to the recorded interaction the user observes. In other words, the explanations (in
particular the analysis explanations) are specifically tied to the recorded interactions the
users viewed during the experiments. This method of explanation provision is infeasible
in a fully operational system. However, this method was adopted in the prototype system
as it allowed rapid development and gave the users the impression that the system was
fully functional.

Automatic provision of explanations is feasible in future systems. The definition

explanations are static and can be used repeatedly in analyzing numerous interactions.
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The cues explanations can be automatically extracted by examining the results of blob
analysis and message feature mining and comparing the feature values to historical
means. Finally, the analysis explanations can be developed which rely on the coefficients
in the logistic regression function. Natural language explanations can be developed which
link certain weighted combinations of cues to general interactional dimensions such as

involvement, arousal, and tenseness (for example, see [60])
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CHAPTER 5

NOVICE COMPUTER-AIDED DECEPTION DETECTION

An experiment was designed and carried out to address the hypotheses outlined in
section 3.4.1, and to examine the effects of the BAP system on novice judgments. The

description of the experiment and results are discussed below.

5.1 Participants

The experiment involved 185 participants recruited from two sections of an upper-
division Management Information Systems (MIS) course at the University of Arizona.
The MIS course is required for all business majors (accounting, business economics,
business management, entrepreneurship, finance, management information systems,
marketing, and operations management) and public administration majors (criminal
justice, human and health services, public management and policy). The mean age of the
participants was 21.9, mean years of secondary education was 3.8, and of all the

participants, 50.4% were female.

5.1.1 Motivation of Participants

The participants were recruited to participate in the experiment by public
announcements during class. The participants were awarded extra credit toward their
final grades for participation (approximately 2% of their final grade). To further motivate
the participants, those who scored in the top 10% in each experimental condition were

offered a cash reward in the amount of $10.
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5.1.2 Justification of Sample

The novice participants selected for this study represent untrained, non-professional
lie-catchers that could benefit from a decision aid in deception detection. They have been
exposed to some forms of deception but do not bear the professional responsibility of
detecting deception on a regular basis. They have not had extensive training in deception

detection so effects of training and BAP use can be captured and analyzed accurately.

5.2 Stimulus Materials

The stimulus materials for this study were provided by a previous experiment that
was conducted at Michigan State University (MSU) in 2004 by Timothy Levine and
colleagues [72]. In that study, high-stakes, unsanctioned deceptive and truthful
interactions were digitally recorded. The original purpose of the study was to examine the
behavior of deceivers and truth-tellers under high stakes and to understand observers’
accuracy rates across varying ratios of truth-tellers and deceivers [74].

The interviews were approved by the Institutional Review Board at MSU for use in
further deception detection studies (e.g., observer studies) at MSU and other institutions.
The data set contains 22 interviews which were used in the experiment (7 deceptive, 15
truthful). All of the interviews were used for training the BAP and 10 interviews, 5

truthful and 5 deceptive, were selected for stimulus materials during the experiment.
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5.2.1 Method of Collection of the Stimulus Materials'’

In a variation of the Exline procedure [36], students from an introductory
communication course at MSU were invited to participate in an experiment. The
participants were informed that the study concerned effective teamwork, and deception
was not mentioned in any experimental instructions. The participants were informed that
they would be working in pairs to answer difficult trivia questions and they were
promised a cash reward ($20 each) if they performed well on the trivia questions. Each
participant was paired with a confederate, and an experimenter entered the room and
asked a number of obscure trivia questions.

After a few questions, the experimenter was called out of the room and left the set of
trivia questions and answers in the room with the participant and confederate. The
confederate then encouraged the participant to cheat and look at the answers. The
participant then either observed the answers or refused to observe the answers. The
participants self-selected their treatment group.

After a few minutes, the experimenter returned and finished asking the trivia
questions. After all the trivia questions were complete, the confederate and participant
were separated and the participant was brought to an interview area where he or she was
interviewed. The participants were previously told that the interview would concern the

role of teamwork in responding to the trivia questions. Instead, the interviewer confronted

""" A complete description of all the conditions in the MSU cheating study can be found in T. R. Levine, R.
K. Kim, H. S. Park, and M. Hughes, "Deception detection accuracy is a predictable linear function of
message veracity base-rate: A formal test of Park and Levine's probability model," Communication
Monographs, vol. 73, pp. 243 - 260, 2006.
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the participants with a structured interview to find out if they had cheated. All
participants were paired with the same confederate and all participants were interviewed
by the same interviewer. The interviewer posed the same questions to all participants. A

full script of the interview questions appear in Table 5-1.

Table 5-1 Questions in MSU cheating study interviews
Did you find the trivia questions difficult?
Was teamwork much of a factor? How so? Please explain.
In looking at your score, you did better than other groups. Does this surprise you?
How would you explain your success?
Did you cheat when the experimenter left the room?
Why should I believe you?

5.2.2 Advantages and Disadvantages of the Stimulus Materials

Using these interviews has many advantages and some drawbacks. First, the stakes
in these interviews were higher than most experimentally generated interviews and the
lies were unsanctioned. Typically, high stakes are assumed to be present if there are
severe consequences for the deceiver if the deception is revealed. In this case, each
deceptive interviewee was seeking to preserve his or her reputation and character through
deception. Such self-preservation is thought to be a strong motivation and is commonly
guarded through deception [28]. Additionally, follow-up conversations with the
participants showed that they feared disciplinary action for cheating during the
experiment.

In each interview, ground truth is certain. The confederate knew which participant

cheated and which did not. Also, the questions were worded such that deceivers were
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forced into outright falsification and justification. There was little room in the interview
for ambiguous forms of deception such as equivocation and exaggeration.

Additionally, the scenario is accessible to most observers and the interview is
consistent across all cases. Cheating is familiar to many college students as it is discussed
frequently in class and campus communities. Thus, student observers would avoid
confounding effects from unfamiliarity with interview material. Further, there would be
no effect resulting from differing questioning techniques across cases as the questions in
the interviews are all consistent. Other deception studies have involved probing as part of
the interview questioning. While lack of probing departs slightly from reality, it does
provide for comparability across cases.

Finally, the interviews are relatively short with an approximate time of two and a
half minutes for each interview. This benefit allows for many interviews to be observed
by one person in a reasonable amount of time.

While the stakes in the interviews are increased, they still may not approach the high
stakes present in a criminal investigation; interviews from an actual law enforcement
scenario would be ideal. Such interviews are available but would be extremely difficult to
use in a study where others are observing the interview because of privacy issues and
human subject protections.

Also, the participants self-selected their own groups (deceptive, truthful). This
caused unequal numbers of truthful and deceptive interviews. Although humans are faced
with unequal amounts of truth and deception in normal interactions with others, unequal

numbers of truths and deceptions may skew the training of the BAP.
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5.3 Experiment Design Matrices

As described in section 3.4.1, there are three independent variables that were
manipulated during this experiment: use of the BAP; accuracy of the BAP; and access to
training. Use of the BAP and accuracy of the BAP are split among three treatments: No
BAP access, access to higher-accuracy BAP, and access to lower-accuracy BAP. Thus,
the experiment utilizes a mixed (between- and within-subjects) model with repeated
judgments as the within-subjects factor. The experimental design matrix and sample size

in each cell is illustrated in Table 5-2.

Table 5-2 Experimental design matrix for novices
No Training  Training

No BAP Access N=31 N=3l1
Access to Lower- . _

accuracy BAP N=31 N=31
Access to Higher- _ _

accuracy BAP N=30 N=31

5.4 Independent Variables

5.4.1 Use of the BAP

Use was operationalized by availability and access to the BAP. The access group
was free to use the BAP as much or as little as they wished in forming their judgments.
The no-access group was not able to use the BAP. In the no-access group, the computer
interface excluded all components of the BAP and only required a final judgment, as

shown in Figure 5-1.
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Figure 5-1 BAP interface for the no-access condition

The difference between availability of the decision aid and use of the decision aid is
readily acknowledged. Usage may vary by degree through time and thus is not a suitable
factor. On the other hand, availability is an observable treatment that may be
administered. Actual BAP use is addressed in section 5.6.3 when the improvement

between initial and final judgments of BAP users is discussed.
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5.4.2 Accuracy of the BAP

Accuracy of the BAP was manipulated to form two conditions: higher accuracy
(80% correct classification) and lower accuracy (60% correct classification). These
accuracy rates are within the performance range of past implementations of kinesic and
linguistic analysis (see sections 3.3.2 and 3.3.3), and therefore represent reasonable
performance expectations for future systems similar to the BAP. Further, research
investigating automated decision aids with varying reliability rates suggests that there
seems to be a cutoff at 70% accuracy when the decision aid ceases to be useful in making
decisions [143]. This experiment examined accuracy rates above and below this
suggested threshold.

To attain an accuracy rate of 80% correct classification across truthful and deceptive
interactions, linguistic and kinesic analyses were initialized to focus on a small,
manually-selected subset of behavioral features. The features that were utilized appear in

Table 5-3.

Table 5-3 Features used in higher-accuracy BAP

Linguistic Features Kinesic Features

Feature Description Features Description

Lexical Diversity ~ Unique words / total words Avg Head difference ~ Average of the difference in head x,y
position between previous and current

frame

Verb Quantity Count of verbs Avg RH Q3 Average number of frames the right
hand is in the torso area

Affect Ratio Number of affective words /  Avg LH Q3 Average number of frames the left

total words hand is in the torso area

Group Count of first-person plural Var Head difference Variance in the difference in head x,y

References pronouns position between previous and current
frame

Activation Number of active words / Var Distance between  Variance in the distance between the

total words LH and RH left and right hands
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By focusing on these features, the BAP in the 80% condition misclassified a single
deceptive interview and a single truthful interaction. The BAP results and
recommendations for all 10 interviews seen in the higher-accuracy (80%) condition
appear in Table 5-4. Higher linguistics scores, kinesics scores, and deception levels

correspond to higher levels of deception.

Table 5-4 Results of the BAP in the higher-accuracy condition

Interview  Linguistics Kinesics Deception ~ Confidence

No. Score Score Judgment  Level Level Actual

1 9 2 Guilty 6 1 Guilty

2 2 1 Innocent 1 8 Innocent
3 2 4 Innocent 3 5 Innocent
4* 3 2 Innocent 2 6 Guilty
5% 5 6 Guilty 6 1 Innocent
6 0 2 Innocent 1 8 Innocent
7 3 7 Guilty 5 0 Guilty

8 8 1 Innocent 5 1 Innocent
9 7 10 Guilty 9 7 Guilty
10 10 8 Guilty 9 7 Guilty

(*misclassified)

While the features were manually selected, the features that were used have all
demonstrated utility in differentiating truthful from deceitful interactions. All of the
included features were taken from the Zhou et al. [148] and Meservy et al. [82] feature
sets that have been successfully used in past deception detection.

Once the features were established in the higher-accuracy condition, the features for
the lower-accuracy condition were designated. This was accomplished following
implications suggested by SDT. SDT recommends that higher accuracy can be attained
by including more diagnostic features in the decision process [124]. Thus, by inverse,
lower accuracy rates can be attained by excluding diagnostic features in the decision

process. Therefore, the lower-accuracy condition was created by manually excluding
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features that were included in the higher-accuracy condition until 60% accuracy was
achieved. The features utilized by the BAP in the 60% accuracy condition appear in

Table 5-5.

Table 5-5 Features used in lower-accuracy BAP

Linguistic Features Kinesic Features

Feature Description Features Description

Verb Quantity Count of verbs Avg Head difference ~ Average of the difference in head x,y
position between previous and current
frame

Affect Ratio Number of affective words /  Var Head difference Variance in the difference in head x,y

total words position between previous and current

frame

Group Count of first-person plural Var Distance between  Variance in the distance between the

References pronouns LH and RH left and right hands

Activation Number of active words /

total words

By focusing on these features, the BAP in the 60% condition misclassified two
deceptive interviews and two truthful interactions. The BAP results and
recommendations for all 10 interviews seen in the lower-accuracy (60%) condition

appear in Table 5-6.

Table 5-6 Results of the BAP in the lower-accuracy condition

Interview  Linguistics Kinesics Deception  Confidence

No. Score Score Judgment  Level Level Actual

1 9 1 Guilty 5 0 Guilty

2 1 1 Innocent 1 7 Innocent
3 1 2 Innocent 1 7 Innocent
4% 4 2 Innocent 3 4 Guilty
5% 8 5 Guilty 6 3 Innocent
6 1 2 Innocent 2 7 Innocent
7 6 7 Guilty 7 3 Guilty
8* 7 4 Guilty 6 1 Innocent
9 3 10 Guilty 7 3 Guilty
10* 4 4 Innocent 4 ) Guilty

(*misclassified)
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5.4.3 Training

The training manipulation occurred in two conditions: training and no-training. The
training material used in this experiment was adapted from existing training materials
produced by the Center for the Management of Information at the University of Arizona
and was taken from a 14-lecture course on nonverbal communication [31]. The training
consisted of a video-taped lecture with embedded examples, a knowledge quiz, and a
judgment quiz that were all delivered via computer. The training focused on deceptive
cues that humans are qualified to identify and addressed key topics shown in Table 5-7.

A summary of the training and quiz materials appear in Appendix B.

Table 5-7 Key topics presented in deception detection training
Definition of deception
Forms deception can take
Theoretical connections between deception and observable behavior
Deception cues associated with arousal
Deception cues associated with emotion
Deception cues associated with cognitive effort
Deception cues associated with memory processes
Deception cues associated with communicator tactics

Those in the training condition were shown the training video prior to participating
in the deception detection task. Those in the no-training condition were also shown the
training video but after the conclusion of the deception detection task. The video was
promoted as a benefit to the experimental participants, and showing the video to all
participants balanced the time required for different treatment groups.

The video-taped lecture lasted approximately 23 minutes. Following the lecture, the

participants were required to answer a knowledge quiz consisting of 10 questions that
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were designed to cement important information about deception detection. Following the
completion of the quiz, the correct answers were revealed so the participants could check
their responses. Following the knowledge quiz, the participants completed a judgment
quiz where they viewed five video-taped interviews and determined if the interviewee
they observed was being deceptive or truthful. Following each response, the correct
answer was shown and explanations were provided that highlighted behavioral cues the

interviewees displayed that could have tipped off an observer.

5.5 Experimental Methods

Upon arriving to the lab, the subjects were pseudo-randomly'® assigned to
conditions. The participants were seated at a computer and each viewed an orientation
video. For those with access to the BAP, the orientation video provided a brief
description of the BAP and also reported accuracy rates of past validation efforts
(although some studies have suggested higher performance, 60%-80% accuracy was
reported to the participants). The contents of the orientation can be found in Appendix C.
The participants filled out an initial survey that questioned them about topics like their

level of comfort with a computer, expectations concerning the deception detection task,

'2 All conditions were randomly assigned from the beginning of the experiment except the lower-accuracy,
no-training condition. The number of potential participants was thought to be limited; therefore participants
were assigned other conditions first. When the number of participants was deemed to be sufficient, the
lower-accuracy, no-training condition received participants to raise its sample size to the level of the other
conditions. Assignments were randomly made thereafter.
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and confidence in their decision making ability. All survey instruments appear in
Appendix D.

Following the survey, those in the training conditions viewed the training materials.
Those without access to the training began the deception detection task. The order of the
10 interviews each participant saw was randomized. Following each of the 10 judgments,
each participant was asked to provide their reasoning behind their judgment and those
with access to the BAP were asked if the system was of benefit to them. Following the
deception detection task, all participants were questioned in a final survey. Those in the
no-training condition then commenced with the training. The entire experiment lasted

approximately 1.5 hours.

5.6 Analysis

Analysis addressed five dependent measures (judgment accuracy, confidence

alignment, judgment improvement, system anchoring, and trust in the system).

5.6.1 Judgment Accuracy

Multiple judgments from each participant made available the use of a within-subjects
design in addition to the traditional between-subjects design. A within-subjects design
has the benefit of greater power than normal between-subjects designs as the error is
reduced by the inclusion of multiple measurements from the same participant [65]. The
within-subjects design also provided insight into any changes that may have occurred
through time as the participants made repeated judgments. Therefore, analysis of

accuracy took place by means of a three-way (2 x 3 x 10) mixed-model ANOVA with
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training and access to BAP type as between-subjects factors and judgment number as the
within-subjects factor.

In addition to the training and BAP access factors, the initial model included
covariates that were considered likely to affect the participants’ judgments. These
covariates included level of comfort with a computer, age, and years of education after
high school. However, multivariate tests (Wilks’ A) of these covariates did not return
significant results (Level of comfort with a computer F(9, 165) = .807, p = .610; age F(9,
165) = .669, p = .736; years of education after high school F(9, 165) = 1.043, p = .408).
Therefore, these covariates were excluded from analysis and the mixed-model ANOVA
was performed again.

The mixed-model ANOVA conformed to assumptions of covariance equality of the
dependent measure across groups (Box’s M = 314.3, F(275, 48162.2) = .981, p > .05) and
sphericity (Mauchly’s W = .763, °(1, N = 44) = 47.6, p > .05). For interpreting between-
subjects findings, homogeneity of variance was also examined using Levene’s test.
Levene’s test of the within-subjects factor indicated that there were significant violations
of equality of error variance between the judgments of each interview. Therefore, the
conservative Tamhane’s 7° post hoc test (p < .05) was adopted to examine between-
subjects effects [85].

Table 5-8 shows the mean accuracy rates (%) across the conditions. Consistent with
past research in deception detection (e.g., [74]), judgment accuracy is reported not only in

total, but also within the truthful and deceptive categories (see Table 5-9 and Table 5-10).



Table 5-8 Mean accuracy rates of all final judgments

No BAP Access

Access to Lower-
accuracy BAP
Access to Higher-
accuracy BAP

No Training Training
44.8 48.7
55.2 53.2
58.7 61.0

Table 5-9 Mean final judgment accuracy rates of truthful interviews

No BAP Access

Access to Lower-
accuracy BAP
Access to Higher-
accuracy BAP

No Training Training
40.0 40.0
54.8 535
61.3 60.0

Table 5-10 Mean final judgment accuracy rates of deceptive interviews

No BAP Access

Access to Lower-
accuracy BAP
Access to Higher-
accuracy BAP

No Training Training
49.7 57.4
55.5 52.9
56.0 61.9
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Examination of the between-subject effects indicates that system access significantly

affected judgment accuracy, F(2, 179) = 12.344, p < .001, partial n2 = .121. In support of

Hla, Tamhane post hoc tests showed that individuals with access to the lower-accuracy

BAP (M = 54.2, SD = 13.9) demonstrated a significantly higher accuracy rate than

unaided individuals (M = 46.8, SD = 15.9). In support of H1b, Tamhane post hoc tests

showed that individuals with access to the higher-accuracy BAP (M = 59.8, SD = 13.8)

demonstrated a significantly higher accuracy rate than individuals with access to the

lower-accuracy BAP.
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Examination of the between-subjects effects do not indicate that training
significantly affected judgment accuracy, F(1, 179) = .432, p = .512. This finding fails to
support HS. Further, the between-subjects interaction effect (Training X Access) was also
not significant, F(2, 179) = .665, p = .521.

As a within-subject design was used to analyze judgments of individual interviews,
mean accuracy rates are reported for each interview. While the accuracy rates are
reported according to interview number, the interviews were randomly ordered during the
experiment. Mean accuracy rates for each interview along with recommendations of the

BAP in the training, higher- and lower-accuracy conditions are shown in Table 5-11.

Table 5-11 Mean accuracy rates for each interview

Interview No.
Treatment 1 2 3 4 5 6 7 8 9 10 Mean

No BAP 323 290 581 839 194 323 194 613 548 581 4438
No training

No BAP 548 194 516 742 129 51.6 290 645 613 677 487
Training

High acc BAP 567 733 800 567 167 867 167 500 767 733 587
No training

High acc BAP 581 548 774 548 97 806 387 774 710 871 61.0
Training

Low acc BAP 645 774 742 387 161 645 613 419 774 355 552
No training

Low acc BAP 419 581 710 548 129 645 548 613 742 387 532
Training

BAP Results

High acc BAP G I I I G I G I G G 80.0
Low acc BAP G 1 1 1 G 1 G G G 1 60.0
Actual G I 1 G 1 I G I G G

Examination of the within-subjects factor reveals that judgment number exhibits a
significant effect on judgment accuracy, F(9, 1611) = 2.517, p = .007, partial n2 = .014.

Figure 5-2 displays mean accuracy rates for each judgment number. The mean accuracy
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rates for each judgment hover between 50% and 60%, with notable exceptions at

judgment number 5 and judgment number 9.
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Figure 5-2 Change in judgment accuracy over detection task.

The nature of this effect was examined using a Bonferroni adjusted multiple
comparison test (p < .05). Results indicated that judgment 5 (M = 39.5, SD = 49.0) was
significantly lower than judgment 3 (M = 56.8, SD = 49.7), judgment 4 (M = 57.8, SD =
49.5), judgment 7 (M = 56.2, SD = 49.7), and judgment 9 (M = 60.5, SD = 49.0). A
comparison between judgment 1 (M = 51.9, SD = 50.1) and judgment 10 (M = 54.0, SD =
50.0) did not yield significant results, suggesting that the amount of improvement that

occurred during the detection task was negligible. The lack of improvement was
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underscored by an examination of the orthogonal polynomials which showed no
significant linear trend.

Consistent with the between-subjects findings, the within-subjects interactions
Judgment Number x Access (F(18, 1611) = 2.657, p < .001, partial n2 = .029) and
Judgment Number x Access x Training (F(18, 1611) =1.702, p = .033, partial 2 =.019)
were found to be significant. The interaction Judgment Number x Training (F(9, 1611) =

792, p = .624) was not found to be significant.

5.6.2 Confidence Alignment

To measure the level of alignment between judgment accuracy and judgment
confidence, a measure called the Mean Probability Score (MPS) was adapted and used.
Brier [11] proposed the Probability Score (PS) as a measure that evaluates individuals’
probability estimates of an event actually occurring. The PS is calculated in hindsight
(i.e., after the event has occurred or has not occurred) and compares the binary outcome d
(1 = the event occurred; 0 = the event did not occur) with the probability estimate to
arrive at a score between 0 (perfect prediction) and 1 (counter-perfect accuracy). This
calculation is shown in Equation 5-1 where P’(4) is the probability estimate of the
occurrence of event 4.

Equation 5-1 PS =(P'(A)—d)’

The MPS is the average of PSs taken over numerous judgments (see Equation 5-2)
and is a gauge of probabilistic judgment consistency and quality [146]. It also effectively
captures individuals’ levels of confidence about their judgments. As individuals are more

certain about their predictions, they will assert higher or lower probabilities based on
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whether or not they think an event will or will not occur. The degree to which these

probabilities match actual outcomes is neatly summarized by the MPS.
Equation 5-2 MPS = PS
In the deception detection task, probabilities of guilt or innocence were not explicitly
requested from the novices. In place of probabilities, a judgment (guilty or innocent) and
level of confidence (0-10) were requested. The judgment and confidence level were
therefore combined to a single measurement that approximates a probability judgment.
For example, a judgment of guilty with complete confidence would score 1; a judgment
of innocent with full confidence would score a 0; and judgments of guilty or innocent
with no confidence would both score .5. This transformation occurred as shown in Table
5-12.
Table 5-12 Steps in creating an approximate PS
PS=.5
If judgment = guilty
PS =PS + (Confidence Level)(.05)

Else
PS =PS - (Confidence Level)(.05)

Following the calculation of each PS, the MPS was calculated according to Equation
5-2. Then, the approach adopted in exploring judgment accuracy was utilized in
examining MPS. Analysis of MPS took place by means of a three-way 2 (Training) % 3
(Access to BAP type) x 10 (Judgment Number) mixed-model ANOVA with judgment

number as the within-subjects factor.
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As with judgment accuracy, level of comfort with a computer, age, and years of
education after high school were included in the initial model as covariates because they
were thought to affect confidence alignment. Multivariate tests (Pillai’s Trace) of these
covariates did not yield significant results (Level of comfort with a computer F(9, 165) =
912, p = .516; age F(9, 165) = 1.892, p = .056; years of education after high school F(9,
165) = .852, p = .569). Therefore, these covariates were excluded from analysis and the
mixed-model ANOVA was performed again.

The resultant mixed-model ANOVA violated assumptions of covariance equality of
the dependent measure across groups (Box’s M = 433.7, F(275, 48162.7) = 1.353, p <
.001). Therefore Pillai’s Trace was used to analyze the multivariate tests [85]. The
mixed-model ANOVA also violated assumptions of sphericity (Mauchly’s W = .690,
Z(1, N = 44) = 65.195, p = .021). Therefore, degrees of freedom were adjusted for the
within-subjects effects using the Huynh-Feldt method. For interpreting between-subjects
findings, homogeneity of variance was also examined using Levene’s test. Levene’s test
of the within-subjects factor indicated that there were significant violations of equality of
error variance between the judgments of each interview. Therefore, Tamhane’s 7° post
hoc test (p < .05) was adopted to examine between-subjects effects [85]. Table 5-13

shows the MPSs across the conditions.
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Table 5-13 MPSs of final judgments

No Training Training
No BAP Access 408 368
Access to Lower-
accuracy BAP 316 317
Access to Higher-
accuracy BAP 288 269

Examination of the between-subjects effects indicates that system access
significantly affected the MPS, F(2, 179) = 17.687, p <.001, partial n2 = .165. In support
of H2a, Tamhane post hoc tests showed that individuals with access to the lower-
accuracy BAP (M = .316, SD = .112) demonstrated a significantly lower MPS than
unaided individuals (M = .388, SD = .114). Tamhane post hoc tests showed that
individuals with access to the higher-accuracy BAP (M = .219, SD = .114) did not
demonstrate significantly lower MPSs than individuals with access to the lower-accuracy
BAP. However, examination of the significance levels showed that while the MPSs for
the higher-accuracy condition were not lower than the MPSs for the lower-accuracy
condition at the p = .05 level, the difference was significant at the p = .10 level. This
significant difference provides weak support for H2b.

Further examination of the between-subjects effects did not indicate that training
significantly affected MPS, F(1, 179) = 1.591, p = .209. This finding fails to support H6.
Further, the between-subjects interaction effect (Training x Access) was also not
significant, F(2, 179) =.627, p = .535.

MPSs for each interview along with recommendations of the BAP in the training,

higher- and lower-accuracy conditions appear in Table 5-14. While the MPSs reported
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here are organized by the interview

experiment was randomized.

Table 5-14 MPS for each interview

Interview No.

number, the order of the interviews seen in the

1

Treatment 2 3 4 5 6 7 8 9 10 Mean
No BAP 501 437 294 160 573 472 640 298 372 329 .408
No training

No BAP 356 549 325 249 571 305 .545 273 292 213 368
Training

High acc BAP 334 213 175 274 587 121 462 310 .193 212 288
No training

High acc BAP 311 310 .154 299 543 132 429 162 235 .116 .269
Training

Low acc BAP 300 205 .147 386 .549 241 288 406 .195 440 316
No training

Low acc BAP 370 298 215 296 553 239 345 254 206 395 317
Training

Examination of the within-subjects factor reveals that judgment number exhibits a

significant effect on MPS, F(8.990, 1609.189) = 2.308, p = .014, partial n2 = .013. Figure

5-3 displays mean accuracy rates for each judgment number.
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Figure 5-3 Change in MPS over detection task

The nature of this effect was examined using a Bonferroni adjusted multiple
comparison test (p < .05). Results indicated that judgment 5 (M = .415, SD = .324) was
significantly more than judgment 4 (M = .294, SD = .308), judgment 7 (M = .297, SD =
.300), and judgment 9 (M = .294, SD = .313). A comparison between judgment 1 (M =
337, 8D = .335) and judgment 10 (M = .326, SD = .317) did not yield significant results,
suggesting that the amount of improvement that occurred during the detection task was
negligible. The lack of improvement was underscored by an examination of the
orthogonal polynomials which showed no significant linear trend.

Consistent with the between-subjects findings, the within-subjects interaction

Judgment Number x Access (F(17.98, 1609.189) = 2.204, p = .003, partial n2 = .024)
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was significant. However, the interaction Judgment Number X Access X Training
(F(17.98, 1609.189) = 1.323, p = .163) was not significant. The interaction Judgment

Number x Training (£(8.99, 1609.189) = .842, p = .577) was also not significant.

5.6.3 Judgment Improvement

Those who had access to the BAP were required to submit an initial judgment prior
to viewing the BAP results. The accuracy rates of the initial judgments from the users of
the higher- and lower-accuracy BAP are shown in Table 5-15. For comparison purposes,
the accuracy rates of those without BAP access are also included in Table 5-15. Judgment
accuracy rates of truthful and deceptive interviews are shown in Table 5-16 and Table

5-17, respectively.

Table 5-15 Mean accuracy rates of all initial judgments

No Training Training
No BAP Access 44 8 48.7
Access to Lower-
accuracy BAP 487 46.5
Access to Higher-
accuracy BAP 417 46.8
Table 5-16 Mean initial judgment accuracy rates of truthful interviews
No Training Training
No BAP Access 40.0 40.0
Access to Lower-
accuracy BAP 4.3 46.5
Access to Higher-
accuracy BAP 500 4.3
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Table 5-17 Mean initial judgment accuracy rates of deceptive interviews

No Training Training
No BAP Access 49.7 57.4
Access to Lower-
accuracy BAP 529 46.5
Access to Higher-
accuracy BAP 453 490

The MPSs of the initial judgments from the users of the higher- and lower accuracy
BAP are shown in Table 5-18. Again, for comparison purposes, the MPSs for those who

did not have access to the BAP are also shown in Table 5-18.

Table 5-18 MPSs of initial judgments

No Training Training
No BAP Access 408 368
Access to Lower-
accuracy BAP 348 385
Access to Higher-
accuracy BAP 370 368

To examine whether the accuracy rates from initial judgments of BAP users differed
from unaided judgments, a two sample ¢-test was performed (two-tailed). There was no
significant difference between the initial judgment accuracy of the users and the
judgment accuracy of the non-users, #183) = .292, p = .771. Users’ initial MPSs were
also examined via a two sample ¢-test (two-tailed). There was no significant difference in
MPS between initial users’ judgments and non-users’ judgments, #(183) = 1.23, p = .217.
These findings answer RQ1.

Analysis of judgment improvement for the BAP users took place by means of two

three-way (Training X Access to BAP type X Initial-final Judgment) mixed-model
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ANOVAs with initial and final judgments as the within-subjects factor. The first
ANOVA involved initial and final correct judgments (judgment accuracy improvement)
and the second ANOVA involved initial and final MPSs (confidence alignment
improvement).

In the first ANOVA, the analysis conformed to assumptions of covariance equality
of the dependent measure across groups (Box’s M = 5.577, F(9, 161734.2) = .601, p =
.797). However, the ANOVA violated assumptions of sphericity; therefore, degrees of
freedom were adjusted for the within-subjects effects using the Huynh-Feldt method.
Finally, Levene’s test did not indicate a violation of equality of the error variance across
groups.

Examination of the within-subjects indicated that there was a significant difference
in judgment accuracy between users’ initial (unaided) judgment and the final (aided)
judgments, F(1, 119) = 73.324, p < .001, partial n° = .381. This test indicated that final,
aided judgments (M = 57.0, SD = 14.1) were significantly more accurate than initial,
unaided judgments (M = 47.4, SD = 12.5).

The interaction effect between initial-final judgment and access to BAP type was
also significant F(1, 119) = 7.115, p = .009, partial nz =.056. Other interaction effects,
Initial-final Judgment x Training (F(1, 119) = .614, p = .435) and Initial-final Judgment X
Access to BAP type x Training (F(1, 119) = .409, p = .523), were not significant.

Examination of the between-subjects effects indicated that there were no significant
effects for training, F(1, 119) = .108, p = .743, or access to BAP type F(1, 119) = 1.539,

p <.217.
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Second, the mixed-model ANOVA concerning the improvement in alignment
between judgment accuracy and judgment confidence conformed to assumptions of
covariance equality of the dependent measure across groups (Box’s M = 11.935, F(9,
161734.2) = 1.286, p = 239). However, the alignment ANOVA also violated assumptions
of sphericity; therefore, degrees of freedom were adjusted for the within-subjects effects
using the Huynh-Feldt method. Finally, Levene’s test did not indicate a violation of
equality of the error variance across groups.

Examination of the within-subjects indicated that there was a significant difference
in confidence alignment between users’ initial (unaided) judgment and the final (aided)
judgment, F(1, 119) = 116.731, p < .001, partial n2 = .495. This test indicated that
confidence levels of final, aided judgments (M = .298, SD = .099) were significantly
more aligned with accuracy than confidence levels of initial, unaided judgments (M =
368, SD =.094).

The interaction effect between initial-final judgment and access to BAP type was
significant, F(1, 119) = 10.016, p = .002, partial n2 = .078, as was the interaction effect
between initial-final judgment and training, F(1, 119) = 3.959, p = .049, partial n* = .032.
The final interaction effect, Initial-final Judgment x Access to BAP type x Training (F(1,
119) =.567, p = .453), was not significant.

Examination of the between-subjects effects indicated that there were no significant
effects for training, F(1, 119) = .067, p = .797, or access to BAP type F(1, 119) = 1.169,

p<.282.
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The significant improvement in both judgment accuracy and confidence alignment
between initial (unaided) and final (aided) judgments supports H3. However, the lack of
significant improvement in judgment accuracy and confidence alignment between users

of the higher- and lower-accuracy systems does not support H4.

5.6.4 System Anchoring

When users’ initial judgments disagreed with the recommendations of the system,
that conflict had to be resolved before a final judgment could be achieved. To examine
the tendencies of novices in how they resolve this conflict, the number of judgments
where initial judgments contradicted system recommendations were tallied. The final
judgment was then reviewed to determine if the user retained his or her original judgment
or deferred to the BAP. If, during the course of viewing the 10 interviews, the user
resolved this conflict more often by reverting back to his or her judgments, then the user
was classified as human-anchored. Conversely, if the user accepted the recommendations
of the system more often, then the user was classified as system-anchored.

Figure 5-4 shows the percentages of novice users who were classified as human-
anchored (72%) or system-anchored (19%). In addition to these two groups, there were a
smaller number of novices who evenly split between accepting the BAP
recommendations and retaining their initial judgments (9%). The number of individuals
who demonstrate human-anchoring significantly outnumber those who demonstrate

system-anchoring, y*(1, N = 123) = 48.203, p < .001. This finding contradicts H7.
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Figure 5-4 Human and system anchoring in novices

When users’ initial judgments disagreed with the system recommendations, there
was an opportunity to investigate the reasoning behind the recommendation. The
reasoning behind the function of the BAP was revealed through explanations of three
types: definitions, cues, and analysis (see section 4.4 for a more detailed description of
the BAP explanations). The mean numbers of definitions, cues, and analysis explanations

accessed in each condition appear in Figure 5-5.
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Figure 5-5 Means of BAP explanations accessed

Examination of the number of explanations accessed during the experiment was first
attempted via a bivariate Pearson’s correlation analysis. Results from this analysis
indicated that the number of cues explanations were significantly correlated with the
number of definitions explanations, (123) = .248, p = .006, and with the number of
analysis explanations, »(123) = .237, p = .008. As a result of possible related dependent
measures, a two-way (training X access to BAP type) between-subjects MANOVA was
utilized to examine explanation usage.

Review of the data showed that the number of explanations viewed in each category
violated assumptions of normality by demonstrating heavy skewness. Adoption of a

square-root transformation of the number of definitions, cues, and analysis explanations
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remedied this violation. Box’s M test (p = .579), indicated variance-covariance equality
across factors. Levene’s test indicated inequality between the error variances of the
number of analysis explanations across groups. However, Levene’s test demonstrated
equality of error variances for the number of other explanations (definitions and cues).
Therefore, the Bonferroni procedure (= .05) was adopted for pairwise comparisons.
Using Wilks’ A, the dependent variate was not significantly affected by access to
system type, A = .988, F(3, 117) = .458, p = .712. Thus, there were no differences in the
number of explanations viewed by novices across conditions. This finding answers RQ?2.
Interestingly, there was a significant effect from training, 4 = .935, F(3, 117) =
.2.703, p = .045. To explore the nature of this finding, tests of between-subjects effects
revealed that training significantly affected the number of analysis explanations that were
viewed, F(1, 119) = 4.257, p = .041, partial n* = .035. Pairwise comparisons using the
Bonferroni adjustment for multiple comparisons indicated that those who were untrained
requested more analysis explanations'® (M = 1.67, SD = 1.49) than those who were

trained (M =1.17, SD =1.17).

5.6.5 Trust in the System

Trust can be a difficult and elusive construct to capture accurately. It has many

definitions and varies depending on the context in which it appears. (See [79] for a

1 Recall that the number of explanations was transformed because of non-normality. The means reported
reflect the square-root transformation. This difference also clearly appears in Figure 5-5, which does not
reflect the transformation.
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comprehensive review of the trust construct.) The analysis and discussion of trust for the
purposes of this dissertation are limited to the view and opinions of the BAP user. In this
context, trust is an indication of a user’s willingness to accept the BAP and all of the
benefits and potential risks that this might entail [100].

Opinions about the performance and capability of the BAP were collected via a
questionnaire that was administered following the conclusion of the judgment task. The
questionnaire was adapted from an existing instrument that was first introduced to study
recommender systems and intelligent agents [68] and contained 19 questions'* scored on
a 1 (strongly disagree) to 7 (strongly agree) scale. The wording of the instrument was
changed to fit the context of computer-aided deception detection. The instrument
included questions concerning four types of perceptions or intentions: emotional trust of
the system, intentions to use system as a delegated agent, intentions to use the system as a
decision aid, and competence of the system. Opinions about use of the BAP as a
delegated agent or as a decision aid concern the users’ perspective about the proper
positioning of the BAP along the Sheridan and colleagues’ levels of automation (refer to
Figure 3-4). If a user is willing to use the BAP as a delegated agent, the user is willing to
allow the BAP to operate in his or her place without significant supervision. Conversely,

if a user is willing to use the BAP only as a decision aid, then the BAP may be consulted

' An additional four questions were included in the final novice questionnaire that concerned BAP user
demographics.
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during the judgment-making process but control over the judgment will be retained by
the user.

Measures indicating the reliability and validity of the items included in the
questionnaire appear in Appendix D. The constructs demonstrated acceptable reliability
and convergent and discriminant validity with the exception of system competence.
Therefore system competence was excluded from analysis.

Emotional trust, delegated agent intention, and decision aid intention were expected
to be correlated [68]; therefore, examination of user trust commenced with a bivariate
Pearson’s correlation analysis. Results from this analysis indicated that emotional trust
significantly correlated with intention to use the BAP as a decision aid, 7(123) = .405, p <
.001, and with intention to use the BAP as a delegated agent, »(123) =.590, p <.001. As
a result of possible related dependent measures, a two-way (training x access to BAP
type) between-subjects design MANOVA was utilized to examine users’ levels of trust in
the BAP. The mean factor scores for emotional trust, delegated agent intention, and

decision aid intention in each condition are shown in Figure 5-6.
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Figure 5-6 Mean factor scores for emotional trust, delegated agent intention, and decision
aid intention

There were no violations of statistical assumptions in the data and Box’s M test (p =
410) indicated variance-covariance equality across factors. Using Wilks’ A, the
dependent variate was not significantly affected by access to system type, 4 = .990, F(3,
117)=.397, p =.755 or training, A = .976, F(3, 117) =.968, p = .410. Thus, there were no
differences in levels of emotional trust, willingness to use the BAP as a delegated agent,
and willingness to use the BAP as a decision aid across conditions. This finding answers

RQ3.

5.7 Discussion

Findings concerning judgment accuracy, confidence alignment, improvement in

judgment, system, anchoring, and trust in the system are summarized in Table 5-19. A



125

graphical summary displaying the supported, hypothesized links between independent

and dependent variables appear in Figure 5-7.

Table 5-19 Summary of findings for novice computer-aided deception detection

Hla: Novice users of the lower-accuracy system will demonstrate higher judgment accuracy Supported
than unaided novices.

H1b: Novice users of the higher-accuracy system will demonstrate higher judgment accuracy Supported
than novice users of the lower-accuracy system.

H2a: Novice users of the lower-accuracy system will demonstrate more alignment between Supported
judgment accuracy and confidence in judgment than unaided novices.

H2b: Novice users of the higher-accuracy system will demonstrate more alignment between Weakly
judgment accuracy and confidence in judgment than novice users of the lower-accuracy system.  supported

RQ1: What is the difference between the accuracy and alignment of the unaided novice users’ No difference
judgments and the accuracy and alignment of the aided novice users’ initial judgments?

H3: Novice users will see improvement in judgment accuracy and alignment between initial Supported
and final judgments.

H4: Novice users of the higher-accuracy system will see greater improvement in judgment Not supported
accuracy and alignment between initial and final judgments than novice users of the lower-
accuracy system.

HS5: Trained novices will demonstrate higher judgment accuracy than untrained novices. Not supported

H6: Trained novices will demonstrate more alignment between judgment accuracy and Not supported
confidence in judgment than untrained novices.

H7: When novices’ initial judgments conflict with the system recommendations, the novices Contradicted
will anchor on the system recommendations.

RQ2: What is the difference in the number of explanations viewed by the novice users of the No difference
higher-accuracy system and the novice users of the lower-accuracy system?

RQ3: What is the difference in the emotional trust in the system, willingness to use the system No difference
as a decision aid, and willingness to use the system as an autonomous agent among novice users
of the higher-accuracy system and the novice users of the lower-accuracy system?
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Figure 5-7 Supported hypotheses for novice computer-aided deception detection

Novice lie-catchers without access to the BAP and without training in deception
detection clearly demonstrated the problems that many who assess credibility face: their
accuracy in detecting deception is low and their confidence is poorly calibrated to their
performance. Within the context of this experiment, these experimental participants
would have been better off flipping an unbiased coin to determine guilt or innocence, and
their MPSs would be classified as poor at best [146].

This poor performance is also present in the initial judgments of participants who
have access to the BAP but who have not had the opportunity to view the

recommendations of the BAP. Accuracy and confidence alignment are no better for
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users’ initial judgments than unaided novices’ judgments. This finding discounts the
possibility that users may have been preconditioned to more vigilantly monitor the
behavior of the interviewees they were observing. Thus, the improvement in judgment
performance of users of the BAP may more fully be attributed to use of the BAP.

The improvement in judgment performance was, perhaps, the most robust finding of
this experiment. Users of the BAP demonstrated significant improvement in their ability
to detect deception and align their confidence with their judgment accuracy. This finding
was supported not only with a between-subjects examination, but also a within-subjects
examination. Thus, the participants improved over their own unaided judgments. For
example, those in the trained/higher-accuracy BAP condition demonstrated a 16.2%
increase in accuracy over their untrained, unaided counterparts. Further, they
demonstrated 14.2% increase over their own unaided judgments. Those with access to the
lower-accuracy BAP also performed better than their unaided counterparts. However the
improvement was less pronounced.

Interestingly, the BAP alone correctly classified 80% of the interviewees correctly in
the higher-accuracy condition and 60% of the interviews in the lower-accuracy condition.
Yet novices using the BAP correctly classified between 53-61% of the interviews
correctly. This finding underscores the difficulty that humans face when detecting
deception and draws into question the notion of a human-computer system for improved
detection of deception (as illustrated by Figure 3-7). Further, this point may also invite

thoughts of an automated detection system that excludes any interface with a human user.
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While the experimental findings seem to support the exclusion of the human user,
total exclusion is not condoned. Once paired with the BAP, the human user must also be
allowed to grow accustomed to the performance and function of the BAP. It is possible
that the benefits of coupling skilled human detectors with computer aids may only come
as human responsibilities are clearly delineated and the functionality of the system is
reliably understood (see Figure 3-10). The novice users of the BAP may not have had
time to understand how they can work effectively with the BAP.

Further, there are many critical functions that a human user would perform in a field
environment that were not incorporated in the experiment. For example, human
responsibilities may be delineated in a manner similar to that of a polygraph operator,
where the user would be responsible for the interrogation questions and the interpretation
of the system results. In this scenario, the human user is aware of all the aspects of an
interview or interrogation, but the BAP would only be useful when deemed appropriate
by the human user. There are other potential divisions of responsibilities that may be
possible and many of them are listed in Figure 3-4. However, before delineation of
human and computer responsibilities are made, the accuracy and reliability of the BAP
must be determined within that scenario. Only then can the capabilities of a human user
be effectively paired with the BAP.

In the experiment, training did not improve judgment accuracy and did not improve
alignment between confidence and judgment accuracy. However, training did affect the
number of analysis explanations that users requested. This effect brings up the possibility

that users thought they understood how the BAP operated as a result of the training.



129

Therefore, they did not seek analysis explanations as often. This seems likely as the BAP
utilizes many of the concepts and findings discussed in the training, and one who was
familiar with those concepts may have found the analysis explanations less informative.

The limited effect of training on judgment performance brings to light an important
limitation of this study: the subjects had limited training in deception detection. The
training session lasted 23 minutes with approximately 10 minutes of practice. Past
research has called into question instruction on credibility assessments in brief sessions
before detection tasks [43].

Clearly, training used in this experiment was not meant to be an exhaustive course on
deception; however, the training contained valuable information that was useful in the
deception task. The deceptive interviewees demonstrated many of the cues that were
described in the training, but the novice lie-detectors did not catch these cues. Therefore,
we do not discount the importance of training in deception detection, but rather
acknowledge potential weakness in training methods. This conclusion is in line with
conclusions reached by other researchers who investigate training in deception detection
(e.g., [43]; also see Table 3-2).

Every effort was made to conform to the standards of effective training laid out in
Table 3-2; however, one may argue that the stakes of the lies observed were low and that
the training was not properly conducted. Possible improvements in the training may
include live lecture (with question and answer opportunities), more examples of
deceptive and truthful interactions under high stakes, and greater repetition of key

concepts (perhaps with multiple lectures).
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Examination of system anchoring among novice users produced findings that
strongly contradicted what was hypothesized. The results indicated that when novices’
initial judgments conflicted with the BAP’s recommendations, the novices
overwhelmingly retained their own judgments. This finding suggests that novice users,
despite being told that the BAP’s judgment was correct 60-80% of the time, opted to
disregard the BAP’s recommendation. For those who were trained, the anchoring on
human judgment was even more puzzling as the users were explicitly and repeatedly told
that humans perform poorly in detecting deception and that humans generally identify
deception approximately 50 percent of the time.

One explanation for this finding may be that users demonstrate anchoring and
adjustment biases resulting from the request for an initial judgment. Tversky and
Kahneman [132] first hypothesized that adjustments to initial judgments are typically
insufficient. However, this possibility was discounted by a pilot study described in
Appendix E when novice subjects were required to provide only a final judgment.

Another explanation of this finding may be that user perceptions concerning the BAP
did not reflect a high opinion of the system’s operation. As seen in Figure 5-6, users’
levels of trust in the BAP and their intention to the use the BAP as a delegated agent were
relatively low. It appeared that the users were willing to consult the recommendation of

the BAP but they did not think it competent enough to entrust it with autonomy.
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CHAPTER 6

NOVICE AND PROFESSIONAL COMPUTER-AIDED DECEPTION DETECTION

To address the hypotheses outlined in section 3.4.2 and to examine the effects of the
BAP system on novice and professional judgments, an experiment was designed and
carried out. The experiment compared the performance of trained novices with access to
the higher-accuracy BAP to professionals who also had access to training and the higher-
accuracy BAP. The novice responses described in Chapter 5 (training/access to higher-
accuracy BAP condition) were used and compared with professional responses. Thus, the
experiment described in this chapter closely follows the structure and design of the

experiment described in Chapter 5.

6.1 Participants

The participants in the novice condition were recruited from two sections of an
upper-division Management Information Systems (MIS) courses at the University of
Arizona. A total of 30 participants were randomly selected for the training and access to
the higher-accuracy BAP condition in Chapter 5. The mean age of the novice participants
was 21.5, mean years of secondary education was 3.5, and of all the participants, 45.0
percent were female.

The professional participants were recruited from federal and local law enforcement
agencies in the Southwestern United States. A total of 16 participants were recruited from
the United States Secret Service; a city police department; the Internal Revenue Service,

Criminal Investigation Division; and the Bureau of Alcohol, Tobacco, Firearms, and
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Explosives. The mean age of the professional participants was 38, mean years of
secondary education was 5, and of all the participants, 12.5 percent were female. The

professionals’ average number of years of law enforcement experience was 11.4.

6.1.1 Motivation of Participants

The novice participants were recruited to participate in the experiment by public
announcements during class. The participants were awarded extra credit toward their
final grades for participation (approximately 2% of their final grade). To further motivate
the participants, those who scored in the top 10% in each experimental condition were
offered a cash reward in the amount of $10.

The professionals were recruited via announcements made during an inter-
organizational meeting of local and federal law enforcement agencies. As an incentive for
participation, professional participants were offered free training in deception detection

following the conclusion of the experiment.

6.1.2 Justification of Sample

The novice participants selected for this study represent untrained, non-professional
lie-catchers that could benefit from a decision aid in deception detection. They have been
exposed to some forms of deception but do not bear the responsibility of detecting
deception on a regular basis. They serve as an effect baseline with which one may
contrast the capabilities of professional lie-catchers.

The professional participants selected for this study represent law-enforcement

agents who shoulder the responsibility of sifting through numerous interactions in search
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of truthful accounts of events. Resulting from their experience, the professionals are
acquainted with high-stakes deception and have successfully identified high-stakes
deception in the past. They are capable of evaluating the BAP in light of their experience
and may offer insights into how such a system may be incorporated into other

professionals’ deception detection efforts.

6.2 Stimulus Materials

The same stimulus materials that were used in the novice-only experiment (see
section 5.2 ) were also used in this study. The stimulus materials were provided by a
previous experiment that was conducted at Michigan State University (MSU) in 2004 by
Timothy Levine and colleagues [72]. In a variation of the Exline procedure [36], high-
stakes, unsanctioned deceptive and truthful interactions were elicited and digitally
recorded. The data set contained 22 interviews which were used in the experiment (7
deceptive, 15 truthful). All of the interviews were used for training the BAP and 10
interviews, 5 truthful and 5 deceptive, were selected for stimulus materials during the

experiment.

6.3 Experiment Design Matrices

As described in section 3.4.2, a single independent variable was manipulated during
this experiment: professional experience in deception detection. Both professionals and
novices had access to training in deception detection and also had access to the higher-
accuracy BAP. Thus, the experiment utilizes a simple experimental design. The

experimental design matrix and sample size in each cell appear in Table 6-1.
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Table 6-1 Experimental design matrix for novices and professionals
Novices  Professionals

Training/Access to
Higher-accuracy N=30 N=16
BAP

6.4 Independent Variable

Both the professionals and novices had access to the higher-accuracy BAP. The
higher-accuracy BAP in this experiment provided the same explanations and
recommendations as were described in the novice-only experiment (refer to sections 4.5.3
and 5.4.2). The professionals and novices also had access to the training described in
section 5.4.3 and in Appendix B. The sole independent variable in the experiment

described in this chapter was the designation of professional or novice lie-catcher.

6.5 Experimental Methods

6.5.1 Experimental Methods for Novices

Since novice responses from the novice-only experiment were used in this
experiment, the methods involving the novices exactly follow the description outlined in
section 5.5 . Upon arriving at the lab, the participants were pseudo-randomly assigned to
six conditions, one of which was training and access to higher-accuracy BAP condition.
The students in this condition viewed an orientation video describing the experiment and
the BAP and then completed an initial survey. Then the participants took part in the
training which included a knowledge quiz and judgment quiz. Following the training, the

participants judged the 10 randomly-ordered interviews. All novices had access to the
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higher-accuracy BAP. Following the detection task, the participants filled out a final
questionnaire and were released. The experiment lasted approximately 1.5 hours for the

novices.

6.5.2 Experimental Methods for Professionals

The experimental methods for the professionals closely followed that of the novices
with only a few exceptions. Upon arriving at the experiment, the professionals were
invited to introduce themselves and the experimenters also introduced themselves. A
brief explanation of the experiment was provided orally along with a description of the
components of the experiment (e.g., orientation video, computer-based deception
detection training, detection task, etc.). Following the introductions and brief explanation,
the professionals followed exactly the same procedure as the novices. A single additional
question concerning experience level was asked of the professionals (see Appendix D).

Following the completion of the experiment, the professionals were debriefed and
the experimenters conducted open discussions about the BAP, the professionals’
perceptions about its functionality and usefulness, and the professionals’ experiences in
determining the veracity of suspects’ statements. Following the debriefing and discussion
portion, the professionals received additional training concerning human-based deception

detection.
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6.6 Analysis

Analysis concerning the five dependent measures (judgment accuracy, confidence
alignment, judgment improvement, system anchoring, and trust in the system) will be

presented sequentially.

6.6.1 Judgment Accuracy

To examine the effect of experience on accuracy in a repeated task, a two-way 2
(Professional/Novice) x 10 (Judgment Number) mixed model ANOVA was performed
with judgment number as the within-subjects factor.

The mixed model ANOVA conformed to assumptions of covariance equality of the
dependent measure across groups (Box’s M = 95.640, F(55, 3117.510) = 1.239, p > .05)
and sphericity (Mauchly’s W = 239, /(1, N = 44) = 59.835, p > .05). For interpreting
between-subjects findings, homogeneity of variance was also examined using Levene’s
test. Levene’s test of the within-subjects factor indicated that there were significant

violations of equality of error variance between the judgments of each interview.
Table 6-2 shows the final mean accuracy rates (%) across the conditions. Consistent with
past research in deception detection (e.g., [74]), judgment accuracy is reported not only in

total, but also within the truthful and deceptive categories (see
Table 6-3 andTable 6-4).

Table 6-2 Mean accuracy rates of final judgments

Novices Professionals
Training/Access
to Higher- 61.0 61.9
accuracy BAP
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Table 6-3 Mean final judgment accuracy rates of truthful interviews

Novices Professionals
Training/Access
to Higher- 60.0 57.5
accuracy BAP
Table 6-4 Mean final judgment accuracy rates of deceptive interviews
Novices Professionals
Training/Access
to Higher- 61.9 66.25
accuracy BAP

Examination of the between-subjects effect indicates that being a professional lie-
catcher did not significantly affect judgment accuracy, F(1, 45) = .046, p = .861. This
finding fails to support H9.

As a within-subject design was used to analyze judgments of individual interviews,
mean accuracy rates are reported for each interview. While the accuracy rates are
reported according to interview number, the interviews were randomly ordered during the
experiment. The randomized order of the interviews constitutes the judgment order.
Mean accuracy rates for each interview along with recommendations of the BAP are

shown in Table 6-5.

Table 6-5 Mean accuracy rates for each interview
Interview No.

Treatment 1 2 3 4 5 6 7 8 9 10 Mean
Novices 58.1 548 774 548 9.7 80.6 387 774 710 871 610
Professionals 750 625 875 750 125 563 250 68.8 688 875 619
BAP Results

High acc BAP G I I I G I G I G G 80.0

Actual G I 1 G 1 I G I G G
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Examination of the within-subjects factor revealed that judgment number exhibited a
significant effect on judgment accuracy, F(9, 405) = 2.292, p = .016, partial 1> = .043.
Figure 5-2 displays mean accuracy rates for each judgment number across novice and

professional conditions. No interaction effects were significant.
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Figure 6-1 Accuracy rates over the detection task

The nature of this effect was examined using a Bonferroni adjusted multiple
comparison test (p < .05). Results indicated that judgment 5 (M = 40.43, SD = 49.60) was
significantly less than judgment 8 (M = 76.60, SD = 42.80). A comparison between
judgment 1 (M = 55.32, SD = 50.25) and judgment 10 (M = 57.45, SD = 49.98) did not
yield significant results, suggesting that the amount of improvement that occurred during

the detection task was negligible. The lack of improvement was underscored by an
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examination of the orthogonal polynomials which showed no significant linear trends of

accuracy rates for novices or professionals.

6.6.2 Confidence Alignment

To measure the level of alignment between judgment accuracy and judgment
confidence among the professionals and novices, the Mean Probability Score (MPS) was
again used [146]. Section 5.6.2 contains a detailed description of the MPS and its
calculation. It is important to note that the MPS is a direct measure of the level of
agreement between one’s estimation of the likelthood of an event occurring (i.e,,
judgment and confidence level) and the actual occurrence of that event (i.e., deception
has occurred). It is scored on a scale of 0 to 1, where 0 is perfect alignment.

The approach adopted in exploring judgment accuracy was utilized in examining
MPS. Analysis of MPS took place by means of a two-way 2 (Professional/Novice) % 10
(Judgment Number) mixed-model ANOVA with judgment number as the within-subjects
factor.

The resultant mixed-model ANOVA violated assumptions of covariance equality of
the dependent measure across groups (Box’s M = 129.75, F(55, 3117.51) = 1.681, p =
.001). Therefore Pillai’s Trace was used to analyze the multivariate tests [85]. The
mixed-model ANOVA also violated assumptions of sphericity (Mauchly’s W = .156,
7 (1, N = 44) = 77.68, p = .001). Therefore, degrees of freedom were adjusted for the
within-subjects effects using the Huynh-Feldt method. Levene’s test of the within-

subjects factor indicated that there were not significant violations of equality of error
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variance between the judgments of each interview. Table 6-6 shows the final MPSs

across the two conditions.

Table 6-6 MPSs of final judgments

Novices Professionals
Training/Access
to Higher- 269 287
accuracy BAP

Examination of the between-subject effect indicates that being a professional lie-
catcher did not significantly affect alignment between confidence and judgment accuracy,
F(1,45)=.342, p =.562. This finding fails to support H10.

MPSs for each interview in the novice and professional conditions appear in Table
6-7. While the MPSs reported here are organized by the interview number, the order of

the interviews seen in the experiment was randomized.

Table 6-7 MPS for each interview

Interview No.

Treatment 1 2 3 4 5 6 7 8 9 10 Mean
Novices 311 310 154 299 543 132 429 162 235 116 .269
Professionals 190 248 155 198 .607 266 .532 271 237 .164 287

Examination of the within-subjects factor reveals that judgment number exhibited a
significant effect on MPS, F(7.640, 343.794) = 7.640, p = .005, partial n* = .060. Figure

6-2 displays mean accuracy rates for each judgment number between conditions.
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Figure 6-2 Change in MPS over detection task

The nature of this effect was examined using a Bonferroni adjusted multiple
comparison test (p < .05). Results indicated that judgment 5 (M = .436, SD = .345) was
significantly more than judgment 8 (M = .207, SD = .256) and judgment 9 (M = .194, SD
=.238). A comparison between judgment 1 (M = .289, SD = .305) and judgment 10 (M =
310, SD = .314) did not yield significant results, suggesting that the amount of
improvement that occurred during the detection task was negligible. The lack of
improvement was underscored by an examination of the orthogonal polynomials which

showed no significant linear trends of MPSs for novices or professionals.
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6.6.3 Judgment Improvement

Both the professionals and novices were required to submit an initial judgment
before viewing the BAP results. The accuracy rates from the initial judgments of both
groups appear in Table 6-8 (see Table 6-9 and Table 6-10 for results with truthful and
deceptive interviews). The MPSs of the initial judgments from the professionals and

novices are shown in Table 6-11.

Table 6-8 Mean accuracy rates of initial judgments

Novices Professionals
Training/Access
to Higher- 46.8 50.0
accuracy BAP
Table 6-9 Mean initial judgment accuracy rates of truthful interviews
Novices Professionals
Training/Access
to Higher- 44.5 45.0
accuracy BAP
Table 6-10 Mean initial judgment accuracy rates of deceptive interviews
Novices Professionals
Training/Access
to Higher- 49.0 55.0
accuracy BAP
Table 6-11 MPSs of initial judgments
Novices Professionals
Training/Access
to Higher- 368 354
accuracy BAP

To determine if there was a difference between the initial accuracy of the novices
and professionals, a two sample #-test was performed (two-tailed). There was no

significant difference between the initial judgment accuracy rates of the professionals and
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novices, #(45) = .813, p = .421. Initial MPSs were also examined via a two sample #-test
(two-tailed). There was no significant difference in MPS between novices’ and
professionals’ initial judgments, #45) = .493, p = .624. These findings answer RQ4.

Analysis of judgment improvement for the novices and professionals took place by
means of two two-way mixed-model ANOVAs with professional/novice as the between-
subjects factor and with initial and final judgments as the within-subjects factor. The first
ANOVA involved initial and final correct judgments (judgment accuracy improvement)
and the second ANOVA involved initial and final MPSs (judgment alignment
improvement).

In the first ANOVA, the analysis conformed to assumptions of covariance equality
of the dependent measure across groups (Box’s M = .810, F(3, 22820.870) = .321, p =
.810). However, the mixed-model ANOVA violated assumptions of sphericity; therefore,
degrees of freedom were adjusted for the within-subjects effects using the Huynh-Feldt
method. Finally, Levene’s test did not indicate a violation of equality of the error
variance across groups.

Examination of the within-subjects factor indicated that there was a significant
difference in judgment accuracy between users’ initial (unaided) judgment and the final
(aided) judgment, F(1, 45) = 48.908, p < .001, partial n* = .521. This test indicated that
final, aided judgments (M = 61.3, SD = 13.6) were significantly more accurate than
initial, unaided judgments (M = 47.9, SD = 12.8). The interaction effect between initial-

final judgment and novice/professional was not significant F(1, 45) = .284, p = .537.
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Examination of the between-subjects effects indicated that there were no significant
effects for professional experience, F(1, 45) =.320, p = .575.

Second, the mixed-model ANOVA concerning the improvement in alignment
between judgment accuracy and judgment confidence conformed to assumptions of
covariance equality of the dependent measure across groups (Box’s M = 7.046, F(3,
22820.870) = 2.216, p = .084). However, the alignment ANOVA also violated
assumptions of sphericity; therefore, degrees of freedom were adjusted for the within-
subjects effects using the Huynh-Feldt method. Finally, Levene’s test did not indicate a
violation of equality of the error variance across groups.

Examination of the within-subjects indicated that there was a significant difference
in confidence alignment between users’ initial (unaided) judgment and the final (aided)
judgment, F(1, 45) = 95.062, p < .001, partial n° = .679. This test indicated that
confidence in final, aided judgments (M = .275, SD = .098) was significantly more
aligned with accuracy than confidence in initial, unaided judgments (M = .363, SD =
.092). The interaction effect between initial-final judgment and novice/professional factor
was not significant at the p < .05 level; however, the interaction was significant at the p <
.10 level, F(1, 45) =3.507, p = .068, partial nz =.072.

Examination of the between-subjects effects indicated no significant effect for the
novice/professional factor, F(1, 45) =.004, p = .949.

The significant improvement in both judgment accuracy and confidence alignment

between initial (unaided) and final (aided) judgments is notable for both novices and
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professionals. However, the lack of significant difference in judgment accuracy and

confidence alignment between novices and professionals does not support HS.

6.6.4 System Anchoring

When users’ initial judgments disagree with the recommendations of the system, that
conflict had to be resolved before a final judgment could be achieved. To examine the
tendencies of novices and professionals in how they resolve this conflict, the number of
judgments when initial judgments contradicted system recommendations were tallied.
Novices and professionals were classified as human-anchored if they tended to retain
their initial judgment. Conversely, novices and professionals were classified as system-
anchored if they tended to adopt the recommendations of the system more frequently.

Figure 6-3 shows the percentage of novices and professionals who were classified as
human-anchored, equally anchored, or system-anchored. The percentage of professionals
who demonstrated human-anchoring (75%) was significantly larger than the percentage
of those who demonstrated system-anchoring (6%), x*(1, N = 13) = 4, p < .046. This

finding supports H12.
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Figure 6-3 Human and system anchoring in novices and professionals

When novices’ and professionals’ initial judgments disagreed with the system
recommendations, they had the opportunity to investigate the reasoning behind the
recommendation through viewing explanations. The mean numbers of definitions, cues,

and analysis explanations accessed in each condition are shown in Figure 6-4.
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Figure 6-4 Mean BAP explanations accessed

Examination of the number of explanations accessed during the experiment was
attempted via a bivariate Pearson’s correlation analysis. Results from this analysis
indicated that the number of cues explanations were significantly correlated with the
number of analysis explanations, #(47) = .294, p = .045. As a result of possible related
dependent measures, a one-way between-subjects design MANOVA was utilized to
examine explanation usage.

Review of the data shows that the number of explanations viewed in each category
violated assumptions of normality by demonstrating heavy skewness. To remedy this
violation, a square-root transformation of the number of definitions, cues, and analysis
explanations was adopted. The normality violations were remedied by the transformed

variables. Box’s M test (p = .789), indicated variance-covariance equality across factors.
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Levene’s test indicated equality between the error variances of the number of analysis
explanations across groups. Therefore, pairwise comparisons were performed using the
Least Significant Difference (LSD) method.

Using Wilks’ 4, the dependent variate was not significantly affected by the
novice/professional factor, A = .967, F(3, 43) = .365, p = .779. This finding does not

support H11.

6.6.5 Trust in the System

Novice and professional opinions about the performance and capability of the BAP
were collected via a questionnaire that was administered following the conclusion of the
judgment task. Included in the questionnaire were questions concerning four types of
perceptions or intentions: emotional trust of the system, intentions to use the system as a
delegated agent, intentions to use the system as a decision aid, and competence of the
system. Measures indicating the reliability and validity of the items included in the
questionnaire are presented in Appendix D. The constructs demonstrated acceptable
reliability and convergent and discriminant validity with the exception of system
competence. Therefore system competence was excluded from analysis.

Results from a bivariate Pearson correlation indicated that emotional trust
significantly correlated with intention to use the BAP as a decision aid, 7(47) = .589, p <
.001. As a result of possible related dependent measures, a one-way between-subjects
design MANOVA was utilized to examine users’ levels of trust in the BAP. The mean
factor scores for emotional trust, delegated agent intention, and decision aid intention in

each the novice and professional conditions appear in Figure 6-5.
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Figure 6-5 Mean factor scores for emotional trust, delegated agent intention, and decision
aid intention

No violations of statistical assumptions were noted in the data and Box’s M test (p =
.937) indicated variance-covariance equality across factors. Using Wilks’ 4, the
dependent variate was not significantly affected by the novice/professional factor, 1 =

956, F(3,43) =.665, p = .578. This finding does not support H13.

6.7 Discussion

Caution must be used when interpreting and discussing results because the sample
size of professionals is small. Thus, significant differences between novices and
professionals may exist; however, the experiment may have lacked the power necessary
to identify the difference. This may be particularly important in the examination of
explanation usage as visual inspection indicates that there may be a systematic difference,

yet none was found.
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Despite this weakness, the results discussed here comprise the first attempt at
understanding the possibility of combining professionals with a BAP-type system to

detect deception. Therefore, the conclusions presented are exploratory in nature and

could benefit from replication.

Findings concerning novice and professional judgment accuracy, confidence
alignment, improvement in judgment, system, anchoring, and trust in the system are
summarized in Table 6-12. A graphical summary displaying the supported, hypothesized

links between independent and dependent variables appears in Figure 6-6.

Table 6-12 Summary of findings for professional computer-aided deception detection

RQ4: What is the difference in the accuracy and alignment of the initial judgments of novices
and professionals

H8: Aided professionals will see greater improvement in judgment accuracy and alignment
between initial and final judgments than aided novices.

H9: Aided professionals will demonstrate higher accuracy in final judgments than aided
novices.

H10: Aided professionals will demonstrate more alignment between judgment accuracy and
confidence in final judgments than aided novices.

H11: Aided professionals will view more system explanations than aided novices.

H12: When professionals’ initial judgments conflict with the system recommendations, the
professionals will anchor on their initial judgments.

H13: Aided professionals will demonstrate less emotional trust in the system, be less willing to
use the system as a decision aid, and be less likely to use the system as an autonomous agent
than aided novices.

No difference

Not supported

Not supported

Not supported

Not supported

Supported

Not supported
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Figure 6-6 Supported hypotheses for professional computer-aided deception detection

Professional lie-catchers without access to the BAP also demonstrated the problems
that many who assess credibility face: their accuracy in detecting deception is low and
their confidence in their performance is unjustifiably high. The professionals
demonstrated initial accuracy of 50%, which closely approximates the 54% accuracy rate
suggested in other deception detection studies [9]. This finding echoes other researchers
who have also surmised that professionals struggle with deception detection as much as
novices do [139]. In line with prior research, this experiment concludes that novices’ and
professionals’ initial judgments are not different from each other.

With access to the BAP, the professionals and novices both perform better in the
deception detection task. The improvement in judgment accuracy and alignment between
judgment accuracy and level of confidence for both groups was significant. It was

believed that the improvement for the professionals would be more pronounced;
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however, the results did not support this hypothesis. Rather, there was weak evidence that
novices benefited more from access to the BAP than professionals did. However, in other
tests, the difference in improvement between professionals and novices turned out to be
minor. Similarly, the accuracy and confidence alignment of professionals’ final
judgments were no different than novices’ final judgments. Thus, the BAP improved
novice and professional deception detection equally.

As with the novice-only experiment, it is interesting to note that the BAP alone
classified 80% of the interviews correctly. Yet novices using the BAP correctly classified
61.0% of the interviews correctly and the professionals correctly classified 61.9% of the
interviews. This finding emphasizes the discussion in section 5.7 and demonstrates that
professionals, in addition to novices, struggle to detect deception accurately.

In discussions during the debriefing, a common sentiment among the professionals
was that the interviewer did not probe or further question the interviewee. As mentioned
in section 5.2.1, the same questions were directed at all interviewees. While this
consistency benefited comparability across interviews, the professionals considered it a
significant departure from the real world where details surrounding an event in question
are repeatedly reviewed in search of any inconsistencies or significant omissions'”. They
believed that if probing were introduced, their ability to detect deception might have been

enhanced.

15 Some professionals stated that these types of interviews are held for multiple hours. Such interviews are
significantly longer than the 2-3 minute interactions used in the experiment.
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The professionals also lamented the fact that they could not directly question the
interviewee and supposed that they could judge more accurately had they been able to do
the questioning. While this may seem to be a limitation on the experiment, recent
research has suggested that the ability to ask questions may not be such a benefit [54].
When accuracy rates of judgments from police officers who conducted their own
interrogations were compared to judgments of police officers who had seen a video
recording of an interrogation, there was no difference between the two. Further, the
accuracy rates of both groups were not significantly better than what would be expected
by chance alone [54].

The poor accuracy rates of the professionals and novices with access to the BAP
further draws into question the notion of a human-computer system for detecting
deception (as illustrated by Figure 3-7). Their performance seems to suggest that
excluding the human user may improve judgment accuracy and confidence alignment.
This finding also seems to question the notion that better deception detection can be
achieved through a combination of improved computer-based tools and improved human
efforts (see section 1.1 ). Improved human efforts, evidenced by training or professional
experience, do not seem to improve detection ability noticeably. However, as in the
discussion of the novice-only experiment, complete exclusion of the human user is not
recommended. Rather, a re-examination of the roles of the human user is recommended.

One of the critical concepts forwarded by this dissertation is that humans possess
unique abilities, which are not replicable by a computer, which may be useful in

identifying deception. In the experiments described in this dissertation, training or
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experience did not bring these abilities to light. However, deception detection via humans
identifying indirect cues to deception has shown promise [140]. Responses to questions
such as “Does this person have to think hard when responding?” or “Is this person
engaged in the conversation?” may be more diagnostic than a classification question such
as “Is this person being deceitful?” [140]. Perceptual measures such as verbal and vocal
immediacy have also been shown to be among the most diagnostic of all observable
deceptive cues [26]. Such indirect cues to deception could then be considered in light of
BAP recommendations to arrive at a final judgment. This approach of combining human-
and computer-based detection methods has yet to be tested empirically.

Human users also assume a critical role in the interrogation or interviewing of any
individual. This important role was alluded to during the discussion of the novice-only
experiment. The BAP simply reports on the behavior that it observes; it does not provide
any drill-down capabilities that permit the user to identify the point at which deception
occurred. This responsibility falls squarely on the human user. The interviews used in the
novice-only and novice/professional experiments contained questions that -elicited
outright falsification and forced the liars to elaborate on the deception, thus increasing the
level of total deception in the interaction. Only through proper interrogation techniques
can the BAP fully exposed and subsequently identify deception.

Finally, the human user can effectively take into consideration the context of the
interrogation to determine the applicability and relevance of the BAP’s
recommendations. Fitts [42] suggests that humans are uniquely proficient at recalling

facts at appropriate times. In the context of deception detection this ability may include
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reconciling evidence or other information with the statements of an interviewee in light
of the BAP’s recommendations. Possible roles of a potential BAP user appear in Table
6-13.

Table 6-13 Possible responsibilities of a BAP user
Identify indirect cues to deception and incorporate indirect cues into judgment

Conduct interrogation to uncover deception
Reconcile relevant evidence and other information with BAP

Limit use of the BAP to appropriate segments of the interactions

Examination of system-anchoring among professional users produced findings that
were in line with what was hypothesized. The results indicated that when professionals’
initial judgment conflicted with the BAP’s recommendation, the professionals
overwhelmingly retained their own judgment. This finding mirrors the finding in the
novice-only experiment and suggests that both professionals and novices trusted their
own judgment over the judgment of the system. This finding was bolstered by the low
levels of emotional trust in the BAP and a general unwillingness to use the BAP as a
delegated agent.

From discussions with the professionals, it became clear that some professionals
were treating the BAP like a new partner about whom they knew very little. Before they
placed any confidence in the BAP, they wanted to see its capabilities and know if their
trust would be justified. The novice-only and novice/professional experiments did not
involve any immediate feedback as to the performance of the BAP or the human user.
Therefore reputation built on known past performance was not possible. Immediate

feedback concerning judgment accuracy was not provided in the novice-only and
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novice/professional experiments because deception is rarely uncovered immediately
following an interaction. The lack of feedback was used because it is representative of
real interactions. To explore reputation effects, a replication of the novice/professional
experiment with immediate judgment feedback could be conducted.

Interestingly, both the novices and professionals responded favorably to questions
regarding intentions to use the BAP as a decision aid. As evidence of this finding, some
professionals voiced support of using a tool like the BAP because it encouraged them to
consider the reasoning behind their own judgments. Although they did not always agree
with the BAP, they stopped to think about their judgments and they said they adjusted

confidence levels accordingly.
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CHAPTER 7

CONCLUSIONS AND FUTURE STEPS

Research has shown repeatedly that humans struggle with evaluating the credibility
of the information they receive from others. Numerous studies note that people typically
identify deception with accuracy only slightly better than chance (approximately 54%) [9,
69, 139]. Coupled with poor ability in deception detection is poor calibration of
confidence in deception judgments. There appears to be a near zero correlation between
the accuracy of peoples’ judgments and their confidence in their assessments [9, 25]. The
combination of poor accuracy in deception detection and poor alignment between
deception detection ability and confidence in deception judgments represents a significant
problem for business and governmental organizations that rely on credible information to
operate effectively.

Computer-based decision aids have been suggested as a method of remedying the
problems of low detection accuracy and poorly calibrated confidence in judgments. The
purpose of this dissertation is to examine the effectiveness of joining improved human
efforts with the capabilities of an ES prototype to improve decision outcomes in
deception judgments.

In addition to decision outcomes, decision strategies that ES users utilize in
formulating a final judgment of deception were also explored. This work attempts to
partially uncover general strategies that trained and untrained novices and professionals

use in incorporating ES output in deception decisions. Such decision strategies are
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bounded on one hand by a complete abdication of decision making in favor of the ES
output and on the other hand by complete disuse in favor of human-only decision
making.

Finally, this study addresses perceptions of the decision maker utilizing the ES.
Central in this investigation are results collected from the users concerning trust in the
system, willingness to use the system as a decision aid, and willingness to allow the

system to operate without supervision.

7.1 Contributions

Significant contributions concerning decision outcomes, decision strategies, and
decision maker perceptions of computer-based deception detection tools are made to the
information systems and deception detection fields. They include:

e Summarization and survey of literature concerning computer-aided decision
making and deception detection. These bodies of literature are then
synthesized and combined to create theoretically-supported, testable
hypotheses concerning computer-aided deception detection.

e Summarization of literature concerning unobtrusive computer-aided
deception detection methods. Rationale behind kinesic and linguistic analyses
is presented and contrasted with more intrusive methods of deception
detection (e.g., the polygraph). Kinesic and linguistic analyses are shown to
be useful in a natural environment as they do not require the body sensors

and can be passively performed.
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A semi-functional expert system prototype that implements kinesic and
linguistic analysis. The BAP uses low- and higher-level cues in accordance
with kinesic and linguistic analyses and presents recommendations
concerning the level of deception it observed in an interaction. The prototype
provides explanations concerning the cues it examines and its analysis.

Definitions of relevant functions are also provided.

7.1.1 Decision Outcomes

The BAP significantly improves the accuracy rate of novice and professional
lie-catchers

The BAP significantly improves the level of alignment between judgment
accuracy and confidence in the judgment

Training is not shown to improve judgment accuracy or confidence alignment
Professionals’ accuracy and confidence alignment are not better than novices’
accuracy and confidence levels in unaided and aided deception detection
Combined human-BAP efforts do not exceed the accuracy rate of the BAP

alone

7.1.2 Decision Strategies

Both professionals and novices demonstrate strong human-anchoring when
initial judgments and BAP recommendations contradict each other
Professionals and novices use the same amount of number and types of

explanations
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e Training decreases the number of explanations novices used

7.1.3 Decision Maker Perceptions
e Novice and professional users are unwilling to use the BAP as a delegated
agent, but are willing to use the BAP as a decision aid
e Level of emotional trust in the BAP, intention to use the BAP as a delegated
agent, and intention to use the BAP as a decision aid are unchanged by

accuracy of the BAP or by training

7.2 Limitations of Studies

The findings of this dissertation must be considered in light of significant limitations.
First and foremost, the exploration of the BAP took place in a laboratory within the
confines of an experiment. Further, the stimulus materials were also generated via an
experimental study. While an experimental approach offered the experimenter a fair
amount of control, a good deal of realism was lost. This may have affected the
motivations of the novices; but it certainly influenced the performance of the
professionals.

Further, the BAP used in the experiments described in Chapter 5 and Chapter 6 was
not fully operational and therefore was constrained in its ability to respond to the requests
and needs of the user. Although every effort was made to facilitate a realistic interaction
between the user and BAP, this lack of full functionality may have influenced user

perceptions of the BAP and subsequently affected BAP utilization.
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As discussed in section 5.7 the training that novices received was also limited. The
training took place over a limited length of time and may not have been fully absorbed.
The length of the training may have impacted the training effectiveness in the detection
task.

Finally, there were a limited number of individuals in the sample of professional lie-
catchers that underpowered statistical tests (power = .478 for a medium effect size) [39].
The small sample size may have hidden important differences in performance and

perceptions between professionals and novices.

7.3 Implications of Research

There are many important implications of this research for deception detection and
computer-aided decision making. First, this research suggests that it is possible to create
technology that can improve on human-only deception detection. Even when the BAP
was operating at a lower accuracy, BAP use improved judgment accuracy and confidence
alignment. This finding suggests that even incremental improvements in technology to
detect deception can have a significant positive impact on deception judgment
performance.

This research suggests that the capabilities of the human user in a deception
detection task may be limited. Thus, a re-examination of the role of the human user is
suggested. This newly-suggested role covers identification of indirect cues to deception,
conducting the interview, considering existing evidence, and ensuring the proper

operation of the system. These suggested responsibilities reduce the amount of overlap
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between the system and human user and position the system as the primary tool for
detection of signs of deceit.

Results of this work also elevate the importance of continued research in developing
technology to monitor behavior for possible signs of deceit. Such technology may be
extremely useful in alerting human users to suspicious behavior it observes. The human
user may then investigate by examining evidence to resolve the suspicion.

Finally, this study casts doubt on the notion of humans and computers filling
complementary roles in a difficult decision-making task. Neither the system nor the
novice and professional users demonstrated a high level of skill in detecting deception.
When the users were combined with the system, a synergistic compounding of human
and computer capabilities did not occur. Rather, the resultant performance was between
the human and computer performance. A reasonable extension of this finding may be that
when human users are combined with computer-based tools in a difficult decision-
making task, the resultant performance of the human-computer system will rarely exceed

the higher of the individual performances (i.e., human alone or computer alone).

7.4 Future Steps

In suggesting possible future steps that may be pursued in response to this research, a
research framework suggested by Berthon and colleagues [7] was utilized. Berthon et al.
suggest that research space can be characterized by three axes: theory, methodology, and
context. Research without extensions in any axis is termed replication. Extensions to this

research are presented touching on each of these axes.
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7.4.1 Replication

The findings of this research are such that replication is critical. Traditionally,
researchers seek to discover differences in characteristics and qualities between
populations. In contrast, many of the important contributions of this research note the
lack of significant difference (e.g., between professional and novice performances). The
nature of these findings requires replication. Additionally, replications involving larger

sample sizes may alleviate weaknesses that were listed in section 7.2 due to sample size.

7.4.2 Extensions in Methodology

Numerous extensions in methodology are conceivable. First, one may consider
providing feedback during the detection task. Both the novices and professionals
demonstrated the tendency to anchor on their own beliefs, possibly under-utilizing the
BAP. The provision of feedback during the task may inform the users that their reliance
on their own beliefs to the exclusion of the BAP may be counterproductive.

Second, improved training may be more influential on judgment accuracy and
confidence alignment. Training could be longer, include more interaction (e.g., a question
and answer session), and be spread over multiple days. Such improvements would
potentially help lie-catchers to retain more of the information that would be useful during
the detection task.

Third, different styles of judgment formation could be tested. Such styles would
examine the performance of the system and human user along different levels of the

Sheridan et al scale of automation (see Figure 3-4). For example, judgment performance
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may be improved by the human user providing the system with information concerning
indirect cues to deception so the system can determine the final judgment.

Finally, a fully functional system could be used in place of the experimental
prototype. The fully functional prototype would include more detailed and a greater
quantity of explanations. The system would be more stringently trained so the
performance of the system would be generalizable to other similar situations. The
additional functions of the system may improve user perceptions and increase use of the
system. Further, with a fully functioning system, future experiment participants would be
able to conduct their own interrogations while using the system in real time. Such an
experiment would represent a genuine test of the feasibility of a system similar to the

BAP for use in a field setting.

7.4.3 Extensions in Context

With a fully functioning system and after realistic experimentation, the system may
be field-tested and tailored to higher-stakes situations. Possible scenarios for such field
testing are wide and varied. They range from possible use in criminal interrogations to
employment related job interviews. Once the research in computer-aided deception
detection has advanced to this stage, careful consideration should be given to privacy and
the rights of the suspect or interviewee. This topic has yet to be fully addressed.
(However, see [107] for an initial attempt at examining legal ramifications of kinesic
analysis).

An additional component of the context that may be changed is the population which

is sampled. The sample that was drawn to represent professional lie-catchers can and
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should be expanded to include other law enforcement personnel (e.g., Federal Bereau of
Investigation, Border Patrol Agents, etc.). Additional professional lie-catchers such as
certified fraud examiners, lawyers, members of the United States Department of State,
and the members of the intelligence community may also be sampled.

Finally, the capabilities of the system may be expanded to cover more deceptive
cues. Other methods of deception detection such as vocal analysis and thermal analysis
may be incorporated into the system to identify additional deceptive cues. Incorporating
vocal analysis and thermal analysis into a BAP-like system would potentially offer
greater discrimination between truth and deception and the system would still retain
unobtrusive properties. The capabilities of the new system could then be analyzed and
compared to more mature technologies such as the polygraph to determine accuracy

rates.

7.4.4 Extensions in Theory

Future work may have broader implication for human-computer systems in uncertain
circumstances. Computer-based tools are most commonly used in situations where tasks
are well defined and can be reliably performed by humans. Future research may shed
light on other human-computer systems which must perform under conditions of poor
accuracy and reliability. Such situations are likely to arise as more tools and computer
agents are constructed to assist in ill-defined tasks such as prediction in social systems,

interpretation of human behavior and human-agent teamwork.
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7.5 Concluding Remarks

Automatic interpretation of human behavior is a very complex problem. This is
particularly true of computer-aided deception detection. This research reiterates previous
findings that humans (both novice and professional lie-catchers) struggle with deception
detection. Computer-based deception detection tools may improve detection ability.
However, more work and research is necessary in both tool development and
understanding the interaction between the human user and the computer aid before such
applications will be suitable for full implementation and use in consequential deception

detection. This dissertation represents initial efforts in this regard.
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APPENDIX A — SAMPLE BAP RESULTS AND EXPLANATIONS

Higher-accuracy BAP Condition

The following screen captures show the BAP recommendations and explanations in
the higher-accuracy condition. The sample screen captures were all taken after analyzing
a single deceptive interview. Some of the explanation screen captures omit the lower
portion of the window and the button that closed the explanations window. However, no
text was omitted in the figures.

In order to make the experimental participants believe that the BAP was a fully
functioning system, the word “prototype” was excluded from the name of the system.
Therefore, during the experiments, the expert deception detection system was called the

Behavioral Analysis System (BAS) rather than the Behavioral Analysis Prototype (BAP).
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BAS Judgment
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Figure A-1 Sample higher-accuracy BAP output indicating a guilty interviewee

Definition - BAS Judgment

deceptive.

In previous testing of the BLS,
hetween 60% - 850% of the time.

The EBAS Judgwent is formed bhased on the level of deception that the BAS detects.
the level of deception is .50 or greater, the BLS classifies the interviewse as

the judorent that the BAS prowides has been correct

Figure A-2 Explanation of the higher-accuracy BAP’s judgment

If
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Definition - BAS Lewvel of Deception

The owerall lewvel of deception is determined from the kinesic and linguistic analyses
the EBAZS performs. The EBEAZ takes the kinesic and linguistic scores and averages them
together to form an overall level of deception.

Figure A-3 Explanation of the higher-accuracy BAP’s level of deception

Definition - BA3 Lewvel of Confidence

The EBAS lewvel of confidence is one way of measuring the strength of classification.
o for example, if the BAS provides a judogwent of “deceptive,” the confidence lewvel
represents how “sure” the BAT iz in that Jjudcment.

The lewel of confidence is calculated based on the level of deception. If the lewvel
of deception is close to “full deception” or “no deception,”™ the confidence level is
high. If the level of deception 1= near the midpoint, the lewvel of confidence is
lower.

Figure A-4 Explanation of the higher-accuracy BAP’s level of confidence
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Definition - BAS Kinesics Score

The EAZ kinesics score iz created by monitoring the movements of the head and hands
throughout the interview. By monitoring the head and hands, the BALAS is able to
identify nwonerous patterns of behavior that may indicate deception. Example
behawvioral patterns that the BLS kinesics score mway pick up include general
behsvioral owver control and tenseness, but many others are also possible.

The EAZ uses a classification algorithm to analyze behavior in search of deception.
Thi= algorithm was dewveloped by examining other interviews of the same structure and
in the same context. From behawvior, specific features (such as how much the right
hand mowves during the interview) are extracted and then these features are used in
the classification algorithm.
The features that are used in the classification algorithm include:

Admount of distance the head moves

Awount of tiwme with the right hand extended away from the torso area

Admount of time with the left hand extended away frow the torso area

hdmount of overall head movement

Amount of the overall distance hetween the left and right hands
These features have performed well in other interviews and contexts in identifying

behawvior that often accowpanies deception. For each interview, these features will
be reported as HIGH, MODERATE, and LOW.

[ Cloze l

Figure A-5 Explanation of the higher-accuracy BAP’s kinesics score
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Definition - BAS Linguistics Score

The EAZ Linguistics score is created by monitoring the types and freguency of the
words used in an interview. By monitoring characteristics of speech, the BiS is able
to identify numerous patterns of language that mway indicate deception. Example
linguistic patterns that the BAS linguistics score mway pick up include general
uncertainty and swbiguity, but many others can be identified.

The EAZ uses a classification algorithm to analyze transcripts of interviews in
search of deception. This algorithm was developed by examining other interviews of
the same structure and in the same context. From transcripts, specific features

[such as how many verks are used) are extracted and then these features are used in
the classification algorithm.

The features that are used in the classification algorithm include:

amount of lexical diversity [(unicque words/total words)

Amount of werhs used

Affect ratio (words expressing positive emotion/total words)

Amount of group references

Adwmount of actiwvation (dynamic descriptions of emotional state)
These features have performed well in other interviews and contexts in identifying
language that often accowpanies deception. Affect ratio and activation can he

combrined to form a lewel of expressivensess. For each interwview, these features will
e reported as HIGH, MODERATE, and LOI.

[ Cloze l

Figure A-6 Explanation of the higher-accuracy BAP’s linguistics score

KEinesics Analysis - 54

Inalysis of this interview indicastes that this person demonstrates moderate lewvels of
body movement and high sctivation of the hesad. The high lewvel of owversll head
movem=nt and moderate lewvel of distance bhetween the right and left hands indicates a
high level of nervousness and agitation.

These behawvioral patterns indicate deception at a HIGH lewel of probsasbhility.

Figure A-7 Explanation of the higher-accuracy BAP’s kinesics analysis results
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Kinesics Cues - 54

This person demonstrates:

A HIGH amount of distance the head mowves

A MODERATE amount of time with the right hand extended away from the torso area

L MODERATE amount of time with the left hand extended asway from the torso area

L HIGH amount of overall movement with the head

L MODERATE atount of the owverall distance bhetween the left and right hands

Figure A-8 Explanation of the higher-accuracy BAP’s kinesics cues results

Linguistics Analysis - 54

Inalysis of this interview indicates that this person demonstrates mwoderate gquantity,
high diwversity, and moderate-high expressiveness. Although the asmount of group
references and nuwber of verkhs fall into the moderate category, they are bhoth lower
than average. The low nunber of werbs indicates shorter, more anbiguous responses
the low number of group references indicates self-distancing from the event in
question.

This linguistic pattern indicates deception at & HIGH lewvel of probability.

Figure A-9 Explanation of the higher-accuracy BAP’s linguistics analysis results
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Linguistics Cues - 54

Thi=s person demonstrates:

L MODERATE amount of lexical diversity

L MODERATE atount of verh dgquantity

L MODERATE affect ratio

AL MODERATE awmount of group references

A MODEEATE amount of activation

Figure A-10 Explanation of the higher-accuracy BAP’s linguistics cues results

Lower-accuracy BAP Condition

The following screen captures show the BAP recommendations and explanations in
the lower-accuracy condition. The sample screen captures were all taken after analysis of
a single truthful interview. Some of the explanation screen captures omit the lower
portion of the window and the button that closed the explanations window. However, no

text was omitted in the figures.
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Figure A-11 Sample lower-accuracy BAP output indicating an innocent interviewee

Definition - EBAS Judgment

The EBAS Judgwent is formed bhased on the level of deception that the BAS detects. It
the level of deception is .50 or greater, the BLS classifies the interviewse as
deceptive.

In previous testing of the BAS, the Jjudgment that the BAS provides has bheen correct
hetween 60% - 80% of the time.

Figure A-12 Explanation of the lower-accuracy BAP’s judgment
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Definition - BAS Lewel of Deception

The owerall lewvel of deception is determined from the kinesic and linguistic analyses
the EBAS performs. The EBAS takes the kinesic and linguistic scores and averages themw
together to form an overall level of deception.

Figure A-13 Explanation of the lower-accuracy BAP’s level of deception

Definition - BAS Lewvel of Confidence

The EAZ level of confidence is one way of measuring the strength of classification.
So for example, 1f the BAS provides a judgment of “deceptive,” the confidence lewvel

represents how “sure” the BAL3 i=s in that judgment.

The level of confidence is calculated based on the level of deception. If the lewvel
of deception is close to “full deception” or “no deception,”™ the confidence lewvel is
high. If the level of deception 1s near the midpoint, the lewvel of confidence is
lawer.

Figure A-14 Explanation of the lower-accuracy BAP’s level of confidence
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Definition - BAS Kinesics Score

The EAZ kinesics score iz created by monitoring the movements of the head and hands
throughout the interview. By monitoring the head and hands, the BALAS is able to
identify nwonerous patterns of behavior that may indicate deception. Example
behawvioral patterns that the BLS kinesics score mway pick up include general
behsvioral owver control and tenseness, but many others are also possible.

The EAZ uses a classification algorithm to analyze behavior in search of deception.
Thi= algorithm was dewveloped by examining other interviews of the same structure and
in the same context. From behawvior, specific features (such as how much the right
hand mowves during the interview) are extracted and then these features are used in
the classification algorithm.
The features that are used in the classification algorithm include:

Admount of distance the head moves

Amount of overall head movement

Admount of the overall distance between the left and right hands
The=se features have performed well in other interviews and contexts in identifying

behawvior that often accompanies decepticon. For each interview, these features will
be reported as HIGH, MCDERATE, and LOW.

[ Cloze l

Figure A-15 Explanation of the lower-accuracy BAP’s kinesics score
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Definition - BAS Linguistics Score

The EAZ Linguistics score is created by monitoring the types and freguency of the
words used in an interview. By monitoring characteristics of speech, the BiS is able
to identify numerous patterns of language that mway indicate deception. Example
linguistic patterns that the BAS linguistics score mway pick up include general
uncertainty and swbiguity, but many others can be identified.

The EAZ uses a classification algorithm to analyze transcripts of interviews in
search of deception. This algorithm was developed by examining other interviews of
the same structure and in the same context. From transcripts, specific features

[such as how many verks are used) are extracted and then these features are used in
the classification algorithm.

The features that are used in the classification algorithm include:

Awount of werhs used

Affect ratio (words expressing positive emotion/total words)

Awount of group references

Amount of activation (dynanic descriptions of emotional state)
The=se features have performed well in other interviews and contexts in identifying
language that often accompanies deception. Affect ratio and activation can he

combined to form a level of exXpressiveness. For each interview, these features will
be reported as HIGH, MODERATE, and LOW.

[ Cloze l

Figure A-16 Explanation of the lower-accuracy BAP’s linguistics score
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Kinesics Analysis - 24

Inalysis of this interview indicastes that this person demonstrates moderate lewvels of
body movement and activation of the head. This person doss not demonstrate over
control or tenseness. Further, this person does not display agitation or
Nervousness.

The asbsence of owver control and tenseness indicates deception at s LOW lewvel of
probabilicy.

Figure A-17 Explanation of the lower-accuracy BAP’s kinesics analysis results

Kinesics Cues - 24

Thi=s person demonstrates:

A MODERATE stount of distance the head moves

A MODERATE amount of overall movement with the head

L MODERATE amount of the owverall distance hetween the left and right hands

Figure A-18 Explanation of the lower-accuracy BAP’s kinesics cues results

Linguistics Analysis - 24

Inalysis of this interview indicates that this person demonstrates high guantity and
low—moderate exXpressivensss. The high smount of werbs indicates longer and more
detailed answers and the high amount of group references eliminates any self-
distancing from the ewvent in guestion.

Thi=s linguistic pattern indicates deception at & LOW level of probability.

Figure A-19 Explanation of the lower-accuracy BAP’s linguistics analysis results
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Linguistics Cues - 24

This person demonstrates:

AL HIGH asmount of verbh guanticy

AL MODERATE affect ratio

L HIGH amount of group references

A MODERATE amount of activation

Figure A-20 Explanation of the lower-accuracy BAP’s linguistics cues results
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APPENDIX B — TRAINING MATERIALS OUTLINE

The following is an outline of the training materials that were presented to novices
and professionals. The training materials were adapted from a training course that was
originally produced by Christopher Diller and Karl Wiers of the Center for the
Management of information [31].

I. Agenda
a. What is deception
b. Human detection ability
c. Categories of Indicators
i. Arousal
ii. Emotion
iii. Cognitive effort
iv. Memory
v. Communicator tactics
d. Concluding Remarks
II. Deception Defined
a. Deception is “the intent to deceive a target by controlling information to
alter the target’s beliefs or understanding in a way that the deceiver knows
is false” (Buller and Burgoon 1994)
b. Deception is a message knowingly transmitted with the intent to foster
false beliefs or conclusions
III. Human Detection
a. Humans are poor lie-detectors
b. ~54% (including truth and deception)
c. Approximately the same as flipping a coin
d. Detection accuracy rates may improve with:
i. Training
ii. High stakes scenarios
iii. Detection in criminal interviews approaches 80% accuracy
IV. Problems for Humans to Overcome
a. Truth bias
i. Tendency to assume all tell truth
i1. Common among lay-people
b. Othello (lie) bias
1. Tendency to assume all are lying
ii. Common among law enforcement personnel
c. Excessive focus on non-discriminant cues
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1. Gaze aversion

V. Five Categories of Cues

a. Arousal
b. Emotion
c. Cognitive Effort
d. Memory
e. Communicator Tactics
f. In general, deceivers:
i. Show more arousal
ii. Show unpleasant emotion
iii. Show higher cognitive effort
iv. Demonstrate poor memory
v. May utilize communicator tactics
1. Equivocation
2. Evasion and concealment
3. Submissiveness and informality
4. Involvement and expressiveness
VI. Arousal
a. For some types of deception, deceivers become physiologically aroused
b. E.g., high stakes lies
c. Internal arousal is “leaked out” in form of observable deception cues
d. Leakage is unintentional, involuntary
e. Not all deceivers become aroused
i. Everyday lies are not arousing
f. Not all arousal signals deception
g. The Othello error: seeing aroused truth tellers as deceivers
h. Expect these indicators ONLY IF there is reason for the deceiver to be

highly aroused

VII. Arousal Indicators — Kinesics

a.

b.

Truth-tellers are at ease
1. Fairly relaxed faces, bodies and limbs
ii. Little random movement
iii. Lopsided posture
iv. Deceivers show tension
v. Rigid, still, over-controlled posture
vi. Few speech-related gestures called illustrators
Deceivers show nervous activation
1. Increased self- and object-focused gestures called adaptor gestures
(e.g., touching face, fidgeting with clothes or hair)
il. Restless lower trunk and limb movement (e.g., foot bobbing)

VIII. Arousal Indicators — Vocalics

a.
b.

Truth-tellers have non-tense, relaxed voices
Deceivers show
1. Tension in the larynx
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ii. Nervous activation

1ii. pitch increase

iv. tempo change

v. non-ah nonfluencies (stutters, re-starts, sound repetitions, garbled
sounds, etc.)

IX. Emotion
a. Deception may activate emotions that “leak out” through words and
actions
b. E.g., fear of detection, guilt
c. Deceivers may try to mask these emotions with more acceptable ones
d. Some deceivers show “duping delight”
e. Negative emotion cues should be LACKING with everyday, low-stakes

deceptions
X. Emotion — Content
a. Truth-tellers use more language expressing emotional states and feelings
than deceivers
XI. Emotion — Linguistics
a. Truth-tellers include more emotion-laden language in their responses
b. Exceptions: deceivers may also use
c. Negative language reflecting internal negative states OR
d. Positive affect terms when trying to be persuasive
XII. Emotion — Kinesics
a. Deceivers
1. may lack displays of positive facial emotions like happiness
ii. may show micro-momentary negative facial emotions like anger or
fear
iil. may have fake rather than genuine smiles
1. Fake smiles don’t use all muscles around mouth or eyes,
and may last too long
XIII. Emotion — Vocalics
a. Deceivers’ voices:
1. Show fewer pleasant emotions
ii. Are less varied (e.g., flat, monotone pitch)
1ii. May include forced or nervous rather than relaxed laughter
XIV. Cognitive Effort
a. Deceiving is harder work mentally than telling the truth
b. Cognitive effort cues show someone is working hard mentally
c. Exceptions — If the deceiver has time to:
i. Plan it out
ii. Mentally rehearse
iii. Practice out loud (e.g., coached testimony)
iv. Edit written deception before transmitting
d. Indicators of cognitive effort may not guarantee that the person is lying
XV. Cognitive Effort — Kinesics
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a. Deceivers show more
1. Stopping gestures
ii. Adaptor gestures
iii. Looking away while constructing responses
Cognitive Effort — Vocalics
a. Deceivers display more
i. Internal and between-turn pauses
ii. Speech errors
Cognitive Effort — Between Channels
1. Multi-channel expectancy violations:
1. Mental difficulty coordinating all verbal and nonverbal
channels
2. May result in inconsistencies between nonverbal and verbal
channels and in unexpected behaviors
Memory
a. The accounts of remembered events may differ from fabricated events
b. Truthful accounts should be sufficiently rich in detail, complex, and
specific
c. Deceptive accounts lack plausibility, are shorter, and are vague
Memory — Linguistics
a. Truthful messages are usually longer
More sentences
More words and syllables
Longer talk time
Exceptions—when deceivers:
Have time to plan, rehearse or edit
When the deceptive goal is persuasion
Truthful messages should include more specific details
Details may be:
1. Visual
ii. Auditory
1ii.  Spatial
iv. Temporal
v. Other senses (touch, smell)
Unusual features that a deceiver would be unlikely to invent
Truthful messages are more likely to have:
Specific personal pronouns (I, me, myself, we, us)
. Definitive modifiers such as “definitely”
Verbatim (direct) quotes of what was said
Deceptive messages are more likely to have:
i. Fewer personal pronouns
ii. Use of qualifiers, hedges, and modifiers such as “perhaps,
possibly, seems”
iii.  Use of modal verbs (could, should, would)

N N
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iv. Use of leveling and generalizing terms
v. Overgeneralizations
p. Truth-tellers are more likely to use:
1. Bigger words
ii. e.g., “galloped” rather than “ran”, “argued” rather than “said”
iii. More complex and compound sentences with subordinate clauses
and phrases
iv. Conjunctions such as “and,” “but”, “yet,” “although,” “because”
that create compound sentences
q. Truth tellers are more likely to use more different words
Deceivers are more likely to repeat the same words and phrases
s. Truthful accounts “make sense”
i. Need not be orderly but:
il. “hang together”
iii. are plausible
t. Deceptive accounts seem implausible
u. Exception: when deceivers can plan, edit or rehearse
XX. Communicator Tactics
a. Different message forms for different types of deception
b. Motivation & goal-orientation influence performance
c. Skillful deceivers and those who can plan, rehearse or edit their messages
produce deceptive messages in a more strategic way
XXI. Strategies and Tactics
a. Equivocation
b. strategic ambiguity/uncertainty
c. Evasion and concealment
d. Submissiveness and informality
e. Involvement and expressiveness
XXII. Equivocation
a. Non-immediacy
b. Disassociates or distances the speaker from his/her utterances, obscures
actor’s personal responsibility
Use of passive voice
Lack of first-person pronouns
Increase in group references
Changes in verb tense from past to present or vice versa
Vagueness
Levelers
Modal verbs
J.  Qualifiers
XXIII. Evasion and Concealment
a. Shorter and simpler messages
b. Less specificity (details)
c. More pauses

-
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Deceivers use repetition and rephrasing as a delay tactic, e.g.

“You were asking, where was I that I could see what happened to the
soldiers?”

Capitalize on other’s comments to “fill in the blanks,” create plausible
answers

XXIV. Submissiveness and Informality

a.

b.
C.

d.
€.

f.

Tag questions—questions at the end of a sentence that make statement
tentative, seek listener’s agreement

E.g., “This is what you want me to say, right?”

Informality—slang, typographical errors make speaker appear more
approachable

Higher pitch--is associated with non-dominance

Longer response latencies--shift responsibility to other to “fill in the
silences”

Softer, quieter voice

XXV. Involvement and Expressiveness

a.

mo a0 o

At first, deceivers appear less involved and expressive than truth-tellers
Monotone voice

Limited gesturing

Stiff posture

Less expressive language

BUT, over time, deceivers may increase involvement and expressiveness
to appear more normal

XXVI. Conclusions

a.

mo a0 o

SR

In general, deceivers:
Show more arousal
Show unpleasant emotion
Show higher cognitive effort
Demonstrate poor memory
May utilize communicator tactics
i. Equivocation

ii. Evasion and concealment

iii. Submissiveness and informality

iv. Involvement and expressiveness
No single indicator is absolute
Consider indicators in combination
Consider indicators in context
Watch for changes over time
Consider how to counteract planning and rehearsal effects
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Knowledge Test

The following is the knowledge quiz that was provided to novices and professionals
as part of the training. Correct answers are indicated by an (*).

Please answer the following questions about deception and deception detection

Deception
a. refers to intentionally or unintentionally sending bad information
b. only includes outright lying
c. includes falsifying or concealing*
d. excludes white lies, evasions, or exaggerations
Typically, people successfully detect deception about of the time
a. 20%
b. 50%%*
c. 80%
d. 90%

Which of the following is NOT a reliable kinesic indicator of deception?

fake smiles

amount of eye contact™
amount of gesturing
stiff posture

e o o

Accuracy in detecting deceit typically is greater when a receiver attends to

facial cues rather than body or vocal cues

nonverbal cues rather than verbal cues

visual cues (eyes, face, body) rather than verbal cues
auditory cues (vocal, verbal) rather than visual*

e o o
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What is a reliable vocal indicator of deception?

a.
b.
C

d

slowed rate of speech*
relaxed laughter

few pauses in speech
lower voice pitch

Deception is best thought of as

e o o

a dynamic, changing process*

uncontrolled and unconscious actions “leaking out” to betray the truth
a set of fixed and stable verbal signs

involving senders only, not receivers

What is a reliable kinesic indicator of deception?

e o o

the speaker is leaning forward

the speaker has stiff, wooden posture*
a highly expressive face

relaxed posture

It is possible that deceivers are having a difficult time lying if you notice that they:

e o o

e o o

respond immediately after being asked a question
behave in a normal manner

drop the names of others into a conversation

stop gesturing*

may be used by deceivers to mask their negativity toward others

non-ah nonfluency
self grooming behavior
feigned smile*

long response latency

According to the leakage hypothesis, the arousal that often accompanies deception will

most likely be signaled by:
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vocalic behavior
facial behavior
verbal behavior
body behavior*

e o o

Judgment Test

The following are the explanations that were provided following each of the five
judgments that professionals and novices performed as part of the training.
Judgment 1 — Deceptive
Cues exhibited:

Indirect answer “I didn’t see anything...”
Limited hand gesturing

Pushed lips together

Shoulder shrugs

Overall tenseness

Judgment 2 — Truthful
Cues exhibited:

Shows positive emotions
Genuine smiles
Expressive head movement

Judgment 3 — Deceptive
Cues exhibited:

Pressed lips together

Smiling at inappropriate times
-Seems eager to lie

Lack of positive emotions

Limited hand movements



Judgment 4 — Truthful

Cues exhibited:

Involved and detailed explanation
Many gestures

Confidence in voice and demeanor
Judgment 5 — Deceptive

Cues exhibited:

Significant hand fidgeting

Lack of positive emotions

Rigid head movements
Little gesturing
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APPENDIX C — EXPERIMENT ORIENTATION

The following is the script that accompanied the orientation video that all
participants saw. Participants in the higher-accuracy and lower-accuracy BAP conditions
received special instructions that are indicated within the script.

“Deception detection can be a difficult task for humans to perform. In fact, most
people can’t really tell if someone is deceiving them or not. In an effort to improve
detection accuracy, the Center for the Management of Information is developing a
computer system called the Behavioral Analysis System, or BAS, that observes human
behavior for signs of possible deceit.

“The BAS analyzes the kinesic and linguistic properties of communication from one
person in a face-to-face interaction. It then analyzes these characteristics to give insight
into whether or not the observed person is being deceitful.

“During this study, you will be shown 10 videotaped interviews and your task will be
to decide if the interviewees are being deceptive or truthful. You will also specify how
confident you are in that decision. Some of you will have access to the BAS during the
detection task. For those who have access to the BAS, you will be free to use it as much
or as little as you wish in coming to your decision. The purpose of this study is to explore
the effects the BAS has on your decision making and detection accuracy. We will be
observing how you use the BAS and how you come to your final judgments.

--BAP Conditions--
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“The following is a brief orientation about the BAS. The BAS was developed as part
of a research initiative funded by the Department of Homeland Security and the Air Force
Office of Scientific Research.

“The BAS analyzes two channels of communication: Kinesics — characteristics of
movement; and Linguistics — properties of what is said.

“The kinesic channel is analyzed using technology to track the positions of the head
and hands throughout a video segment. From the head and hand tracking, the system
creates features which are helpful in identifying when someone is lying.

“Using these features, behavioral signatures can be developed which highlight when
someone is trying to mislead or conceal the truth. Such behavioral signatures may
indicate tenseness or uncertainty, which can be a sign of deception.

“The linguistic channel is analyzed using technology which reviews a transcript of
an interview or other interaction. After reviewing the transcript, features which are
helpful in identifying when someone is lying are created. Some of these features include
the number and types of words which are used in the interview. From these features, the
system can provide insight into whether or not a person is trying to deceive.

“After the linguistic and kinesic analyses are complete, they are merged to form a
final judgment. It is important to note that in past testing, the BAS correctly identifies
deception 60 to 80 percent of the time. The remaining 40 to 20 percent of the time, the
BAS provides an incorrect judgment.

“During this experiment you will have access to the BAS during the detection task.

The BAS interface looks like this. During the detection task you will be shown 10 video
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clips, each one will be deceptive or truthful. The video clips will be shown here and will
not be repeated, so please pay careful attention. Should you need to adjust the volume,
adjustments are possible here.

“After each clip, you will be asked to provide an initial judgment concerning
whether or not you think the person was guilty of cheating, the amount of deception in
the interview, and how confident you are about your judgment.

“After your initial judgment, you will have access to the BAS. The BAS will provide
scores based on kinesic analysis and on linguistic analysis. Explanations concerning each
of these analyses can be accessed by clicking on the Cues or Analyses buttons. The BAS
joins the kinesic and linguistic scores and offers an overall score, level of confidence, and
judgment. Should you have any questions about any of these items, you may click on
Define to learn more.

“After you have reviewed the information the BAS provides, you will then be
required to submit a final judgment where you will again indicate whether or not you
think the person cheated, the level of deception during the interview, and your level of
confidence in your judgment. There will be a brief questionnaire after every final
judgment.

--No BAP Conditions--

“During this experiment, you alone will have to determine whether or not you think
someone is lying without the help of the BAS. The interface that you will use looks like

this.
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“During the task you will be shown 10 video clips, each one will be deceptive or
truthful. The video clips will be shown here and will not be repeated, so please pay
careful attention. Should you need to adjust the volume, adjustments are possible here.
After each clip, you will be asked to provide an initial judgment concerning whether or
not you think the person was guilty of cheating, the amount of deception in the interview,
and how confident you are about your judgment. There will be a brief questionnaire after
every judgment.

--All Participants--

“You will also receive training on how to detect deception. Some of you will receive
this training before the detection task; others will receive the training after the detection
task. The training was compiled from experts in deception detection and will outline
numerous cues (or indicators) that deceivers frequently exhibit. The training includes an
instructional video, a series of review questions and practice in deception detection.

“The following is brief description of the 10 video clips that you will judge.

“Students from an introductory communication course at a large university were
invited to participate in a study. The participants were informed that the study concerned
effective teamwork. The participants learned they would be working in pairs to answer
difficult trivia questions and they were promised a large cash reward if they performed
well on the trivia questions. Unknown to the participants was that the partner they were
paired with was a confederate, meaning she was part of the experiment. After the pairing,
an experimenter entered the room and asked a number of extremely difficult trivia

questions.
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“After asking a few questions, the experimenter was called out of the room and left
the set and answers in the room with the participant and confederate. The confederate
then encouraged the participant to cheat and look at the answers. The participant then
either cheated and looked at the answers or refused to cheat.

“After a few minutes, the experimenter returned and finished asking the trivia
questions. After all the trivia questions were complete, each participant was brought to an
interview where he or she was questioned concerning any possible cheating. All
participants were interviewed by a single interviewer and the interviewer posed the same
questions to all participants. You will view 10 of these interviews and watch the
responses to all 6 questions for each interview. Here is a sample of a truthful interview.

--Novices Only--

“You will all receive extra credit for participating in this experiment. In addition,
those who perform in the top 10% of each group will be awarded 10 dollars cash after
performance has been assessed and recorded. Groups will be divided according to what
you had access to. For instance, those who have training before the detection task will be
in one group, those who received training after the detection task will be in another
group.

“Please hold on to the slip of paper with your three digit number that you received at
the beginning of the experiment. This paper serves as proof of your identity and if you
qualified for a reward, you will need to turn it in to receive your compensation.

--All Participants--
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“The experiment will now begin. Please pay close attention to the instructions that

'9’

you will be given. Good luck
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APPENDIX D — SURVEY INSTRUMENTS

The surveys were administered at 12 junctures during the detection task. Before the
detection task, participants filled out a 15-item questionnaire that captured background
data and predictions for how well the participants thought they would do (Initial Survey).
Then following judgment of each of the 10 interviews, participants answered a brief 6-
item questionnaire (Judgment Surveys). Finally, following the conclusion of the detection
task, the participants completed a 24-item questionnaire concerning perceptions of the
BAP system and estimations about how well participants thought they did (Final Survey).

Not all of the questions in the questionnaire were relevant in all conditions. For
example, the novices without access to the BAP were not questioned about their BAP
perceptions and novices were not questioned about the number of years they worked as a
law enforcement officer. Irrelevant questions were omitted from the questionnaires for
such conditions. However, all items are included in the surveys shared below. Unless
otherwise indicated, all items were answered on a 7-point scale (1 — Strongly Disagree, 4
— Neutral, 7 — Strongly Agree).

Initial Survey

Please answer the following questions regarding your background and opinions.

1. Iconsider myself a computer expert

I have no experience with computer programs that provide recommendations or

suggestions

I feel comfortable using a computer to solve problems

4. In general, computers are helpful and provide useful information when I have a
decision to make

[98)
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In general, I trust the information that computers provide when I have a decision
to make.

I am generally a trusting person

I don’t trust someone or something when I have little knowledge of it

Once I make a decision, I rarely change my mind

I am generally confident in the choices that [ make

The experimental task will require you to make 10 judgments of interviews. You will be
asked if the person being interviewed is being deceptive or not. Please answer the
following questions about the task that you will complete.

10.
11.
12.
13.
14.

15.

I consider myself an expert at detecting when someone is lying

I expect this task to require a great deal of effort

I believe this task will be a difficult task

When I decide someone is lying to me, I am usually sure of my judgment
Please state the number (out of ten) interviews that you expect to correctly
identify as deceptive or truthful (0-10)

I will be satisfied if I get interviews out of 10 correct (0-10)

Judgment Survey

Please answer the following questions relating to your judgment.

A S

This judgment was difficult for me to make

The BAS helped me make my decision

This judgment required a great deal of effort

The BAS was useless in forming my decision

The BAS compelled me to consider additional information than what I observed

Please select the most correct statement

a. I was unsure about my judgment and I went with what I thought

b. The BAS and I initially disagreed, but I was sure about my judgment and I
ignored the BAS’s judgment

c. The BAS and I came to the same judgment

d. The BAS and I initially disagreed, but I was sure about the BAS’s judgment
and I ignored what I thought

e. I was unsure about my judgment and I went with the BAS’s judgment

f. Other (please explain): (Fill in)

Final Survey

Please answer these questions relating to the experiment and your performance
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MRS

Al e e

I11.

12.
13.

14
15.
16.
17.
18.

19.

This task required a great deal of effort

The BAS and I worked well together

This task was difficult

I felt confident about relying on the BAS for my decisions

I examined behaviors very carefully in order to make sure that all potential
deceptive cues were considered

I would feel comfortable about relying on the BAS for my decisions in the future
I would not be willing to let the BAS make my decisions for me

I most frequently tried to observe the cues that the BAS was searching for

I would use the BAS as an aid to help with my decision about whether or not
someone is being deceptive

. I most frequently paid attention to the cues that were described in the training I

received

I would let the BAS suggest to me a number of reasons why a person may be
deceptive

The BAS is a real expert in assessing deception

The BAS has a good knowledge of deception and behaviors associated with
deception

. Please state the number interviews that you think you correctly classified (0-10)

I would let the BAS assist me in deciding if someone is being deceptive

I will be satisfied if I classified interviews out of 10 correctly. (0-10)

In general, I agreed with the BAS’s recommendation

The cues I was observing did not overlap very much with the cues the BAS was
observing

I would let the BAS decide for me if a person is being deceptive

Please answer these questions relating to demographics

20.
21.
22.
23.

24.

Multi-

In

Your sex: (Male/Female)

Your age: (Fill in)

Number of years of education after high school: (Fill in)

Please specify the number of years you have been employed as a law enforcement
officer (Fill in)

Please state your ethnicity: (Black, Non Hispanic; American Indian or Alaskan
Native; Hispanic; White, Non Hispanic; Other)

item Validation

the final survey, a total of 9 items were adapted from Komiak [68] that elicited

information about emotional trust in the BAP, intention to use the BAP as a delegated
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agent, intention to use the BAP as a decision aid, and competence of the decision aid.
Komiak demonstrated proper item reliability and construct validity of the items and
constructs that were used in this dissertation. However, items and constructs were
reviewed again to ensure reliability and validity.

First, items were reviewed by experts in survey research for face validity and item
clarity. Then items were utilized in a pretest (pilot experiment) where respondents had the
opportunity to interact with the experimenter concerning wording and presentation of the
questionnaires.

Following the conduct of the experiments, validity and reliability measures were
examined for the constructs outlined by Komiak. Abbreviations of the items and the
constructs they are meant to capture are shown in Table D-1. Reliability across items

within a construct are presented via Cronbach’s a (N = 139). With the exception of

perceptions of BAP competence, the items demonstrate reliability (> .70) [53].

Table D-1 Multi-item survey constructs

Constructs Cronbach’s a Items

Emotional Trust 79 ConfidentRelyingOnBAS
FeelComfortableRelyingOnBAS

Delegated Agent Intention .70 NotLetBASJudgeForMe (reverse coded)
LetBASDecideForMe

Decision Aid Intention .82 LetBASHelp
LetBASSuggestReasons
LetBASAssistMe

BAP Competence .49 BASIsExpert

BASHasGoodKnowledgeOfDeception

To demonstrate convergent validity among same-construct items and discriminant

validity between different-construct items, a factor analysis was performed with a
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maximum likelihood extraction method and a Varimax rotation with Kaiser
Normalization. As four constructs were taken from Komiak’s survey instruments, the
factor analysis was constrained to four factors. Table D-2 shows the results of the rotated

factor matrix.

Table D-2 Rotated factor matrix with survey items

Constructs Items Factor 1 ~ Factor2  Factor3  Factor 4
Emotional Trust ConfidentRelyingOnBAS 733 .309 229 .094
FeelComfortableRelyingOnBAS 555 .544 292 .077
Delegated Agent ~ NotLetBASJudgeForMe (reverse coded) 129 873 .007 .034
Intention LetBASDecideForMe 368 566 .033 -.045
Decision Aid LetBASHelp .268 .055 679 .269
Intention LetBASSuggestReasons .092 .015 449 .802
LetBASAssistMe 120 .065 986 .095
BAP Competence BASIsExpert 447 AT2 332 202
BASHasGoodKnowledgeOfDeception 134 .095 .524 228

Review of the rotated factor matrix uncovers serious problems with convergent and
discriminant validity in the BAP competence construct. This finding taken together with
the low reliability between items undermined the value of the measures. Therefore the
BAP competency construct was excluded from analysis.

There were additional minor problems with the remaining constructs. Notably,
LetBASSuggestReasons and FeelComfortableRelyingOnBAS demonstrated significant
cross loading. However, the remaining items appeared to load on the proper factors.
Although there were violations of discriminant validity, these violations were considered
minor and the items were retained and analyzed. Additionally, Komiak noted in her
analysis of these measures that there was significant correlation between emotional trust,

delegated agent intention, and decision aid intention [68].
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APPENDIX E — NOVICE ANCHORING AND ADJUSTMENT PILOT STUDY

According to studies examining the anchoring and adjustment bias, individuals who
are given an initial value in response to a question anchor on the given value (see [104]
for a succinct review). Once anchored, the individuals rarely deviate very far — even
when anchoring values are randomly assigned [132]. In the context of deception
detection with the BAP, the anchoring and adjustment bias may have become evident
resulting from the request for an initial judgment. Under this possibility, the act of
submitting an initial judgment would serve as an anchor and deviations from that initial
judgment would be unlikely. If the anchoring and adjustment bias were affecting the
human users’ judgments, that effect would dissipate if the request for an initial judgment
were removed.

To examine the possibility that the human-anchoring seen in both the novice-only
and novice/professional experiments were results of the anchoring and adjustment bias, a
pilot study was conducted. The pilot study examined novice BAP usage with and without
an initial judgment. If the human-anchoring was resultant from the anchoring and
adjustment bias, the amount of human-anchoring should have decreased when the initial
judgment request was removed.

Two groups of novice participants were used for this pilot study. The first group of
participants was originally used as part of the novice-only experiment described in
Chapter 5. The 31 participants that were included in this pilot study comprised the

training/access to lower-access BAP group. In the first group, the mean age of the
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participants was 21.9, mean years of secondary education was 3.9, and of all the
participants, 16.0 percent were female.

The second group of participants was recruited just for this pilot study. They were
recruited from an MIS graduate seminar class and numbered 8 in total. In the second
group, the mean age of the novice participants was 23.0, mean years of secondary
education was 5.0, and of all the participants, 13.0 percent were female.

The MSU cheating interviews produced by Timothy Levine and colleagues [72]
were used as the stimulus materials in the pilot study (see section 5.2 for a full
description).

The single independent variable in the pilot study was the requirement of an initial
judgment. The experimental design matrix and sample size in each cell are illustrated in

Table E-1.

Table E-1 Experimental design matrix for anchoring and adjustment pilot study

Initial No Initial
Judgment  Judgment
Training/Access to _ _
Lower-accuracy BAP N=31 N=8

To determine if there was a difference in the utilization and adoption of the BAP
recommendation between the initial judgment condition and no initial judgment
condition, a two sample z-test was performed (two-tailed). The r-test dealt with the
number of final judgments that matched the BAP recommendation. There was no

significant difference in the number of times the novices accepted the BAP
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recommendation across the initial judgment and no initial judgment conditions, #37) =
1.57, p=.123.

The small sample size of the no initial judgment condition is an acknowledged
weakness of the pilot study, so care should be taken in interpreting the results.
Nevertheless, these preliminary findings seem to suggest that there is no difference in
BAP utilization when an initial judgment is requested and when an initial judgment is not
requested. This finding suggests that the anchoring and adjustment bias is not the source
of the human anchoring seen in both the novice-only and novice/professional

experiments.
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