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ABSTRACT  

Various phenomena within the information systems discipline can be studied using 

the social network paradigm that views social entities as nodes with links between them. 

The social network analysis (SNA) theory has applications in knowledge management, 

computer mediated communications, security informatics, and other domains. Challenges 

in SNA can be classified into three broad areas: instance modeling, evolution modeling, 

and predictive modeling. Instance modeling focuses on the study of static network 

properties, evolution modeling examines factors behind network growth, and predictive 

modeling is concerned with identification of hidden and future network links.  This 

dissertation presents four essays that address these challenges with empirical studies in 

knowledge management and security informatics. 

The first essay on instance and evolution modeling contributes to SNA theory by 

examining a real-world network that contains interactions between thirty thousand 

individuals. The study is among the few that empirically examine large human-only 

networks and verify the presence of small-world properties and scale-free distributions. 

In addition, it proposes a novel application of a network evolution model to examine the 

growth of networks across geographical boundaries.  

The second essay on evolution modeling proposes a methodology to identify 
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significant link-formation facilitators. The study found that homophily in age, gender, and 

race were not significant factors in predicting future links between individuals in dark 

networks. These results contradicted some previous studies in the same domain that used 

smaller datasets to study the phenomena. 

The third essay focuses on evolution and predictive modeling and examines the role 

of inventor status on the selection of knowledge recombined to produce innovation. A 

new network measure based on random walks and team identification (RWT) is proposed 

to model knowledge flow. It is found that inventor status as measured by RWT has a 

positive relationship with the likelihood of a future citation link to the inventor.  

The fourth essay focuses on predictive modeling. A modified mutual information 

formulation is proposed to identify hidden links between nodes based on heuristics of 

time and location of previous co-occurrences. An evaluation of the proposed technique 

showed that it performed better in predicting hidden links than other co-occurrence based 

methods. 
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CHAPTER 1: INTRODUCTION 

Various organizational and social phenomena can be studied using network analysis 

methods. The network paradigm views structures as a collection of nodes and links. The 

nodes are actors that can range from humans (in the case of social networks) to genes (in 

the case of genetic networks). The links between nodes depict various kinds of 

relationships ranging from collaboration between humans to activation relationships 

between genes.  The use of such networks as an analytical methodology has a long 

history in applied mathematics and physics. A subset of network analysis, known as 

social network analysis (SNA) deals explicitly with relationships between individuals or 

other entities that acquire a social character. With the advent of unprecedented amounts of 

data on the relationships among individuals, SNA is becoming a popular methodology in 

information systems (IS) to examine networks of entities in various organizational 

settings.  The primary aim of SNA is to understand the relationships between social 

entities and the pattern and implications of these relationships on the environment. SNA 

has applications in knowledge management (with networks based on scientific 

collaboration, knowledge transfer, etc.), computer mediated communications, 

e-commerce, and security informatics among other areas. 
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1.1 Theoretical foundations of social network analysis 

The network theory in general is concerned with networks of nodes and links. The 

social network theory (which can be considered as a specialization of network theory) 

focuses on nodes being social objects. Thus, the theory not only encompasses human 

networks but also networks of other objects: like websites (created by humans), software 

agents (made to behave like humans), to cell phones or email (used by humans). The 

links in social networks depict various kinds of relationships including collaboration, 

kinship, shared ideologies, economic exchange, or communication, among others. 

Besides the use of the above relational paradigm, SNA encompasses the following 

important assumptions (Wasserman & Faust, 1994): 

• Nodes and their actions are interdependent on their relational structure and each 

node is not viewed as an independent autonomous unit. 

• Links between nodes are channels for transfer or flow of resources (material or 

non-material) 

• The network structure is an environment that provides incentives, opportunities, 

or constraints on individual action. 

• Network models conceptualize structure as a lasting pattern of links between 

individual nodes. This pattern persists as a relationship beyond the time at which 

it formed.  
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 Various models and methods from mathematics have been used in SNA studies 

which borrow from graph theory and random graphs (Erdos & Renyi, 1960). Graph 

theory provides both an appropriate representation of social networks and a set of 

concepts that can be used to study the formal properties of social networks (Wasserman 

& Faust, 1994). 

1.2 Challenges in social network analysis 

Even though the network paradigm offers numerous advantages in the analysis of 

phenomena in an increasingly linked world, challenges still remain in its applications to 

problems in the IS domain. These challenges offer potential research areas and can be 

classified into three broad categories:  

1) the modeling of static network instances to study network properties – 

instance modeling 

2) modeling the evolution of networks and its effects on various phenomena – 

evolution modeling 

3) utilization of network and node and link properties to predict network 

evolution – predictive modeling 

The three areas (instance, evolution, and predictive modeling) are interdependent and 

insights obtained in one provide essential input to another. The areas along with the 
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primary research questions and associated theoretical concepts are shown in Figure 1.1.   

 

Figure 1.1. Primary SNA challenges and associated research questions 

Instance modeling is concerned with the study of static snapshots of networks. Static 

networks give an insight into various characteristics of nodes, groups, and of the network 

as a whole. For instance, instance modeling can be used to identify important nodes in a 

network. These nodes control the flow of information and influence relationships in a 

social network. Determining important nodes also has applications in understanding the 
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center of social power/social capital. Instance modeling can also be used to study 

cohesive subgroups, teams, and clustering tendencies in a social network. Identifying 

subgroups has important applications in studying the diffusion and diversity of 

information in a network. A widely used application of instance modeling is determining 

the small world characteristics of a network which have been shown to increase 

performance in various social, biological, and technological networks.  

Evolution modeling is concerned with the study of factors that lead to the formation 

of social networks. Thus, evolution modeling aims to understand the emergence of 

groups and small world characteristics. This area is devoted to identifying the models of 

growth and the factors that facilitate formation of links between nodes. This has 

applications in encouraging collaboration and communication in human networks. 

Evolution modeling studies also measure properties of networks over various time 

periods and examine the changes to model the dynamics of a network. Understanding the 

evolutionary characteristics of a network can better determine important nodes in a 

network and their effect on future link formation. 

Predictive modeling is concerned with the identification of hidden links or the 

prediction of future links between network nodes by utilizing properties of the existing 

links and nodes, or properties of the network as a whole. Various techniques have been 

developed for predictive modeling that utilize statistical as well as machine learning 
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models. The techniques can be used to address a variety of issues ranging from the 

identification of hidden links in a dark network to recommending products and predict 

purchases in consumer-product networks. Often evolution and predictive modeling are 

coupled together with the use of statistical models to study evolution and predict links.  

1.3 Summary of dissertation essays 

Each dissertation essay focuses on one or more of these areas with studies in security 

informatics and knowledge management. The studies draw upon concepts and constructs 

from the social network analysis and information theory. Each study contributes to 

addressing the challenges in SNA by enhancing theoretical concepts, proposing novel 

modifications to constructs, and providing support by empirical evidence.    

Chapter 2 focuses on instance and evolution modeling of networks. This essay 

contributes to SNA theory by examining a large-scale real-world network that contains 

interactions between thirty thousand individuals over a span of twelve years. Even though 

previous studies have examined the properties of such large-scale networks, they have 

been limited mostly artificial networks. This study is among the few that empirically 

examine large human-only networks and verify that they show small-world properties 

and scale-free distributions. In addition, the study proposed a novel application of the 

preferential attachment evolution model to examine the growth of networks across 
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geographical boundaries. It is shown that networks studied exhibit weak levels of 

preferential attachment when linking to individuals in other geographical areas.  

The third chapter focuses on modeling the evolution of networks. In this essay, the 

significant facilitators that contribute to the formation of links between two nodes are 

examined. These facilitators can be used to understand the factors that govern the growth 

of networks. Novel network recovery and measurement techniques are used to study two 

large networks over two years. A two proportional z-test is proposed to compare network 

measures and identify significant facilitators. The study found that homophily in age, 

gender, and race were not significant factors in predicting future links between 

individuals. This was unlike some previous studies in the same domain that used much 

smaller datasets to study the phenomena. 

The fourth chapter focuses on evolution and predictive modeling. This essay 

examines the role of inventor status on the selection of knowledge that is recombined to 

produce innovation. The importance of inventors in an evolving knowledge network was 

determined to predict the future citation of their patents. A new network measure based 

on random walks and team identification (RWT) was proposed to model knowledge flow. 

Using empirical methods, it was found that inventor status as measured by RWT had a 

significant positive relationship with the likelihood of a future citation link to the inventor. 

The new measure, in addition to modeling knowledge flow in a scientific collaboration 
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network helps better understand how innovation evolves within organizations. The study 

also contributes to SNA theory by proposing a new measure to determine individual 

status in scientific collaboration networks. 

Chapter 5 focuses on predictive modeling. In this essay, hidden links are identified 

between nodes based on their co-occurrence frequencies.  A construct from information 

theory known as mutual information is modified to include heuristics derived from time 

and location of previous co-occurrence. An evaluation of the modified technique showed 

that it performed better in predicting hidden links than other co-occurrence based 

methods. The study contributes to predictive modeling by proposing a method to identify 

hidden links in networks when little information about the nodes is available. 

The sixth chapter concludes, presents the contributions to network theory and 

information systems, and presents future extensions of this work. 
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CHAPTER 2: TOPOLOGICAL AND EVOLUTIONARY ANALYSIS OF 

LARGE-SCALE SOCIAL NETWORKS 

2.1 Introduction 

Topological analysis involves study of the structure of social networks with a focus 

on the entire network instead individual nodes and links. It is concerned with the study of 

static snapshots of networks (and thus classified into instance modeling). In this study, we 

examine the properties of a large-scale narcotics network (referred to as a criminal 

activity network) involving individuals and vehicles. We present the topological 

properties and evolutionary characteristics of the network across legal jurisdictions. 

Within the context of security informatics this essay explores the use of network analysis 

to aid in law enforcement and border security 

A Criminal Activity Network (CAN) is a network of interconnected people (often 

known criminals), vehicles, and locations based on law enforcement records. The 

networks can be augmented with data from sources like transportation systems and motor 

vehicle division data. These networks allow us to analyze and visualize information that 

is helpful for identifying suspicious vehicles and people at the border or around critical 

infrastructures. Criminal activity networks can contain information from multiple sources 

and be used to identify relationships between people and vehicles that are unknown to a 
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single jurisdiction. As a result, cross-jurisdictional information sharing and triangulation 

can help generate better investigative leads and strengthen legal cases against criminals.  

CANs are large and complex (particularly in a cross-jurisdictional environment) and 

can be better analyzed if we study their topological properties. Topological properties 

describe the network as a whole and help us better understand its governing mechanisms. 

Topological properties can also be used to quantify the advantages of data sharing to law 

enforcement and transportation security. In addition, understanding the properties of 

CANs can help design better analysis tools to assist in identifying potentially dangerous 

vehicles and people. In this study, we study the topological properties of and explore 

important research questions related to cross-jurisdictional criminal activity networks:  

• What are the topological characteristics of criminal activity networks? 

• How do cross-jurisdictional data affect the topological characteristics of criminal 

activity networks?  

• How do criminal activity networks grow when data from multiple jurisdictions 

are combined? 

• How does the addition of multiple types of entities (e.g., vehicles and people) 

affect the topological characteristics of criminal activity networks? 

In the next section, we discuss previous research in the area. Section 2.3 presents the 

research testbed and design. Section 2.4 presents the analysis of criminal activity 
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networks using information from a single jurisdiction; Section 2.5 analyzes their 

characteristics in multiple jurisdictions. Section 2.6 discusses the properties of CANs 

with vehicles and people and the advantages of exploring the criminal links of vehicles. 

We present the conclusions in Section 2.7 . 

2.2 Literature review 

This section progresses from integration of information to previous studies of 

complex networks. It explains the common topological measures and discusses the 

evolution of networks. Previous studies on bipartite graphs and criminal networks are 

also presented. 

2.2.1 Information integration and network construction 

Cross-jurisdictional criminal activity networks contain relationships between entities 

like vehicles and people that are extracted from many data sources. To triangulate 

information about an entity, it is necessary to reconcile all the instances of the entity 

across datasets which is a challenging task. Matching of entities and their relationships is 

a task that is hampered by problems that include (Chen & Rotem, 1998): name 

differences: similar entities in different databases have different names, missing and 

conflicting data: incomplete data or different values in different sources, and object 

identification: lack of global identifiers. 
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We use the BorderSafe information sharing and analysis framework (Marshall et al., 

2004) for accessing information from multiple datasets. The key to the framework is 

identification of several classes of data, the two important ones are: base incident data 

and supplementary contact data. 

1. Base incident data include information expressing relationships between 

individuals, vehicles, locations, and other such entities that are present in law 

enforcement incident records. For example, two individuals are related if they are 

partners in a crime.  

2. Supplementary contact data include additional information of an annotative nature 

on criminal entities found in the base data. Supplementary data identifies features 

of entities, while base data expresses relationships between entities. An example 

of supplementary data is border crossing activity records for vehicles.   

To facilitate network analysis, base data obtained from each jurisdiction is mapped to 

a global schema (Marshall et al., 2004). The individuals in the base data are reconciled 

using first name, last name and date of birth. The vehicles are reconciled using the license 

plate numbers and issue authorities. The framework allows us to extract relationships 

between individuals and vehicles that are amenable to criminal activity network analysis. 

It also facilitates the annotation of the networks with border crossing information that can 

be used to identify suspicious vehicles crossing the border.  
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2.2.2 Complex networks 

Complex networks of individuals and other entities have been traditionally studied 

under the random graph theory (Albert & Barabasi, 2002). However, later studies 

suggested that real-world complex networks may not be random but may be governed by 

certain organizing principles. This prompted the study of real-world networks. These 

studies have explored the topology, evolution and growth, robustness and attack tolerance, 

and other properties of networks.  Three broad models of network topologies have 

emerged (Albert & Barabasi, 2002): random graphs, small-world networks, and scale-free 

networks.  Random graphs are networks in which any two nodes are connected with a 

fixed probability p, thus edges are distributed randomly among nodes of the network. 

Small-world networks are not random in nature and have relatively small path lengths 

despite their often large size (Watts & Strogatz, 1998).  In scale-free networks the 

degrees (number of edges) of nodes follow a power law distribution (Barabasi & Albert, 

1999). More details on the topological characteristics of small-world and scale-free 

networks are discussed in the next sub-section. Some of the networks that have been 

studied include the World Wide Web (Albert, Jeong, & Barabasi, 1999; Kumar et al., 

2000), cellular and metabolism networks (Jeong, Tombor, Albert, Oltvai, & Barabasi, 

2000) , and co-authorship networks (Newman, 2001b). These networks were found to 

have similar topological, evolutionary and robustness characteristics (Albert & Barabasi, 
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2002). They were found to be predominantly small-world and scale-free.  

2.2.3 Topological properties 

Topological properties of networks help in the study of the network as a whole 

instead of studying the individual constituents. Three concepts dominate the statistical 

study of the topology of networks: small-world, clustering, and degree distribution 

(Albert & Barabasi, 2002). These concepts have important implications in the domain of 

security and law enforcement. 

2.2.3.1 Small-world 

The small-world concept is based on the fact that large networks often have small 

path lengths between their nodes. This concept is an important one as it can depict the 

ease of communications within a network. Communications can range from the spread of 

disease in human populations and spread of viruses on the Internet to the passage of 

messages and commands in a criminal network. A widely cited example of a small-world 

network study is the “six degrees of separation” study by psychologist Stanley Milgram 

which concluded that there was a path of acquaintances with a typical length of about six 

between most pairs of people in the United States (Kochen, 1989). The small world 

property is measured by the average shortest path length that is obtained by averaging the 

shortest paths between all pairs of nodes in a network (Albert & Barabasi, 2002). For 
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instance, the average shortest path length between two actors in a network of movie 

actors (225,226 nodes) was found to be 3.65 (Watts & Strogatz, 1998). The average 

shortest path length between co-authors in the MEDLINE collection (1.5 million nodes) 

was found to be 4.6 (Newman, 2001b). We will be using the actor network and the 

MEDLINE co-authorship network as examples to explain more concepts later in the 

chapter.  

These and other examples of real world networks show that the small world property 

appears to characterize most real world networks (Albert & Barabasi, 2002). There has 

been research on the phenomenon that leads to the short path lengths in real world 

networks. It has been suggested (Nishikawa, Motter, Lai, & Hoppensteadt, 2002; Watts, 

1999) that shortcuts between nodes that otherwise may not be connected reduce the 

average path length in small world networks. This is especially true in social networks 

where people are likely to have friends with other individuals outside their immediate 

friend circle. The small world property is studied in criminal activity networks because it 

has implications for the identification of important relationships involving suspicious 

vehicles and individuals. 

2.2.3.2 Clustering 

Empirical and theoretical work on balance theory and transitivity motivated  
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mathematicians to formulate models for the behavior of triples of actors (Wasserman & 

Faust, 1994). Cartwright & Harary (1956) were among the first to introduce the concept 

of structural balance and the concept of triads which formed the basis for the clustering 

coefficient. Cliques that represent circles of friends and acquaintances often form in 

social networks. For instance, authors often collaborate with the same set of people in a 

co-authorship network. Cliques also form in networks that do not involve people, for 

example, related websites on the Web often point to each other through hyperlinks. This 

inherent tendency to cluster is quantified by the clustering coefficient (Watts & Strogatz, 

1998). The clustering coefficient is measured by the ratio of the number of edges that 

exist in a network to the total number of possible edges. Real world networks tend to 

have relatively high clustering coefficients as compared to random graphs. The movie 

actors network had a clustering coefficient of 0.79 (Watts & Strogatz, 1998) and the 

MEDLINE co-authorship network had a coefficient of 0.066 (Newman, 2001b), both 

values are several orders of magnitude higher than their random counterparts. The 

clustering coefficient in criminal networks points to the tendency of individuals to 

collaborate together and partner in crimes. 

2.2.3.3 Degree distribution 

Nodes in a network have different number of edges connecting them. The number of 
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edges connected to a node is called its degree. The spread of node degrees is given by a 

distribution function P(k), which gives the probability that a randomly selected node has 

exactly ‘k’ edges. The distribution functions of most real world networks follow power 

law scaling with exponents ranging from 1.0 to 3.0 (Albert & Barabasi, 2002). The movie 

actor network has a power law degree distribution with an exponent of 2.3 (Watts & 

Strogatz, 1998). The MEDLINE co-authorship network was found to have an exponent of 

1.2 (Newman, 2001b). Degree distributions are studied in criminal networks because high 

degrees of criminals may imply their leadership in the network (Xu & Chen, 2004). The 

degrees of nodes are also used to study the growth and evolution of a network. 

2.2.4 Evolving networks 

Most real world networks including criminal activity networks are not static and 

grow due to the addition of nodes and/or links. For instance, the World Wide Web grows 

exponentially by the addition of new web pages and a co-authorship network grows by 

the addition of collaborators. The growth leads to changes in the topological 

characteristics of the networks. Barabasi & Albert (1999) identified two ingredients in the 

evolution of a scale free network: (1) growth: networks expand continuously by adding 

new nodes and, (2) preferential attachment: new nodes attach preferentially to nodes that 

are already well connected, an effect called “rich-get-richer.” The preferential attachment 
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concept assumes that the probability that a new node will connect to an existing node i 

depends on the degree of the node i. The higher the degree of i, higher the probability that 

new nodes will attach to it. The functional form of preferential attachment (∏(k)) for a 

network can be measured by observing the nodes present in the network and their degrees 

at a particular time, t. After adding new nodes (time = t+1), plotting the relative increase 

as a function of the earlier degree gives the ∏(k) function (Jeong, Neda, & Barabasi, 

2003).  

Preferential attachment has been studied for citation and co-authorship networks, 

actor network and the Internet and has been found to follow the power law distribution 

(Jeong et al., 2003; Newman, 2001a). In other cases ∏(k) may grow linearly till a point 

and then fall off. This usually happens at high degrees implying that high degree nodes 

are unable to attract new nodes. For instance, Newman (Newman, 2001a) found that 

individuals with a large number of collaborators in a co-authorship network did not 

attract many new ones. These constraints on the growth of networks exist in many real 

world networks including criminal networks (Amaral, Scala, Barthelemy, & Stanley, 

2000; Jordano, Bascompte, & Olesen, 2003; Klerks, 2001).   

Constraints on the number of links that a node can attract may be due to aging or cost 

(Amaral et al., 2000). Since the growth of the network may be over time, some high 

degree nodes might become too old to participate in the network (e.g., actors in a movie 
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network). It might also become too costly for a node to attach to a large number of nodes 

(e.g., a router in a network slows down when it has too many connections). Constraints 

on the growth may be domain specific and have been studied in many domains. For 

instance, in plant-animal pollination networks, some animals cannot pollinate certain 

plants; hence a link cannot be established (Jordano et al., 2003). This is an example of a 

cost constraint. In criminal networks, trust may restrict the growth of networks. Criminal 

and terrorists do not include many people in their inner trust circle (Klerks, 2001). In 

addition, disruption might restrict growth in criminal networks. Individuals may get jailed, 

wounded or killed and thus not contribute to the growth. They may also ‘lay low’ at 

certain times to escape the attention of authorities. These unique properties make the 

growth of criminal networks an interesting topic of study. 

2.2.5 Bipartite networks 

The criminal activity networks studied in this essay contain individuals and vehicles 

as nodes linked by police incidents.  Each individual or vehicle is related to an incident 

and two individuals/vehicles are linked if they are found in the same incident. These 

networks can be classified as bipartite graphs. Bipartite graphs contain two kinds of 

entities as nodes, and relationships exist only between different kinds of nodes. Many 

social networks like collaboration networks of movie actors, or authors can be described 
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as bipartite graphs (Newman, Strogatz, & Watts, 2001). Bipartite graphs are usually 

studied by projecting them to a unipartite graph that contains one of the entities and 

transitive relationships through the other entity. For instance, Watts and Strogatz (1998) 

projected a network between actors and movies to a network between actors and actors 

by linking two actors who acted in the same movie. Similarly, another study of the 

network of directors on company boards projected a director and board network to a 

network of boards by linking two company boards together if they had common 

individuals on them (Davis, Yoo, & Baker, 2003). We study bipartite graphs of 

individuals and incidents by projecting them to a network of individuals. So, two 

individuals are linked if they are related to the same incident. The same concept is used to 

project networks of individuals and vehicles to networks of individuals. 

2.2.6 Analysis of criminal networks 

The structure of criminal networks has been studied using manually produced link 

charts (Harper & Harris, 1975) to depict relationships between individuals, vehicles, and 

locations. The topological characteristics have also been explored using social network 

analysis (Klerks, 2001; Sparrow, 1991; Xu, Marshall, Kaza, & Chen, 2004), shortest path 

algorithms (Xu & Chen, 2004) and manual mapping (Krebs, 2001). Several computerized 

tools like Netmap (Chabrow, 2002), Analyst’s Notebook (I2, 2004), and COPLINK’s 
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visualizer (Chen, Zeng, Atabakhsh, Wyzga, & Schroeder, 2003) have also been developed 

to support network representations of criminal activity information. Further 

understanding of the topological properties of criminal activity networks and how they 

vary in different contexts could help investigators perform their job more efficiently. 

Several tools provide methods to extract, analyze, and visualize criminal networks. 

First generation tools take a manual approach allowing investigators to depict criminal 

activity as a network of associations. Second generation systems include Netmap 

(Chabrow, 2002), Analyst’s Notebook (I2, 2004), and the COPLINK Visualizer (Chen et 

al., 2003). These tools provide various levels of interaction and pattern identification, 

representing information using various visual clues and algorithms to help the user 

understand charted relationships. Third generation tools include advanced analytical 

capabilities. This class of tools has yet to be widely deployed but techniques and 

methodologies have been explored in the research literature. Coffman, Greenblatt, & 

Marcus (2004) introduces genetic algorithms to implement subgraph isomorphism and 

classification via social network analysis metrics for intelligence analysis. Network 

analysis tools to measure centrality, detect sub-groups, and identify interaction patterns 

were used in Xu et al. (Xu et al., 2004). Most of the above tools identify key nodes and 

links using centrality and other topological measures. 
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2.3 Research testbed and design 

The datasets used in this study are available to us through the DHS-funded 

BorderSafe project. To study criminal activity networks we used police incident reports 

from Tucson Police Department (TPD) and Pima County Sheriff’s Department (PCSD)  

from 1990 – 2002. A summary of the data we used is shown in Table 2.1.  

Table 2.1. Number of records in TPD and PCSD data 

 TPD PCSD 

Incidents 2.99 million 2.28 million 

Individuals 1.44 million 1.31 million 

Vehicles 675,000 520,000 

Border crossing information that includes the license number of vehicles with the 

date and time of their crossing, provided by Tucson Customs and Border Protection (CBP) 

is also included in the testbed. A summary of the border crossing data is given in Table 

2.2. 

Table 2.2. Summary of border crossing data 

Recorded Crossings 2.4 million 

Vehicles 500,000 

This testbed was used to extract narcotics networks that consisted of vehicles and 

individuals as nodes and police incidents as edges between them. Individuals were 

included as nodes in the network if they were wanted, suspected, arrested, or had a 
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warrant for arrest in a narcotics crime. Hereafter, such persons will be referred to as 

‘suspects’ in the crime. Vehicles were included as nodes in the network if they had been 

involved with a suspect in a narcotics crime. Two nodes were connected by an edge if 

they were in the same incident involving a narcotics or narcotics related crime. An 

example of such a narcotic network is shown in Figure 2.1. The network depicts links 

between individuals (circles), vehicles (rectangles) and locations (triangles) extracted 

from TPD and PCSD records, it is also augmented with border crossing information of 

the vehicles. The criminal activity networks used in this research do not include locations 

but resemble the network in Figure 2.1. 

 

Figure 2.1. An example of a narcotics criminal activity network 
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To address our research questions we divided the study into three parts. We first 

studied the characteristics of criminal networks in a single jurisdiction. Second, we 

analyzed the change in characteristics on combining data from multiple jurisdictions. In 

addition we studied the characteristics of networks with multiple types of entities such as 

vehicles and individuals. 

2.3.1 Characteristics of criminal networks in a single jurisdiction  

The topological characteristics of narcotics networks extracted from TPD and PCSD 

were analyzed separately. The basic statistics such as size, number of links, size of giant 

(largest connected component) and second largest component were calculated. Small 

world properties (clustering coefficient, average shortest path length, diameter), and scale 

free properties (average degree, maximum degree, exponent (γ) and cutoff (κ) of the 

degree distribution) were calculated and analyzed. This analysis aids in understanding the 

topological properties of narcotics networks based on the activities recorded in police 

records. In addition, the number of border crossing vehicles associated with the 

individuals in the network was also found that helps in identifying criminal links of 

border crossing vehicles. 

2.3.2 Cross-jurisdictional criminal activity networks 

To study the topological characteristics of cross-jurisdictional criminal activity 
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networks, we augmented the narcotics network (N) from one jurisdiction (J1) with 

information from the second jurisdiction (J2). To understand the advantages of using 

information from multiple agencies, the data in the second agency can be explored in two 

ways: 

1. Adding edges to N: The second jurisdiction is used to identify unknown 

associations between the nodes of network N. The addition of incidents from J2 to the 

network in J1 is expected to form previously unknown associations (hidden links) 

among nodes in J1.  

2. Adding nodes and edges to N: The second jurisdiction can be used to identify 

previously unknown nodes associated with the network N. The addition of individuals 

from J2 to the network in J1 will identify previously unknown members of the 

narcotics network. The addition of nodes to N also allows us to study the 

phenomenon of preferential attachment in the narcotics network. 

 

Both the methods used to explore information in the second jurisdiction highlight the 

advantages of sharing data. With the addition of nodes and links from J2 to J1 we expect 

that the giant component of the network from J1 will increase in size. We also expect that 

the average shortest path length of the network in J1 will decrease due to the addition of 

shortcuts between nodes. 
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The addition of nodes and edges from J2 to J1 can be treated as the growth of the 

network. Previous studies have used the preferential attachment measure to study the 

increase in the number of nodes over time. We use the preferential attachment measure to 

study the growth of the network over jurisdictions instead of over time. This sheds light 

on how criminals commit crimes in partnership with criminals in other jurisdictions. If 

the jurisdictions are geographically close or overlapping, individuals who commit more 

crimes in one jurisdiction will probably commit more crimes in the second jurisdiction. 

We expect this to be true in our datasets since Tucson, AZ (under the jurisdiction of TPD) 

is located within Pima County (jurisdiction of PCSD).  

2.3.3 Networks with multiple types of entities 

To study criminal activity networks as bipartite graphs we define nodes as 

individuals or vehicles and edges as incidents linking an individual to a vehicle. This 

network is projected to a network of individuals by drawing an edge between two 

individuals who are connected through a narcotics crime to the same vehicle. The study 

explores the role of vehicles in a narcotics network. We expect that the addition of 

vehicles will find previously unknown links between people already present in the 

network. It will also help identify new members that were previously disconnected from 

the network. We expect the size of the giant component to increase and the average 
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shortest path length to decrease as a result. Augmenting the networks with border 

crossing information of vehicles can help identify the criminal links of border crossing 

vehicles. 

2.4 Experimental results: single jurisdiction criminal networks 

Table 2.3 presents the basic statistics of the narcotics networks extracted from 

Tucson Police Department and Pima County Sheriff’s Department’s records. 

Table 2.3. Basic statistics of narcotics networks 

  TPD PCSD 

Nodes 31,478 individuals 11,173 individuals 

Edges 82,696 67,106 

Giant component 22,393 (70%) 10,610 (94%) 

2nd largest component 41 103 

Associated border crossing vehicles 6,927 2,979 

A giant component containing majority of the nodes emerges from both networks. 

This is not uncommon other social and affiliation networks that have been studied before 

(Albert & Barabasi, 2002). The giant component in this case is a large group of 

individuals linked by narcotics crimes. In addition we find that the second largest 

component is significantly smaller suggesting that other much smaller groups of people 

exist in both jurisdictions. The small-world and scale- free properties of these and other 

networks shown later are studied by using the giant component. The small world 
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properties of both the networks are shown in Table 2.4. 

Table 2.4. Small world properties of narcotics networks 

  TPD PCSD 

Clustering Coefficient 0.39 (1.39 x 10
-4

) 0.53 (4.08 x 10
-4

) 

Average Shortest Path Length (L) 5.09 (8.80) 4.62 (6.32) 

Diameter 22 23 

Note: Values in parenthesis are values for a random network of the same size and average 

degree 

The narcotics networks in both jurisdictions can be classified as small-world 

networks since their clustering coefficients are much higher than comparable random 

graphs, and they have a small average shortest path length (L) relative to their size. The 

high clustering coefficient suggests that criminals show a tendency to form circles of 

associates who partner in crimes. According to domain experts this is not unusual in 

narcotics networks, where individuals tend to have circles of trust that include friends and 

family members. This property is advantageous to law enforcement because it helps them 

form strong conspiracy cases against members of the group. A small L implies a faster 

flow of information (e.g., news of police raids) and goods (e.g., drugs) in the network. 

However, short paths tend to be advantageous for law enforcement too. Investigators 

search for associations among criminals to form a case against them. They suggest that 

shorter association paths between criminals generate better and higher quality 
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investigative leads (Xu & Chen, 2004) . 

Studies have suggested that the short path lengths in small world networks are due to 

the presence of shortcuts in the network. Since the narcotics network has a short L, there 

must be shortcuts between people in different groups. This suggests that criminals in a 

narcotics network may also be committing some crimes with people outside their group.   

Table 2.5 presents the scale free properties of both networks and Figure 2.2 is the 

plot of their degree distributions. 

Table 2.5. Scale free properties of narcotics networks. 

  TPD PCSD 

Average Degree, <k> 

(average # of partners in crime) 
3.12 4.33 

Maximum Degree 

(largest # of partners in crime) 
84 96 

Exponent, γ 1.3 0.85 

Cutoff, ĸ 17.24 16.71 
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Figure 2.2. The log-log plots of the cumulative degree (p(k)) vs. the degree (k).  

Note: The insets are p(k) vs. k. The solid line is the truncated power law curve. 

The narcotics networks have degree distributions that follow the truncated power law, 

which classifies them as scale-free networks. This implies that a large number of nodes 

have low degrees as shown by the slow rate of decay (exponents of 0.85 – 1.3) at low 

values of k. This is not unexpected since high degrees attract more attention from law 

enforcement authorities, so having fewer associates is beneficial. However, it is worth 

pointing out that the degree of a node in these narcotics networks is also restricted by that 

fact that we are considering only narcotics and related crimes (to extract ‘pure’ narcotics 
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networks). If other common crimes like traffic citations are included, then degrees are 

likely to be greater. Thus, the exponent (γ) value can be affected by the methods used for 

network extraction. The truncated power law distribution fits both curves better (R
2 

= 

93%) than the power law distribution (R
2
 = 85%, 87%). This implies that as the degree (k) 

increases, the probability of having k links (p(k)) decreases. This might indicate a cost or 

trust constraint to growth. 

2.5 Experimental results: cross-jurisdictional criminal networks 

Table 2.6 shows the topological properties of the TPD narcotics network when it is 

augmented with associations found in PCSD data. No additional individuals from PCSD 

data were added. 

Table 2.6. Topological statistics on adding associations (found in PCSD data) between the 

individuals in the TPD narcotics network. 

Giant component 27,700 (22,393) 

Edges 98,763 (70,079) 

Associated border crossing vehicles 8,975 (6,927) 

Clustering coefficient 0.36 (0.39) 

Average Shortest Path Length (L) 8.54 (5.09) 

Diameter 24 (22) 

Average degree, <k> 3.56 (3.12) 

Maximum degree 96 (84) 

Exponent, γ 1.01 (1.3) 

Cutoff, ĸ 16.39 (17.24) 

Note: Values in parenthesis are for the original TPD network. 
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From Table 2.6, we see that the size of the giant component in the TPD narcotics 

network increases. Nodes that were previously thought to be disconnected from the main 

network got connected. Since we added only associations, it is clear that PCSD contained 

associations between individuals in TPD that TPD was not aware of. The increase in the 

number of edges shows that previously unknown associations between existing and new 

nodes were added. From a total of 28,684 new relationships added, 6,300 (statistic not in 

Table 2.6) were between existing criminals in the TPD narcotics network. These new 

associations between existing people help form a stronger case against criminals. The 

increase in the number of nodes and associations is a convincing example of the 

advantage of sharing data between jurisdictions.  

Even though we expected the average shortest path length to decrease, it increased 

on adding the second jurisdiction. This can be attributed to the increase in the number of 

nodes. Since the new nodes added did not have any associations with the existing nodes, 

they did not add any shortcuts to the network. However, if the giant component is not 

allowed to grow (no addition of nodes) and only associations between already connected 

nodes are added, the L decreases to 5.08. This is expected as shortcuts between the nodes 

are added.  The average degree and highest degree increase due to the addition of new 

relationships. 

The number of associated border crossing vehicles also increase. Thus, the inclusion 
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of PCSD data provided links to more border crossing vehicles. This will help identify 

more potential target vehicles at the border. Figure 2.3 plots the degree distribution of the 

augmented TPD narcotics network. It can be seen that the network maintains a scale-free 

degree distribution. 

 

Figure 2.3. The log-log plot of the cumulative degree distribution (p(k)) vs. the degree 

(k). 

Note: The inset is p(k) vs. k. The solid line is the truncated power law curve. 

Figure 2.4(a) shows the preferential attachment curve when the TPD narcotics 

network is augmented with both nodes and links from PCSD data. Only nodes and links 

connected to the nodes in the TPD network were added. Similarly, Figure 2.4(b) shows 

the preferential attachment curve when the PCSD narcotics network is augmented with 

nodes and links from TPD data. Both curves lie above the solid line (in Figure 2.4(a) and 
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Figure 2.4(b)), offering visual evidence of the presence of preferential attachment. The 

preferential attachment curve maintains linearity for small values of k but, breaks down 

for higher degrees. This can be attributed to the nature of the networks being studied. 

Criminals may not prefer to be related to a large number of individuals for the risk of 

drawing attention. Thus, the cost of acquiring more links is high; this might prevent a 

node with a large number of links to acquire more. Secondly, external influences like law 

enforcement limit the number of crimes an individual can commit. Third, the higher 

degree nodes may not attract more nodes as they may not be committing crimes in the 

second jurisdiction, or conversely, the lower degree nodes attract more nodes as they 

commit more crimes in the second jurisdiction. This is possible if one jurisdiction had 

incomplete information on some of the criminals in the network and so they ended up 

with lower degrees. Combining the information from the second jurisdiction revealed 

more crimes and increased their degrees. 



46 

 

Figure 2.4. The curve shows preferential attachment when the narcotics network in (a) 

TPD is augmented with data from PCSD (b) PCSD is augmented with data from TPD. 

 Note: The dashed line above the curve shows a linear preferential attachment growth, 

the solid line shows the state of no preferential attachment. 

2.6 Multiple entity criminal networks 

To study multiple entity networks we added individuals to the TPD narcotics network 

who were linked to the existing nodes through vehicles (as described in Section 2.3.3 ). 

Table 2.7 shows the change in the topological properties of the TPD and PCSD narcotics 
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networks on adding transitive links through vehicles. 

Table 2.7. Topological properties of TPD and PCSD narcotics networks on adding links 

through vehicles.  

 TPD PCSD 

Giant component 26,797 (22,393) 13,560 (10,610) 

Edges 81,263 (70,079) 49,853 (46,004) 

Associated border crossing vehicles 7,985 (6,927) 3,075 (2,979) 

Clustering coefficient 0.37 (0.39)  0.43 (0.53) 

Average Shortest Path Length (L) 6.05 (5.09) 4.65 (4.62) 

Diameter 24 (22) 26 (23) 

Average degree, <k> 3.03 (3.12) 3.67 (4.33) 

Maximum degree 94 (84) 96 (96) 

Exponent, γ 1.1 (1.3) 1.1 (0.85) 

Cutoff, ĸ 19.04 (17.24) 19.34 (16.71) 

Note: Values in parenthesis are for the single entity (individuals only) networks. 

Linking individuals through vehicles created links between people who were 

previously not known to be associated. This increased the size of the giant component of 

the networks. The increase in size has clear advantages for law enforcement as more 

associations between criminals are found. The number of associated border crossing 

vehicles increased as links to more vehicles were added. The slight increase in the 

average shortest path length may be attributed to the fact that the networks now contains 

individuals who do not have many links to existing nodes but are associated only through 

vehicles. These individuals do not add any shortcuts to the existing networks and serve to 
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increase the path length.  The decrease in the exponent (γ) may be due to the increase in 

the number of low degree nodes. Overall, the addition of vehicles provides links to 

individuals who are not directly associated with criminals. This aids law enforcement and 

also helps identify the criminal links of a vehicle. The amount of criminal activity of a 

vehicle in border-area jurisdictions can be used to identify suspect vehicles at the border. 

A vehicle with high criminal activity can be more thoroughly examined by customs and 

border protection agents. 

2.7 Conclusions 

Criminal activity networks extracted from multiple law enforcement and 

transportation related data sources can be used to aid in border protection and 

transportation security. This essay focused on the topological properties of criminal 

activity networks in a cross-jurisdictional context. The role of vehicles in narcotics 

networks was also studied. Narcotics networks were found to be small-world in nature 

with short path lengths and scale-free degree distributions. These topological properties 

have important implications for law enforcement and hence transportation security. It was 

found that a single jurisdiction may contain incomplete information on criminals and 

cross-jurisdictional data provides an increased number of high quality investigative leads. 

The inclusion of vehicular data in criminal activity networks had clear advantages. 
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Vehicles provided new investigative leads that can be used to target individuals and 

vehicles that might pose a threat to security of the border and transportation 

infrastructure. 
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CHAPTER 3: IDENTIFICATION OF NETWORK LINK-FORMATION 

FACILITATORS 

3.1 Introduction 

This essay (classified as an evolution modeling study), focuses on the facilitators that 

lead to link formation in a social network. These facilitators may be attributes of the 

individuals involved (e.g., age, gender), their network contexts (e.g., mutual 

acquaintances), and other kinds of nodes (e.g., use of vehicles, use of communication 

technology). Within the research context of security informatics, we use an example of a 

dark network of criminals in this study and utilize novel methods to study its facilitators.  

Illegal activities such as drug trafficking, money laundering, and terrorist attacks are 

usually conducted by individuals operating in networks (Chen, 2006). These illegal and 

covert social networks are referred to as “dark networks” (Raab & Milward, 2003). Like 

“bright” organizational networks, dark networks also serve as communication, 

collaboration, and coordination mediums to better achieve goals. The networks consist of 

a set of nodes/actors (e.g., criminals, terrorists) and links/relationships among them (e.g., 

crimes, terrorist operations, kinship). For instance, a network may consist of criminals 

who committed a bank robbery as nodes and their co-offending relationships in that 

robbery as links. 
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Networks evolve over time with the addition and removal of nodes and links. Often, 

the evolution is influenced by external factors. For instance, a terrorist network may grow 

in a conducive environment like a failed nation state with ample resources. A social 

networking-site friend network might grow with the addition of an instant messaging 

application. Previous studies in sociology (Kossinets & Watts, 2006; McPherson, 

Smith-Lovin, & Cook, 2001) have shown that the link formation process in such social 

networks is influenced by a set of facilitators. These facilitators may be individual 

attributes like age, race, and gender (Feld, 1982; McPherson et al., 2001; Reiss, 1986) of 

the nodes/actors in the network or shared affiliations between actors like kinship and 

mutual acquaintances (Backstrom, Huttenlocher, Kleinberg, & Lan, 2006; Kossinets & 

Watts, 2006).  

Previous studies on the facilitators of dark network evolution have primarily viewed 

them from a qualitative standpoint with few empirical evaluations (Coles, 2001; 

McPherson et al., 2001; Milward & Raab, 2006; Sarnecki, 2001). In this study, dynamic 

social network analysis methods are used to examine several plausible link formation 

facilitators in a large real-world narcotics network. We use multivariate survival analysis 

using Cox regression and a two-proportion z-test on the network cyclic and focal closure 

to identify significant facilitators. This study aims to answer the following questions: 

• What are the facilitators of the link formation process in an evolving dark 
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network? 

• How can we quantitatively identify the significant facilitators? 

The knowledge of significant facilitators can be used to intervene in the formation of 

networks and focus efforts to encourage or discourage the formation of future links. The 

methodology used can also be generalized to study the effects of various facilitators on 

networks of individuals and machines. The remainder of the chapter is organized as 

follows: Section 3.2 reviews previous literature on the study of networks and dynamic 

SNA methods. Section 3.3  introduces the testbed for this study. The research design is 

described in Section 3.4 . Experimental results are presented and discussed in Section 3.5 

and conclusions are presented in Section 3.6 . 

3.2 Literature review 

SNA has been widely used to study various real-world networks (Albert et al., 1999; 

Boissevain, 1974; Kossinets & Watts, 2006; McPherson et al., 2001; Newman, 2001b) 

including dark networks (Krebs, 2001; Raab & Milward, 2003; Sarnecki, 2001; Yang & 

Li, 2007). However, previous SNA studies mainly focused on static network structures 

rather than dynamic processes due to the lack of reliable longitudinal data and recovery 

techniques and few appropriate network measures and statistical analysis methods for 

evolving networks. These issues are discussed in the following sub-sections. 
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3.2.1 Dynamic social network analysis methods 

This section reviews the three major issues of dynamic SNA: network recovery, 

network measurement, and statistical analysis. There are various techniques to address 

these issues. The drawbacks and advantages of these techniques are also discussed. 

3.2.1.1 Recovery of evolving networks 

Recovery is the process by which multiple instantaneous network representations are 

recovered from longitudinal data to model an evolving network. Recovery techniques can 

be classified into discrete and continuous according to their analytically different 

perceptions of time (Moody, McFarland, & Bender-deMoll, 2005). Discrete network 

recovery techniques take multiple cross-sectional snapshots of the network at fixed points 

in time. However, these snapshots usually do not capture the processes that lead to 

network evolution. Most previous dynamic SNA studies (Leenders, 1996; Leskovec, 

Kleinberg, & Faloutsos, 2005; Xu et al., 2004) used the discrete technique due to the lack 

of methods for continuous network recovery and the high computational complexity for 

the few methods that existed. 

Some recent dynamic SNA studies (Kossinets & Watts, 2006; Moody et al., 2005) 

have used continuous recovery techniques to extract multiple instantaneous networks 

from longitudinal data. These instantaneous networks account for the processes that lead 
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to changes in link structure. In order to model the evolution in an efficient manner, 

Moody et al. (2005) proposed a method to aggregate sequential events into larger time 

units. Based on this idea, Kossinets and Watts (2006) proposed a sliding window filter to 

smooth the link formation process. The time-span of the sliding window (called the 

relevancy horizon) defines which past events are relevant to the current state of the 

network. In other words, it is the amount of time in which the formation of the network 

stabilizes and thus past events can be considered as evolutionary events leading to the 

current state.  

In order to determine the time interval between two consecutive instantaneous 

networks (called the sampling period), Kossinets and Watts (2006) suggested applying 

the Nyquist sampling theorem (Oppenheim & Schafer, 1989) to the maximum rate of link 

formation. The theorem states that the continuous link formation process can be captured 

by a sampling period δ ≤ c/(2.fmax), where c is the number of independent clusters in 

the network and fmax is the maximum frequency of link formation. 

The sliding window filter combined with the sampling period provides a novel and 

efficient method to recover the network. These techniques have a clear advantage over 

the random sampling periods used by previous studies that do not capture actual link 

formation processes. 
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3.2.1.2  Network measurement 

Most empirical studies on longitudinal data plot descriptive measures over time to 

describe network changes. There are three main categories of descriptive measures used 

in dynamic SNA: deterministic measures, probabilistic measures, and temporal measures.  

Deterministic methods 

Deterministic measures include statistics like network size, number of links (degree), 

average degree, closeness, betweenness, and centrality (Wasserman & Faust, 1994). 

There have been various studies that have used these measures for static network analysis. 

Albert and Barabasi (2002) provide a comprehensive review. A few dynamic SNA studies 

(Barabasi et al., 2002; Leskovec et al., 2005) have also used these methods to measure 

network evolution. Barabasi et al. (2002) studied the changes in the number of links, 

nodes, and average degree in a scientific co-authorship network. They found the network 

was growing since all three measures were constantly increasing during that time period. 

Leskovec et al. (2005) discovered that several evolving networks became denser over 

time by identifying their increasing average degrees. In the dark network problem domain, 

Xu et al. (2004) studied an evolving criminal network by analyzing and visualizing 

changes in degree, betweenness, and closeness. However, these studies determined the 

measures over discrete (and sometime arbitrary) instances of time. Thus, the studies may 
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not model the actual evolutionary changes in the network. 

Probabilistic measures 

The two most commonly used probabilistic measures are degree distribution and 

clustering coefficient. Nodes in a network have different number of links connecting 

them. Degree distribution is the probability (P(k)) that a randomly selected node has 

exactly k links (Albert & Barabasi, 2002). The degree distribution is used to classify 

networks in different topologies like random (Erdos & Renyi, 1960; Newman, 2001b) 

and scale-free (Barabasi & Albert, 1999). The degree distribution can also be used to 

explain dynamic processes like growth and preferential attachment in scale-free 

networks. 

Clustering coefficient is the probability that two nodes with a common neighbor also 

link to each other (Newman, Barabasi, & Watts, 2006). The measure was introduced to 

determine the small-world nature of a network. In a dynamic analysis study of scientific 

collaborations (Barabasi et al., 2002), the clustering coefficient was found to decay over 

time, signifying that the network became less interconnected.  

Temporal measures 

Temporal measures have been developed to describe continuous network processes 
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by taking the time variable into consideration. The triadic closure (Rapoport, 1953) is 

defined as the empirical probability that two unconnected nodes (at time t) with a 

common neighbor will form a new link at time t + δ. Intuitively, the triadic closure is a 

clustering coefficient within a time period (t, t+ δ). A general form of the triadic closure 

is called cyclic closure, where the two nodes (i and j) may not share a neighbor but can be 

a certain geodesic distance (dij>2) apart. Another temporal measure known as focal 

closure (Kossinets & Watts, 2006) defines the probability that two previously 

unconnected nodes that are some distance apart and share one or more affiliations will 

form a new link. Thus, the focal closure is essentially similar to the cyclic closure, 

however, in this case the probability is also influenced by the presence of an affiliation. If 

the focal closure of a network is consistently larger than the cyclic closure then it can be 

assumed that the link formation processes in a network are influenced by selected shared 

affiliations (Kossinets & Watts, 2006).  

A drawback of the focal closure is that it cannot be used to study the effect of 

individual attributes (like gender or race). This is because by definition it measures the 

temporal changes due to shared affiliations like mutual acquaintances or inmates 

affiliations (shared affiliations are also known as interaction focuses, hence the name 

focal closure). However, individual attributes like race and gender are static over time, 

thus their effect cannot be measured by focal closure. Even so, these temporal measures 
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provide distinct advantages over deterministic and probabilistic measures. Even though 

the degree distribution can be used to model growth (using preferential attachment), it 

cannot be used to quantify the influences of network facilitators. The cyclic/triadic 

closure subsumes the clustering coefficient and enhances it to add temporal information. 

In this study, we use focal and cyclic closure for measurement. To the best of our 

knowledge, these measures have also never been used in the dark networks problem 

domain. 

3.2.1.3 Statistical analysis to identify significant facilitators 

In network analysis, statistical methods are usually used to explain the emergence of 

network topologies (like random, scale-free, and small-world networks) as described in 

Chapter 2. However, in this study we focus on statistical methods that have been used to 

identify significant link formation facilitators. A study by Leenders (1996) used a 

continuous-time Markov model on longitudinal network data where nodes were 

individuals and links were friendship between them. The study found that the gender 

affiliation significantly affected the link formation between children. However, the 

continuous time model used in this study assumed that only the state of the network at 

time t-1 affects the current state (at time t). This may not be a valid assumption for most 

real-world networks. 
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Snijders (1996; 2001) developed a class of actor-oriented models to explain network 

evolution. The models are based on the assumption that nodes adjust their positions in the 

network based on certain parameters. However, their model assumes that the nodes are 

aware of their positions with respect to the whole network. This assumption may not be 

true in dark networks since they are covert in nature. 

In order to handle networks with missing information, Carley et al. (2003) developed 

the meta-matrix approach to combine a set of networks of people, groups, knowledge, 

resources, events, or tasks to predict behavior. In a recent study, Kossinets and Watts 

(2006) used Cox regression analysis to identify significant facilitators in a university 

campus email communication network. They found that the mutual acquaintance and 

shared class affiliations (among others) had a statistically significant effect on future link 

formation. A similar survival analysis approach was also used by Nerkar and Paruchuri 

(2005) to determine that network centrality of inventors had a statistically significant 

effect on the intra-firm citation of their patents. The survival analysis approach lends 

itself well to the dark network problem domain since it does not make any assumptions 

about the underlying network. Kossinets and Watts (2006) also compared the focal and 

cyclic closure to determine if shared affiliations play a role in link formation. However, 

they did not use a statistical significance test in the comparison. In this study, we propose 

to use the two proportion z-test to compare the two measures.  
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3.2.2 Dark network studies 

Two main streams of research can be identified in dark network literature: the study 

of link formation facilitators and the use of statistical methods to measure existing 

networks.  

3.2.2.1 Link formation facilitators in dark networks 

Most studies on link formation facilitators in dark networks have been done in the 

fields of sociology and criminology. Raab and Milward (2003) studied organizational 

changes in two real-world dark networks: the Al-Qaeda terrorist network and the 

Columbian cocaine trafficking network. They found that a set of facilitators motivated 

individuals to form or deactivate links. A later study by the same group (Milward & Raab, 

2006) suggested that prison might be the most effective facilitator for drug trafficking. 

They contended that individuals who are jailed in close proximity to each other are likely 

to form future links in the network (i.e., co-offend in future crimes).  

Various criminology studies (Reiss, 1986; Reiss & Farrington, 1991) have suggested 

that individual attributes like age and race play important roles in co-offending. Such 

attribute-based homophily has also been suggested by social network studies in other 

domains (Louch, 2000; McPherson et al., 2001). A survey on male criminals in London 

showed that they were more likely to co-offend with individuals of the same age (Reiss & 
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Farrington, 1991). In addition, the same study found that co-offending by criminals of 

different races was rare. A study on the dynamics of delinquent groups (Warr, 1996) 

found that similarity in gender had a mixed effect on relationship formation. Male youth 

offenders generally followed males. Older females were more likely to co-offend with 

other males, whereas, younger females were likely to co-offend with members of the 

same sex. Propinquity of living/working was also considered as a significant factor 

leading to co-offending (Milward & Raab, 2006; Reiss & Farrington, 1991). 

However, most of the above studies use small-scale datasets that usually involve a 

few hundred criminals over short time periods. Moreover, the findings are based on basic 

descriptive statistics instead of systematic statistical and SNA methods. 

3.2.2.2 Statistical analysis of dark networks 

There have been a few recent studies that have explored the use of SNA methods for 

dark networks. Most have focused on assigning roles to actors in the network. Sparrow 

(1991) explored the use of centrality measures to identify key actors in criminal networks. 

Following this approach, Krebs (2001) used centrality measures to identify the group 

leader of the September 11
th

 hijackers. Another terrorist network study calculated the 

average degree of the Jemaah Islamiyah terrorist network (Koschade, 2006) and 

uncovered that the 2002 Bali bombing cell had a high density that allowed it to sustain 
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member losses. Xu & Chen (2005) used SNA methods to determine the leader and 

gatekeeper role for individual nodes and used hierarchical clustering methods to identify 

sub-groups in criminal networks. By primarily concentrating on the node properties, none 

of these SNA studies have focused on the facilitators of network link formation in dark 

networks. 

3.3 Research testbed 

The testbed for this study was consolidated from two related real-world crime related 

datasets: police incident reports from Tucson Police Department (TPD) and inmate 

information from the Arizona Department of Corrections (ADOC).  

TPD incident reports contain information on 2.03 million individuals and 1.34 

million vehicles involved in illegal activity in the Tucson, Arizona metropolitan region (a 

population of about 1 million) from 1990-2005. This comprehensive dataset is 

representative of typical crime incident databases of mid-size cities in the United States. 

The dataset was used to extract a narcotics network with individuals as nodes and crime 

incidents as links. Individuals were included as nodes if they were wanted, suspected, or 

arrested for narcotics or related crimes.  We also extracted information on individual 

attributes like age, race, and gender. Two individuals in the network were connected by a 

link if they were in the same incident report involving a narcotics crime (such as sale or 
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possession of drugs) or a narcotics related crime (such as homicide, aggravated assault or 

armed robbery). The time of the incident was also extracted which was used to trace the 

evolution of the network. Two subsets (2002-03, 2004-05) of this narcotics network were 

used in this study. These subsets provide the most recent and complete snapshots of the 

narcotics network. They were limited to two years since based on domain expert 

feedback it was suggested that a criminal cannot be considered as a part of the network if 

he/she does not commit a crime for more than 2 years. The size of these subsets was 

comparable or bigger than previous network analysis studies (Leskovec et al., 2005; 

McPherson et al., 2001; Newman, 2001b; Xu & Chen, 2005; Xu et al., 2004) and also 

allowed for efficient computational times.  Table 3.1 lists the key statistics for the 

subset. 

Table 3.1: Key statistics of network subsets 

 2002-03 2004-05 

Number of individuals 5,076 4,101 

Number of links 7,135 5,693 

The ADOC dataset contains information (such as names, date of births and inmate 

housing facility) for 165,540 jailed individuals in Arizona from 1986 to 2006.  43,220 

individuals in the ADOC dataset were also found in the TPD dataset. This overlap was 

used to extract the inmate affiliation between individuals in the network subsets. Two 
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individuals were considered to have an inmate affiliation if they were housed in the same 

facility during the same time period. 

3.4 Research design 

Figure 3.1 shows the research design for identifying significant link formation 

facilitators of a dark network. The process consists of four components. The first 

component, facilitator identification, involves selecting the link formation facilitators that 

need to be tested for significance. These facilitators may be selected based on previous 

studies or theoretical conjectures on dark networks. The second component, network 

recovery, contains methods to extract instantaneous networks from longitudinal network 

data. A set of instantaneous networks represents the evolution of the dark network. The 

third component, network measurement, involves calculating SNA measures like focal 

and cyclic closure. The last component, statistical analysis, involves identifying the 

significant facilitators from individual attributes and shared affiliations using multivariate 

survival analysis and two-proportion z-test. The details of the design are introduced in the 

following sections. 
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Figure 3.1. Research design - identifying significant link formation facilitators. 

3.4.1 Facilitator identification 

In this study, the facilitators included three individual attributes and five shared 

affiliations. These were selected based on previous criminology and sociology studies in 

this domain. The individual attributes tested were homophily in age (Reiss, 1986; Reiss 

& Farrington, 1991), race (Reagans, 2005; Reiss & Farrington, 1991), and gender (Reiss, 

1986; Warr, 1996). For the statistical analysis these variables were operationalized as 

follows:  

• Age: The age was set to ‘1’ if the difference in two individuals’ age was less than 

or equal to 1 year, and ‘0’ otherwise.  
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• Race: The testbed contained five possible categories of ethnic origin: Caucasian, 

African American, Hispanic, Asian and Native Indian. The race was set to ‘1’ if 

the individuals had the same ethnic origin and ‘0’ otherwise.  

• Gender: The gender was set to ‘1’ if the individuals had the same gender and ‘0’ 

otherwise.  

The shared affiliations tested were mutual acquaintance, inmate affiliation, vehicle 

affiliation, phone affiliation, and residential address affiliation. The first three affiliations 

were included since they are suggested by previous studies (Coles, 2001; Milward & 

Raab, 2006). The phone affiliation and residential affiliation were included since they 

indicated that the individuals worked or lived close to each other. For the statistical 

analysis these variables were operationalized as follows: 

• Mutual acquaintance affiliation: The variable was set to one less than the number 

of common neighbors two individuals had (Kossinets & Watts, 2006). 

• Inmate affiliation: set to ‘1’ if the two individuals were housed in the same prison 

facility in the same period, and ‘0’ otherwise.  

• Vehicle affiliation: set to ‘1’ if the two individuals were found to be associated to 

the same vehicle in different police reports and ‘0’ otherwise. If two individuals 

were related to a vehicle in the same police report then this was not considered as 

a vehicle affiliation since such individuals would be directly linked. 
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• Phone affiliation: set to ‘1’ if the individuals had the same work or home phone 

number associated with them and ‘0’ otherwise. 

• Residential address affiliation: set to ‘1’ if two individuals live in the same 

residential grid in Tucson. The Tucson city region is divided into 0.5 sq. mile 

administrative grids by TPD. The residential grid can be derived from the address 

of an individual. 

Not all the individuals in the dataset have all the information (e.g., phone or address) 

associated with them. In case an individual did not have data then the corresponding 

variable was set to zero. Table 3.2 shows the number of individuals (in the two network 

subsets) who had individual attributes and affiliations. 

Table 3.2. Number of individuals with facilitator information in each subset 

 Age Race Gender Mutual acq. Inmate Vehicle Phone Residential 

2002-03 5,076 5,076 5,076 3,463 3,030 1,829 581 327 

2004-05 4,101 4,101 4,101 2,586 2,346 1,303 434 279 

3.4.2 Network recovery 

Recovery is the process by which multiple instantaneous network snapshots are 

recovered from longitudinal data to model the evolving network. We used the relevancy 

horizon (τ ) and sampling period (δ) – described in the literature review section – to 

recover the network. We used τ = 210 days because the rate of the formation of new links 
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between each pair of nodes stabilizes after approximately 210 days. This was determined 

using the within-pair response time tij between two individuals in the network (Kossinets 

& Watts, 2006). In this dataset, the within-pair response time is defined as the time 

interval between two subsequent police reports involving the same pair of criminals. As 

Figure 3.2 shows, 90% of subsequent co-offending happened within t90% = 210 days in 

the 2002-03 subset. 

 

Figure 3.2. Cumulative distribution of within-pair response time for the 2002-03 subset. 

Note: A similar distribution was seen for the 2004-05 subset. 

The sampling period was determined using the Nyquist theorem (δ = c/2.fmax) as 

described in Section 3.2.1 .  For the network under study, c was approximated to be 

1,794 and fmax=19 links/day, so δ
 
was found to be equal to 47 days. Thus, the evolution of 

the network was modeled by (730 – τ)/δ =11 instantaneous networks recovered from the 

dataset of 730 days (2 years). 
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3.4.3 Network measurement 

Once instantaneous networks were recovered from the subset, we calculated the focal 

and cyclic closures. They were calculated using (Kossinets & Watts, 2006): 

( ) / ( ) /

1 1

( , ) ( , , ) / ( , , )
T T

new ij ij new ij ij ij ij

n n

P d s M d s n M d s n
τ δ τ δ− −

= =

= ∑ ∑  

where dij is the shortest path length between individuals i and j, and sij is the number of 

shared affiliations between them. M(dij,sij, n) is the number of individual pairs who have 

sij shared affiliations and whose shortest path length is dij for the n
th

 recovered 

instantaneous network. Mnew(dij,sij, n) is the number of newly formed links that have the 

same dij and sij since the (n-1)
th

 instantaneous network. Pnew(dij,sij) is the probability that a 

new link will form between any two previously unconnected individuals i and j who are 

dij distance apart and have sij shared affiliations.  

The focal closure is Pnew(dij,sij) when sij > 0, while the cyclic closure is Pnew(dij,sij) 

when sij = 0. The triadic closure is then represented by Pnew(dij=2). The triadic closure is 

a special case of the cyclic closure that measures the probability of a new link formation 

between two previously unconnected individuals whose shortest path length dij = 2. 

3.4.4 Statistical analysis 

In this study, two methods were used to identify significant facilitators: (1) a 

comparative two-proportional z-test on the focal and cyclic closures and (2) a 
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multivariate Cox regression. As mentioned before, a disadvantage of the focal closure is 

that it can be calculated on affiliations and not individual attributes. Thus, it cannot be 

used to identify significant attributes. On the other hand, the Cox regression can be used 

to examine the significance all facilitators (including individual attributes and 

affiliations).  

3.4.4.1 Two-proportional z-test on focal and cyclic closures 

The focal and cyclic closures for each shared affiliation were compared to each 

other. Kossinets and Watts (2006) suggest that a higher focal closure (as compared to 

cyclic) between a pair of nodes indicates that an affiliation increases the probability of a 

link forming between them. We build on their study by incorporating statistical 

significance to test the difference in the values of focal and cyclic closure. Since the focal 

and cyclic closures deal with two different populations (one with affiliations and one 

without), the two-proportion z-test can be used to compare them. The test provides a 

greater validity to comparison and helps identify significant affiliations. 

3.4.4.2 Multivariate Cox regression 

There are two major types of survival regression models: log-linear and Cox 

regression models. Using goodness of fit tests and checking for proportionality 

assumptions, we found that the Cox regression model fit our data well. We used Cox 
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regression model of the form (Afifi, Clark, & May, 2003; Kossinets & Watts, 2006): 

...)exp()(...),,,( 3322110321 xxxthxxxth βββ ++=  

where h(t,x1,x2,x3…) is instantaneous hazard - the probability that the event will happen at 

time t, given that the event has not happened up until time t with the observations of 

various independent variables (x1, x2, x3…). The event in this network is that two 

previously unconnected nodes with dij = 2 subsequently form a new link. In order to 

minimize possible correlations among the pairs of nodes with dij = 2, each node was 

included in only one pair for the analysis. The facilitators described in the previous 

section were the eight independent variables in the regression. On running the regression, 

the significance of each of the variables can be ascertained. 

3.5 Experimental results and discussion 

Table 3.3 shows the results of the comparative z-test on the difference of focal 

closure and cyclic closure for the shared affiliations. We calculated the measures for pairs 

of nodes with geodesic distance (dij) of two and three. This was based on domain expert 

feedback which indicated that only individuals two or three crime-based links away from 

a pair are likely to have an effect on their future link formation. In addition, our previous 

study (Kaza, Xu, Marshall, & Chen, forthcoming) indicated that almost the entire 

narcotics network in our dataset could be reached within an geodesic distance ranging 
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between four and five. Thus, using dij = 4 would have included almost all the possible 

node pairs in the network leading to impractically large computation times. The focal 

closure cannot be calculated for dij = 2, since by definition all pairs of individuals with dij 

= 2 shared at least one mutual acquaintance. Thus, focal and cyclic closure will be 

exactly the same for such individuals. In addition, at dij = 3, no pairs of individuals will 

have mutual acquaintances. 

Table 3.3. Results of two-proportional z-tests on focal and cyclic closures 

Time 

Period 

Number of 

Nodes 

Geodesic 

Distance 

p-value 

Inmate Vehicle Phone Residential 

2002-03 5,076 
2 >0.999 0.012* >0.999 >0.999 

3 0.641 0.002* 0.058** >0.999 

2004-05 4,101 
2 0.063** 0.004* 0.999 >0.999 

3 0.242 0.022* >0.999 >0.999 

 Note: * p < 0.05, ** p < 0.10 

As can be seen from Table 3.3, the focal closure with the vehicle affiliation was 

found to be significantly larger than the cyclic closure for dij = 2 and dij = 3 for both 

subsets. This suggests that two previously unconnected criminals who were linked to a 

vehicle through different crimes are much more likely to co-offend in future crimes than 

criminals who do not have the vehicle affiliation. The inmate and phone affiliation were 

found to be mildly significant for one subset, showing some support for the theory 
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suggested by Milward and Raab (Milward & Raab, 2006). Sections 3.5.1 and 3.5.2 

contain more discussion on the implications of significant and insignificant facilitators. 

Figure 3.3 shows the hazard ratios and their 95% confidence intervals for the 

independent variables examined for both network subsets. Each facilitator was 

represented by an independent variable, and the probability of the triadic closure would 

increase by a factor of hazard ratio (g) when the corresponding independent variable 

increases by one unit. The independent variables were considered to be significant only 

when the confidence intervals did not include the value 1, since a hazard ratio of 1 

indicates that the independent variable has no effect on the dependent variable. Three 

variables representing inmate affiliation, phone affiliation, and residential affiliation were 

dropped from the Cox model due to collinearity. The confidence intervals in Figure 3.3 

show that the vehicle and mutual acquaintance affiliation were found to be significant 

with hazard ratio ranges not including the value 1. The p-values for each of the variables 

are shown in Table 3.4. These results were consistent with the results of the 

two-proportional z-test. The age, race, and gender were found to be insignificant 

facilitators of link formation. These results are discussed in the following sub-sections. 
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Figure 3.3. Results of multivariate survival analysis (Cox regression) of triadic closure 

for pairs of individuals from (a) 2002-03 and (b) 2004-05 

Table 3.4. Results of the Cox regression on facilitators 

Time 

Period 

Number 

of Nodes 

p-value 

Vehicle Mutual acq. Age Race Gender 

2002-03 5,076 0.004* <0.001* 0.995 0.943 0.492 

2004-05 4,101 <0.001* <0.001* 0.046* 0.212 0.514 

Note: * p < 0.05 
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3.5.1 Significant facilitators 

The two-proportion z-test and the Cox regression found the mutual acquaintance and 

the vehicle affiliation to be significant link-formation facilitators. A significant mutual 

acquaintance affiliation implies that two previously unconnected individuals are likely to 

commit a crime together if they have committed crimes with one or more shared 

acquaintances before. This facilitator has been well studied in sociology (Kossinets & 

Watts, 2006; McPherson et al., 2001) and criminology (Coles, 2001) and studies from 

both domains have found that individuals tend to select new acquaintances who are 

‘friends of friends.’  In the network under study, this also suggests that criminals operate 

in groups of close acquaintances and are likely to form operational cliques. According to 

domain experts and our previous study (Kaza et al., forthcoming) this is not unusual in 

narcotics networks, where individuals tend to have circles of trust that include friends and 

family members. These operational cliques enhance communication within the network 

an increase the capacity to act. This is also in line with the social closure theory 

(Coleman, 1990) which suggests that the greatest value is obtained from networks that 

are densely connected with a high level of trust among actors. This property of criminal 

networks is advantageous to law enforcement because it helps them form strong 

conspiracy cases against members of the group. Conspiracy cases generally lead to longer 

convictions as compared to individual convictions. 
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A significant vehicle affiliation variable implies that two criminals who have used 

the same vehicle for different crimes before are likely to co-offend in the future. This 

affiliation has not been studied in previous dark network studies. In this study, the 

significance of the affiliation appears to point to hidden social and operational links 

between two previously unrelated individuals. 

In addition to identifying significant facilitators, the Cox regression can also be used 

to determine the scale of influence of each of the facilitators. For example, sharing the 

same vehicle in different crimes increases the probability of triadic closure by a factor of 

9.38 and each additional mutual acquaintance increases it by a factor of 10.79.  

Therefore, if two unconnected criminals have used the same vehicle in different crimes 

and have five mutual acquaintances then they are 9.38
1 

x 10.79
(5-1) 

≈ 127141.88 times 

more likely to co-offend in the future as compared to those who do not share these 

affiliations. Such calculations can be used as a prediction mechanism to identify 

individuals who are very likely to be associated in the future based on their past activity.  

3.5.2 Insignificant facilitators 

Many of the facilitators suggested by previous studies in this problem domain were 

found to be insignificant. The regression model found homophily in age to be 

insignificant factor in the link formation process. This implies that individuals who are in 
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the same age group were not necessarily likely to co-offend in future narcotics crimes. A 

recent study found that the criminals tend to co-offend with other individuals of a 

younger age (Sarnecki, 2001). Since, in this study the age variable was defined based on 

similarity, this may have been the cause for the insignificance. Similarly, the gender 

affiliation may be dependent on the age of criminals. Female criminals may tend to 

co-offend with the same sex at a younger age and then co-offend with males as they get 

older (Warr, 1996). A change in the method of operationalizing the age and gender 

variables may lead to different results.  

The race affiliation was also not found to be significant, in contrast to previous 

studies (Reiss & Farrington, 1991). We believe that this might be because Tucson is an 

immigrant city (about 1 hour from the southern border) where individuals of low 

social-economic status live in the same vicinity as immigrants of a different race. This 

may lead to criminal links being formed across race boundaries and thus similarity in race 

may not be a good predictor of future activity. This has also been suggested by a previous 

study dealing with crime in an ethnically mixed environment (Sarnecki, 2001). Even 

though the insignificance of individual attributes is contradictory to previous research 

suggesting attribute-based homophily (Louch, 2000; McPherson et al., 2001), it is 

possible that their effect was seen through other variables. For instance, similarity in race 

and age may be reflected in the mutual acquaintance affiliation. Thus, individuals having 
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the same age group and race might have the same mutual acquaintance which, in turn, 

affects their link formation likelihood.  

Previous research (Milward & Raab, 2006) suggested that prison is an ideal place to 

develop future co-offending relationships for criminals. However, we found that inmate 

affiliation was insignificant for co-offending in the network studied here. This may be 

attributed to the inmate custody classification system implemented by ADOC that 

attempts to separate inmates with previous affiliations (e.g., same gang membership, 

same criminal records) to different housing facilities. Therefore, inmates in the same 

housing facility that are screened by this system may have lower chance to co-offend in 

the future. This has important implications which can be used in the policy decisions in 

other correctional facilities. 

3.6 Conclusions 

In this essay, we used dynamic SNA methods to examine the facilitators of link 

formation in a real-world dark network. The results showed that mutual acquaintance and 

vehicle affiliations were significant facilitators in the network under study. Homophily in 

age, race, and gender were not found to have a significant effect on the link formation 

process in a narcotics network. We also quantified the influences of the facilitators on the 

triadic closure by using the hazard ratios of Cox regression analysis and used the 
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information to calculate the likelihood of future co-offending. In addition, we examined 

the social causes and policy implications for the significance and insignificance of 

various facilitators. The set of generic dynamic SNA methods along with the 

corresponding statistical analyses used in our study may be applied to other types of 

networks to test the effect various facilitators. This may help the research and practitioner 

community better understand the dynamics of social networks and devise effective 

strategies to influence their growth. 
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CHAPTER 4: MODELING INNOVATION EVOLUTION USING 

INTRA-ORGANIZATION SOCIAL NETWORKS 

4.1 Introduction 

In this essay, we examine the influence of social networks on an important 

organizational phenomenon. Within the research context of knowledge management, we 

explore the use of evolution and predictive modeling to understand the growth of 

innovation within organizations.  

Innovation is one of the primary characteristics that separates successful from 

unsuccessful organizations (Danneels, 2002; Rosenkopf & Nerkar, 2001). It has been 

described as a problem solving process where the solutions are discovered via the search 

of existing knowledge and the novel recombination of existing solutions to those 

problems (Fleming, 2001; Henderson & Cockburn, 1994; Kogut & Zander, 1992). 

Evolution of innovation can be studied and traced by examining this recombinatory 

process and the various factors that influence it. Organizations have a choice in selecting 

knowledge that is recombined to produce new innovations. Studies have suggested that 

this choice is influenced by social networks both within and outside the organization 

(Schilling & Phelps, 2007; Singh, 2005). Specifically, the selection of knowledge for 

recombination is influenced by the status of inventors in an organization’s internal 
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knowledge network (Nerkar & Paruchuri, 2005; Singh, 2007; Tsai, 2001). Organizations 

(and inventors within) attach more value and recombine knowledge of high-status 

inventors.  

Various social network measures have been used to establish the status of inventors 

in knowledge networks (Newman, 2004; Patrakosol & Olson, 2007; Singh, 2005; 

Sorenson & Stuart, 2001). However, the measures make implicit assumptions about the 

flow of knowledge within an organization. For instance, the widely used betweenness 

centrality measure (Freeman, 1979) assumes that knowledge flows along shortest paths. 

Often these assumptions are not valid for modeling knowledge flow within organizations. 

Establishing the status of inventors (and thus their influence on the recombinatory 

innovation process) based on these measures may lead to misleading results. 

In this essay, we examine the role of inventor status in intra-organizational 

knowledge networks on the selection of knowledge that is recombined to produce 

innovation. We focus on intra-organization networks since recombination of internal 

knowledge helps establish competitive advantage for a longer time (Chesbrough & Tece, 

1996). In addition, many innovative organizations are known to build upon their internal 

knowledge to survive and thrive in their businesses (Rosenkopf & Nerkar, 2001). We 

model knowledge flow within an organization and contend that it exhibits unique 

characteristics not incorporated in most social network measures. Using the model, we 
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also propose a new measure based on random walks and team identification and use it to 

examine innovation selection in multiple organizations. 

In particular, we explore the following research questions: 

• How can we effectively model the flow of knowledge within an 

intra-organizational knowledge network? 

• How can we establish the status of an individual in a collaborative 

knowledge network? 

• How does the status of an inventor in a knowledge network affect innovation 

evolution?  

The rest of this chapter is organized as follows: Section 4.2 presents the literature 

review and background, Section 4.3 describes the research design and testbed. Section 

4.4 presents the experimental results and discussion. Section 4.5 concludes and proposes 

future directions. 

4.2 Literature review 

In this section we present previous research on innovation and innovation evolution. 

We describe in detail several social network measures pertinent to this study. We also 

present previous work on knowledge networks and their effects on innovation.  
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4.2.1 Innovation and evolution 

Innovation has been described in the literature as a problem-solving process wherein 

solutions are discovered via the search and recombination of existing knowledge 

(Fleming, 2001; Henderson & Cockburn, 1994; Kogut & Zander, 1992). During this 

process, each innovative organization is faced with a decision to select existing 

knowledge that is recombined to produce new innovative artifacts. These choices are 

important as different paths of recombination can lead to different technological 

capabilities and performance (Stuart & Podolny, 1996; Teece, Pisano, & Shuen, 1997). 

Thus, the selection of knowledge plays an important role in the direction of innovation 

evolution and the future success of the organization in a competitive domain. 

As the recombination process proceeds, a focal innovation emerges that other 

innovations build upon (Nerkar & Paruchuri, 2005; Podolny & Stuart, 1995; Rosenkopf 

& Nerkar, 2001). This focal innovation defines an organization’s area of expertise (Helfat, 

1994). Figure 4.1 shows a schematic of the process of evolution and the eventual 

emergence of a focal innovation. The X-axis shows the time increasing from left to right. 

This evolution process can be traced from patent citation information with innovations 

being patents and arrows indicating citation relationships.  



84 

 

Figure 4.1. The process of innovation evolution and the emergence of a focal innovation 

In order to understand innovation evolution it is necessary to identify the factors 

leading to the selection of a focal innovation. It has been shown that individuals and 

organizations do not select innovations just by their technical merits (Fleming, III, & 

Juda, forthcoming; Podolny & Stuart, 1995), other factors like the expertise of inventors, 

scope of the innovation, and number of other innovations in the same field play an 

important role in the selection process. Inventors also select the focal innovation based on 

the status of the innovation’s inventors in the knowledge network (Nerkar & Paruchuri, 

2005; Singh, 2007). Establishing the status of an inventor requires the use of social 

network measures. 

4.2.2 Social network measures 

In the following discussion, knowledge networks are characterized as social 
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Innovation 1

Innovation 2
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The arrow indicates that the later innovation built upon the earlier one
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networks with inventors as nodes and collaboration as links between them. Various 

measures to quantify characteristics of social networks have been proposed in the 

literature (Albert & Barabasi, 2002; Wasserman & Faust, 1994). Small world measures 

(clustering coefficient and average shortest path length) are used to examine the structure 

of the whole network. As described in detail in Chapter 2, the clustering coefficient 

shows the tendency of individuals to cluster together to form cliques. The average 

shortest path length shows that even though a network may be large, most individuals are 

located within a few steps from each other. Some innovation studies presented the next 

section use these measures. However, in this section, we focus on measures that are used 

to identify high-status nodes in a network. As mentioned before, these high-status 

individuals in the network influence the selection of the focal innovation. Measures to 

identify high-status nodes are usually known as centrality or prestige measures.  

Several measures of node centrality have been developed including degree centrality, 

closeness, betweenness, information centrality, and influence measures (Borgatti, 2005; 

Scott, 2000). These measures are not independent of the dynamic processes that unfold 

within a network (Friedkin, 1991)  and make different implicit assumptions about the 

path of knowledge flow in a network (we focus on the knowledge flow this study 

examines innovation diffusion and selection). For instance, Freeman’s betweenness 

centrality assumes that knowledge flows along shortest paths in the network (Freeman, 
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1979). However, many studies use these measures without regard to the implicit 

assumptions made by them. This might lead to poor results or a wrong interpretation of 

the network phenomenon under study (Borgatti, 2005). Thus, it is necessary to model the 

assumptions pertinent to the network under study prior to selecting the centrality 

measure. 

Based on analysis of previous studies (Borgatti, 2005; Fleming, King, & Juda, 2007; 

Uzzi & Spiro, 2005), we contend that there are three primary requirements for a measure 

to correctly identify high-status nodes in a knowledge network of inventor collaborations. 

These are: 

• Account for Diversity of knowledge (D): This implies that a high status inventor 

is likely to receive diverse knowledge from different parts of the network. In SNA 

theory, this is best represented by betweenness measures. Betweenness is a 

measure of the influence a node has on the spread of information through the 

network (Newman, 2005). The higher the betweenness, the more frequently a 

node is likely to receive information from disjoint parts of a network. This is 

important as the recombination of diverse knowledge from disjoint parts of the 

network is likely to lead to more innovation (Fleming et al., 2007; Uzzi & Spiro, 

2005). 

• Random diffusion (R): This implies that the measure should assume that 
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knowledge does not select a preferred path (like the shortest path) of travel 

through a network. This does not necessarily imply that all paths (of all lengths) 

are equally important. It has been shown that shorter paths may be important in 

transferring certain kinds of knowledge (Hansen, 1999). 

• Parallel duplication (P): This implies that multiple copies of the same knowledge 

can exist in a network. Thus, when given a choice in the path of travel, knowledge 

can travel on multiple paths at once (Borgatti, 2005). For instance, knowledge is 

transferred to multiple individuals during team presentations. This assumption is 

especially important in this study since we are studying inventors within 

organizations where they are likely to be organized in project teams. 

Table 4.1 reviews important centrality measures and classifies them according to 

these requirements. As shown in the table, none of the measures satisfy all the 

requirements to model information flow. We propose a new measure based on Newman’s 

(2005) random walk betweenness centrality to model knowledge flow in the 

collaboration networks studied here. A team identification component is added to the 

measure that assumes parallel duplication of knowledge within teams in an organization. 

Details of the proposed measure are presented in the research design. We believe that the 

proposed measure satisfies all three requirements for knowledge flow and better 

identifies high status inventors. 
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Table 4.1. Centrality measures and their knowledge flow assumptions 

Measure Intuition / Formulation 
Knowledge Flow 

Assumption 
Requirement 

Closeness centrality 

(Freeman, 1979)  

Sum of geodesic distances 

from all other nodes 

Shortest path, no 

parallel 

duplication 
   

Betweenness 

centrality 

(Freeman, 1979) 

Number of times that a node 

is on the shortest path 

between two nodes 

Shortest path, no 

parallel 

duplication 

D 
  

Degree centrality 

(Freeman, 1979) 

Node is central if it has a high 

degree 

1-link paths, 

parallel 

duplication 
  

P 

Bonanich power 

(Bonacich, 1987) 

Node is central to the extent 

that it is connected to other 

central nodes 

Random 

diffusion, 

parallel 

duplication 

 
R P 

Information 

centrality 

(Stephenson & 

Zelen, 1989) 

Harmonic mean of lengths of 

paths ending at a node 

Random 

diffusion, no 

parallel 

duplication 

 
R 

 

Flow betweenness 

(Freeman, Borgatti, 

& White, 1991) 

Flow through a node when a 

maximum amount of flow 

travels between source and 

target 

Defined path,  

parallel 

duplication 

D 
 

P 

Structural holes 

(Burt, 1992) 

Non-redundancy of a nodes 

neighbors and the links 

between them (usually 1-link 

neighborhood) 

1-link paths, 

parallel 

duplication 

D 
 

P 

Random-walk 

centrality 

(Noh & Rieger, 

2002) 

Speed at which a random 

walk reaches a target node 

Random 

diffusion, no 

parallel 

duplication 

 
R 

 

Random-walk 

betweenness 

centrality(Newman, 

2005)  

Number of times a 

random-walk between a 

source and target passes 

through a node 

Random 

diffusion, no 

parallel 

duplication 

D R 
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4.2.3 Knowledge networks and effects on innovation 

There have been many studies to examine the relationship between network 

properties and innovative processes. The studies can broadly be divided into two 

categories based on the level of analysis: (1) network level studies focus on network 

topology and its relationship to innovative output and (2) node level studies focus on 

positional characteristics of individual nodes and relationship to innovation selection and 

output. The studies can also be classified by network extent into intra-organization and 

inter-organization studies. Intra-organization studies focus on networks of individuals 

within an organization and examine the effects of the networks on innovative output. 

Inter-organization studies examine the influence of a network of individuals (both within 

and outside an organization) or a network of stakeholder or partners outside the 

boundaries of an organization.  

Table 4.2 shows a representative set of network level studies. As can be seen, 

network level studies have generally focused on the topological properties of networks 

and their effect on innovation. Most studies found that small world properties had a 

positive effect on innovation. These studies establish that knowledge networks show 

similar properties to other social networks. However, by not focusing on individual nodes 

they do not explore the effect of inventor status. In this study, we focus on nodes 

(inventors) since mechanisms of innovation depend upon how individuals accumulate, 
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recombine, and create knowledge (Nerkar & Paruchuri, 2005; Nonaka, 1994).  

Table 4.2. Studies using network level measures 

 Network 

Extent  

Measures 

Used  

Aim  Results  

(Fleming et 

al., 

forthcoming)  

Inter-org.  CC, ASPL  

Effects of small 

world properties on 

patenting rate 

Connectivity between 

network 

subcomponents  had 

a positive effect on 

patenting rate  

(Schilling & 

Phelps, 

2007)  

Inter-org.  CC, ASPL  

Effects of small 

world properties on 

patenting rate 

Firms with high 

clustering and 

high-reach have 

greater innovative 

outputs  

(Fleming & 

Marx, 2006)  
Inter-org.  CC, ASPL  

Effects of small 

world properties on 

patenting rate 

Short path lengths had 

a positive effect on 

patenting  

(Uzzi & 

Spiro, 2005)  
Inter-org.  CC, ASPL  

Effects of small 

world properties on 

creativity of 

Broadway artists  

Effect was parabolic – 

creativity increased 

then decreased  

(Balconi, 

Breschi, & 

Lissoni, 

2004)  

Inter-org.  
Freeman 

centrality  

Explore the 

difference between 

academic and 

industry knowledge 

networks  

Academic inventors 

are more central and 

move to industry 

when high centrality 

is obtained  

(Hansen, 

2002)  
Intra-org.  ASPL  

Effect of 

path-lengths on 

knowledge sharing 

between teams  

Shorter path lengths 

had a positive effect  

Note: CC – Clustering coefficient, ASPL – Average shortest path length 
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Table 4.3 presents a representative set of previous work that uses node level 

measures to study knowledge networks and innovation. Among the studies that focused 

on innovation selection, Singh (2007) found that the degree centrality of an inventor did 

not have a significant effect on the impact of his/her innovation. Podolny & Stuart (1995) 

found that inventor-status did not have a significant positive impact of the selection of 

their innovation. They also found that the status of other related innovators in the network 

had a positive association on the impact of the focal innovation. However, both these 

studies used degree to establish status which may not be an accurate representation of 

inventor status in a knowledge network and thus may not give the right results. Singh 

(2005) found that as shortest path length between inventors increased, they were less 

likely to cite each other. The study acknowledged that presence of multiple paths between 

inventors may have different effects. Nerkar & Paruchuri (2005) found that Bonacich 

power of an inventor had a significant positive impact on the selection of his/her 

innovation. We used a statistical technique similar to their study, however we examined 

networks from multiple organizations (Nerkar & Paruchuri used a single organization). In 

addition, we proposed a new measure better suited to the problem domain.  
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Table 4.3. Studies using node level measures 

 

Network 

Extent 
Measures Aim/Result 

(Breschi & 

Lissoni, 

forthcoming)  

Inter-org.  Shortest path  Study the geographic diffusion of 

innovation  

(Patrakosol & 

Olson, 2007)  

Inter-org.  Degree 

centrality  

Effect of collaboration on IT 

innovation. Result: Close 

collaborations lead to 

evolutionary innovation  

(Singh, 2007)  Inter-org.  Degree 

centrality and 

extensions  

Impact of collaboration on 

innovation selection and future 

productivity  

(Bell, 2005)  Both  Degree 

centrality  

Impact of managerial network on 

innovation. Result: higher degree 

leads to higher innovation  

(Nerkar & 

Paruchuri, 2005)  

Intra-org.  Bonacich 

power, 

structural holes  

Impact of inventor positions on 

innovation selection.  

(Singh, 2005)  Both  Shortest paths  Effect of shortest path on 

innovation selection  

(Ahuja, 2000)  Inter-org.  Node degree, 

structural holes  

Effect of measures on the 

organizations’  innovative output. 

Result: degree – positive, 

structural holes – negative.  

(Podolny & 

Stuart, 1995)  

Inter-org.  Degree 

centrality  

Study the factors that determine 

innovation selection  

Studies marked in bold specifically focused on innovation selection. These are discussed 

in detail in the text. 
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4.3 Research design and testbed 

Figure 4.2 shows the research design and process used to acquire data, extract knowledge 

networks, develop the network measures, and statistically evaluate the effect of network 

measures on innovation selection. 

 

 

Figure 4.2. Research design and process 

4.3.1 Data acquisition 

This study used nanotechnology related patents from the United States Patent and 

Trademark Office (USPTO). This is because patents are considered to be excellent 

indicators of innovation in organizations (Jaffe & Trajtenberg, 2002; Nerkar & Paruchuri, 

2005). We selected nanotechnology as it is an innovative field that promises fundamental 

changes to a wide variety of research domains (Chen, Roco, Li, & Lin, 2008). The 

patents were limited to the nanotechnology field by using a keyword search on the full 
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text of the patent (for details see (Huang, Chen, Chen, & Roco, 2004)). Each patent 

document was downloaded using a web spider and parsed to extract information on 

assignee organization, inventors, issue and application dates, citation, and other fields. 

Table 4.4 shows the statistics of the patents obtained. 

Table 4.4. Key statistics of nanotechnology patents extracted from USPTO 

Date range  1976-2006 

Patents  97, 562  

Assignee institutions (organizations)  26, 304  

Inventors (individuals)  189, 045  

The testbed in this study included the top five organizations by the number of 

inventors. None of the previous studies discussed in the literature review section have 

used multiple organizations for an intra-organization innovation evolution study. Using 

data from multiple organizations also gives our results more support and validity. In 

addition, larger organizations are usually in business for a longer period of time and tend 

to have more established knowledge networks and better developed internal knowledge. 

This is important in this study as an organization with a quality internal knowledge base 

is likely to specialize in a certain area and recombine its own knowledge to produce 

innovations. The organizations examined in this study are listed in Table 4.5.  
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Table 4.5. Organizations included in the research testbed 

 Associated Inventors  Patents 

International Business Machines (IBM)  3,443  3,006  

3M  1,506  1,201  

General Electric Company (GE)  1,327  1,019  

Xerox Corporation (Xerox)  1,148  1,403  

Eastman Kodak Company (Kodak)  1,122  1,069  

4.3.2  Network extraction 

A knowledge network based on common affiliations was extracted for inventors from 

all organizations. In the network, each node was represented by an inventor and two 

inventors were linked to each other if they were listed on the same patent. Such a network 

reflects strong associations as inventors listed on the same patent are likely to have 

intense collaboration while working on that innovation. Such an observed collaboration 

marks the beginning of a strong tie that lasts beyond the collaboration date (Agrawal, 

Cockburn, & McHale, 2006; Singh, 2005). Figure 4.3 shows an example knowledge 

network extracted. It can be seen that the network consists of several disjoint clusters of 

individuals collaborating strongly within their cluster and a few individuals linking these 

clusters (an example is highlighted). This phenomenon was found to be present in 

knowledge networks of all organizations. 
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Figure 4.3. An example of an affiliation network obtained for IBM. 

4.3.3 Spell construction 

A spell divides the life of a patent (from issue date till the end of the dataset) into 

time periods. Each time period is used as a data point to determine the effect of various 

variables on the citation (or no citation) of the patent in that spell. In line with prior 

research (Nerkar & Paruchuri, 2005; Podolny & Stuart, 1995), spells of up to 1 year were 

created for each patent. The first spell began at issue date and ended at either the close of 

the same year or at the citation date if the patent is cited within that year. The next spell 

began at the start of the year - if the previous spell ended at the previous year or at the 
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citation date - if the previous spell ended in a citation. Figure 4.4 shows an example of 

the spells created for a patent which was granted on 1/16/01 and cited three times on 

6/14/01, 8/24/01, and 6/17/02.                                                    

 

Figure 4.4. Example spells for a patent in the dataset.  

Note: The solid line denotes that the spell ended with a citation, the dashed line denotes 

that the spell ended with no citation. The next spell begins the day after the previous spell 

ends. The network indicates the time-span of the knowledge network that was used for 

computing measures for that spell. 

The strategy of dividing time into spells effectively measures the effect of network 

measures on the citation of a patent through its entire life. The measures were computed 

on the basis of the network three years prior to the spell. That is, only inventors who had 

applied for patents in the three years prior to the spell were considered to be part of the 

network for that spell. This is in line with previous research that shows that inventors are 

productive for three to five years (Rappa & Garud, 1992). We found support for this with 
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the median productive life-span of an inventor being 3-5 years in our dataset. 

4.3.4 Network measurement 

In this sub-section, we describe the social network measures that were used to 

determine the status of inventors in the network. Based on previous studies (Nerkar & 

Paruchuri, 2005; Newman, 2005; Patrakosol & Olson, 2007; Podolny & Stuart, 1995) the 

following five measures were selected for comparison: betweenness centrality, structural 

holes – efficiency and constraint, random walk betweenness, and Bonacich power. We 

also proposed a new measure called Random Walk w/Teams which is likely to suit this 

problem domain more than other measures. 

4.3.4.1 Betweenness centrality (BC) 

This is a well-known and widely used betweenness measure proposed by Freeman 

(1979). Intuitively, BC of node k is defined as the fraction of times that a node i needs the 

node k in order to reach node j via the shortest path. BC for a node k is calculated as 

(Borgatti, 2005): 

i j k

ikj

i j ij

g

g
≠ ≠

∑∑
 

where, gij is the number of geodesic paths from i to j and gikj is the number of these 

geodesics that pass through k. 
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4.3.4.2 Structural holes – Efficiency (EFF) 

To explain the structural hole measures, we first define effective size of an 

individual’s neighborhood (Hanneman & Riddle, 2005). The effective size (ES) is the 

number of (direct) neighbors that a node i has, minus the average number of links that 

each neighbor has to i’s other neighbors. For example, if i has 3 neighbors and - Case I: 

none of the neighbors have any link to each other, then ES (i) = 3 – 0 = 3, Case II: if all 3 

neighbors have links to each other, then ES (i) = 3 – 2 (each neighbor has an avg. of 2 

links) = 1. In Case II, i’s ties are redundant because it can reach all of its neighbors by 

reaching any one of them. The EFF measure is the fraction of the ES of i’s neighborhood 

to its actual size (for Case II: EFF = 1/3). Intuitively, EFF for a node measures the 

proportion of its links that are non-redundant. 

4.3.4.3 Structural holes – Constraint (CONS) 

CONS is a summary measure that determines the extent to which a node’s 

connections are to others who are connected to each other. If a nodes potential 

collaborators all have one another as potential collaborators then the node is highly 

constrained (Burt, 1992; Hanneman & Riddle, 2005). It is a recursive measure that refers 

to the lack of room that a node has to exploit structural holes in its neighborhood. Thus, a 

node with a high CONS measure may not yield any influence over other neighboring 
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nodes. We contend that due to the nature of the CONS measure, it is likely to have a 

negative effect on the status of an inventor in a knowledge network. 

4.3.4.4 Random walk betweenness (RW) 

RW is a relatively new measure that includes contributions from all paths between 

nodes to calculate betweenness (Newman, 2005). RW for node k is equal to the number 

of times a random walk from i to j passes through k - averaged over all i and j. Thus, the 

measure includes paths that may not be optimal, though shorter paths still contribute 

more to the score. Details on the method can be found in Newman (2005). The measure 

also assumes that on each step during the random walk, information passes from the 

current node to one adjacent node (i.e., no parallel duplication). However, this 

assumption may not hold in knowledge networks of the kind studied here. Diffusion of 

information may happen in parallel within teams and follow a random walk outside them. 

4.3.4.5 Bonacich power (BP) 

The BP measure suggests that a node is important to the extent that it is connected to 

other important nodes. The importance of a node emerges recursively from the pattern of 

connections among all the inventors (this concept is similar the PageRank (Brin & Page, 

1998) algorithm). Details on the implementation of the measure can be found in Bonacich 

(1987) . 
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4.3.4.6 Random walk with Teams (RWT) 

Innovative organizations generally have teams of inventors working together on 

projects. The communication levels within these project teams are much higher as 

compared to between teams (Hansen, 2002). We contend that there is close to parallel 

duplication of knowledge within teams, i.e., if one member of a team receives knowledge 

that is pertinent to the project, then all members of the team have access to it. With this 

assumption, we propose to add team identification to the RW measure to address the 

issue of parallel duplication. There are four steps in this procedure: Step I – Team 

identification, Step II – Network collapse, Step III – Weak component identification, and 

Step IV – RW betweenness calculation. 

Team identification 

 

Figure 4.5. Flow of knowledge within an organization with teams 

Note: The circles indicate teams of inventors. The dashed arrows indicate parallel 

information duplication (within teams). The solid arrows indicate random walks between 

teams 
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Figure 4.5 shows a schematic of the assumed flow of knowledge within an 

organization with three teams. As can be seen in the figure, we assume that knowledge 

diffuses in a parallel fashion within teams and flows through random walks outside them. 

In order to use this phenomenon to establish the status of inventors, we need to identify 

teams within an organization. We used the community identification algorithm proposed 

by Girvan & Newman (2002) to identify teams in the collaboration network. The 

algorithm identifies cohesive communities using an iterative edge removal strategy based 

on betweenness measures. It has been shown to be superior to other community detection 

techniques (Newman & Girvan, 2004). We used the ‘edge betweenness’ measure in the 

algorithm to identify teams for the networks under study as it has been shown to be 

especially effective in real-world collaboration networks (Newman & Girvan, 2004). 

Network collapse 

Once teams are identified, the network is collapsed with each team replaced by a 

single composite node. This preserves the connections between all team members and 

individuals outside. 

Weak component identification 

Once the network is collapsed, all the connected components in the network are 
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identified and the measure is calculated for each component separately. This is different 

from some previous studies that use only the largest component in the network to 

calculate measures. This is important since different divisions of an organization may 

have self contained groups of inventors (this can be seen in the network visualization in 

Figure 4.3) and calculating measures for the largest component would ignore smaller 

groups.  

RW betweenness calculation 

Random walk betweenness (using the Newman (2005) procedure for RW) scores are 

then calculated for each node in each component of the collapsed network. Thus, the 

RWT measure calculates RW betweenness score for entire teams taken as one node and 

single inventors who are not part of any teams. Since we used the ‘edge betweenness’ 

measure for team identification in Step I, the individual inventors are individuals who lie 

between teams. We believe that these new RWT scores will explain innovation diffusion 

better and identify individuals whose knowledge is valued for recombination within an 

organization. 

4.3.5 Statistical analysis 

We used patent citation data for statistical analysis since citation leaves a trail of how 

a patent builds upon previous innovations. Unlike in academic papers, patent citations are 
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not likely to be superfluous (Singh, 2005; Sorenson, Rivkin, & Fleming, 2005). In 

addition, studies show that correlation between patent citations and actual knowledge 

diffusion is high (Duguet & MacGarvie, 2005; Jaffe & Trajtenberg, 2002). An 

intra-organizational citation of a patent is a choice made by the organization (and 

individuals within) to build on knowledge contained in the patent. In this study, we aim to 

ascertain if the network position of an inventor influences this selection process. Thus, 

the dependent variable is the citation of a patent by inventors other than those involved in 

its creation. 

Cox proportional hazard models were used to study the effects of network measures 

on patent citation. The models used a repeated event hazard rate analysis to incorporate 

spells. These models were used since they incorporate both censored and uncensored 

cases, i.e., whether or not the patent was cited. Three kinds of variables were included in 

the statistical model: dependent variable: patent citation, explanatory variables: each of 

the social network measures, and control variables: factors (other than network measures) 

that effect patent citations. There were two kinds of control variables included:  

Variables that change the rate of citations 

These variables are needed as the citation rate of patents may be affected by time. The 

variables included were: 



105 

• Calendar age: this controls for improvements in technology since the start of the 

dataset (Podolny & Stuart, 1995). As databases and information retrieval 

techniques improve, patents are easier to find and cite. 

• Patent age: a patent is more likely to be cited if it has been around longer.  

• Patent age squared: as the age of a patent increases, it may be outdated and less 

likely to be cited. 

Variables describing patent attributes 

• Scope of a patent: The USPTO uses a technology classification system where a 

patent is classified into one or more technology classes. Studies have used the 

number of classes to represent the breadth of a patent that has an effect on the 

patent’s impact (Lanjouw & Schankerman, 2001). We include this variable as the 

number of USPTO technological classes the patent is classified into.  

• Number of claims: the number of claims indicates the value of a patent and the 

technological spaces it occupies or protects (Lanjouw & Schankerman, 2001).  

• Age of prior art: Patents that build on old knowledge have different citation 

patterns than new ones (Nerkar, 2003). This is calculated as the median of the 

difference between grant year of the focal patent and that of the references cited 

within that patent. 
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• Self citation: A self-citation indicates confidence of an individual on his/her work. 

This may encourage other individuals to cite that work (Nerkar & Paruchuri, 

2005). This is operationalized as a categorical variable which is a ‘1’ if patent has 

been self-cited before spell, and ‘0’ otherwise. 

• Number of patent references/Number of academic references: Patents that cite 

more prior art (both patents and academic papers) may have a different influence 

than others. They may be in technologically crowded classes and have a different 

influence as compared to other patents (Fleming, 2001).  

• Team size: One patent can have multiple inventors. When determining the effect 

of social network measures on the citation of a patent, we used the maximum of 

the measures among all the inventors of that patent. Including team size as a 

control variable accounts for effects of all inventors on the patent (Nerkar & 

Paruchuri, 2005)  since a heterogeneity in team members can lead to differences 

in the influence of a patent (Reagans & Zuckerman, 2001).  

• International presence of an inventor: Knowledge flows across international 

boundaries are different (Singh, 2007) and may affect the citation of a patent. This 

is operationalized as a variable that is set to ‘1’ if any inventor on patent is outside 

the U.S. and ‘0’ otherwise. 

• Time to grant: A patent that is granted immediately may be uncontroversial and 
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simple. A complex patent may take time to get approved. This might affect 

citation rates (Nerkar & Paruchuri, 2005).  

• Technological effects: This controls for the difference in patenting across 

technological areas. Certain technological areas may cite a larger number of prior 

patents than others. This is operationalized as dummy variables for the top 20 

classes (with ties retained) each organization patents in. 

Hypotheses 

Based on the results obtained by previous node-level studies and the assumptions for 

knowledge flow in a network, six hypotheses were examined in this study with each in its 

own independent model. Each hypothesis tested the effect of an inventor’s status (as 

established by a network measure) on the likelihood of his/her knowledge being selected 

by other inventors. These (H1-H6) are summarized in Table 4.6. 

Table 4.6. Summary of hypotheses examined 

 
Measure Effect 

H1  Betweenness centrality  No effect  

H2  Struc. holes (efficiency)  No effect  

H3  Struc. holes (constraint)  Negative effect 

H4  Random walk  No effect  

H5  Bonacich power  No effect  

H6  Random walk w/Teams (proposed)  Positive effect  
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4.4 Experimental results 

In this section, we present the results of statistical analysis on the five organizations 

included in the testbed. The first sub-section shows evidence of specialization and 

recombination in organizations. The second sub-section presents and discusses analysis 

for single organizations. The third sub-section presents the results of multiple 

organization analysis. Wherever applicable, we focus on IBM (the largest organization) 

and describe its results in detail. The results for other organizations are not shown if they 

were similar to IBM or shown at an aggregate level for summarization and comparison 

purposes. 

4.4.1 Evidence of specialization and recombination 

An organization needs to specialize in certain technologies in order to recombine its 

internal knowledge to produce innovations. Without specialization, an organization does 

not develop an internal knowledge base that can be exploited for further innovation. The 

evidence of such specialization and recombination can be seen in patent applications and 

intra-organization citation patterns. 

For instance, IBM cited patents that belonged to 88 distinct technological classes. 

However, it was found that 48.3% of these citations were limited to 5 technological 

classes (shown in Table 4.7). This shows evidence that IBM specializes in these 



109 

technological areas with most of its knowledge built-upon patents in these five 

technological classes. 

Table 4.7. Top five technological classes cited by IBM patents from 1976-2006 

Rank  Class  Description  

1  438  Semiconductor device manufacturing: process  

2  257  Active solid-state devices (e.g., transistors, solid-state diodes)  

3  360  Dynamic magnetic information storage or retrieval  

4  250  Radiant energy  

5  430  Radiation imagery chemistry: process, composition, or product thereof 

 

We also examined the intra-firm citation counts for each year and found that patterns 

of specialization for IBM persisted over time. Figure 4.6 shows the top five technological 

classes and their citation in each year (time shown on the x-axis). The presence of a data 

point on the plot shows that the class was among the top-5 classes cited that year. For 

instance, the ‘�,’ ‘�,’ and ‘x’ in 1988 shows that Class 438, 257, and 250 were among 

the top five classes cited that year.  
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Figure 4.6. Citation patterns for the top five classes cited by IBM from 1976-2006 

It can be seen from the figure that IBM continued to specialize in its top five 

technological areas over the years by citing (and thus recombining) on its previous 

innovations in those areas. Similar patterns were shown for four of the five organizations 

under study. However, GE did not show this pattern of recombining its own patents. 

Other studies have also shown that some organizations may not pursue self-citation but 

predominantly cite other organizations in the field (Rosenkopf & Nerkar, 2001). GE 

notwithstanding, the evidence for the rest of the organizations is in line with previous 

research showing that they specialize in certain areas and recombine knowledge to 

produce innovations (Nerkar & Paruchuri, 2005; Patel & Pavitt, 1997). The evidence also 

forms the base for exploring the reasons behind the selection of innovations that are 

1976 1980 1984 1988 1992 1996 2000 2004

438 (1) 257 (2) 360 (3) 250 (4) 430 (5)
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recombined. 

4.4.2 Single organization analysis 

In this section, we show the results of the Cox proportional hazards analysis for the 

five organizations separately. Seven models were constructed for each organization – one 

for control variables and one for each of the six measures. As before, we focus on IBM 

and describe its results in detail, the results for other organizations are shown at an 

aggregate level. The correlation matrix is shown first (Table 4.8) followed by the results 

for each of the models. As can be seen in the table, all correlations except those between 

some network measures are low and do not pose multi-collinearity problems. The high 

correlations between some network measures do not cause problems since each 

regression model contains only one measure. 
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Table 4.8. Correlation matrix for IBM 

Note: All correlation values above 0.05 are significant at p < 0.05 (*) 
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 Table 4.9 shows the results for all seven Cox regression models for IBM. The first 

column lists all the network measures and control variables. Each model (from Model 1- 

Model 6) contained one network measure. 

Table 4.9. Cox regression results for IBM 

 Model 0 Model 1 Model 2 Model 3 Model 4 Model 5 Model 6 

Bet. centrality  1.3995      

Struc. efficiency   1.0244     

Struc. constraint    0.8459    

Random walk     1.1211   

Bonacich power      0.9977**   

RW w/Teams       1.8700*  

Patent age  0.9981**  0.9998 0.9998*  0.9997**  0.9998**  0.9998*  0.9998**  

Calendar Age  1.3132*  1.5295 0.524 14.0079*  1.2942 1.4152 1.5933 

Class scope 1 class*  1 class* 1 class* 1 class* 1 Class* 1 class*  1 class*  

Prior age  0.9999 0.9997*  0.9999 0.9999 0.9999 0.9999 0.9999 

Patent refs.  1.0012 1.0113 1.0012 1.0011 1.0012 1.0014 1.0015 

Acad. refs.  1.0205*  1.0172**  1.0201*  1.0203*  1.0204*  1.0204*  1.0200*  

Team size  0.9780 1.01567 0.9774 0.9816 0.975 0.9798 0.9695 

International 1.2651 1.5459*  1.2667 1.2597 1.2593 1.2863 1.2544 

Time to grant  0.9996**  1.0001 0.9996**  0.9996**  0.9996**  0.9996**  0.9996**  

Claim count  1.0131**  1.0088 1.0131**  1.0131**  1.0131**  1.0129**  1.0128**  

Self cited  1.5362*  1.8402*  1.5291*  1.5684*  1.5178*  1.5383*  1.4987*  

Tech. effects 20 

classes**  

26 

classes**  

18 

classes**  

18 

classes**  

22 

classes**  

22 

classes**  

22 

classes**  

Note: *p < 0.01, **p < 0.05. The value in each cell is the hazard ratio. All p-values are 

derived from robust standard errors clustered on patents. The class scope and 

technological effects were broken into dummy variables. The table lists the number of 

these variables that were significant.  

As can be seen in Model 0, the likelihood of a patent being cited decreased (i.e., the 
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hazard ratio < 1.0) with an increase in patent age and time to grant. This may be because 

as a patent increases in age, its contents become less relevant in a fast moving field like 

nanotechnology. The likelihood of patent citation increased with an increase in calendar 

age. The reason behind this may be the better availability of information retrieval 

technology and databases which make it easier to find a patent and cite it. The likelihood 

also increased with an increase in the claim count and academic references. As mentioned 

before, the claims are the number of ‘spaces’ occupied by the patent. More the spaces 

occupied, more likely the patent will be cited (Lanjouw & Schankerman, 2001). The 

significance of these control variables generally persisted across all models. 

Model 1 shows that the BC score of inventors was found to have an insignificant 

effect on the citation of their patents. Thus, the measure does not adequately explain the 

effect inventor status on the selection of his/her knowledge for innovation. As discussed 

before, BC is based on the assumption that knowledge flows along shortest paths that 

may not suit this problem domain. From Model 2 and Model 3, both the structural holes 

measures (efficiency and constraint) were found to be insignificant. Random walk 

(Newman, 2005) was also found to be insignificant (Model 4). This may be because even 

though the RW measure incorporates random diffusion and is a betweenness measure, it 

does not incorporate the influence of teams. Individuals between teams draw knowledge 

from diverse communities and the RW w/Teams measure is likely to perform better in 
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this problem domain. 

The Bonacich power of an inventor was found to be significant in Model 5. The 

measure has also been found to be significant by prior studies (Nerkar & Paruchuri, 

2005). This implies that an inventor’s knowledge is perceived to be more important (and 

cited) if he/she is connected to other important inventors. However, the absolute effect of 

the BP measure is very small since the hazard ratio is close to 1.0. A hazard ratio of 1.0 

indicates that the variable does not increase or decrease the likelihood of a patent citation. 

As can be seen from the table (Model 6), the random walk w/teams measure had a 

significant positive association with the citation of a patent. A unit increase in the RWT 

score of an inventor associated with a patent increases the likelihood of the patent being 

cited by 87%. This shows that the position of the inventor in a network positively effects 

the selection of his/her knowledge for recombination. There are three components to the 

RWT measure that may have contributed to its significance. Firstly, the focus on diversity 

of knowledge which implies that knowledge of inventors who have high betweenness 

scores is perceived to be valuable by an organization. Inventors with high betweenness 

are also likely to obtain knowledge from multiple disparate communities that may 

increase their innovative potential. Secondly, random diffusion is an important part of the 

RWT measure and this may have contributed to its positive significance. This is because 

information may not necessarily flow through shortest paths in a knowledge network (as 
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shown by the insignificance of Freeman’s betweenness centrality). A third factor is 

parallel diffusion, the RWT measure takes into consideration that knowledge can diffuse 

within a team from one individual to multiple individuals. These three assumptions in the 

RWT measure make it better suited to explain inventor status in the collaboration 

networks we study here. 

Summary of single organization analysis results 

Figure 4.7 plots the p-values obtained for each measure for each organization on a 

log plot. The values in parentheses are hazard ratios (listed only for significant data 

points). Each axis represents a measure and ranges from p = 1 in the center to p = 0 going 

outside. The dotted line represents p = 0.05. Thus, a data point lying outside the dotted 

hexagon is significant with p < 0.05. A data point lying inside is insignificant (p > 0.05). 

For instance, the ‘�’ on the Bonacich power axis implies that BP was significant for 

IBM with a hazard ratio of 0.99. 
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Figure 4.7. Summary of results for all organizations.  

As shown in the figure, RWT was significant for IBM, Xerox, and Kodak with a 

hazard ratio > 1. Thus, H1 holds for these organizations. As in the case of IBM, Xerox 

also had a significant BP but with hazard ratio = 1.00. This implies that the BP of the 

inventor had no impact on the selection of his/her knowledge. 

Both Xerox and 3M had significant values for structural holes (constraint) measure 

with hazard ratio < 1. IBM had a near significant value at p = 0.13 and HR = 0.84 (not 

listed in figure). Thus, if an inventor had a high CONS measure, his/her knowledge is less 

likely to be selected for recombination. This is in line with H4 and can be explained 

based on the definition of the CONS measure. Previous studies have found similar results 

with the structural holes (constraint) measure (Ahuja, 2000). 

Random Walk 

w/Teams

Random Walk 

Betweenness

Bonacich Power

Structural Holes 

(constraint)

Structural Holes 

(efficiency)

Betweenness 

Centrality

IBM 3M GE Xerox Kodak p = 0.05 significance
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The support for hypotheses can be summarized as follows: H1 (betweenness 

centrality), H2 (structural holes – efficiency), H4 (random walk), and H5 (Bonacich 

power) were fully supported in all organizations. H3 (structural holes – constraint) was 

partially supported in two among the five organizations. H6 (random walk with teams) 

was partially supported in three among the five organizations. GE was the only 

organization that showed no support for both H3 and H6. However, as mentioned before, 

GE did not cite many of its own patents and was an outlier with respect to the other 

organizations in the study. 

4.4.3 Multiple organization analysis 

For multiple organization analysis, the statistical model was used to analyze data 

from all five organizations combined. A dummy variable for the organization was added 

to account for differences between organizations and provides additional support to our 

hypotheses. This combined dataset included 7,698 patents associated with 8,546 

individuals. As before, each model contained all the control variables and one variable for 

the social network measure.  
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Table 4.10. Cox regression results for the combined dataset  

 Model 1 Model 2 Model 3 Model 4 Model 5 Model 6 

Bet. centrality 1.1039 

Struc. efficiency 1.0776 

Struc. constraint 0.8076*  

Random walk 1.0205 

Bonacich power 1.0013**   

RW w/Teams 1.4996*  

Patent age  0.9998**  0.9998*  0.9997*  0.9998*  0.9998*  0.9998*  

Calendar Age  0.8398 1.1459 1.1532 1.9191 1.1656 1.0063 

Class scope 1 class* 1 Class*  1 Class*  1 Class*  1 Class*  1 class* 

Prior age  0.9998*  0.9999**  0.9999**  0.9999**  0.9999**  0.9999**  

Patent refs.  1.0024 1.0006 1.0007 1.0069 1.0006 1.0005 

Acad. refs.  1.0029 1.0069*  1.0069*  1.0069*  1.0070*  1.0069*  

Team size  0.9887 0.9831 0.9871 0.9832 0.9832 0.9797 

International 0.8769 1.0875 1.0732 1.0881 1.0881 1.0804 

Time to grant  1.0000 0.9998**  0.9998**  0.9998***  0.9998***  0.9998***  

Claim count  1.0161*  1.0148*  1.0151*  1.0149*  1.0150*  1.0147*  

Self cited  1.9981*  1.6431*  1.7014*  1.6637*  1.6640*  1.6440*  

Tech. effects 30 

classes**  

17 

classes***  

17 

classes***  

17 

classes***  

26 

classes***  

16 

classes**  

Org. controls 1 org** 3 orgs*** 3 orgs*** 3 orgs*** 3 orgs*** 3 orgs*** 

Note: *p < 0.01, **p < 0.05, ***p < 0.10. The value in each cell is the hazard ratio. All 

p-values are derived from robust standard errors clustered on patents. The class scope and 

technological effects were broken into dummy variables. The table lists the number of 

these variables that were significant.  

Both Model 1 and Model 2 showed that betweenness centrality and structural holes 

(efficiency) were found to be insignificant. These results match the results obtained for 

the organizations taken separately. The results also offer strong support for H1 and H2. 

The control variables showed similar significance characteristics as single organization 
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models. In Model 3, the structural holes (constraint) measure was found to be significant 

in a negative direction. This strongly supports the hypothesis (H3) that a inventor’s 

constrained position reduces the value and selection of his/her innovations. The random 

walk measure (in Model 4) was found to be insignificant in support of H4. This is similar 

to the results obtained for organizations taken separately. 

Model 5 shows that Bonacich power was found to be significant, however, the HR 

was found to be close to 1.0. As before, this implies that it did not have an effect on 

innovation selection (in support of H5). Prior research using similar methodology has 

found BP to be significant and positively associated with innovation selection (Nerkar & 

Paruchuri, 2005). We believe that the difference may be due to the datasets used and the 

technological domain. Nerkar & Paruchuri (2005) used patents for DuPont which is a 

chemical and pharmaceutical organization.  Nanotechnology is a relatively new area 

with some organizations entering only in the past two decades. Thus, many high status 

actors (as explained by BP) may not have emerged yet. 

Model 6 found that the RWT measure was strongly significant with a hazard ratio of 

1.49. This implies that a unit increase in the RWT measure of an inventor leads to a 49% 

increase in the likelihood of a citation of his/her patent. Thus, the results in combined 

dataset also suggest that the RWT measure is better at modeling knowledge flow within 

the inventor collaboration network and better at predicting high-status inventors whose 
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innovations are selected for recombination. Thus, all the hypotheses were supported in 

the combined multi-organizational analysis. 

4.5 Conclusions  

In this study, we examined the role of inventor status in knowledge networks on the 

selection of knowledge that is recombined to produce innovation in the nanotechnology 

field. A new network measure based on random walks and team identification (RWT) was 

proposed to model knowledge flow within an inventor collaboration network. Using 

empirical methods, it was found that inventor status as measured by RWT had a 

significant positive relationship with the likelihood that his/her knowledge would be 

selected for recombination. We also found that the structural holes (constraint) measure 

may have a negative relationship with innovation selection. We believe that the new 

measure in addition to modeling knowledge flow in a scientific collaboration network 

helps better understand how innovation evolves within organizations. 
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CHAPTER 5: HIDDEN-LINK IDENTIFICATION USING CO-OCCURRENCE 

METRICS 

5.1 Introduction 

In this essay, we focus on identifying hidden links in a network using co-occurrence 

metrics. Within the research context of security informatics, we explore the use of 

predictive modeling to aid in border security.  

In recent years border safety has been identified as a critical part of homeland 

security. The national strategy for homeland security (Office of Homeland Security, 2002) 

calls for the creation of “smart borders” that provide “greater security through better 

intelligence, coordinated national efforts.” The Department of Homeland Security (DHS) 

monitors vehicles entering and leaving the country, recording their license plates with a 

date and time of crossing using license plate readers. Customs and Border Protection 

(CBP) agents search vehicles for drugs and other contraband. Thorough checks are done 

for vehicles on watch lists (known as target/suspect vehicles) and on random vehicles as 

well. This process is time consuming and if the waiting times become too long, the flow 

of people, vehicles, and commerce is impaired. So agents at the border are under pressure 

to balance security needs with operational efficiency.  
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CBP field agents and analysts believe that vehicles involved in illegal activity 

(especially smuggling) operate in groups. When one vehicle approaches the check-point, 

the others wait and join the line only if the vehicle crosses into the U.S. successfully. This 

ensures that the others can turn back if the vehicle before them is inspected and caught. So, 

if the criminal links of one or more vehicles in a group are known, the group’s crossing 

patterns may be used to identify other partner vehicles. If the criminal links of one vehicle 

in a group are known, then the group’s crossing patterns and frequency can be used to 

identify other linked vehicles. They suggest that frequently crossing vehicle pairs become 

interesting only if one (or both) of the vehicles has a criminal history. So, law enforcement 

data can be used as a good anchor to perform such analysis and identify quality target 

vehicles. However, CBP does not always have access to criminal records of vehicles and 

sometimes lacks the methods to efficiently perform such analysis on millions of crossing 

vehicles. 

We propose to identify the hidden links between border crossing vehicles by using 

mutual information (MI) to identify pairs of vehicles crossing together and potentially 

involved in criminal activity. In initial experiments (Kaza, Wang, Gowda, & Chen, 2005), 

we found that the use of MI was a promising solution to this problem. In this study, we 

performed a comprehensive evaluation of MI in this problem domain and also modified the 
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MI measure to incorporate domain heuristics. Domain experts (CBP agents, police 

detectives and analysts) suggest that groups of criminal vehicles may cross at certain times 

during the day or cross at different ports of entry to try and evade inspection. It is difficult 

to identify these heuristics with border crossing information alone since it does not contain 

clear indications of criminal history or possible intent. We used law enforcement 

information from border-area jurisdictions to identify times and ports that criminal 

vehicles prefer and incorporate this knowledge in the MI formulation. The new 

formulations are likely to help CBP agents identify better quality target vehicles more 

efficiently.  

This study attempts to answer the following questions: 

• Can law enforcement information from border-area jurisdictions be used to 

identify suspect vehicles at the border? 

• How can domain heuristics be incorporated to enhance the performance of mutual 

information? 

• Which domain heuristics are important in identifying target vehicles at the 

border? 

This chapter is organized as follows: the next section presents background information 

and previous studies using mutual information. Section 5.3 presents the research testbed 
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and Section 5.4 explains the research design. Experimental results are shown and 

discussed in 5.5 . Section 5.6 concludes and presents future directions. 

5.2 Literature review 

Co-occurrence metrics like mutual information are useful in predicting links when 

nodes have multiple interactions with each other. They are especially useful in the 

construction of networks or predicting links to previously unseen nodes. Co-occurrence 

metrics have been used to predict links in gene regulatory networks (Huang, Li, Su, Watts, 

& Chen, 2007; von Mering et al., 2005), citation networks (Leydesdorff & Vaughan, 

2006; Wang, Satuluri, & Parthasarathy, 2007), and social tagging networks (Schmitz et al., 

2007). Association rule mining is the most common application of co-occurrence based 

prediction. 

5.2.1 Association rule mining 

Inferring associations between items in a database was motivated by decision support 

problems faced by retail organizations (Stonebraker, Agrawal, Dayal, Neuhold, & Reuter, 

1993). Retail stores needed information on which items their customers were likely to 

buy together. The problem spawned a method in data mining known as association rule 

mining. An association rule is a relationship of the form A�B, where A is the antecedent 

item-set and B is the consequent item-set. The antecedent and consequent item-sets can 
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contain multiple items. A�B holds in a transaction set T with confidence ‘c’ if c% of 

transactions in T that contain A, also contain B. A�B holds with support ‘s’ if s% of 

transactions in T contain both A and B. To find associations between two item-sets, the 

association mining procedures identify all relationships (rules) that have support and 

confidence greater than user-specified thresholds.  

Association rule mining has been applied in many domains including ‘market basket’ 

data (Agrawal, Imielinski, & Swami, 1993; Agrawal & Srikant, 1994), web log analysis 

(to identify online user behavior) (Mobasher, Jain, Han, & Srivastava, 1996), network 

intrusion detection (Lee & Stolfo, 1998), gene regulatory network extraction (to identify 

cause-effect relationships between genes) (Berrar, Dubitzky, Granzow, & Eils, 2001), 

recommender systems (for predicting future purchases) (Lin, Alvarez, & Ruiz, 2002) and 

law enforcement (Brown & Hagen, 2003). Some previous studies (Hilderman, Carter, 

Hamilton, & Cercone, 1998; Huang et al., 2007) have also included domain heuristics in 

association rule mining. Hilderman et al. (1998) suggested new item-set measures to 

replace the commonly used support measure. They contend that the new measures were 

more practical and useful for market basket analysis. Huang et al. (2007) modified 

association rule mining to extract large scale gene regulatory networks. 
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5.2.2  Mutual information 

Mutual Information is an information theoretic measure that can be used to identify 

interesting co-occurrences of objects. It can be considered a subset of association rule 

mining with 1-item antecedent and 1-item consequent item-sets. There are other more 

general forms of MI that include multiple item antecedent and consequent item-sets, 

however in this study we employ the more commonly used classical MI formulation. The 

earliest definitions of MI were given by Claude & Weaver (1949) and Fano (1961). It was 

defined as the amount of information provided by the occurrence of an event (y) about 

the occurrence of another event (x). They formulated it as:  

,
2

( )
( ; ) log

( ) ( )

P x y
I x y

P x P y
=  

Intuitively, this concept measures if the co-occurrence of x and y (P(x,y)) is more 

likely than their independent occurrences (P(x).P(y)). This formula is referred to as the 

classical mutual information in the rest of the chapter.  

The MI measure has been applied to problems in many domains. It works well for 

phrase extraction from text documents. This is because text documents can be considered 

as a set of events (words), and the probability of the occurrence of a word can be 

calculated over the entire document. Previous studies in this area have used MI to study 

association between words in English texts and identify commonly occurring phrases 

(Chruch & Hanks, 1990; Hindle, 1990). It has also been used for key phrase extraction 
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from Chinese texts (Ong & Chen, 1999).  

Pantel, Philpot, & Hovy (2005) did a novel study where they used MI to match 

database columns containing similar information. They found that their SIfT model which 

was based on MI performed well in identifying schema correspondences across 

comparable datasets. In the bioinformatics domain, MI has been used to extract protein 

motif patterns from sequences (Tao, Zhai, Lu, & Fang, 2004) and identify building blocks 

of proteins from biomedical abstracts (Weisser & Klein-Seetharaman, 2004).  Mutual 

information scores have also been used for feature selection. Battiti (1994) used MI to 

select features in supervised neural network learning.  

Work on extending or modifying the classical MI measure to add domain heuristics 

includes studies in natural language processing: Magerman and Marcus (1990) modified 

the MI measure (bi-gram) to include n-grams, bioinformatics: Wren  (2004) extended 

the measure to calculate transitive MI scores for biological associations, and feature 

selection: Fleuret (2004) used conditional MI to identify important features for image 

classification.  

Border-crossing records can be considered as a stream of text (license plates) ordered 

by the time of crossing. So, MI can be used to identify frequent co-occurrence between a 

pair of vehicle crossings. If one vehicle in the pair has a criminal record, some inferences 
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may be made its link to the second vehicle if they cross together frequently. In a previous 

study (Kaza et al., 2005), we found that the time and port of crossing may be important 

heuristics for improving the performance of MI in this problem domain. We propose to 

use conditional probability to include these domain heuristics in the MI formulation 

(Section 5.4.5 ). 

5.3 Research testbed  

The testbed for this study includes datasets obtained from various law enforcement 

agencies in the Tucson, AZ metropolitan region. These agencies include the Tucson 

Police Department (TPD), Pima County Sheriff’s Department (PCSD), and many other 

smaller police agencies in the area. Data from these agencies is referred to as police data 

through this chapter. In addition, the study also uses data from the Tucson Customs and 

Border Protection (CBP). These datasets were provided to us through the BorderSafe 

project funded by the Department of Homeland Security. The TPD and PCSD datasets 

include information on police incidents over 15 years (1990-2005). The incidents include 

information on individuals and vehicles that are involved in illegal activity in southern 

Arizona. Some key statistics of these datasets is shown in Table 5.1. 
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Table 5.1. Key statistics of data from agencies in the Tucson metropolitan region 

TPD PCSD Others 

Date Range 1990-2005 1990-2005 1990-2005 

Vehicles 629,039 614,455 456,832 

CBP data includes information on vehicles crossing the border between Arizona and 

Mexico at six ports of entry. This data includes the license plate, state, date, port, and 

time for non-commercial vehicle crossings from March 2004 to October 2005. Details of 

this dataset are shown in Table 5.2. 

Table 5.2. Key statistics of CBP border crossing data 

Date range 2004 – 2005 

Recorded crossings 11 million 

Number of vehicles 2 million 

5.4  Research design 

Prior to presenting the research design we first define the terms criminal vehicle and 

police contact. A criminal vehicle is a vehicle that has been suspected, arrested, 

impounded, or has a warrant (with its occupant) for crimes that include narcotics (sale, 

possession, etc.), violence (homicide, aggravated assault, armed robbery, etc.), larceny 

and theft (property, vehicles, etc.), and other serious crimes in the Tucson metropolitan 

region. Police detectives and analysts consider these crimes and roles (suspect, arrestee) 

as strong indications of involvement in criminal activity. A vehicle that has had a police 
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contact is one that is recorded in the law enforcement databases; this may be for serious 

crimes (as listed above) or for other activities that may include forgery and counterfeiting, 

suspicious activity, and others. Vehicles with police contacts are also referred to as 

potentially criminal vehicles in this study. These definitions are used in the description of 

the design and the evaluation process. 

Motivation for heuristic selection 

CBP agents check all vehicles entering the U.S. at various ports of entry. Majority of 

the vehicles are subjected to ‘primary checking’ which includes verifying the 

admissibility of the occupants and some checks for obvious presence of contraband. 

Primary checking usually takes between 1-2 minutes. In addition to primary checking, 

some vehicles with alerts on them are assigned to ‘secondary checking’ which includes a 

thorough check of the vehicle and an interview of the passengers that may take 10 

minutes or longer. The vehicles that are selected for secondary checking are referred to as 

target vehicles in this study. The target vehicles are selected based on various criteria. 

These include vehicle alerts from federal systems like FBI’s NCIC (National Crime 

Information Center), random selection, and prior knowledge and intuition of CBP agents. 

As mentioned before, CBP agents believe that vehicles involved in cross border crime 

operate in groups. These vehicles look out for each other and cross frequently within a 

small time frame.  
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To identify interesting pairs of vehicles that cross the border together we use the time 

of crossing and the port of crossing as heuristics to enhance mutual information. The time 

of crossing heuristic suggests that vehicle pairs that cross during certain times of the day 

or night are more interesting than others. Domain experts suggest that criminal vehicles 

regularly cross at odd times during the night to exploit the cover of darkness. The port of 

crossing heuristic suggests that vehicle pairs that cross at certain ports of entry are more 

interesting than others. This is because criminal vehicles tend to use ports that are in areas 

that are desolated, near areas where contraband can be easily disposed of, or areas that 

are not under the radar of border patrol and CBP agents. It can be seen that both these 

heuristics are fluid in nature, i.e., criminal vehicles may change their time and port of 

crossing according to the current situation in law enforcement. The mutual information 

measure modified to include the time heuristic is referred to as ‘MIT’ (Equation 2, shown 

in Section 5.4.5 ),  port heuristic is referred to as ‘MIP’ (Equation 3, shown in Section 

5.4.5 ) and classical mutual information (without heuristics) is referred to as ‘MIC’ 

(Equation 1, shown in Section 5.4.4 ). 

Research design and process 

Figure 5.1 shows the research design and the process of utilizing information from 

multiple sources, heuristic calculation, and identification of potential target vehicles at the 

border. Different parts of the figure are explained in the following sub-sections. 
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Figure 5.1. Research design and process 

5.4.1 Training dataset and heuristic calculation 

The TPD, PCSD, and other police agency datasets were consolidated by 

transforming them to a single schema (Marshall et al., 2004). This was done to simplify 

access to multiple sources of information. The common schema contained information on 

all vehicles that had police contacts along with information on the incidents that they 

were involved in. To evaluate the performance of MIT, MIP, and MIC, the CBP border 

crossing records were divided into training and testing datasets. This was done using a 

2/3 – 1/3 hold out procedure. The training dataset contained 7.4 million (≈2/3 of total) 
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crossing records from March 2004 to November 2004.  

To calculate the time heuristic the day was divided into six time periods 

corresponding to office travel (5am - 10am), travel for lunch (10am - 2am), night time 

(8pm - 12pm, 12pm - 5am), and others. These time periods were defined with the help of 

domain experts. For each of these time periods the ratio of vehicles with police contacts 

to the total number of crossings was calculated. This value was used to inform the mutual 

information score between vehicles in a given time period (as shown in Section 5.4.5 ). 

The port heuristic was calculated in a similar fashion. For each of the six ports the 

ratio of vehicles with police contacts to the total number of crossings was calculated. This 

value was used to inform the mutual information score between vehicles crossing at a 

given port (as shown in Section 5.4.5 ). 

5.4.2 Testing dataset 

The testing data contained 3.6 million (≈1/3 of total) crossings from November 2004 

to Oct 2005. Police data and the border crossings in the testing dataset were used to 

identify two sets of vehicles: 

Set A: 251 criminal vehicles that had been arrested or suspected for narcotics sale in 

the Tucson metropolitan region since January 2003.  

Set B: All the border crossing vehicles crossing within one hour of each vehicle in Set 
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A at the same port and in the same direction (i.e., both vehicles are either entering the 

U.S. or exiting it). 

MIT, MIP, and MIC were calculated between paired vehicles in Set A and Set B. The 

vehicle pairs with high scores were considered potential target vehicles. 

5.4.3 Evaluation procedure 

The potential target vehicles identified were evaluated by measuring their overlap 

with police datasets. This was done by measuring the number of vehicles with police 

contacts that were contained in the set of potential target vehicles. The overlap with three 

different datasets was measured: TPD dataset, PCSD dataset, and the entire Tucson 

metropolitan region (that includes TPD and PCSD) dataset. This was done since each of 

these datasets cover different geographical areas and record different levels of crimes. It 

also gives us a greater insight into the criminal operations of border crossing vehicles. 

The number of potentially criminal vehicles (vehicles with police contacts) identified by 

MIT, MIP, and MIC were compared to each other to ascertain the performance of the 

modified measures. Since the aim of CBP is to target potentially criminal vehicles, a 

greater number of such vehicles in the target vehicle set indicate a higher quality result. 

In addition to statistical tests, selected cases judged by domain experts were also used in 

the comparison. The illustrative cases included a detailed evaluation of the criminal links 
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of target vehicle pairs identified by the three measures.  

5.4.4 Classical Mutual Information (MIC) formulation 

The classical mutual information score between any two vehicles is defined as:  

2
( , )

( , ) log
( ) ( )

P A B
MIC A B

P A P B
=  

(1) 

Here A is a vehicle in Set A, and B is a vehicle in Set B. P(A) and P(B) are the 

probabilities of the vehicles A and B crossing the border, these are calculated from the 

border crossing datasets. P(A,B) is the probability of B crossing within one hour of A, this 

is calculated based on the number of times A and B are seen crossing together. 

5.4.5 Modified Mutual Information with Time Heuristics (MIT) and Port Heuristics 

(MIP) 

In the MIT and MIP formulation, we use conditional probability to modify the 

definition of P(A), P(B), and P(A,B).  

P’(A): Probability that vehicle A crosses the border and has a police contact. 

P’(B): Probability that vehicle B crosses the border and has a police contact.  

P’(A,B): Probability that vehicles A and B cross the border together and have police 

contacts. 

Thus, a high MI’(A,B) (based on Equation 1) indicates that the vehicles are likely to 
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cross the border and potentially commit crimes together. 

Given this, we can now modify the classical MI formulation to include the time 

heuristic: Let Pc(a) be the probability that vehicle ‘a’ has contact with the police, and 

Pb(a) be the probability that ‘a’ crosses the border. The probability of vehicles with police 

contacts crossing during the six time periods is calculated using historical information in 

the police databases. So, we can obtain Pc(V|t), which is the probability that any vehicle 

V in time period t (1 ≤ t ≤ 6) will have a contact with the police. 

Now, by definition of P’(A), 
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t
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=
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In the above equation Ab refers to vehicle A crossing the border, and Ac refers to vehicle A 

having contact with the police. This is summed over all six time periods to obtain P’(A). 

The equation reduces to  
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since the probability of a vehicle crossing the border and having police contact are 

independent (so they are multiplied to obtain P’(A)). In addition, A is replaced by V in the 

second term since the probability that a vehicle in time period t has a police contact is the 

same for all vehicles in that time period. So basically the above process utilizes historical 

information (about crime) in the police datasets as a weight to modify P’(A). Similar 



138 

derivations can be used to obtain P’(B), P’(A,B), and thus MIT(A,B) as shown in the 

following equations: 
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A similar derivation can be used to obtain MIP as follows:  
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In the above equations ‘p’ (1 ≤ p ≤ 6) represents the six ports of entry. 

As mentioned before, the time and port heuristics are fluid in nature. An advantage of 

using conditional probability to include these heuristics is that the weight assigned to 

times and ports adjust to the changing nature of data. So, if criminals start moving 

operations from one port to another, the heuristics will automatically adjust to reflect the 
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situation. 

5.4.6 Hypotheses 

The following hypotheses were tested in this study: 

H1: Mutual information modified to include the time heuristic will perform 

significantly better than classical mutual information in identifying potentially 

criminal vehicles.  

 

H2: Mutual information modified to include the port heuristic will perform 

significantly better than classical mutual information in identifying potentially 

criminal vehicles. 

No hypothesis on the comparative performance of MIT and MIP was proposed since 

prior to this study we had no evidence on any one of them performing better. 

5.5 Experimental results 

To ascertain whether law enforcement information can be used to identify potential 

criminal vehicles, we first measured the overlap between border-crossing vehicles and 

police records in border-area jurisdictions. There were 66,185 border crossing vehicles 

that had police incident records in Tucson metropolitan area datasets. The number 

suggests that many vehicles crossing the border have incidents recorded in local law 
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enforcement databases. This is a positive sign since it allows us to identify target vehicles 

at the border by exploring their criminal links. The existence of an overlap is also 

important for the calculation of heuristics based on law enforcement information. 

5.5.1 Temporal patterns and port distribution of border crossings 

Studying the temporal patterns and port distributions of border crossings helps better 

understand the crossing activity. Figure 5.2(a) shows the time distribution of border 

crossings for all vehicles entering and leaving the country over six time periods. Each 

slice of the pie shows the percentage of all the border crossings (11 million) that take 

place in the respective time period. It can be seen that a majority (about 65%) of border 

crossings occur due to work and lunch/dinner related traffic during working hours 

(approximately 6am - 8pm). Domain experts suggest that these are the busiest periods for 

land borders in the southwest with Mexican citizens and students entering the U.S. and 

returning to Mexico for lunch. The chart also shows that about 37% of all crossings take 

place during the night or after dark (approximately 7pm - 6am). 
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Figure 5.2. Temporal distribution of crossings - (a) percentage of total crossings (b) 

percentage of crossings with police contacts 

Figure 5.2(b) shows the time distribution of border crossings by vehicles with police 

contacts. Each slice of the pie shows the percentage of all crossings by such vehicles that 

took place in that respective time-period. For instance, 27% of all the border crossings by 

police contact vehicles took place between 8pm and midnight. The chart suggests that a 

large percentage (about 48%) of crossings by these vehicles take place after dark. This is 

probably because there is less enforcement at ports at nighttime (many vehicle lanes are 

closed) and it is also easier to rendezvous with other criminal elements at both sides of 

border under the cover of darkness.  This heuristic is used to inform the mutual 

information algorithm. MIT incorporates this information to assign more weight to time 

periods with high percentage of crossings by vehicles with police contacts. The weights 

also discount work travel related periods since they have a lower percentage of such 
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crossings. Such information can also be used by CBP to increase or decrease enforcement 

in certain time periods. 

 

Figure 5.3. Port distribution of crossings - (a) total crossings (b) percentage of crossings 

with police contacts 

Figure 5.3(a) shows the number of crossings that take place at each of the six ports over a 

twelve month period. It can be seen that Port D and Port F (we hide the actual names for 

security reasons) are the biggest ports in Arizona. Port E is the smallest port with the 

lowest number of crossings. Port E was also found to have limited operating hours. 
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Figure 5.3(b) shows the percentage of crossings at each port which involved vehicles that 

had police contacts. For instance, 2.61% of the 1.47 million crossings at Port A were by 

vehicles that had police contacts. It can be seen that even though Port E is by far the 

smallest port (with 0.003% of total crossings), 9.9% of the crossings at that port have had 

previous contact with the police (this is significantly larger than any other port). This fact 

confirms suspicions of domain experts that this port might be a focus of criminal activity 

due to its proximity to certain remote areas in Mexico and the U.S. Thus, in identifying 

target vehicles for inspection at the border, it would be probably beneficial to target more 

vehicles at Port E. These important heuristics are incorporated into the MIP formulation 

described in Section 5.4.5 .  

5.5.2 Comparative evaluation of MIT, MIP, and MIC 

Mutual information scores (MIT, MIP, and MIC) were calculated for 410,079 pairs of 

vehicles (the first vehicle from Set A and the second from Set B). To statistically compare 

the three measures, the number of police contact vehicles in Set B identified by each was 

counted. This was done for all three police datasets as discussed in Section 5.4.3 . The 

results are shown in Figure 5.4.   
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Figure 5.4. Number of vehicles with police contacts identified using - (a) TPD dataset (b) 

PCSD dataset (c) Tucson metropolitan area dataset.  

On the X-axis are top-n pairs (n ranging from 10-2500) of vehicles ordered by their 

MIT, MIP, and MIC scores. On the Y-axis is the number of vehicles with police contacts 

identified by the three measures. For instance, in Figure 5.4(c), fourteen vehicles of the 
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top-100 vehicles identified by MIP had previous police contacts. As can be seen in all 

three graphs, both MIT and MIP consistently identified more potentially criminal vehicles 

(vehicles with prior police contacts) than MIC. MIP also identified more potentially 

criminal vehicles than MIT. It is also evident that the illegal activity of border crossing 

vehicles was higher in the Pima County region as compared to the city of Tucson. In the 

biggest dataset (Tucson metropolitan region) MIP identified 206 vehicles among the top 

2500 pairs that had prior police contacts, i.e., 8.2% of the vehicles identified had police 

contacts. The average number of border crossing vehicles that have police contacts in the 

Tucson metropolitan region is 3.3%. Thus, the performance of MIP is better than a 

random selection of target vehicles from the set of border crossing vehicles.  

For hypothesis testing, thirty data points (ranging from top 5 to 3500 pairs) were 

taken for each of the measures and a t-test was done for the differences in the mean 

number of potentially criminal vehicles identified. Since all the samples had unequal 

variances, the Smith-Satterthwaite t-test procedure was used. The p-values of the tests are 

listed in Table 5.3. It was found that MIT performed significantly better (at 95% level) 

than MIC in all but one dataset. Thus, the first hypothesis (H1) is partially supported. 

MIP also performed significantly better than MIC (at 99% level) in identifying 

potentially criminal vehicles in all datasets. This supports the second hypothesis (H2). 
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Table 5.3. P-values for two sample t-test.  

 MIT - MIC MIP - MIC 

PCSD dataset 0.036 0.001 

TPD dataset 0.050 0.000 

Tucson met. dataset 0.106 0.001 

Note: Bold values are significant at a 95% or higher level 

Even though the top-n pairs contained many potentially criminal vehicles, they also 

included many other vehicles that had no past criminal records. This might not look 

promising in other domains, but has positive connotations in this one. It suggests that 

many of the vehicles postulated to be potentially criminal by the algorithms were not 

known to have police records before. So the new measures can be used to identify new 

potentially criminal vehicles that can be targeted for further inspection at the border. The 

low number of police contacts might also be a result of properties of the datasets. Most of 

the border crossing vehicles in our datasets may be headed for Phoenix, AZ and 

surrounding areas and thus their activity (if any) will be recorded in those police datasets. 

A more accurate test of the algorithms is possible if those datasets were available. 

5.5.3 Selected case studies 

The illustrative cases shown here were reviewed and evaluated by domain experts. 

These and other cases were found to be good candidates for further investigation at the 

border. Figure 5.5 shows the temporal crossing patterns of the vehicle pair (Vehicles A & 
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B) that had the highest MIC score. On the X-axis are the dates when the vehicles were 

seen crossing together. On the Y-axis are the times of crossing (0-2400).  

 

Figure 5.5. A vehicle pair identified by classical mutual information 

Vehicle A and its occupant were arrested for a narcotics possession crime in Tucson 

in 2003. Vehicle A crossed the border within one hour of Vehicle B fourteen out of a total 

of thirty times. This activity is considered suspicious by domain experts since both 

vehicles may be involved in smuggling narcotics across the border. However, on closer 

examination it can be seen that the times of crossings of both vehicles correspond to a 

standard morning work schedule. This crossing pattern can be discounted since it is 

possible that both vehicles may be going for work at almost regular intervals. Since the 

MIT formulation is informed of these heuristics, it produced better examples. 
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Figure 5.6(a) shows the temporal crossing patterns of a vehicle pair (Vehicles C & D) 

that received a high MIT score. Vehicle C crossed 51 times in a 7 month period, out of 

which it crossed 22 times with Vehicle D. As can be seen in the figure, this vehicle pair 

crossed together frequently, but in addition all the crossings were after dark and did not 

follow a standard work schedule. This example and other like it show that MIT identifies 

cases that are more likely to be considered suspicious by domain experts. Since, Vehicles 

C & D are interesting with respect to the frequency and times of crossing together; we 

explored their police contacts further. Figure 5.6(b) shows the criminal links of Vehicle C 

and Vehicle D. Vehicle C was found to have strong connections to a narcotics network in 

the Tucson metropolitan area. It had links to other people and vehicles that had been 

arrested / suspected for narcotics sales and possession in the region. These connections 

suggested that the vehicle might be an active member of a narcotics sale and smuggling 

ring. Domain experts also suggested that viewing the vehicles’ border crossing activity in 

this context made them a candidate for further investigation. MIT identified many other 

such examples. 



149 

 

Figure 5.6. (a) A vehicle pair identified by mutual information with time heuristics (b) the 

activity of the vehicles as recorded in Tucson met. area police databases 

Figure 5.7(a) shows an example vehicle pair (Vehicles E & F) that received a high 

MIP score. In a period of one month Vehicle E crossed 39 times and Vehicle F crossed 10 

times. It can be seen that they did not follow any particular schedule and crossed at all 

times during the day. They were assigned a high MIP score because they crossed at ports 

with a high level of criminal activity. A deeper examination into their activity (Figure 
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5.7(b)) shows that they had criminal links recorded in police databases. An experienced 

police detective classified the links described in the figure as strong criminal links. MIP 

identified many more such suspicious examples. The above cases show that both MIT 

and MIP identified more suspicious activity as compared to those identified by MIC. 

 

Figure 5.7. (a) A vehicle pair identified by mutual information with port heuristics (b) the 

activity of the vehicles as recorded in police databases 
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5.6 Conclusions 

Exploring the criminal links of border crossing vehicles in local law enforcement 

databases can be used to enhance border security. In this study we used mutual 

information to identify pairs of border crossing vehicles that may be involved in criminal 

activity. We found that mutual information can be used to identify high quality potential 

suspect vehicles that may warrant more inspection at the border. In addition, we 

concluded that the mutual information measure modified to include domain heuristics 

like time and port of crossing performs significantly better than classical mutual 

information in the identification of potentially criminal vehicles. The method can be used 

to assist Customs and Border Protection agents to perform their functions both effectively 

and efficiently. If validated in the field, then the methodology can be used in other Border 

States and help in enhancing national and international security. Since the methodology is 

based on information sharing, the results may also encourage law makers to formulate 

policies to increase cooperation among agencies. 
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CHAPTER 6: CONCLUSIONS, CONTRIBUTIONS, AND FUTURE DIRECTIONS 

Social network analysis provides methods to understand various phenomena in an 

increasingly linked world. Within the discipline of information systems, SNA can be used 

to address research questions in the domains of knowledge management and information 

diffusion, computer mediated communications, e-commerce, and security informatics 

among others.  

This dissertation classifies the challenges in SNA into three broad areas of instance, 

evolution, and predictive modeling. These three categories allow in-depth analysis of 

various kinds of social networks and the effects on their environment. The four 

dissertation essays focus on one or more these areas with empirical studies in knowledge 

management and security informatics. The essays collectively contribute to SNA theory, 

knowledge management, and security informatics by quantitatively verifying prevalent 

assumptions using large-scale networks, utilizing and proposing novel network recovery 

measures, modeling knowledge flow within organizations, and proposing new measures 

to identify important nodes and hidden links.  

6.1 Specific conclusions and contributions 

The specific conclusions and contributions of each dissertation essay can be 

summarized as follows: 
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• Essay 1 focused on the problem of instance and evolution modeling of social 

networks. The study examined the topological properties of large-scale 

narcotics networks extracted from law enforcement sources. The networks 

included interactions between thirty thousand individuals over a twelve year 

period. A major contribution of this study was the use of established measures 

to verify that large human-only networks show small –world properties and 

follow scale-free degree distributions. Previous studies in the area had 

demonstrated these properties for large-scale networks, however, these 

networks were limited to genetic networks or the Internet. The study also 

proposed a novel application of the preferential attachment measure to model 

the growth of networks across geographical boundaries. The findings 

presented in Essay 1 aid in better understanding of dark and illegal networks 

(especially narcotics networks) that operate within various jurisdictions. 

Besides contributions to SNA theory, the study also adds to the growing 

science of security informatics by providing insights that can be used to aid in 

law-enforcement and homeland security applications.    

• Essay 2 is an evolution modeling study that examined and identified 

significant facilitators of links formation in a social network. This study 

utilized novel network recovery measures to model the evolution of a network. 
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The study contributed to SNA theory by proposing the two-proportion z-test 

to identify significant factors that lead to future link formation between two 

nodes in a network. It found that homophily in age, gender, race, and common 

prisons did not contribute to future collaboration in narcotics networks. This 

was unlike many previous studies that had suggested the importance of these 

factors but had not used quantitative methodologies for verification.  

• Essay 3 focused on evolution and predictive modeling of knowledge networks 

and explored the effect of inventor status on the selection of his/her 

innovations. The study proposed a model for the flow of knowledge in 

scientific collaboration networks within organizations. The model was used to 

design a new measure for node centrality that is better suited in the knowledge 

and innovation diffusion domain where networks consist of individuals with 

collaboration and team relationships between them. It was found that the new 

measure better explained the status of inventors as compared to various other 

node centrality measures. The study contributes a new measure to SNA theory 

and suggests that the importance of nodes is not independent of the evolution 

and dynamic processes in a network. The study also found that the future 

evolution of innovation has a significant positive relationship with the status 

of inventors within organizational networks. These findings have implications 
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in the area of knowledge management and innovation diffusion. 

• Essay 4 is a predictive modeling study that proposed a modified mutual 

information (MI) formulation to identify hidden links between nodes. The 

study modified the classical MI formulation to include heuristics based on the 

time and location of previous co-occurrences of nodes. An evaluation of the 

proposed technique showed that it performed better in identifying hidden links 

than other co-occurrence based methods. The study contributes to predictive 

modeling by proposing a method to identify hidden links when little 

information about the nodes is available. The study also contributes to security 

informatics by proposing a method to aid in efficient and effective operations 

at the border. 

6.2 Contributions to management information systems research 

In current times, individuals and organizations are operating in increasingly 

networked contexts. Organizations have networks of employees and knowledge resources 

within an organization; in addition most organizations interact with networks of suppliers, 

consumers, stakeholders, and partners outside their boundaries. Most of these networks 

are created, maintained, and influenced by communication and collaboration technologies. 

It has been shown in numerous studies (Agrawal et al., 2006; Bell, 2005; Cross, Borgatti, 
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& Parker, 2002; Fleming et al., forthcoming; Patrakosol & Olson, 2007) that these 

information technology-assisted networks influence the performance of organizations. 

This dissertation provides the necessary framework to examine networks in business 

organizations. The three areas of study – instance, evolution, and predictive modeling – 

can provide insights into various aspects of communication, collaboration, partnerships, 

supply chain, and knowledge networks both within and outside an organization. 

Specifically, some MIS research problems in addition to those explored in the dissertation 

that are amenable to social network analysis include: 

• Studying the motivations behind collaboration levels between individuals in 

different parts of an organization. This may include examining strategies to 

encourage collaboration or study the factors that lead to increase in 

collaboration. The methods to identify significant facilitators described in 

Chapter 3 are applicable to this problem domain. 

• Strategic planning with respect to networks of partners, suppliers, customers, 

and stakeholders. Methods presented in Chapter 4 can be used to identify 

important players in the network context of an organization to aid in 

strategic decisions. 

• Advertising and customer relationship management can be benefited by 

social network analysis methods to identify early adapters and influence 
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yielding customers. This is especially pertinent when advertising through 

social networking sites or when the target audiences are teenagers. Node 

importance and information diffusion models in Chapter 4 are applicable in 

this area. 

These and other research areas in innovation diffusion, e-commerce and 

recommendation systems, and collaboration systems offer opportunities for the 

application of social network analysis methods.  

6.3 Future directions 

In addition to the areas mentioned in the previous section, there are several potential 

future directions planned that will use and build-upon the methods presented in this 

dissertation. An important direction of future study is in the area of infectious ideas and 

their diffusion. Node centrality measures and the knowledge flow model described in 

Chapter 4 can be used to identify ideas that have potential to spread and the individuals 

who have capabilities to influence large numbers of people. 

Another planned area includes the study of significant facilitators of online 

(web-based) social networking communities. Online networks can be used for advertising 

and professional networking and understanding how and why these networks operate and 

grow is an interesting research problem. 
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A third immediate area of interest is the representation of social networks as 

hypergraphs where each link connects multiple nodes. Such a representation offers 

analytical advantages when studying many real-world networks including projects teams 

and other social groups.   
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