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ABSTRACT 

 

One of the important design criteria for distributed systems and their applications is 

their reliability and robustness to hardware and software failures. The increase in 

complexity, interconnectedness, dependency and the asynchronous interactions 

between the components that include hardware resources (computers, servers, 

network devices), and software (application services, middleware, web services, etc.) 

makes the fault detection and tolerance a challenging research problem. In this 

dissertation, we present a self healing methodology based on the principles of 

autonomic computing, statistical and data mining techniques to detect faults 

(hardware or software) and also identify the source of the fault. In our approach, we 

monitor and analyze in real-time all the interactions between all the components of a 

distributed system using two software modules: Component Fault Manager (CFM) to 

monitor all set of measurement attributes for applications and nodes and Application 

Fault Manager (AFM) that is responsible for several activities such as monitoring, 

anomaly analysis, root cause analysis and recovery. We used three-dimensional array 

of features to capture spatial and temporal features to be used by an anomaly analysis 
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engine to immediately generate an alert when abnormal behavior pattern is detected 

due to a software or hardware failure. We use several fault tolerance metrics (false 

positive, false negative, precision, recall, missed alarm rate, detection accuracy, 

latency and overhead) to evaluate the effectiveness of our self healing approach when 

compared to other techniques. We applied our approach to an industry standard web 

e-commerce application to emulate a complex e-commerce environment. We evaluate 

the effectiveness of our approach and its performance to detect software faults that we 

inject asynchronously, and compare the results for different noise levels. Our 

experimental results showed that by applying our anomaly based approach, false 

positive, false negative, missed alarm rate and detection accuracy can be improved 

significantly. For example, evaluating the effectiveness of this approach to detect 

faults injected asynchronously shows a detection rate of above 99.9% with no false 

alarms for a wide range of faulty and normal operational scenarios. 
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Chapter 1. INTRODUCTION 

 

1.1 Problem: Failures in Distributed Systems 

Current distributed system infrastructures such as data centers and the 

Internet are using large number of computing devices which is forecasted to grow at 

38% per year and the average complexity of each is increasing as well [7]. Also, large 

scale computer networks for communication and computation are employed in large 

companies and institutions. In addition, these networks are pervaded in mobile 

computing and communication using laptops, PDAs, or mobile phones with diverse 

forms of wireless technologies to access their companies’ data. It results in complex, 

large, heterogeneous, and dynamic networks of large numbers of independent 

computing and communication resources and data stores. While the infrastructure is 

growing to be larger and more complex, the applications running on computer 

systems and networks are also turning out to be more and more complex. These 

applications vary with many different duties, ranging from internal control processes 

to presenting web content and to customer support. For typical multi tier distributed 

systems containing a web server, a database server, an application server, messaging 

facilities, and layers of middleware and operating systems, the number of factors and 
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their interactions can be hundreds of thousands and it results in a level that exceeds 

the capability of human to figure out and act on in a timely manner when a fault exists. 

As a result, one of the important design criteria for distributed systems and their 

applications becomes their reliability and robustness to hardware and software failures. 

The increase in complexity, interconnectedness, dependency and the asynchronous 

interactions between the components that include hardware resources (computers, 

servers, network devices), and software (application services, middleware, web 

services, etc.) makes the fault detection and tolerance a challenging research problem. 

 

1.2 Fault Management Approaches 

Faults may be detected in many ways. In general, a system could look for 

either the fault itself, or attempt to detect the errors generated from the fault. Timeout 

and correctness check could be employed in order to detect a fault. If a component 

does not respond within a specified period of time, it could be assumed that fault has 

occurred. The correctness check is performed by comparing the output produced by 

the component to the output from the redundant source. The previous common way in 

dealing with fault was to use some form of redundancy which is also used currently. 

There are four types of redundancy: hardware, software and time [1]. 

Hardware redundancy has two kinds of redundancy: passive and active. 
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Passive hardware redundancy implies that a system is able to mask a fault without 

reconfiguration, redundant hardware operates in parallel performing the same task, 

and a voter decides which output is fault free. A Triple Modular Redundancy (TMR) 

system is a hardware redundancy implementation where three systems execute a 

process and that result is processed by a voter making one single output. Each 

hardware redundancy necessitates that the system must be able to detect the presence 

of fault and dynamically reconfigures itself to tolerate component failures. An 

example of hardware redundancy is a system where checkpoints are taken 

periodically and tasks running a particular node may be relocated and restarted on 

another node if the original node becomes faulty.  

Software redundancy refers to techniques such as n-version programming, or 

the recovery block approach. Here two or more, different, versions of a software 

components are provided so that if one fails due to one fault, another version will 

hopefully be unaffected by that same fault. The recovery block approach is an 

example of both time and software redundancy – the recovery block is a program that 

may take less time to execute, perhaps using different algorithm, that the primary, and 

is not scheduled unless the primary misses its deadline or fails. 

Time redundancy attempts to reduce the amount of extra hardware at the 
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expense of using additional time. The repetition of computations is performed in order 

to detect faults.  

Recently, there are many endeavors to find new approaches by employing 

statistical analysis and data mining techniques to analyze in real time system behavior 

to achieve a robust fault management system. There are different fault tolerance 

techniques and we define those by following types: statistical methods, distance based 

methods, model based methods and profiling methods. These techniques allow us to 

solve the problems that conventional fault management techniques couldn’t resolve 

because of the characteristics of current distributed systems such as complexity, 

heterogeneity and dynamism. In this dissertation, we use several statistical and data 

mining algorithms as part of our fault detection and root cause analysis approach.  

 

1.3 Research Contribution 

In this dissertation, we present anomaly-based self-healing paradigm based on 

the principles of autonomic computing, statistical and data mining techniques that can 

handle efficiently complexity, dynamism and uncertainty by using statistical analysis 

and data mining algorithms to achieve reliability and robustness to hardware and 

software failures. The research contributions are as follows. 

� We developed an innovative AppFlow concept to capture any abnormal 
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behaviors of applications and systems triggered by hardware and/or software 

failures 

� We developed a methodology to monitor and analyze in real-time all the 

interactions between all the components of a distributed system using two 

software modules: Component Fault Manager (CFM) to trace all set of 

measurement attributes for applications and nodes and Application Fault 

Manager (AFM) that is responsible for several activities such as monitoring, 

anomaly analysis, root cause analysis and recovery 

� We integrated our approach with the Autonomic Computing framework, 

Autonomia [9,18,19], to autonomize the main modules of our self-healing 

system: Component Management Interface (CMI) to specify the configuration 

and operational strategies associated with each component and Component 

Runtime Manager (CRM) that manages the component configurations and 

operations using the strategies defined in CMI. 

� We developed and utilized an evaluation schema and metrics such as false 

positive, false negative, precision, recall, missed alarm rate, detection accuracy, 

latency and overhead to evaluate a fault management system quantitatively. 

� We present theoretical and experimental framework and applied it to real 



 21 

distributed systems and conducted extensive experiments to detect and 

identify faults and recover from them. The experimental results showed that 

by applying our anomaly based approach, false positive, false negative, missed 

alarm rate and detection accuracy can be improved significantly. 

 

1.4 Dissertation Organization 

The rest of the dissertation is organized as follows. 

In chapter 2, we present background information and related works relevant 

to this dissertation. First, we present the terminology to be used in this dissertation. 

After that research, we categorize the related works based on the phases of any fault 

tolerance system: Fault detection and Root cause analysis. In fault detection, we 

classify related works based on different fault detection technique categories such as 

hardware and software techniques and based on detection schemes such as statistical 

methods, distance and model based methods and profiling methods. Root cause 

analysis techniques are classified based on the following criteria: model-based, case-

based, artificial intelligence based, and probabilistic diagnosis based. Also, we explain 

autonomic computing concept and attributes as background information. 

Chapter 3 explains our theoretical framework to achieve self-healing system 

including system presentation, normal and abnormal definition with system interfaces 
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and attribute definitions. We also explain fault concepts, models and metrics. 

In chapter 4, we introduce our fault management framework and its main 

modules that include the Application Fault Manager (AFM), Component Fault 

Manager (CFM), Component Management Interface (CMI), and System Management 

Editor (SME) modules. Also, we explain how our self-healing system modules such 

as CFM and AFM can complement the desired self-healing operations.  

Chapter 5 presents the rule-based abnormality analysis methodology 

including monitoring attributes, analysis of system component operation and 

abnormality analysis algorithm.  

Chapter 6 presents the pattern-based abnormality analysis methodology 

including AppFlow concepts and data structure, AppFlow information exchange, 

gram generator and framing, pattern profiling, and behavior analysis. In this chapter, 

we show how we detect and identify the source of faults in distributed computing 

systems. 

In chapter 7, we discuss case study systems that have been applied to our 

fault management framework and experimental results. We evaluate our rule-based 

abnormality analysis and AppFlow analysis in a typical multi-tier web based 

ecommerce environment that emulate the complex environment of ecommerce 
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application configured for 288,000 customers and 10,000 items. Experimental results 

showed that by applying our anomaly based approach, false positive, false negative, 

missed alarm rate and detection accuracy can be improved significantly. For example, 

evaluating the effectiveness of this approach to detect faults injected asynchronously 

shows a detection rate of above 99.9% with no occurrences of false alarms for a wide 

range of scenarios. 

Chapter 8 concludes this dissertation research and highlight future research 

directions. 
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Chapter 2. BACKGROUND AND RELATED WORKS 

 

2.1 Fault Tolerance Terminology 

In this dissertation, we refer several terminologies such as error, fault and 

failure from [4]. We define a failure as a service deviation from its correct behavior. A 

failure can be happened from either because the specification does not fulfill the 

system design or because it does not satisfactorily depict the system function. A fault 

is the cause generating the system corruption and an error that results in the failure is 

the system state corrupted. If the fault makes an error, we call fault an active fault, 

otherwise it is dormant. We both inject faults such as system corruption and errors 

such as directly throwing an exception in this dissertation and we call fault and error 

as abnormal loads to the system. It should be noted that a failure considered in one 

layer might be considered the fault which causes an error and eventually failure in a 

different layer. For example, a disk collision which can be defined as a failure is from 

the fault, a bug from the disk firmware program resides in a disk. But we might think 

disk collision as a fault in a different (higher) layer and it results in a failure which 

stops supplying the functionality to client.  
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2.2 Fault Detection Techniques 

Fault detection and analysis has always been an active research area due to its 

importance to distributed systems and their applications. It is necessary for the system 

to be able to detect the faults and take the appropriate actions to avoid further 

degradations of the service. In this section, we classify fault detection techniques 

based on different categories such as hardware and software techniques and based on 

the detection schemes such as statistical methods, distance and model based methods 

and profiling methods.  

 

2.2.1 Hardware Based 

Reinhardt and Mukherjee [19] proposed Simultaneous and Redundant 

Threading (SRT) to provide transient fault coverage with high performance by taking 

advantage of the multiple hardware contexts of Simultaneous Multithreading (SMT). 

It provides high performance by using active scheduling of its hardware components 

among the redundant replicas and reduces the overhead of validation by eliminating 

cache misses. Ray et al. [5] proposed modern superscalar out-of-order datapath by 

modifying a superscalar processor’s micro-architectural components and validating 

the redundant outcomes of actively duplicated threads of execution, while the fault 

recovery plan uses the branch-rewind mechanism to restart at a place which error 
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happened. Commercial fault-tolerant systems combine several techniques such as 

error correcting codes, parity bits and replicated hardware. For example, Compaq 

Non-Stop Himalaya [1] employs ‘lockstepping’ which runs the same program on two 

processors and compares the results by a checker circuit.  

 

2.2.2 Software Based 

Reis et al. [14] introduced PROFiT technique, Profile-Guided Fault Tolerance, 

regulating the stage of reliability at fine granularities by using software control. This 

profile-guided fault tolerance makes the configuration of the reliability for the 

application at compile time, determines the weakness and performance trade-offs for 

each program region and decides where to turn on and off redundant by using a 

program profile. Oh et al. [16] proposed Error Detection by Duplicated Instructions 

(EDDI) which copies all instructions and inserts check instructions for validation. 

Software based mechanisms present high reliability gain at low hardware cost and 

high fault coverage. However the performance degradation and failure to directly 

check micro-architectural components result in another trend of fault detection, hybrid 

redundancy techniques [22] such as CompileR-Assisted Fault Tolerance (CRAFT).  
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2.2.3 Statistical Methods 

This method traces the system behavior or user activity by gauging variables 

over time such as event message between components, system resource consumption, 

login/out time of each session. It maintains averages of these variables and detects the 

anomaly behavior by making a decision whether thresholds are exceeded based on the 

standard deviation of the variables monitored. It also compares profiles of short/long 

term user activities using complex statistical models. Ye and Chen [18] employs chi-

square statistics to detect anomalies. In this approach, the activities on a system are 

monitored through a stream of events and they are distinguished by event type. For 

each event type, the normal data from audit events are categorized and then used to 

get chi-square for difference between the normal data and testing data. It considers 

large deviations as abnormal data.  

 

2.2.4 Distance Based Methods 

One of the limitations of statistical approaches is that it becomes inaccurate 

and hard to calculate approximately the multidimensional distributions of the data 

points when outlier detection exists in higher dimensional spaces [8]. Distance based 

methods try to overcome this limitation and identify outliers by computing distances 
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among points. For example, Cohen et al. [11] presents an approach using clustering 

algorithms such as k-mean and k-median to get the system status.  The difference 

with others focusing on clustering algorithm is that they use a signature and show the 

efficacy for clustering and connection based recovery by means of distinguished 

techniques such as pattern recognition and information retrieval. 

 

2.2.5 Model Based Methods 

This method describes the normal activity of the monitored system by using 

different types of models and identifies anomalies as divergence for the model that 

characterizes the normal activity. For example, Maxion and Tan [17] obtains a 

sequential data streams from a monitored procedure and employs a Markov models to 

decide whether the states are normal or abnormal. It calculates the probabilities of 

transitions between the states using the training data set, and utilizes these 

probabilities to evaluate the transitions between states in test data set.  

 

2.2.6 Profiling Methods 

It builds profiles of normal behavior for diverse types of systems, users, 

applications etc., and variations from them are regarded as anomalous behaviors. 
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These profiling methods vary significantly different data mining techniques while 

others use various heuristic based approaches. In data mining methods, each case in 

training data set is configured as normal or abnormal and a data mining learning 

algorithm is trained over the configured data set. By using these methods, new kinds 

of anomalities can be detected in fault detection models with retraining [8]. Lane and 

Brodley [3] uses a temporal sequence learning technique in profiling Unix user 

commands for normal and abnormal scenarios. It then uses these profiles to detect any 

anomalous user activity. Other algorithms for fault detection include regression trees 

[23], multivariate linear regression [35] [21], logistic regression [27], [25], fuzzy 

classification [29], neural networks [33] [24] and decision trees [13]. 

 

2.3 Root Cause Analysis Techniques 

In this section, root cause analysis techniques are classified based on the 

following criteria: model-based, case-based, artificial intelligence based, and 

probabilistic diagnosis based.  

 

2. 3.1 Model-based Methods 

The model representing the system can be expressed by static attributes 

including system structures and dynamic attributes including its functional behavior. 



 30 

In this approach, some form of deep awareness characterizes relationships among 

system components and conditions correlated with the rules contain predicates which 

refer the system model. The main advantage of this approach is the likelihood to 

resolve novel problems due to a deep knowledge of the operations and relationships 

among system entities. But the problem in model based is that models may be 

difficult to obtain and keep up to date. Appleby et al. [41] tries to solve the typical 

problem mentioned by presenting state scenarios on a hierarchically based network 

configuration. They acquire data from the internal composite events attributes as 

dynamic attributes. One of the advantages of their approach is that the internal event 

publishers don’t need to know the source of components using the events that they 

forward. It means that a modification in higher level scenario does not affect lower 

level scenarios. But there is still a problem in dealing with intricate system structures. 

 

2.3.2 Case-based Methods 

Case-based systems base their decisions on experience and past situations. 

This approach offers a solution for new problems by obtaining related information of 

past experiences and solutions. If the proposed solution obtained from the past case is 

successfully applied to new problems, it might be applied to solve the following or 
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related problems. Tran and Schonwalder [42] propose a distributed case-based 

reasoning system utilizing a variety of information resources and reasoning 

qualifications in their decentralized self-organizing infrastructure that is based on peer 

to peer technology. However, their approach cannot be applied generally because the 

decision procedure in their approach is an application specific. Also, their system is 

not effective in terms of time when it is used in online alarm correlation.  

 

2.3.3 Artificial Intelligence Methods 

Various attempts have been done in the field of artificial intelligence (AI) 

techniques including neural networks, self-organizing map, and clustering to identify 

the source of a fault. Wietgrefe [39] utilizes an artificial neural network for root cause 

analysis. In his approach, each alarm caused by a system element is characterized in 

the input level of a neural network and the possible triggering faults are represented 

by a neuron in the output level of the neural network. Training data including alarm 

bursts and the related faults are provided to the neural network to be trained and 

analyzed for root cause analysis and identification. Through his experiments, he 

shows that neural networks have a learning capability and resiliency to noise or 

discrepancy in the input data. But the disadvantage of neural network systems is that 
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training phases takes long and that their interaction behavior outside their region of 

training is hard to analyze and predict. 

A Self-Organizing Map (SOM) is a form of competitive learning artificial 

neural network. Gardner and Harle [35] show the implementation as means of 

identifying the source of fault by using SOM. The notable characteristic in SOM is 

unsupervised learning which is not restrained by the existence of a proper output 

solution. As a result, the most appropriate application using SOM could be the 

analysis and classification of intricate vectorial key space where anonymous data 

clusters may exist. However, the number of clusters has to be fixed in advance. 

Julisch [40] proposed the clustering method grouping the “fragmented IP” alarms 

together and reporting them by a single generalized alarm. This generalized alarm 

states that “source port 80 of the Web server triggers many ‘fragmented IP’ alarms on 

workdays against non-privileged ports of Web clients”. Obviously, a generalized 

alarm like this assists the recognition of root causes, but the disadvantage of this 

approach is that human expertise is still needed. Consequently, clustering method 

proposed here only maintain root cause analysis, but does not completely automate it.  
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2.3.4 Probabilistic Diagnosis-based Methods 

The probabilistic diagnosis methods first introduced in [38] use a high 

probability only to identify faulty nodes but can lighten up the nature of the fault and 

the structure of the testing graph. In this approach, there are two forms, causality 

graphs and dependency graphs. The former is a directed acyclic graph which has 

nodes corresponding to events and edges clarifying cause-effect relationships between 

events and being marked with a probability of the causal implication. The latter is a 

directed graph which has a finite set of components and a set of edges between the 

objects. Each directed edge is marked with a conditional probability that the 

component at the end of an edge is unsuccessful. King and Chen [37] proposed 

making dependency graph utilizing logs at operating system level to track anomaly 

behavior. Khanna et al. [32] [34] proposed probabilistic diagnosis model for faults in 

component s of a distributed application. They produce a vector of values called the 

Path Probability of Error Propagation (PPEP) and maintain a causal graph for the 

duration of the times that it is validating the operation of the application protocol. As 

we think that their approach is similar to ours in the verification of application 

protocol operation, we need to clarify the difference. They insist their approach is 

black box approach but they can not apply all other application immediately since 
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they modify the middle ware to trace the message between applications. Contrast to 

theirs, our approach is completely black box and we don’t need to modify any 

middleware. Also, the tracing attributes are different. They trace the event message 

exchange between protocol entities and we trace multiple system usage behaviors 

such as cpu usages and system calls. 

 

 

2.4 Autonomic Computing 

Autonomic computing is inspired by the human biology and an initiative 

started by IBM [1] in 2001. Its ultimate aim is to create self-managing computer 

systems to handle their rapidly growing complexity and uncertainties and to realize 

computing systems and applications capable of managing themselves with minimum 

human intervention. The term autonomic is derived from human biology. The 

autonomic nervous system monitors your heartbeat, checks your blood sugar level and 

keeps your body temperature close to 98.6°F without any conscious effort on your 

part. In much the same way, autonomic computing capabilities anticipate IT system 

requirements and resolve problems with minimal human intervention. As a result, IT 

professionals can focus on tasks with higher value to the business. 

Autonomic computing capabilities in a system accomplish their functions by 
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taking an appropriate action based on one or more situations that they sense in the 

environment. The function of any autonomic capability is a control loop that collects 

details from the system and acts accordingly.  

 

Autonomic Computing Attributes 

An autonomic computing system can be a collection of autonomic 

components, which can manage their internal behaviors and relationships with others 

in accordance to high-level policies. In an autonomic environment, system 

components - from hardware (such as storage units, desktop computers and servers) to 

software (such as operating systems, middleware and business applications) - can 

include embedded control loop functionality. Although these control loops consist of 

the same fundamental parts, their functions can be divided into four broad embedded 

control loop categories. These categories are considered to be attributes [2, 3, 4] of the 

system components and are defined as:  

� Self-healing – Can detect, diagnose and reconfigure itself against 

disruptions to continue to function smoothly 

Self-healing components can detect system malfunctions and initiate policy-

based corrective action without disrupting the IT environment. Corrective action 



 36 

could involve a product altering its own state or effecting changes in other 

components in the environment. The IT system as a whole becomes more resilient 

because day-to-day operations are less likely to fail. 

� Self-configuring – Can dynamically adapt to changing environments 

Self-configuring components adapt dynamically to changes in the 

environment, using policies provided by the IT professional. Such changes could 

include the deployment of new components or the removal of existing ones, or 

dramatic changes in the system characteristics. Dynamic adaptation helps ensure 

continuous strength and productivity of the IT infrastructure, resulting in business 

growth and flexibility. 

� Self-protecting – Can anticipate, detect, identify and protect against 

threats from anywhere  

Self-protecting components can detect hostile behaviors as they occur and 

take corrective actions to make themselves less vulnerable. The hostile behaviors can 

include unauthorized access and use, virus infection and proliferation, and denial-of-

service attacks. Self-protecting capabilities allow businesses to consistently enforce 

security and privacy policies. 

� Self-optimizing – Can monitor and tune resources automatically  
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Self-optimizing components can tune themselves to meet end-user or 

business needs. The tuning actions could mean reallocating resources—such as in 

response to dynamically changing workloads—to improve overall utilization, or 

ensuring that particular business transactions can be completed in a timely fashion. 

Self-optimization helps provide a high standard of service for both the system’s end 

users and a business’s customers. Without self-optimizing functions, there is no easy 

way to divert excess server capacity to lower priority work when an application does 

not fully use its assigned computing resources. In such cases, customers must buy and 

maintain a separate infrastructure for each application to meet that application’s most 

demanding computing needs.  

Sample autonomic system/applications behaviors include installing software 

when it detects that the software is missing (self-configuring), restart a failed element 

(self-healing), adjust current workload when it observes an increase in capacity (self-

optimizing) and take resources offline if it detects that these resources are 

compromised by external attacks (self-protecting). When system components have 

these attributes, it is possible to automate the tasks that IT professionals must perform 

today to configure, heal, optimize and protect the IT infrastructure. Systems 

management software then can orchestrate the system wide actions performed by 
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these embedded control loops. 

As autonomic computing is a multi-disciplinary research area, a remarkable 

number of projects in computer science, software engineering, and artificial 

intelligence are related to it. The following lists some Autonomic Computing project 

related with self-healing. 

ROC (Recovery-Oriented Computing) project at UC Berkeley/Stanford [20] 

investigates novel techniques for building highly dependable Internet services, 

recovery from failures rather than failure-avoidance. This philosophy is motivated by 

the observation that even the most robust systems still occasionally encounter failures 

due to human operator error, transient or permanent hardware failure, and software 

anomalies resulting from software aging. 

Automate [22] at Rutgers University, aims at developing conceptual models 

and implementation architectures that can enable the development and execution of 

self-managing Grid applications. Specifically, it investigates programming models, 

frameworks and middleware services that support the definition of autonomic 

elements, the development of autonomic applications as the dynamic and 

opportunistic composition of these autonomic elements, and the policy, content and 

context driven definition, execution and management of these applications.  
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Jacques-Silva etc. [165] at UIUC present an autonomic fault recovery of the 

job management component (JMN) in System-S. They maintain the checking point of 

a stateful job in Job State Machine (Finite state machine) that will be used for job 

recovery. The dynamic programming support for state definition and fault injection is 

implemented by a plug-in mechanism. 
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Chapter 3. THEORETICAL FRAMEWORK 

 

3.1 System Presentation 

Consider a general n input m output nonlinear dynamic system which can be 

expressed by the Nonlinear Auto Regressive Moving Average (NARMA) model [2] 

as 

( ) ( ,  u , )

         { ( 1) , ( 2 ) , . . . , ( ) }

         u { ( 1) , ( 2 ) , . . . , ( ) }

y k f y

y y k y k y k n
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n
jj

Q q
=

=∑  is the mathematical realization of 

the system dynamics for the thD  output. ( )y k ∈ℜ  is the output of the system at 

sample instant k, ( )u k ∈ℜ  is the input to the system. p  and q  are the lengths of the 

regression vectors of y  and u , respectively. f  is a recognized nonlinear function 

describing the dynamic characteristics of the system. γ  is the relative degree of the 

system. n and m are known system structure orders. θ  is the system parameter 

vector whose unanticipated changes are regarded as faults in the system. It represents 

all the potential faults in the nonlinear system such as sensors and processes.  

 

     In our research, we use available system input and output, respectively u  and 

y  to detect and predict any undesirable changes in θ . To simplify the presentation, 
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we assume that during the initial stage [0, ]k T∈ , the normal and healthy values are 

available and can be obtained from the system under consideration. There is a certain 

normal trajectory related with system interfaces. So, we can say the system parameter 

vector in normal activities isNθ .  It means that there is a known Nθ  such that 

  Nθ θ=       (2) 

 

     To define the system abnormality, we may construct a redundant relation such 

that 

( ) | ( ) ( ,  u , ) |Nm k y k f y θ= −D D D    (3) 

 

If ( )m k  is large enough by checking the values against a pre-specified threshold, 

we say there is abnormality in the system. Contrarily, if ( )m k  is very small, the 

system is normal. 

 

3.2 Normal and Abnormal Definition with System Interfaces 

We develop a systematic framework for identifying potential system 

abnormality. Ψ  denote the system attributes, and ◊Ψ  is the set of sequences over 

the alphabet Ψ . We say that system attributes S ◊∈Ψ  is accepted by the detection 
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system if executing the sequence S = {S1, S2, S3, …..  } does not trigger any alarm. 

Let N ◊⊆ Ψ  denote the set of system attributes allowed by the detection system, i.e., 

{ }  :  S  is  accepted by the detect ion system defN S ◊∈Ψ   (4) 

 

Also, let A ◊⊆ Ψ   denote the set of system attributes that are not allowed by the 

detection system, i.e., 

:  S is an equivalent  variant  
  

            on the given suspicious sequence 
def S

A
◊ ∈Ψ 

 
  

   (5) 

 

Now we can state the conditions for the existence of abnormality in 

distributed systems. The set   AN I  is exactly the set of system attributes that give 

the suspicious or abnormal status to host without detection, and thus the abnormalities 

are possible if   A  N ≠ ∅I . 

 

3.3 Attribute Definitions 

We use the following attributes for the abnormality analysis: Attribute rate 

(AR) per target attribute, Component rate (CR) per target component, Aggregate 

System rate (ASR) per target system and Number of abnormal session (NAS) 
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Definition 1 

     AR per target address is used to find out the current flow rate for a given target 

IP address jP  as observed by an interface monitor and can be computed as in (1) 

2

 ( ,  ,  )  { ( )} T
T

i j

t T

AR A P t DT t
=

= ∑      (6) 

where DT denotes the number of data belonging to attribute iA  and to a target jP  

within a given time T. 

 

Definition 2 

     CR per target address is used to determine the current flow rate as observed by 

an interface monitor for all the attributes iA  that go through the same interface (kI ) 

and have the same target IP address (jP ). This metric can be computed as in (2) 

 
 ( ,  ,  )   ( ,  ,  )k j i ji

CR I P t AR A P t
∀

= ∑     (7) 

 

Definition 3 

     ASR per target address denotes the current flow rate for a given target IP 

address jP   as observed by Interface monitor 

 
 ( ,  )   ( ,  ,  )j k jk

ASR P t CR I P t
∀

= ∑     (8) 
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Definition 4 

     NAS the number of abnormal sessions for a target jP   as observed by an 

interface monitor 

 
 ( ,  )  (1 )j ii

NAS P t S
∀

= −∑      (9) 

 

where iS  is a binary variable that is equal to 1 when the session is successful and 0 

when it is not. The attribute definitions including AR, CR, ASR are shown in Figure 1 

and applied in section 5.2.  
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Figure 1 Abnormality Analysis Attribute Definitions 

 

3.4 Fault Model 

In real world, we may have experienced several faults such as difficulty to 

connect a network through wired or wireless networks at home or office, computer 

which stop rebooting and requires major reinstallation of the operating system or 

repair, application which doesn’t start appropriately, etc. In this chapter, we describe 

our fault management methodology. We present a taxonomy of faults that is based on 

refinements to the taxonomy presented in [2] [15]. The fault hypothesis is essential to 
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any self-healing system. Fault hypothesis, also referred to as the fault model that gives 

an answer for the question of what faults the system can detect. For example, if 

someone doesn’t identify the faults that can be detected, it is difficult to determine the 

detection rate or accuracy of any fault tolerance system. We propose classifying faults 

based on the following fault taxonomy.  

� Fault duration: Faults can be permanent, intermittent, or transient. 

Intermittent fault appears only infrequently and transient fault results from 

an environmental condition that appears only infrequently.  

� Fault dimension: It can be hardware faults or software faults. Hardware faults 

originate in hardware or also influence hardware. Software faults affect 

software: programs or data.  

� Fault manifestation: It is about the severity of the fault manifestation such as 

fail-fast and fail-silent. Beyond that, there is the severity of how it affects 

the system: immediate system crashes, system slow-down due to excessive 

CPU consumptions, file system overflow, memory hierarchy overloads, and 

resource leakage. 

� Fault frequencies: It can be fine-grained or coarse-grained. For example, the 

measurement of CPU usage or hardware interrupt can occur with high 
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incidences. File operations or node failure are less frequent. The granularity 

impacts the performance of monitoring. 

We evaluate our approach with faults associated with CPU, memory, IO, and 

network as shown in Table 1.  

 

Table 1 Fault Class 

 Class 

Faults related with CPU Permanent, software, severe or lenient 

Faults related with Memory Intermittent, software, severe 

Faults related with I/O Intermittent, hardware and software, 

severe or lenient 

Faults related with Network Intermittent, hardware and software, 

lenient 

 

Additionally, one can define hardware failures [1] such as Byzantine fault 

model [2], fail-stop fault model [3] and fail-stutter fault model [4].  

 

3.4.1 Byzantine Faults 

One of the most insidious models of hardware failure is Byzantine fault. This 

fault model is tricky because the node with this fault keeps working with the 
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remainder of the system. Behavior can be arbitrary and inconsistent, and failed nodes 

are allowed to collude in order to devise more malicious output. Correctly operating 

nodes cannot automatically detect that any node has failed, nor do they know which 

node in particular has failed. This model can represent random system failures as well 

as malicious attacks. It has been proven that no guarantees can be made concerning 

correct operation of a system with 3m+1 nodes if more than m nodes are experiencing 

Byzantine failures [2] [5]. One example of a common Byzantine fault is the “stuck at 

1/2” fault [10]. This fault occurs when the voltage of a digital signal is “stuck” at 

some voltage that is between the valid voltage for logical “0” and logical “1”. 

Components receiving this signal downstream may interpret it as “0” or “1” based on 

their timing, gain, etc, causing ambiguity in the system. Such fault behavior is 

common in CMOS bridging faults[16], or caused by a metastable flip-flop[10]. 

 

3.4.2 Fail-stop Faults 

The fail-stop fault model is much simpler than the Byzantine model. This 

model allows any node to fail at any time, but when the failure occurs it ceases 

producing output and interacting with the rest of the system. Furthermore, all other 

nodes can detect that the node has failed. This fault model represents a common mode 
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of failure such as a system hang or crash, but does not handle more subtle failures 

such as random memory corruption [3] [5]. 

 

3.4.3 Fail-stutter Faults 

The fail-stutter model [4] is an extension of the fail-stop model. It attempts to 

maintain the tractability of that model while expanding the set of real-world faults that 

it includes. The fail-stutter model includes all provisions of the fail-stop model, but it 

also allows for performance faults. A performance fault is an event in which a 

component provides unexpectedly low performance, but it continues to function 

correctly with regard to its output. This extension allows the model to include faults 

such as poor latency performance of a network switch when it is suddenly hit with a 

very high traffic load. Despite its advantages, however, this fault model has yet to see 

widespread acceptance by the community [5]. 
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Chapter 4. SELF-HEALING SYSTEM ARCHITECTURE 

 

The importance of a self-healing system framework in distributed computing 

environment is exemplified in its ability to automatically detect and recover from a 

wide range of faults. It dynamically builds self-healing mechanisms according to the 

type of detected fault. As in any autonomic computing system, our approach is based 

on continuous monitoring, analysis of the system state, then planning and executing 

the appropriate actions if it is determined that the system is deviating significantly 

from its expected normal behaviors. By monitoring the system state, we collect 

measurement attributes about the CPU, IO, memory, operating system variables, and 

network operations. Analysis of such collected data can reveal any anomalous 

behavior that might have been triggered by failures. In this section, we highlight the 

core modules for our self-healing framework. 

 

4.1 Self-Healing System Framework 

The framework achieves fault-tolerant services for any components of 

distributed systems such as applications, hardware resources and services.  It 

achieves anomaly detection by tracing the interaction among components during 

runtime, identifying the source of faults and then planning the recovery actions 
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without any user interference, as shown in Figure 2. 

 

 

Figure 2 Self-Healing System Architecture 

 

Our framework consists of several core modules such as Self-Healing Engine 

(SHE), Application Fault Management Editor (AFME), Application Fault Manager 

(AFM), and Component Fault Manager (CFM). The Application Fault Management 

Editor (AFME) allows users to specify the fault tolerance requirements associated 

with each application or node involved in the self-healing system. SHE receives the 

requirements from the AFME and builds an appropriate Fault Management Strategy 

(FMS). The composition of FMS by SHE is policy driven. Policies are a set of 

predicates that define a course of action. For each fault tolerance requirement, the 
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knowledge repository defines the appropriate fault management strategy to be used to 

maintain such requirements. Through this process, the SHE can identify the 

appropriate resource configurations to run the selected FMS in runtime. Once the 

environment is properly configured, the AFM which is responsible for executing and 

maintaining the FMS gets an instance of the FMS.  

 

4.2 Application Fault Manager 

The Application Fault Manager (AFM) is responsible for several activities 

such as monitoring, anomaly analysis, root-cause analysis, and recovery. Runtime 

behavior interactions of components and applications are stored in a knowledge 

repository according to the AppFlow format which is three-dimensional array of 

features capturing spatial and temporal operations for each application and is 

explained in section 6. Once we obtain behavior information, we can analyze the 

application behavior to detect any anomalous events that might have been triggered 

by faults. To increase the accurate modeling of anomaly behavior, AFM also have a 

fault injector and a workload generator that are used during the training phase. If the 

behavior of application shows abnormal states, AFM identifies the source of faults by 

using the AppFlow. Once a fault is detected, the next step is to identify the appropriate 

fault recovery strategy defined in the FMS to bring the system back into a fault-free 
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state. The activities such as monitoring, anomaly analysis, root-cause analysis, and 

recovery exist in a hierarchical fashion so that failure of any one level does not lead to 

failure of the entire system. 

 

4.3 Component Management Interface 

The Component Management Interface (CMI) provides the appropriate data 

structures (ports) to specify the control and management requirements associated with 

each software component and/or hardware resource. It includes four management 

ports including: configuration port; function port; control port; and operation port. 

The configuration port defines the configuration attributes that are required to 

automate the process of setting up the execution environment of a software 

component and/or a hardware resource. The function port specifies the functions to be 

provided by a component or a resource. It defines the syntax to be used to invoke each 

function. The control port defines all the data that need to be monitored and the 

control functions that can be invoked to self-control and manage a component or 

resource. This control port consists of two parts: sensor and action parts. The 

operation port defines the policies that must be enforced to govern the operations of 

the component and/or a resource as well as its interactions with other components or 

resources. We integrate our system with CMI to effectively handle all the 
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management services required during setting up the execution environment of any 

component or a resource as well as during runtime. 

 

4.4 Component Fault Manager 

The first step for anomaly detection is to identify a set of measurement 

attributes that can be used to define the normal behaviors of these components as well 

as their interactions with other components within the distributed system. For example, 

when a user runs a QuickTime application, one can observe certain well defined CPU, 

Memory and I/O behaviors. These operations will be significantly different when the 

application experiences un-expected failure that leads to application termination. One 

can observe that the application, although consuming CPU and memory resources, 

does not interact normally with its I/O components. CFM resides in each node and 

traces all set of measurement attributes for applications and nodes. Once it is collected, 

it sends these monitored data to knowledge repository following the AppFlow 

datagrams. In addition, the CFM, which is a subordinate to the AFM, focuses on the 

execution and maintenance of the FMS associated with the component running the 

CFM module. During runtime phase, AFM and CFM maintain the operations of each 

resource and component according to the policies specified in the FMS.  

Figure 3 shows analysis and control algorithm for abnormality management 
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used by the monitoring and analysis agents that compute and evaluate the divergence 

degree. In real time, the CFM keeps verifying the CMI for any changes to the existing 

management strategies (line 2). If any change is specified, the CFM will interpret and 

parse the CMI file (line 2 to 4). Simultaneously, process q is applied for analysis and 

control management with the updated status acquired in process p. The CFM monitor 

and collect the state of the component using system attributes where R is the 

preliminary block to obtain in-control data (line 7). Furthermore, the CFM also 

monitors any events or messages that might have been sent to this component (line 8). 

The collected information is then analyzed by the AFM analysis module to verify if 

there are any severe divergences from the desired state (line 9). If AFM determines 

that the component or application has violated its normal operational and functional 

region, then it selects the appropriate actions that will be executed by the CFM to 

bring the component or application to normal operations (line 10 to 13). The CFM 

performs the appropriate actions associated with the received events (line 14 to 16). 
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Process p: 

1. While (True) do  

2. If (CMI policies changes) 

3.    Read and update CMI policies; 

4. END If 

5. EndWhile 

Process q:  

6. Repeat Forever 

7. CFM_Monitor&Collect [state{ 1 2 3( ) , ( ) , ( ) ,. . . , ( )Rt t t tSA SA SA SA }]; 

8. CFM_Other_components (event);  

9. Divergence_Degree = AFM_Analysis(state, desired_state); 

10. If (Divergence_Degree is true) 

11.    Actions = AFM_Planning (state, event); 

12.    CFM_Execute (actions); 

13. END If 

14. If (any event) 

15.    CFM_Execute (actions); 

16. END If 

17. End Repeat 

Figure 3 Analysis and control algorithm for abnormality management 

 

4.5 System Management Editor 

The SME is used to specify the component management requirements 

according to the specified CMI schema. Each autonomic component requires one 

CMI to be associated with it. Figure 4 illustrates the CMI definition for a local 

component that can manage local system resources automatically. 
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Figure 4 CMI editor to define system administration component 

 

4.6 Failures in Component Fault Manager and Application Fault Manager 

In our framework, we consider the case where the CFM and the AFM 

modules are also susceptible to faults. There are two types of failures that can be 

experienced by the CFM, which traces all set of measurement attributes for 

applications and nodes and the AFM, which is responsible for several activities such 

as monitoring, anomaly analysis, root-cause analysis, and recovery.  

Case 1: CFM Node Crash 
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The CFM could automatically be faulty when the node where it resides 

becomes faulty or crashed. This type of faults can be modeled as a fail-stop. A 

heartbeat agent running at the AFM node can detect the CFM node crash shown in 

Figure 5. This agent will periodically send a message to the AFM node about its 

health and current operational state and the corresponding node is expected to respond 

with an acknowledgement message. When the heartbeat agent at the AFM node does 

not receive an update message from CFM node after a certain number of times, then 

the AFM assumes that the node has failed. All the entities or software components 

running on that node are presumed to be lost. One type of recovery that could be used 

is to choose an alternative node to restart all the entities that were running on the 

faulty node. 

 

 

Figure 5 CFM Node level schema 
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Case 2: Module Level Failure 

The second type of fault is that our modules such as CFM and AFM 

themselves could behave in an erratic manner (e.g. hang or non-responding). We 

present two ways for the detection of a fault. First, it could be detected by a heartbeat 

agent shown in Figure 6 at module level similar with case 1. This agent will 

periodically send a message to the component agent. Once it encounters no 

acknowledgement message, it can assume that the system module becomes faulty. 

Another way is to use AppFlow features explained in section 6. It captures temporal 

and spatial features for systems and application and show the behavior in one flow for 

each transaction. As our modules such as CFM and AFM can be considered as 

applications, we can detect anomalies by characterizing the dynamic behaviors of the 

modules and immediately identify sources of fault. More detail explanations for 

AppFlow behavior analysis are presented in section 6 
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Figure 6 Module-level schema 
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Chapter 5. RULE-BASED ANOMALY ANALYSIS OF FAULTS  

 

Our approach is based on autonomic computing paradigm that requires 

continuous monitoring and analysis of the system state, and then plan and execute the 

appropriate actions if it is determined that the system is deviating significantly from 

its expected normal behaviors as shown in Figure 7. 

By monitoring the system state, we collect measurement attributes about the 

CPU, IO, memory, operating system, and network operations. The analysis of this 

data can reveal any anomalous behavior that might be triggered by failures.  
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Figure 7 Self-healing Engine 
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Once a fault is detected, the next step is to identify the appropriate fault 

recovery strategy to bring the system back into a fault-free state. In this dissertation, 

we also focus on monitoring and analyzing the interactions among these components 

to detect any hardware or software failures. 

 

5.1 Monitoring and Analysis of System Component Operations 

The first step is to identify the set of measurement attributes that can be used 

to define the normal behaviors of each component as well as their interactions with 

other components within a distributed system. For example, when a user runs a 

QuickTime application, one can observe certain well defined CPU, Memory and I/O 

behaviors. These operations will be significantly different when the application 

experience un-expected failure that leads to application termination; one can observe 

that the application, although consuming CPU and memory resources, does not 

interact normally with its I/O components. 

     These monitored data are analyzed using two types of vector-based (VR) 

metrics [1]: Local-VR (LVR) and Global-VR (GVR). The LVR is used to evaluate the 

interface interaction, detection, analysis and recovery measurements associated with a 
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specific fault, f, in the set of faults in the fault hypothesis, F as shown in Equations 

10-13: 

i interfaces f  = ( CPU,MEM,I/O,NET,OS)FLVR ∈
uuuuur

    (10) 

 

i detect ion f  =  (  False negat ive rate,  Precis ion,  Recal l,  

                            F-measure,  Fals pos i t ive rate,  

                            AR,  CR, ASR, NAS,T ime to  detect ,  . . .  )

FLVR ∈
uuuuur

  (11) 

 

i analysis f  = (  Accuracy, T ime to analyze,

                           Analyzed or not? )

FLVR ∈
uuuuur

    (12) 

 

i recovery f  = ( Accuracy, T ime to recover,  

                            Recovered or not? )

FLVR ∈
uuuuur

    (13) 

 

‘CL’ refers to metrics measured for a client, and ‘DB’ refers to metrics measured for a 

database server. Equation (10) is used to identify the measurement attributes 

associated with the interactions among system components. When a specific fault, e.g. 

application abnormal termination is generated in the system,  
i interfaces f FLVR ∈

uuuuur
 is 

composed with the related measurement attributes. For example, 
i interfaces f FLVR ∈

uuuuur
 in 

abnormal termination of a QuickTime application will consist of the user 

measurements such as CPU, active memory in directory and I/O read activities as 

shown in Equation 10. Equation 11 describes several metrics used to evaluate the 
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performance of the fault detection strategy using several metrics: 1) False negative 

rate is the percentage of abnormal flows incorrectly classified as normal 2) Precision 

is the proportion of correctly detected abnormal flows in the set of all normal flows 

returned by detection. 3) Recall is the number of correctly detected abnormal flows as 

a fraction of all abnormal flows, and 4) F-measure is used to quantify the trade-off 

between recall and precision. All these performance metrics were explained in [15].  

Equations 12 and 13 evaluate the accuracy of our approach using several metrics such 

as: 1) Accuracy is used to estimate whether all actual faults are correctly identified 

and 2) Time to analyze/recovery is used for measuring the time taken, the system to 

analyze/recover from faults. 

The global vector based metric GVR quantifies in a similar way to the LVR 

the quality of the analysis, detection and recovery as shown in Equations 14-16. 

 

 detection = ( Throughput, Response time, Avai labili ty,

                       Cost, Time )

GVR
uuuuur

   (14) 

 

 analysis = ( Throughput, Response time, Availability,

                      Cost, Time )

GVR
uuuuur

   (15) 

 

 recovery = ( Throughput,  Response t ime, Avai labil i ty,

                       Cost ,  T ime )

GVR
uuuuur

   (16) 
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The main difference between LVR and GVR is in defining the target. That 

means LVR is used to evaluate the measurements associated with a specific fault in 

the set of faults but GVR is used to evaluate the role of the target system in a given 

environment. LVRs in each fault have an effect on the GVR. For example, if there is a 

memory related fault, we may see interface interactions in  interfaces LVR
uuuuur

 resulting in 

value changes in  detect ion LVR
uuuuur

. These changes also affect  detect ionGVR
uuuuur

allowing us to 

evaluate the healthiness of the target system. This operation flow is depicted in Figure 

8. We need this classification because our target system to detect the faults is in the 

domain of distributed system. Equations (14), (15), and (16) describe the metrics to 

measure the performance of the target system in detection, analysis, and recovery: 1) 

Throughput is the summation of data rates sent to all system nodes. 2) Response time 

means the time taken to react to a given goal such as ‘detect’ and ‘recover’ in the 

system. 3) Availability is the ratio of the total time through which the system is 

available to the overall total time. 
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Table 2 A samples of metrics used to characterize the interaction among 

components 

Metric Description 

var_CL_CPUIF 

_KERNAL 

variance of the number of kernel time spent for a client 

received through cpu interface 

var_CL_CPUIF 

_USER 

variance of the number of user time spent for a client received 

through cpu interface 

val_CL_MEMIF_AC

TIVE 

value of number of memory hat has been used more recently 

and usually not reclaimed unless absolutely necessary 

received through memory interface for a client 

val_CL_MEMIF_IN

_DIR 

value of number of memory that takes more work to free for a 

client 

val_CL_MEMIF_IN

_TARGET 

value of number of memory that kernel uses for making sure 

there are enough inactive pages around for a client 

val_CL_IOIF 

_READ 

value of IO load read received through IO interface on client 

val_CL_IOIF 

_WRITE 

value of IO read load received through the IO interface on 

client 

var_DB_IOIF 

_READ 

value of IO write load received through the IO interface for a 

database server 

val_CL_CON 

_SWITCHES 

value of the number of context switches that counts the 

number of times one process was ``put to sleep'' and another 

was ``awakened'' for a client 
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Normal execution will have a certain trajectory with respect to system 

interfaces as shown in Figure 8. For example, if the disk is behaving normal without 

any fault, this can be recognized by analyzing disk trajectory flow over time. In case 

of abnormal state, all information monitored in the normal state will have different 

trajectories. We capture and monitor this trajectory features, train this interface 

trajectory with LVR
uuuuur

 and   GVR
uuuuur

 by using rules generated from the training data set 

and apply them at runtime. It shows that normal trajectory drifting to suspicious 

trajectory by analyzing one of the 
i in terfaces f  FLVR ∈

uuuuur
 and one of the  detect ionGVR

uuuuur
 

metrics over time. Rules can be formed for the interface metrics including states, 

events, state variables and time of transitions. These rules are generated to detect any 

anomalous behaviors in the system. 

 

Rule 1: j   T  ( , )i t a jM I M t t k≤ ≤ ∈ +  

     Interface tI  in some time k starting at time jt  is delimited by high value  aM  

and low value iM  when defined normal flow occurs. 

Rule 2:   ( , )  =>   ( , ) i n a j j i a a g gM I M T t t k M I M T t t r′ ′≤ ≤ ∀ ∈ + ≤ ≤ ∀ ∈ +  

     Interface nI  delimited by high value  aM  and low value iM  at time k will 

affect another interface aI  as delimited by the high value  aM ′  and the low value 
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iM ′  and it will last some period r. This rule is about interaction among interfaces and 

it needs higher latency than the previous rule because of matching more interfaces 

 

Figure 8 Abnormality identification: LVR and GVR drift 

 

We build a fault detection prototype to demonstrate the utility of VR metrics 

to detect faults. Figure 8 shows a sampling of metrics among more than 40 interfaces 

and real data monitored at the client side. For clarity, we pick a sample of metrics as 

shown in Table 2. All data monitored in the experiment with fault injections are 

stored in a database and the rules are generated during the training stage. In Figure 9, 

the set of data from time t0 to the time before ti is normal with respect to a given 

workload. The first fault is injected at ti and the interaction with 5 interfaces as shown 
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in Figure 9 such as var_CL_CPUIF_KERNAL, val_CL_MEMIF_ACTIVE, 

val_CL_MEMIF_IN_DIR, var_CL_CPUIF_USER, and 

val_CL_MEMIF_IN_TARGET.  

2398477312961562412518481.59218.408

2504412312921595612516882.0917.9104

3644313061218761330441.99010.99503
2993493062423781329566.46773.9801

3961978312961554412535683.58216.4179
4562012313121610012535685.57214.4279

30832630608109813424814.477621.48756

3123913061257913362815.472622.98507

289478313201591212451641.0917.9104

299345313241698012450838.07514.9254

4015123061201345565.47264.47761

25433530608581347965.47269.95025

387354312681652012485281.59218.408
398243312441581612484483.58216.4179

2653123061215413431631.49311.99503

5123903061224513431218.99513.49751
3092093061220913431225.9954.99503

311222306129813431620.9957.49254
4324783061212313431610.9956.49751
2344233060813513590835.3234.47761
654398306122313560016.4185.47264
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Figure 9 A sampling of metrics and data monitored at a client side 
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We use these interfaces to detect any anomalous behavior that might be 

triggered by a fault. All these 5 interfaces show significant difference when compared 

to normal value. The second fault is injected at tk. In this case, there are three major 

interfaces and two minor interfaces. Major interfaces include 

val_CL_MEMIF_ACTIVE, val_CL_MEMIF_IN_DIR, and 

val_CL_MEMIF_IN_TARGET while the minor interfaces include 

var_CL_CPUIF_KERNAL and var_CL_CPUIF_USER. At time tl, if we consider 

only the minor interfaces, it will cause false alarm because of the similarity of these 

states to normal states. The interfaces are used to form two types of significant rules 

that depend on the injected faults. For example, the fault injected at tm results in 

increase in the read load that is related to IO but the fault at tr results in the increase of 

the write load. From the above, several types of rules can be generated as following: 

• j20 var_ _ _ 40   T  ( , )t jCL CPUIF KERNAL t t k≤ ≤ ∈ +  

• j5 40   T  ( , )jResponseT ime t t k≤ ≤ ∈ +  

• 

 1 2 7 8 4 5 _ _ _ 1 3 9 8 2 1,  

5 1 3 4 _ _ _ _ 1 9 3 2 1 

a n d  1 3 9 5 v a r _ _ _  ( , )  j j

v a l C L M E M I F A C T I V E

v a l C L M E M I F I N D I R

C L I O I F R E A D T t t k

≤ ≤

≤ ≤

≤ ∀ ∈ +
 

• 

 0132 _ _ _ _ 9846 and  

20 var_ _ _ 40 ( , )  

=>    ( , ) 

t j j

i a g g

va l CL MEMIF IN DIR

CL CPUIF KERNAL T t t k

M Throughput M T t t r

≤ ≤

≤ ≤ ∀ ∈ +

′ ′≤ ≤ ∀ ∈ +
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The first rule explains that when the number of kernel time spent for a client received 

through the cpu interface is larger than and equal to 20 and less than and equal to 40 

during the interval k, it is abnormal. The second and third rules are about response 

time, number of active memory and dirty memory and the value of I/O read load.  In 

the fourth rule, we didn’t include it in our experiments but it may classify the 

interactions more. It means that we can achieve a high detection rate by revealing 

their behaviors and states by virtue of their interactions among the interfaces. These 

kinds of rules are applied in the experiments to detect anomalous flows. 

 

5.2 Fault Anomaly Analysis 

Our approach for fault anomaly analysis to achieve self-healing system is 

based on behavior modeling and analysis of system components and how they interact 

with their environment and other components. Suppose we have λ system attributes 

(SA). Then, the flow behavior of SA can be represented as 

( ,  R )  {  ( ) ,  ( 1) ,  . . . ,  ( R ) }S A t S A t S A t S A t= + +D D D D    (17) 

 

where R is preliminary block to acquire in-control data to determine the mean 

S A and covariance matrix S. These values are used to verify normal interactions 

with respect to the λ system attributes. The mean S A  determines the normal 
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region center and the sample covariance matrix S determines the shape of the normal 

region. We apply this idea to quantify how close/far the current flow state of a 

component from the normal state for a given fault scenario which quantifies the 

current flow state of the system component based on the current values of one or more 

monitored attributes. The normalized abnormality extent degree (AED) with respect 

to each attribute is defined as 

2
( , ) ( )

( ,  )  
( )

j j
j

S A j

S A t P A R P
A E D t P

P
λ

σ

 −
 =
  D

D
D

   (18) 

 

where AR denotes the attribute rates to find out the current flow rate for a given target 

IP address jP  as observed by the interface monitor and  S Aσ
D

is the variance 

under the normal operation condition corresponding to the flow. The ( )S A tD is the 

current value of the system attributeλ . 

Figure 10 shows the rule-based analysis for abnormality detection algorithm used by 

our monitoring and analysis agents. During the training stage (line 2), we monitor and 

collect the system attributes where R is the preliminary block to obtain in-control data 

(line 3). To acquire the rule set (line 4), we input the data set into a rule engine [9] that 

produces a rule set. After we get the rule set, we configure the key attributes to 

evaluate attribute definition (line 5 and 6). Once the training stage is completed, 
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process q is applied to real data (line 7). In this algorithm, K (line 9) denotes the 

number of observations and 15 is used for the number of observations. The attribute 

definition including abnormality extent degree will be computed for any new 

observation (line 11). If abnormality extent degree is beyond the normal thresholds 

and ( )tSA violates the rule set, then the system is assumed to be operating in an 

abnormal state, and then the recovery algorithm is invoked to carry out the 

appropriate control actions such as restarting from the initial state and notifying the 

information to agents (line 12 and 13). Once the accumulating K observations, the 

thresholds will be revised (line 14 and 15). 
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 Process p: 

1. Ruleset := 0 

2. While (Training) do  

3. Monitor&Collect ( 1 2 3( ), ( ), ( ),. . . , ( )Rt t t tSA SA SA SA ); 

4. RuleSet = Acquire_RuleSet ( S A D ); 

5. Configure_Important_Attributes (RuleSet); 

6. AED/AR/CR/ASR � Gauge_Attribute_Definition; 

7. EndWhile 

Process q: 

8. Repeat Forever 

9. For (t = 1 ; t < K) do 

10.  Monitor&Collect   (
1 2 3( ), ( ), ( ) ,. . ., ( )Pt t t tSA SA SA SA ); 

11.  D = Evaluate_Attribute_Definition( ( )tSA ); 

12.  If ((D > Threshold)&&( ( )t RuleSetSA ∈ )) 

13.   Anomaly_Analysis & Detection ( ( )tSA );  

                               apply rule and  attribute definition both 

14.  If (t = K) 

15.   Revise_Threshold_Weights() 

16. End For 

17. End Repeat 

Figure 10 Rule-based analysis for abnormality detection algorithm 
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Chapter 6. PATTERN-BASED ANOMALY ANALYSIS OF 
FAULTS  

 

In this section, we propose a methodology to characterize the dynamic 

behaviors of applications and components in distributed computing systems and 

analyze the behavior in training and testing using gram generation and pattern 

profiling to detect and identify the anomaly behavior effectively. 

 

6.1 AppFlow 

AppFlow is a three-dimensional array of features capturing temporal 

variability and spatial variability for applications and systems. It characterizes the 

dynamic behaviors of applications and systems simultaneously with respect to key 

features in distributed systems. This concept is very effective in anomaly detection 

and root-cause analysis since it contains all important features that characterize the 

normal/abnormal behavior of applications. For example, for EB (Emulated Browser)’s 

transactions going through the web, application and database servers, the AppFlows 

can describe the behavior of the servers, applications and network protocols in one 

flow for each transaction. Through this Appflow procedure, we detect anomalies by 

characterizing the dynamic behaviors of the environment and immediately identify 

fault sources by analyzing the AppFlow key features that show the interactions among 
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hardware and software components. 

 

6.2 AppFlow Data Structure 

We capture the behavior interactions by using a set of core features for the 

applications and systems. These core features can be categorized into three distinct 

classes: Hardware Flow (HWFlow); Software Flow (SWFlow); and Network Flow 

(NETFlow). Each distinct class includes keys and features shown in Figure 11. Keys 

can be seen as links connecting different spaces. For example, if there are thousands 

of application instances over various system nodes including servers and clients, we 

need information allowing us to differentiate each instance after fault detection. The 

necessity of this information results in building key data structure. By classifying and 

tracing the keys from the AppFlow knowledge repository, we can instantaneously 

identify the source of faults once anomaly behavior is detected. Features in each 

distinct class indicate the dynamic capacity of the applications/systems that changes 

based on the requirements of the application at runtime. 
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Figure 11 AppFlow Datagram Structure 

 

6.3 AppFlow Information Exchange and Behavior Analysis 

AppFlow is instantiated by CFM to model the behavior of applications and 

sent to AFM to detect anomaly states. The information of keys is further used by AFM 

in the stage of root cause analysis to pinpoint the source of faults. Figure 12 explains 

abnormality identification with AppFlow drift.  
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Figure 12 Temporal Variation of AppFlow Features 

 

Normal execution has a certain trajectory with respect to system interfaces 

defined in AppFlow. When we assume large rectangle as a safe operating zone and 

several small rectangles as an anomalous operating zone in application operation 

shown in Figure 12, it initially shows steady state behavior over time in normal 

transaction. But if fault happened, we can see the transient behavior with respect to 

steady state behavior over AppFlow’s functional features and time. Notice that, we 

maintain the AppFlow functional features within the safe operating zone. This zone 

composed with multiple features defines the safe and normal operation for the 

application. If the AppFlow functional features vary outside the safe operating zone to 
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any of the anomalous operating zones, AFM analyzes whether the state of application 

meets the condition of anomaly state. Once AFM classifies the state as abnormal state, 

it pinpoints the source of fault using Appflow and takes an action/strategy to 

recovery/reconfigure the application so that the features stay within the safe operating 

zone. We can apply this approach to real example such as QuickTime. When it runs 

normally, one can observe several normal behaviors such as normal CPU usage, 

normal memory usage, normal I/O repeat retry access, normal access time and no 

error message in system call. These operations will be different when the application 

experiences un-expected failure that leads to, let’s say, disk failure. One can observe 

several suspicious symptoms; I/O repeat/retry accesses are increased, access time 

takes longer, error messages in system call, no I/O read or write bytes, unusual system 

call patterns, etc. These suspicious symptoms are captured within AppFlow features 

and AFM analyzes and decides the state of application. AppFlow defines and classify 

these behaviors appropriately in each normal and abnormal transaction. Figure 13 

shows the ability of AppFlow functional features to differentiate the abnormal pattern 

from normal pattern. When we trace the patterns within AppFlow functional features 

using system call, it shows the distinct behavior between abnormal transaction and 

normal transaction from the point of fault injection. With this, AppFlow concepts and 
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our proposed approach could achieve 100% detection rates with no occurrences of 

false alarm in most of scenarios and 100% source identification of faults. Related 

experiments are explained in section 7. 

 

 

Figure 13 Pattern Difference (Normal vs. Abnormal) 

 

6.4 Gram Generator and Framing 

Pattern profiling for anomaly-based fault detection involves building a 

complete profile of normal traffic through our AppFlow functional feature datagram. 

In this work, we apply our approach to analyze the anomalous behavior of TPC-W, an 

industry standard e-commerce web application. It is an ideal application to emulate 

complex distributed computing environment engaging several computational units 
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and systems concurrently. Our anomaly-based approach has two phases: training and 

testing, shown in Figure 14. In the training phase, we capture behavior interactions by 

using AppFlow functional features for the applications and systems that are 

categorized into three distinct classes, as explained in section 6.2. This allows us to 

build a normal profile. We then filter and collect AppFlow core functional features 

such as system call for every connection established within a specified time window. 

The sequence of AppFlow for every connection within a specified time window is 

then framed into higher order n-grams. This allows us to examine the state transitions 

for each connection at different granularities. And then, we represent a set of elements 

and support membership queries by using a Bloom Filter [32], a probabilistic data 

structure that is space as well as memory efficient. These data are used in testing 

phase to detect anomaly flow. 

In our pattern behavior analysis approach we focus on analyzing pattern 

transition sequences of length n during a window interval. Our heuristic approach 

follows that when an application (e.g., TPC-W) fault happens. It generally generates 

unusual state transitions that can be identified by our pattern transition analysis. For 

example, in TPC-W transactions, the browsing transaction should follow the 

following sequence  in order to complete an EB. Home – Search_Request – 
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Search_Result – Search_Request – Search_Result – Product_Detail. With a TPC-W  

failure(e.g., DB failure – access denied), several repeat/retry Search_Request 

sequence are observed  generating abnormal patterns of system calls. Another 

example is wrong input/output in sequence interactions. For example, Search_Result 

containing the list of items that match a given search criteria is invoked by an HTTP 

request only from Search_Request. But if the input comes from Admin_Request due to 

application malfunction, it will show different sequence transitions resulting in 

distinct behavior patterns that can be captured within AppFlow’s functional features. 

 

Figure 14 Anomaly-based AppFlow Approach 

 

We utilize n-gram analysis [33] [34] [35] to study these transitions and a 
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sliding time-window to increase the velocity of anomaly detection as soon as they 

happen. One motivating study for n-gram is Anagram [36]. They used a mixture of 

higher order n-grams to detect anomalies in the packet payload. In our study, we use 

n-gram analysis over a specified time window to reveal the distinct class in behavior 

interaction patterns of applications/systems. N-gram analysis is a methodology that 

uses a sub-sequence of n items from a give sequence. In our system, we generate n-

grams by sliding windows of length n over AppFlow functional features (e.g., system 

calls). The window-based training is performed using a window size of seconds, 

which was found to be optimal for detecting the anomaly behavior of applications. 

Analysis of the sequence transitions that occur during a given window allows us to 

accurately detect various types of faults explained in section 7.1.1.2. By using 

different window sizes and varying the gram length, it is possible to detect fast or 

slow-occurring transition violations. 

 

6.5 Pattern Profiling 

One of the significant issues in pattern profiling after gram generation with 

sliding windows is memory overhead since our data set is huge over 25 millions. So, 

we have extended the use of a Bloom Filter [38] to efficiently detect the occurrence of 

faults in fault management the memory issue. It is a probabilistic data structure having 
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a strong space gain over other data structures for representing sets as well as memory 

gain. Its primary function is to represent a set of elements and to efficiently support 

membership queries. Given a set of elements Y with m keys, for each element 

iy inY, it is a bit-vector of length l  using h  hash functions. If one of the h bits 

is no less than 0, the element is stated to be a non-member of the set. If all bits are 1, 

the element has a probability to be a member of the set. If all h bits are 1 and iy is 

not a member ofY , then it can be declared as a false positive. There is a clear trade-

off between the size of the bloom filter and the probability of a false positive. The 

probability that a random bit of the l  bit vector is 1 by a hash function,sP , is 1/ l . 

The probability that it is not set,n sP , is:  

1
(1 )n sP = −

l
 

The probability that it is not set by any of the m keys with element set h bits, nsnP , 

is; 

1
(1 ) m h

n s nP = −
l

 

Therefore, the probability of the occurrence of a false positive is: 

1
(1 (1 ) )m h h

fP = − −
l

 

This value can be approximated to: 

(1 )
m h

h
fP e

−

= − l  
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This value is minimized for a value of: 

l n 2h
m

=
l

 

The value of k determines the number of hash functions to be used, and it needs to be 

an integer. In order to calculate the number of hash functions needed to efficiently 

model our normal traffic, while still maintaining a high detection rate, we chose the 

false probability rate of the bloom filter to be 0.01%. We used seven distinct hash 

functions based on the number of elements in our training data set, and our desired 

false positive rate of 0.01%. We chose seven one-way additive and rotatable general 

purpose string hashing algorithms in the training as well as the testing phases of our 

system [38] [32]. 

 

6.6 Root Cause Analysis  

The identification of the source of the faults in real time system is generally 

reasoning course and one of the most popular approach is probabilistic diagnosis 

using high probability and the structure of the testing graph only to identify fault 

nodes. The testing graphs such as causality graph and dependency graph need 

additional computation and efforts after fault detection phase. In our approach, we are 

using well defined and designed AppFlow even in the root cause analysis and it 

results in reducing the computation cost and efforts and allowing us to get fast results 
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for root cause analysis explained in section 7.6. As explained in secton 5, Appflow 

captures the behavior interactions by using a set of core features for the applications 

and system which can be categorized into three distinct classes such as HWFlow, 

SWFlow and NETFlow. It allows us to detect faults with a detection rate of above 

99.9% with no occurrences of false alarms for a wide range of scenarios. But, if there 

are thousands of application instances over various system nodes including servers 

and clients, we need a novel approach to identify the source of faults. This necessity 

results in building key data structure included in each distinct class with features. 

Keys can be seen as links connecting different spaces to differentiate each instance 

after fault detection by classifying and tracing the keys from the AppFlow knowledge 

repository. It gives us huge benefits in root cause analysis problem. We don’t need 

additional computing cost and efforts to devise and deploy the structure of the testing 

graph. We can instantaneously identify the source of faults by tracing and classifying 

the appropriate key information followed by features once anomaly behavior is 

detected. These novel approach allow us to achieve the accuracy rate of 100% with 

short root cause analysis time. 
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Chapter 7. RESULT AND EVALUATION 

 

7.1 Evaluation with Rule-based Abnormality Analysis 

 

7.1.1 Problem Definition 

     This section illustrates the fault detection problem, including the data source, 

abnormal loads, training data and testing data. 

 

7.1.1.1 Data Source 

     In our evaluation, we use TPC-W [7], an industry standard e-commerce 

application to emulate the complex environment of e-commerce application.  
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Figure 15 TPC-W Benchmark E-commerce Application 

 

     As shown in Figure 15, the system is used to run a typical end user e-commerce 

activity initiated through a web browser and consisting of several TPC-W 

transactions. It defines 3 types of traffic mixes such as browsing mix, shopping mix 

and ordering mix and specifies 14 unique web transactions. In our environments, the 

database is configured for 288,000 customers and 10,000 items. According to the 

TPC-W specification, the number of concurrent sessions is executed throughout the 

experiment to emulate concurrent users. The maximum number of Apache clients and 

maximum Tomcat threads are set to 90. The workloads are generated by the workload 

generator that varies the number of concurrent sessions and running time from 90 to 
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300 seconds. Also, we developed abnormal workload generator which will be defined 

later. It allows us to make and track the system abnormally behavior. 

     While every components and workloads are given to the system, we monitor all 

system interactions and measure different sets of features including the CPU, IO, 

memory, operating system, and network devices. The analysis of these features 

reveals any anomalous behavior that might be triggered by failures in any hardware or 

software component of the three-tier web based distributed system. 

 

7.1.1.2 Abnormal Loads 

The abnormal loads used in this dissertation include generally accepted 

definition [6], fault and error. If we borrow the concepts from them, a fault can be 

defined as the cause generating the system corruption and an error that results in the 

failure is the system state corrupted. We both inject faults such as system corruption 

and errors such as directly throwing an exception. In this dissertation, we usually call 

fault and error as fault or abnormal loads. 

To enlighten our variety in abnormal loads, several papers [12], [20], [31] are 

considered as a previous study in faults injected in their experiments. Some of them 

focus on triggering only application level failures; others inject the faults concentrated 



 90 

on problems that cause program crashes or byzantine faults. We believe that there are 

system interaction symptoms that characterize how system will respond to a fault 

injected. Thus, we have confidently decided to include software failures as well as 

hardware failures in our analysis of complex distributed systems. Table 3 shows the 

types of fault classes to be used by our rule based fault detection scenarios. The fault 

classes can be broadly classified into two groups such as hardware and software. Each 

group is also divided into three types such as severe, intermittent and lenient. 

In these experiments, we inject seven different types of faults as explained in 

Table 3. We categorize and inject these faults by building three different categories. 

The first category models application corruption regarding 3 different types of TPC-

W traffic such as browsing, ordering, and shopping. We model faults that are 

triggered by the interfaces including interactions between an application and the 

operating system or between an application and other function libraries. These faults 

are injected from the shared libraries into the  
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Table 3 Fault cases injected 

Fault class Faults 

Software, severe, 

intermittent 

TPC-W browsing – corruption (Segmentation Fault) 

TPC-W ordering – corruption (Segmentation Fault) 

TPC-W shopping – corruption (Segmentation Fault) 

Hardware, lenient 

intermittent,  

Network disconnection 

Software, severe or 

lenient, intermittent 

Declared exceptions and undeclared exceptions such as 

Unknown host Exception 

Infinite loops interfering and stopping the application 

request  from completing 

DB failure – Access denied 

 

applications to test the capability of applications to handle faults from library routines 

referring the fault injection technique [10]. We inject the faults using three different 

system calls such as read (), write (), and close () and observe the effect of the injected 

faults on the related interfaces. Hardware faults such as network failure are also 

considered next. It allows us to isolate the node by removing the connection from the 

network interfaces. The third fault class involves database failures such as access 

denial and application exceptions such as declared exceptions. Because java based e-

commerce application engenders various types of failures that range from 
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programmer faults to IO faults, injection of exception faults are apposite to reveal the 

abnormal behavior of e-commerce application by tracking system interactions. Here, 

we injected declared exceptions which are often handled and masked by the 

application itself such as unknown host exception and also infinite loops interfering 

and stopping the application request from completing. All these faults occur in TPC-

W transaction. The selected faults span the axes from expected to 

unexpected/undesirable behaviors and divulge the relationship of system interaction 

for the problems that can occur in real distributed systems. 

 

7.1.1.3 Training and testing data 

In this study, we reveal data sets that are composed of different combinations 

of normal and abnormal flows. Our experiments analyze fault detection with respect 

to four scenarios: 1) fault trustworthiness, 2) noise level, 3) data types, and 4) 

performance validation for testing data sets. These training and testing data sets are 

gathered by tracing normal and abnormal activities. Normal and abnormal activities 

are emulated to produce these data sets by injecting our faults. 
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First experiment mentioned in section 6.1 is about trustworthiness and 

validation of our approach for each fault types. We implement and evaluate four 

scenarios. Fault scenario 1 (FS1) focuses on faults triggered by application corruption 

using three different types of TPC-W traffic such as browsing, ordering , and 

shopping. The data set used in scenario 1 consists of 23355 normal flows and 347 

abnormal flows. Fault scenario 2 (FS2) considers hardware faults such as network 

disconnection. The data set consisting of 23355 normal flows and 70 abnormal flows. 

Fault scenario 3 (FS3) considers application and database faults such as declared 

exceptions, infinite loops, and database access denial. The data set of FS3 contains 

23355 normal flows and 230 abnormal flows. Fault scenario all (FSA) includes all 

faults explained in section 7.1.1.2 and the data set consisting of same number of 

normal flows previously mentioned and 647 abnormal flows.  

The data utilized in section 7.1.1.2 employs noise curves such as negative 

noise (NN) by varying the ratio of abnormal flows in the normal set from 10% to 90% 

incrementing by 10% each and positive noise (PN) by varying the ratio of nomral 

flows in the abnormal set from 10% to 90% incrementing by 10% each to evaluate the 

resilience of detecion algorithm and traced the error rate at each noise ratio points. 
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Each NN and PN data set is consists of 650 abnormal flows and 23354 normal flows, 

respectively. 

The experiment reveals the impact of bulk training data set by composing 

data based on the specification supplied with the industry standard e-commere 

environments and includes the four scenarios. Data scenario 1 (DS1) consists of the 

abnormal set containing normal set containing 23354 flows and 650 flows that are 

using negative noise curves by varying the ratio of abnormal flows in the normal set 

from 10% to 90% with 10% increment. Data scenario 2 (DS2) also applies the 

negative noise curves to explore the correlation in trustworthiness with abnormal 

flows by building more abnormal flows. The data set is composed of the normal set 

containing 23354 flows and abnormal set containing 650 flows for data scenario 3 

(DS3) and the normal set containing 46000 flows and abnormal set containing 650 

flows for data scenario 4 (DS4). Both scenarios employ positive noise curves by 

varying the ratio of normal flows in the abnormal set to explore the correlation in 

trustworthiness. We use the testing data set consisting of 20144 flows for normal 

activities and 420 flows for abnormal activities in the validation of classifiers. 
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7.1.1.4. Performance analysis metrics 

We use several metrics to measure the righteousness of our detection 

algorithm. Large dataset is used for which the incidence of failures is known to 

examine the eminence of failure detection. We focused on false positive (FP), true 

positive (TP), precision, recall, F-measure, and accuracy that have an intuitive 

interpretation for fault detection and have been used to explain classification 

superiority. Next we define several terms used in our experimental evaluation. We 

also use metrics such as false positive rate and true positive rate as in references [10, 

11, 12]. They utilized these metrics to compute the steady state system accessibility.  

The false negative rate is the percentage of abnormal flows incorrectly 

classified as normal. True negative rate is the percentage of the normal flows that are 

in correctly classified as normal. False positive rate is the percentage of normal flows 

incorrectly classified as abnormal. When the abnormal event is detected (positive), it 

is not real abnormal event (false).  

 

False positive
   = 

False positive + True negative
False positive rate

  
 (8) 

 

True positive rate showed in experiment results is the percentage of abnormal 

flows correctly classified as abnormal.  When the abnormal event is detected 
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(positive), the abnormal event is real abnormal event (true).  

 

True positive
   = 

False negative + True positive
True positive rate    (9) 

 

 

Table 4 Classification of failure detection situations 

 Real 

Abnormal Normal 

Detected Abnormal TruePositive FalsePositive 

Normal FalseNegative TrueNegative 

 

Table 4 shows the four cases for further clarification. If real abnormal flow 

occurs and detected as abnormal flow, it is true positive. An abnormal detection is 

false positive if no abnormal flow occurs but detected as abnormal flow. 

Precision is defined as the proportion of correctly detected abnormal flows in 

the set of all positive flows returned by detection.  

 

True posi t ives
 = 

False posi t ives + True posi t ives
Precisons    (10) 
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Recall is defined as the number of correctly detected abnormal flows in 

retrieved as fraction of all abnormal flows. 

 

T rue po s i t i ves
 =  

Fa lse  neg at i ves  +  T ru e  pos i t i ves
R eca l l    (11) 

      

F-measure is used for metric incorporating the trade-off between recall and 

precision. The formula used to calculate the F-measure is given in (5).  

 

2

2

( +1) * precision* recall
 ( ) = 

 * precision * recall
F measure

∂
− ∂

∂    (12) 

 

The    ∂  value designates an arbitrary value set for the purpose of evaluation. 

For example, the    ∂  value of four indicates that recall is considered four times more 

important than precision. From equations (3) and (4), the range of precision and recall 

is [0, 1] and the meaning of precision number refers to the true abnormal and the 

meaning of the recall number true detection. For example, if the precision rate is 0.7, 

it means that any detected abnormal warning is 70%. If recall is 0.95, it means 95% of 

all real abnormal flows are detected. They tend to follow inverse proportion. It means 

improving precision mostly lowers recall and vice versa. So    ∂  value is set for the 
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purpose of evaluation. In our experiment, we use this value as 1. 

 

7.1.2 Rule-based Anomaly Analysis Evaluation 

In this section, we evaluated the detection capabilities of our approach using 

rule-based fault detection algorithm. The failure data was collected through our 

distributed test environments shown in Figure 16. We can inject several faults that 

emulate failures in CPU modules, memory, the disk subsystem, and network modules. 
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Figure 16 Testing environments with fault injector and workload generator 
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To make the system behaviors as real as possible, we use the following six 

pairs of workload: TPC-W browsing, ordering, shopping, HTTP gif transfer, MPEG 

video stream, and HTTPS secure transactions. To generate the fault detection rules, 

we use a popular data mining tool, Repeated Incremental Pruning to Produce Error 

Reduction (RIPPER) rule learning technique [9]. The generated rules are based on the 

insight that abnormality can be captured from system interface flows. The 

comparisons between our detection approach and the other techniques were showed 

and explained in our paper [15]. In this approach, we train RIPPER to classify the 

normal and abnormal flows that occurred during the training period and then apply 

the generated rules to detect the faults that are injected during each experiment 

scenario. 

 

7.1.3 Trustworthiness and Validation of Rule-based Classifiers for Fault Types 

In this experiment, we use three different fault scenarios explained in table 3 

and section 7.1.1.2. We categorize and inject faults by building three different 

scenarios. In scenario 1, the faults injected are from shared libraries into applications 

to test the capability of applications to handle faults from library routines referring the 

fault injection technique [6]. We injected the faults with three different system calls 
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such as read (), write (), and close () and utilized TPC-W application with three 

different functions such as browsing, shopping and ordering to observe the effect of 

injected faults with interfaces. Hardware faults such as network failure are considered 

in scenario 2. It allows us to isolate the node by removing the connection from the 

network interfaces. In scenario 3, we chose to inject particular faults such as declared 

exceptions, infinite loops, and database access denied. For the three scenarios 

explained, we evaluate the cross-validated true positive rate (the percentage of 

abnormal flows correctly classified as abnormal) and false positive rate (the 

percentage of normal flows incorrectly classified as abnormal) to evaluate detection 

algorithm. To measure the accuracy of generated signatures, we calculated the values 

for F-measure. We utilized the C implementation of the rule algorithm [9] and 

employed noise curves (negative noise (NN)) by varying the ratio of abnormal flows 

in the normal set from 10% to 90% at 10% increments to evaluate the resilience of 

detection algorithm and traced the error rate at each noise ratio point. 
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(a) 
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(c) 

Figure 17 (a) False Positive and (b) True Positive Rate (c) F-Measure for each 

fault scenario 

Fault scenario 1 (FS1), fault scenario 2 (FS2), fault scenario 3 (FS3), and 

fault scenario all (FSA) that utilizes all previous three scenarios based on a random 

mix are given with the percentage of the noise in the abnormal set. Figure 17 shows 

the false positive rate, true positive rate and F-Measure for all studied scenarios. From 

the graphs, it is noticeable that FS1, FS2 and FS3 achieved the lowest false positive 

rate as well as the highest true positive rate. One might think that FSA would have the 
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worst results compare to FS1, FS2, and FS3 since FSA has all of the generated faults 

that might result in complex and intricate interactions when compared to each fault 

type. But it is the other way around. Our results show that FSA has the highest false 

postitive rate, true positive rate, and F-Measure in many noise values such as false 

positive rate at 30 % and true positive rate at 20 %. 

7.1.4 Trustworthiness and Validation of Rule-based Classifiers for Noise Types 

We evaluated the true positive rate and false positive rate to evaluate the 

detection algorithm. To measure the accuracy of generated signatures, we calculated 

the values for precision rate.  
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(c) 

Figure 18 (a) False Positive and (b) True Positive Rate (c) Precision under 

varying the noise percentage in the abnormal set and normal set 

 

In this experiment, we employed noise curves (positive noise (PN) and 

negative noise (NN)) to evaluate the resilience of detection algorithm and traced the 

error rate at each noise ratio points. The detail description of data set was explained in 

section 7.1.1.3. The ratio of the normal flows in the abnormal set(TrainingWithNN) 

and abnormal flows in the normal set(TrainingWithPN) are given as the percentage of 
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the noise in the normal set and abnormal set each. Figure 18 shows the true positive 

rates, false positive rates and precision rate for different noise percentage in the 

abnormal set and normal set. As shown in Figure 18, our rule based approach for 

abnormal detection is very reliable even in the nosiy flows. For example, the noise 

value of 50% produce 0.0265 (NN) and 0.03 (PN) for false positive rate, 0.9735 (NN) 

and 0.997 (PN) for true positive rate, and 0.959 (NN) and 0.998(PN) for precision 

rate. These results show that our detection approach is very trustworthy in the 

distributed computing environment. The performance of the detection algorithm that 

is trained with TraniningWithPN is more reliable in severe noisy flows. For example, 

the precision value that is trained with TraniningWithPN equals to 0.998 while the 

precision value that is trained with TrainingWithNN equals to 0.959 in 50% noise 

value. The difference between the two noisy environments results from the size of the 

training set which consists of 23354 normal flows and 650 abnormal flows. However, 

the 0.959 rate is superior when compared to the other algorithms. 

 

7.1.5 Trustworthiness and Validation of Rule-based Classifiers for Data Types 

In this experiment, we classify and compose data based on the specification 

supplied with the multi-tier web benchmark by building four different scenarios. 
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These four scenarios reveal the impact of bulk training data set. In scenario 1, the size 

of the training data set is 6,506k that consists of 650 abnormal flows and the 23354 

normal flows that use negative noise curves by varying the ratio of abnormal flows in 

the normal set from 10% to 90% at 10% increments. We explore the correlation in 

trustworthiness with abnormal flows by building more abnormal flows, 1300 flows, in 

scenario 2. In scenario 3, the data set is made up of 23354 normal flows and 650 

abnormal flows. In scenario 4, we explore the correlation in trustworthiness with 

normal flows in a data set that consists of 46000 normal flows and 650 abnormal 

flows. 
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Figure 19 (a) False Positive and (b) True Positive Rate for each data scenario 

     

Data scenario 1 (DS1), data scenario 2 (DS2), data scenario 3 (DS3), and data 

scenario 4 (DS4) are given with the size of flows and the percentage of the noise in 

the abnormal set and normal set. The results are shown in Figure 19. One notable 

issue is in DS2. All scenarios have good results even in severe noisy flows. However, 

there is slight difference in DS2 when compared to the other scenarios because of the 

ratio of the abnormal flows in data set. DS2 has more abnormal noisy flows than the 

other scenarios. However, we still achieve the lowest false positive rate as well as the 

highest true positive rate even in DS2. As shown in Figure 19, our rule based 

approach is a trustworthy even with noisy flows and variance in data sizes. 
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7.1.6 Performance Validation of Rule-based classifiers for the Testing Data Set 

Based on the confidence about the results showed before, we tested each 

result obtained within the generated training data set for variation of the noise 

percentages, 0% and 10% to underscore the trustworthiness of the detection approach. 

The testing data set consisting of each abnormal set and normal set was explained in 

section 7.1.1.3. Table 5 shows the false alarm and missed alarm for all the scenarios 

for different noise percentage in each training data set. 

 

Table 5 False Alarm and Missed Alarm rate of all scenarios under applying the 

rules produced with varying the noise percentage in training data set 

 False Alarm 

( 0% Noise) 

Missed 

Alarm 

( 0% 

Noise) 

False Alarm 

(10% Noise) 

Missed 

Alarm 

(10% 

Noise) 

FS1 0 % 0 % 0 % 0 % 

FS2 0 % 0 % 0 % 0 % 

FS3 0 % 0 % 0 % 0 % 

FSA 0.207952 % 0 % 0.399268 % 0 % 

Training 

WithNN 0.207952 % 0 % 0.399268 % 0 % 

Training 

WithPN 0.207952 % 0 % 0.399268 % 0.3 % 
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DS1 0.208 % 0 % 0.4 % 0 % 

DS2 0.208 % 0 % 1.83 % 1.4 % 

DS3 0.208 % 0 % 0.16 % 0.3 % 

DS4 0.208 % 0 % 0.06 % 1.23 % 

 

As expected, the false alarm and missed alarm rate were very good for fault 

scenarios such as FS1, FS2, and FS3. But FCA has a higher rate, but is still small. 

TrainingWithNN and TrainingWithPN achieved very low false alarm and missed 

alarm even in the noisy situation. Data scenarios also achieved very low false alarm 

and missed alarm. But the wrong rules generated in the traing stage because of the 

ratio of abnormal flows in the data result in the increase of missed alarm and false 

alarm in DS2 with noisy flows. Other than that, the missed alarm and false alarm rate 

is near 0%. It proves that our approach is superior in each fault scenario as well as the 

scenario with all faults. 

 

7.2 Evaluation with Application Execution Environment Abnormality Analysis 

 

7.2.1 Experimental Setup and Data 

In our evaluation, we use an industry standard web e-commerce application, 

TPC-W [4] to emulate the complex environment in distributed computing systems. 
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TPC-W is an ideal application to establish distributed computing environment 

engaging several computational units and systems concurrently. The system is used to 

run a typical end user e-commerce activity initiated through a web browser and 

consisting of several TPC-W transactions. It defines 3 types of traffic mixes such as 

browsing mix, shopping mix and ordering mix and specifies 14 unique web 

transactions. In our environments, the database is configured for 288,000 customers 

and 10,000 items. According to the TPC-W specification, the number of concurrent 

sessions is executed throughout the experiment to emulate concurrent users. The 

maximum number of Apache clients and maximum Tomcat threads are set to 90. The 

workloads are generated by the workload generator that varies the number of 

concurrent sessions and running time from 90 to 300 seconds. 

We also developed abnormal workload generator allowing us to make and 

track the system abnormally behavior. To enlighten our variety in abnormal loads, 

several papers [12] [20] [31] are considered as a previous study in faults injected in 

their experiments. Some of them focus on triggering only application level failures; 

others inject the faults concentrated on problems that cause program crashes or 

Byzantine faults. We believe that there are system interaction symptoms that 

characterize how system will respond to a fault injected. Thus, we have confidently 
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decided to include anomaly activities showing the symptom of software failures as 

well as hardware failures in complex distributed computing systems. Table 6 shows 

the types of fault classes to be used by our anomaly analysis experiments. 

 

Table 6 Fault cases injected 

Fault Scenario Description 

Fault Type 1 (FT1) Declared exceptions and undeclared exceptions such as 

Unknown host Exception in TPC-W transactions  

Fault Type 2 (FT2) DB failure – Access denied in TPC-W transactions  

Fault Type 3 (FT3) I/O random failure in TPC-W ordering transaction  

Fault Type 4 (FT4) Disk failure - Not enough space in TPC-W browsing and 

ordering transaction 

Fault Type 5 (FT5) Connection refused 

Fault Type All (FTA) Random based – All of the faults 

 

In these experiments, we inject five different types of faults explained in 

Table 6. We model these various faults that are triggered by the interfaces including 

interactions between an application and the operating system or between an 
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application and other function libraries. It allows us to isolate the node by removing 

the connection from the network interfaces. FT1 and FT2 are about database/server 

related failure such as access denial and application exceptions such as declared 

exceptions regarding 3 different types of TPC-W traffics including browsing, ordering, 

and shopping. Because java based e-commerce application engenders various 

different kinds of failures from programmer faults to IO faults, an injection of 

exception faults is apposite to reveal the abnormal behavior of e-commerce 

application by tracking system interactions. Here, we injected declared exceptions 

which are often handled and masked by the application itself such as unknown host 

exception. FT3, FT4, and FT5 are injected from shared libraries into applications to 

test the capability of applications to handle faults from library routines referring the 

fault injection technique [10]. We inject the faults using various system calls such as 

read (), write (), and recv () and observe the effect of injected faults.  All these faults 

happen in a process of TPC-W transaction. We believe that the selected faults span the 

axes from expected to unexpected/undesirable behaviors and divulge the relationship 

of system interaction for the problems that can occur in a real life. 

 

7.2.2 Perturbation and overhead analysis with CPU and network 

Our self-healing management system is based on core modules such as CFM 
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residing on each node and tracing all set of measurement attributes for applications 

and nodes. Once it is collected, it sends these data to the knowledge repository. 

During runtime phase, AFM maintain the operations of each phase explained section 

5. In this section, we evaluate perturbation and overhead of our system in runtime 

operation with the transactions of TPC-W application. In these scenarios, we are using 

three types of traffic mixes such as browsing mix, shopping mix and ordering mix and 

these application transactions will be measured with/without our system and see how 

much our system is reliable, manageable and lightweight. We define and use the 

scenarios such as TPCW Browsing withOut trace (TBO), TPCW Browsing With trace 

(TBW), TPCW Shopping withOut trace (TSO), TPCW Shopping With trace (TSW), 

TPCW Ordering withOut trace (TOO) and TPCW Ordering With trace (TOW) in this 

experiment. 
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(a) 

 

(b) 

Figure 20 (a) System Perturbation and (b) overhead 

 

From the results shown in Figure 20, CPU overhead and network latency are 

very small and does not change much with tracing functionality. It means that the 

system performance is not affected by our modules and it is almost constant using our 
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self-healing approach. Therefore, our self-healing system can be used with 

applications such as TPC-W without sacrificing CPU performance and network 

latency.  

 

7.2.3 Trustworthiness and validation for fault types 

In this experiment, we have six different fault scenarios explained in table 6 

and section 7.2.1. We categorize and inject faults by building six different scenarios. 

In scenario 1 and 2, we chose to inject particular faults such as declared exceptions 

and database access denied in regarding 3 different types of TPC-W traffic such as 

browsing mix, ordering mix and shopping mix. In scenario 3, 4 and 5, the faults 

injected are from shared libraries into applications to test the capability of applications 

to handle fault from library routines. We inject the faults with various different system 

calls such as read (), write (), and recv () and utilized TPC-W application with three 

different functions randomly to observe the effect of injected faults with interfaces. 

The last scenario includes all faults explained and they are randomly injected in 

experiments. For the scenarios explained, we evaluate the cross-validated false 

positive rate (the percentage of normal flows incorrectly classified as abnormal) and 

false negative rate (the percentage of abnormal flows incorrectly classified as normal) 
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to evaluate our methodology. We have implemented gram generator using all possible 

n grams from three to nine and it allows us to find optimal solutions for various faults 

in distributed computing systems. 

 

 

(a) 

 

(b) 

Figure 21 (a) False Positive and (b) False Negative Rate for each fault scenario 
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FT1, FT2, FT3, FT4, FT5 and FTA that utilize all previous five scenarios 

based on a random mix are given with the number of grams. Figure 21 shows the false 

positive rate and false negative rate for all studied scenarios. From the graphs, it is 

noticeable that fault scenarios from one to five achieve 0% false positive rate and 0% 

false negative rate in n grams from three to seven. These results are the best results 

that we can get. One might think that FTA would have the worst result compare to the 

other scenarios since FTA has all of the generated faults that might result in complex 

and intricate interactions when compared to single fault type. But it is the other way 

around. Our results for FSA show that the worst result is less than 0.09% in false 

positive rate and 0.075% in false negative rate from three to eight grams. From the 

experiment, we find the optimal grams to be five, six and seven. In general, low order 

n grams produce less optimal detections since relative few n grams are not long 

enough to capture accurate behavior interactions. This fact is also applied in high 

order n grams since they are too long and may miss correct patterns of application 

behavior. 

 

7.2.4 Trustworthiness and validation for data sizes 

We classify and compose data based on the specification supplied with the 
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multi-tier web benchmark by building four different scenarios in this experiment. 

These four scenarios reveal the impact of bulk training data set. 

 

 

(a) 

 

(b) 

Figure 22 (a) False Positive and (b) False Negative Rate for each data scenario 

 

Data scenario 1 (DS1) consists of the abnormal set and normal set containing 
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more than 16 million records maintaining the ratio of one (abnormal) to two (normal) 

by varying all possible n grams from three to nine to find optimal solutions for 

various data sizes in distribute computing systems. Data scenario 2 (DS2) also applies 

the possible n grams to explore the correlation in trustworthiness with number of 

grams in the data set composed of more than 10 million records with the ratio of one 

to four. The data set is made up of more than 25 million records with the ratio of two 

to two in data scenario 3 (DS3). In data scenario 4 (DS4), we explore the correlation 

in trustworthiness with more than 22 million records maintaining the ratio of four. 

All these data scenarios are given with the size of the data flows and the number of 

grams and the results are shown in Figure 22. All scenarios have good results even in 

low and high order n grams. However, there is slight impact in DS4 regarding to false 

positive rate and in DS2 regarding to false negative rate when compared to the other 

scenarios because of the ratio in data set. DS4 which has more abnormal flows and 

less normal flows compared to the other scenarios shows higher false positive rate and 

DS2 which has more normal flows and less abnormal flows shows higher false 

negative rate. These experiments allow us to know that there is slight impact of bulk 

training data set. But all scenarios still have very good results showing at most 0.15% 

in false positive rate and 0.023% in false negative rates. All scenarios from three gram 
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to seven gram achieve 0% false negative rates. 

 

 

7.2.5 Performance Validation for testing data 

Based on the confidence about the results showed before, we have 

experiments by using optimal n grams such as four, five and six. Table 7 shows the 

detection rate and missed alarm for all scenarios we did for different number of grams. 

As expected, the detection rate and missed alarm rate are very good for most of 

scenarios in huge data set. The ratio of data size in abnormal and normal flows and 

the complex interactions influences the detection rate in FSA, DS2 and DS4. The 

worst detection rate in all scenarios is 99.9%, but is still very high. Missed alarm rate 

is extraordinarily 0% in all scenarios. We have achieved no less than 99.9% (100% in 

most of scenarios) detection rate with no occurrences of false alarm for a wide range 

of scenarios. It proves that our approach is superior in various fault scenarios. 
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Table 7 Detection rate and missed alarm rate of all scenarios under applying the 

AppFlow approach 

 Detection 

Rate 

( 4 gram) 

Missed 

Alarm  

(4 gram) 

Detection 

Rate 

(5 gram) 

Missed 

Alarm  

(5 gram) 

Detection 

Rate 

( 6 gram) 

Missed 

Alarm  

(6 gram) 

FS1 100 %  0 %  100 %  0 %  100 %  0 %  

FS2 100 %  0 %  100 %  0 %  100 %  0 %  

FS3 100 %  0 %  100 %  0 %  100 %  0 %  

FS4  100 %  0 %  100 %  0 %  100 %  0 %  

FS5  100 %  0 %  100 %  0 %  100 %  0 %  

FSA  99.9545%  0 %  99.955 %  0 %  99.9772%  0 %  

DS1 99.9545%  0 %  99.9775%  0 % 100%  0 %  

DS2 100%  0 %  99.9775%  0 % 100%  0 %  

DS3 99.9545%  0 %  99.955%  0 %  99.9772%  0 %  

DS4 99.9%  0 %  99.9%  0 % 99.9089%  0 %  
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7.2.6 Performance Validation for Root Cause Analysis 

In this experiment, we evaluate the effectiveness and accuracy of root cause 

analysis for the suggested methodology in real time. We use our self-healing system 

proposed in section 4 and benchmark real application, TPC-W explained in section 

7.2.1. They run over 4 node high performance cluster and we are following the same 

specifications of cluster and applications explained in section 7.2.1 to keep 

consistency of environments with previous experiments. In order to prove our 

approach, we consider root cause analysis time and accuracy for performance analysis 

metrics. The former is the consuming time for identification of source of faults after 

detection phase using n-gram and pattern profiler. It means pure root cause analysis 

time after fault detection. For the purpose of this experiment, we run the system over 

7 days and inject a number of TPC-W transaction traffic mixes and 123 faults 

explained and classified in section 7.2.1. From the experiments, we know that the 

optimal grams are five, six and seven. Therefore we evaluate and compare the results 

of root cause analysis time and accuracy with 3 different n-grams. 

 

 

 



 122

Table 8 Root Cause Analysis Time and Accuracy 

Number of Grams Root Cause Analysis Time 

(sec) 

Accuracy (%) 

5 Grams 0.32 100 

6 Grams 0.48 100 

7 Grams 0.39 100 

 

From the Table 8, it is incredibly clear that self-healing system using our approach 

achieves 100% accuracy and very small time for root cause analysis time. It proves 

that our system is very effective, reliable and lightweight even in the real time system. 

 

7.3 Performance Comparison with Leading Projects in Root Cause Analysis 

In root cause analysis, there are several classification approaches explained in 

section 2. When we consider the nature of the system which is monitored, there are 

two approaches such as black box where the system is not visible and controllable and 

white box approach where the system is visible and controllable. The latter in root 

cause analysis manages and controls every device and application and often applies 

event correlation and generates alarm when its status changes [21]. But it raises 

several issues including direct access and modification of internal application which is 
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almost impossible and does not fit in current complex computing systems. So, we 

consider a black box approach as an alternative and showed the methodology and 

performance results so far. In this section, we compare our system to the other 

projects such as Monitor [74] and PinPoint [73] in terms of accuracy and precision of 

root cause analysis. In complex distributed computing system, it is not easy to find the 

project using black box approach to identify the source of the faults and there are 

some projects in fault detection though. Pinpoint and Monitor are good projects in 

root cause analysis among a few. Pinpoint utilized statistical clustering techniques to 

differentiate the behavior of components and recognize the faulty components. 

Monitor employed probabilistic diagnosis using diagnosis tree created from the causal 

graph and they termed the probability of a path being the chain of error propagation as 

the Path Probability of Error Propagation (PPEP). They both use TPC benchmark 

explained in section 7.2.1 for their real application and evaluation, and it allows us to 

compare the performance results with them. Our system is based on Application 

Execution Environment utilizing our concept AppFlow. So the attributes which is 

monitored are big different. They are tracing the event message and we monitor and 

trace system behaviors in os, cpu, memory, I/O, and network. In performance results, 

Pinpoint and Monitor get the accuracy 100% but the false positives 0.9 (Pinpoint) and 
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0.6 (Monitor) in single component faults as compared to 0 (our system). It means we 

did not have any missed alarm and achieve 100% accuracy rate. Also, our system does 

not require modifying the middle ware to support root cause analysis and it results in 

achievement of complete black box methodology. 
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Chapter 8. CONCLUSION 

 

8.1 Summary 

This dissertation presented a methodology to design and implement self-

healing system in distributed environments. Our design methodology showed how to 

build self-healing system based on the principles of autonomic computing, statistical 

and data mining techniques to detect faults (hardware or software) and also identify 

the source of the fault by monitoring and analyzing in real-time all the interactions 

between all the components of a distributed system using two software modules: 

Component Fault Manager (CFM) and Application Fault Manager (AFM). In order to 

evaluate the effectiveness of self-healing approach, we developed and applied an 

evaluation schema and a set of fault tolerance metrics. We applied our approach to an 

industry standard web e-commerce application to emulate a complex e-commerce 

environment. We evaluate the effectiveness of our approach and its performance to 

detect software faults that we inject asynchronously, and compare the results for 

different noise level. Our experimental results showed that by applying our anomaly 

based approach, false positive, false negative, missed alarm rate and detection 

accuracy can be improved significantly. For example, evaluating the effectiveness of 

this approach to detect faults injected asynchronously shows a detection rate of above 
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99.9% with no occurrences of false alarms for a wide range of faulty and normal 

operational scenarios.  

 

8.2 Research Contributions 

The contributions of this dissertation are the following: 

� Developed an innovative AppFlow concept to capture any abnormal behaviors 

of applications and systems triggered by hardware and/or software failures. 

� Developed a methodology to monitor and analyze in real-time all the 

interactions between all the components of a distributed system using two 

software modules: Component Fault Manager (CFM) to trace all set of 

measurement attributes for applications and nodes and Application Fault 

Manager (AFM) that is responsible for several activities such as monitoring, 

anomaly analysis, root cause analysis and recovery. 

� Developed Rule-base anomaly approach and Pattern-based anomaly approach. 

� Developed and integrated with Autonomic Computing framework, Autonomia 

[9,18,19], to autonomize a system entity consisting of two modules: 

Component Management Interface (CMI) to specify the configuration and 

operational strategies associated with each component and Component 

Runtime Manager (CRM) that manages the component configurations and 
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operations using the strategies defined in CMI. 

� Developed and utilized an evaluation schema and metrics such as false 

positive, false negative, precision, recall, missed alarm rate, detection accuracy, 

latency and overhead to evaluate a fault management system quantitatively. 

� Presented theoretical and experimental framework and applied it to real 

systems and conducted extensive experiments to detect and identify faults and 

recover from them in distributed systems. The experimental results showed 

that by applying our anomaly based approach, false positive, false negative, 

missed alarm rate and detection accuracy can be improved significantly. 

 

8.3 Future Research 

The future researches are the following: 

� Develop adaptive feature selection algorithm 

� Develop autonomic recovery methodology 

� Apply our approach to wider variety applications (e.g. Survival computing) 

� Research check pointing and redundancy techniques to improve the 

performance of fault management approach 
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