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ABSTRACT 

With the rapid growth of Internet systems and applications, the vulnerability of 

Internet is increasingly threatening national economics and security. Most of existing 

methodologies for analyzing and preventing network attacks cannot quantify the degrees 

or the severity of the abnormality due to network attacks in detail. Also, those approaches 

mainly rely on an offline analysis, and lack a proactive self-protection 

capability. Although some methods perform distributed monitoring, their main analysis is 

centralized. Moreover, most of them focus only on known attacks and do not quantify the 

entire system abnormality and do not quantify the impact of network attacks on the 

overall network operations and services.  

The objective of this research is to develop a theoretical framework and a general 

methodology for anomaly analysis and protection against network attacks to achieve (a) 

online monitoring, and analysis of network attacks; (b) automatically identifying critical 

vulnerable resources; and (c) proactive self-protection of network systems and their 

applications from a wide range of network attacks. 

The proposed methodology uses a unified framework to deploy monitoring and 

analysis software modules that collect measurement attributes and analyze the abnormal 

behavior of networks and their services. In addition, this methodology evaluates the 

impact of component attacks on the overall operation of network systems and their 

services. This analysis also helps us determine the most critical components in the 

network that can lead to massive network outage or performance degradation if they are 

attacked or compromised.  
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Network attacks can be classified into five categories - Denial of Service (DoS), 

Remote to Local (R2L), User to Root (U2R), Probe, and Worm/Virus attacks. Based on 

information theory, we evaluate all network measurement attributes at each level of 

protocol to identify the features that can be measured efficiently in real time and can be 

used to detect abnormal behavior. A single feature (measurement attribute) is not 

sufficient to accurately detect network attacks. To remedy this problem, we developed an 

efficient Genetic algorithm to compute a linear classification function of several features 

with different weights. We validated our approach on DARPA KDD99 benchmark 

dataset and the results showed higher accuracy in detecting DoS and Probe attacks and a 

significant improvement in the detection rates for the most difficult to detect attacks (e.g., 

U2R and R2L). For example, for DoS and Probe attacks, we have achieved 99.93% and 

99.91% detection rate with a false alarm of 1.55%, respectively. For U2R attacks, our 

approach can achieve a 92.5% detection rate with false alarm of 0.7587%. For R2L 

attacks, our approach can achieve a 92.47% detection rate with false alarm of 8.35%.  

We also developed a Quality of Protection (QoP) based routing protocol that 

automatically adjusts the network traffic priorities according to the feedback of anomaly 

metrics. The proactive network defense framework presented in this dissertation can be 

integrated with any existing Quality of Service (QoS) protocols that will give high 

priority to normal traffic and low priority to abnormal traffic in order to minimize the 

impact of network attacks on various network services. We have validated this approach 

on both DDoS and worm attack scenarios. The results show that using QoP can 

significantly reduce the impact of network attacks on session response time by 50%. 
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CHAPTER 1 INTRODUCTION 

1.1 Introduction 

The Internet has grown exponentially over the last few years and has expanded 

commensurately in both scope and variety. In addition to the increasing number and 

dependence upon Internet resources and services, there are also increasing 

interconnectedness and interdependence among large and complex systems; a failure in 

one sector can easily affect other sectors. Disruption of critical Internet services can be 

very expensive to businesses, life threatening for emergency services, and ultimately 

threaten the defense and economic security nationwide. In fact, the commission on 

critical infrastructure reports that the potential for disaster in the U.S. as a result of 

network attacks is catastrophic [Report1997]. This raises an important question that given 

the fragility of Internet infrastructures to small random failures (such as hardware failures, 

bad software design, innocent human errors, and environmental events). According to a 

recent study, Internet is robust to random failures, however the Internet's reliance on a 

few key nodes makes it vulnerable to an organized attack and it has been shown that the 

average performance of the Internet would be reduced by a factor of two if only 1 percent 

of the most connected nodes are disabled. If 4 percent of them were shut down the 

network would become fragmented and unusable [National2003]. 
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1.2 Importance of the research problem – How to detect and protect against 

network attacks? 

Network attacks have been launched at very high rates, almost daily, and the 

sophistication of these attacks is also increasing exponentially. Network attacks take 

many different forms such as denial of service, viruses and worms. As examples, we list a 

few cases here as evidences.  

On February 9, 2000, Yahoo, eBay, Amazon.com, E*Trade, ZDnet, Buy.com, the 

FBI, and several other Web sites fell victim to DoS attacks resulting in millions of dollars 

in damage and inconvenience [CNN2000a, CNN2000b].  

On Jan. 25, 2003, the Win32/SQL slammer worm [Cert2003a] targeting SQL Server 

exploits the vulnerability in SQL server [CVE2002].  When the attack began around 

12:30 a.m. EST, packet loss across the Internet approached 30 percent, according to 

monitoring firm Matrix NetSystems Inc., packet loss rates are usually less than 1%.  

Within 5 hours the global Internet was severely slowed down by the slammer worm 

[matrix2003].  It is estimated that 150,000 to 200,000 servers worldwide have been 

infected [Cowley2003].  

These activities have become a significant threat to the security of our information 

infrastructure and can lead to catastrophic results. On the other hand, as emergency and 

essential services become more reliant on the Internet as part of their communication 

infrastructure, the consequences of denial-of-service attacks could even become life 

threatening. After the September 11 terrorist attack in the US, there is a growing concern 
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that the Internet may also fall victim to terrorists. There are many indications that since 

September 11, the number of DoS attacks has greatly increased [CNN2002]. 

The existing techniques to respond to these attacks such as intrusion detection 

systems and firewall hardware/software systems are not capable of handling these 

complex interacting organized network attacks. The development of countermeasures 

(e.g., signatures for intrusion detection systems) is manually intensive activities and 

cannot detect future unknown attacks. Furthermore, the users are required to manually 

install/update the signature databases in order to protect themselves against the existing 

or new attacks. 

1.3 Research Challenges 

The main research goal is the development of advanced methodologies and effective 

technologies that can effectively detect network attacks in real time and configure the 

network and system resources and services to proactively recover from network attacks 

and prevent their propagations. However, automatic modeling and online analyzing the 

anomaly of the Internet infrastructure and services is a challenging research problem due 

to the continuous change in network topology, the variety of services and software 

modules being offered and deployed, and the extreme complexity of the asynchronous 

behaviors of attacks. In general, the Internet infrastructure can be considered as a 

structure varying system operating under a complex environment with a variety of 

unknown attacks. In order to develop an effective system for the attack detection, 

identification, and protection, it becomes highly essential for the developing system to 
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have the functionality of online monitoring, adaptively modeling and analysis tailored for 

real-time processing and proactive self-protection mechanisms. 

Anomaly analysis involves detailed analysis of network faults and/or attacks, 

identifying accurate network metrics and using these metrics for quantifying the impact 

of network faults and/or attacks on various network traffic and network system 

components. Here the network system components consist of logical components and 

physical components. Logical components include network protocols and network 

services. Physical components could be computers (clients, servers) and network devices 

(routers, switches). Vulnerability analysis identifies system holes that can be exploited by 

the attackers to launch attacks. Survivability of a network is measured by its ability to 

maintain service continuity in the presence of faults. This can be accomplished by 

promptly recovering from network impairments and maintaining the required QoS for 

existing services after network attacks or disasters. Survivability has become an issue of 

great concern within the Internet community due to the increasing demands to carry 

mission critical traffic, real-time traffic, and other high priority traffic over the Internet. 

The field of anomaly analysis is still in its infancy stage. A lot of work has been done in 

study various network faults and attacks on the network services and components, 

however very little has been done to quantify the impact of network faults and attacks 

and use this information to provide proactively protection from network attacks. As the 

uses of the Internet expand, the stakes and thus the visibility of vulnerability and fault 

tolerance concerns will rise [Albert2000, Hou2003]. This identifies the need for robust 
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self-protection architectures that integrate vulnerability analysis and network 

survivability. 

The capabilities of the Internet protocol such as Type of Service (ToS) and Quality of 

Service (QoS) facilities are utilized for priority based and policy based routing. However 

due to the increasing vulnerability, it is necessary to prioritize traffic based on security 

and vulnerability in addition to the traditional classification of applications based on their 

QoS. Furthermore, there are no standard protocols that can prohibit an attacker from 

consuming all available network bandwidth and resources. Due to lack of such protocols, 

packet-based attacks are not only possible, but they have become quite common. The 

vulnerability of the Internet could be primarily accounted to TCP/IP, because security 

was not a main design consideration when it was initially designed. Traffic Engineering 

principles and real time network measurement are the two fields that show promising 

application in analyzing network infrastructure vulnerability and provide measures to 

improve network survivability under various attack and fault scenarios [Swiler1998, 

Liu2000]. 

1.4 Research Objectives 

The overall goal of this dissertation is to develop a theoretical framework and general 

analysis methodology to achieve (a) online monitoring, and analyzing anomaly 

operations of networks and applications; (b) learning and automatically identifying 

critical abnormal Internet infrastructure resources; and (c) proactive self-protection of the 

network from a wide range of Internet infrastructure attacks. To achieve these goals, we 

need to solve the following issues in this dissertation. 
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The first research issue is to study the behaviors and impacts of network attacks. In 

this research area, the network operational profile modeling is one of the important works, 

which involves 1) developing novel anomaly metrics (anomaly distance) in the study of 

the normal, failed, and attacked network system behaviors, 2) diagnosing and quantifying 

the impact of network attacks and faults on the network operations and offered services.  

The second research issue is to do online analysis of the anomaly caused by network 

attacks. In doing this, we use anomaly distance to characterize and quantify the network 

operational states under normal workload scenarios and abnormal behaviors caused by 

malicious, intelligent, and well-organized attacks by hackers and/or terrorists. Also, we 

develop efficient algorithm to identify measurement attributes with the help of the 

information theory based decision dependent correlation measure to select the optimal 

feature set that must be monitored and analyzed to make final decision (whether the 

associated network behavior is normal or not).  

The third research issue is how to proactively recover from these attacks and 

prevent their propagations. In this research, we propose to develop a framework 

consisting of a set of distributed, autonomous but collaborating agents, which share their 

knowledge of the network’s current state in terms of different measurement attributes for 

the anomaly analysis. We use software agents to monitor various anomaly metrics at each 

network component i.e., client, server, and router and perform the anomaly analysis to 

compute anomaly distance (AD). The agents on routers determine the anomaly of 

network traffic on a per-flow basis and quantify it as Flow AD. This distributed 

correlation of these flow ADs from various agents in the monitored domain gives the 
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global Flow AD (GFAD), which reflects the anomaly of a flow on a network scale. This 

global Flow AD is used to proactively service the various traffic flows at each router by 

mapping these ADs to equivalent QoS protocol priority levels. This anomaly based QoS 

mechanisms are referred to as QoP (Quality of Protection) and ensures performance 

improvements to mission critical traffic even under attack and faults. 

1.5 Dissertation Organization 

This rest of this dissertation is organized as follows. In Chapter 2, we review network 

security and network attacks, current network security techniques with a focus on 

intrusion detection systems.  

In Chapter 3, we introduce our anomaly analysis methodology. In this anomaly 

analysis framework, we developed anomaly distance to quantify the operational states of 

network components in terms of measurement attributes. Based on the anomaly distance 

metric we built two methods for anomaly analysis. One is multivariate statistical analysis 

and the second is information theory based anomaly analysis. 

In Chapter 4, we use the theoretical framework aforementioned to do the impact 

analysis of network attacks and faults on a large-scale network. Component impact factor 

(CIF) and system impact factor (SIF) were developed based on the anomaly distance to 

quantify the system behavior at component and system level. The method can help 

identify the critical component(s), which gives instructive information for network 

protection. 

In Chapter 5, we develop novel decision dependent correlation (DDC) metric and 

subset evaluation measure e(S). The new measures that are developed based on 
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information theory can effectively select the optimal subset from large amount of features 

taking care of both relevance and redundancy. Genetic algorithm is deployed in learning 

the linear classification functions in making correct decision on network behaviors.  

In Chapter 6, we present the self-protection mechanism (referred as Quality of 

Protection), which deploys the anomaly distance on network traffic flow and 

automatically adjust the priorities of network traffic flows based on their anomaly 

distance metric. Hence, the QoP can be integrated with any existing QoS protocols to 

assign higher priority to normal traffic flows and lower priorities to abnormal traffic 

flows to minimize the impact of network attacks on various network services. 

In Chapter 7, we conclude the works in this dissertation and give future research 

directions. We will study compression techniques such as those based on Discrete Fourier 

Transformation to handle in real time high-speed network traffic. 
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CHAPTER 2 BACKGROUND AND RELATED WORKS 

2.1 Introduction 

In modern society, computers and networks (Internet is the superset) are playing a 

very critical role in almost every aspects of our life, which include transportation, finance 

and bank, energy, health care etc. With the huge rise in cyber attacks outbreak through 

the last decade, our computer/network infrastructure is extremely vulnerable as the 

attacks are getting more sophisticated. Current cyber security solution is not sufficient in 

protecting our critical infrastructure. There is an imminent demanding of new approach to 

implement security in our infrastructure. Our research goal is to develop a theoretical 

framework and general analysis methodology to achieve (a) online monitoring, and 

analyzing anomaly operations of networks and applications; (b) learning and 

automatically identifying critical abnormal Internet infrastructure resources; and (c) 

proactive self-protection of the network from a wide range of Internet infrastructure 

attacks.  

To achieve these goals, one has to be ahead of the curve and in mindset of the 

network attacks. It is necessary to introduce the background information about network 

security and network attacks before we study the behavior of network attacks and seek 

approach in characterizing the operational behavior of network system and services.  

2.2 Classification of Network Attacks 

Security on Internet is, by its very nature, highly interdependent. Each Internet 

system’s exposure to attack depends on the state of security of the rest of the systems 
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attached to the network. Despite the best efforts of security experts, networks are still 

vulnerable to attack. No amount of system hardening and traditional security measures 

can assure 100% that a system connected to an unbound network will be invulnerable to 

attack. Williams Stallings [Stallings2003] describes computer security attack as “any 

action that compromises the security information owned by organization.” Network 

attacks then are the behaviors of utilizing network media and manipulating computing 

and/or network resources in order to severely degrade the performance of their services 

and eventually shutdown the entire network. Some network attacks exploit the 

vulnerabilities in software and network protocols. For example, both the Morris Internet 

worm [Spafford1988] and the SQL Sapphire worm [CERT2003a] exploit buffer 

overflows, a common type of error occurring in many C programs in which the length of 

the input is not checked, allowing an attacker to overwrite the stack and execute arbitrary 

code on a remote server. Other attacks seek to survey a network by scanning and probing 

in order to find the vulnerabilities or holes in the systems. We inherit and extend 

Kendall’s classification [Kendall1998] to group network attacks into five major 

categories:  

Denial of Service (DoS) attacks which prevent servers and/or routers from serving 

normal operations and traffics through exhausting or disabling access to resources at the 

victim. These resources are network bandwidth, computing power (CPU cycles), or 

operating system data structures (memory, packet queues). Most of DoS attacks are 

carried out through overwhelming the target system by a continuous flood of traffic. 

These attacks result in degraded service and eventually lead to a complete shutdown. 
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User to Root (U2R) attacks are used by attackers with login access to bypass normal 

authentication to gain the privileges of another user (e.g., root privileges). 

Remote to Local (R2L) attacks enable an unauthorized user to bypass normal 

authentication and execute commands and programs on the target local machine. 

Probe attacks involve testing a potential target resource to gather information. These 

are usually harmless (and common) unless vulnerability is discovered and later exploited. 

Worm/virus is malicious program/code that can propagate either by itself or by user 

activities and result in widespread impact on large network (Internet). 

2.2.1 U2R and R2L Attacks 

U2R and R2L attacks exploit bugs or mis-configuration in the operating system to 

control the target system. For example, a buffer overflow or incorrectly setting file 

permissions in a SUID (Set User ID) script or program can often be deployed by this kind 

of attacks. Password guessing is a typical R2L attack. Many computer users tend to 

choose weak or easily guessed passwords. An attacker could try common or default 

usernames and passwords. An attacker could use a brute force program to exhaustively 

test dictionary words. Any service requiring a password is vulnerable, for example, telnet, 

FTP, POP3, IMAP, or SSH. 

2.2.2 Worm/Virus Attacks 

Modern virus and worm attacks inherit U2R and R2L characteristics to deploy 

vulnerability in the vulnerable hosts, which are exploited in the large scale DoS effect 

attack controlled by the attackers targeting at any network resource that has the 
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vulnerability, can be exploited by the virus/worm. After being infected, the resources will 

degrade the overall network performance and their services as experienced in the 

CodeRed [Cert2001a], Nimda [Cert2001b], SQL Slammer [Cert2003a], RPC DCOM 

[MS2003], W32/Blaster [Cert2003b], SoBig [Cert2003c] and other typical worm/virus 

attacks [Gaudin2003]. Their self-replicating and propagation characteristics make the 

security of information infrastructure a challenging research problem.  

2.2.3 Denial of Service Attacks 

The different types of Denial of Service attacks can be broadly classified into 

software exploits and flooding attacks. In software exploits the attacker sends a few 

malformed packets to exercise specific known software bugs within the target’s OS or 

application in order to disable the victim. Examples of attack in this category include 

Ping of Death [Insecure1996], Teardrop [Cert1998], Land [Cert1998], and ICMP Nukes. 

These attacks are relatively easy to counter either through the installation of software 

patches that eliminate the vulnerabilities or by adding specialized firewall rules to filter 

out malformed packets before they reach the target system. In flooding attacks, one or 

more attackers sending continuous streams of packets aimed at overwhelming network 

bandwidth or computing resources at the victim. Although software exploit attacks are 

important, this dissertation focuses on flooding attacks, since they cannot be addressed by 

operating system or application software fix up. There are numerous DoS attacks in the 

flooding attacks category such as TCP SYN attack, Smurf IP attack, UDP flood attack, 

and ICMP flood attacks [Webopedia]. It has been shown that more than 90% of the DoS 

attacks use TCP protocol [Wang2002]. The TCP SYN flood is the most commonly used 
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attacks. In the TCP SYN attack, the attacker makes overwhelming connection requests to 

a victim server with spoofed source IP addresses. Due to the vulnerabilities of three-hand 

conversation in setting up the TCP connection, the victim server keeps huge amount of 

half-open connections in a short time. And the time-out mechanism is comparatively 

slow in dropping these half-open (attacking) connections. In this way, the attackers can 

consume all of the victim’s system resources. As a result, the victim server will not be 

able to service legitimate traffic. Table 2.1 shows the strategy of each DoS attack in more 

detail. 

2.2.4 Distributed Denial of Service Attacks 

Further, based on the location of the observation point flooding attacks can be 

classified as single source and multiple sources attack (also known as Distributed Denial 

of Service - DDoS). There are two common scenarios for DDoS attacks, the typical 

DDoS attack and the distributed reflector denial of service (DRDoS) attack 

[Paxson2001]. 

In typical DDoS attack, an attacker controls a number of handlers. A handler is a 

compromised host with a special program running on it. Each handler is capable of 

controlling multiple agents. An agent is a compromised host, which is responsible for 

generating a stream of packets that is directed toward the intended victim. TFN 

[Dittrich1999a], TFN2K, Trinoo [Dittrich1999b] and Stacheldraht [Dittrich1999c] are 

well known examples of distributed denial of service attack tools. These programs not 

only use TCP and UDP but also ICMP packets. Moreover, because the programs use 

ICMP_ECHOREPLY packets for communication, it will be very difficult to block 
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packets without breaking most Internet programs that rely on ICMP. Since TFN, TFN2K 

and Stacheldraht use ICMP packets, it is much more difficult to detect them in action, 

and packets will go right through most firewalls. The current only sure way to destroy 

this channel is to deny all ICMP_ECHO traffic into the network. Furthermore, the tools 

mentioned above use any port number randomly; it is hard to prevent the port from 

malicious attack in advance using the fixed port close scheme in current firewalls. 

In the distributed reflector denial of service attack, routers or web servers are used to 

bounce attack traffic to the victim. Once the attacker control multiple agents through the 

handlers, he/she doesn’t command the agents to send traffic to the victim, rather the 

agents will send attack traffic to third parties (routers or web servers) with spoofed source 

IP address of the victim. The reply packets from the third parties to the victim constitute 

the DDoS attack. In January 2002, a security research website (www.grc.com) was 

attacked and shutdown by this kind of DDoS. In a way, the distributed reflector denial of 

service attack is considered to be a potent, increasingly prevalent, and worrisome Internet 

infrastructure attack [Gibson2002]. 
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Table 2.1 Denial of Service Attacks 

 

A lot of pings or UDP packets are sent to the 
victim which gets slow down so much that it is 
disconnected from Internet due to ping timeout.

ICMP Flood Attack

Sending large amount of UDP packets to a 
random port on the victim system. Victim will 
respond Destination Unreachable ICMP packets 
to the spoofed source IP.

UDP Flood Attack

An attacker sends forged ICMP echo packets to 
broadcast addresses of vulnerable networks. All 
the systems on these networks reply to the victim 
with ICMP echo replies.

Smurf IP Attack

Taking advantage of the flaw of TCP three-way 
handshaking behavior, an attacker makes 
connection requests aimed at the victim server 
with packets with unreachable source addresses. 
The server is not able to complete the connection 
requests and, as a result, the victim wastes all of 
its network resources

TCP SYN Flood Attack

Nukes exploit bugs in certain Operating systems, 
Like Windows NT/95. The idea is to send a 
packet of information that the OS can't handle, 
usually causing the system to lock up or crash.

ICMP Nukes

An attacker sends a forged packet with the same 
source and destination IP address. Land

An attacker sends two fragments that cannot be 
reassembled properly by manipulating the offset 
value of packet. 

Teardrop/2,Targa,SYNdrop, 
Bonk/Boink,Nestea, NewTear

An attacker sends an ICMP ECHO request packet 
that is much larger than the maximum IP packet 
size to victim. Since the received ICMP echo 
request packet is bigger than the normal IP packet 
size, the victim cannot reassemble the packets. 

Ping of Death

Strategy/VulnerabilityAttack Name/Variants
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2.3 Existing network security techniques 

As the number of network attacks increases significantly [Moore2001], many router-

based defense mechanisms have been proposed, including ingress filtering 

[Ferguson1998, Killalea2000], egress filtering and route filtering [Killalea2000], router 

throttling [Yau2002], Pushback [Ioannidis2002, Manajan2001], Traceback [Bellovin2000, 

Savage2000, Snoren2001, Song2001, Stone2000] and various intrusion detection 

mechanisms [Crosbie1996, Ilgun1995, Samha1994, Tjaden2000, Botha2002, 

Anderson1995, Hochberg1993]. Besides the reactive techniques discussed above, some 

systems take proactive measures to prevent against DoS attacks. For example, distributed 

packet filtering [Park2001] blocks spoofed packets using local routing information and 

SOS [Keromytis2002] uses overlay techniques with selective re-routing to prevent large 

flooding attacks. 

The ingress/egress filtering mechanisms [Ferguson1998, Killalea2000] take the 

advantage of the local topology information to block spoofed packets whose 

source/destination IP address do not belong to the stub networks known to the router. 

They have been proposed in the literature and implemented by router vendors but they 

were not able to mitigate the problem effectively. The route filtering [Killalea2000] 

lowers the impact on other routers when the internal routing changes in an irrelevant way. 

A router throttle mechanism is proposed by Yau et al [Yau2002], which is installed at the 

routers such that they can proactively regulate the incoming packet rate to a moderate 

level and thus reducing the amount of the flooding traffic that targets the victim resource. 

The pushback approach is to identify and control high bandwidth aggregates in the 
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network [Ioannidis2002, Manajan2001]. The router could ask adjacent upstream routers 

to limit the amount of traffic from the identified aggregate. This upstream rate-limiting is 

called pushback and can be propagated recursively to routers further upstream. 

Various traceback techniques [Bellovin2000, Savage2000, Snoren2001, Song2001, 

Stone2000] have been proposed to locate the attack source in order to protect from the 

DDoS attacks. Probabilistic packet marking [Savage2000] was proposed to reduce the 

tracing overhead at IP routers, which was refined by Song and Perrig in the 

reconstruction of paths and the authentication of encodings. Snoren et. al presented a 

hash-based IP traceback, which can track the origin of a single packet delivered by the 

network in an efficient and scalable way. Stone [Stone2000] built an IP overlay network 

for tracking DoS floods, which consists of IP tunnels connecting all edge routers. The 

topology of this overlay network is deliberately simple, and suspicious flows can be 

dynamically rerouted across the tracking overlay network for analysis. Then, the origin of 

the floods can be revealed. Our approach has different goals from the traceback. The 

proposed QoP self-protection mechanism focuses more on the protection of the network 

operations and services from the impact of network attacks at the right location as earlier 

as possible.  

2.3.1 Modern Intrusion Detection Systems 

As network-based computer systems play increasingly vital role in modern society 

and given the increased availability of tools for attacking networks, intrusion detection 

system (IDS) becomes a critical component of network security besides the existing user 

authentication, authorization, and encryption techniques. And it is an important 
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component of the defense-in-depth or layered network security mechanisms. It aims at 

detecting early signs of attack attempts so that the proper response can be evoked to 

mitigate the impact on the overall network behavior. An intrusion detection system (IDS) 

collects system and network activity data (e.g., tcpdump data and system log,) and 

analyzes the information to determine whether there is an attack occurring with least false 

alarms and false negative alarms. Here intrusion refers to any set of actions that threatens 

the integrity, availability, or confidentiality of a network resource.  

2.3.1.1 Signature Based IDS vs. Anomaly Based IDS 

Intrusion detection systems (IDS) have been an active area of research for quite some 

time. Kemmerer and Vigna [Kemmerer2002] give a brief overview on IDS since the idea 

was originally proposed by Denning [Denning1987]. Typically, based on the general 

detection strategy, intrusion detection systems can be classified into two categories – 

signature based detection and anomaly detection. Signature based detection system finds 

intrusion by looking for activity corresponding to known techniques for intrusion. It is the 

most widely used commercial IDS model. For example, IDIOT [Crosbie1996] and STAT 

[Ilgun1995] use patterns of well-known attacks or weak spots of the system to identify 

known intrusions.  

Some attacks can often be detected by analyzing various fields in the network packet 

headers, like source and destination ports, protocol type, packet length, or monitoring the 

network traffic connection attempts and session behavior. Other attacks, such as worms, 

involve the delivery of bad payload to a vulnerable service or application. Most of the 
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state of the art systems designed to detect and defend systems from these malicious and 

intrusive events depending upon “signatures” or “thumbprints” that are developed by 

human experts or by semi-automated means from prior known worms or viruses. For 

example, in the well known MS SQL Slammer attack, the worm sends 376 bytes to UDP 

port 1434 (SQL Server Resolution Service Port). Signature based detection is essentially 

a rule-based approach. An IDS system based on this model needs continuous manual 

updates of the knowledge database. It is deployed in most of the current commercial 

security products/approaches. Sophos anti-virus application, Microsoft patch remote 

update system are typical examples of the misuse detection system. After a virus has been 

detected, a signature will be developed and distributed to client sites. A disadvantage of 

this approach is that signature based IDS can only detect intrusions that following pre-

defined patterns. In a novel attack, it becomes ineffective. 

The second model is the anomaly based intrusion detection systems, such as, IDES 

[Lunt1992], Stalker [Samha1994], Haystack [Smaha1994], and INBOUNDS 

[Tjaden2000]. This approach uses statistical anomaly detection, which uses a reference 

model of normal behavior and flags any significant deviation from normal behaviors. The 

normal behavior with respect to one metric (response time, buffer utilization, etc.) is 

defined based on rigorous analysis of the selected metrics under normal and abnormal 

conditions. This approach can offer unparalleled effectiveness and protection against 

unknown or novel attacks since no a priori knowledge about specific intrusions is 

required. For example, the normal behavior of a web browsing could be profiled in terms 

of average frequency of request, average connection duration, and so on. If significantly 
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higher in these measurement attributes happens, an anomaly alarm will be raised. 

However, it may cause more false-positives than signature based intrusion detection 

system because anomaly can be caused due to a new normal network behavior. The 

limitation of this approach is because of the difficulty in performing online monitoring 

and adaptive analysis of newly network data. This limitation can be addressed to some 

extent by using a hybrid approach [Botha2002]. IDES, NIDES [Anderson1995] and 

NADIR [Hochberg1993] use both statistical methods and built-in signatures to detect 

network attacks.  

2.3.1.2 Host Based IDS vs. Network Based IDS 

Another useful method of classification for intrusion detection systems is according 

to data source. The two general categories are host-based detection (HIDS) and network-

based detection (NIDS). For host-based intrusion detection, the data source is collected 

from an individual host on the network. Host-based detection systems directly monitor 

the host CPU utilization, memory usage, log file entries, operating system processes 

states, and logon users to identify which host resources are the targets of a particular 

attack. For example, Cisco Security Agent (CSA) of the Cisco Systems host intrusion 

protection system (HIPS) works by intercepting application resource requests to the 

operating system to make a real-time allow and deny decisions according to the defined 

application security policy. Host-based IDS can also analyze any protocol layer in 

network communication, including the content of encrypted connections. 
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In contrast, the data source for network-based intrusion detection system is the traffic 

across the network. This involves placing a set of traffic sensors within the network. The 

sensors typically perform local analysis and detection and report suspicious events to a 

central location. Since such monitors perform only the detection function, they are 

usually much easier to harden against attack and to hide from the attacks. In this 

dissertation, the result methodologies can be applied on both host data and network data 

to give a comprehensive view of the system behavior in terms of security and protection. 

2.3.2 Intrusion Detection Approaches 

The major approaches that have been proposed for the intrusion detection systems 

consist of statistical methods, signature analysis, and data mining. 

2.3.2.1 Statistical Approach 

Statistical methods measure the user and system behavior by a number of 

measurement attributes sampled over time intervals, and build profiles based on the 

normal statistical characteristics (e.g., mean, standard variance, etc.) of the measurement 

attributes. The actual observed measurement attribute values are then compared against 

the profiles, and deviations beyond the control limits are considered abnormal. Example 

systems employing statistical methods for anomaly detection are IDES (Intrusion 

Detection Expert System) [Denning1987; Lunt1989; Javitz1991; Lunt1992], NIDES 

(Next Generation Intrusion Detection Expert System) [Anderson1995a; Anderson1995b], 

and EMERALD (Event Monitoring Enabling Responses to Anomalous Live 

Disturbances) [Porras1997, Neumann1999]. 
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2.3.2.2 Signature Analysis Approach 

Signature analysis transforms the semantic description of attacks into information that 

can be found in the audit trial in a straightforward way. Most of the existing commercial 

intrusion detection systems deploy this technique. Examples of such information include 

the sequences of audit events that attacks generate, or patterns of data that can be sought 

in the audit trial. Systems that use signature analysis include Haystack [Smaha1988], 

Cisco’s NetRanger [NetRanger1999], Internet Security Systems’ RealSecure 

[RealSecure1999], and MuSig [Lin1998] developed at George Mason University’s 

Center for Secure Information Systems.  

2.3.2.3 Data Mining Approach 

The most widely deployed methods for detecting cyber terrorism employ signature-

based detection techniques. Such methods can only detect previously known attacks that 

have a corresponding signature, since the signature database has to be manually revised 

for each new type of attack that is discovered. These limitations have led to an increasing 

interest in intrusion detection techniques based on data mining since 1998 [Lee1998b, 

Bloedorn2001, Luo1999, Barbara2001, Manganaris1999].  

Data mining refers to a process of nontrivial extraction of implicit, previously 

unknown, and potentially useful information from database. Example signature based 

detection systems that use data mining include JAM (Java Agents for Meta-Learning) 

[LeeMok1998; LeeStolfo1998; Lee1999; Lee2000], MADAM ID (Mining Audit Data for 

Automated Models for Intrusion Detection) [Lee2000], Automated Discovery of Concise 
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Predictive Rules for Intrusion Detection [Lee1999], ADAM (Audit Data Analysis and 

Mining) [Wu2001a; Barbara2001; Barbara1999], IDDM (Intrusion Detection using Data 

Mining) [Abraham2001], and eBays [Valdes2000].  

Our research approach aims to develop a more systematic and automated approach 

for building a self-protection system, in which the anomaly analysis subsystem helps 

identify the abnormalities. The self-protection subsystem can interact with the anomaly 

analysis subsystem together to take appropriate actions to protect the whole system at the 

first spot in real time. We have developed a set of tools that can be applied to either audit 

data sources or the real time environment to generate anomaly analysis models.  

2.4 Related works 

In this section, we present five examples of relevant related work in the area of 

intrusion detection.  

EMERALD [Porras1997] is a distributed detection and response system that has been 

developed at the SRI research institute in 1997. EMERALD was conceived to apply 

mainly host-based detection techniques, but its architecture is also suitable for network-

based detection. It applies both knowledge-based and anomaly detection methods. In 

terms of anomaly detection model, it used historical records as its normal training data 

and it compares distributions of new data to the distributions obtained from those 

historical records and the differences between the distributions indicate an intrusion. 

MULTOPS [Gil2001] is such a type of defense mechanism. MULTOPS is a MUlti-

Level Tree for Online Packet Statistics defense mechanism. Routers can detect ongoing 

bandwidth attacks by searching for significant asymmetries between packet rates to and 
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from different subnets. Statistics are kept in a tree that dynamically adapts its shape to 

reflect changes in packet rates, and avoid (maliciously intended) memory exhaustion. 

Prelude IDS [Blanc1003, Zaraska2002, Zaraska2003] is an open-source project that 

consists of three functional components: sensors, managers, and countermeasure agents. 

The sensors deploy knowledge-based techniques for both network and host-based 

detection. Anomaly detection is not applied. Several sensors are associated to a manager 

that receives the detection alerts: it processes and correlates the alerts and decides 

appropriate countermeasures. More managers can be organized in a hierarchy with a root 

one at the top. In Prelude system, both sensors and managers are subsystems that are 

involved in the detection process and the managers depend on the results delivered by the 

sensors. 

D-WARD [Mirkovic2002] is a network-based DDoS detection and defense system 

developed by Jelena Mirkovic at the University of California Los Angeles (UCLA). The 

D-WARD architecture consists of fully autonomous subsystems that are deployed at the 

entry points of so-called source-end networks. The subsystems analyze and control the 

outgoing traffic with the goal to prevent hosts of the observed networks from 

participating in DDoS attacks. Therefore each subsystem autonomously imposes rate 

limits on suspicious flows. The detection method is based on predefined models of 

normal traffic. 

COSSACK [Papadopoulos2003] is a distributed, network-based DDoS attack 

detection and response system developed at the Information Science Institute (ISI) of the 

University of Southern California, funded by DARPA. The COSSACK subsystems, 
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called watchdogs, are located at edge networks. If a watchdog detects an attack against 

the associated edge network it multicasts an attack notification to the other watchdogs. 

Upon reception of such a notification, a watchdog checks if the attack flows or parts of it 

originate from its own edge network. If so, the watchdog tries to block or rate-limit the 

corresponding flow by setting filter rules in routers or firewalls. COSSACK principally 

applies anomaly detection techniques. 

In our approach, we develop online monitoring subsystem, which can collect 

measurement attributes system wide to provide information for analysis. A theoretical 

framework is built up to calculate anomaly distance that helps detect the operational 

states change for both network components and the network system itself. We deployed 

information theory to select the optimized feature set from multiple distinct features in 

building linear classification model. To some extent, our system contains anomaly based 

intrusion detection and is implemented using data mining techniques. Moreover, we 

developed proactive protection subsystem (QoP), which takes action on network traffic 

flows according to the anomaly analysis result. 
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CHAPTER 3 ANOMALY ANALYSIS SYSTEM 

3.1 Introduction 

The overall goal of our approach is to formulate a theoretical basis for the 

construction of global metrics that can be used to analyze, manage and control the 

operation of network systems under faults and/or attacks. The model concept of our 

approach is illustrated in Figure 3.1. Any network or system’s behavior can be 

characterized by using a set of focused analysis functions such as anomaly distance (AD). 

AD models and quantifies the vulnerability of the individual network components and 

network services. The dynamics of network services and complexity of network 

connectivity can be represented in three operational states (normal, uncertain, and 

abnormal) that can accurately characterize and quantify the operations of network 

services under various attacks and faults. In fact, the concept of using index functions to 

quantify and characterize the behavior of networked systems and services is analogous to 

the biological concept that uses metrics such as temperature or blood pressure to figure 

out the activity of an organism [Parashar1994]. We conclude that under average 

conditions, AD will indicate normal operational state whereas it indicates uncertain 

and/or abnormal operational states when faults or attacks occur. The AD value will be 

used as the mathematical basis to proactively respond to network attacks and/or faults in 

a near real time mode. In our approach, any application and resource (network or 

pervasive system) is assumed to be in one of three states; 1) Normal Sate, 2) Uncertain 

State, or 3) Abnormal Sate.  
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Figure 3.1 Principle of Anomaly Analysis 

 

Normal State – when an application, computer system or network node operates 

normally. We use the appropriate measurement attributes at each level to quantify 

whether or not the component operates normally; For example, if the number of 

unsuccessful TCP sessions in the network system is 0, we assume the network system is 

operating normally. 

Uncertain State – In a similar way, we use the measurement attributes to describe 

the behavior of a component and/or a resource of being in uncertain state when the 



43 

measurement attribute values associated with it are between the normal and abnormal 

thresholds. 

Abnormal State – A component or a resource is considered to be operating in an 

abnormal state when its measurement attributes significantly deviate from the levels 

observed for normal operational states. For example, the number of incoming packets per 

second is order of magnitude larger than the normal observed rate.  

Online
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Analysis Self Protection

Engine

Data mining & 
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Network Environment
 

Figure 3.2 Anomaly Analysis Framework 

 

Our approach is based on developing real-time monitoring capabilities to achieve on-

line anomaly analysis of network attack and proactive self-protection mechanisms. In 

order to achieve network operation profile modeling and anomaly analysis for reliable 

reasoning of system behaviors and attributing the responsibility of system actions to 

achieve the desired level of protection against network attacks, we propose and address 

the following research issues in this dissertation: (1) online monitoring and analysis of 
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network anomaly; (2) identifying critical network components/services; and (3) proactive 

self-protection from network attacks and their propagations.  

Figure 3.2 shows the framework of the online monitoring, anomaly analysis and self-

protection functionalities that will be implemented in our system. The data mining and 

statistical engine is designed to automatically select effective measurement attributes in 

data collection for profile modeling of operational states and attacks. The anomaly 

analysis engine calculates the anomaly distance ADMA(t) in real time based on the 

MAnormal which denotes the  normal value for MA when the application or a network node 

operates normally. When ADMA(t) deviates from the threshold that determines the 

operational state of the network system and network node, events will be generated to 

inform the self protection module. The self protection engine will take actions such as 

shutting down node interface, closing network service ports, dropping network packets, 

or even shutting down the node itself to prevent the propagation of the attack impact, 

save the environment information of the breaking point and resume the tasks unfinished 

through other nodes in the system. 

3.2 Online Monitoring 

The main goal of the online monitoring and analysis is to compute anomaly metrics 

that characterize and quantify the operational state of actual network systems at runtime. 

Hence, it is very important to identify effectively appropriate measurement attributes that 

can be use to reflect the operational state of the network components. 
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3.2.1 Measurement Attributes 

A Measurement Attribute (MA) is a formal symbol that denotes the value of some 

attributes that can be measured online during the observation period. For example, MAs 

can be the TCPsyn, out (the rate of outgoing TCP SYN packets) of a network node, UDPout 

(the total number of outgoing UDP packets) for the network system, and CPUutil (the 

CPU utilization) for a computer (either client or server).  

 

I O

T

MA

 

Figure 3.3 Minimal Network System Model 

 

MAs in value reflect the operational state of the network system and its components. 

We defined the minimal network system model as shown in Figure 3.3. It can be 

described as during observation period T, the network component has an input (I) and an 

output (O) and MA set of operational measurement attributes. The network system 

consists of multiple network nodes can be constructed recursively through adding up the 

minimal network system model as a component. We have identified different MAs for all 

network and system components that can be used to characterize the operational states of 
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applications (FTP, Telnet, Web surfing, emails, etc.) down to physical device level (CPU, 

Memory). Some of them are shown in Table 3.1. From the network security point of view, 

the input of the network node and its reflection at MAs shows the behavior of the system 

prior to its being compromised, infected, and attacked. On the other hand, the output 

shows the behavior of the network node afterward being compromised, or infected, or 

attacked, or attacking others. 

Table 3.1 Measurement Attributes 

 

CPU, Memory
CPUutil: CPU utilization
Muse: Memory Usage

System Resource
IP, ICMP, ARP

NIP/NOP
AR: ARP Request Rate

Network Layer
TCP, UDP

NIP/NOPTransport Layer
HTTP, DNS, SMTP, POP3

NIP/NOP: number of incoming/outgoing PDUs
IF: Invocation Frequency

Application Layer
Measurement AttributesProtocols/Layers

CPU, Memory
CPUutil: CPU utilization
Muse: Memory Usage

System Resource
IP, ICMP, ARP

NIP/NOP
AR: ARP Request Rate

Network Layer
TCP, UDP

NIP/NOPTransport Layer
HTTP, DNS, SMTP, POP3

NIP/NOP: number of incoming/outgoing PDUs
IF: Invocation Frequency

Application Layer
Measurement AttributesProtocols/Layers

 

 

The online monitoring engine is capable of monitoring the multiple measurement 

attributes (MAs) for a single node or the whole network system. The online monitoring 

module includes two basic functional modules. Host monitor, which sits on network 

node (e.g., PCs with windows OS, Linux, etc.) that can report host resource usage 

statistics, for example, CPU utilization, memory usage. Network monitor, which can 

report network connection based flow information at system wide. This flow related 

information (e.g., packet rate, packet size) can be indexed by source/destination IP 
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address, source/destination port number, and protocol type. The network monitor is 

implemented according to Cisco Netflow specifications. 

3.2.2 Traffic monitoring 

To detect and respond promptly to network attacks requires broad and continuous 

surveillance of network activity that provides timely and detailed information. In this 

section, we describe the technology and large-scale deployment and use of a distributed 

network traffic monitoring system based on a connection-based sampling technology. It 

provides the resulting network traffic data to address network security issues. 

The rationale of network monitoring is that use or misuse of a network will generate 

network traffic. Therefore monitoring network traffic can be effective mechanism to 

identify, diagnose, and determine controls for network misuse. Traditionally, network 

traffic monitoring has been achieved using network probe device - such as computer 

running probe software or an appliance - onto a segment of a network to collect data. The 

probe is often plugged into a mirrored port on a LAN switch - a port configured to 

duplicate traffic from another port on the switch. The probe will be able to collect traffic 

data only from the mirrored port. This has worked very effectively in shared networks 

where a single device can monitor all the traffic. However, with the trend towards 

switched, point-to-point networks, every port on a switch would have to be monitored to 

achieve the same visibility to network traffic. In addition, switches and routers make 

packet-forwarding decisions that affect the flow of traffic through a network. 

Understanding these traffic flows is critical to maintaining visibility to network use and 

misuse. Implementing traffic monitoring within a switch or router is an effective way to 
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see traffic on all ports and the flow of traffic. However, market trends have lead to 

increasing bandwidth and decreasing switch and router costs, resulting in the requirement 

that an embedded monitoring system has little or no impact on switch or router cost and 

performance, especially since monitoring is secondary to the primary forwarding function 

of the device. It is possible to implement a traffic monitoring system, based on packet 

sampling, which meets these network equipment vendor requirements and also meets the 

end-user requirements for a monitoring system that enables prompt detection and 

responses to security threats. 

In our system, we implement our monitor according to the Cisco NetFlow 

specifications, which is now the de facto standard for network wide monitoring 

mechanism for continuous surveillance. NetFlow consists of a packet sampling algorithm, 

typically performed by the switching/routing ASICs, and a NetFlow agent which is a 

software process that runs as part of the network management software within the device. 

The NetFlow agent combines flow samples (generated by the packet sampling function), 

interface counters, and the state of the forwarding/routing table entries associated with 

each sampled packet, into a NetFlow datagram which is immediately forwarded to a 

central NetFlow collector. This means that the NetFlow agent does very little processing 

of the data and minimizes the CPU and memory requirements. Meanwhile, a central 

NetFlow collector receives a continuous stream of NetFlow datagrams from across the 

entire network and analyzes them to form a sufficient, real-time view of layer 2 to layer 7 

traffic flows across the entire network. The statistical information will feed to the 

anomaly analysis engine for further processing. 
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3.3 Anomaly Analysis Techniques 

Throughout this section we will focus on deriving equations that characterize the 

operational state of actual network systems during given time periods. To do this, we 

need a mathematical framework in which we can define formal variables, formulate 

hypotheses, and prove theorems. 

3.3.1 Anomaly Distance Function 

According to the anomaly analysis principle as shown in Figure 3.1, we proposed 

anomaly distance function to quantify the operational states of network services and 

network itself. 

ADMA can be calculated as in Equation 3.1. ),( ⋅⋅D unction to compute the distance 

of two variables. This distance function could be a Euclidean [Batchelor1978], 

Manhanttan [Batchelor1978], Mahalanobis [Nadler1993], Camberra, Chebychev, 

Quadratic, Correlation, and Chi-square distance metrics [Michalski1981, Diday1974]. 

is the value of online monitoring specific MA at time t. MA

is a f

)(tMA normal is the reference 

value when the network node operates in the normal state. 

)),(()( normalMA MAtMADtAD =     (3.1) 

The basic principle of using AD is shown in Figure 3.4, in which the network states 

are determined through online monitoring of whether the ADAM is beyond the normal 

operational thresholds.  
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Figure 3.4 Anomaly Distance w.r.t Measurement Attribute 

 

Anomaly Distance Function (ADF) is used to quantify the component/resource 

operational states (e.g. normal, uncertain, and abnormal) with respect to one or more 

measurement attributes (ADMA). The ADFMA can be calculated as the ratio of the current 

distance from normal level with respect to one measurement attribute (MA) divided by 

the normal value for the MA as shown in Equation (3.2).  

⎪
⎪
⎩

⎪⎪
⎨

⎧

∆

∆≥
=

otherwise
tAD

tADif
tMAADF

MA

MA

MAMA

)(

)(1
),(     (3.2) 

ADMA(t) is the online calculated operational index according to Equation (3.1) 

specified to MA (see Table 3.1). MA∆  is the threshold that denotes the minimal distance 

from a normal operational state to the abnormal operational state quantified by the 

operational measurement attributes MA. Figure 3.4 shows that when the network operates 

in normal state, the value of ADF is around 0.1. When the node endures an attack, the 

ADF value ( ) shows it operates in an abnormal state. 0.1≈
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3.3.2 Multivariate Anomaly Analysis 

To improve the detection accuracy, we use multivariate analysis because single 

network attribute may not accurately capture an abnormal behavior. For example, in a 

two-dimensional attributes space as shown in Figure 3.5, where UCLi and LCLi (i = 1 or 2) 

are the upper and lower thresholds for attributes x1 and x2, respectively. Assume that the 

state of a node or application is represented by point A of Figure 3.5, then for any single 

attribute x1 or x2 the node/application operates normally. But, when we combine the two 

metrics, the state A is outside the shaded oval area (that designates the normal state with 

respect to the two metrics) and thus it is abnormal.  

UCL1LCL1

UCL2

A

LCL2

NRC

AD

Normal Region

x1

x2

 

 

Figure 3.5 Multivariate Analysis Model 

 

The multivariate analysis can be applied to study the behavior of network applications 

and the correlation between the measured attributes to determine whether or not they are 

operating normally. Ye et.al have used Hotelling’s T2 and Chi-Square multivariate 
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analysis methods on the system logs in offline host intrusion detection [Ye2000, Ye2001]. 

Our approach for online multivariate analysis focuses on network infrastructure related 

information and builds a new metric to measure the abnormal behavior. 

Hotelling’s T2 control chart is applied in the implementation. Hotelling’s T2 control 

chart [Montgomery2000] has been used to perform anomaly detection and root cause 

analysis in manufacturing systems [Jin2001] and it has the capability of generating a 

normal region from the normal profile of multiple measurement attributes. First, we need 

to determine the baseline profile. According to the Hotelling’s T2 method, we need to 

have M (M > 20) observations. Suppose we have P measurement attributes. Then the 

normal behavior of the Measurement Attributes (MA) can be represented as:  
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Based on these normal measurement attributes, two control limits - upper control 

limit (UCL) and lower control limit (LCL) can be determined using the M preliminary 

blocks to obtain in-control data to determine the mean AM  and covariance matrix S. 

From these values, we can then determine a normal region with respect to the P 

measurement attributes. The sample mean AM  determines the normal region center (NRC) 

and the sample covariance matrix S determines the shape of the normal region as shown 

in the shaded part of Figure 3.5. For a pre-defined Type-I errorα , the upper and lower 

control limits are computed:  

]2/)1(,[)1(
2/1

2
−−

−
= − PMPB

M
MUCL α     (3.4) 
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= PMPB

M
MLCL α     (3.5) 

where  is the ]2/)1(,[2/ −− PMPBα 2/1 α− percentile of the β distribution with P and 

(M-P-1)/2 denotes the degrees of freedom. 

The anomaly distance (AD) metric is used to quantify how far the current operational 

state of a component from the normal state for a given attack scenario based on one or 

more measurement attributes. Our initial research results show that the mean shifts of the 

well-selected network attributes can be effectively used for attack detection. The 

normalized anomaly distance ADk with respect to an attribute MAk is defined as 

2]/))([(
kk MAMAkk tMAAD σµ−=      (3.6) 

Where, µ
kMA  and 2σ

kMA are the mean and variance under the normal operation condition 

corresponding to the measurement attribute k. ( )kMA t  is the current value of a network 

attribute k. 

A general definition of the Anomaly Distance (AD) metric with respect to a subgroup 

J of multiple correlated attributes can be defined using the statistic T2 distance as:                                    

))(())(( 1
JJJ MAJMA

T
MAJJ tMAtMAAD µµ −∑−= −     (3.7) 

Where, and  are the mean vector and variance matrix under the normal 

operation condition corresponding to the grouped attributes J. is the current 

measurement of attribute group J. 

JMAµ ∑
JMA

)(tMAJ
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3.3.3 Information Based Anomaly Analysis 

We have developed the Anomaly Distance (AD) metric based on Hotelling’s T2 

method as described in Section 3.4.3. We need notice that when using multivariate 

analysis method to calculate the anomaly distance (AD), the variance matrix has to be 

computed. As implied, this process includes the correlation computation of any pair of 

two features in the whole feature set. There are two concerns about the statistical 

multivariate analysis method. The first one is that all features are considered the same 

level of importance. In fact, they are not in most scenarios. Second, when the number of 

features is large, the calculation will cause bigger computational overhead and further 

burden to the monitoring and analysis modules. Hence, we developed a new efficient 

approach in quantify this anomaly distance metric. In this approach, we choose the 

measurement attributes based on the information theory in order to get the most 

important feature set that can help improve the prediction and accuracy of the desired 

data mining task i.e., detection of an abnormal behavior in a network service due to 

network attacks. After computing the optimal feature set, a linear classification function 

is trained by using genetic algorithm (GA) on the weights, which helps differentiate 

different subspaces (normal, dos, u2r, r2l, probe) where the monitored records belong to. 

The linear function represents the weight summation of discrete and/or discretized feature 

values. We have validated our approach using the DARPA KDD99 benchmark dataset 

and competitive results have been achieved. More information on feature selection 

algorithm, learning classification algorithm and the validation results can be found in 

Chapter 5. 
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3.4 System Architecture 

In conclusion, the online monitoring, anomaly analysis and self protection system 

architecture is shown in Figure 3.6. By deploying this system, the data source could be 

from a simulation platform or a real network test bed. The online monitoring engine 

collects connection related information at every predefined probe interval. These data is 

put into database where analysis engine will run on them to generation thresholds and 

weight coefficients for the linear classification functions. In doing that, the first task 

carried out by the analysis engine is to identify the most important features and feature 

subset via information theory and correlation analysis among the features. After that, the 

genetic algorithm is applied to train the linear functions that satisfy the user requirements 

(in terms of false alarm and detection rate). These functions will pass onto the self-

protection engine that will take actions on the abnormal traffic flows. The actions consist 

of filtering, dropping, denying, and prioritizing the traffic flows. During the running of 

the system, the analysis engine will adaptively learn from the newly obtained data 

including both normal and abnormal and report and new learnt linear functions and 

thresholds to the protection engine. The whole process consists of the following tasks. 
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Figure 3.6 Online Monitoring, Anomaly Analysis and Self Protection Architecture 

  

Task 1 at every T, the online monitor stores the collected network traffic records into 

the database. 

Task 2 the analysis engine runs the learning algorithm in training weight coefficients 

for the linear classification functions. 

Task 3 the learnt linear classification models are reported to the self-protection engine. 

Task 4 self-protection engine take appropriate actions on the newly incoming traffic 

flows. 
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In the subsequent chapters, we will describe in detail the impact analysis of network 

attacks in Chapter 4, the information theory based anomaly analysis in Chapter 5 and 

self-protection mechanism in Chapter 6. 
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CHAPTER 4 IMPACT ANALYSIS OF NETWORK ATTACKS 

4.1 Introduction 

The Internet has been growing at an amazing rate and concurrent with the growth, the 

vulnerability of the Internet is also increasing. Though the Internet has been designed to 

withstand various forms of failures, the intrusion tools and attacks are becoming 

increasingly sophisticated, exposing the Internet to new threats. To make networked 

systems reliable and robust it becomes highly essential to develop on-line monitoring, 

analysis, and quantification of the behavior of networks and applications under a wide 

range of faults/attacks by using vulnerability metrics. In this chapter, we present an 

agent-based architecture to analyze and quantify the impact of faults and/or attacks on 

networked systems. Our approach is based on deploying software agents on selected 

routers, clients and servers to continuously monitor the anomaly metrics that can be used 

to quantify the operational state of any network resource or component. Furthermore, our 

framework provides us with the means to quantify the impact of faults or attacks on the 

individual component and on the system as a whole. This analysis also helps us 

determine the most critical components in the network that can lead to massive network 

outage or performance degradation if they are attacked or compromised. 

4.2 Related Works 

According to a study on the structure of the worldwide network [Albert2000], the 

Internet's reliance on a few key nodes makes it vulnerable especially to organized attacks 

by hackers and terrorists. The progress made in the development of security systems, has 

been over-shadowed by the improvisation and sophistication of the attacking strategies 



59 

and methodologies. It has been shown that the average performance of the Internet would 

be reduced by a factor of two if 1% of the most connected nodes are disabled, the Internet 

infrastructure would become fragmented and unusable if 4% of them were shut down 

[Albert2000]. 

There has been a lot of analysis on the performance of networks, and methodologies 

have been developed to understand the congestion of the networks, but a methodology for 

the behavior analysis of the network under an attack and the impact of attacks on the 

network has not been dealt with. Moreover, most of the research and analysis of attacks 

has been concentrated on the server side but there has been no quantification of impact on 

the components in the network and the network as a whole.  

To our knowledge, there are not many other practical measures, and the ones that are 

indeed suggested are focused mainly on intrusions and vulnerabilities. There are several 

tools based on behavioral modeling, fault trees and test and failure models that provide 

host analysis by checking logs, versions of system software and by monitoring 

performance metrics [Dong1999, Sample2000]. In this section we will examine some of 

the existing approaches. Commonly accepted and used reliability or availability measures, 

such as Mean Time to Failure (MTTF) or probability of a successful mission etc., are not 

covered.  

(1) Security Computation Index [Soh1993]. This index is calculated by means of 

using Markov chains and its aim is to quantify the total security aspect of an intrusion-

tolerant system. However, the rationale for using Markov modeling is not discussed and 

the breaches are considered to be exponentially distributed, which in general is not true. 
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The concept of “intrusion coverage” is introduced to denote the effectiveness of the 

intrusion-detection mechanisms. However, higher intrusion coverage does not necessarily 

lead to a higher Security Computation Index, which defies the intuitive expectations of 

such an index.  

(2) Security Vulnerability Index [Alves1995]. It is derived by evaluating a number 

of factors from three areas. The factors are such that the presence (or absence) of them is 

likely to influence the overall vulnerability of the system. In this way, an SVI between 0 

and 1 is calculated. There are several problems with this approach. The main objection is 

that it may not be possible to make estimation of the influence of the initial factors. In 

general, neither all “physical vulnerabilities” nor all “unpatched OS bugs” are known, 

therefore cannot be estimated, let along quantified. The quantification of “potentially 

malevolent acts” seems even more difficult. Finally, it is not evident how an index of a 

certain level should be interpreted, and the authors end by merging the levels into four 

different classes: “low”, “moderate”, “high” and “extremely high”. It seems plausible that 

such a classification could more easily be attained by means of a purely subjective 

estimation of the system features.  

(3) Survivability Analysis of Network Specifications [Jha2000]: This approach 

presents a system architecture that injects fault and intrusion events into a given 

specification of a network and then visualizes the effects of the injected events in the 

form of scenario graphs. Using model checking, Bayesian analysis and probabilistic 

analysis, they provide a multi-faceted view of a network with respect to a desired service. 
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(4) Attack Trees [Schneier1999]: This approach determines which attacks are most 

feasible and therefore most likely in the environment. Vulnerability is quantified by 

mapping known attacks scenarios into trees. Attack trees assume that all vulnerability 

paths are known and can be defined as possible or impossible. This can change as new 

attacks are discovered, thereby rendering a previously impossible node suddenly possible. 

(5) A Graph-Based Network-Vulnerability Analysis System [Swiler1998]: This 

approach analyzes risks to a specific network asset, or examines the possible 

consequences following a successful attack. The analysis system requires as input a 

database of common attacks, broken into atomic steps, specific network configuration 

and topology information, and an attacker profile. Nodes identify a stage of attack, for 

example the class of machines the attacker has accessed and the user privilege level he or 

she has compromised.  

(6) Network Performance Measurement and Analysis [Dong1999]: Propose a 

methodology to build measurement infrastructure on enterprise servers. This does not 

take into account any attack scenarios. They just deal with a methodology to quantify 

server performance. 

All the above methods use offline analysis that is carried out after the attacks took 

place. These methods do not quantify the impact of the attacks with certainty. From 

network management perspective, it is critical to analyze faults/attacks during run time in 

order to be proactive in detecting and protecting against network attacks/faults. The 

attacks on the network considered by the above methods are software attacks, but there 

can be physical attacks as seen during September 11th, 2001. Our online monitoring and 
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analysis framework is general and can be used to analyze the system operational state and 

performance degradation for any given fault or attack scenario. Our approach does not 

depend on knowing the type of fault or attack; since the ultimate goal of any attack is to 

force a particular component (e.g., server, router, etc.) to operate in an unacceptable 

manner. Our metrics are designed to detect these events once they occur. In this chapter 

we present a framework to analyze network vulnerability in real time that can be used to 

discover attack points and characterize the behavior of critical components of the network 

under attacks or faults. By this framework we can quantify the impact of attacks/faults on 

network performance and services using agent based monitoring and analysis. 

4.3 Impact Analysis Approach 

The overall goal of our approach is to formulate a theoretical basis for constructing 

global metrics that can be used to analyze and proactively manage the impact and recover 

from complex network faults/attacks. Analogous to the biological systems that use 

ecological metrics such as temperature or blood pressure to quantify the health state of an 

organism [Parashar1994], we introduce a novel Anomaly Distance (AD) metric to 

quantify the network system states (e.g. normal, uncertain, and abnormal). The basic 

principle of using network vulnerability attribute is shown in Chapter 3, in which the 

network states are determined through online monitoring of whether the AD is over the 

normal operational thresholds. This provides the mathematical basis to proactively 

respond to faults/attacks in real time.  
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Figure 4.1 Agent Based Impact Analysis Framework on SSFNet 

 

Based on this methodology we have developed an agent based anomaly analysis 

framework on simulation platform SSFNet [SSFNet] as shown in Figure 4.1 that is used 

to achieve two goals. Firstly, identify critical resource points in the network system that 

their failures will severely impact the overall behavior of the system. Secondly, 

proactively configure the network system to provide qualify of service in case of 

attacks/faults.  

In this framework, agents calculate anomaly distance in real time. They also monitor 

and generate events whenever there are significant changes in the metrics. The entities 
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controlled by an agent to monitor a specific metric on-line are referred to as metric 

collectors. There are three types of agents, viz client agent, server agent and router agent. 

The agent communication layer is used to support data/control communications 

among agents. The main function of the agent communication layer is that it acts as a link 

for transmission of anomaly distance metrics between the agents.  

When an agent receives the anomaly distance metrics that are calculated by each 

agent in the network, the Analysis Engine (AE) statistically correlates the events obtained 

through the agent communication layer and based its own knowledge computes/updates 

component or system impact factor metrics. After that, it calls corresponding functions to 

send the updates to the agent communication layer for global analysis.  

The proactive recovery policy engine uses the anomaly distance metrics for various 

network components to set policies into agents through the reconfiguration layer. This 

dynamic reconfiguration of the network resources minimizes the impact of network 

attacks and/or faults. 

4.4 Component and System Impact Analysis 

The impact in a network can be defined at two different levels viz., the component 

level and the system level.  

4.4.1 Component Impact Factor (CIF) 

The CIF characterizes and quantifies the impact of the attack or fault on a single 

network component such as client, server, or router. For example, the CIF on a client for 

a given Fault Scenario (FSk) can be defined as the ratio between the decrease in data 
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transfer rate due to a fault scenario FSk (TRnorm -TRfault) and the maximum decrease in 

data transfer rate (TRnorm -TRmin) as shown in Equation (4.1). The maximum decrease is 

defined based on the reduction level required to make the component to operate in an 

unacceptable operational state (vulnerable state). 
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=     (4.1) 

Where, TRnorm is the transfer rate during the normal operation of the network; TRfault 

is the transfer rate due to a fault/attack scenario; TRmin is the minimal transfer rate 

threshold for users to operate in an acceptable operational state. For example, we assume 

that in the normal operation of the network, the client’s data transfer rate is 100Kbps and 

the TRmin is set to 5Kbps. If the client’s data transfer rate decreases beyond 5Kbps due to 

fault/attack, the client operational state is then considered to be unacceptable (vulnerable).  

Similarly, we can compute the CIF of a router for a given fault scenario or attack 

according to Equation (4.2). In this case, we use buffer utilization as the metric to 

quantify the impact of a given fault scenario on the router behavior. Other metrics can 

also be used such as the number of flows open or being processed, total number of flows, 

request processing rates, etc. 
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Where, Bnorm is the average buffer utilization in a normal scenario; Bfault is the buffer 

utilization during a fault/attack scenario. Bmax is the maximum buffer utilization that a 

router must use while operating in a normal state. 
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The CIF of a server can be computed based on the connection queue length as shown 

in Equation (4.3). 
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=     (4.3) 

Where, CQnorm is the connection queue length during the normal operation of the 

network; CQfault is the connection queue length during the fault/attack scenario; and 

CQmax is the maximum connection queue length that defines the normal server operation 

state. 

In Equations (4.1), (4.2) and (4.3), we used the data transfer rate, buffer utilization 

and connection queue length, to quantify the impact of a fault on a network component, 

respectively. Other metrics can be used to quantify the impact of faults. Furthermore, the 

thresholds used to define the boundary between normal and abnormal behavior can be 

dynamically adjusted to accurate characterize the operational state of any network 

component. 

4.4.2 System Impact Factor (SIF) 

This identifies the impact of the attacks/faults on a whole network or a sub network. 

For any given fault/attack, the SIF is obtained by evaluating the weighted impact factors 

of all the individual network components. That means, SIF can be evaluated by 

determining the percentage of the components that are operating in vulnerable states (i.e., 

their CIFs are larger than the acceptable threshold for normal operation) to the total 

number of components in the system. In Equations (4.4) and (4.5), we can compute the 

overall impact of a given fault/attack on clients and routers, respectively. 
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Where, d denotes the upper threshold to operate in normal conditions and the binary 

variable COS denotes the component operation state. The COS is equal to 1 when the 

client operates in an abnormal state (i.e. CIFi > d) and equal to 0 when it operates in a 

normal state (i.e. CIFi < d).  

4.5 Validation and Analysis of Simulation Results 

We have developed an instrumented simulation environment using the Scalable 

Simulation Framework Network (SSFNet) tool [SSF2002] to validate and demonstrate 

the significance of our approach in achieving online monitoring, analysis, fault/attack 

detection, and recovery. In this section, we focus on the first three issues. In Chapter 6, 

we demonstrate how these metrics can be used to achieve proactive recovery mechanisms. 

By using our instrumented simulation environment, we can inject fault/attack into the 

simulated network systems. When the simulation starts running, the VAEs continuously 

compute the CIF based on the vulnerability metrics monitored. These CIFs will be 

exchanged among agents through the agent communication layer. When the agent 

receives the CIF values it computes the overall system impact factor as shown in 

Equations (4.4) and (4.5). The network topology that we studied here consists of 6 client 

networks and 5 server networks as shown in Figure 4.2, and we assume that the 

bandwidth of each pair of nodes is 100Mbps. All the clients and servers in the network 
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are configured for simple file transfers using TCP/IP protocol. There are 243 clients and 

servers running TCP/IP protocol stack. The core backbone consists of 7 routers. OSPF is 

used as the routing protocol. 

 

 

 

Figure 4.2 Network Topology for Impact Analysis 

 

In what follows, we quantify the 1) impact of single router failure on the networks; 2) 

impact of multiple routers failures on the networks.  

The vulnerability metrics analyzed include the router buffer size and the client data 

transfer rate. A core router operates in an unacceptable state when the buffer size used 
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exceeds 50,000 bytes as shown in Figure 4.3 (a). Similarly, a client is considered to be 

operating in an unacceptable state when the data transfer rate drops below 70kbps as 

shown in Figure 4.4(a). In a similar manner, we use the component impact factor to 

characterize the operational state of a network component; if the CIF of a router is greater 

than 35% then this router is working in an abnormal state; if the CIF of a client is greater 

than 30% then the client is considered working in an abnormal state. 
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Figure 4.3 Component Impact Analyses on Router in Single Router Failure Scenario. 
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Figure 4.4 Component Impact Analyses on Clients in Single Router Failure Scenario. 
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4.5.1 Impact Analysis of Single Router Failure 

In this scenario we fail routers 1, 2, 3, 4, 5, and 7 separately. In the simulation, router 

4 failure occurs at 300 seconds. From Figure 4.3(a), we can see that the buffer size for 

interface 2 of router 3 increases drastically after the failure as shown in Figure 4.3(a); it 

reaches 250,000 bytes at 400 seconds of the simulation time. The same behavior is 

observed if we use the component impact factor. The CIF of router 3 is about 35% as 

shown in Figure 4.3(b). Figure 4.4(a) shows the impact of router 4 failure on the clients 

of network 0. The transfer rate of the client drops below 70Kbps and the CIF for a client 

in network 0 reaches beyond 30% after the failure occurs at 300 seconds of the 

simulation time as shown in Figure 4.4(b).  

The component impact factor metrics can be used to obtain global (system) impact 

metrics due to faults or attacks. For example, the failure of router 4 will have a significant 

impact on the core routers as quantified by the SIF for this failure scenario as shown in 

Figure 4.5; that means more than half of the core routers will operate in an abnormal 

operational state with respect to buffer utilization as discussed previously. Furthermore, 

we can quantify the impact of the studied failure on the overall client population as 

shown in Figure 4.6. For example, the overall impact on the entire system client can 

reach 25%. 
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Figure 4.5: SIF of Router in Single Failure Scenario 

 

4.5.2 Impact Analysis of Multiple Router Failures 

Our approach can also be used to analyze the impact of multiple failures on the 

overall system behavior and also can be used to identify critical resources and 

vulnerabilities. To explain this type of analysis, we fail a pair of routers to study the 

impact of their failures on the network. We use the same thresholds as in the previous 

simulations. The routers are failed at 300 seconds of simulation time and the total 

simulation time is set to 700 seconds. 
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Figure 4.6: SIF for clients in Single Failure Scenario 

 

When router 4 and router 5 fail simultaneously, the traffic that was flowing through 

these routers will be re-routed to router 3, thus increase its load. Router 3, router 7 and 

router 2 are impacted by the failure of routers 4 and 5. Since the entire traffic for the 

clients now flows through router 3, we can see that will lead to congestion and thus 

impact their performance severely. For this fault scenario, 70% of the core routers are 

operating in abnormal state and 82% of the clients are operating in abnormal state as 

shown in Figures 4.7 and 4.8, respectively. 

 



73 

Core Routers  SIF

0
10
20
30
40
50
60
70
80

0 200 400 600 800

Time

SI
F 

%

 Networkcorerout SIF

 

Figure 4.7: SIF of Core Router in Multiple Failures Scenario 
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Figure 4.8: SIF of clients in Multiple Failures Scenario 

 

With single and multiple router failures we can determine the most critical routers in 

the network. The criticality of the routers can be evaluated based on their impact on the 
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routers and clients as quantified by SIF. From Table 4.1 we found that router 4 is the 

most critical router. The failure of router 4 affects more than 54% of the routers in the 

core network and 31% of the clients in the network. The impact on the clients is less 

severe than the impact on the core routers because as shown from the network topology 

in Figure 4.2, when router 4 failed, the traffic from client networks can still be re-routed 

through other routers (via router 2) to the servers.  

 

Table 4.1: Criticality of Core Routers 

82.79442.87Router 3&5
84.582427.24Router 2&4
82.41771.4285Router 4&5

Multiple Routers Failure Scenario
28.0631923.2142Router 3

31.79928.21429Router 7
34.07954.28571Router 4

38.4340717.857Router 1
38.9285741.428Router 5
47.6262327.1428Router 2

Single Router Failure Scenario
Total Clients SIF (%)Core Routers SIF  (%)Failure Point(s)

82.79442.87Router 3&5
84.582427.24Router 2&4
82.41771.4285Router 4&5

Multiple Routers Failure Scenario
28.0631923.2142Router 3

31.79928.21429Router 7
34.07954.28571Router 4

38.4340717.857Router 1
38.9285741.428Router 5
47.6262327.1428Router 2

Single Router Failure Scenario
Total Clients SIF (%)Core Routers SIF  (%)Failure Point(s)

 

 

We can also see that the failure of router 2 affects more than 47% of the clients in the 

network as shown in Table 4.1. This is because the failure of router 2 will make the 

clients from networks 3 and 4 isolated. Table 4.1 also shows that the failure of router 4 
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and 5 simultaneously has the maximum impact because their impact on the core router is 

71% and their impact on the clients is 82%. 

4.6 Summary 

In this chapter, we presented a framework for on-line monitoring and analysis of 

network centric systems and services under various faults/attack scenarios. We have 

developed metrics – Component Impact Factor and System Impact Factor to quantify the 

impact of faults/attacks on performance of different network components as well as the 

whole system. We have shown how the two metrics can be evaluated on-line using 

software agents. This work will give an instructive and quantitative view of the network 

system under attacks or experiencing with faults.  
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CHAPTER 5 INFORMATION THEORY BASED ANOMALY ANALYSIS 

5.1 Introduction 

The quality of the data being analyzed is a critical factor that affects the accuracy of 

data mining algorithms. There are two important aspects of the data quality, one is 

relevance, and the other is data redundancy. The inclusion of irrelevant and redundant 

features in the data mining [Fayyad1996b] model results in poor predictions and high 

computational overhead. Feature selection in knowledge and data mining field is the 

process of identifying and removing as much of the irrelevant and redundant information 

as possible. Regardless of whether a machine learning algorithm attempts to select 

features itself or ignores the issue, feature selection prior to learning can be beneficial. 

Reducing the dimensionality of the data reduces the size of the hypothesis space and 

allows algorithms to operate faster. In some cases accuracy on future classification can be 

improved; in others, the result needs to be more compact and can be interpreted easily. 

Feature selection has been a fertile field of research and development since 1970’s in 

statistical pattern recognition [Wyse1980, Ben-Bassat1982, Siedlecki1988, Jain1997], 

machine learning and data mining [Blum1997, Dash1997, Dy2000, Kim2000, Das2001, 

Mitra2002]. 

Siedlecki and Sklansky [SieDlecki1988], Dash and Liu [Dash1997], Blum and 

Langley [Blum1997], and Hall et al. [Hall2002] presented good surveys of the research 

on feature selection. Siedlecki and Sklansky discussed the evolution of feature selection 

algorithms and grouped the algorithms into past, present, and future categories. They 

focused on Branch and Bound algorithm [Narendra1977]. Dash and Liu categorize 
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different feature selection algorithms (belonging to either filter models or wrapper 

models) into two major steps: generation procedure and evaluation function [Dash1997]. 

Blum and Langley’s survey added topic of selecting relevant instances in machine 

learning in addition to describing general feature selection algorithms.  

This chapter is organized as follows. Next section briefly reviews feature selection 

procedures – subset generation and its evaluation. In Section 5.3, we present the new 

decision dependent correlation analysis measure and how to use it to quantify the 

dependency among features with respect to a particular decision task. Section 5.4 outlines 

the experimental methodology that was used to validate our approach. Feature irrelevance 

and redundancy removal algorithm is also presented in this section. Section 5.5 presents 

the experimental results and compares our results with other methods. The last section 

summarizes and points our future research direction.  

5.2 General Feature Selection Procedures 

In this section, we present the two major steps of feature selection procedures: subset 

generation and evaluation function.  

5.2.1 Subset Generation 

In essence, many feature selection methods model the task of subset generation as a 

search problem, where each state in the search space specifies a distinct subset of the 

possible features. The goal of this search process is to choose a minimum subset of M 

features from the original set of N features (M<N) according to a certain evaluation 

criterion so that the feature space can be optimally reduced. As the dimensionality of a 
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domain expands, the number of feature N increases. Finding the best feature subset if 

usually intractable [Kohavi&John1997] and many problems related to feature selection 

have been shown to be NP-hard [Blum1992].  

Subset generation is a search procedure. Basically, it generates subsets of features for 

evaluation. In this process, complete, heuristic, and random are different approaches for 

space searching [Liu1998]. Complete search guarantees that if there is an optimal 

solution for the problem it will be found and it doesn’t necessarily mean that the search 

must be exhaustive (i.e., to evaluate all the 2N subnet). More discussion about complete 

search can be found in [Narendra1977]. In a random search, there is no deterministic rule 

applied to acquire the current subset from the previous one [Zilberstein1996]. The typical 

algorithm is used in random search is anytime algorithm, which can generate currently 

best subset constantly and keep improving the quality of selected subset as time goes by. 

The searching space is exponential in the number of features. For example, let N denote 

the number of features in the original data set, then the total number of candidate subsets 

is 2N, which makes exhaustive search through the feature space infeasible with even 

moderate N. For both complete and random search, the complexity is O(2N). On the other 

hand, the heuristic search space is only quadratic in terms of the number of features. We 

will discuss in detail about heuristic search in the next section. Hence, it is necessary to 

use heuristic search procedure for even medium number of features.  

5.2.2 Heuristic Search Strategy 

The basic idea of heuristic search, as the name suggests, is that heuristics are 

employed in the search to avoid trying all possible search paths. Usually the search will 
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try and focus on paths that seem to be getting nearer goal state through guess. Of course, 

the guess can't be sure that it is really near goal state - it could be that the search has to 

take some amazingly complicated and circuitous sequence of steps to reach goal state.  

To use heuristic search, an evaluation function is needed to score a state in the search 

space according to how close it seems to be to the target/goal state. This will just be a 

guess, but it should still be useful in the search. There are different heuristic search 

algorithms, of which five will be gone through here: hill climbing, best first search and 

A*, simulated annealing, and Genetic Algorithm.  

5.2.2.1 Greedy Hill Climbing 

Searching the space of feature subsets within reasonable time constraints is necessary 

if a feature selection algorithm is to operate on data with a large number of features. One 

simple search strategy, called greedy hill climbing, considers local changes to the current 

feature subset. Often, a local change is simply the addition or deletion of a single feature 

from the subset. When the algorithm considers only additions to the feature subset it is 

also known as forward selection; considering only deletions is also known as backward 

elimination [Kittler1978, Miller1990]. An alternative approach, called stepwise bi-

directional search, uses both addition and deletion. Within each of these variations, the 

search algorithm may consider all possible local changes to the current subset and then 

select the best, or may simply choose the first change that improves the merit of the 

current feature subset. In either case, once a change is accepted, it is never reconsidered. 

Figure 5.1 shows the algorithm for greedy hill climbing search. 
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1. Let s be the initial state. 

2. WHILE (e(s) <threshold) 

/* expand current state s by search entire 

neighborhood by making all possible local change.*/ 

3. )(sS δ= . 

  /* evaluate each transition state from current 

state’s neighborhood. */ 

4. )(sti δ∈∀ , ))(max( itei ⇒∃ . 

5.  IF then)()( sete i ≥ its = . 

6. ELSE break; 

7. END WHILE 

8. Return s.

Figure 5.1 Greedy Hill Climbing Algorithm 

5.2.2.2 Best First Search 

Best first search [Rich1991] is an AI search strategy that allows backtracking along 

the search path. Like greedy hill climbing, best first moves through the search space by 

making local changes to the current feature subset. However, unlike hill climbing, if the 

path being explored begins to look less promising, the best first search can back-track to a 

more promising previous subset and continue the search from there. Given enough time, 

a best first search will explore the entire search space, so it is common to use a stopping 
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criterion. Normally this involves limiting the number of fully expanded subsets that result 

in no improvement. Figure 5.2 shows the best first search algorithm in detail. 

 

 

1. Put the start state s into OPEN list, empty the CLOSED list, 

and . sBEST ←

2. WHILE (OPEN is not empty) 

3.  Remove a node n at which evaluation result is the best from OPEN 

and add to CLOSED. 

4.  If , then )()( BESTene ≥ nBEST ← . 

5.  Expand n, generating all successors. 

6. FOR each successor  of n 'n

7.  Calculate e  )'(n

8.  if e meets termination condition, then exit. )'(n

9.  if 'n  was already in the OPEN or CLOSED list, compare the 

new value e  with the previously assigned value. If the new value is 

worse then discard the new generated node, otherwise, substitute the new 

node for the old one 

)'(n

Figure 5.2 Best First Algorithm 
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1. Put the start state s into OPEN list and attach to s the cost g(s) = 0, empty the 

CLOSED list, and . sBEST ←

2. WHILE (OPEN is not empty) 

3.  Remove a node n at which evaluation result is the best from OPEN and add to 

CLOSED. 

4.  If , then )()( BESTfnf ≥ nBEST ← . 

5.  Expand n, generating all successors. 

6. FOR each successor  of n 'n

7.  Calculate )'()',()()'()'()'( nhnncngnhngnf ++=+=  

8.  If meets termination condition, then exit. )'(nf

9.  If  was already in the OPEN or CLOSED list, direct its pointers along 

the path yielding the lowest and keep the lowest . 

'n

)'(ng )'(nf

10.  Add  to OPEN and attach the cost  to it. 'n )'(nf

11. End FOR 

12. End WHILE 

13. Return BEST. 

Figure 5.3 A* Algorithm 

5.2.2.3 A* search 

In its simplest form as described above, best first search is useful, but doesn't take 

into account the cost of the path so far when choosing which node to search from next. So, 

best first search doesn’t guarantee an optimal solution. There is a variant of best first 
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search known as A* which attempts to find a solution which minimizes the total length or 

cost of the solution path. It combines advantages of breadth first search, where the 

shortest path is found first, with advantages of best first search, where the node that we 

guess is closest to the solution is explored next.  

In the A* algorithm the score which is assigned to a node is a combination of the cost 

of the path so far and the estimated cost to solution. This is normally expressed as an 

evaluation function f, which involves the sum of the values returned by two functions g 

and h, g returning the cost of the path (from initial state) to the node in question, and h 

(heuristic function) returning an estimate of the remaining cost to the goal state:  

f(x) = g(x) + h(x) 

The A* algorithm then looks the same as the simple best first algorithm, but we use 

this slightly more complex evaluation function. (Our best node now will be the one with 

the lowest cost/score). In fact, the A* algorithm guarantees to find the shortest path first. 

However, to make this true we have to ensure admissible heuristics. Let  be the true 

minimal cost to the goal state from n, then the heuristic function h is admissible heuristic 

if for all states n. An admissible heuristic is guaranteed never to 

)(* nh

)()( * nhnh ≤

overestimate the cost to the solution. 

5.2.2.4 Simulated Annealing 

Simulated annealing (SA) algorithm is based on statistical mechanics and it is a basic 

optimization technique for combinatorial (and other) problems [Metropolis1958, 

Pincus1970, Kirkpatrick1983]. SA's major advantage over hill climbing algorithm is an 
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ability to avoid becoming trapped at local minima. The algorithm employs a random 

search which not only accepts changes that decrease objective function f, but also some 

changes that increase it. The latter are accepted with a probability )/exp( Tfp ∆−= , 

where the increase in f and T is a control parameter, which by analogy with the 

original application is known as the system `temperature' irrespective of the objective 

function involved. Figure 5.4 shows the simulated annealing algorithm. 

f∆−

 

0. Determine the initial temperature T0, final temperature Tf and a rule for 

decreasing temperature. 

1. Assess initial solution s 

2. WHILE (not satisfy the termination condition) 

3 snew = create_new_solution( ). /* create a new solution in the state 

space.*/ 

  /* evaluate each transition state from current state’s neighborhood. */ 

4. Evaluation the new solution snew 

5.  IF e then s)()( sesnew ≥ news= . 

6. ELSE s  w/probability p news=

 /* adjust temperature, 0.1<∆ */ 

7.  kk TT ×∆=+1

8. END WHILE 

 

Figure 5.4 Simulated Annealing Algorithm 
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5.2.2.5 Genetic Algorithm 

 

1. Begin by randomly generating an initial population P. 

2. Loop 

3.  Calculate fitness for each member x belonging to P. 

4.  Select two population members x and y. 

5.  Apply crossover to x and y to produce new population 

members x0 and y0. 

6.  Apply mutation to x0 and y0. 

7.  Insert x0 and y0 into P’ (the next generation). 

8.  If reach the predefined the number of generations or other 

termination condition meets, then break. 

9. End Loop 

10. Return x with the highest fitness. 

 

Figure 5.5 Genetic Algorithm 

 

Genetic algorithms are adaptive search techniques based on the principles of natural 

selection in biology [Holand75]. They employ a population of competing solutions -

evolved over time - to converge to an optimal solution. Effectively, the solution space is 

searched in parallel, which helps in avoiding local optima. For feature selection, a 

solution is typically a fixed length binary string representing a feature subset—the value 
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of each position in the string represents the presence or absence of a particular feature. 

The algorithm is an iterative process where each successive generation is produced by 

applying genetic operators such as crossover and mutation to the members of the current 

generation. Mutation changes some of the values (thus adding or deleting features) in a 

subset randomly. Crossover combines different features from a pair of subsets into a new 

subset. The application of genetic operators to population members is determined by their 

fitness (how good a feature subset is with respect to an evaluation strategy). Better 

feature subsets have a greater chance of being selected to form a new subset through 

crossover or mutation. In this manner, good subsets are “evolved” over time. Figure 5.5 

shows a simple genetic search strategy. 

5.2.3 Evaluation Function 

Another important step in the feature selection is the evaluation function, which 

serves as the criterion in evaluating the relative merit of alternative feature subsets. Dash 

and Liu divide the evaluation function into five categories: distance, information, 

dependency, consistency, and classifier error rate [Dash1997]. While Hall et al. divide 

the feature selection methods into two categories, one is based on the evaluation of 

individual feature; the other is based on evaluation of feature subsets. Information gain 

attribute ranking and Relief/RelifF [Kira&Rendell1992; Kononenko1994] belong to the 

first category. Correlation-based Feature Selection (CFS), Consistency-based Feature 

Selection, and Wrapper Subset Selection fall into the second category.  

In this dissertation, we present a new approach that effectively removes irrelevant 

features from the ranked feature list based on the mutual information between each 
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feature and the decision variable. We obtain the ranked lists of features by using a simple 

forward selection hill climbing search starting with an empty set and evaluating each 

feature individually and forcing it to continue to the far side of the search space. 

Redundant features are removed through the pair wise decision dependent correlation 

analysis. The evaluation process of subset features is done in the abridged ranked lists of 

features after reducing irrelevant features.  

5.3 Feature Selection Techniques 

Feature selection techniques can be categorized according to a number of criteria. 

One popular categorization consists of “filter” and “wrapper” to quantify the worth of 

features [Ron1997; Das2001; Kohavis&John1997]. Filters use general characteristics of 

the training data to evaluate attributes and operate independently of any learning 

algorithm. Wrappers, on the other hand, evaluate attributes by using accuracy estimates 

provided by the actual target learning algorithm. Due to the fact that wrapper model is 

computationally expensive [Langley1994] the filter model is usually a good choice when 

the number of features becomes very large. 

Das et al. [Das2001; Ng1998; Xing2001] combined both models into a hybrid one to 

improve the performance of a particular learning algorithm. In this paper, we focus on the 

filter model and present a novel feature selection algorithm, which can effectively 

remove both irrelevant and redundant information. 

Evaluation of individual feature emphasizes the relevance of the feature to the final 

decision. There are two typical individual feature based evaluation approaches. The first 

one is information based feature ranking. In this approach, the mutual information 
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between decision and feature is used to evaluate the importance of the feature with 

respect to the decision under consideration. This method is independent of the underlying 

distribution and especially efficient when the data sets have a sheer dimensionality. The 

second type of algorithms rely on the relevance evaluation of features such as Relief 

which is an instance based feature ranking scheme introduced by Kira and Rendell 

[Kira&Rendell1992] and ReliefF which can handle multiple class data is enhanced by 

Kononenko [Kononenko1994] from Relief. The rationale of Relief and ReliefF is that a 

useful feature should differentiate between instances from different classes and have the 

same value for instances from the same class. Relief approach is based on randomly 

sampling a number (m) of instance from the training dataset and then locating each 

feature’s nearest neighbor from the same and opposite class. The values of the features of 

the nearest neighbors are compared to the sampled instance and used to update relevant 

scores for each feature.  

Although, feature selection techniques that focus only on relevance can reduce the 

number of features to be considered significantly, it could not help remove the redundant 

information existing among multiple features. Hall et al. [Hall2000], Kohavi & John 

[Kohavi&John1997] show that redundant features along with irrelevant features affect 

severely the accuracy of the learning algorithms. The reason is that if we do not consider 

the dependency among features, the feature selection algorithm will select multiple 

highly correlated features. Our results show that the linear summation of the individual 

mutual information values with respect to a particular decision will not linearly decrease 

the uncertainty in the decision because of the dependency that exists between features.  
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Subset searching algorithms search through candidate feature subsets guided by a 

certain evaluation measure, which captures the goodness of each subset. Some evaluation 

measures that have been effective in removing both irrelevance and redundancy include 

consistency measure [Dash2000; Almuallim1991; Liu1996] and correlation measure 

[Hall1999; Hall2000]. The consistency method looks for the minimum combinations of 

features that could divide the training data into subsets containing a strong single class 

majority. This separation is hoped to be as consistent as the whole set of features. 

Correlation based feature selection evaluates subsets of features rather than individual 

features. The ideal subsets should contain features that are highly correlated with the 

decision and have low-level inter-correlation with each other.  

5.4 Correlation Analysis Measure 

It has been shown that dependency measure or correlation measures qualify the 

accuracy of decision to predict the value of one variable [Dash1997]. The main 

shortcomings of classical linear correlations are the assumption of linear correlation 

between the features and the requirement that all features contain numerical values 

[Yu2003]. To overcome these shortcomings, several information theory based measures 

of association were introduced for the feature-class correlations and feature inter-

correlations such as the gain ratio [Quinlan1993] and information gain [Alani2002], the 

symmetrical uncertainty coefficient [Press et al., 1988], and several others based on the 

minimum description length principle [Kononenko1995]. Good results were acquired 

through using the gain ratio for feature-class correlations and symmetrical uncertainty for 

features inter-correlations [Battiti1994, Hall2000, Yu2003, Yu2004].  
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However, the symmetrical uncertainty measure is not accurate enough to quantify the 

dependency among features with respect to a given decision. A critical point was 

neglected that the correlation or redundancy between features is strongly related with the 

decision variable under consideration. In what follow, we will explain this property using 

a simple example.  

For example, let us consider the case where the decision set consists of two decision 

variables, H and cH that denote two complimentary decisions, with . Suppose 

now that if 

6.0)( =HP

H occurs, then both X and Y are likely to occur; that 

is , 98.0)|( =HXP .0)|( =HYP , and their independence requiring that 

. On the other hand, if 72.09.08.0)|( =⋅=∩ HYXP cH occurs, then both X and Y are 

unlikely, say . Again, independency requires 

that . It is easy to check that the X and Y are dependent. 

Indeed, ,  = 

+  = 

1.0)|(,2.0)|( == cc HYPHXP

02.01.02.0)|( =⋅=∩ cHYXP

56.04.02.06.08.0)()|()()|()( =⋅+⋅=+= cc HPHXPHPHXPXP )(YP

)()|( HPHYP )()|( cc HPHYP 58.04.01.06.09.0 =⋅+⋅ . On the other hand, 

= + =)( YXP ∩ )()|( HPHYXP ∩ )()|( cc HPHYXP ∩ 44.04.002.06.072.0 =⋅+⋅ , 

which is not equal to 3248.058.056.0)()( =⋅=YPXP . 

The above example demonstrates that the correlated two events could be independent 

with respect to decisions. On the other hand, it demonstrates that the symmetric 

uncertainty may provide false or incomplete information. Hence, to accurately quantify 

the dependency or correlation among features we need new metric. In the following 

section, we introduce information theory, which is the foundation to define our new 
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dependency analysis metric and how to deploy different concepts and theorems in our 

approach. 

5.4.1 Information theory 

Although the main motivation of information theory by Shannon was the engineering 

of noisy communication channels, its concepts have been applied to different fields, in 

particular, Kanaya and Nakagawa [Kanaya1991] considers the implications for statistical 

decision making, a field closely related to pattern recognition and classification. Fraser 

and Swinney [Fraser1986] use the mutual information to find the optimal time delay to 

construct a multidimensional phase portrait of a dynamical system, with implications for 

the prediction of temporal series. Linsker [Linsker1989] uses Information Theory to 

generate ordered maps. In Bridle’s training algorithm, the training criterion is based on 

the relative entropy (i.e., the likelihood of the targets given the networks outputs) 

[Bridle1990]. Krishnamurthy et al [Krishnamurthy] propose to use KL-distance to 

determine stationary in Internet measurement. In their approach, for a given window in 

the time series stream, an empirical probability distribution can be constructed from by 

binning the data items and normalizing the histogram information of the number of data 

items in each bin. Then the KL-distance can be computed according to the definition of 

relative entropy. 

In our approach, we use the information theory in the following aspects. First, build 

the new decision dependent correlation metric. Second, formularize the fitness function 

of the genetic algorithm. Third, being criteria for continuous variables discretization.  
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5.4.1.1 Entropy 

This section gives a brief description of information theory concepts that will be used 

in our approach. Entropy developed by Shannon [Shannon1948] is an important concept 

in information theory and communication theory. It measures the uncertainty (or impurity) 

of a collection of data items. According to [Cover1991], we have the following 

definitions that will be used as the basis of our approach in both feature selection and 

continuous variable discretization. 

Definition 5.1 For a discrete random variable X with probability mass 

function , its entropy denoted as H(X) is defined as . 

If X is a continuous random variable with probability density function , H(X) is 

defined as 

)(xp X ∑−=
x

XX xpxpXH )(log)()( 2

)(xf X

∫−=
x

XX dxxfxfXH )(log)()( 2      (5.1) 

Entropy usually can be used to quantify the amount of information required on the 

average to describe (encode) a random variable. The entropy we used in this dissertation 

is measured in bits.  

Definition 5.2 The joint entropy H(X,Y) of a pair of discrete variables X and Y with 

a joint distribution  is defined by ),( yxpXY

∑∑−=
x y

XYXY yxpyxpYXH ),(log),(),( 2    (5.2) 

Definition 5.3 The conditional entropy of X given Y is the entropy of the probability 

distribution p(x|y), that is,  
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∑−=
yx

YXXY yxpyxpYXH
,

|2 )|(log),()|(    (5.3) 

 where P(x, y) is the joint probability of x and y, P(x|y) is the conditional probability 

of x given y. 

Conditional entropy is the average uncertainty after knowing the random variable Y. 

In our work, we can use the conditional entropy to measure the uncertainty of the final 

decision given the feature vector Y. In general, the conditional entropy will be less than or 

equal to the initial entropy. It is equal if and only if one has independence between the 

decision and the features.  

Theorem 5.1: Properties of H(X) 

The entropies H(X) of a discrete random variable X that can obtain the values x1, ... , 

xn, and the joint entropy H(X,Y), obey the following properties 

1. Non-negativity  0)( ≥XH

2. Upper bound )log()( nXH ≤  

3. Chain rule: )|()(),( XYHXHYXH +=  

4. Conditioning reduces entropy )()|( XHYXH ≤  

5. H(p) is concave in p 

5.4.1.2 Relative entropy 

The entropy of a variable is a measure of the uncertainty in its distribution. The 

relative entropy is a measure of the statistical distance between two distributions. And it 
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is also known as the Kullback-Liebler distance (KL-distance) between appropriately 

defined probability distributions.  

Definition 5.4 The relative entropy or the Kullback Leibler distance between two 

probability mass function p(x) and q(x) is defined as 

]
)(
)([log

)(
)(log)()||(

xq
xpE

xq
xpxpqpD

Xx
== ∑

∈

   (5.4) 

The relative entropy is a measure of the distance between two distributions. In 

statistics, it is a measure of the inefficiency of assuming that the distribution is q when 

the true distribution is p.  

Theorem 5.2: Properties of  )||( qpD

0)||( ≥qpD with equality iff )()(, xqxpx =∀  

)||( qpD is convex with respect to the pair (p, q). 

5.4.1.3 Mutual Information 

Definition 5.5 (Mutual Information) The mutual information I(Y; X) is defined as 

follows [Cover1991]. 

),()()();( YXHXHYHXYI −+=     (5.5) 

Using the Bayes’s rule on conditional probabilities, Equation (5.5) can be written as 

)|()();( XYHYHXYI −=  

)|()();( YXHXHXYI −=      (5.6) 

From Equation (5.6), we can consider H(Y) to be the measure of the priori 

uncertainty of the r.v. Y.  measures the conditional a posteriori uncertainty of Y )|( XYH
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after X is observed. The mutual information measures how much the uncertainty 

of Y is reduced if X has been observed. It can be easily shown that if X and Y are 

independent, then

);( XYI

)()|( YHXYH = and )()|( XHYXH = . Consequently their mutual 

information is zero. In general, the uncertainty in the combined events (X, Y) is less than 

the sum of the individual uncertainties H(X) and H(Y). The combined uncertainty is 

reduced because of the information that one variable provides about the other one.  

We show through an example how to calculate the entropy and mutual information to 

identify the important features for building anomaly detection model. Feature 

protocol_type (X) consists of three values: ICMP, TCP and UDP. The statistical analysis 

of the three metrics and the probabilities of normal and abnormal are shown in Table 5.1. 

There are 97277 normal records and 396744 abnormal ones. Let Y denote the status of 

the record whether it is a normal or an attack record. According to the definition of 

entropy in Equation (5.1), the self-entropy of variable Y is  

7157.0
8031.0log80311.01959.0log1959.0

)
494021
396744(log

494021
396744)

494021
97277(log

494021
97277

)(log)()(

22

22

2

=
−−=

−−=

−= ∑
y

yPyPYH

 

According to Equation (5.6), we can obtain the mutual information between the final 

decision (whether a record is normal or abnormal denoted by Y) and feature 

protocol_type as 
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3041.0
4166.07157.0

)|()(
);(

=
−=
−= XYHYH

XYI

 

That means the uncertainty of the decision variable could be reduced by 0.3041 when 

protocol_type feature is used. 

 

Table 5.1. Feature Protocol_Type Information 

 

0.05780.94220.04120357UDP

0.59590.40410.385190065TCP

0.99550.00450.574283602ICMP

PabnormalPnormalP(X)Instance numberX

0.05780.94220.04120357UDP

0.59590.40410.385190065TCP

0.99550.00450.574283602ICMP

PabnormalPnormalP(X)Instance numberX

 

 

During the development of classification models the “preprocessing” state, where an 

appropriate number of relevant features is extracted from the raw data, has a crucial 

impact both on the complexity of the learning phase and on the achievable generalization 

performance. While it is essential that the information contained in the input vector is 

sufficient to determine the output class, the presence of too many input features can 

burden the training process. From an application-oriented point of view, an excessive 

input dimensionality implies lengthened preprocessing and recognition times, even if the 

learning and recognition performance is satisfactory.  
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In this dissertation, we consider the use of the mutual information (MI for short) to 

evaluate the “information content” of each individual feature with regard to the output 

class.  

5.4.2 A New Dependency Analysis Metric 

Definition 5.6: Let Xi and Xj be two features. When there is no decision being 

considered with the features, we say the correlation between them is decision 

independent correlation (DIC). By using information theory, DIC is defined as the ratio 

between the mutual information and the uncertainty of the feature.  

)(
);(

),(
j

ji
jiX XH

XXI
XXDIC

j
=     (5.7) 

)(
);(

),(
i

ji
jiX XH

XXI
XXDIC

i
=     (5.8) 

Remark 5.1: 1),(0 ≤≤ ji XXDIC can be intuitively acquired. When 0),( =ji XXDIC , 

features Xi and Xj are uncorrelated. Scenario 1),( =ji XXDIC implies fully prediction 

between the features. 

Remark 5.2: this correlation measure can also be used to find the correlation between 

one feature and one class. 

 

Definition 5.7: Let Xi and Xj be two features. When there is a decision (Y) associated 

with the features, we say the correlation between them is decision dependent correlation 

(DDC). Let ( be an arbitrary probability space and let ) )P,,ΓΩ ( ) ( iiX ΓΩ→ΓΩ ,,:  for 
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{ nIi n ,...,2,1=∈ }be n random features. We define a correlation measure to quantify the 

information redundancy between and with respect to Y as follows. iX jX

)(
),;();();(

),(
YH

XXYIXYIXYI
XXQ jiji

jiY
−+

=    (5.9) 

 

Remark 5.3: DDC is symmetric that ),(),( ijYjiY XXQXXQ = . 

Proof: by noticing the symmetric property of the mutual information.  

 

We use the Venn diagrams in Figure 5.6 to illustrate the idea of decision independent 

correlation (DIC) and decision dependent correlation (DDC). In Figure 5.6(a), the 

correlation between Xi and Xj could be quantified as the ratio between the shade area (a) 

and each individual area of Xi or Xj, which is generally the percentage of information with 

respect to its uncertainty acquired by knowing the other variable. This measure is a good 

reference for feature-class inter-correlation. In Figure 5.6(b), Y and Z are decision 

variables. Xi and Xj are features. By using Shannon’s theoretic mutual information 

measure, we get baXYI i +=);( and cbXYI j +=);( . The mutual information between 

the decision Y and features Xi and Xj is cbaXXYI ji ++=∩ );(  which is obviously less 

than (=);();( ji XYIXYI + cba ++ 2 ). Consequently, choosing both features Xi and Xj may 

include some redundancy (b/H(Y) in amount) which could be quantified by the DDC 

measure . If we didn’t use the new correlation measure, the symmetric 

uncertainty will zoom in the correlation between features. In fact, suppose h is greater 

),( jiY XXQ
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than c, compare with feature Xj, feature Xk will be a good candidate when already chose 

feature Xi because cbaXXYIhbaXXYI jiki ++=∩>++=∩ );();( .  

 

 

 

b

a

c

Y

Xi

Xj

d

Z

e

f

Xi
Xja

(a) (b)

h

Xk

 

 

 

Figure 5.6 Illustrations Of Feature Correlations With Respect To Multiple Decisions 

In Venn Diagrams. (a) The decision independent correlation between two features Xi and 

Xj. (b) decision dependent correlation for two features Xi and Xj with respect to two 

decision variables Y and Z. 
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 Another important fact is not accounted for is that for decision Y, features Xi and Xj 

are highly correlated, but they are not correlated when we consider another decision 

variable Z as shown in Figure 5.6(b). This fact cannot be captured by using symmetric 

uncertainty that is constant and independent of the decision variable when given the two 

features. Our experimental results show that using the decision dependent correlation 

measure  in subset feature selection will significantly improve the accuracy 

of the decision variables.  

),( jiY XXQ

Theorem 5.3: Let ( )P,,ΓΩ , Xi, and as above. Then 

with equality if and only if X

),( jiY XXQ

0),( ≥jiY XXQ i, Xj are uncorrelated with respect to 

decision Y. 

 

Proof: The uncertainty for the decision variable Y is always positive that 

means . By definition, the mutual information between decision variable Y and 

features X

0)( >YH

i and Xj is given by 

)|;();()|;();(),;( jijijiji XXYIXYIXXYIXYIXXYI +=+=   (5.10) 

Using conditional mutual information, we can write the following inequality 

);()|;( jij XYIXXYI ≤         (5.11) 

Now, 

),;();();( jiji XXYIXYIXYI −+  

( )( )),;(2);(2);(22
1

jiji XXYIXYIXYI −+=  

Apply Equation (5.10) twice on , we get ),;( ji XXYI
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( )( ))|;()|;();();();(2);(22
1

ijjijiji XXYIXXYIXYIXYIXYIXYI −−−−+=

( )( ))|;();()|;();(2
1

ijjjii XXYIXYIXXYIXYI −+−=    (5.12) 

From Equation (5.11), we know Equation (5.12) is nonnegative. 

  So, we get 0
)(

),;();();(
),( ≥

−+
=

YH
XXYIXYIXYI

XXQ jiji
jiY . 

The equality of )|;();( jii XXYIXYI = implies that are uncorrelated with 

respect to the decision variable Y. 

ji XX ,

 

Remark 5.4: When features Xi and Xj are fully correlated and they contribute 100% 

information in determine decision Y, the decision dependent correlation will be equal to 1 

( 1), which means that the features X),( =jiY XXQ i and Xj are completely correlated with 

respect to decision Y.  

 

Definition 5.8: Let ( ) , , as above. Let S denote a features subset 

with index set and . We define the new subset evaluation 

measure e(S) in Equation (5.13). 

P,,ΓΩ ),( jiY XXQ nI

{ }mm oooI ,...,, 21= nm II ⊆

∑
∑

∈≠∀

∈∀ −=
m

m

Ijijiji
jiY

Ij
j

XXQ
YH

XYI
Se

,,
),(

)(

);(
)(     (5.13) 

This evaluation heuristic, intuitively, specifies a subset in which the mutual 

information of individual features with respect to the decision functions as award for the 

merit of this subset while the decision dependent correlation (DDC) between features is 

regarded as the penalty. So, the bigger value of this metric e(S), the better the feature 

subset in making decision. 
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Remark 5.5: If the dependency among three or more features can be ignored 

then . Otherwise, the existing dependency among three or more features makes 

the in some cases. 

1)( ≤Se

1)( >Se

 

Feature Selection Algorithm (FSA) 

1. Calculates the mutual information between the feature Xi and decision Y, I(Y; 

Xi). 

2. Generating relevant features set R  by comparing the mutual 

information  if );( iXYI 1);( δ≥iXYI then { }iXRR +← . 

3. Creates working set W by copying . R

4. Creates goal set G = null. 

5. While e  do 2)( δ<G

6. if W then break. null=

k ∈

nmnmYnkY ∈∀∈≠∀≤ ,,,),(),(

7. choose X that subjects to W

8.  (a)  WXklXYIXYI llk ∈≠∀≥ ,);();(

9.  (b)Q  GXnWXkmXXQXX

10.  remove from the working set kX { }kXWW −←  and put into the 

target set  

kX

{ }kXGG +←

Figure 5.7 Feature Selection Algorithm 
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5.5 Experimental Methodology 

5.5.1 Feature Selection Algorithm (FSA) 

The algorithm is based on the decision dependent correlation (DDC) measure 

discussed in the previous section. The goal of the feature selection algorithm is to select 

the minimum set of features that are strongly related to the desired decision variable and 

has the least redundancy among them.  

The algorithm shown in Figure 5.7 consists of two functional modules. The first one 

is focusing on removing irrelevance. We use a user-defined threshold 1δ  to determine 

which feature is relevant to the final decision (lines 1 and 2). In this part of the algorithm, 

irrelevant features are removed from the original feature set. The second part focuses on 

eliminating redundancy from the features to be selected (line 3). We quantify a final state 

criterion as the distance of subset evaluation metric e(S) from the user defined threshold 

2δ (line 5). For each pass, the feature Xk is chosen which satisfies two conditions 

simultaneously. The first one is that feature Xk should be the most relevant one compared 

with the rest of features in the working set (line 8). The second one is that feature Xk 

should have the least correlation with all the features in goal set G when compared with 

the other features in the working set W (line 9). We use the DARPA KDD benchmark 

dataset in validating our approach. 
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5.5.1.1 Problem Solving and Optimal Solution 

5

6

1

2

3

4

  

 

Figure 5.8 Illustration of the Feature Selection Algorithm 

 

Define a complete graph ),( EVG = , where ,...}3,2,1{=V is the set of vertex using to 

denote different features and }),1,(),,(),3,1(),2,1{( KK += iijiE is the set of edges 

connecting feature pair. Let index set { }NI N K,2,1= . Given a set of N 

features{ , , the question is to choose a minimum set of the features 

with the goal of gaining maximum information for the final decision. So we can 

introduce the award-penalty mechanism in formulating the question. If i

}KK ,,, 21 ifff NIi∈

th feature is 

selected, I can get reward Hi. Choosing more than two features will cause penalty. Let Qij 

denote the penalty generated by choosing both ith and jth features. Let xi be the decision 

variable. Its value is 1 if the ith feature is selected, otherwise it is 0. For example, in 
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Figure 5.8, we show a six vertex graph. If features 1 and 5 are selected, we have gained 

H1 + H5 - Q15. If features 3, 4, and 6 are chosen, we gain H3 + H4 + H6 - Q34 - Q36 - Q46. 

We want to solve this problem to achieve a constant gain 2δ  specified according to the 

user requirement. 

The original question Pold thus can be formulated as the follow nonlinear integer 

programming (NLIP) problem. 

Pold: minimize       (Old) ∑
∈ mIi

ix

Subject to: bxxQxH
m mm Ii Iij

jiij
Ii

ii ≥∑ ∑−∑
∈ ∈∈

, Nm II ∈    (5.14) 

        { }1,0∈ix , NIi∈∀       (5.15) 

Since the term of xixj, the above question is a nonlinear programming question. The 

linearization of the original problem can be done through the introducing new variable wij. 

Let wij to denote the nonlinear term xixj.  The new formulation Pnew can be used to help 

solve the original problem Pold.  

Pnew: minimize       (New) ∑
∈ mIi

ix

Subject to: bwQxH
m mm Ii Iij

ijij
Ii

ii ≥∑ ∑−∑
∈ ∈∈

, Nm II ∈    (5.16) 

iij xw ≤        (5.17) 

jij xw ≤        (5.18) 

1−+≥ jiij xxw       (5.19) 

0≥ijw        (5.20) 
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{ }1,0∈ix , NIi∈∀       (5.21) 

The new constraints (5.17) to (5.19) guarantee the satisfaction of . The 

correctness can be easily verified. For example, when x

jiij xxw =

i = 1 and xj = 1, by constraints 

(5.17) and (5.18), . By constraint (5.19), we have . In conclusion, we 

have . Using the same verification method, we can check other combinations of x

1≤ijw 1≥ijw

1=ijw i 

and xj. The new formulation of the problem has linear objective function and linear 

constraints, so it is a linear programming question. This question can be solved with time 

complexity of O(n), where n is the number of vertexes. Lindo 7.0 [Lindo2004] was used 

to solve the above problem. 

5.5.1.2 Algorithm Performance Analysis 

As we can see from Figure 5.7, the main computational part of the algorithm involves 

computing the mutual information values for and , which has linear 

complexity O(N) in term of the number of instances (N) in the training data set. The 

complexity of the algorithm that deals with determining the relevant features is of order 

O(M) where M denotes the number of features (refer to Section 5.5.1.1); that is the 

algorithm has linear complexity to determine the feature set from the relevant ones 

(assuming all features are selected first as relevant ones). In summary, our method 

approximates relevance and redundancy among features by selecting a minimal set of 

features that meets the user specified threshold

),( jiY XXQ )(⋅e

2δ . 
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5.5.2 Learning Classification Functions 

A classification model can be considered as a system that reduces the initial 

uncertainty, to be defined precisely later, by “consuming” the information contained in 

the input vector. In the ideal case the final uncertainty will be zero (i.e., the classification 

will be certain), in the actual application the final uncertainty can still exist for at least 

two different reasons, insufficient input information or suboptimal operation. In the 

second case the available information can be sufficient to resolve all ambiguities but the 

insufficient training method wastes some of it. Shannon’s information theory provides a 

suitable formalism for quantifying the above concepts.  

5.5.2.1 Classification 

Classification [Mitchell1997; Han2000] in the data mining literacy is the task of 

assigning database records to one out of a pre-defined set of target classes. Anomaly 

analysis can be thought of as a classification problem that each network traffic record can 

be classified into one of possible operational states, normal or a particular kind of attacks 

as defined in Section 3.2. The difficulty is that the target classes are not explicitly given 

in the database records, but must be derived from the available attribute values. In 

practice, building classifiers (models) is far more difficult than using them. Moreover, 

building a classifier generally means “learning” it from the training data set that it can 

predict the class labels of future, previously unknown database records [Mitchell1997].  

Clearly, such a classifier can be used to solve the initial task, namely, to classify the 

records. The accuracy of the classification model depends directly on the set of features 
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chosen from all of the features presented in the data set and the quality of the training 

data set. Theoretically, the classification model partition the whole data space into 

different subset, i.e., each associated with a target category. Obviously, choosing the right 

set of features is a critical step during the classification model building. Our strategy is as 

follows. First, decision independent correlation metric is used to choose the most 

important features, and then based on the decision dependent correlation analysis to 

remove the redundancy and hence acquire the optimal feature set. We have discussed in 

greater detail on this process in Section 5.4.  

5.5.2.2 Genetic Algorithm based Learning Algorithm 

Given a feature set X
r

and a training dataset { D
r

}, machine learning approaches 

could be used to learn a classification function. There are many optimization methods 

that have been proposed in the literature [Miller1993; Peng1989]. In our system, we 

develop a learning algorithm based on genetic algorithm [Jong1975] to train the 

classification functions as shown in Figure 5.9.  

The feature discretization (line 1) is adopted to add the continuous features to the 

discrete features list so they can be both considered with respect to a decision variable. 

The discretization of the features will be processed according to a coding strategy. For 

the selected discrete feature, the nominal values will be mapped into values 1 to M, 

where M is the total number of nominal values. This mapping is done according to the 

frequency of the nominal values, i.e., the highest frequent nominal value will map to 1 

and the lowest frequent nominal value will be mapped into M. In this way, the weights 
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adjustment will be done in a finer granularity. For continuous features, we decompose the 

continuous range of values into several intervals where each interval has a finite set of 

values. In validating our approach, we use the DARPA KDD99 benchmark dataset where 

the decision variable aims at detecting the occurrence of network attacks and their types. 

The dataset consists of four types of network attacks such as Denial of Service (DoS), 

User to Root (U2R), Remote to Local (R2L), and Probe attacks.  
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Learning Classifier ( ) 

INPUT: Dataset , FeatureSetD
r

X
r

 

{* preprocessing the training data D
r

 according to feature set X
r

 which is generated 

through the Feature Selection Algorithm (FSA) *} 

1. ←*D
r

feature_discretization( D
r

, X
r

); 

{* initialize the coefficients for each feature in the classifier *} 

2. W ←
r

initialize_weights( X
r

); 

3. tXWH
rr

×← ; 

{* apply the classifier on each class of data, namely, dos, u2r, r2l, probe *} 

4. ←S
r

training_data ( *D
r

, H ); 

5. WHILE NOT ( 0*|| >− PDS
rrr

) 

6. ←newW
r

update_classiifer(W
r

);{* update the weights for classifiers *} 

7. tnewnew XWH
rr

×← ; 

         {* training the new classifier *} 

8. FOR each record iX
r

in D
r

and each class  jC

9.  IF )())(( jiji
new CXTXH ∈∧>

rr
 

10.   ;1.. += countScountS
jj CC

rr
 

11.  End IF 

12. End FOR 

13. End WHILE 

Figure 5.9 Learning the Classifiers for Multiple Features. 
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Classifiers can use different representations to store their classification knowledge. 

Two common knowledge representations are if-then rules and decision trees. If-then rules 

check record attributes in their if-parts and postulate class labels in their then-parts. A 

decision tree is a flow-chart-like tree structure, in which each node denotes a test on an 

attribute value, each branch represents an outcome of the test, and each leaf indicates a 

class label. The classifier ( H
r

) used in our algorithm has a linear function of weighted 

features, that is ∑ ⋅=
∀i

ii xwXf )(
r

. Where xi is the discretized value of selected ith feature 

and wi is the weight assigned to this feature. The classifier typically divided the multi-

dimensional feature space into different subspaces where each contains the majority of 

one category of data. During the initialization, the weights are generated randomly (lines 

2 and 3). In the training process, the weights are adjusted such that the accuracy of the 

detection rate satisfies certain requirement (lines 4 - 12). 

Stopping criterion (line 5) is a critical factor because it determines the accuracy of the 

detection rate of the algorithm. Strict stopping criteria will increase the computational 

overhead of the algorithm. Let P
r

 denote the detection satisfaction vector for all types of 

attacks. The users can determine these parameters and the desired detection rate for each 

type of network attacks based on their domain knowledge. We set the stopping criteria 

for DoS, U2R, R2L and Probe attack as { }%95%,80%,80%,95=P
r

, respectively. That means 

for U2R and R2L attacks, the desired detection rates are 80%, while the desired detection 

rate for the other types of attacks is equal to 95%.  
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5.6 Experimental Results on Large Data Sets 

5.6.1 DARPA Dataset 

We analyzed the benchmark KDD99 dataset [kdd99] used in the Third International 

Knowledge Discovery and Data Mining Tools Competition to validate our approach. 

Lincoln Labs set up an environment to acquire nine weeks of raw TCP dump data for a 

local-area network (LAN) simulating a typical U.S. Air Force LAN. A connection is a 

sequence of TCP packets starting and ending at some well defined times, between which 

data flows to and from a source IP address to a target IP address. Each connection is 

labeled as either normal, or as an attack, with exactly one specific attack type. It is 

important to note that the testing data is not from the same probability distribution as the 

training data. There are 494021 records in the training dataset and the number of records 

in the testing dataset is about five millions. The datasets contains a total of 22 different 

attack types. They fall into the following four main categories. 

DoS: denial-of-service. 

R2L: unauthorized access from a remote machine. 

U2R: unauthorized access to local root privileges. 

Probe: surveillance and other probing attacks. 

For each connection record, there are 41 features that are divided into discrete sets 

and continuous sets as shown in Tables 5.2 and 5.3, respectively. 

In the process of feature selection and linear model building, we evaluate three 

different feature filtering methods: 1) using discrete features only. 2) Using continuous 

and discrete features. 3) Using dependency among features in the selection. 
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Table 5.2 Discrete Features in DARPA Dataset 

1 if root shell is obtained; 0 otherwiseroot_shell
1 if ``su root'' command attempted; 0 otherwisesu_attempt

1 if the login is a ``guest''login; 0 otherwiseis_guest_login
1 if the login belongs to the ``hot'' list; 0 otherwiseis_hot_login
1 if successfully logged in; 0 otherwiselogged_in
1 if connection is from/to the same host/port; 0 otherwiseland
normal or error status of the connectionflag
network service on the destination, e.g., http, telnet, etc.service

Type of the protocol, e.g. tcp, udp, etc.protocol_type
DescriptionFeature

1 if root shell is obtained; 0 otherwiseroot_shell
1 if ``su root'' command attempted; 0 otherwisesu_attempt

1 if the login is a ``guest''login; 0 otherwiseis_guest_login
1 if the login belongs to the ``hot'' list; 0 otherwiseis_hot_login
1 if successfully logged in; 0 otherwiselogged_in
1 if connection is from/to the same host/port; 0 otherwiseland
normal or error status of the connectionflag
network service on the destination, e.g., http, telnet, etc.service

Type of the protocol, e.g. tcp, udp, etc.protocol_type
DescriptionFeature

 

5.6.2 Using Discrete Features 

The number of total records in the training dataset is 494021. We analyze all the nine 

discrete features from the original data set with respect to each category of attacks. Let 

variable Y represent the decision variable about the behavior of records (normal or attack) 

and let variable X represent a single discrete feature.  

We compute mutual information of discrete features with respect to the decision 

variable (to detect each type of attack) as shown in Tables 5.4 to 5.7. service, logged_in, 

protocol_type and flag are the four important features because they have the largest 

mutual information with respect to the decision variable. The other features are irrelevant 

in terms of their mutual information with respect to the decision variable. Hence, using 

the mutual information we can reduce the total 41 features to only the four features 

mentioned above. 
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Table 5.3 Continuous Features in DARPA Dataset 

 

Feature Description 

duration length (number of seconds) of the connection  
src_bytes number of data bytes from source to destination  
dst_bytes number of data bytes from destination to source  
wrong_fragment number of ``wrong'' fragments  
urgent number of urgent packets  
hot number of ``hot'' indicators 
num_failed_logins number of failed login attempts  
num_compromised number of ``compromised'' conditions  
num_root number of ``root'' accesses  
num_file_creations number of file creation operations  
num_shells number of shell prompts  
num_access_files number of operations on access control files  
num_outbound_cmds number of outbound commands in an ftp session  
count number of connections to the same host as the 

current connection in the past two seconds  
srv_count number of connections to the same service as the 

current connection in the past two seconds  
serror_rate % of connections that have ``SYN'' errors  
srv_serror_rate % of connections that have ``SYN'' errors  
rerror_rate % of connections that have ``REJ'' errors  
srv_rerror_rate % of connections that have ``REJ'' errors  
same_srv_rate % of connections to the same service  
diff_srv_rate % of connections to different services  
srv_diff_host_rate % of connections to different hosts  
dst_host_count 
dst_host_srv_count 
dst_host_same_srv_rate 
dst_host_diff_srv_rate 
dst_host_same_src_port_rate 
dst_host_srv_diff_host_rate 
dst_host_serror_rate 
dst_host_srv_serror_rate 

dst_host_rerror_rate 

dst_host_srv_rerror_rate 

The meaning of the following features with 
prefix “dst_host_” can be referred from those 
corresponding features. 
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Table 5.4. Discrete Features for DoS Attacks 

 

Feature (X) I(Y;X) I(Y;X)/H(Y) 
service 0.592719 0.823221 
logged_in 0.3931 0.545972 
protocol_type 0.311565 0.43273 
flag 0.062881 0.087335 
is_guest_login 0.00177 0.002459 
root_shell 0.00011 0.000153 
su_attempt 5.30E-05 7.30E-05 
land 6.00E-06 9.00E-06 
Is_hot_login 0 0 

 

 

Table 5.5. Discrete Features for Probe Attacks 

 

Feature (X) I(Y;X) I(Y;X)/H(Y) 
service 0.12433 0.508163 
flag 0.080654 0.329652 
logged_in 0.070113 0.286568 
protocol_type 0.038558 0.157593 
is_guest_login 0.000217 0.000887 
root_shell 1.40E-05 5.60E-05 
su_attempt 7.00E-06 3.00E-05 
land 2.00E-06 7.00E-06 
is_hot_login 0.0 0.0 
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Table 5.6. Discrete Features for U2R Attacks 

Feature (X) I(Y;X) I(Y;X)/H(Y) 
service 0.003222 0.481635 
root_shell 0.002505 0.37445 
flag 0.000115 0.017252 
protocol_type 7.30E-05 0.010963 
logged_in 5.20E-05 0.0078 
land 0.0 0.0 
su_attempt 0.0 0.0 
is_hot_login 0.0 0.0 
is_guest_login 0.0 0.0 

 

Table 5.7. Discrete Features for R2L Attacks 

Feature (X) I(Y;X) I(Y;X)/H(Y) 
service 0.050521 0.559618 
is_guest_login 0.014397 0.159472 
protocol_type 0.003878 0.042952 
flag 0.003324 0.036822 
Logged_in 0.002113 0.023404 
root_shell 0.000181 0.00201 
su_attempt 2.80E-05 0.000309 
land 0.0 0.0 
is_hot_login 0.0 0.0 

 

5.6.3 Using both Discrete and Continuous Features 

Usually, there are few distinct values for the discrete features, and therefore, it is 

straightforward to apply information theory. However, the continuous features have a 

wide range of distinct values. For example, the src_bytes feature has 3300 distinct values. 

It is obvious that different processing methods should be used to handle discrete and 

continuous features. For the discrete features, we assign a value to each nominal value. 

But for continuous features, it is not feasible to process each distinct value. There are two 
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concerns. The first one is the both overhead in memory and computation if we consider 

all possible values. The second one is regarding the accuracy of the learning algorithm. If 

the testing dataset has different distributions in the training dataset there will be some 

distinct values that do not appear from the training dataset. That will reduce the accuracy 

of the analysis. 

 
Feature_discretization (Feature f, TableInfo T) 

1.  generate_groups(f); ←v
r

2. ←D
r

compute_distribution( v
r ); 

3. calculate_MutualInformation(T,←I D
r

); 

4. WHILE NOT satisfy_stop_condition( I ) 

5.       {* keep the good group info *} 

6.       ←goodv
r keep_goodportion( v

r ); 

7.       {* improve the bad portion of the group *} 

8.       ←newv
r improve_badportion( goodvv

rr
, ); 

9.      ←newD
r

compute_distribution( v newgood v
rr

+ ); 

10.      calculate_MutualInformation(T,←I newD
r

); 

11. END 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 5.10 Algorithm for Continuous Features Processing 
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5.6.3.1 Continuous Features Discretization 

Given the training dataset, we can use a heuristic algorithm to group continuous 

feature value into continuous intervals. This grouping has gained nearly global optimal 

mutual information for this continuous feature. Suppose (vi, vi+1] is the ith interval 

threshold pair on the continuous feature X. So the distribution of the class of the interval i 

can be written as 

),,,( 21 iCijiii nnnnD KK
r

=  

Where, is the number of jCjnij ≤≤1, th class records occurring in the ith interval, C is 

the total number of the classes both in the training and testing dataset. , G is the 

number of intervals we used in the discretization of the continuous features. According to 

the information theory, we can calculate for the mutual information of the feature 

according to the distribution acquired after grouping the continuous feature values into 

intervals. The maximum mutual information on the other hand gives the optimal 

grouping. 

Gi ≤≤2

In our approach, we use an information theory based genetic algorithm 

(Feature_discretization) to find the interval boundaries for continuous features (see 

Figure 5.10). First, statistical information of the specified feature will be computed (lines 

1 – 3). Then, we adjust the boundaries of the grouping intervals in order to improve the 

mutual information until the stop criterion is met. (lines 4 – 10).  

In the DARPA KDD99 dataset there are 41 features for each connection record. 

Among them, there are 9 discrete features and 32 continuous features. Deploying the 
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continuous variable discretization algorithm on all the continuous features and calculate 

the mutual information of each feature with the final decision variable (e.g. DoS Attack), 

we list in Table 5.8 in a descending order 15 out of 32 continuous features which are 

important to reduce the uncertainty of the attack detection decision variable. Compared 

with Table 5.4, obviously we can conclude that the continuous feature count and 

dst_bytes contain more information in making the decision. The same conclusion can also 

be applied to the other categories of attacks (i.e., Probe, U2R, R2L). 

 

Table 5.8 Continuous Features for DoS Attacks 

0.1066880.076816dst_host_serror_rate

0.1121790.080769same_srv_rate

0.1138040.081939dst_host_srv_serror_rate

0.1180090.084967diff_srv_rate

0.1959590.14109dst_host_diff_srv_rate

0.2076380.149499dst_host_same_srv_rate

0.2293640.165142srv_diff_host_rate

0.2298230.165472dst_host_srv_count

0.3809370.274275dst_host_srv_diff_host_rate

0.4037280.290684src_bytes

0.4279630.308133dst_host_count

0.4704780.338744srv_count

0.5313080.382541dst_host_same_src_port_rate

0.7117190.512438dst_bytes

0.8994050.647571count

I(X;DOS) 
/ H(DOS)I(X; DOS)FEATURE X

0.1066880.076816dst_host_serror_rate

0.1121790.080769same_srv_rate

0.1138040.081939dst_host_srv_serror_rate

0.1180090.084967diff_srv_rate

0.1959590.14109dst_host_diff_srv_rate

0.2076380.149499dst_host_same_srv_rate

0.2293640.165142srv_diff_host_rate

0.2298230.165472dst_host_srv_count

0.3809370.274275dst_host_srv_diff_host_rate

0.4037280.290684src_bytes

0.4279630.308133dst_host_count

0.4704780.338744srv_count

0.5313080.382541dst_host_same_src_port_rate

0.7117190.512438dst_bytes

0.8994050.647571count

I(X;DOS) 
/ H(DOS)I(X; DOS)FEATURE X
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Table 5.9 Ranked Features for DoS Attacks. 

 

Feature (X) I(Y;X) I(Y;X)/H(Y) 
count 0.647806 0.89973 
service 0.592719 0.823221 
dst_bytes 0.512438 0.711719 
logged_in 0.3931 0.545972 
dst_host_same_src_port_rate 0.382395 0.531105 
srv_count 0.342056 0.475077 
protocol_type 0.311565 0.43273 
dst_host_count 0.308544 0.428534 
src_bytes 0.290684 0.403728 
dst_host_srv_diff_host_rate 0.274292 0.380961 
dst_host_srv_count 0.166219 0.23086 
srv_diff_host_rate 0.165165 0.229395 
dst_host_same_srv_rate 0.1542 0.214166 
dst_host_diff_srv_rate 0.14109 0.195959 
diff_srv_rate 0.085186 0.118314 
dst_host_srv_serror_rate 0.081944 0.113811 
same_srv_rate 0.081061 0.112585 
dst_host_serror_rate 0.076816 0.106688 
srv_serror_rate 0.067344 0.093534 
serror_rate 0.065211 0.090571 
flag 0.062881 0.087335 
duration 0.056804 0.078895 
dst_host_srv_rerror_rate 0.021825 0.030312 
dst_host_rerror_rate 0.011703 0.016255 
num_root 0.00272 0.003778 
srv_rerror_rate 0.00246 0.003417 
num_access_files 0.002119 0.002943 
is_guest_login 0.00177 0.002459 
num_file_creations 0.001111 0.001543 
rerror_rate 0.000519 0.000721 
root_shell 0.00011 0.000153 
su_attempt 5.30E-05 7.30E-05 
land 6.00E-06 9.00E-06 
is_hot_login 0.0 0.0 
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Table 5.10 Ranked Features for Probe Attacks. 

 

Feature (X) I(Y;X) I(Y;X)/H(Y) 
src_bytes 0.151038 0.617323 
service 0.12433 0.508163 
dst_host_diff_srv_rate 0.110129 0.45012 
dst_bytes 0.104222 0.425978 
rerror_rate 0.084091 0.343698 
count 0.083525 0.341383 
flag 0.080654 0.329652 
dst_host_srv_diff_host_rate 0.076797 0.313887 
same_srv_rate 0.076699 0.313486 
dst_host_srv_count 0.074625 0.305008 
dst_host_rerror_rate 0.072992 0.298334 
dst_host_same_srv_rate 0.072118 0.29476 
logged_in 0.070113 0.286568 
dst_host_srv_rerror_rate 0.065499 0.267709 
diff_srv_rate 0.061092 0.249697 
dst_host_same_src_port_rate 0.058674 0.239812 
serror_rate 0.05439 0.222304 
srv_rerror_rate 0.052311 0.213807 
dst_host_serror_rate 0.049045 0.200455 
dst_host_count 0.040966 0.167438 
protocol_type 0.038558 0.157593 
srv_count 0.023441 0.095809 
srv_diff_host_rate 0.021015 0.08589 
dst_host_srv_serror_rate 0.016493 0.067408 
srv_serror_rate 0.012949 0.052927 
duration 0.004701 0.019215 
num_root 0.000336 0.001375 
num_access_files 0.000307 0.001257 
is_guest_login 0.000217 0.000887 
num_file_creations 0.000137 0.000561 
root_shell 1.40E-05 5.60E-05 
su_attempt 7.00E-06 3.00E-05 
land 2.00E-06 7.00E-06 
is_hot_login 0.0 0.0 
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Table 5.11 Ranked Features for U2R Attacks. 

 

Feature (X) I(Y;X) I(Y;X)/H(Y) 
service 0.003222 0.481635 
root_shell 0.002505 0.37445 
dst_host_srv_count 0.001885 0.281805 
duration 0.001778 0.26578 
num_file_creations 0.001707 0.255163 
dst_host_count 0.001188 0.177618 
dst_host_same_src_port_rate 0.000898 0.134272 
srv_count 0.000759 0.113392 
dst_host_srv_diff_host_rate 0.000613 0.091564 
src_bytes 0.000578 0.086327 
count 0.000552 0.082535 
num_root 0.000543 0.081217 
dst_host_srv_rerror_rate 0.000441 0.065968 
dst_bytes 0.000372 0.055666 
srv_diff_host_rate 0.000326 0.048674 
same_srv_rate 0.000314 0.046994 
dst_host_rerror_rate 0.000256 0.038309 
dst_host_same_srv_rate 0.000249 0.037271 
rerror_rate 0.000173 0.025832 
serror_rate 0.000167 0.024988 
diff_srv_rate 0.000161 0.024066 
num_access_files 0.000123 0.018331 
dst_host_srv_serror_rate 0.000122 0.018293 
dst_host_serror_rate 0.000116 0.017322 
flag 0.000115 0.017252 
dst_host_diff_srv_rate 0.000104 0.01561 
protocol_type 7.30E-05 0.010963 
srv_serror_rate 5.40E-05 0.008137 
logged_in 5.20E-05 0.0078 
srv_rerror_rate 2.00E-05 0.00303 
land 0.0 0.0 
su_attempt 0.0 0.0 
is_hot_login 0.0 0.0 
is_guest_login 0.0 0.0 
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Table 5.12. Ranked Features for R2L Attacks. 

 

Feature (X) I(Y;X) I(Y;X)/H(Y) 
service 0.050521 0.559618 
dst_host_srv_count 0.029678 0.328744 
dst_host_same_src_port_rate 0.018565 0.205641 
dst_host_srv_diff_host_rate 0.016582 0.183676 
is_guest_login 0.014397 0.159472 
srv_count 0.013494 0.149472 
dst_bytes 0.01235 0.136806 
dst_host_count 0.011908 0.131907 
count 0.01183 0.131043 
src_bytes 0.007967 0.088246 
dst_host_same_srv_rate 0.005739 0.063572 
srv_diff_host_rate 0.005582 0.061828 
dst_host_diff_srv_rate 0.005095 0.056442 
dst_host_rerror_rate 0.004707 0.052136 
dst_host_srv_serror_rate 0.004631 0.051299 
duration 0.004336 0.048028 
dst_host_serror_rate 0.004052 0.044886 
protocol_type 0.003878 0.042952 
flag 0.003324 0.036822 
logged_in 0.002113 0.023404 
dst_host_srv_rerror_rate 0.001647 0.01824 
srv_serror_rate 0.000846 0.009368 
serror_rate 0.000552 0.00612 
diff_srv_rate 0.000319 0.003531 
same_srv_rate 0.000306 0.003385 
num_root 0.000253 0.002801 
srv_rerror_rate 0.000215 0.002385 
num_file_creations 0.000196 0.002168 
root_shell 0.000181 0.00201 
rerror_rate 0.000111 0.001233 
num_access_fileq 8.60E-05 0.000954 
su_attempt 2.80E-05 0.000309 
land 0.0 0.0 
is_hot_login 0.0 0.0 
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Deploying the same approach, we can identify the features that could be used to 

detect each category of attacks. Tables 5.9 to 5.12 show the importance of both discrete 

and continuous features in descending order for detecting each category of attacks. 

Furthermore, for different category of attacks, different features may have the best 

detection rate for a specific attack. For example, the features root_shell and 

num_file_creations provide barely information on DoS, Probe and R2L attack, but they 

are very important for the U2R attack.  

We have implemented a genetic algorithm to discretize the continuous variable values 

into intervals to maximize the mutual information between the continuous features and 

the decision variable.  

Features are ranked in descending order according to their relevance to the final 

decision. When set 08.0,09.0,31.0,4.0 1,21,21,1, ==== lrruprobedos δδδδ , features are chosen as 

shown in Tables 5.13 and 5.14 to reflect the removal of the irrelevant features. Without 

feature-feature correlation analysis, we were able to get good detection rates for DoS and 

Probe attacks as shown in Table 5.15. However, the results are not good for U2R and 

R2L attacks. Similarly, other algorithms failed to achieve good detection rates for these 

attacks. 

Results by sequentially choosing features in detecting U2R and R2L attacks are 

shown in Figure 5.11. We use alpha and beta to denote false alarm and false negative, 

respectively. For U2R attacks, sequentially choosing the first 9 features can gain a good 

detection rate (99.9%) with a false alarm of (2.4%). In other cases, the false alarm is 

around 6% and the detection rate is around 98%. For R2L attacks, the best case found 
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when using the first 8 features, which gave a detection rate of 91.66% with 7.609% false 

alarm. Using the first 7 features, the detection rate is around 98.05% and 15.93% false 

alarm. If the number of features is less than 5, the false alarm will be above 15%. 

 

Table 5.13. Ranked Features for DoS and Probe Attacks. 
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Table 5.14. Ranked features for U2R and R2L attacks 

0.088246src_bytes0.086327src_bytes

0.131043count0.091564dst_host_srv_diff_host_rate

0.131907dst_host_count0.113392srv_count

0.136806dst_bytes0.134272dst_host_same_src_port_rate

0.149472srv_count0.177618dst_host_count

0.159472is_guest_login0.255163num_file_creations

0.183676dst_host_srv_diff_host_rate0.26578duration

0.205641dst_host_same_src_port_rate0.281805dst_host_srv_count

0.328744dst_host_srv_count0.37445root_shell

0.559618service0.481635service

I(Y;X)/H(Y)FeatureI(Y;X)/H(Y)Feature

R2LU2R

0.088246src_bytes0.086327src_bytes

0.131043count0.091564dst_host_srv_diff_host_rate

0.131907dst_host_count0.113392srv_count

0.136806dst_bytes0.134272dst_host_same_src_port_rate

0.149472srv_count0.177618dst_host_count

0.159472is_guest_login0.255163num_file_creations

0.183676dst_host_srv_diff_host_rate0.26578duration

0.205641dst_host_same_src_port_rate0.281805dst_host_srv_count

0.328744dst_host_srv_count0.37445root_shell

0.559618service0.481635service

I(Y;X)/H(Y)FeatureI(Y;X)/H(Y)Feature

R2LU2R
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Table 5.15. Results comparison of different approaches 
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Learning Curve for U2R Attacks
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Figure 5.11. Learning Curves with Sequential Selection. (a) for DoS attacks, (b) for 

Probe Attacks, (c) for U2R attacks, and (d) for R2L attacks. 

5.6.4 Using Dependency among Features in the Selection  

We calculated the decision dependent correlation (DDC) among the features and 

obtained two correlation matrices for U2R and R2L attacks as shown in Tables 5.17 and 

5.18. Xi, i=1..10 is used to denote the ith features in Table 5.14, e.g., X6 in Table 5.16 is 
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feature dst_host_count, while in Table 5.17 it stands for feature srv_count. From Remark 

5.3, we know the correlation matrix is symmetric and because of that we only show the 

DDC in the upper triangle part of the matrix. 

By applying feature selection algorithm shown in Figure 5.7 the features chosen for 

U2R and R2L attacks with respect to different thresholds level are shown in Tables 5.18 

and 5.19 In Table 6, when set 99.02 =δ , features service (x1), dst_host_srv_count (x3), 

num_file_creations (x5), dst_host_count (x6), and dst_host_same_src_port_rate (x7) were 

selected from the autonomic feature selection algorithm. Training based on these features 

the learning algorithm gets the classifier for U2R attacks f(x1, x3, x5, x6, x7) = (-508)x1+ 

(499)x3 + (-908)x5 + 480x6 + (-90)x7. Applying this classifier on the testing dataset 

resulted in a detection rate of  92.5% with a 0.7587% false alarm. We also note that if we 

set 9.02 =δ the classifier based on feature set {x1, x3, x5, x6} can lead to a detection rate of 

96.2% with a1.43% false alarm. These results are significantly better than those obtained 

using the sequential feature selection approach. 

For R2L attacks detection, the feature selection algorithm yields a feature subset that 

consists of service (x1), dst_host_same_src_port_rate (x3), dst_host_srv_diff_host_rate 

(x4), and dst_host_count (x8). Using these features in detection R2L attacks, we get a 

91.13% detection rate with a 9.258% false alarm. When training on features service (x1) 

and dst_host_same_src_port_rate (x3), we obtained a detection rate of 92.47% with 

8.35% false alarm. The results are comparable to the optimal sequential selection of 8 

features. However, the small number of features will result in a much faster learning 
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process and it will reduce the overhead in collecting data when used in real network 

environment. 

Table 5.16 Correlation Matrix for U2R attacks 
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Table 5.17 Correlation Matrix for R2L attacks 
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Table 5.18 Different Feature Subsets And Their Prediction For U2r Attacks 

 

2,2ruδ

77.03%

80.55%
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94.05%

100.4% †

e(S)

90.06%0.067961{ x1, x3, x5}0.7

94.34%0.019583{ x1, x3, x6}0.8

91.47%0.01531{ x3, x4, x5, x6}0.85

96.23%0.01431{ x1, x3, x5, x6}0.9

92.55%0.007587{ x1, x3, x5, x6, x7}0.99

Detection RateFalse alarmSubset (S)
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92.55%0.007587{ x1, x3, x5, x6, x7}0.99

Detection RateFalse alarmSubset (S)

 

† - refer to Remark 5.5. 

 

Table 5.19 Different Feature Subsets And Their Prediction For R2l Attacks 
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Detection RateFalse alarmSubset (S)2,2 lrδ
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5.7 Summary 

In this chapter, an efficient algorithm for feature selection is proposed to remove the 

irrelevance and redundancy information during the data preparation period. Our 

validation results on DARPA KDD99 benchmark dataset show that the new decision 

dependent correlation measure and the subset evaluation heuristic metric e(S) 

can be used to select the near optimal feature subset with respect to a desired data mining 

task (e.g., detection of an abnormal behavior in a network service due to network attacks). 

Based on these features, the learning algorithm can be a better classifier when compared 

with the sequential selection strategy. Our approach takes into consideration not only the 

dependency among the features, but also their dependency with respect to a given data 

mining task. Our analysis shows that the correlation relationship among features depends 

on the decision task and thus they display different behaviors as you change the decision 

task. Our results show a significant improvement in the detection rates for the most 

difficult to detect attacks (e.g., U2R and R2L) when use the decision dependent 

correlation metric. For U2R attacks, our approach can achieve a 92.5% detection rate 

with false alarm of 0.7587%. For R2L attacks, our approach can achieve a 92.47% 

detection rate with false alarm of 8.35%. Nevertheless, R2L attacks detection results 

suggest some special recommendations. Due to the probable existence of 

interdependency among three or more features the learning algorithm may pick up some 

inaccuracy in its classification. 

),( jiY XXQ



132 

CHAPTER 6 SELF PROTECTION MECHANISM 

6.1 Introduction 

With increasing faults and attacks on the Internet infrastructure there is an impending 

need to provide automatic techniques to detect and mitigate the impact of attacks on 

network services. Denial of Service (DoS) attacks have been successful in denying 

legitimate traffic access to its required resources because existing routing protocols treat 

the attacking traffic equally as any normal traffic.  

To thwart network attacks and other security leaks, some security schemes have been 

proposed and deployed at the server level, such as software firewalls, anti-virus software, 

and intrusion detection systems. However, the frequent occurrence of Distributed Denial 

of Service (DDoS) attacks [Dittrich] and worm attacks [matrix2003, Cowley2003] make 

the protection at the server incapable to stop the propagation of the network attacks and 

reduce their impact on network operations and services. The vulnerability of Internet to 

network attacks roots in the best-effort model of the IP routers that provide no resource 

isolation among different IP flows and this makes it easy for the attacking traffic to hog 

network resources. Prioritizing packets routing based on their behaviors as normal and 

abnormal at IP routers is essential not only to provide Quality of Service (QoS) to end-

users, but also to counter network attacks as a powerful built-in protection mechanism.  

To provide better quality of service (QoS) for Internet applications, such as real-time 

traffic, and interactive multimedia applications, new architectural models have been 

proposed: Integrated Services (IntServ) architecture [Braden1994] and Differentiated 

Services (Diffserv) architecture [Blake1998]. The IntServ protocol carries out the 
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negotiation between the application and the network through the Resource Reservation 

Protocol (RSVP) [Mankin1997] which provides a signaling mechanism to reserve 

network resources along the path used to establish the communication between 

application and the network. By using the IntServ protocol, the application can maintain 

its QoS requirements (throughput, delay, jitter, burstness, etc.) as long as the application 

traffic remains within the application traffic load profile that was requested, The Diffserv 

maintains the QoS parameters for each packet rather than being for each flow/path. 

DiffServ supports three types of per-hop behaviors as specified in the DS field of the IP 

header: Expedited Forwarding (EF), Assured Forwarding (AF), and Best-Effort (BE). 

When the network is under one or more network attacks, the performance degradation 

is experienced not only in the victim resources that are being targeted by the attacks, but 

also all other network services However, during the network attacks, the standard QoS 

protocols cannot prohibit network attacks from consuming all available network 

resources. Therefore, it is essential to ensure the network survivability that we prioritize 

traffic based on their behaviors being normal or abnormal rather than using the QoS 

metrics.  

In this chapter, we propose Quality of Protection (QoP) framework that enables us to 

control and manage network resources and services based on their distance from the 

expected normal behaviors. An Anomaly Distance (AD) metric is introduced to quantify 

the operational states of any network device or a network flow into four states: normal, 

probable normal, probable abnormal and abnormal. In our approach, we use existing QoS 

protocols to provide differentiated network routing services. Our approach to classify 
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traffic is not based on QoS parameters but it is based on the newly introduced AD 

parameters. Based on the AD metric network traffic can be classified into normal, 

probable normal, probable abnormal (suspicious traffic), and abnormal (attacking traffic) 

categories. Using this AD metric in conjunction with any QoS routing protocol self-

protecting operations against a wide range of network attacks can be achieved. The 

abnormal flow class is given the lowest priority while the normal flow class receives the 

highest priority. By differentiating the flows based on their AD value, we can 

significantly reduce the impact of network attacks on legitimate network services as will 

be discussed later in the experimental result section. We demonstrate through several 

examples, how our approach can dynamically detect attacks, quantify their impact and 

how to reduce the impacts and recover from them. 

The remainder of this chapter is organized as follows; Section 6.2 discusses briefly 

flow based anomaly analysis methodology. Section 6.3 discusses the proactive recovery 

QoP framework and flow based anomaly analysis. Section 6.4 presents detailed 

simulation results in detecting and recovering from DDoS and Worm attacks. Section 6.5 

summarizes the paper and presents concluding remarks. 

6.2 Anomaly Analysis Methodologies 

Based on the anomaly analysis methodology in Chapter 3, we have developed a flow 

based anomaly analysis framework that has two objectives. Firstly, the flow AD is used 

to accurately characterize and quantify the impact of network attacks on various network 

components and the whole network system. The impact analysis identifies critical 

resources and vulnerabilities in the network [Hariri2003]. Secondly, building a self-
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protecting system to assign different priorities to network flows according to their ADs to 

proactively prevent a catastrophic collapse in the overall network services and 

consequently provide uninterrupted network services when the network is under attack. 

In our approach, we specifically do not restrict the flow to the TCP connection 

definition, i.e., SYN/FIN-based of a flow. Instead, we define a flow based on traffic 

satisfying specified temporal and spatial locality conditions, as observed at an internal 

point of the network, e.g., where flow agent/monitor sits. That is, a flow represents actual 

traffic activity from one or both of its transmission endpoints as perceived at a given 

network measurement point. A flow is active as long as observed packets that meet the 

flow specification arrive separated in time by less than a specified timeout value. Hence, 

we use the following attributes for the flow anomaly analysis: Packet Rate (PR) per 

destination, Aggregate Flow Rate (AFR) per destination, and Number of Unsuccessful 

Sessions (NUS), the definitions of these attributes are explained below:  

Definition 6.1 Packet Rate (PR) per destination is used to determine the current 

packet rate for a given destination IP address Dj as observed by a flow monitor and can 

be computed as in Equation 6.1.  

TtpkttDfPR
T
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ji ∑

=

=
2

)(),,(      (6.1) 

Where, pkt denotes the number of packets belonging to a flow fi and to a destination 

Dj within a given time interval T. 

Definition 6.2 Aggregate Flow Rate (AFR) per destination denotes the current packet 

rate as observed by a flow monitor within a router for all the flows (fk) that go through the 
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same input interface (Ii) and have the same destination IP address (Dj). This metric can be 

computed as in Equation 6.2. 

∑=
∀k

jkij tDfPRtIDAFR ),,(),,(      (6.2) 

Definition 6.3 Number of Unsuccessful Sessions (NUS) is the number of 

unsuccessful sessions for a destination Dj as observed by a flow monitor. It can be 

computed as in Equation 6.3. 

∑ −=
∀i

ij stDNUS )1(),(       (6.3) 

Where, si is a binary variable that is equal to 1 when the session is successful and 0 

when it is not. 

 6.3 Quality of Protection (QoP) Framework 

The proposed QoP online monitoring and self-protection mechanism consists of 

intrusion detection functionality and impact reduction. We focus on the development of 

anomaly metrics to quantify the behavior of network systems that can be used to detect 

abnormal operations caused by network attacks. Once this anomaly is detected, the 

corresponding traffic flows will be assigned different scheduling priorities based on their 

anomaly distance. In this way, the legitimate traffics will experience the least impact 

from the network attacks.  

Our approach complements the weakness in current QoS protocols that do not 

distinguish between normal and attacking traffic. This weakness is the true reason leading 

to denial of service to all other legitimate traffic. The QoP framework uses the anomaly 

distance (AD) metrics discussed previously to classify traffic into four classes as shown 
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in Figure 6.1. Both probable normal and probable abnormal traffic are categorized in 

suspicious attack traffic class. 

 

Incoming packets

Online 
Monitoring
Flow AD

Scheduler

Attack Traffic
Flow AD> ξ3

Classifier

Output Queues

Probable Abnormal
ξ2< Flow AD<ξ3

Probable Normal
ξ1<Flow AD<ξ2

Normal
Flow AD<ξ1

 

 

Figure 6.1 Queuing Model Based on Flow AD 

 

Normal Traffic – The flow AD for the packets belong to this traffic class will be 

lower than a pre specified threshold 1ξ . 

Probable Normal Traffic – The flow AD for this traffic flows in this class are larger 

than 1ξ and less than 2ξ .  

Probable Abnormal Traffic – The flow AD for this traffic flows in this class are larger 

than 2ξ and less than 3ξ .  

Attacking Traffic – The flow AD for the traffic flows in this class are larger than or 

equal to 3ξ . 

For each traffic class described above, we have subclasses to allow fine granularities. 

For example, normal traffic flow can be divided into two subclasses (A and B) differing 
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by 0.2 with respect to their Global Flow Anomaly Distance (GFAD) which is a network 

wide, comprehensive metric based on the security information exchanging among the 

neighboring agents. Detail information about GFAD can be found in Section 6.1. In a 

similar way, we classify attacking traffic and suspicious traffic into three subclasses with 

respect to GFAD that differs by 0.1 for each subclass. The monitoring and analysis agents 

that compute the anomaly metrics collaborate by exchanging their anomaly metrics for 

the suspicious traffic such that a global anomaly metrics such as GFAD can be 

determined. Thus a malicious traffic flow is identified because more routers feel the 

pressure of the attack much earlier than other routers and consequently increasing the 

GFAD value. By increasing the GFAD, the flow priority will be reduced and eventually 

dropped by the routers. The GFAD mitigates the impact of attacking traffic at the earliest 

possible upstream nodes and improves the performance of legitimate traffic. 

6.3.1 Anomaly Analysis Algorithm 

In our approach, flow agents located at different levels between the source of the 

attacks and their targets correlate the anomaly events efficiently to proactively protect the 

network at the earliest position. The flow based anomaly analysis algorithm consists of 

two main functions. The first one is used by each flow agent to calculate the flow AD 

from the collected measurement attributes as shown in Figure 6.2. Flow agents running 

on each router continuously monitor several measurement attributes (line 1), and 

calculate the ADs for each traffic flow cross the router where the flow agent operates 

(line 2). If the GFAD value is less than the calculated flow AD, the flow agent will update 

the GFAD with respect to that flow (lines 3 and 4). Further, if the computed flow AD is 
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beyond the threshold, the flow agent will send events to its neighbor flow agents (lines 5 

and 6).  

 

Function: Calculate_FlowAD_from_Measurement_Attributes( )

1. Repeat every probe time out

2. flowAD = Update_flowAD(flowID, flowMetric);

3. If (flowID.GFAD < flowAD)

4. flowID.GFAD = flowAD;

5. If (flowAD > probable_abnormal_threshold) 

6. Multicast_Event (ADEvent);

7. until simulation ends
 

 

Figure 6.2 Flow Based Network Anomaly Analysis 
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Function: Receive_Event(this, ADEvent, flowID)

1. Begin

2. this.flowID.GFAD = this.flowID.flowAD; 

3. If (this.flowID.GFAD < ADEvent.flowID.flowAD)

4. this.flowID.GFAD = ADEvent.flowID.flowAD;

5. High_Activity_Router_List.Add (ADEvent.agentID)

6. End If

7. For each agentID in High_Activity_Router_list

8. agentID.flowID.flowAD = agent_get_flowAD (agentID, flowID)  

9. If (this.flowID.GFAD < agentID.flowID.flowAD)

10. this.flowID.GFAD = agentID.flowID.flowAD

11. End If

12. End For

13. Return GFAD; 

14. End

 

Figure 6.3 Distributed Flow AD Fusion 

 

The second function is used by the flow agents to comprehend the flow information 

from other flow agents as shown in Figure 6.3. When a flow agent receives events from 

other routers, it will compare the flow anomaly distance value with the GFAD it holds for 
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a specific flow and update if necessary (lines 3 to 6). Flow agent will assign the anomaly 

distance for that flow with the highest report values (lines 7 to 12). This algorithm speeds 

up the process of detecting abnormal traffic and proactively reacts to it by reducing the 

priorities assigned to such traffic. This will lead to self protecting operations against 

network attacks. It is important to note that the AD associated with congestion traffic will 

be less than the AD for attacking traffic. By observing the behavior of protocol primitives 

(e.g., SYN, ACK, etc.) we found that AD metrics will be within normal range for 

congestion traffic while they would be significantly different for attack traffic due to IP 

spoofing, and not knowing the exact physical source of the attack. 

6.4 Experimental Results 

We validate our approach of using anomaly distance and QoP to proactively protect 

the network system from the DDoS attack and worm attack.  

We used the network topology shown in Figure 6.4 in our simulations as a proof of 

concept for our QoP methodology. The topology consists of five client networks and two 

server networks. There are 150 clients, 30 routers in all of the client networks and 12 

routers and 30 servers in the server networks. The core backbone consists of 6 routers. 

The backbone links are of 100 Mbps, router-to-router links and router to client node links 

are 30 Mbps and 10 Mbps respectively. The server network links are 30 Mbps each. The 

routing of each network is configured with OSPF and the other protocols configured are 

IP, TCP, UDP and QoP (only during QoP performance analysis). All the clients and 

servers in the topology are configured for simple file transfers using TCP/IP to generate 

constant traffic load at all times. Some of the client networks are configured with DDoS 
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(TCP SYN) attacks sessions that generate the attacking traffic at specified simulation 

time with set of zombies and adjusted attack intensity. The attacking traffic is scaled up 

to 100 times the regular traffic to be as close as possible to real-time attacking situations. 

The attacking traffic fills the bandwidth of various links in the core backbone network 

and every other link that comes in its path before they reach the victim. So in a normal 

scenario, where no provisions of proactive servicing exist, all the traffic competes for the 

same buffers and receives the same service rate.  

 

 

Client Network 0 

Client Network 3 

 

 

Figure 6.4 Network Topology for Simulation 
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The effectiveness of the self-protecting mechanism is validated by quantifying the 

reduction in the end-to-end session time during an attack. In our analysis, we consider 

two scenarios: traffic behavior for different servers when QoP based routing is used with 

the case when QoP is not used; and the traffic behavior without using QoP framework.  

The flow metrics used for this analysis on each router are PR, AFR, and NUS. 

6.4.1 Distributed Denial of Service (DDoS) Attack Scenario 

The network topology shown in Figure 6.4 is used to validate our QoP framework.  

The topology consists of several networks and different sets of clients-server clusters. 

There are three client networks numbered 0, 1, and 3 that are connected to servers in 

network 1. Multiple clients in networks 0, 3 are configured to launch DDoS attack 

sessions by attacking two different servers in network 1 at time 60. The attack intensity of 

the clients in network 0 is higher than that of clients in network 3. Clients in network 2 

are connected to network 2. The DDoS stops at time 150. 

In analyzing the anomaly of the flows we use the input interface and the destination 

parameters of a flow because they cannot be modified by the attacker. For example at the 

router highlighted as the red box in Figure 6.4, the attacking traffic flows are represented 

by the red flows. To quantify the improvement that can be achieving by using, we study 

the impact of the QoP framework on four cases of traffic flows: 

Case – 1: Normal traffic that uses the same interface as the attacking traffic, but 

destined to other servers.  

Case – 2: Normal traffic that uses different interface from the attacking traffic and 

destined to the attacked server.  
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Case – 3: Normal traffic that uses the same interface as the attacking traffic and 

destined to the attacked servers.  

Case – 4: Normal traffic that uses different interfaces from the attacking traffic and 

destined to other servers.  

In what follows, we show how the QoP reduces the impact of the attacking flows on 

session times for the four flows mentioned previously and quantify the improvement 

level by comparing the results with the cases where nothing is done to encounter these 

attacks.   

The number of unsuccessful session (NUS) will be higher than 1 for attacking traffic 

and will be zero for normal flow traffic. The AF is defined as the aggregate flows for a 

given interface-destination pair. AFR will be high for the attacking flows. Normal traffic 

that uses the same interface-destination pair will have the same AF value as the attacking 

traffic. However, by using NUS value, which is equal to zero for the normal traffic, we 

can differentiate that traffic from the attacking traffic. In our approach, we use multiple 

metrics (PR, NUS, and AFR) to improve the accuracy of our approach in isolating the 

attacking traffic from the normal traffic. For example, all the other types of normal flows 

that use different interface or different destination have their AF values operating at 

normal rates. 

In our approach, we evaluate anomaly distance for each flow with respect to the three 

flow metrics according to the network anomaly distance algorithm discussed in Chapter 3. 

Once the GFADs are computed, we assign different priorities to each flow based on its 

GFAD value. For example, the attacking traffic from client network 0 whose GFAD is 
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equal to 0.6 while the attacking traffic from client network 1 has of GFAD value of 0.8 

owing to its higher intensity. Normal traffic that flow through the same interface and 

have same destination as the attacking traffic have QoP priority of 2. All the normal 

traffic flows will be served at the default service priority 1 according to the operation 

system and network programming convention that lower number denotes higher priority. 

The graphs in Figure 6.5 show the impact of attacks on normal traffic flows and also 

show that the impacts can be reduced when the QoP mechanism is deployed in each 

router. For example, the normal traffic for Case 3 and Case 1 flows are impacted by 90% 

while Case 4 flow is impacted by 60% when QoP is not deployed. For the same attack 

scenario, the impact on Case 3 flow is reduced from 90% to 40% while Case 1 is reduced 

to only 20% when QoP mechanism is used. For Case 4 flow, the impact is reduced from 

60% to only 5%. These results demonstrate that QoP is efficient in reduce the impact of 

network attacks on the legitimate traffic flows. 
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Analysis with QoP Session on Routers
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Figure 6.5 Performance Comparison by Applying QoP for Self Protection for DoS 

Attack (a) on the impact of DDoS attacks on session time for different flows without QoP; 

(b) the impact on session time when QoP is used. 

 

6.4.2 Worm Attack Scenario  

In this subsection, we evaluate the effectiveness of the QoP framework to protect 

against work attacks launched using the stochastic epidemic worm model (Code Red v2). 

It uses a uniform distribution for the worm propagation and gamma distribution for the 

worm removal. We use the same network topology used for the DDoS attack scenario 

(shown in Figure 6.4) in the worm attack simulation. The clients in network 3 launch the 

worm attacks while the clients in networks 0, 1, and 2 are configured to generate normal 

traffic. The worm attack starts at t = 100 from a client in Network 3 and infects 12 clients 

in Network 3, 14 servers in Network 1 and 14 servers in Network 2. The maximum 
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number of the infected hosts is set to 40 which occurs at t = 300 in our simulation. After 

that, some infected machines recover from the worm infection according to the gamma 

distribution. 

 

 

Figure 6.6: Group of Infected Server Nodes 

 

We use the input interface and the destination parameters (infected server, uninfected 

server) to identify four flow cases in a similar way to the four traffic cased used to 

evaluate QoP in handling the DDoS attacks.  

Since the worm attack targets many nodes that are located in different networks 

(clients in Network 3, Servers in Network 1 and Servers in Network 2). Furthermore, 

these nodes are infected at different times (t >100). In our analysis, we focus the 
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evaluation on Case 3 traffic flow and how the worm attacks affect a subset of servers that 

are infected at the same time. Figure 6.6 shows how the groups of servers that are 

infected at the same time while Table 6.1 shows the time interval when the servers in 

each group were infected by the worm attack. 
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Figure 6.7: Performance comparison by applying QoP for self-protection for worm 

attack (Case 3 data sampled from Group 5) (a) session time for different flows without 

QoP (b) session time for different flows with QoP. 

 

Figures 6.7 and 6.8 show the impact of the worm attacks on the three cases of traffic 

flows and also shows how this impact can be reduced when the QoP mechanism is 

deployed in each router. Since the number of servers that are infected is time dependent. 
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We choose two groups of servers: Group 5 that has one server infected at simulation time 

of 180 and Group 1 that has 8 servers infected at time 300 as shown in Table 6.1.  
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Figure 6.8 Performance comparison by applying QoP for self-protection for worm 

attack (Case 3 data sampled from Group 1) (a) session time for different flows without 

QoP (b) session time for different flows with QoP. 

 

Figure 6.7 shows the impact on session time for one server in Group 5. For example, 

at time 300, the session time for the attacking traffic is 16.48 without QoP and is reduced 

to 13.89 when QoP is used. In A similar way, we show that the session times for the other 

traffic cases were improved significantly when QoP is improved. The more severe that 

attack is the more benefits can be expected from the QoP mechanism as shown in Figure 

6.8 where it shows the case when a larger number of servers were impacted. At time 

interval 300, the average session time for the attacking traffic is 17.76 without QoP and 
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that has experience 85% increase from the normal case. However, if we use the QoP 

mechanism, the average session time for this traffic is reduced from 17.76 at time 300 to 

12.48 that has experience 30% increase from the normal case (a 65% improvement). 

Table 6.2 shows the detailed information of the impact comparison (in percentage) of 

worm attacks on different normal traffic cases with and without QoP. 

It is clear from the DDoS attack scenario and worm attack scenario discussed 

previously that QoP mechanism can significantly improve the resilience of the network to 

a wide range of network attacks. 

 

Table 6.1. Group composition based on infected time and network location. 
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Table 6.2. Impact comparison (in percentage) of worm attacks on normal traffic 

flow with and without QoP. 

15%66%Case 4: Legitimate Traffic from other interfaces to 
uninfected Server

28%80%Case 1: Legitimate Traffic to uninfected Server
52%62%Group 7
45%70%Group 6
48%70%Group 5
35%75%Group 4
35%79%Group 3
28%82%Group 2
30%85%Group 1

Case 3: Legitimate Traffic to 
Infected Server

With QoPWithout QoPTraffic Flow Class

15%66%Case 4: Legitimate Traffic from other interfaces to 
uninfected Server

28%80%Case 1: Legitimate Traffic to uninfected Server
52%62%Group 7
45%70%Group 6
48%70%Group 5
35%75%Group 4
35%79%Group 3
28%82%Group 2
30%85%Group 1

Case 3: Legitimate Traffic to 
Infected Server

With QoPWithout QoPTraffic Flow Class

 

6.6 Conclusions 

In this chapter, we presented a framework based on quality of protection (QoP) 

routing as an effective means to self protect against network attacks and reduce the 

impact of these attacks on normal traffic. QoP mitigates this problem by classifying the 

state of network traffic into four types: attacking flow, probable abnormal flow, probable 

normal flow and normal flow based on the anomaly distance (AD) of each flow. We use 

the AD value to prioritize the routing of the packets that belong to each flow type. In this 

scheme, the packets belong to the normal traffic flow will be assigned a higher routing 

priority than those assigned to the packets belong to the suspicious and attacking flows. 

The simulation results of two important types of attacks such as distributed denial of 

service and worm attacks on a large network showed that our approach can in a seamless 

way mitigate the impact of network attacks and efficiently recover from them.  
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CHAPTER 7 CONCLUSION AND FUTURE WORKS 

7.1 Summary 

The research presented in this dissertation is part of a large effort to develop an 

autonomic control and management environment (AUTONOMIA) that provides self-

configuring, self-optimizing, self-healing and self-protecting services.  

In this dissertation, we developed a theoretical framework and general analysis 

methodology to achieve (a) analyzing anomaly operations of networks and applications; 

(b) automatically identifying critical vulnerable Internet infrastructure resources; and (c) 

proactively self-protecting networks from a wide range of organized network and/or host 

attacks. The main research activities of this thesis can be highlighted in the following 

points: 

(1) We have studied the behavior of networks and hosts under normal and abnormal 

conditions that might be caused by attacks. We have also studied techniques to 

characterize the current states of networks/hosts based on new metrics Abnormality 

Distance (AD), and also use Component Impact Factor (CIF), and System Impact Factor 

(SIF) to quantify the impact of these attacks on network operations and their provided 

services. This analysis also helps determine the most critical components in the network 

that can lead to massive network outage or performance degradation if they are attacked 

or compromised. 

(2) We have studied techniques to monitor and obtain measurement attributes 

(features) that can be used to characterize the current state of networks and their services. 
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We have studied filtering techniques based on information theory to identify the most 

important features to detect abnormal behaviors. To improve the detection accuracy of 

abnormal behaviors, we investigated techniques to select a linear combination of these 

features and evaluated their accuracy to detect network attacks. A genetic algorithm is 

developed to study linear classification models that accurately capture the anomalous 

operations caused by network attacks. We validated our approach using the DARPA 

KDD99 benchmark dataset and the results show that using the new decision dependent 

correlation metric we can detect efficiently the difficult to detect network attacks such as 

User to Root (U2R) attack and Remote to Local (R2L) attack. The best reported detection 

rates for U2R and R2L on the KDD99 data sets were 13.2% and 8.4% with 0.5% false 

alarm, respectively. For U2R attacks, our approach can achieve a 92.5% detection rate 

with false alarm of 0.7587%. For R2L attacks, this approach can achieve a 92.47% 

detection rate with false alarm of 8.35%. These feature importance analysis also help 

identify the optimal feature set that must be monitored and analyzed to determine 

whether the target system is under attack or not. 

(3) We have also studied methods to differentiate among normal and abnormal traffic. 

We have developed a Quality of Protection (QoP) routing protocol that can automatically 

adjusts the network traffic priorities according to anomaly metrics. This proactive 

network defense framework presented in this dissertation can be integrated with any 

existing Quality of Service (QoS) protocols by assigning high priority to normal traffic 

and low priority to abnormal traffic to minimize the impact of network attacks on various 

network services.  
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7.2 Contributions 

The contributions of this dissertation include the following aspects: 

1. Study the behavior of network attacks and normal/abnormal operations of network 

components and services. 

2. Introduce a new novel  set of metrics such as anomaly distance (AD), component 

impact factor (CIF), and system impact factor (SIF) that can accurately characterize the 

behavior of networks with respect to each level of  the protocol hierarchy. 

3. Developed a theoretical framework based on information theory to select and 

combine relevant features. 

4. Developed new dependency metrics that consider the decision type in correlating 

different features. 

5. Developed a self protection engine that can proactively detect network attacks and 

mitigate their impacts. The operations of the engine have been validated through 

simulation. 

7.3 Future Research Directions 

An obvious question in the network security research field is that the volume of the 

network traffic data is overwhelming. For example, in backbone network monitoring, a 

tremendous number of connections are handled every minute by switches or routers. As 

collected, stream data contains extremely large amount of information that can not be 

stored in main memory.   

Our future research will focus on the real time analysis of the massive, high speed 

data generated by IP networks. This analysis goal is to identify abnormalities in network 
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services and provide temporal and spatial information that will be used in self-protection 

mechanisms against network attacks. In this context, there are three critical questions that 

have to be investigated: 

1) How to handle the massive amount of data generated at high rates? Unlike in 

telephone networks where billing “per record/call” is (has been) the norm and is subject 

to legal requirements, IP network operators have less motivation to collect or archive 

packet or flow records since capturing per packet information or netflow records for each 

router and transporting it to data warehouses is unrealistic, because of the huge amount of 

data, the associated storage costs as well as the transportation overhead. Moreover, 

collecting every bit of data has no immediate and direct positive impact on the revenue. A 

more realistic scenario to study is to collect important information that can assist in 

detecting and protecting against network attacks. Efficient methods will be developed to 

maintain synopses of network operations at different levels of abstractions. We will 

evaluate using Discrete Fourier Transformation (DFT) to reduce the size of data to be 

stored and analyzed.  

2) How to extract temporal and spatial information of interest from monitored high 

speed network traffic data? By its nature, the network traffic flow carries a timing 

dimension. Hence, continuously collected traffic records can be represented as multiple 

network streams. A network stream is uniquely identified by features and network flow. 

Features refer to the statistical information from different levels of protocols (e.g., header 

information on each IP packet) and the aggregations from different levels. Network flow 

is further composed of source and destination IP addresses, source/destination port 
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numbers, and protocol. Temporal analysis will reveal detailed change information of the 

streams themselves from one time window to another. Spatial analysis correlates different 

streams to identify global changes in network operations and their services. When we 

transform the real value domain network traffic streaming data into frequency domain 

points through DFT, the temporal (with respect to itself) and spatial (with respect to 

others) correlation can be quantified using Euclidean distance. 

3) How to adaptively select the appropriate model for network operations? We will 

study the use of the DFT to convert the traffic behavior from real value domain into the 

frequency domain. In this transformation, the coefficients can be used to denote the 

traffic behavior. The distribution of coefficients points in the frequency space will reflect 

the whole system’s behavior.  

During the ‘training’ period, autocorrelation for streams themselves and correlation 

among different streams can be calculated. We can still use the linear model developed in 

chapter 5 to determine the linear function of the coefficients. But the quality and 

completeness of the training data determines the accuracy of the model. In most cases, we 

cannot guarantee the completeness of the data set. Thus we need to adaptively adjust the 

model from the new data sets. We will study control theory to define a reward function 

that can be used to tune the parameters of the linear model.  
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