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ABSTRACT 

 

The rapid growth and deployment of network technologies and Internet services has 

made security and management of networks a challenging research problem. This growth 

is accompanied by an exponential growth in the number of network attacks, which have 

become more complex, more organized, more dynamic, and more severe than ever. 

Current network protection techniques are static, slow in responding to attacks, and 

inefficient due to the large number of false alarms. Attack detection systems can be 

broadly classified as being signature-based, classification-based, or anomaly-based. In 

this dissertation, I present a multi-level anomaly based autonomic network defense 

system which can efficiently detect both known and unknown types of network attacks 

with a high detection rate and low false alarms. The system uses autonomic computing to 

automate the control and management of multi-level intrusion detection system and 

integrate the different components of the system. The system defends the network by 

detecting anomalies in network operations that may have been caused by network 

attacks. Like other anomaly detection systems, AND captures a profile of normal 

network behavior.  

In this dissertation, I introduce experimental results that evaluate the effectiveness 

and performance of the multi-level anomaly based autonomic network intrusion 

detection system in detecting network attacks.  The system consist of  monitoring 

modules, feature aggregation and correlation modules, behavior analysis modules, 
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decision fusion module, global visualization module, risk and impact analysis module, 

action module, attack classification module, and the adaptive learning module.  I have 

successfully implemented a prototype system based on my multi-level anomaly based 

approach. The experimental results and evaluation of our prototype show that our multi-

level intrusion detection system can efficiently and effectively detect and protect against 

any type of network attacks known or unknown in real-time. Furthermore, the overhead 

of our approach is insignificant on the normal network operations and services. 



 

16 

Chapter 1: INTRODUCTION 

1.1  Introduction 

Recently, the need for an efficient network defense system has become extremely 

critical. The Internet is pervading almost every aspect of life and business, and along 

with this exponential growth comes the critical need to secure these systems from 

unauthorized disclosure, transfer, modification, or destruction is vital. The increase in the 

number of attacks and their complexity is due to an increase in the number of 

applications with vulnerabilities and the number of attackers equipped with fast networks 

and processing units. Cyber attacks can spread very rapidly. For example, Botnet is a 

system where bots spread by installing themselves on internet-connected computers. 

These bots respond to external commands and then execute coordinated attacks. In 2004, 

a large Botnet containing about 25,000 bots was capable of transmitting junk data at a 

combined rate of 5 Gbps, enough to take a company network offline.  A Botnet larger 

than a million nodes is capable of sending 22 to 24 Gbps of data. Complex network 

attacks like these present a significant threat to the security of information infrastructure 

and can lead to catastrophic results. Network attacks typically exploit vulnerabilities in 

networks, system software and protocols. For example, some attacks misuse network 

resources’ limitations, protocol vulnerabilities, or application vulnerability to reach their 

goals. Furthermore, these attacks also vary in their speed, complexity, and dynamicity.  

 



 

17 

1.2  Problem Statement 

Current techniques, Intrusion Detection Systems (IDS), and firewall 

hardware/software systems are intensively manual, and are thus too slow to respond 

efficiently to these complex and interacting organized network attacks. Furthermore, 

these systems cannot detect new types of attacks. They also suffer from the lack of 

ability to automate responses due to their high false positive alarms. 

Network defense systems are classified into signature based, classification based, and 

anomaly based. The signature based intrusion detection systems suffer from high false 

positive alarms and lack of ability to detect new types of attack or even and simple 

deformation of its known attack. Classification based systems can’t detect new attacks. 

Current implementations of anomaly based systems suffer from a huge amount of false 

positive alarms. 

Another issue with the current intrusion detection systems is the usage of wrong 

granularity levels to do the detections. In most of these systems the designers build a 

single detection module and they wish to make it detects as much attacks as possible, 

though the granularity level of analysis required to correctly detecting all of these attacks 

differ. And this leads to have a system that is able to detect attacks in different level of 

granularity but with low detection rate and high number of false alerts. 

1.3  Research Objectives 

The main research goals are two fold: 1) Development of advanced integration and 

fusion analysis methodology to achieve proactive and accurate detection of any type of 
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cyber attacks regardless of its intensity, multiplicity and sophistication; and 2) 

Development of autonomic control actions that can invoke corrective responses in a 

timely manner to mitigate the impacts of cyber attacks and stop their propagations. The 

proposed methodology will result in the deployment of online monitoring and analysis 

software modules that can collect measurement attributes to detect anomalous behaviors 

of cyber infrastructure resources and services and analyze the impact of attacks. In 

addition, the proactive response will automatically configure network resources and/or 

protocols to minimize the impact of cyber attacks on various network services. 

Proposed Research Issues: Once a network component is infected by viruses, worms, 

or became a target of attacks, its operational state will shift from normal to abnormal 

state. To develop an effective system for online monitoring, analysis, attack detection 

and protection, the first research issue is to characterize and quantify the statistical 

distributions of network behaviors under normal as well as abnormal workload scenarios 

from different aspects (i.e., flow behavior, protocol behavior, payload distribution, etc.). 

In this research area, the network operational profile modeling is one of the important 

work, which involves 1) detailed study of the normal and attacked network behaviors, 

and 2) identifying distinguishable network attributes and effective evaluation metrics for 

detecting attacks on various network components and services, and also diagnosing and 

quantifying their impacts on network operations and offered services. The second 

research issue is how to utilize the results from different analysis modules to achieve an 

accurate fusion decision regarding the observed behaviors of cyber infrastructure 

resources and services. The third research issue is how to analyze the impact of detected 
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attacks and proactively recover from them and prevent their propagations. In this 

research, we propose to use autonomic agents (software agents that can be deployed and 

programmed to run any required task (e.g., analysis and configuration tasks). These 

software agents will be implemented using Autonomia prototype agents being developed 

by our research team [2].  

In summary, our proposed research addresses the current challenges of protecting 

cyber infrastructures and their services and the development of automated responses that 

are efficient, effective and accurate.  

The integration of three types of anomaly based analysis and statistical fusions of the 

analysis results will lead to significant increase in the accuracy of detecting cyber attacks 

while at the same time minimizing the generated false alarms. The flow-based approach 

employs a set of rules to statistically correlate the behaviors of selected network features 

with respect to different time windows and can be used to detect anomalous network 

flows. The protocol behavior analysis approach focuses on analyzing protocol transition 

sequences of length n during a window interval. When an attack exploits the protocol 

vulnerability, it typically generates anomalous distribution of protocol state transitions 

that can be detected by our protocol anomaly transition analysis. The payload-based 

approach utilizes data mining techniques and n-gram analysis to characterize the normal 

distributions of different types of payload traffic (e.g., text, graphic, and video). The 

insertion of malicious codes/contents will lead to significant changes in payload traffic 

distributions that can be detected by our approach. 
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The development of multiple-level decision fusion will maximize the detection of 

sophisticated and smart cyber attacks and reduce the false alerts by utilizing the 

knowledge provided from multiple levels of analysis. Genetic algorithm, neural network, 

least square and other approaches will be evaluated for the multiple-level decision 

fusion.  

To automate the response to detected cyber attacks, we use AUTONOMIA (An 

autonomic control and management environment being developed at UA) tools to 

implement in real-time the recommended actions to mitigate and/or stop cyber attacks 

[1][2].   

1.4  Dissertation Organization 

The rest of this dissertation is organized as follows: Chapter 2 provide an 

overview of current attacks classification studies, Intrusion Detection Systems, 

feature selection techniques, and autonomic computing.  We discuss autonomia in 

chapter 3. In chapter 4, I introduce the multi-level anomaly based autonomic 

intrusion detection system. Chapter 5 describes the network level behavior 

analysis module. Chapter 6 will describe the protocol based behavior analysis 

module. In Chapter 7, our attack classification and decision fusion techniques are 

described. Experiment results are presented in Chapter 8. Finally, in chapter 9, I 

close with summarizing the main points and conclude. 
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Chapter 2:  RELATED WORK 

2.1  Introduction 

This dissertation focus on the design and implementation of a multi-level anomaly 

based autonomic intrusion detection system. This relate the work to many research areas 

including network monitoring, attack classifications, intrusion detection systems, 

anomaly detection and autonomic computing. 

2.2  Monitoring  

To detect and respond promptly to network attacks requires broad and continuous 

surveillance of network activity that provides timely and detailed information. In this 

section, we describe the technology and large-scale deployment and use of a distributed 

network traffic monitoring system based on a connection-based sampling technology. It 

provides the resulting network traffic data to address network security issues. 

The rationale of network monitoring is that use or misuse of a network will generate 

network traffic. Therefore monitoring network traffic can be effective mechanism to 

identify, diagnose, and determine controls for network misuse. Traditionally, network 

traffic monitoring has been achieved using network probe device - such as computer 

running probe software or an appliance - onto a segment of a network to collect data. 

The probe is often plugged into a mirrored port on a LAN switch - a port configured to 

duplicate traffic from another port on the switch. The probe will be able to collect traffic 

data only from the mirrored port. This has worked very effectively in shared networks 

where a single device can monitor all the traffic. However, with the trend towards 
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switched, point-to-point networks, every port on a switch would have to be monitored to 

achieve the same visibility to network traffic. In addition, switches and routers make 

packet-forwarding decisions that affect the flow of traffic through a network. 

Understanding these traffic flows is critical to maintaining visibility to network use and 

misuse. Implementing traffic monitoring within a switch or router is an effective way to 

see traffic on all ports and the flow of traffic. However, market trends have lead to 

increasing bandwidth and decreasing switch and router costs, resulting in the 

requirement that an embedded monitoring system has little or no impact on switch or 

router cost and performance, especially since monitoring is secondary to the primary 

forwarding function of the device. It is possible to implement a traffic monitoring 

system, based on packet sampling, which meets these network equipment vendor 

requirements and also meets the end-user requirements for a monitoring system that 

enables prompt detection and responses to security threats. 

2.3  Attack Classification 

Network attacks utilize network media and manipulate computing and/or network 

resources in order to severely degrade the performance of their services and eventually 

shutdown the entire network. The field of network security has seen a number of 

taxonomies aimed at classifying network attacks [3, 4, 5, 6, 7, 8, 9, 10].  

2.3.1 Based on penetration, interaction, and mechanism 

A good classification of attacks makes the process of detecting and reacting to those 

attacks to be more effective. In Autonomic Computing Lab at The University of Arizona, 
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Figure  2.1: Attack Classification 

 

Anomaly detection is based on the principle that any attack will generate an 

anomalous event or behavior. By analyzing the behaviors of networks and computers, we 

will be able to detect events generated by attackers. As a result we can classify anomaly 

attack detection techniques based on the approach used to detect the anomalous events as 

follows:  

Anomalous in resources, such as routing tables, data packets, routing messages. 

Existing anomaly detection techniques ranging from time-series forecasting [11, 12], 

statistical distribution comparison [13] and signal processing [14], to network wide 

approaches for detecting and diagnosing network anomalies [15, 16] all utilize the 

anomalous in the network traffics at either packets level or flow level. The following 

solutions rely on infrastructural support for either rate-limiting or filtering at the edge 

networks [17，18, 19], using overlays [20, 21], or re-designing networks providing a 

framework of capabilities [22, 23]. 
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Figure  2.2:  Taxonomy of Anomalous Events 

Goals of the attacks: As shown in Figure  2.2, the attack goals to impact or destroy 

one of the security requirements of the system: such as integrity, confidentiality, 

availability, authorization, reliability, and accountability. Comprehensively analysis of 

the attack goals has not been well studied and it is an open research area. Most of the 

existing techniques work only on the anomalous of the network resources/services. For 

insider attacks, it is difficult to detect them by just observing the behavior of resources 

and services; we need to combine the goals with the behavior analysis of resources and 

services.  For example, the anomalous behavior of an insider attacker trying to shift out 

classified files can only be detected when the security system notices the violation of the 

confidentiality and authorization procedures. 

2.3.2 Kendall’s classification 

In [24], network attacks were classified into five major categories: 
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• Denial of Service (DoS) attack: This attack prevent network resources from 

providing services by limiting or denying access to those resources for the 

victims. The target of this attack can differ by affecting bandwidth, memory, 

buffers, and/or processing power. Denial of service attacks prevent network 

resources from functioning correctly by targeting software vulnerabilities, 

changing configuration, or exhausting the network resource to its limit. 

Examples on this kind of attacks are ICMP Nukes, Teardrop, Land Attack, the 

ping of death, and playing with the configuration of a compromised router. This 

kind of attacks is usually assumed to be easy to fix by installing software 

patches, reloading correct configuration, and limit the access to resources. 

However, this assumption the amount of such attacks and the overhead that it 

imposes on network administrators. In the last few days another form of this 

type of attacks started taken place, it is known as the Distributed Denial of 

Service (DDoS) attack, and this type of attack, the attacker/attackers attack 

the service from multiple source, to make the job of protecting network 

resources by  blocking the source much harder, and sometimes impossible. 

• User to Root (U2R) attack: Attackers with login access can bypass 

authentication to gain the privileges of another user who has higher privileges 

in controlling and accessing the system. 

• Remote to Local (R2L) attack: Attackers users can bypass normal 

authentication and execute commands and programs on the target with local 

machine privileges. 
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• Probe/Scanning attacks: This attack blueprint the network and its resources 

to discover vulnerability or entry points that the attacker can use to penetrate 

or attack network resources. 

• Worm/virus: This attack is malicious piece of code that spread across the 

network and target hosts or network resources to cause dysfunction, data loss, 

or data theft. 

2.4  Intrusion Detection Systems 

Intrusion detection can be broadly classified as signature based, classification based 

and anomaly based systems. The last two techniques are significantly different from the 

signature-based approaches in that they do not rely on a database of fixed ‘signatures’ to 

identify the malicious activity.  

Signature-based detection techniques such as SNORT [24], USTAT[25], NSTAT[27] 

and P-Best[28], are limited in that they cannot detect new attacks. Also, once a new 

attack is identified, there is a significant time-lapse before the signature database is 

updated. Also this type of techniques is well known for its high number of false positive 

alerts. 

Classification-based detection techniques on the other hand have normal and 

abnormal data sets, and use data mining techniques to train the system [29][30][31]. This 

creates fairly accurate classification models, when compared with signature-based 

approaches and they are thus extremely powerful in detecting known attacks and their 

variants. However, they are still not capable of detecting unknown attacks. ADAM [32] 
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uses a combination of association rules mining and classification to discover attacks in a 

TCPdump audit trail. Another approach is the use of rare class predictive models such as 

Credos [33], PN-Rule [34], SHRINK [37] and Smoteboost[35]. [32][36] use association 

rules to detect intrusions, while others use cost sensitive modeling. SHRINK [37] uses a 

combination of rare class prediction and cost sensitive modeling for misuse detection. 

Anomaly-based detection techniques build a model of normal behavior, and 

automatically classify statistically significant deviations from the normal as being 

abnormal [38][39][40]. The advantage of this approach is that it is possible to detect 

unknown attacks. However, there is a potential for having a high rate of false positive 

alarms generated when the knowledge collected about normal behaviors is inaccurate. 

Supervised learning approaches to anomaly detection involve training a system on a 

known set of normal data and testing with a different data set to determine whether the 

new data is normal. Examples of such techniques are IDES [41], NIDES [42], 

EMERALD [43]. [44] and [45] estimate parameters of a probabilistic model over the 

normal data and compute how well new data fits into the model.  Unsupervised 

techniques, such as those based on statistical approaches [46], clustering [47], outlier 

detection schemes [48] and state machines [49], on the other hand, detect anomalous 

behavior without training data. In [50], Shon, T. et. al. use a hybrid approach that 

combines supervised and unsupervised learning mechanisms to perform anomaly 

detection.  
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 In the multi-level anomaly based autonomic intrusion detection system each of 

the individual levels can use any of the detection techniques discussed above. In the 

current implementation of the system, both classification based detection and anomaly 

based detection have been used. Signature based detection has been avoided in this 

implementation due to its tendency to have high amount of false positive alerts. 

2.5  Anomaly Based Detection Techniques 

With the enormous and fast growth of network attacks, makes the use of signature 

based or classification based detection techniques inefficient, expensive, slow, and 

unreliable. This implies that the only salvation for realistic and effective detection 

technique is the anomaly based detection. The following is a classification of those 

techniques anomaly based techniques, with examples on each: 

2.5.1 Statistical based methods 

This method measures the behavior of certain variables over time. If the average or 

the variance of any of these variables deviates from a certain threshold, then an anomaly 

is detected. This kind of anomaly detection technique is the simplest and usually it has a 

lot of false positive due to its permittivity. One example of this technique is Snort Spade 

which is a plugin for the Snort IDS. What it does is that it monitors the TCP-SYN flag 

and finds the average of those in a period of time. If the average of those flags is beyond 

a predefined threshold then an anomaly alert is triggered and given a score. To reduce 

the number of false alarms, they made a rule for scoring. That rule is the fewer times a 

particular packet has occurred in the past, the higher the anomaly score will be. 
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2.5.2 Distance based methods 

In this method, the whole monitored space is divided into regions. Each of these 

regions is tagged with normal or abnormal flags. And a point inside that region is chosen 

to represent the region. In order to figure out if a certain point is belonging to a certain 

region, the distances from that point to all normal regions’ representing points are 

computed. The point is then considered to be belonging to a normal region if all the 

distances are below a certain predefined threshold. Another technique is to find all the 

distance from that point to all points that are known to be normal, if any of the distances 

deviate from a certain threshold then the points are marked as abnormal.   The 

dimensions of space in this technique are the monitored features. Thus, the features 

should be normalized to overcome the problem of being biased. 

One example is MINDS (Minnesota Intrusion Detection System), in this intrusion 

detection system, netflow is monitored and the desired features are selected. The feature 

forms the space dimension. Then each monitored point (record) is compared to all the 

known normal points, and given a score based on the distance to those points. Then 

analysts start looking at the connections with the highest scores and determine if they are 

abnormal. 

One problem with this technique is that it requires a huge processing power, which 

makes the system hard to implement in real time environment.  Also it is hard to 

distinguish small region of behaviors that fits into a region of different type of behavior. 

The following diagram explains that. Where point a represent region A and point b 
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represent behavior region B. When trying to find where point c belong, we find it has 

almost the same distance to both points a and b.  

 

Figure  2.3: Distance Based decision problem 

2.5.3 Rule based methods 

In this method, the normal behavior profile is captured in a set of rules. Each of the 

rules is considered as a region of behavior. Unlike the distance based method, this 

method doesn’t require a huge processing power in detection, also the process of making 

decision is easy even when there are two different behavior regions one inside the other 

one. 

Wisdom and Sense (W&S), a computer security anomaly detection system developed 

at Los Alamos National Laboratory (LANL) is one example on the rule based behavior 

analysis system. Automatically generates rules (Wisdom) from historical data. W&S 

identifies computer transactions that are at variance with historically established usage 

patterns. 

A 

B 

a b 

c 
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In general a rule based system generates its set of rules from a pre-tagged normal and 

abnormal.  The set of rules generated are all normal rules. While doing the detection 

none of the normal rules are triggered then the record is marked as abnormal. 

2.5.4 Profile based methods 

In these methods, the normal behaviors are captured by records history repository. 

And then data mining techniques are used to find if the current records have previously 

been seen.  It requires a huge amount of data to compare to. And  the comparison process 

takes a long time and enforce a lot of overhead on the system. 

The temporal sequence learning in UNIX is one example on such method. It is 

applied in profiling user commands used in command line on a Unix system.  It builds 

two profiles, one for normal commands and one for abnormal commands. By comparing 

the received commands with the two profiles, it can detect when an intrusion or attack is 

happening. 

2.5.5 Model based methods 

A model that represent the normal behavior is built, by using the same input to the 

model and comparing its behavior to the original system behavior, anomalies can be 

detected. 

SECURNET is one example of this class of methods. SECURENET monitors the 

task performed on a system, and push those tasks as inputs to a pre-built model, and 

determine the possible next task. If the monitored task is different than the expected task, 

then an alert is triggered. 
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2.6  Feature Selection 

The appropriate feature selection can reduce significantly the amount of traffic data 

to be stored and analyzed online and thus reduce the overhead and impact on network 

operations. There are two typical feature selection approaches. The first one is based on 

feature ranking. In this approach, the mutual information [51] between decision variable 

(e.g., Is network operating normally?) and feature is used to evaluate the importance of 

the feature with respect to the decision variable under consideration. This method is 

independent of the underlying distribution and especially efficient when the monitored 

data traffic records have a sheer dimensionality. The second type of algorithms rely on 

the relevance evaluation of features such as Relief which is an instance based feature 

ranking scheme introduced by Kira and Rendell [52] and ReliefF, which can handle 

multiple class data is enhanced by Kononenko [53]. The rationale of Relief and ReliefF 

is that a useful feature should differentiate between instances from different classes and 

have the same value for instances from the same class. 
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1.Calculate the mutual information between the feature Xi and the decision Y, I(Y; 

Xi).  

2.Generate relevant features set R  by comparing the mutual information );( iXYI

if 1);( δ≥iXYI  then { }iXRR +← . 

3. Create working set W by copying R and create goal set G = null.  

4. While 
2
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7. Remove kX from the working set { }kXWW −←  and put kX into the target set 

{ }kXGG +←  

8. End While  

Figure  2.4: Feature Selection Algorithm 

This section is copied from the co-work with Guanghzi Qu in our paper submitted to 

ICAC’07[]. In this dissertation, we use an algorithm developed by Guanghzi Qu in the 

Autonomic Computing Lab at The University of Arizona. In his algorithm, two 

innovative correlation metrics to select features based on the desired decision variable 

are presented. In order to take into consideration the dependency among monitored 

feature data sets, two metrics are introduced: Decision Independent Correlation (DIC:

( , )
iX i j

DIC X X = ( , )i jI X X  / ( )
i

H X ) and Decision Dependent Correlation (DDC) [54]. When 

there is no decision being considered in selecting the features, the correlation between 

them is decision independent correlation (DIC) and it can be defined as the ratio between 

the mutual information and the uncertainty of the feature. 

When it is required to identify the set of features that are best suited for a given 

decision variable Y (e.g., what are the set features suitable to detect U2R attacks?), the 
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DDC metric is used. A correlation measure is defined to quantify the information 

redundancy between features 
i

X and 
j

X  with respect to a decision variable Y as: 

( ; ) ( ; ) ( ; , )
( , )

( )

i j i j

Y i j

I Y X I Y X I Y X X
Q X X

H Y

+ −
=  

The Venn diagrams in 

Figure  2.5 are used to illustrate the use of these two correlation metrics. In  

Figure  2.5.a, the correlation between features 
i

X  and 
j

X  could be quantified as the 

ratio between the shaded area a  and each individual area of i
X and jX , which is 

generally the percentage of information with respect to its uncertainty acquired by 

knowing the other feature value. This measure is a good reference for feature-class inter-

correlation. In  

Figure  2.5.b Y and Z are decision variables. i
X  and jX  are features. By using 

Shannon’s theoretic mutual information measure, ( ; )
i

I Y X a b= + and ( ; )jI Y X b c= +
 are 

obtained.  
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Figure  2.5: Illustration of feature correlations with respect to multiple decisions 

The mutual information between the decisionY ,
i

X , and 
j

X  is ( ; )
i j

I Y X X a b c∩ = + +  

which is obviously less than 2a b c+ +  which is ( ; ) ( ; )
i j

I Y X I Y X+ should be taken into 

consideration. Consequently, choosing both feature 
i

X and feature 
j

X  may include some 

redundancy ( / ( )b H Y  amount) which could be quantified by the DDC measure ( , )
Y i j

Q X X . 

If the new correlation measure isn’t going to be used, then the symmetric uncertainty 

will zoom on the correlation between features. Another important fact is not accounted 

for is that for decisionY , features 
i

X and 
j

X are highly correlated, but they are not 

correlated when another decision variable Z is considered as shown in  

Figure  2.5.b. This fact cannot be captured by using symmetric uncertainty which is 

constant and independent of the decision variable when given the two features. 

In order to determine the set of features to be used to detect a given type of network 

attacks (e.g., selecting the appropriate features for DoS attacks, selecting the features for 

R2L attacks, etc.), we use a feature reward function ( )e S [54] to identify the set of 
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features that maximizes the detection rate for a given type of network attack. ( )e S  is 

defined as: 

, ,

( ; )

( ) ( , )
( )

n

n

j
j I

Y i j

i j i j i j I

I Y X

e S Q X X
H Y

∀ ∈

∀ ≠ ∈

= −

∑
∑  

 

The goal of the feature selection algorithm is to select the minimum set of features 

that they are strongly related to the desired decision variable and has the least 

redundancy among them. 

The algorithm shown in Figure  2.4 consists of two functional modules. The first one 

is focusing on removing irrelevance information among features. We use a user defined 

threshold 1δ to determine which feature is relevant to the final decision (lines 1 and 2). In 

this part of the algorithm, irrelevant features are removed from the original feature set. 

The second part focuses on eliminating redundancy from the features to be selected 

(lines 4 to 8). We quantify a final state criterion as the distance of the subset evaluation 

metric ( )e S  from the user defined threshold 2
δ  (line 5). For each pass, the feature k

X  is 

chosen which satisfies two conditions simultaneously. The first one is that feature k
X  

should be the most relevant one compared with the rest of features in the working set 

(line 6 (a)). The second one is that feature k
X  should have the least correlation with all 

the features in the goal set G  when compared with the other features in the working set 

W (line 6 (b)). 
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To validate our feature selection approach, we have used the DARPA KDD99 

dataset that has 41 features (9 discrete features and 32 continuous features) for each 

connection record. We have implemented a genetic algorithm to discretize the 

continuous variable values into intervals to maximize the mutual information between 

the continuous features and the decision variable. Features are ranked in descending 

order according to their relevance to the final decision. By using the mutual information, 

10 out of 42 features for each category of attacks (i.e., DoS, Probe, U2R, R2L) are 

ranked as shown in Table  2.1and Table  2.2. 

We have evaluated the effectiveness of our anomaly based analysis to detect 

network attacks using the DRPA KD99 datasets, and in real-time environment where 

the analysis is used to detect in real-time the occurrence of network attacks. In this 

Subsection, we discuss the accuracy of the analysis in detecting the network attacks 

of the KD99 datasets. In the experimental results section, we analyze the accuracy of 

anomaly analysis to detect a wide range of network attacks that were lunched in real-

time in our network security testbed. 



 

39 

1. ←*D
r

feature_discretization( D
r

, X
r

); 

2. ←W
r

initialize_weights( X
r

); 

3. tXWH
rr

×← ;  

4. ←S
r

training_data ( *D
r

, H ); 

5. WHILE NOT ( 0*|| >− PDS
rrr

) 

6. ←newW
r

update_classiifer(W
r

); 

7. tnewnew XWH
rr

×← ; 

8. FOR each record iX
r

in D
r

and each class jC  

9.  IF )())(( jiji

new CXTXH ∈∧>
rr

 

10.   ;1.. += countScountS
jj CC

rr
 

11.  End IF 

12. End FOR 

13. End WHILE  

Figure  2.6: Classification Learning Algorithm 

Using the classification algorithm as shown in Figure  2.6, the detection rate for all 

the types of network attacks listed in the KDD99 datasets. 

Without using the DDC correlation metrics to select the features, we were able to get 

good detection rates only for DoS and Probe attacks. However, the results are not good 

for U2R and R2L attacks, where we achieved a detection rate of 75% and 41%, 

respectively; our results were still much higher than the other techniques applied for the 

same data set. 

The detection rate improves significantly when the DDC metric is used to select the 

features that appropriate to detect the U2R and R2L attacks. By applying the feature 

selection algorithm shown in Figure  2.4, for U2R attacks, features service, 

dst_host_srv_count, num_file_creations, dst_host_ count, and dst_host_same_src_ 

port_rate were selected from the feature selection algorithm. Training based on these 
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Table  2.1:Ranked features for DoS and Probe attacks 

Table  2.2: Ranked features for U2R and R2L attacks 
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features, we have a detection rate of 92.5% with a 0.7587% false alarm. These results 

 



 

For R2L attacks, the feature selection algorithm yields the feature subset that consists 

of service, dst_host_sam_src_port_rate, dst_host_srv_diff_host_ rate and

dst_host_count. Using these features in detection R2L attacks, we get a 91.13% detection 

rate with a 9.258% false alarm. When training on service and 

dst_host_same_src_port_rate features, the detection rate is equal to 92.47% with 8.35% 

false alarm. Our experimental results show that using the decision dependent correlation 

measure ( , )Y i jQ X X  in feature selection can significantly improve the detection rate for 

any type of network attacks [

fast learning process and it will reduce the overhead in collecting data when applied to 

real-time data monitoring and analysis of network operations.

For R2L attacks, the feature selection algorithm yields the feature subset that consists 

of service, dst_host_sam_src_port_rate, dst_host_srv_diff_host_ rate and

dst_host_count. Using these features in detection R2L attacks, we get a 91.13% detection 

rate with a 9.258% false alarm. When training on service and 

dst_host_same_src_port_rate features, the detection rate is equal to 92.47% with 8.35% 

xperimental results show that using the decision dependent correlation 

in feature selection can significantly improve the detection rate for 

any type of network attacks [54]. Furthermore, the small number of features will resul

fast learning process and it will reduce the overhead in collecting data when applied to 

time data monitoring and analysis of network operations. 
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2.7  Autonomic Computing Research 

2.7.1 Academic Projects 

A huge number of research projects in many research areas have been based on 

autonomic computing. The following lists some Autonomic Computing project in 

academia. 

Rutgers University developed Automate [55] that aims on developing conceptual 

models and implementation architectures that can enable the development and execution 

of self-managing Grid applications. They investigates frameworks, middleware services, 

and programming models to support the definition of autonomic elements and to develop 

autonomic applications from combining  policies and component in a content and 

context driven manner that allow the management of those application. 

UC Berkeley/Stanford [56] investigates novel techniques for building highly 

dependable Internet services, that are capable of recovering from failures rather than 

failure-avoidance, those techniques are called Recovery-Oriented Computing. The 

philosophy behind these techniques are based on the observation that no matter what is 

the robustness of the systems, they will encounter failures due to many factors including 

human operator error, hardware failures, and/or software failures. 

Autonomizing Legacy Systems is a project at Columbia University [57] to externally 

provide autonomic computing onto legacy systems, i.e. without the need to modify the 

system. They used a  meta-architecture to serve as an active middleware infrastructure 

that explicitly provide autonomic services through a feedback loop that provides 



 

43 

continual monitoring, reconfiguration, and repair capabilities. Due to the separation 

between the system and the autonomic computing module and the fact that the 

autonomic computing module deployed is lightweight, autonomic computing can be 

applied to existing system as well as new deployed systems without affecting or 

modifying the design of the system.  

A distributed information management system called Astrolabe [58] collects large-

scale system states, allows rapid updates, and provides on-the-fly aggregation of 

attributes. It provides resource location information as well as a tracking for the system 

state. 

IFLOW [59, 60] is another autonomic middleware that is based on distributed 

information flow services. It dynamically affiliates the abstract information graph to the 

network topology using utility functions.  

QoS Management at Virtualized Data Centers [61] is a two-tier autonomic resource 

management system that provides automate and adapt the process of resource 

provisioning based on a fuzzy model that tradeoff between the cost and the quality of the 

service.. 

Jacques-Silva etc. [62] at UIUC present an autonomic fault recovery of the job 

management component (JMN) in System-S. They maintain the checking point of a 

stateful job in Job State Machine (Finite state machine) that will be used for job 

recovery. The dynamic programming support for state definition and fault injection is 

implemented by a plug-in mechanism 
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2.7.2  Industry Oriented Projects 

Many vendors developed management solutions; here are few of these leading 

solutions: 

IBM is the leading management solutions. They developed the Storage Management 

Analytics and Reasoning Technology (SMART) [63]. SMART reduces the complexity 

and improves the quality of service by providing self-managing capabilities within 

database environments.  Their second project is called Oceano [64], and it creates a 

prototype of a scalable, manageable infrastructure for a large scale “computing utility 

powerplant”. This allow multi-customer hosting on a virtualized collection of hardware 

resources. Another one of their projects is Optimal Grid [65]. It aims to simplify the 

creation and management of large-scale, connected, parallel grid applications by 

optimizing performance and includes autonomic grid functionality as a prototype 

middleware. 

Microsoft is also has it shares of leading management solutions. AutoAdmin [66] is a 

management solution that makes database systems self-tuning and self-administering by 

enabling them to track the usage of their systems and to gracefully to adapt to application 

requirements. 

Sun Microsystems has a management solution called N1 [67] that manages data 

centers by including resource virtualization, service provisioning, and policy automation 

techniques. 
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HP presented The Adaptive Enterprise [68] to help customers building a system in 

three levels namely business (e.g., customary relation management), service (e.g., 

security), and resource (e.g., storage). 

Most industry projects are developed to provide self-configuration and self-

optimization capabilities only to a specific product, instead of developing a general 

management framework that can perform these capabilities to any product or 

environment.  

2.7.3 Component / Service-based approaches for Self-management 

IBM introduced the autonomic element architecture [69]. They also introduced the 

concept of Autonomic Manager which manages other resources (software/hardware) by 

using a control loop. The phases of the control loop include monitoring phase, analyzing 

phase, planning phase, and execution phase.  

 Accord [70] is another approach to provide self-management. It extends traditional 

components to define a self-contained modular software unit. It combines specified 

interfaces and explicit context dependencies. It also provides a rule agent that is 

delegated to manage its execution to every autonomic component.   

PCOM [71] is a light-weight component system, which automates reselecting 

services and devices based on the specification of distributed applications.  It only 

supports dynamic services and devices composition and decomposition, and limits on 

spontaneously networked pervasive computing environments like Bluetooth and WLAN.  
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 Our Autonomic Component [2] architecture is combination of the IBM’s and Accord 

approaches. However, our approach differs in defining a general component 

management interface (CMI) for each component, which is not available in IBM 

autonomic element. Also we develop our Component Runtime Manager (CRM) as a 

separate closed control loop and support it with a configuration port to define the 

required configuration attributes in order to automate the control and management of a 

networked system which is different than the Accord approach, which only embeds a 

rule agent to delegate the management of its execution.  

 

 

 

 



 

Chapter 3:  AUTONOMIA

 

Our approach to autonomize any software module or network resource is based on 

augmenting the resource/service

Component Management Interface (CMI) 

shown in Figure 3.1. It extends traditional components (e.g., CORBA and Java beans) 

with provisions to support autonomic features 

self-healing). This architecture can either be used to implement autonomic components 

from scratch or add autonomizing provisions to existing software modules or hardware 

resources. 

Figure 

 

CMI consists of three ports: 

is a passive module that possesses 

the operation of a component and its interaction with the environment

CRM is the active module that enforc

UTONOMIA: AN AUTONOMIC CONTROL AND M

ENVIRONMENT 

Our approach to autonomize any software module or network resource is based on 

/service as an Autonomic Component with two modules [

Component Management Interface (CMI) and Component Runtime Manager (CRM), 

shown in Figure 3.1. It extends traditional components (e.g., CORBA and Java beans) 

with provisions to support autonomic features (e.g., self-configuring, self

healing). This architecture can either be used to implement autonomic components 

from scratch or add autonomizing provisions to existing software modules or hardware 

Figure  3.1 Autonomic Component Model 

CMI consists of three ports: Configuration Port, Control Port and Operation Port. 

possesses all the control and the management policies 

operation of a component and its interaction with the environment are governed

the active module that enforces the policies specified by CMI during the
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MANAGEMENT 

Our approach to autonomize any software module or network resource is based on 

with two modules [2, 72]: 

Component Runtime Manager (CRM), as 

shown in Figure 3.1. It extends traditional components (e.g., CORBA and Java beans) 

configuring, self-protecting, and 

healing). This architecture can either be used to implement autonomic components 

from scratch or add autonomizing provisions to existing software modules or hardware 

 

Operation Port. It 

management policies by which 

are governed.  The 

es the policies specified by CMI during the 
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runtime. CRM continuously monitors and analyzes the execution of its component and 

interrupts its operation once it detects that the execution environment of the current 

component cannot meet the desired operational and functional requirements. The 

planning module determines the appropriate corrective actions that can be performed by 

the execution module. 

0.1  Component Management Interface (CMI) 

The Management Interface usually provides the interface between the service ayer 

and management applications and allows these applications access, manage and control 

systems, components and peripherals. Industry standards like WBEM [73], WSDM 

[74,75] and Web Services Resource Framework [76] have defined such interfaces. Our 

CMI expands these definitions to enable autonomic behaviors that cannot be supported 

by existing standard interfaces.   

The CMI consist of three sections (ports) that specify the control and management 

requirements associated with each software/hardware component. The three ports are: 

3.1.1 Configuration Port 

The configuration port defines the required attributes to automate the process of 

preparing the execution environment of a software/hardware component. The 

configuration attributes include but not limited to the followings:  

• CMI identification information such as: Component name, Component version, 

and Component executable location,  
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• CMI resource requirements: Machine Type, OS Type, OS Version, CPU Speed, 

Memory and Disk size, and Network Bandwidth or component dependencies.  

� Configuration policies:  it specifies how to handle configuration errors and 

recover from it or how to handle updates. 

� Define and initialize local variables:  in this section also local variables are 

defined and initialized. 

 

Figure  3.2 Configuration Port schema 

3.1.2 Control port 

This port control the monitoring of data and the actions that can be invoked to 

guarantee the autonomic behavior. The sensor section and the action section combined 

form the control port. The follow is a short description of each: 

The sensor section defines all the measurement attributes that must be obtained 

regularly to determine whether or not the component is operating according to the 

required policies. The type of measurement attributes to be monitored varies according 

to the policies.  For example, if a component has policies to govern the self-optimization 

of work-load on a certain machine, then the set of attributes to be monitored will most 

likely be memory usage, network usage, and CPU usage. However, if those policies are 

<configuration_port> 

<component attr_name="" operator="" value=""/> 

<machine attr_name="" operator="" value=""/> 

<variable attr_name="" operator="" value=""/> 

<dependency component_name="" location="" version=""/> 

 

<configuration_policy> 

  <policy>…</policy> 

 </configuration_policy> 

</configuration_port> 
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used to govern self-protection, then the sensed attributes will probably be the number 

open connections, bytes rate, service type, etc. 

The action section defines all the possible actions that can be invoked at runtime 

when one or more of the policies’ rules are triggered.  The type of actions depends on the 

type of self-management action defined in the policies. For example, in self-optimization 

management, the actions can be something like requesting  more processing power and 

memory allocations. In a self-protection scenario, the actions can be blocking ports on 

some router or switch. 

 

Figure  3.3 Control Port specification 

3.1.3 Operation port 

This section is where the operations of the component and its interactions with other 

components or resources are defined. The rules that govern these interactions we call 

policies. The syntax of the rules is shown below: 

<IF (Condition1 AND Condition2 AND … Conditionm)
 
are true,  

THEN perform (Action1 AND Action2 … Actionn)> 

<control_port> 

 <sensor> 

  <function name=""> 

   <inputs/> 

   <outputs/> 

  </function> 

 </sensor> 

 <actuator> 

  <function name=""> 

   <inputs/> 

   <outputs/> 

  </function> 

 </actuator> 
</control_port> 
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We define two types of policies based on the locality of the interaction between the 

component and the surrounding environment: 

• Behavioral Policies: They are those policies that govern the behavior of the 

managed resource(s). It also set the operational point and the state trajectory 

for that managed resource(s).  

• Interaction Policies: They define the rules that govern the inter-component 

and resources interactions. 

Each rule is expressed with a conjunction of one or more conditions and actions. 

Condition is the logical combination of a component/resource state and/or measurement 

attributes or an external event triggered by other components or resources. Action can 

invoke the sensor/actuator functions that are specified in the control port or send out 

events to other components. The policies that govern the operations of an autonomic 

component can be specified in terms of two types of rules: behavior rules and interaction 

rules. The operation port specification is shown in Figure  3.4 

 

Figure  3.4: Operation Port Specification 

<operation_port> 

 <behavior_policy> 

  <Policy> 

   <conditions condition=""/> 

   <actions action="" input=""/> 

   <else_actions/> 

  </Policy> 

 </behavior_policy> 
<interaction_policy> 

  <Policy> 

   <conditions condition=""/> 

   <actions action="" input=""/> 

   <else_actions/> 

  </Policy> 

 </interaction_policy> 

</operation_port> 
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1) Policy Rule Definition 

� Condition Format 

There are three kinds of conditions: sensor output, event(s) come from other 

components, and local variables that are mostly used as  counters. 

(1) Sensor Output 

Conditioni = [Host.][Component.]Attribute Operator Value 

Attribute, operator and value are required; host and component are optional. This 

format is usually used to manage local behavior, which is defined as behavior rule. 

(2) Receiving Event 

The condition can be also any events receiving from other components. 

Conditioni = EVENT_REC([Host.][Component.]Event_Name(Event_Data) 

Event name is a set of event of the system supports, it includes IDLE, RUNNING, 

FAILURE, DONE (SUCCESS), START, and others. Event data is any string of data with 

certain format defined by users. Host and Component are optional in the event, while 

event_name and data are required. Event condition is usually used in interaction rules. 

� Action Format 

There are two kinds of actions: local and remote action, and sending out events to 

other components. 

(1) Local or Remote Action 
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Actionj = [Host.][Component.]ActionName[(Parameter List)] 

ActionName is required, which can be remote action or remote action that is a batch 

file in windows system and shell script in Linux/UNIX. Host, component and parameter 

list are optional 

(2) Sending Event  

The action can be also sending out events to other components in the format we 

defined above except changing the EVENT_REC to EVENT_SEND.  

Actionj = EVENT_SEND([Host.][Component.]Event_Name(Event_Data) 

 

2)  Using interaction rules to compose event based workflow  

The interaction rules can be used to compose the application workflow that consists 

of multiple autonomic components. For example, if component A finishes its execution 

and plans to notify component B to start its task, we can express this as  an interaction 

rule in component A <IF A finishes, THEN SEND_EVENT(B, A success)>  and the 

corresponding interaction rule in B will be <IF RECV_EVENT(A success), THEN start 

B> 

0.2  Component Runtime Manager (CRM) 

CRM is the local control system associated with a component that continuously 

monitors the component operations, analyzes the current state, plans the appropriate 

corrective actions if needed, and executes these actions to bring the component back to 
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acceptable normal state of operation. The CRM control and management algorithm is 

shown in Figure  3.5 

 

Figure  3.5 Control and management algorithm of the CRM 

CRM keeps checking the CMI for any changes to the current management strategies 

(step 2). If changes are specified, CRM will then read and parse the CMI file (steps 2~4). 

CRM also monitors the state of the component using all the available component sensor 

functions that are specified in the CMI sensor module (step 5). The monitored 

information is then analyzed by the analysis module to determine if there are any severe 

deviations from the desired state (step 7). Furthermore, the CRM also monitors any 

events or messages that might have been sent to this component (step 6). If the analysis 

module determines that the component is violating its operational and functional 

requirements, the planning module is called to determine the appropriate actions (step 8) 

that will be performed by the execution module to bring the component to normal 

1: While (true) 

2:  if (any changes in CMI management polcies) 

3:    read and udpate CMI polcies 

4:  end if 

5:  state  CRM_monitoring 

6:  event  other components  

7:  state_deviation = CRM_analysis(state, 

DESIRED_STATE) 

8:  if (state_deviation is true) 

9:   actions = CRM_planning(state, event) 

10:   CRM_Execute (actions) 

11:  end if  

12:  if (event != null) 

13:   CRM_execute (event) 

14:  end if 

15: end while 

 
 



 

55 

operations (step 9 and 10). If any event is received, then the appropriate actions for this 

event will also be performed by the execution module (steps 12~14).  

The CRM algorithm manages all the component requirements with respect to 

performance, fault, security and configuration in an integrated way. For example, if the 

component state deviation caused by malicious attacks, the planning module will 

determine the appropriate protective security actions to mitigate and prevent the current 

attacks. Similarly, when the component state deviates from normal behavior due to 

failures, the planning module will determine the appropriate actions to recover from the 

failures and continue normal operations. Consequently, CRM can handle in a holistic 

way all the desired component attributes rather than having each attribute handled by 

separate mechanisms.  

0.3  Policy Rule Conflict Detection and Resolution 

3.1.4 Policy Definition and Formalization 

The policy rule in the operation port is in the Disjunctive Normal Form (DNF) as 

follow. 

IF {Conditions ∩ … ∩ … Conditions} THEN {Actions ∩ … ∩ … Actions} 

We define the model of a policy rule: 

R: {Ci}i∈I � {Aj} j∈J    (1) 

in which {Ci}i∈I is a family of conditions indexed by i (that ranges over the elements 

of the indexing set I) and {Aj} j∈J is a family of actions (indexed by j∈J). It is worth 
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noting that the symbol “�” in formula (1) has no logical meaning and it represents the 

concept of “binding”. 

The condition is in the format of <attribute OPERATOR value>. The attribute 

is specified by users. The Operator can be any comparison operator (<, >, ==) and 

enumeration (in). The (real time) value can be a returned data value from a sensor or an 

event received from other components or an external environment. 

 

3.1.5 Policy Conflict Definition 

Given two policy rules 

R1: (C1 � {Aj1}, j1∈J1) 

R2: (C2 � {Aj2}, j2∈J2) 

A policy conflict occurs if: 

C ∩∩∩∩ = C1 ∩∩∩∩ C2 ≠≠≠≠ ∅∅∅∅  and {Aj1} ≠≠≠≠ {Aj2}, where j1∈∈∈∈J1, j2∈∈∈∈J2 

The policy conflict occurs [77-83] if the selection conditions of the two (or multiple) 

rules intersect but they do not specify the same set of actions. For example, given two 

policy rules, the first rule is activated when the condition c1 is satisfied on attribute A, 

and the second rule is activated when the condition c2 is satisfied on attribute B. It may 

seem that the rules have no intersection but, due to the independence of attributes A and 

B, it is possible that both rules are satisfied at the same time.   
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Since our Autonomic Component (AC) can communicate with other ACs in a 

hierarchical structure, two types of conflicts can occur:  

� conflicts between the rules in different components, and  

� conflicts between the rules within one component 

3.1.6 Conflict Detection Algorithm  

Currently, we are using a greedy algorithm [84] to check if there is any conflict in all 

policy rules. The algorithm shown in Figure  3.6 assumes that there are N policy rules 

and M attributes to be compared in the conditions part.  

 

Figure  3.6 Conflict Detection Algorithm 

3.1.7 Conflict Resolution 

Next, we concentrate on the region C∩ and choose the resolution methods based 

only on the action values. Different methods for conflict resolution were presented 

[77][78][85-89]: the prioritization of the rules based on the order; Deny Take Precedence 

Step 1:  

Loop m: 1� M  

 For each attribute, record all partitions and save into 

MAX_VALUES[m] 

End Loop 

 

Step 2: 

Loop m: 1� M 

 Loop variables i: 1 � MAX_VALUES[m] 

  Loop all policy Rule from n:  1 � N 

   If there is one condition in this area 

             num_policy [m][i][n] += 1 

   If (num_policy [m][i][n]> 1) 

    Conflict Occurs 

  End Loop 

 End Loop 

End Loop 



 

58 

(DTP), if the actions or policy rule more restrictive are preferred; and Most/Least 

Specific Take Precedence (MSTP/LSTP), if the policy rule with the most/least specific 

condition is preferred.  

In our system, we use the prioritization mechanism to resolve the two types of 

conflicts. 

� Conflicts between different components  

For this type of conflicts, high level components have precedence over the lower 

ones. 

� Conflicts within one component 

A user can assign explicit priority values to policies to define a precedence 

ordering. Consistency is very important for this approach. Otherwise it may result 

in arbitrary priorities which do not really relate to the importance of the policies. 

One way to avoid this is to assign specific administrator to define priorities. 



 

3.2  Autonomia Architecture

We have developed an autonomic control and management 

to as Autonomia [2, 72, 

which provides users with all the tools required to specify the appropriate control and 

management schemes and the services to configure the required software and network 

resources and then manage their 

main Autonomia modules include 

Library, Component Runtime Manager (CRM)

Manager (CCRM). 

 

Architecture 

an autonomic control and management architecture

, 90] (see Figure  3.7) as our self-configuration environment

which provides users with all the tools required to specify the appropriate control and 

management schemes and the services to configure the required software and network 

resources and then manage their operations to meet the overall system requirements. The 

main Autonomia modules include System Management Editor, Autonomic Management 

Component Runtime Manager (CRM) and Compound Component Runtime 

Figure  3.7 Autonomia Architecture 
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architecture that we refer 

configuration environment, 

which provides users with all the tools required to specify the appropriate control and 

management schemes and the services to configure the required software and network 

operations to meet the overall system requirements. The 

Autonomic Management 

Compound Component Runtime 
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3.2.1 Component Runtime Manager (CRM) 

 CRM is a runtime manager that aims at monitoring the component behavior and 

controls its operation in order to maintain the desired component attributes and 

functionalities, which includes four procedures: monitoring, analysis, planning and 

execution. 

0.3.0.1 Monitoring 

This module collects the status and state information of the management 

application/system through its sensors. 

We currently support two type of monitoring functions: resources monitoring and 

application monitoring.  

� For resource monitoring, we develop a set of programs to observe the network, 

CPU, memory, disk etc. behaviors.  

� For application and service monitoring, if the application source code is available, 

we can inject monitoring functions into it and recompile the application code. 

Otherwise, we can use the utilities such as command line interface, API, or log files 

to monitor the application.  

In order to normalize the monitored data, we have proposed a standard data format 

called Component Information Base (CIB) and developed a set of functions to output the 

monitoring data in this CIB format in Java, C/C++, Perl, and Shell scripts. Figure  3.8 

shows the CIB format. 
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Figure  3.8 CIB format 

 

 The CIB format consists of four sections: component, time stamp, str_attribute 

and str_attr_value. Str_attribue section can be composed using multiple attribute/type 

pairs. Str_attr_value includes the real monitored values in the order of str_attribute 

section. The CIB supports multiple instances of attributes in one sensor where each 

instance is stored in a single line. This mechanism is very useful for centralized sensors 

to monitor multiple remote objects. 

 For example, there is a monitor function getAlerts() returns two metrics with 

multiple instances at one time in the format (string ip_address, int num_of_alerts). The 

first attribute is the IP address in string type, the other one is the total number of alerts 

associated with it in integer type, and then we can use the monitored attributed as policy 

conditions as Figure  3.9 shows. 

component = sys_management 

time_stamp = 10/23/2006 11:18:45 AM  

str_attribute =    

disk_usage float 

attribute2 string 

attribute3 int 

attribute4 float 

str_attr_value =   

69,SUCCESS,12,15.234 

12,FAIL,10,123.156 

10,FAIL,8,120.156 

2,FAIL,4,123.156 

65,FAIL,1,123.156 
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Figure  3.9 Sensoring data as policy condition 

 

 Currently we store the sensoring data in local text in CIB format. The data can be 

also stored in centralized Database sever (for example, one DB server for each 

organization). We have shifted from using CIB to using SQLite [92] to store the 

monitoring data (and knowledge) on each local host.  

 Our monitoring module is adaptive and supports the dynamic monitoring interval 

change. We provide a configuration interval attribute in configuration port; user can 

specify it by any value in seconds (> 0). If not specified, the system will provide default 

interval with 30 seconds. User can also change the interval dynamically by proving the 

changing policy in behavior policy, for example, we can define a policy like: IF CPU 

USAGE > 90%, THEN Changing the interval to 300 seconds, which will 

decrease the frequency of the monitoring functions, as so to lower the monitoring 

overhead. 

<policy> 

 <conditions condition="getAlerts().num_of_alerts > 10"/> 

 <actions action="aggregationAction" 

input="getAlerts().ip_address"/> 

 <else_actions/> 

</policy> 

<policy> 

 <conditions condition="getAlerts().num_of_alerts > 6 and    

                             getAlerts().ip_address = 10.3.1.13"/> 

 <actions action="aggregationAction" input="10.3.1.13"/> 

 <else_actions/> 
</policy> 
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3.2.1.1 Analysis 

 This module analyzes component behaviors and detects if there are any 

anomalies or state changes reflected by out-of-bound values of the cardinals (for 

example, degradation in performance, component failure).  

 The analysis module can be implemented by different techniques. For example, if 

user has enough knowledge about the management system and features, he can develop 

an analytical model to build the relationship between the input variables and the 

interested features. Sometimes analytical model is hard to get, but data about the system 

can be collected easily, then we can build the profile of the normal behavior of a network 

node or a process/application by using any existing machine learning algorithms. In 

some cases, if the users have gained enough management knowledge about the system 

behavior, they can define management rules directly based their experiences to handle 

different situations.  

 Although we propose some general techniques for this module, for some specific 

domain, heuristic approaches may be more appropriate. For example, for network attacks 

detection system, we can use the anomaly distance function [93] to quantify the 

deviation of the current network or system state from the perceived normal state. In order 

to detect any type of attacks, we need build the profile of the normal behavior of a 

network node or a process/application. The online monitoring module continuously feeds 

streaming data into the anomaly analysis module. The streaming data in terms of 

different features is calculated based on different timing intervals. Hence, the streaming 
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features with different granularity can discover the sophisticated attackers who take 

advantage of the window boundary to avoid detection. The anomaly analysis module has 

two main functions. The first one is the classification function in which the learning 

function builds a profile of the normal network behaviors that can be described using 

rule sets. The second function is the prediction function that is used during the run time 

by the analysis module that applies the profile rule sets to the observed network behavior 

to determine the occurrence of any anomalous behavior that could be triggered by 

network attacks.  

0.3.0.2 Planning 

 This module plans alternate execution strategies (by selecting appropriate 

actions) to optimize the behaviors (e.g. to self-heal, self-optimize, self-protect etc.) and 

operations. The plan function passes the appropriate change plan, which represents a 

desired set of changes for the managed resource, to the execute function.  

 After the analysis module analyzes component behaviors and detects any 

anomalies happened on the managed component, planning module will formalize a 

correction strategy to bring the system/component to normal state. The planned 

strategy can take on many forms, ranging from a single command to a complex 

workflow. For example, the plan function might produce a workflow that will add or 

delete specific resources or redistribute portions of the workload to different resources. 
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 The plan function provides the mechanisms that construct the actions needed to 

achieve goals and objectives. In our framework, the planning module uses policy 

information to guide its work. 

 The policy information provided by system administers are high level, while the 

executable actions should be in low level action that can be effected on specific devices 

or applications, a policy translation mechanism is needed. There are several policy 

translation approaches [94] that can be implemented in our framework. 

1) Simple transformations 

In many circumstances, the mapping from higher-level policies (or business 

objectives) to lower-level policies can be done directly with simple 

transformations. This is the case when information is only being refined, as in a 

direct substitution (e.g., mapping domain names to IP addresses). 

This is also the case when the higher-level definition is actually a class 

definition that aggregates a number of different attributes at the lower level (e.g., 

associating a class of service like “gold” to a given set of goals for network 

parameters, such as response time and packet loss rate). Even when higher-level 

objectives are being mapped onto lower-level policy constructs, the 

transformations may be simple. 

In determining the number of servers that are needed to meet a desired 

response time and the class of service that each server must provide, a simple 
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table of server characteristics might suffice. Also, if the underlying system only 

supports a small number of alternative configurations, a simple search may be 

sufficient to see which is needed to meet a desired objective (e.g., an availability 

target). 

2) Analytic models 

For more complex transformations, if an analytic model can be developed to 

determine the business objective as a function of the underlying policies, the 

model parameters that would satisfy the required business parameters can be 

determined. For example, if an analytical expression exists to determine the 

outbound bandwidth needed to support a given inbound traffic rate at a Web site, 

the expression can be inverted to obtain the requisite traffic rate for any desired 

limit for the outbound bandwidth. That is to say, if there exists a known closed 

form expression for the function f, where f (p) = b, b is the bandwidth limit, and p 

is a vector of policy values, it would be possible to use numerical or other 

techniques to find the values for the components of the policy vector p that would 

attain the value b. 

3) Generic models 

For some performance characteristics, such as response time and throughput, 

computing systems are often modeled as queuing networks. Under certain sets of 

simplifying assumptions, queuing network parameters can be derived 
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analytically, but most often are arrived at by simulation techniques. Given such a 

parameterized model, one could solve for the model parameters that would 

satisfy the required business parameters. 

4) Online adaptive control 

Other classes of parameterized models, like those based on concepts from 

control theory or statistical techniques such as linear regression [95], can be used 

to determine and fine-tune the parameters needed to obtain a given business 

objective. Neural networks [96] can also be used to determine the impact of 

specific policy parameters on the requisite business objective. The neural 

network or adaptive control scheme could then be used to dynamically adapt 

policy parameters to meet the desired goals in the running system. This approach 

is fairly flexible, but generally requires extensive training data.  

5) Case-based reasoning 

In certain instances, it may be possible to use learning techniques to develop 

implicit models of system behavior. In a case-based reasoning (CBR) approach, 

the settings for system parameters that attain certain goals would be learned 

experimentally from historical data. A database of former cases is maintained, 

where each case is a combination of the policy parameters and the business 

objectives that were achieved when those parameter values were used. In order to 

determine the set of policies that would be needed to achieve a new business 
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objective, the case database is searched to find the closest matching case, or the 

existing cases that bracket the new requirement, to establish the appropriate 

settings. The definitions of the cases and the strategies for interpolation tend to be 

specific to the particular policy discipline being considered, but the same case 

manipulation software and algorithms can be used across different disciplines. 

The CBR approach depends on extensive historical data in order to build a 

set of cases rich enough to be consulted in guiding new decisions. In a system 

that has been running for an extended period of time, it is possible to build cases 

from prior experience. However, at bootstrap time, there is no prior experience to 

exploit. Thus, a CBR approach needs to be combined with a heuristic approach 

(using an analytical expression or approximation), which is used until enough 

historical data is collected, or the system has to be pre-populated with a set of 

cases synthetically derived or obtained experimentally. 

0.3.0.3 Action 

 Action module effects the planned actions on the managed application/system. 

Current action supports local action and remote action.  

1) Local action can be enforced by any of following techniques.   

� Configuration change through existing utilities or APIs that resources and 

applications provide 

� Dynamic code injection through API 
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� Service/Component composition through event-based interaction rule in 

component CMI.  

One important feature of autonomic applications is their ability to change 

the components and the structure that interconnects these components at 

runtime as required by the self-control and management algorithms.  

2) Remote action relies on Mobile Agent System (MAS) [97] to take the 

management actions on remote managed system and/or application.  

 The mobile agent system (MAS) is designed to provide mobile agents a uniform 

execution environment independent of the underlying hardware architecture and 

operating system. It provides functions to receive agents, start execution of agents, 

monitor execution state of agents, and transfer agents from one host to another.  

 The agent systems used in this system have been implemented using Java. Our 

mobile agent system relies heavily on the use of Java Remote Method Invocation (RMI) 

[98].  We have built one type of Agent, CatalinaAgent, for our Autonomia environment, 

which has the following additional functionalities in addition to the basic mobile agent 

functions: 

1. The agent message carries a program name and some parameters. Whenever an 

agent message arrives, it will retrieve the program name and parameters and 

run it locally. 

2. If the program in a message is not deployed on local machine, it will contact 

the code base server (a http server) to download that code and then deploy it. 
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1.3.0.4 Knowledge Repository (KR) 

 The KR stores the runtime application/resource status information, knowledge 

about optimal management strategies for both applications and system resources that 

have proven to be successful and effective, and component management specifications 

that are defined by users. 

Knowledge types 

 The Autonomic Computing blueprint identifies several types of system 

knowledge. These include configuration knowledge, Operation Management 

Knowledge, and problem determination knowledge. The following summarizes various 

types of knowledge that may be present in a self-managing autonomic system. Each 

knowledge type must be expressed using common syntax and semantics so the 

knowledge can be shared. 

 

� Configuration knowledge  

Configuration knowledge  is about the components and their construction and 

configuration for a solution or business system. Installation and configuration 

knowledge is captured in a common installable unit format to eliminate complexity. 

The plan function of an autonomic manager can use this knowledge for installation 

and configuration planning. 

� Operation Management Knowledge  
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Operation management knowledge is defined as policies, which represents the 

knowledge to determine whether or not changes need to be made in the system. An 

autonomic computing system requires a uniform method for defining the policies 

that govern the decision-making for autonomic managers. By defining policies in a 

standard way, they can be shared across autonomic managers to enable entire 

systems to be managed by a common set of policies. 

� Problem Determination Knowledge  

Problem determination knowledge includes monitored data and symptoms. The 

problem determination process also may create knowledge. As the system responds 

to actions taken to correct problems, learned knowledge can be collected within the 

autonomic manager. An autonomic computing system requires a uniform method 

for representing problem determination knowledge, such as monitored data 

(common base events) and symptoms. 



 

Chapter 4:  MULTI

4.1  Introduction 

The primary goal of AND system is to build a system that can detect known and 

unknown network attacks as well as the capability to proactively prevent or minimize the 

attack impacts on network operations and 

functional and architectural design of the Multi

Intrusion Detection System.

4.2  Overview of the Multi

Figure  4.1: Multi

ULTI-LEVEL ANOMALY BASED AUTONOMIC 

DETECTION SYSTEM 

The primary goal of AND system is to build a system that can detect known and 

unknown network attacks as well as the capability to proactively prevent or minimize the 

attack impacts on network operations and services. In this chapter I will introduce the 

functional and architectural design of the Multi-level Anomaly Based Autonomic 

Intrusion Detection System. 

of the Multi-Level Intrusion Detection System (ML

 

Multi-level anomaly based autonomic intrusion detection system
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TONOMIC INTRUSION 

The primary goal of AND system is to build a system that can detect known and 

unknown network attacks as well as the capability to proactively prevent or minimize the 

In this chapter I will introduce the 

level Anomaly Based Autonomic 

Level Intrusion Detection System (ML-IDS) 

 

level anomaly based autonomic intrusion detection system 
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The architecture of our approach to develop the proposed advanced analysis 

methodology and autonomic responses to detected cyber attacks is shown in Figure  4.1. 

The main modules to be developed are the Online Monitoring and Filtering, Multi-level 

Behavior Analysis, Decision Fusion, Action, Visualization, and Adaptive Learning.  In 

what follows, we give a brief overview of the functionally of each of these modules. 

4.2.1 Online Monitoring and Filtering Engine 

Our assumption is that any network attack causes a certain anomalous behavior 

scenario, and it is imperative to be able to accurately identify this anomalous behavior. 

To meet this challenge, we propose to use data mining and statistical correlation 

techniques to identify the minimal set of network features that will most likely identify 

an attack in progress. This method greatly reduces the number of features to be 

monitored and the size of monitored data, and thus decreasing the impact of the 

monitoring modules on the network’s operation. The online monitoring module uses 

existing software tools to monitor network and host traffic. For simplicity, the online 

monitoring modules can be viewed as databases of important network features with their 

timestamps.  

4.2.2 Multi-level Behavior Analysis Modules 

The main objective of using multiple levels to analyze the behavior of network traffic 

is to decrease the incidence of false alarms, while achieving a high detection rate. During 

each observation period, T, Application behavior, Transport behavior, Network behavior, 
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and Link behavior analysis are used to detect anomalous events in network operations at 

different levels of granularities. 

1. The Application Layer’s behavior Analysis module inspects network traffic 

data to detect anomalies. The payload data is filtered, reduced for fast look-

up, and the system is trained with a complete profile of normal application 

payload traffic within an observation window. 

2. The Network Layer Protocols’ behavior analysis module is implemented as 

a set of rules that are generated using a supervised learning approach. In our 

network testbed, we have used extensive network traffic to train the 

prediction module about how the network should behave normally with 

respect to the identified features and for all the observation windows. In our 

current prototype, we use four observation windows to analyze network 

behavior. The use of the four observation windows provides the information 

required to detect a wide range of network attack with varying intensities. 

3. The Transport Layer Protocols’ behavior analysis module inspects network 

traffic packet headers to detect anomalies. Every network protocol has 

features that demonstrate a sequence of finite operations that define normal 

behavior. For example, while setting up a network connection, the flags 

defined in Transmission Control Protocol (TCP) header follow a specified 

sequence that defines normal behavior. We have used extensive network 

traffic to comprehensively profile normal behavior within an observation 
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window. We have used an extension of the Bloom Filter with probabilistic 

analysis for quick, accurate detection with very low false alarms. 

4. The Data Link Layer Protocols’ behavior analysis module inspects network 

traffic frames to detect misuses and attacks targeting the data link layer. The 

detection modules of this system can be divided into two categories based on 

the can of medium that the Data Link layer handles: 

a. Wired: in this module anomaly is detected by profiling the normal 

behavior of MAC layer headers. This module will use the available 

knowledge about subnetworks and gateways together with the MAC 

layer headers to identify attack on this layer. This module helps in 

identifying spoofing attacks as well as supporting the action module 

with the knowledge needed to block attacks targeting upper layers.      

b. Wireless: With the increase deployment of wireless networks and the 

fact that the medium is easily accessible for everyone, the amount and 

types of attack targeting this layer became tremendous. In this part 

similar techniques to those applied to the wired ones will be used to 

identify attacks. Attacks detected by using this module include attacks 

targeting flaws in protocols, spoofing attacks, man in the middle 

attacks, probing attacks, and DoS attacks. This module will also give 

information about the physical location of the attacker. 
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4.2.3 Decision Fusion Module 

With a large number of alerts being generated by each level of the behavior analysis, 

it is necessary to fuse the information generated in order to increase the detection rate 

and also reduce the overhead of processing false alarms.  

4.2.4 Risk and Impact Analysis Engine 

When the risk and impact analysis engine receives one or more alerts from the 

analysis modules, it determines what part of the system will be affected by the detected 

attack. The damage cost value will be evaluated for that attack. It also consults with its 

knowledge repository to determine the impact of each response action on the network 

operations; it determines the impact of shutting down completely a port, router, or other 

network components and how does that mitigate the impact of the attack itself. In order 

to determine the damage cost value for an attack or for a protection action, a dependency 

graph analysis and game theory technique are applied in our impact analysis. At the end, 

the response action that gives the best protection against the detected attack and that will 

minimize the damage costs will be selected and performed by Autonomia agents. 

4.2.5 Action Engine 

It is used to execute the actions recommended by the risk and impact analysis module 

in order to proactively prevent or mitigate the impact of attacks. 

4.2.6 Adaptive Learning:  

The main goal is to use an unsupervised learning algorithm to identify changes in 

network operations. These changes may be significantly different from the current 
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baseline models of normal operations. However, they still represent normal behavior 

based on the dependency and correlation analysis of the monitored network features. If 

there is a discrepancy in the decisions given to the Decision Fusion module by each 

analysis type, the adaptive learning module will implement a feedback mechanism to 

adaptively re-train the errant system in real time. The adaptive learning module will use 

supervised learning to generate a new set of rules that model the current normal network 

behaviors to re-train the Rule-based behavior analysis system. For the Payload and 

Protocol behavior systems, the adaptive learning module will add the misdetected 

patterns and expand the normal profile repository.  

4.2.7 Visualization module 

This module is used to give administrators a better understanding of the activities 

undergoing in the network. 

4.2.8 Attack Classification Module 

This module is responsible for determining the type of attack that has been detected 

by the behavior analysis module. 
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Chapter 5:  NETWORK LAYER BEHAVIOR ANALYSIS 

 

5.1  Introduction 

The primary goal of this module is to build a system that can detect known and 

unknown network layer attacks as well as the capability to proactively prevent or 

minimize the attack impacts on network operations and services. The main sub-modules 

to implement this module include: Online Monitoring and Filtering Engine, Online Rule 

Based Anomaly Analysis Engine, and action sub-module (see Error! Reference source 

not found.). 

 

Figure  5.1: Network Layer Analysis Engine 

 

5.2  Online Monitoring and Filtering Engine  

The key to detecting a potential attack is recognizing the appropriate clues that 

accurately show the anomalous behavior caused by the attack. However, determining the 

right features or network attributes for online monitoring and measurement is a 
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challenging research problem due to the speed of network operations and the amount of 

data that can be collected within a short monitoring period. To meet this challenge, the 

AND system utilizes innovative decision correlation metrics to measure the attributes of 

the network that will most likely identify an attack in progress. This method can greatly 

reduce the number of features to be monitored and the size of monitored data and thus 

decrease the impact of the monitoring modules on the network’s operation. 

The online monitoring modules use existing software tools such as fprobe, neye, and 

cflow to monitor network and host traffic. The feature selection module uses the raw 

traffic data to generate the appropriate set of features for several observation windows. 

The filtered network’s flows records are analyzed concurrently using several 

observation windows.  For each window, we have one module to analyze and correlate 

the network records with respect to its observation window time w
t . In the current 

implementation of the AND system, we use three windows to analyze network traffic. 

In each module, the network features are analyzed as a time series of consecutive w
t  

windows.  All connections falling within one window and having the same source 

address, destination address, and destination port are aggregated together into one 

aggregated network connection. This process will reduce significantly the number of 

connections to be analyzed for anomaly detection. 

In addition, the time series analysis of aggregated network flows with respect to 

multiple windows improves significantly the detection rate and can be intuitively 

explained as follows. 
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Figure  5.2: Time correlation illustration in a four steps attack 

 

Assume that for an attack to succeed, steps, , , ,
a b c d

S S S S  has to be taken. And each of 

these steps will make the network behaves as , , ,
a b c d

B B B B  , respectively (see Figure  5.2). 

The individual behavior for each of the four steps is considered to be normal within 

window w
t .  Even, if you analyze two or three of these events, the combined behavior if 

analyzed within a window is still normal, i.e., (
a b

B BU , 
a c

B BU , 
b c

B BU , and 
a b c

B B BU U .)  

However, when all four events 
a b c d

B B B BU U U  are analyzed within one window, the 

anomaly caused by attack will be detected. Hence, this type of attack will be detected 

only if the window
w ab bc cd

t t t t≥ + + . 

Furthermore, to improve the accuracy of our detection mechanism, we use several 

windows to analyze the network flows; some attacks are lunched at a very high rate and 

thus can be detected by smaller windows, while slower types of attacks need much larger 

windows in order to detect the anomaly triggered by the attack.  This can be explained as 

follows.  

Let us assume that we are analyzing the network flows collected within two windows 

1t  and 2t , as shown in Figure  5.3.a, where 2 12t t= ⋅ . Four network flows (events) with the 

same source address, destination address, and destination port took place in the first 
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instance of 1t . The anomaly condition for 1t  is  _ 120src bytes >∑  and _dest bytes∑  <150 .  

And the anomaly condition for 
2

t  is _ 240src bytes >∑  and _ 300dest bytes <∑ . It is obvious 

from this example that the anomaly caused by this attack can be detected using the first 

time window 1t  and can not be detected using the second time window 2t . 

In the implementation of the AND system, we use three windows of sizes 10, 30, and 

60 seconds. The choice of the window intervals has been done based on a combination of 

Monte Carlo and Bi-Section methods. We are currently doing more research to 

determine theoretically the appropriate number of windows and their intervals to achieve 

the desired detection rate for a given set of network attacks.   

 

 

(a) 

Event Src. Bytes Dest. Bytes 

1 10 10 

2 30 20 

3 40 30 

4 60 40 

(b) 

Figure  5.3: Time window example 
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5.3  Anomaly Engine 

The anomaly analysis engine analyzes network traffic using several observation 

windows or intervals. It uses the features associated with each window to determine 

whether or not the network resources and/or services are operating normally. If an 

anomalous behavior is detected in any of the windows, an alert is sent to the Self-

Protection Engine to take the appropriate actions. The prediction module is implemented 

as a set of rules that are generated using a supervised learning approach. In our network 

testbed, we have developed an extensive network traffic data repository (around 300 

thousands NetFlow records) to train the prediction module about how the network should 

behave normally with respect to the selected network features and for all the windows  

(in our current AND prototype, we use three windows to analyze network behaviors). 

The use of multiple windows provides the capability to correlate network activities with 

respect to different windows in order to improve the detection rate for a wide range of 

network attack intensities (e.g., fast or slow attacks). 

For online anomaly analysis, we use rule-based anomaly approach to detect 

network attacks. In this case, the baseline model for normal network behaviors is 

obtained by applying a rule learning algorithm (RIPPER) [99]. The construction of 

the baseline models is very efficient; for example for 300K network traffic records, it 

took about 4 hours to generate the baseline model that consists of around 120 rules. 

A sample of the rules used in the anomaly detection algorithm is shown below.  
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Function detect_anomaly (dst_port, dst_bytes, src_bytes, same_srv_rate ) 

var: string state; 

begin 

  if ((dst_port <= 53) and (dst_bytes <= 80) and  

  (src_bytes <= 16946)) then state="normal"; 

  else if ((src_bytes >= 167421) and (dst_port >= 25427) and 

   (same_srv_rate <= 0.285714)) then state="normal"; 

  else state="abnormal"; 

  return state; 

end 

5.4  Self-Protection Engine 

Once the self-protection engine receives one or more alerts from the Prediction 

Module, it consults with its knowledge repository, and the current network topology to 

determine the appropriate actions that will be executed. The Self-protection engine 

utilizes the software agents and services by our autonomic control and management 

environment (Autonomia) [1,2, 72, 100, 101, 102] that provides software agents that can 

be programmed to execute the self-protection actions and thus prevent or mitigate the 

impact of attacks. 
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Chapter 6:  TRANSPORT LAYER BEHAVIOR ANALYSIS 

 

A wide variety of vulnerabilities are available to computer systems, those 

vulnerabilities can be exploited by attackers, and they include software bugs, weak 

passwords and incorrect configuration. Programmers and system administrators works 

daily on eliminating all possible intruder entry points.  On the other side intruders are 

looking for single entry point that allows him/her to cause damage to the system. Thus, a 

fast, efficient and accurate intrusion detection system is essential in order to detect 

attacks and take appropriate actions to mitigate the attack. In this section, we describe an 

extremely accurate and efficient approach to detect transport layer attacks.  

6.1  TCP/IP stack Vulnerabilities 

The vulnerabilities in TCP/IP stack implementations are very common and attackers 

are usually use that to perform Denial of Service (DoS) attacks. A DoS attack aims to 

prevent legitimate network users from getting their r services.  This attack is usually 

carried by making a service from functioning completely or partially inefficiently. Our 

approach can efficiently detect such attacks by collecting headers of such traffic, 

obtaining the necessary information, performing behavior analysis, and making the 

decision. A distributed denial of service attack (DDoS) attack, is a modified version of 

the original DoS attack. This attack (DDoS) occurs when multiple systems attack a 

single target, causing a denial of service for users of the targeted system. This attack 

usually carried by flooding the bandwidth or resources for the targeted system. This 
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forces the attack’s target to shutdown its service and deny service to legitimate users. An 

attacker starts a DDoS attack by exploiting a vulnerability in one system, which becomes 

the ’master’. From this master system, the intruder identifies and communicates with 

other systems that can be compromised. With a single command, the intruder instructs 

the controlled machines to launch one of many flood attacks against a specified target. 

There are many victims in a DDoS attack - the final target and as well the systems 

controlled by the intruder. In the following three section attacks on IP, TCP, UDP and 

ICMP are explained. 

6.2  IP Attacks 

6.2.1 Packet Flooding 

A Packet Flooding DoS attack is one in which an attacker send as many packets to a 

target network device until it either crashes, or is so overloaded so that it cannot handle 

any legitimate user requests [23]. 

6.2.2 IP Spoofing 

This is a flooding DoS attack, where the attacker uses a spoofed IP address, usually 

an internal IP address, as the source in order to impair the service or crash the system 

[103]. 

6.2.3 Sweeping 

A Sweeping attack is a precursor to an attack wherein an attacker sends a series of 

packets to a firewall in order to detect weaknesses or vulnerabilities [104]. 
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6.2.4 Man in the Middle 

In this type of attack, an attacker intercepts a legitimate communication between two 

systems [105]. The malicious host then controls the flow of communication and can 

eliminate or alter the information sent by one of the original participants without the 

knowledge of either the original sender or the recipient. In this way, the attacker can fool 

a victim into disclosing confidential information by ’spoofing’ the identity of the original 

sender, who is presumably trusted by the recipient. 

6.2.5 Fragment Packets scan 

In this type of attack, the scanner splits the TCP header into several IP fragments 

[106]. This bypasses some packet filter firewalls because they cannot see a complete 

TCP header that can match their filter rules. Some packet filters and firewalls do queue 

all IP fragments, but many networks cannot afford the performance loss caused by the 

queuing. 

6.2.6 IP Protocol scan 

The IP protocol scan [107] searches for additional IP protocols in use by the remote 

station, such as ICMP, TCP, and UDP. If a router is scanned, additional IP protocols 

such as EGP or IGP may be identified. An unavailable IP protocol does not respond to 

the scan. The MAC addresses are displayed to emphasize the IP layer conversation that 

occurs between the stations. An available IP Protocol provides a response specific to the 

protocol type. 
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6.3  TCP Attacks 

6.3.1 OS detection 

OS detection [108], also known as TCP/IP stack fingerprinting or OS fingerprinting 

is the process of determining the operating system used by a remote target. There are two 

types of OS detection attacks, Passive fingerprinting and Active fingerprinting. A 

passive finger printer does not send any data across the network making it almost 

undetectable. Active fingerprinting on the other hand is aggressive in nature. An active 

finger printer transmits to and receives from the targeted device. It can be located 

anywhere in the network, and with the active method you can learn more information 

about the target than with passive OS fingerprinting. 

6.3.2 TCP SYN scan 

 

Figure  6.1: Operation of TCP SYN Scan 
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Figure  6.2: Operation of TCP ACK Scan 

The TCP SYN scan [107] gathers information about open ports without completing 

the TCP handshake process. When an open port is identified, the TCP handshake is reset 

before it can be completed. This technique is often referred to as ’half open’ scanning. 

The SYN scan is a common scan when looking for open ports on a remote device, and its 

simple SYN methodology works on all operating systems. Because it only half-opens the 

TCP connections, it is considered a very ’clean’ scan type (See Figure  6.1). 

6.3.3 TCP ACK scan 

The TCP ACK scan [107] is not used to directly locate an open port. Instead, it 

provides a ’filtered’ or ’unfiltered’ disposition. The ACK scan can characterize the 

ability of a packet to traverse firewalls or packet filtered links. An ACK scan operates by 

sending a TCP ACK frame to a remote port. If there are no responses or an ICMP 

destination unreachable message is returned, then the port is considered to be ’filtered’ 



 

89 

(See Figure  6.2). However, if the remote port returns an RST packet, the connection 

between the attacker and the remote device is categorized as unfiltered. 

 
Figure  6.3: Operation of TCP Connect Scan 

6.3.4 TCP Connect scan 

The TCP Connect scan [107] is named after the connect call that is used by the 

operating system to initiate a TCP connection to a remote device. Unlike the TCP SYN 

scan, the TCP connect scan uses a normal TCP connection to determine if a port is 

available. As can be seen from Figure  6.3, this scan method uses the same TCP 

handshake connection that every other TCP-based application uses on the network.The 

TCP Connect scan to a closed port looks exactly like the TCP SYN scan. A scan to an 

open port results in a different traffic pattern than the TCP SYN scan. 

6.3.5 TCP Window scan 

The TCP Window scan [107] is similar to an ACK scan, but the window scan has the 

advantage of identifying open ports. The window scan is named after the TCP sliding 
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window, not the operating system of a similar name. It is called the window scan 

because some TCP stacks have been found to provide specific window sizes 

 
Figure  6.4: Operation of TCP Window Scan 

when responding to an RST frame. Figure  6.4 shows the operation of a TCP Window 

scan. A RST frame response from a closed port responds with a window size of zero. 

When an open port is sent an ACK frame, the destination station still responds with a 

RST frame, but the window size is a non-zero value. 

6.3.6 TCP Null scan 

The TCP null [107] scan turns off all flags, creating a lack of TCP flags that should 

never occur in the real world. If the port is closed, a RST frame should be returned (See 

Figure  6.5). A null scan to an open port results in no response. 

6.3.7 TCP FIN scan 

The TCP FIN Scan [107] is called a ’stealth’ scan because they send a single frame 

to a TCP port without any TCP handshaking or additional packet transfers. This is a scan 
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type that sends a single frame with the expectation of a single response. As can be seen 

from Figure  6.6, this scans operates by manipulating the bits of the TCP header to induce 

a response from the remote station. The FIN scan creates ascenario that should never 

occur in the real world. These purposely-mangled TCP header packets are thrown at a 

remote device, and an attacker watches for the responses. The FIN scan’s ’stealth’ 

frames are unusual because they are sent to a device without first going through the 

normal TCP handshaking. If a TCP session isn’t active, the session cannot be formally 

closed. In this FIN scan, TCP port 443 is closed so the remote station sends a RST frame 

response to the FIN packet. If a port is open on a remote device, no response is received 

to the FIN scan. 

 

Figure  6.5: Operation of TCP Null Scan 
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Figure  6.6: Operation of the TCP FIN Scan 

 

 

6.3.8 Xmas scan 

The Xmas scan [107] is also categorized as a ’stealth’ scan. This scans operates by 

manipulating the bits of the TCP header to induce a response from the remote station. An 

attacker creates TCP headers that combine bit options that should never occur in the real 

world. The Xmas tree scan sends a TCP frame to a remote device with the URG, PUSH, 

and FIN flags set. This is called a Xmas tree scan because of the alternating bits turned 

on and off in the flags byte (00101001), much like the lights of a Christmas tree. A 

closed port responds to a Xmas tree scan with a RST. Similar to the FIN scan, an open 

port on a remote station is conspicuous by its silence. 
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6.3.9 Idle scan 

The Idle scan [107] is a TCP Port Scan method that allows sending spoofed packets 

to a computer. The attack involves ’bouncing’ packets off another system for anonymity. 

The idle scan takes advantage of the ’predictable IPID flaw’. An attacker would first 

scan for a host with a sequential and predictable IPID. Computers chosen to be used in 

this stage are sometimes known as zombies. Once a suitable zombie is found the next 

step would be to send a SYN packet to the target computer, spoofing the IP address from 

the zombie. If the port of the target computer is open it will respond with a SYN/ACK 

packet back to the zombie. The zombie computer will then send a RST packet to the 

target computer because it did not actually send the SYN packet in the first place. Since 

the zombie had to send the RST packet it will increment its IPID. This is how an attacker 

would find out if the target port is open. If the IPID is not incremented then the attacker 

would know that the particular port is closed. 

6.3.10 Land Attack 

A Land attack [109] is a remote DOS attack caused by sending a spoofed poison 

packet to a machine with the source host/port the same as the destination host/port. The 

attack involves sending a spoofed TCP SYN packet to initiate a connection using the 

target host’s IP address and an open port as both source as well as the destination. This 

causes the machine to reply to itself continuously. 
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6.3.11 Ping of Death 

The Ping of Death [110] is a DoS attack caused by an attacker sending an IP packet 

larger than the maximum length of 65,536 bytes allowed by the IP protocol. Ping is a 

command used to test whether a particular host is reachable across an IP network. In 

TCP/IP, a single IP packet is broken down into smaller segments and transmitted. At the 

receiving end, these fragments are reordered and reassembled. Attackers take advantage 

of this feature by sending a ping command using packets wherein the fragments add up 

to more than the allowed 65,536 bytes. When operating systems receive an oversized 

packet, this results in an internal buffer over flow and causes them to freeze, crash, or 

reboot. 

6.3.12  TearDrop 

Teardrop [111] is a program that sends IP packets with fragments that either overlap, 

or have gaps to a target computer system. This attack exploits an overlapping IP 

fragment bug present in Windows 95, Windows NT and Windows 3.1 machines. The 

bug causes the TCP/IP fragmentation re-assembly code to improperly handle 

overlapping IP fragments. The primary problem with this attack is a loss of data that can 

occur when a system crashes. 

6.3.13 Dosnuke 

The attacker sends a TCP packet with the ’URG’ or urgent flag set to the Windows 

NetBIOS Port, and this causes the system to crash [112]. 
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6.3.14 Winnuke 

The Winnuke [113] exploit is a remote DoS attack that sends a string of OOB (out of 

band) data to the target computer on Windows NetBIOS Port (Port 139), causing it to 

lock up and display a ’Blue Screen of Death’. 

6.3.15 Malformed Packets 

These packets exploit the vulnerability of the TCP stack in which a Null argument in 

a critical field cannot be handled by a program. This causes the protocol stack to crash 

[114]. 

6.3.16 TCP SYN flood 

A SYN flood [115] is a form of denial-of-service attack in which an attacker sends a 

succession of SYN requests to a target’s system. When a client attempts to start a TCP 

connection to a server, the client and server exchange a series of messages as follows: 

1. The client requests a connection by sending a SYN (synchronize) message to 

the server. 

2. The server acknowledges this request by sending SYN-ACK back to the 

client. 

3. The client responds with an ACK, and the connection is established. 

 

This is called the TCP three-way handshake, and is the foundation for every 

connection established using the TCP protocol. During a TCP SYN attack, a malicious 

client does not send this last ACK message. If these half-open connections bind 
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resources on the server, it may be possible to take up all these resources by flooding the 

server with SYN messages. Once all resources set aside for half-open connections are 

reserved, no new connections can be made, resulting in denial of service. Some systems 

may malfunction badly or even crash if other operating system functions are starved of 

resources this way. 

6.4  ICMP Attacks 

6.4.1 Smurf 

A Smurf attack [104] is a DoS attack caused by ping flooding. The attacker sends a 

large number of ICMP echo or ping traffic to IP broadcast addresses, with each having a 

spoofed source address of the intended victim. If the routing device delivering traffic to 

those broadcast addresses delivers the IP broadcast to all hosts, most hosts on that IP 

network will take the ICMP echo request and reply to it with an echo reply, multiplying 

the traffic by the number of hosts responding. On a multi-access broadcast network, 

hundreds, or even thousands of machines might reply to each packet, overloading the 

target and causing it to go offline or crash. 

6.4.2 ICMP Ping flood 

A ping flood [23] is a simple Denial of service attack where the attacker overwhelms 

the victim with ICMP Echo Request packets. It only succeeds if the attacker has more 

bandwidth than the victim. The attacker hopes that the victim will respond with ICMP 

Echo Reply packets, thus consuming outgoing bandwidth as well as incoming server 

bandwidth. 
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6.5  UDP Attacks 

6.5.1 UDP flood 

A UDP flood [116] attack is a DoS attack using the User Datagram Protocol (UDP) 

which is sessionless. A UDP flood attack can be initiated by sending a large number of 

UDP packets to random ports on a remote host. As a result, the distant host will: 

• Check for the application listening at that port 

• See that no application listens at that port 

• Reply with an ICMP Destination Unreachable packet 

Thus, for a large number of UDP packets, the victimized system will be forced into 

sending many ICMP packets, eventually leading it to be unreachable by other clients. 

The attacker may also spoof the IP address of the UDP packets, ensuring that the 

excessive ICMP return packets do not reach him, and hiding the attacker’s network 

location. 

6.6  TCP/UDP attacks 

6.6.1 Port Scan 

Port scanning [107] is also a precursor to an attack, wherein an attacker scans a 

network host or all hosts on a network for open ports. By identifying which ports are 

open on the system, an attacker can find potential vulnerabilities that can be exploited. A 

variation of this is Host scanning wherein an attacker scans an individual network host 

for open ports. 
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6.7  TCP Protocol 

The Transmission Control Protocol / Internet Protocol (TCP/IP) Protocol Suite, is the 

set of communications protocols that implement the protocol stack on which the Internet 

runs. The TCP/IP protocols were initially developed as part of the research network 

developed by the United States Department of Defense Advanced Research Projects 

Agency (DARPA). Today’s IP networking represents a synthesis of two developments 

that began in the 1970s, namely LANs (Local Area Networks) and the Internet, both of 

which have revolutionized computing. The TCP/IP Protocol suite is defined as a 

hierarchical set of layers, with each layer tackling a specific set of problems involving 

the transmission of data. Each layer provides a set of services to the layers above it, 

while shielding from them details of how those services are actually implemented. Upper 

layers are logically closer to the user and deal with more abstract data, relying on lower 

layer protocols to translate data into forms that can eventually be physically transmitted. 

The Transmission Control Protocol (TCP) [117] is one of the core protocols of the 

TCP/IP protocol suite. It is a connection-oriented transport layer protocol that provides 

reliable, ordered delivery of a stream of bytes between hosts in a packet switched 

network. TCP splits the data into segments, sets a timeout any time a packet is sent, 

acknowledges received data, reorders received packets, provides end to end flow control, 

and calculates and verifies a checksum to validate the data. 
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6.7.1 TCP Header Format 

Every TCP segment is sent as an Internet datagram containing a TCP header, and 

data. The TCP header follows the Internet (IP) header, supplying information specific to 

the TCP protocol. The fields of the TCP header are described as follows: 

1. Source Port: This is the TCP port number of the host sending the data. It is 16 bits 

long. 

2. Destination Port: This is the TCP port number of the host receiving the data. It is 

also 16 bits long. 

3. Sequence Number: This is the sequence number of the first data octet in a segment 

except when SYN is present. If SYN is present the sequence number is the initial 

sequence number (ISN) and the first data octet is ISN+1. It is 32 bits long. 

4. Acknowledgment Number: If the ACK control bit is set this field contains the value 

of the next sequence number the sender of the segment is expecting to receive. Once 

a connection is established this is always sent. It is 32 bits long. 

5. Data Offset: The number of 32 bit words in the TCP Header. This indicates where 

the data begins. The TCP header is an integral number of 32 bits long. It is 4 bits 

long. 

6. Reserved: These 6 bits are reserved for future use. The value should always be zero. 

7. Control Bits: The size of this field is 6 bits and the control bits from right to left are 

described in Table  6.1. 

TCP Flag Description 

URG Urgent Pointer field significant 

ACK Acknowledgment field significant 
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PSH  Push Function 

RST Reset the connection 

SYN Synchronize sequence numbers 

FIN No more data from sender 

Table  6.1: TCP Flags 

8. Window: This is the number of data octets beginning with the one indicated in the 

acknowledgment field that the sender of this segment is willing to accept. This field 

is 16 bits long. 

9. Checksum: The checksum field is the 16-bit one’s complement of the one’s 

complement sum of all 16-bit words in the header and text. If a segment contains an 

odd number of header and text octets to be check summed, the last octet is padded on 

the right with zeros to form a 16 bit word for checksum purposes. The pad is not 

transmitted as part of the segment. While computing the checksum, the checksum 

field itself is replaced with zeros. The checksum also covers a 96-bit pseudo header 

conceptually prefixed to the TCP header. This pseudo header contains the Source 

Address, the Destination Address, the Protocol, and TCP length. This gives the TCP 

protection against misrouted segments. This information is carried in the Internet 

Protocol and is transferred across the TCP/Network interface in the arguments or 

results of calls by the TCP on the IP. The TCP Length is the TCP header length plus 

the data length in octets (this is not an explicitly transmitted quantity, but is 

computed), and it does not count the 12 octets of the pseudo header. 

10. Urgent Pointer: This field communicates the current value of the urgent pointer as a 

positive offset from the sequence number in this segment. The urgent pointer points 
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to the sequence number of the octet following the urgent data. This field is only be 

interpreted in segments with the URG control bit set. This field is 16 bits long. 

11. Options: Options may occupy space at the end of the TCP header and are a multiple 

of 8 bits in length. All options are included in the checksum. An option may begin on 

any octet boundary. There are two cases for the format of an option: 

Case 1: A single octet of option-kind. 

Case 2: An octet of option-kind, an octet of option-length, and the actual option 

data octets. 

12. Padding: The TCP header padding is used to ensure that the TCP header ends and 

data begins on a 32-bit boundary. The padding is composed of zeros and is of 

variable length. 

 

Figure  6.7: TCP Header 
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Figure  6.8: TCP State Diagram 

TCP State Machine 

The operation and connection management of TCP can be succinctly described as

finite state machine [118]. The TCP finite state machine is described in Figure.

nnection between one TCP device and another begins in a null state where

connection, and then proceeds through a series of states until a connection

It remains in that state until something occurs to cause the connection to be c

at which point it proceeds through another sequence of transitional states and returns to 

We now briefly describe the states involved in establishing a TCP 

transmitting data, and breaking down a connection. It als
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The operation and connection management of TCP can be succinctly described as a 

]. The TCP finite state machine is described in Figure. Each 

nnection between one TCP device and another begins in a null state where there is no 

connection, and then proceeds through a series of states until a connection is established. 

connection to be closed again, 

of transitional states and returns to 

involved in establishing a TCP 

transmitting data, and breaking down a connection. It also describes the 

events that occur in every state, and the actions and state transitions that occur as a 
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result. The messages that control transitions between states and the corresponding TCP 

header flags that are set to indicate that a message is serving that function are: 

1. SYN: A synchronize message, used to initiate and establish a connection. It is so 

named since one of its functions is to synchronize sequence numbers between 

devices. 

2. FIN: A finish message, which is a TCP segment with the FIN bit set, indicating that 

a device wants to terminate the connection. 

3. ACK: An acknowledgment, indicating receipt of a message such as a SYN or a FIN. 

6.7.2.1 TCP States 

We now describe the various states in the TCP state machines along with the events 

and state transitions that occur during a connection. 

CLOSED 

This is the default state that each connection starts in before the process of 

establishing it begins. It represents the situation where there is no connection between 

devices. That is, it hasn’t been created yet, or it has just been destroyed. 

 Passive Open: A server begins the process of connection setup by doing a passive 

open on a TCP port. Simultaneously, it sets up a transmission control block (TCB), 

which is the data structure needed to manage the connection. It then transitions to the 

LISTEN state.  
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Active Open, Send SYN: A client begins connection setup by sending a SYN 

message, and also sets up a TCB for this connection. It then transitions to the SYN-

SENT state. 

LISTEN 

In this state, a server is waiting to receive a SYN message from a client. It has not yet 

sent its own SYN message.  

Receive Client SYN, Send SYN+ACK: The server device receives a SYN from a 

client. It sends back a message that contains its own SYN and also acknowledges the one 

it received. The server moves to the SYN-RECEIVED state. 

SYN-SENT 

In this state, a client has sent a SYN message and is waiting for a matching SYN 

from the server.  

Receive SYN, Send ACK: If the client receives a SYN from the server but not an 

ACK for its own SYN, it acknowledges the SYN it receives and then transitions to SYN-

RECEIVED to wait for the acknowledgment to its SYN. 

Receive SYN+ACK, Send ACK: If the client receives both an acknowledgment to its 

SYN and also a SYN from the server, it acknowledges the SYN received and then moves 

to the ESTABLISHED state. 

SYN-RECEIVED 
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In this state the server has received a SYN from a client and has also sent its own 

SYN. It is now waiting for an ACK to its SYN in order to finish connection setup.  

Receive ACK: When the device receives the ACK to the SYN it sent, it transitions to 

the ESTABLISHED state. 

ESTABLISHED 

This is the ’steady state’ of an open TCP connection. Data can be transmitted and 

received when both devices in the connection enter this state. This will continue until the 

connection is closed. 

Close, Send FIN: The server or the client can close the connection by sending a FIN 

message and transitioning to the FIN-WAIT-1 state. 

Receive FIN: The client or the server may receive a FIN message from its 

connection partner asking that the connection be closed. It will acknowledge this 

message and transition to the CLOSE-WAIT state. 

CLOSE-WAIT 

In this state a device has received a close request from its partner device. It must now 

wait for the application on the local device to acknowledge this request and generate a 

matching request. 

Close, Send FIN: The application using TCP, having been informed the other 

process wants to shut down, sends a close request to the TCP layer on the machine upon 
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which it is running. TCP then sends a FIN to the remote device that already asked to 

terminate the connection. This device now transitions to LAST-ACK. 

LAST-ACK 

A device that has already received a close request and acknowledged it, has sent its 

own FIN and is waiting for an ACK to this request.  

Receive ACK for FIN: The device receives an acknowledgment for its close request. 

We have now sent our FIN and had it acknowledged, and received the other device’s 

FIN and acknowledged it, so we go straight to the CLOSED state. 

 

 

FIN-WAIT-1 

A device in this state is waiting for an ACK for a FIN it has sent, or is waiting for a 

connection termination request from the other device. 

Receive ACK for FIN: The device receives an acknowledgment for its close request. 

It transitions to the FIN-WAIT-2 state. 

Receive FIN, Send ACK: The device does not receive an ACK for its own FIN, but 

receives a FIN from the other device. It acknowledges it, and moves to the CLOSING 

state. 

FIN-WAIT-2 
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A device in this state has received an ACK for its request to terminate the connection 

and is now waiting for a matching FIN from the other device. 

Receive FIN, Send ACK: The device receives a FIN from the other device. It 

acknowledges it and moves to the TIME-WAIT state. 

 

CLOSING 

In this state, the device has received a FIN from the other device and sent an ACK 

for it, but not yet received an ACK for its own FIN message. 

Receive ACK for FIN: The device receives an acknowledgment for its close request. 

It transitions to the TIME-WAIT state. 

TIME-WAIT 

In this state, the device has now received a FIN from the other device and 

acknowledged it, and sent its own FIN and received an ACK for it. The connection is 

now almost complete, except for waiting to ensure the ACK is received in order to 

prevent potential overlap with new connections. 

Timer Expiration: After a designated wait period, device transitions to the CLOSED 

state. 
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6.8  Protocol Behavior Analysis 

Network protocols define a set of rules, conventions and specifications for 

communication between network devices. The protocol behavior for anomaly-based 

detection of network attacks involves building a complete profile of normal network 

traffic that implements a particular protocol. In this work, we apply our approach to 

analyze the anomalous behavior of the Transmission Control Protocol (TCP) [117]. 

The Transmission Control Protocol is a reliable transport protocol used to establish a 

connection between two communicating processes. Our approach exploits the inherent 

properties of the TCP packet header. In previous work, the operation of the TCP protocol 

has modeled the protocol as a finite state machine [118]. In our Protocol behavior 

analysis approach we focus on analyzing protocol transition sequences of length n during 

a window interval. When an attack exploits the TCP header, it typically generates illegal 

state transitions that can be detected by our protocol transition analysis. For example, in 

order to establish a TCP connection, the protocol needs to complete the following state 

transitions. Listen-SYN Sent-SYN Received - Established. This involves the following 

sequence of actions SYN-SYN ACK - ACK. In TCP SYN flood attack, there are several 

SYN - SYN ACK transitions, which result in a large number of half-opened connections. 

However, the SYN - SYN ACK - ACK state transition is not completed. We study these 

transitions using n-gram analysis [119], and a sliding time-window, to detect any attacks 

that are based on using TCP protocol as soon as they occur. 
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6.8.1 Bloom Filter 

A Bloom Filter [120] is a probabilistic data structure that is space as well as memory 

efficient. Its primary function is to represent a set of elements and to efficiently support 

membership queries. We have extended the use of a Bloom filter [120] to efficiently 

detect the occurrence of intrusions. 

 

Figure  6.9: Example of n-gram where n = 5 

 

Figure  6.9 shows the operation of a Bloom Filter. Before any data is stored in the 

Bloom filter, it is a bit array of m bits, all set to zero. We then choose a specified 

number, k, of distinct hash functions, each of which will map an element to a position in 

the array. When an element is added to the Bloom filter, it is fed to each of the k hash 

functions, which in turn maps the element to k positions in the array. The bit at each of 

these positions is then set to 1. Similarly, when querying the Bloom filter for an element, 

it is fed to each of the k hash functions to get k array positions. The positions are then 

checked, and if any of the bits at these positions are 0, the element is not in the set. If it 

were present in the set, then all the bits would have been set to 1 when it was inserted. 

However, there is a possibility that all the bits may have been set to 1 during the 

insertion of other elements, and this will result in a false positive. There is a clear trade-
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off between the size of the Bloom filter and the probability of a false positive. When n 

keys are inserted into a bit-vector of length m using k hash functions, the probability that 

a particular bit is still 0 is: 

�1 � 1
��

��
 

Therefore, the probability of the occurrence of a false positive is: 

� 	 
1 � �1 � 1
��

���
�
 

This value can be approximated to: 

� 	 �1 � ���� �� 

This value is minimized for a value of 

� 	 ��2 ���  

The value of k determines the number of hash functions to be used, and it needs to be 

an integer. In order to calculate the number of hash functions needed to efficiently model 

our normal traffic, while still maintaining a high detection rate, we chose the false 

probability rate of the bloom filter to be 0.01%. We used seven distinct hash functions 

based on the number of elements in our training data set, and our desired false positive 

rate of 0.01%. We chose seven one-way additive and rotative general-purpose string 

hashing algorithms in the training as well as the testing phases of our system [121]. 



 

6.8.2 Bloom Filter Training Algorithm

In the training phase, we collected several types of normal TCP traffic, in order

build the normal profile. We use an open source software tool to collect traffic

We then filter the header information, and collect the TCP flags for every

established within a specified time window. The sequences of TCP

connection within a specified time window are then framed into

This allows us to examine the TCP state transitions for

granularities. By using different window sizes, as well

possible to detect very fast, or slow

The window-based training is performed using a window size of ten seconds,

was found to be optimal for detecting most types of network attacks. 

Figure  6.11 describe the training process of the Protocol behavior analysis system.

 

Figure  6.10: Building the Bloom Filter 

Bloom Filter Training Algorithm 

In the training phase, we collected several types of normal TCP traffic, in order

build the normal profile. We use an open source software tool to collect traffic

then filter the header information, and collect the TCP flags for every

established within a specified time window. The sequences of TCP 

connection within a specified time window are then framed into higher order 

This allows us to examine the TCP state transitions for each connection at different 

granularities. By using different window sizes, as well as varying the gram length, it is 

possible to detect very fast, or slow-occurring transition violations.  

based training is performed using a window size of ten seconds,

was found to be optimal for detecting most types of network attacks. 

describe the training process of the Protocol behavior analysis system.
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In the training phase, we collected several types of normal TCP traffic, in order to 

build the normal profile. We use an open source software tool to collect traffic packets. 

then filter the header information, and collect the TCP flags for every connection 

 flags for every 

higher order n-grams. 

each connection at different 

as varying the gram length, it is 

based training is performed using a window size of ten seconds, which 

was found to be optimal for detecting most types of network attacks. Figure  6.10 and 

describe the training process of the Protocol behavior analysis system. 
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During the training phase, n-grams of a wide range of normal TCP header patterns were 

collected during window T.  

The n-gram patterns within the specified time-window are the input to the Bloom 

Filter. For every connection within the time-window, the patterns were fed to the hash 

functions in order to generate index locations to uniquely identify them. After 

aggregation of the collected traffic data, we had approximately 3.5 million patterns, 

which were divided into over 100000 records based on the source and destination of the 

patterns within the specified time interval. We also generated 12 types of TCP attacks 

over the same time period, for every connection within the specified time window. We 

collected almost 1.5 million patterns, and they were also divided into approximately 

100000 records based on the source and destination of the patterns within the specified 

time interval. It was clearly obvious that the distribution of malicious patterns is distinct, 

and is greater in volume and intensity when compared with normal patterns. These 

patterns were fed two distinct Bloom filters, one for the normal patterns and the second 

for the abnormal patterns. The filter sizes were computed for a desired false positive rate 

of 0.01% as was discussed earlier. 
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Figure  6.11: Block Diagram of Bloom Filter based Protocol Behavior Analysis 

 

 

6.8.3 Bloom Filter Detection Algorithm 

Once the training phase was complete, we first tested our system off-line using test 

data, and then by deploying it for real time detection. The packets are collected, and the 

sequences of TCP flags for every connection within a specified time window are framed 

into higher order n-grams. The n-gram patterns for each connection within the specified 

time-window are the input to the Bloom Filter. For every connection within the time-

window, the patterns were fed to the hash functions in order to generate index locations 

to uniquely identify them. These indices are then looked up in both the normal, as well as 

abnormal Bloom filters. For example, in the SYN flood attack, when there is a sequence 

of repeated SYN - SYN ACK transitions, without an ACK transition, it will be flagged 

as being anomalous. The detection algorithm is described in Figure  6.12 below. 
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Figure  6.12: Bloom Filter Detection Algorithm 

 

Each pattern is compared against the normal and the abnormal Bloom filters. The 

patterns that are present in either the Normal or Abnormal filters are flagged accordingly. 

Those patterns or sequences that do not occur in either filter are flagged as unknown. For 

every connection occurring within the specified time window, we then count the number 

of normal, abnormal and unknown packets. We were able to establish a heuristic 

threshold based on a connection’s score with respect to the threshold. If the sequences in 

the connection have not been seen before, we perform further analysis in order to make 

an accurate decision. We observe the frequency of connections within the window, and 

also the intensity of the data, in order to make a decision on patterns that our system has 
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not seen before. If the intensity of the traffic is greater than a heuristically determined 

threshold, it is flagged as abnormal. This scheme has reduced the occurrence of false 

alarms to almost zero. 

 

  

 

 



 

116 

Chapter 7:  ATTACK CLASSIFICATION AND DECISION FUSION MODULES 

 

7.1  Introduction 

Many researchers worked on bringing taxonomies to classify attacks. Those 

taxonomies are either defender centric, taken into account the view of the defender, or 

they are attack centric, where the classification is taken according to the attacker 

prospective. Most of the current taxonomies used in Defense Systems are from the 

second type.   

Getting a good classification of the anomalies is an important feature for any defense 

system, because it will allow network analysts and administrators to determine if their 

systems are working correctly and give them a better understanding of the attack 

scenario. However, attack classification is not the only thing that is needed to understand 

the system; also a severity index is required to quantify degree of severity for a certain 

attack.   

Another important module is the decision fusion module, when get many alerts from 

the different levels of the systems, it is important to fuse those alerts in order not to 

overwhelm the system. 

7.2  Attack Classification Module 

The attack classification module will be designed to fit our IDS requirements and 

implementation. In this system, the behavior records are stored in the format shown in 

Figure  7.1.  
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Time stamp Key Features Vector Tag 

Figure  7.1: CIPS record format 

Each record is identified by the time stamp and the key. The time stamp is used to 

identify the time by which the behavior was observed and the key is used to identify the 

connection by which this anomaly was detected. The feature vector is the behavior 

quantifier by which the behavior analysis system makes the decision. Each level of the 

multi-level behavior analysis system have the same identifying format for reporting 

behaviors, however they differ in the features being reported. Each system has a certain 

features vector’s size and has its’ own feature to report. The tag field is used by the 

behavior analysis level to set as normal or abnormal. 

The suggested attack classification has four dimensions. The first dimension is the 

targeted network level. This dimension is classified based on the network layer that the 

attack is targeting. Thus the classes are: Application layer, Transport layer, Network 

layer, Link layer, or Physical layer. Though, physical layer attacks are not going to be 

detected by CIPS, it is good to add it for the completeness of classification. 

The second dimension is the location of the attacker. The attacker location plays a 

great role in identifying the correct counter measures to be taken. This classifies network 

into: local network, friend network, or global network. Friend network is a term used to 

identify networks in the same organization but with different (sub-network id / sub-

network mask) pair. 
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The third dimension is the attack objective, and the objective of an attack is always 

dependent on what network layer the attacker is targeting. Later on this section I will 

provide a list that relates the classifications and has the third dimension as a sub-element. 

The last dimension is the attack distribution. Attacks can have many forms according 

to its distribution, but can still fit one of the following four:  a) one to one (121): one 

source for the attack and one victim.  b) One to Multiple (12M): one source for the attack 

and multiple victims. c) Multiple to one (M21): Multiple sources of attacks and one 

victim. Multiple to Multiple (M2M): Multiple sources of attacks targeting multiple 

victims. However, since this defense system is targeting to protect each system in the 

network, the (M2M) is better viewed as multiple attacks of type (M21). 

The following list illustrates the four dimensions tree that the CIPS uses to classify 

attacks: 

1. Application Layer ( local network, friend network, global network) 

a. Privilege gain (1-2-1)  

b. Denial of Service (1-2-1, M-2-1) 

c. Information integrity or system resource confidentiality violation (1-2-1) 

d. Malicious code injection (1-2-1, M-2-1) 

e. Security policy violation (1-2-1, M-2-1) 

2. Transport Layer (local network, friend network, global network) 

a. Denial of Service (1-2-1,M-2-1,1-2-M) 

b. Buffer overflow (1-2-1, M-2-1, 1-2-M) 
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c. Probing (1-2-1, 1-2-M) 

3. Network Layer (local network, friend networkks, global network ) 

a. Denial of Service (1-2-1, M-2-1, 1-2-M ) 

b. Flooding ( Network Resource Denial of Service ) (1-2-1,M-2-1) 

c. Probing (1-2-1, 1-2-M) 

d. Spoofing (1-2-1) 

4. Data link layer (local network, wireless network ) 

a. Spoofing (1-2-1) 

b. Probing (1-2-1, 1-2-M) 

It is obvious that the first dimension can be gained directly from multi-level of 

behavior analysis of the CIPS. As for the second dimension a list of local and friendly 

networks can be provided or collected by the CIPS to provide information about the 

location of the attacker. Once the first dimension is determined, a clustering based or a 

rule based classifier can be used to identify the attack target based on the features 

collected. So for each type of dimension one, there will be a clustering or rule based 

classifier to distinguish the third dimension. The fourth dimension can be obtained 

directly from the (key/tag) combination. 

The last part of the classification is the severity index. And in this part a supervised 

learning is used to find a function for each of the four dimension combinations. Each of 

the functions will be obtained by using data from three attacks with different severity 
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level: high, mid, and low and give the attack a grade between 0 and 10, where 10 is the 

most Sevier. Figure  7.2 shows the classification method.  

 

 

 

 

 

Figure  7.2: Classification module. 

7.3  Decision Fusion Module 

This module fuses the decisions produced by each type of behavior analysis modules. 

With a large number of alerts being generated by each level of the behavior analysis, it is 

necessary to fuse the information generated in order to increase the detection rate and 

also reduce the overhead of processing false alarms. As will be explained later, least 

square linear regression algorithm is used to fuse the decisions generated by each type of 

behavior analysis modules. 

Due to the uncertainty in each of the analysis levels, the possibility of false negative 

and false positive in their decisions is infallible. A better performance than using the 

individual levels can be obtained by applying an appropriate decision fusion technique to 
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the multi-level system. The most appropriate way to do the fusion is by computing a 

linear combination of the binary decisions for all observation windows of the multi-level 

system. The single level decision will be characterized by records either 0 for normal or 

1 for abnormal.  I assume that the different levels with different observation windows 

have enough knowledge to identify any attack. There are several alternative methods to 

find the best linear combination coefficients. An attractive approach is the least squares 

technique, in which the independent variables are the individual decisions of the four 

levels, and the dependent variable is the “true” nature of the entry obtained from the 

training data. Using least squares technique for each connection key and time-window, I 

can obtain a fused decision.  

 
Figure  7.3 Alerts from multiple levels with different time windows 

Fig. 3 describes an example of alerts generated from four different detection systems 

which have different alert reporting periods. I consider the four systems have time 

windows: 10 seconds, 30seconds, 60 seconds and 90 seconds respectively. The decision 
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of normal or abnormal for each system is made at the end of its time window. For those 

systems we consider 180 seconds window to be the common time frame for fusion. 

Focusing on one time frame which has 180 seconds as shown in Fig. 3, we assume 

that the point i (i = 1, 2, 3, 4,…, 18) represents the end of every 10 second time interval, 

the point i (i = 19, 20, …, 24) represents the end of every 30 second time interval, the 

point i (i = 25, 26, 27) represents the end of every 60 second time interval and the point i 

(i = 28, 29) represent the end of every 90 second time interval. The true value of being 

normal or abnormal of the each key for this time frame is known. Suppose we have the 

key j (j =1, 2, 3, 4… m), Xj,i (i = 1, 2, 3, 4,…, 29; j =1, 2, 3,…, m) are the decisions (0,1) 

of being normal or abnormal at the point i for key j in frame h,  yj (j =1, 2, 3,…, N) are 

the true value of the normal or abnormal. Then: 
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Chapter 8:  EXPERIMENTAL RESULTS AND EVALUATION 

8.1  Introduction 

In this section I present the results for the modules that have been implemented and 

tested. That included the Network Layer Behavior Analysis module and the TCP 

protocol analysis module. 

8.2  Network Layer Behavior Analysis Results 

This module was trained with twenty-one (21) attacks and all the normal network 

traffic available in the ACL lab including: HTTP, FTP, SSH, MySQL, MSN Messenger, 

Yahoo Messenger, Skype, …, etc. In the current prototype, we used 290,872 records of 

traffic to train the Rule-based flow behavior analysis system. Among these records, there 

are 70,089 normal records and 220,783 abnormal records. This module have been tested 

by the air force, and what follows are the results. 

This  Self-Protection Engine prototype can successfully detect and protect against the 

following attacks and their variations at a very high detection rates (more than 99% 

detection rate): 

1. SYN Stealthy Scan, 2. Connection Scan, 3. ACK Stealthy Scan, 4. FIN/ACK 

Stealthy Scan, 5. NULL Stealthy Scan, 6. Xmas Tree Stealthy Scan, 7. TCP Window 

Scan, 8. IP Protocol Scan, 9. Nikto, 10. Nessus, 11. Land Attack, 12. Xprobe2, 13. 

APNET, 14.SYN Flood (with spoofing), 15.SARA, 16.netcat, 17.NMap port scan w/out 

ping with OS detection detected all 3 scans by blocking all attacker traffic and return 

traffic, 18. Standard Nmap. 19. Worms attack. 
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The current prototype of our Self-Protection Engine overcomes the false alarm 

problem common in all anomaly based IDS systems. During the three days 

demonstration, we keep more than 20 computers running various network applications. 

There are millions NetFlow records generated. Among all of them we have only three 

false alarm reports.  The total number of attacks with variations that has been detected 

was thirty-one (31). 

8.3  TCP protocol Behavior Analysis Results 

When the normal network traffic, as well as the malicious traffic are injected into the 

system, the traffic is framed into n-grams and compared against both Bloom Filters 

simultaneously. We have trained the normal Bloom Filter using 3498681 patterns, and 

the abnormal Bloom Filter with 1106653 patterns. We have used a wide range of normal 

traffic activities including web browsing, instant messenger, file transfer, audio and 

video streaming, voip and secure shell. The system was trained with 12 different type of 

attacks and it was able to detect 14 types of them even with variation. The detected 

attacks are: OS detection, Horizontal Host, Vertical Port Scan, TCP SYN Scan, TCP ACK 

Scan, TCP Connect Scan, TCP Window Scan, TCP Null Scan, TCP FIN Scan, Xmas Scan, Idle 

Scan, Fragment Packets Scan, and TCP SYN Flood, fast-slow scan. 

8.4  Decision Fusion 

The decision fusion algorithm was tested with real traffic for four different IDS 

systems that have different alert periods.  Table  8.1 shows the performance of this 

algorithm with seven different data sets collected from the four IDS systems. It is 
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obvious that the fusion algorithm is effective and has a better detection rate than the 

individual levels. 

Data 

Sets 

Detection Rate 

IDS 1 IDS 2 IDS 3 IDS 4 Fusion 

Set 1 69.1 27.5 19.0 19.0 96.8 

Set 2 67.1 30.0 23.0 23.0 88.9 

Set 3 67.0 29.9 23.0 23.0 97.0 

Set 4 67.0 30.1 23.0 23.0 70.5 

Set 5 67.0 30.0 23.0 23.0 87.1 

Set 6 66.9 30.1 23.0 23.0 96.9 

Set 7 66.8 30.0 23.0 23.0 75.6 

Table  8.1: Decision Fusion Results 
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Chapter 9:  CONCLUSION AND FUTURE WORK  

 

9.1  Conclusion 

In this dissertation, we  presented and implemented a multi-level anomaly based 

autonomic IDS that can detect and protect against network attacks with high detection 

rate and very low false alarms. This implementation showed the ability to overcome 

current problem with real-time analysis anomaly based detection systems. We have 

implemented a decision fusion technique that is capable of not only reducing the number 

of repeated alert but also allowed us to improve the detection rates and reduce the false 

alerts. We have implemented and tested three separate systems (level analysis modules): 

Network Layer Behavior Analysis module, TCP protocol Behavior Analysis module, 

and UDP layer Behavior Analysis module that allows the system to analyze network 

traffic on different granularities. We have proactively protected the network 

infrastructure in real-time by combing Autonomia with our Action Module. This design 

and implementation opens a wide area of research to implement and design real-time 

anomaly based behavior analysis modules, that can be integrated with  our Multi-level 

IDS. 

9.2  Future Work 

The current prototype implementation could not detect attacks that require payload 

monitoring, link layer monitoring, and host attacks because the system monitors only the  

network. The following are areas for extra research: 
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• Application Layer Behavior Analysis: Traditional detection methods have 

focused on detecting network attacks, but have provided no real effective 

solutions to protect against applications attacks. Applications can be grouped 

into categories, and then a behavior analysis study can be performed on them. 

After that an anomaly based behavior analysis module can be implemented 

for each of those groups and be add to our multi-level IDS. For example, 

HTTP,FTP, DNS, …, etc each will have one or more behavior analysis 

module. 

• Link Layer Analysis Module: There are many attacks targeting the link 

layer such as man in the middle attack and MAC address spoofing attacks. As 

we move more toward the wireless systems than the wired system, the 

importance of analyzing and protecting this layer increase.  

• Visualization Module: The problem of visualizing attacks and improving the 

way alerts are presented to administrator is a hot research topic. That requires 

a lot of capabilities including: scientific, engineering, and art. 

• Adaptive Module:  the adaptive module is one of the most important 

modules in the system. The researcher who works in this module will be 

required to have knowledge in AI, Data Mining, and Autonomic Computing. 

It also requires him/her to have knowledge about mechanism of the other 

behavior analysis modules. 
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