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ABSTRACT 

 

The increased deployment of ubiquitous wireless networks has exponentially increased 

the complexity to detect wireless network attacks and protect against them. In this 

research, we investigated the vulnerabilities in wireless networks, developed a 

comprehensive taxonomy of wireless attacks that has been used to guide our approach 

to develop, and successfully implement a self-protection wireless system capable of 

detecting and protecting wireless networks from a wide range of attacks. 

 

In the past few years, more security improvements took place, but the network is still 

vulnerable to complex, dynamic, and knowledgeable attacks; in addition, a large number 

of last-generation unsecured network cards are still available on the market. This 

dissertation presents an anomaly-based wireless intrusion detection and response system, 

which is capable of detecting complex malicious attacks. Our approach is based on multi-

channel online monitoring and analysis of wireless network features with respect to 

multiple observation time windows.  These features are related to Data Link Layer frame 

behaviors and the mobility of stations. We have successfully designed and implemented 

A Wireless Self Protection System (WSPS) that has the following significant features: it 

monitors wireless networks, generates network features, tracks wireless-network-state 

machine violations, generates wireless network flows (WNetFlows) for multiple time 

windows, and uses the dynamically updated anomaly and misuse rules to detect complex 

known and unknown wireless attacks and take appropriate proactive actions. To evaluate 
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the performance of WSPS and compare it with other wireless intrusion detection systems, 

we present an evaluation approach that uses different metrics such as adaptability, 

scalability, accuracy, overhead, and latency. 

 

We validate the WSPS approach by experimenting with normal traffic and more than 20 

different types of wireless attacks; and compare the WSPS performance with several 

well-known intrusion protection systems. Our experimental results show that the WSPS 

approach can protect from wireless network attacks with an average detection rate of 

99.13% for all the experimented attacks. 
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CHAPTER 1. I�TRODUCTIO� 

 
1.1 Motivation 

The fast and vast deployment of wireless networks and their different applications have 

changed the structure of ubiquitous network services and the defense strategies for 

network security. Wireless networks can range from 10 meters as in the case of wireless 

personal area networks (WPAN) to 100km as in the case of wireless regional area 

networks (WRAN). With the capabilities to replace credit cards, phone books, file 

storage, and many other services using IDs from mobile devices, the trust and security 

factors of these networks become more demanding. While wireless networks are taking a 

progressively crucial role in modern society [2, 5], the lack of effective and affordable 

security measures made them easy targets for intruders, particularly when operating in 

unsecured open mediums. Poter [6] demonstrates that most established wireless security 

tools are deployed just toward large-scale enterprise networks and neglect smaller 

networks; Ref. [7] states that larger corporations still have concerns that prevent them 

from widely utilizing wireless LANs (WLANs). WLANs provide a base for intruders to 

initiate devastating attacks that affect the entire cyber-network. Recent research [52] 

showed that the least trusted traffic is the one initiated from wireless networks; other 

research [53] showed that 90% of the corporate research funding is directed to secure 

wireless networks. Ref. [1, 54] shows that current wireless intrusion detection systems 

can detect up to 41.3% of the current wireless attacks and fail to detect complex, 

dynamic, and knowledgeable attacks.     



 

 

16 

Wireless networks can be divided into four categories: WPAN, WLAN (Wireless Local 

Area Network), WMAN (Wireless Metropolitan Area Network), and WRAN. WPANs 

(e.g., Bluetooth) provide a convenient replacement for wired technologies that connect 

different accessories to mobile devices. WPAN can also be used to form an ad hoc 

network using two or more WPAN enabled nodes. WLAN provides a cost effective 

approach to install replacement for traditional LANs. WMAN is a promising technology 

to replace wires on the “last mile”, and it covers up to 5km. WRAN covers up to 100km, 

which will be used to Wide Area Network in areas with low network congestion, such as 

urban areas. 

Bragg et al. [55] classifies network security requirements according to three mechanisms: 

defense, deterrence, and detection. Defense is defined by firewalls and other intrusion 

prevention tools; deterrence is defined in terms of consequences that an intruder must 

expect when planning an attack; and detection is represented by wireless intrusion 

detection systems (WIDSs). Most current WIDSs do not adhere to those security 

requirements and can be classified into anomaly-based detection and signature-based 

detection. Both signature and anomaly detection methods rely on the behavior analysis of 

network protocols and traffic. Signature methods [38-41] detect attacks if their signatures 

match well-known signatures previously learned by the system; these methods can 

discover an attack in its early stages with low false-positive rates but suffer low detection 

rates for attacks that are not-known by the system. Anomaly-based methods [34, 35] 

classify any traffic outside the preset normal contour as abnormal; those methods profile 
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monitored traffic according to normal thresholds; they can detect known and unknown 

attacks outside this contour, but may create high false-positive rates.  

An effective Intrusion Detection System (IDS) can be evaluated by its accuracy, 

extendibility, and adaptability [56]. Accuracy can reduce the false-positive and negative 

rates; extendibility helps in updating the system components (i.e., access points, sensors, 

etc…); and finally, adaptability can reduce the time and cost for updating a WIDS.  

 

1.2 Contribution 

 

 
The main contributions of this research include 1) a new taxonomy for wireless attacks, 

2) an anomaly-based wireless self-protection system, and 3) a novel evaluation 

methodology for WIDSs.  

 

Taxonomy of Wireless Attacks 

We have developed a taxonomy that can be used to classify any technique that can be 

used to lunch wireless network attacks.  For each attack category, we classify different 

strategies that can be used to lunch this type of attack and discuss the best mechanisms to 

detect it with low false positives. Wireless attacks can be classified according to the 

mechanisms used in their attack activity, the complexity level, the medium on which they 

act, attack victims, their method of exploitation, attacker source validity, their purpose, 

and finally according to whether they are characterizeable or not.   
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Anomaly-based Wireless Self-Protection System 

We developed and validated an anomaly-based wireless self-protection system (WSPS) 

that is based on multi-channel online monitoring and anomaly analysis of station 

localization, frame behavior, and network access violations with respect to multiple-

observation time windows. WSPS has the following features: it monitors wireless 

networks, generates network features, tracks wireless-network-state machine violations, 

generates wireless network flows (WNetFlows) for multiple time windows, and uses the 

dynamically updated anomaly and misuse rules to detect complex known and unknown 

wireless attacks and take appropriate proactive actions. We validated the effectiveness of 

WSPS approach by experimenting with more than 20 different types of wireless attacks. 

Our experimental results show that the WSPS approach can protect from wireless 

network attacks with average false-positive rate of 2.234%, and average detection rate of 

99.13% for all the experimented attacks. 

 

Evaluation Methodology for Wireless Intrusion Detection Systems 
 
We developed a new evaluation methodology based on several metrics to quantify 

accuracy, adaptability, scalability, overhead, and latency of WIDSs. Accuracy is 

evaluated using both detection and false-positive rates; adaptability is evaluated using 

both user and software architecture change requirements; scalability is measured by the 

system capacity, overhead is measured according to CPU and memory consumption; and 

latency is measured using the time required to recover from false alarms and missed 

attacks 
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1.3 Organization 

     

The rest of this dissertation is organized into 7 chapters. Chapter 2 reviews the different 

wireless standards, and cryptography methods for wireless networks. Chapter 3 surveys 

wireless network vulnerabilities and attacks, and classifies current wireless security 

models. Chapter 4 presents a new comprehensive taxonomy for wireless attacks. Chapter 

5 presents our anomaly based wireless self protection system. Chapter 6 presents an 

evaluation methodology for WIDSs. Chapter 7 presents system implementations, test 

bed, and experimental results. Chapter 8 presents the summary and future directions.  
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CHAPTER 2. WIRELESS �ETWORK OVERVIEW 

 Building a wireless intrusion detection system requires a deep understanding of the 

different wireless standards and protocols. In this chapter, we present an overview of 

wireless networks in general and wireless LANs in particular. Also, this chapter reviews 

cryptographic methods used by wireless standards and discusses their security flaws. 

 

2.1 Wireless Protocols  

Different wireless communication systems are designed for different pervasive 

applications; they use 

different airwaves, and cover 

different transmission ranges 

as shown in Figure 2.1. IEEE 

created several committees to 

develop standards for 

wireless networks; as a result, 

several wireless models have 

been proposed and 

commercially produced. In 

this section, we discuss the main 

wireless network communication 

standards that are classified as: 

IEEE 802.11 Wireless Local Area Network (WLAN), IEEE 802.15 Wireless Personal 

Figure 2.1: Wireless Networks sorted by transmission 
range. 
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Area Network (WPAN), IEEE 802.16 Wireless Metropolitan Area Network (WMAN), 

IEEE 802.20 Wireless Wide Area Network (WWAN), and IEEE 802.22 Wireless 

Regional Area Network (WRAN).      

 

2.1.1 IEEE 802.11 WLA� Overview 

IEEE 802.11 is the standard protocol for wireless local area networks (WLANs); this 

standard is developed by the IEEE LAN/MAN Standards Committee (IEEE 802) [57]. 

Some WLANs use a license-free industrial, scientific, and medical (ISM) public 

spectrum bands (4.x GHz) while others use licensed bands (5.x GHz), with a transmission 

range up to 150 meters. The IEEE adopted the first standard for WLANs in 1997 and 

since then, it was revised several times.  Wi-Fi, based on a subset of 802.11, is an 

industrial interoperability certification that intiated before the complition of the 802.11 

standard due to market demands for wireless networking products [58].  

The IEEE 802.11 family includes six standards and several amendments to original 

standards; the six standards are: 802.11 (1997), 802.11a (1999), 802.11b (1999), 802.11g 

(2003), 802.11y (expected 2008), and 802.11n (expected 2008). The traditional 802.11 

operates at 1 or 2 (Mbit/s), 802.11a operates at 54 (Mbit/s), 802.11b operates at 11 

(Mbit/s), 802.11g operates at 54 (Mbit/s), 802.11y will operate at 54 (Mbit/s) using 3.65-

3.7 GHz spectrum bands, while 802.11n operates at 248 (Mbit/s) using 2.4 GHz and/or 5 

GHz spectrum bands [57].  
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There exist several amendments to the original standards but the most well known 

amendment is the 802.11i (2004) that proposed an enhanced security to the previous 

standards.  The IEEE 802.11 standards and amendments are summarized in Table-2.1  

WLANs suffer from different security flaws due to different reasons; some are industry 

related such as network-card greedy behavior, protocol related such as the well-known 

security flaws in the 802.11/802.11i access state-machine; or medium related due to the 

unsecured environment of the wireless networks.    

 

Table-2.1: IEEE 802.11 standards and amendments 

Standard/Amendment Description 

802.11 Original WLAN standard  with 1 and 2 Mbps (1997)  

802.11a Transmits on 5GHz with 54 Mbps (1999) 

802.11b Transmits in ISM with 5.5 and 11 Mbps (1999) 

802.11d International Country to Country Roaming (2001) 

802.11e Improvement in Quality of Service (2005)  

802.11g Transmits on ISM with 54 Mbps (2003) 

802.11i Enhanced Security (2004) 

802.11k Radio Resource Management (proposed 2007) 

802.11n Implementing Multiple input, Multiple output Antennas (2008) 

802.11p WAVE - Wireless Access for the Vehicular Environment (2009) 

802.11r Fast Roaming (2007) 

802.11s Mesh Networking (2008) 

802.11T Wireless Performance Prediction (WPP) (2008) 

802.11u Interworking with non-802 Networks (proposed) 

802.11y 3650-3700 Operation in the U.S (2008) 

 

 

2.1.2 IEEE 802.15 WPA� Overview  

 

The set of communication standards for WPANs are covered under the IEEE 802.15.x. 

The IEEE 802.15 workgroup includes six task groups summarized in Table 2.2.  
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This set of standards focuses on handling short distance wireless networks between 

portable and mobile computing devices (e.g., PCs, PDAs, peripherals, cell phones, 

pagers, and other consumer electronics). 802.15 standards provide method for 

communication and interoperation between heterogeneous devices. Security mechanisms 

can be applied to achieve secure access control, message integrity, confidentiality, and 

traffic replay protection. Access control and message integrity mechanisms implement a 

message authentication code that is shared between the different devices.  

 

Table 2.2: Wireless Personal Area Networks work groups 

Task Group Definition 

802.15.1  Bluetooth v1.1 (2002), Bluetooth v1.2 (2005)  
Bluetooth v1.3 not adopted by IEEE 

802.15.2  Coexistence of WPANs (2003) 

802.15.3, 3a, 3b, 3c 802.15.3 High rate WPANs (2003) 
802.15.3a WPAN High Rate Alterative PHY (2006) 
802.15.3b MAC amendment  
802.15.3c WPAN Millimeter Wave Alternative (expected 2008)   

802.15.4, 4a, 4b 802.15.4 Low rate WPAN (2003) 
802.15.4a Low rate alternative (2005) 
802.15.4b revisions (2006)  

802.15.5 Mesh Networks (2004) 

802.15.6 Body Area Networks (2007)  

 

The major emerging technologies for WPANs are IEEE 802.15.1 (Bluetooth v 1.1, 1.2, 

1.3) [64-68] and IEEE 802.15.4 (Zigbee) [59-63]. The name "Bluetooth" refers to the 

10th century Danish King Harold Bluetooth who was involved in communicating 

between Norway, Sweden and Denmark just as Bluetooth technology is designed to 

allow communication and collaboration between differing industries such as the 

computing, mobile phone, and automotive markets [68]. Zigbee was proposed by the 
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Zigbee alliance that is composed by a group of industry leaders. Although many people 

think of Bluetooth and Zigbee as similar technologies; indeed, they defer in functionality 

and applications. Zigbee is designed mainly for controls and automations between 

devices from different technologies while Bluetooth is designed for connectivity or cable 

replacement. Zigbee devices are categorized under low data rate/ low power 

consumption, and can support larger number of devices than Bluetooth; Bluetooth 

consumes more power and supports higher data rate. For example, applications for 

Zigbee do not need battery recharge for months or even years while Bluetooth 

applications require battery recharge daily or weekly.   

In 802.15, confidentiality is used to guarantee the secrecy of information, for example the 

802.15.4 implements what is known as semantic security to allow the legitimate receiver 

to recover the original data even if the data is encrypted twice. Replay attacks can 

damage the access control and confidentiality of the WPAN networks due to their ability 

to bypass the cryptography system. ZigBee implements a sequence number tracker to 

resolve this problem.  

 

The current 802.15.4 standard has the following two types security flaws: the first type is 

related to using a static initiation vector, which allows attackers to identify or generate 

their own key to access the network; the second type of flaws is due to the usage of 

protocols with vulnerabilities that can be used by attackers and intruders. One example of 

this type of flaws is denial of service attacks, where attackers can jam the replay counter 

by sending frames with 0xFFFFFFFF frame sequence to reset the replay counter at a very 
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high value. Consequently, this attack can cause the replay security to reject all the frames 

below the new sequence number, which leads to rejecting all legitimate users’ traffic. 

Also the 802.15.1 (Bluetooth) has some security flaws that enable attackers to lunch the 

following set of attacks: eavesdropping, DoS [69], key management generation [70], 

short PIN brute force attacks [71], Man in The Middle (MITM) and spoofing attacks [72]. 

  

2.1.3 IEEE 802.16 WMA� Overview  

IEEE Standards Board established the IEEE 802.16 Working Group on Broadband 

Wireless Access Standards in 1999 to prepare the requirements for global deployment of 

broadband Wireless Metropolitan Area Networks [73]. Approved in 2001,  the first 

802.16 standard was delivered as a standard for point to multipoint Broadband Wireless 

transmission operating  in the 10-66 GHz Spectrum band for a line-of-sight operation. 

Table 2.3 shows the different 802.16 standards and amendments.  

 

Table 2.3: Wireless Metropolitan Area Networks Standards and Amendments 

Standard/Amendment Definition 

802.16 Wireless Metropolitan Area Network fixed wireless broadband (2001) 

802.16a Deliver point to multi-point capability in 2-11 GHz band (2003) 

802.16b Quality of Service and increased spectrum used between 5 & 6 GHz  

802.16c System profiles for 10-66GHz (2003) 

802.16d Improvements for previous amendments so they are now withdrawn (2004) 

802.16e Currently known as 802.16e-2005 that introduces “Mobile WiMAX” (2005) 

802.16f Management information base (2005) 

802.16g Management plane procedure and services (2007) 

802.16h Improved coexistence mechanisms  

802.16i Mobile management information base  

802.16j Multi-hop Relay Specification  

802.16k Bridging of 802.16 (2007) 

802.16m Advanced Air Interface  

   



 

 

26 

The Worldwide Interoperability for Microwave Access (WiMAX) Forum, formed in June 

2001, describes WiMAX as "a standard-based technology enabling the delivery of last 

mile wireless broadband access as an alternative to cable and DSL” [74, 75]. The “last-

mile”  is the term used for the last stage of connectivity delivery from a communication 

service provider to a customer. Approved in December 2005, “Mobile WiMAX” is based 

upon IEEE 802.16e amendment to the original 802.16 standard. The 802.16e 

ammendment added many enhancements to 802.16, such as the improving capacity and 

coverage by using multi-input multi-output models [76], and adaptive antenna 

technologies [77]; also, by adding soft and hard handover between base stations. 

Stationary WiMAX, based upon 802.16d standard,  provides commercial products and 

implementations optimized for non-mobile access; this standard gives service providers a 

low cost deployment and improved performance; also, it can be a used as backbone for 

wireless base stations and access points.  

Benny Bing et al. [78] described broadband wireless access as the third wireless 

revolution, after cellular phones in the 1990s and Wi-Fi in the 2000s. WiMAX suffers a 

different security flaws [79]; Johnston and Walker [80] referred that to the 802.16 

designers because they “attempted to reuse a security scheme designed for wired media” 

upon creating the new communication standard. Johnston et al. [80] considers the major 

threat for attacks on 802.16 networks on MAC and physical layer; in addition to attacks 

that are generic to most wireless systems, Ref. [80] describes 802.16 specific attacks such 

as water torture attack that attempts to consume the receivers’ battery by sending a 

sequence of frames. Michel Barbeau [81] classifies attacks on WMANs as MAC layer 



 

 

27 

attacks and physical layer attacks.  One example of physical layer attacks is the water 

torture attack that attempts to consume the receiver’s battery by forcing it to keep sending 

a sequence of frames. Other attacks to the physical layer are scrambling and jamming.  

MAC layer threats are related to confidentiality and authentication in addition to DOS 

attacks. Maccari et al. [82] mentioned different vulnerabilities in WMANs such as lack 

of message integrity, lack of authentication, and unsecured authentication keys which 

make them an easy target for many attacks.    

 

2.1.4 IEEE 802.20 WWA� Overview 

 

Mobile Broadband Wireless Access (MBWA) working group [83] was first approved by 

the IEEE standards board in 2002 to develop the IEEE 802.20. The main purpose of this 

standard is to establish an air interface for the transport of IP-based services [84]. The 

first draft of an 802.20 standard is not yet released.  The standard will be mainly 

concerned with developing methodologies for the PHY and MAC layers. Although IEEE 

802.20 and IEEE 802.16e seem similar, there are major differences between the two 

standards such as the use of airwave spectrum; 802.20 uses the 3.5 GHz licensed band 

while the 802.16e uses 2 to 6 GHz bands. In general 802.20 is used with mobile phone 

and can be seen as part of the third generation “3G” mobile phones, while 802.16e is 

based on the 802.16 technologies and is more concerned by laptops and PDAs 

connectivity. The main security advantage of 802.20 is for being built from the scratch, 

so there is a good chance to consider all the security flaws in previous technologies.      
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2.1.5 IEEE 802.22 WRA� Overview  

 
IEEE-802.22 work group is certified to design the physical and medium access layers of 

WRANs to take advantage of unused spectrum on different TV channels ranging between 

54 and 862 MHZ [85]. This new network technology is primarily designed for rural areas 

where other technologies (e.g. WiFi, WiMAX) are hard to be implemented; a single base 

station can provide service in a range up to 100 Km. First efforts to define a standard for 

cognitive radios (CR) was proposed in November of 2004. CR is seen as a solution for 

the current low usage of spectrum in certain frequency range [86-88]. CR operation is 

unlicensed but acts on the TV licensed bands.  IEEE 802.22 specifies that the network 

will operate in a point to multipoint (P2MP) basis, the system will be formed by base 

stations (BS) and customer premises equipments (CPE) [89]. Each BS controls the 

meduim access to the CPEs connected to it. WRANs use channel hopping between 

different channels and this can make them secure to eavesdropping and MITM attacks 

but can still be vulnerable to physical layer attacks such as DoS attacks [90].  

          

2.1.6 Future �etworks 

 

 The main initiatives for future networks are Global Environment for Network 

Innovations (GENI) and Future Internet Network Design (FIND).  

Proposed in 2007, GENI is an initiative by the US computing community with support 

from the National Science Foundation to enhance experimental research in networking 

and distributed systems. It aims to accelerate the transition of this research into products 
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and services that may improve the economic competitiveness and secure the Nation's 

future network [91]. Wireless, mobile, and sensor networks are among GENI’s scope.  

As a long term initiative of the NSF Nets research program in 2005, FIND program [92] 

solicits research proposals in broad areas of network architecture, principles, and designs 

of the network in 15 years from that original date (2005).     

      

2.2  IEEE 802.11 Review 

 

WLAN can be considered as the most popular wireless data network; millions of user 

network interface cards and access points have been sold since the emergence of those 

networks in 1997 [93]. In this section, we present a historical overview of WLANs and 

discuss the main design features and security vulnerabilities of its Physical (PHY) and 

Medium Access Control (MAC) layers.     

 

2.2.1  History and Characteristics  

Wireless Local Area Networks (WLANs) provide high-speed data connectivity and 

affordable voice communication. In addition to features provided by the local area 

network (LAN), WLAN offers portability and lower installation costs. WLANs can be in 

infrastructure mode where one access point (AP) connects its clients to the network or in 

ad-hoc mode where direct connectivity is established between user stations (STAs). 

Designed to replace the last hop, WLAN modifies the last two layers of the original OSI 

stack: Physical Layer (PHY), and Medium Access Control Layer (MAC). PHY provides 

a methodology to transmit and receive bits wirelessly, while MAC organizes the access to 
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the physical medium, it allows multiple users to utilize the wireless channels 

concurrently. 

IEEE 802.11 committee was first constituted in 1997 with an objective of wirelessly 

delivering a highly reliable and fast network service. The legacy 802.11 was designed to 

function on 2.4 GHz with a maximum data rate of 2 Mb/s. Both 802.11a and 802.11b 

were released in 1999 but 802.11b gained more popularity because it functions in the 

ISM unlicensed band. 802.11b uses the 2.4 GHz frequency with a maximum data rate of 

11 Mb/s and a maximum indoor range of 35 meters. 802.11a uses the 5 GHz frequency 

with a maximum data rate of 54 Mb/s and maximum indoor range of 35 meters. 802.11b-

based products started appearing on the market by year 2000. While 802.11a devices 

transmit to a shorter distance and are more susceptible to geographical obstacles, 802.11b 

devices suffer from interferences with other wireless technologies utilizing the ISM band. 

After the popularity of 802.11b, 802.11g was announced in 2003 as an improved version 

of 802.11b standard. 802.11g uses the ISM 2.4 GHz band and provides a maximum data 

rate of 54 Mb/s and a maximum indoor range of 35 meters. The newest WLAN standard 

is the 802.11n that uses both 5 GHz and/or 2.4 GHz frequencies and provides a maximum 

data rate of 300 Mb/s and a larger indoor range of 70 meters.                       

IEEE 802.11 {a, b, g, and n} committees were concerned with the physical medium 

channel use, while the 2003 IEEE 802.11i committee was concerned directly with access 

security, where it proposed a major enhancement to the 802.11 access state machine as 

shown in Figure 2.2.  
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Figure 2.2: IEEE 802.11/802.11i state machine 

 

WLAN is composed of wireless user stations (STAs); they can connect either as 

Independent Basic Service Set (IBSS) or Infrastructure Basic Service Set (Infrastructure 

BSS) [94] using access points (APs). IBSS, also known as ad-hoc, does not have an 

infrastructure or routers to connect STAs, they connect to each other directly using ad-

hoc routing protocols in a way that every station discovers and constructs routes to all 

other stations in the network. BSS model provides access to the network through an AP, 

the AP can cover a limited geographical area (e.g. 30-100 meters range) so it can stand 

alone and be connected to the Internet using wires or through radio frequency to connect 

to other APs to provide a wider coverage range (i.e., bridging); this interconnection is 

defined as the extended service set (ESS); BSS uses handover mechanism to avoid 

disrupting network connectivity while mobile users are moving from one coverage area 

to another.  
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2.2.2 PHY and MAC layers overview  

 The major contributions of IEEE 802.11 to the original OSI architecture lay in the PHY 

and MAC layers, those layers are responsible for reliably transmitting, receiving, and 

controlling wireless channels. The PHY layer’s role is to transform the data into a wave-

form signal and vice-versa; MAC’s function is to control the access to the channel, and 

avoid collisions. In what follows, we discuss the design characteristics and security of 

WLAN MAC and PHY layers.  

 

2.2.2.1 MAC characteristics and security analysis  

MAC layer is concerned with controlling and organizing access to wireless networks. In 

this section, we discuss medium access functionality, framing, fragmentation and inter-

frame spaces, coordination, and security.  

 

Medium Access Functionality 

Similar to Ethernet, WLAN MAC layer uses carrier sense multiple access (CSMA) to 

organize the traffic into channels; but due to wireless medium propagation, it is hard to 

detect collisions; therefore, collision detection (CSMA/CD) techniques can not be used 

and are replaced with collision avoidance (CSMA/CA) techniques[95]. 

  

WLANs suffer from two architectural design problems and several security 

vulnerabilities that can be used by network intruders. The two design problems are the 

hidden node problem and the exposed terminal problem [96]. The hidden node problem 
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occurs when a STA or AP sends a “request to send” (RTS) control frame to stations in 

the range to clear a channel for a long frame transmission; listening nodes send a clear to 

send (CTS) control frame to give permissions for transmission; a hidden node can be 

located outside the range of the sender and in the range of other nodes in a network, this 

situation can lead to have the hidden node sending frames to the same receiver of the long 

frame and interrupting the CTS period. The exposed terminal problem when two nodes 

are sending to two other nodes that are not in the same range; because the sender nodes 

are in the same range, one of them can wait unnecessary time for the other node to send 

while the two transmissions may not interfere with each other. In addition to the two 

architectural problems, this fragile model can be easily cracked by attackers that are 

knowledgeable of the protocol; they can launch DOS attacks by either sending frames 

when a node broadcasts a RTS and receives a CTS and this can cause the sender to 

retransmit the long frame to be interrupted again and this can jam the network for a long 

time [our papers]; another case is when an attacker sends a RTS and cause the nodes in 

the range to falsely clear the channel.   

  

Framing, Fragmentation and Inter-Frame Space 

A significant amount of research have been done on wireless MAC characteristics [97-

99]; although many methods are emulated from the wired network, however wireless 

MAC still has its own uniqueness because of the wireless medium environment. MAC 

characteristics include framing, fragmentation, and inter-frame spaces.  
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Framing:  

There exist three different types of MAC frames: Data, Control, and Management frames.  

The format of the wireless MAC frame, shown in Figure 2.3, consists of frame control, 

duration, addresses, sequence control, Cyclic Redundancy Check (CRC), and the pay-

load.    

 

Figure 2.3: MAC frame architecture 

Address 1: MAC address of wireless host or AP to receive this frame 
Address 2: MAC address of wireless host or AP transmitting this frame 
Address 3: MAC address of router interface to which AP is attached 
Address 4: used only in ad hoc mode 
Duration: duration of reserved transmission time (RTS/CTS) 
Sequence control: Frame sequence number 
Frame control: Type, Subtype, To DS, From DS, More Fragments, Retry, Power 
Management, More Data, and WEP.  
 
  
Data Frames enclose the packets from the higher layers of the OSI architecture; the data 

can be of any type such as HTTP, FTP, UDP, etc… Sending data is the reason for 

creating the wireless network [100]; so other frames are created just to facilitate 

transmission and reception of data packets between different nodes. Data frames are the 

main target for eavesdroppers, where contents can be decoded and viewed.  

 

Control frames’ function is to assure the reliability for data transmission; IEEE 802.11 

standard specified three subtypes of the control frame type: Acknowledgment (ACK), 

Request to send (RTS), and Clear to Send (CTS). When stations send data frames, those 

frame 
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frames may not reach the receiver stations, or may reach it corrupted, or reach it in a 

recoverable shape; to assure that those frames are not lost or corrupted, the receiver sends 

an ACK frame every time it receives a data frame (or more depending on the 

transmission method used); if the ACK frame is not received by the sender during a 

preset period of time, the sender retransmits the unacknowledged frame; if the frame 

reach the receiver corrupted, the receiver can simply not acknowledge it and make the 

sender send it again. This method creates some overhead on the network due to the many 

ACK frames that do not carry any data between the receiver and the sender; for this 

reason, there are many methods to reduce the number of ACKs such as piggybacking the 

ACKs with data packets. Another subtype under control frame types are the RTS and the 

CTS; the RTS/CTS frames’ use is optional and designed to reduce the probability of 

collisions when sending frames that are longer than usual. When a sender needs a clear 

channel, it broadcasts a RTS to all stations in the range, the listeners reply with a CTS 

frame for the sender to start transmitting. This method is subject to the hidden node 

problem and other problems discussed before; CTS frame includes a time value that 

requests stations to hold off their transmission for a period equal to the time value. If this 

method is applied properly, it may partially solve the hidden node problem.   

 

Management frames’ responsibility is to establish and maintain connection between 

stations. There are several subtypes for the management frame such as authentication, de-

authentication, association-request, association-response, reassociation-request, 

reassociation-response, disassociation, probe-request, probe-response, and beacon. As 
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shown in Figure 2.2, each management subtype has a function in the process of accessing 

and exiting the network.  

 

Beacon frame is designed to announce the presence of a station (STA in ad-hoc, or AP in 

BSS) to listening stations in the range; the beacon frame contains information such as 

transmission rate, timestamp, SSID, etc. The time interval between beacons depends on 

the vendor and is chosen by the administrator and in most cases, it can range between 

very slow and very fast.  

Stations send a Probe-Request frame when they need to obtain information (such as the 

APs in the range on all channels) from another station (STA or AP). For example, a radio 

NIC would send a probe request to determine the access points within a certain range. 

The Probe-Request receiver responds with a Probe-Response frame that contains 

connection information such as the supported data rates, and time stamp.  

Authentication can be defined as the eligibility negotiation process; the node that is trying 

to connect to a network sends one authentication frame and the access point replies with 

an authentication frame  with an acceptance or rejection of a radio NIC identity (the case 

of open system that is set as default); with shared key authentication, the AP responds 

with an authentication frame that contains a challenge text, the radio NIC’s task is to use 

its WEP key to encrypt the challenge text and send it back to the AP; in this situation, AP 

must check whether the user has the correct key by comparing the challenge text after 

recovery with the text originally sent, the result of this test is sent to the radio NIC that is 

trying to connect to the network.  
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Association can be defined as the preparation process for a correct connection. This 

preparation includes checking compatibility with the NIC specifications, where the STA 

sends an Association-Request frame with information such as the NIC data rate and the 

SSID of the network (APs announce this information in the beacon frame), upon 

receiving this information the AP prepares the connection by allocating memory space 

and creating an association ID for the NIC in consideration. Access points send an 

Association-Response frame with information on whether the request is accepted or not; 

if accepted, the frame will include an association ID and supported data rates.  

Re-association is the process of migrating from one access point to another because of 

stronger beacon signal; this roaming process starts with the STA sending a re-

association-request frame to the new AP willing to connect to; at this stage, the new AP 

coordinates with the old AP for a smooth transition for the STA to the new AP. The new 

AP sends the requesting STA a re-association-response frame with information whether it 

accepts the connection or not (similar to the association response process) along with 

connection information in case the connection is accepted.        

Disassociation is the process of removing a STA from the memory and the association 

table of an AP. Disassociation frame sent by an STA willing to terminate its association 

with another station for several reasons such as having the NIC powered off.  

De-authentication frame is sent by a station willing to end a secure communication with 

another station.  
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Fragmentation: 

Fragmentation in WLAN is the process of partitioning a frame into smaller pieces, it 

helps in two factors: 1) avoid interference with non 802.11-based devices such as 

Bluetooth enabled devices, microwave ovens, cordless phones and other devices that 

utilize the ISM spectrum band; 2) Sending and resending smaller pieces of the original 

long frame can save networks the overhead of resending the whole frame; also, it will not 

require the sender to dedicate a clear channel for sending the frame. Note that broadcast 

and multicast frames are not allowed to be fragmented [101]. 

 

Inter-Frame Spaces: 

Inter Frame Space (IFS) is the time interval between control frames; it can be classified 

into Short inter-frame space (SIFS), PCF inter-frame space (PIFS), DCF inter-frame 

space (DIFS), and Extended inter-frame space (EIFS).  

SIFS is determined by the time need for the PHY and MAC to process a frame 

(processing delay), it is the smallest time needed to complete a frame and in order to have 

the medium idle; PIFS is the amount of time for the contention free period. STAs using 

DCF function are allowed to transmit if they sense the medium idle for at least one DCF-

IFS time. EIFS period starts when PHY senses the medium idle after an erroneous frame 

is received [101]. STAs utilize the carrier sense mechanism in DCF to sense the channel; 

if the medium is sensed busy, STA suspends transmission till it is idle for at least one 

DIFS period if the last detected frame is not faulty; or for at least one EIFS period if the 

last frame detected is faulty. In case of faulty reception, the STA waits for a DIFS or 
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EIFS period and backs off for a random interval [0, CW], where CW can range between 

min and max. This process is called Back-off.  

 

Medium Coordination 

   

IEEE 802.11 offers two medium coordination protocols: point coordination function 

(PCF), and distributed coordination function (DCF). PCF provides a quality of service 

based model with a contention free service; it is a point coordination in which the service 

is controlled by a central point. On the other hand, DCF provides a decentralized 

contention based model where control is distributed through the user nodes.  

 
Point Coordination Function 
 

PCF samples the transmission time in repetitive large frames called supper-frames; 

transmitted during contention free periods (CFPs) and contention periods (CPs); where 

super-frames begin with beacon frame. CP, long enough to transmit one frame, is 

designed to give some time for newly coming stations to announce themselves to the 

network. The beacon frame that begins the CFP encloses the CFP duration.  

 
Distributed Coordination Function 
 
As in the wired network, DCF needs a protocol to share the medium such as the Carrier 

Sense Multiple Access (CSMA); in wired networks, collisions can be detected in the 

wire; but in the wireless medium, it is hard to detect collisions in the propagating signals 

so the better mechanism is to avoid collision; here is where the term collision avoidance 
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(CA) came from. IEEE 802.11 chose the CSMA/CA to coordinate the physical medium 

in the WLAN.  

IEEE 802.11 presents Physical Carrier Sense (PCS) and Virtual Carrier sense 

mechanisms (VCS). Using PCS, the PHY layer notifies the MAC layer if the medium is 

idle; when a frame is received correctly, a time stamp is set to DIFS; if not, it is set to 

EIFS. To detect erroneous CTS and RTS frames, CSMA/CA uses different mechanisms 

explained in [ref]. As noticed from the above, the coordination function is by default 

vulnerable to different types of attacks mainly the ones related to control frames; in 

802.11, control frames are not encrypted, which leads to have the attacker know when a 

station sends a RTS or CTS; also, the attacker can monitor the PCF activities and attack 

accordingly. The attack does not need to be a flood to jam the network; sending a single 

frame while a legitimate sender is streaming a long frame can cause a collision that 

requires a period of time to be discovered and resent with another contention free period 

request.   

 

Security  

The amendment concerned by security is IEEE 802.11i and was issued on June of 2004 

to improve the security 802.11-based wireless networks. Because of the high demand on 

an improved security wireless network, the industry represented by the “Wi-Fi Alliance” 

[102] introduced Wi-Fi Protected Access (WPA) on 2002. Many sources considered 

WPA as a temporary solution to replace WEP till the IEEE 802.11i model is ratified. The 

Wi-Fi Alliance called their 802.11i-WPA model as WPA2. The original WPA model 
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implemented a subset of 802.11i called Robust Security Network (RSN) that keeps track 

of associations.  

WPA proposed better encryption algorithm by using the Temporal Key Integrity Protocol 

(TKIP), a pre-shared key (PSK) that is easy to setup, and RADIUS-based 802.1X 

authentication of STAs [100]. IEEE 802.11i added the Advanced Encryption Standard 

(AES) block cipher to be used in stead of the RC4 stream cipher that was used by both 

WPA and WEP. AES’s turndown is its requirement for new hardware for the previously 

existing equipments because it requires a new dedicated chip to handle the encryption 

and decryption.  

The AP authenticates itself to the STA and use the EAP to generate a shared secret key 

called Pair-wise Master Key (PMK). The four-way handshake produces a Pair-wise 

Transient Key (PTK); which is generated from the cryptographic hash function of the AP 

and STA MAC addresses, and the PMK.       

The IEEE 802.11i characteristics can be summarized as:  

• The EAP and an authentication server to provide the PMK  

• The AES to provide confidentiality, authentication, and integrity  

• The four-way handshake to provide secrecy to the shared key.  

• The RSN to keep track of associations  

 

2.2.2.2 802.11 Physical Layer 

  
IEEE 802.11 technology is mainly concerned in replacing LAN wires. Utilizing wireless 

airwaves requires a governmental license unless used in ISM bands (see Table 2.4). 
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Licensing defers from one country to another; and so do 802.11-based devices. In this 

section, we review characteristics of the physical layer in different 802.11 standards.                      

 

802.11a  

The 1999 IEEE 802.11a standard operates on (5.15 GHz~ 

5.35 GHz and 5.725 GHz~ 5.825 GHz) frequency bands 

with a maximum data rate of 54 Mb/s. This enables 8 

channels, each of 20 MHz. For modulation, 802.11a uses 

Orthogonal Frequency Division Multiplexing (OFDM). 

OFDM is a digital multi-carrier modulation method; it 

uses 52 closely-spaced orthogonal sub-carriers, 48 sub-

carriers for data and 4 as pilot sub-carriers. Each sub-

carrier is modulated with a known modulation scheme such as using Quadrature 

Amplitude Modulation (QAM) at a low baud (symbols per second); OFDM has 

advantages over single-carrier methods, related to its ability to handle sever channel 

conditions such as attenuation; in addition, the use of low symbol rate helps in handling 

time spreading to eliminate inter-symbol interference. Data rates can be reduce to 6, 9, 

12, 18, 24, 36, and 48 Mb/s if needed. OFDM sub-carriers can be Binary phase shift 

keying (BPSK), Quadrature phase shift keying (QPSK), 16-QAM, or 64-QAM.  

 

 

 

ISM Bands 

6.767-6.795 MHz 

13.553-13.567 MHz 

26.957-27.283 MHz 

40.66-40.70 MHz 

433.05-434.79 MHz 

902-928 MHz 

2.400-2.5 GHz 

5.725-5.875 GHz 

24-24.25 GHz 

61-61.5 GHz 

122-123 GHz 

244-246 GHz 

Table 2.4: ISM Bands 
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802.11b  

The 1999 IEEE 802.11b standard operates on (2.401 GHz~ 2.484 GHz) frequency bands 

with a maximum data rate of 11 Mb/s. By allocating 5 MHz per channel, there exists 14 

channels in this band. The U.S allows the use of channels 1 through 11, U.K allows 

channels 1 through 13, and Japan allows channels 1 through 14. For modulation, 802.11b 

uses Direct-sequence spread spectrum (DSSS). In DSSS, the transmitted stream of 

information is divided into small pieces; each is allocated to a frequency channel across 

the spectrum. At the point of transmission, a data signal is combined with a chipping 

code (i.e., a higher data-rate bit sequence) that divides the data according to a spreading 

ratio. The chipping code helps in interference resistance and data recovery incase of 

erroneous transmission. Because it uses an ISM band, 802.11b is susceptible to 

interference with other wireless technologies using the same band such as microwave 

ovens, Bluetooth devices, cordless phones, etc… It is known that the 802.11b can 

penetrate indoor walls and obstacles better than 802.11a.    

 

802.11g  

The 2003 IEEE 802.11g standard operates on (2.401 GHz~ 2.484 GHz) frequency bands 

with a maximum data rate of 54 Mb/s. It is compatible with the 802.11b backward 

technology and operates in channels 1, 6, and 11 in the United States and channels 1, 5, 9, 

and 13 in Europe. Same as its preceded 802.11b, 802.11g is susceptible to interference 

with other wireless technologies using the ISM band. For modulation, 802.11g uses 

OFDM method to cover the data rates of 802.11a (i.e., 6, 9, 12, 18, 24, 36, 48, and 54 
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Mb/s); reverts to Complementary code keying (CCK) to cover 5.5 and 11 Mb/s and uses 

DBPSK/DQPSK+DSSS for 1 and 2 Mb/s. Due to its wide rate coverage, 802.11g is 

accepted worldwide.  

 

802.11n  

The 2008 IEEE 802.11n standard operates on (2.401 GHz~ 2.484 GHz with the option to 

use 5.15 GHz~ 5.35 GHz and 5.725 GHz~ 5.825 GHz) frequency bands with a maximum 

data rate of 248 Mb/s. It is compatible with all previous technologies (i.e., 802.11a, b, g). 

802.11n operates on wider channels of 40 MHz using a Multi-Input Multi-Output 

(MIMO) modulation method compared to 20 MHz with OFDM in 802.11g. MIMO 

provides the ability to logically determine information from multiple signal paths using 

separated receiver antennas. MIMO uses Spatial Division Multiplexing (SDM) that 

spatially multiplexes multiple independent data streams, transferred simultaneously 

within one spectral channel of bandwidth.  

  

2.3 Cryptographic Methods for Wireless �etworks  

 

Wireless Security in general and WLAN security in particular are still a big concern 

when used in any project that relies on wireless communications. Many Wi-Fi users still 

use traditional easily-crackable WEP cryptography methods to secure their networks; it is 

hard to convince people to pay a bunch of money to change their systems to newer and 

more expensive systems. Recent surveys [102] show that weak cryptography algorithms 

such as WEP are widely used all over the world and surprisingly in large cities such as 
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London and Seattle [102]. Since the discovery of the WEP weaknesses, many attacks 

were designed, implemented and lunched [103]. Latest publications on this topic suggest 

that the only solution is to stop using network cards with weak ciphers [102]; due to 

financial limitations, few people can respond to this suggestion. In this section, we survey 

the cryptography methods used along with security concerns and cracking methods. 

 

2.3.1 Introduction to Cryptography and Cryptanalysis 

 

By definition, cryptography is the process of hiding secure data by converting it into a 

sequence of random un-useful stream of bits; this stream can be transformed to its 

original data using a decrypting code. Ref. [104] defines cryptanalysis as the attempt of 

exploiting cryptography algorithms in order of illegally decrypting encrypted data. 

Another form of cryptanalysis is encrypted virus files that decrypt themselves after they 

are downloaded to the victim’s computer. 
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2.3.2 History and Classification of Cryptography Ciphers 

 
 

Cryptography algorithms have a long 

history that includes invisible ink, 

language codes, over layered works, 

coded military signal (e.g., Spread 

spectrum), word codes (e.g., adding 

one letter after each word), or giving 

information on how to reach the 

encrypted data but not the data itself. 

The unbreakable One-Time Pad for 

Teletype data transmission is a good 

example of ciphers [105]. Cryptography ciphers can be Symmetric ciphers or 

Asymmetric ciphers.  

 

2.3.2.1 Symmetric ciphers 

 

Traditional methods fall 

under the category of 

Symmetric Ciphers where the 

key is shared between all 

users. Block Ciphers method 

Figure 2.4 DES Standard 

Figure 2.5 WEP Design 
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performs encryption on equal blocks instead of a bit-by-bit process; the block size varies. 

One of the widely used ciphers is Ron’s Code 4 (RC4) designed by Ron Rivest in 1987 

[106]. A hacker revealed the secrecy of this algorithm in 1994 [107]. Weaknesses in the 

RC4 Key Scheduling algorithm were published in [108]; the paper describes two 

weaknesses: the first is the large set of weak keys and the second is the fact that parts of 

these keys are revealed to the attacker. Those weaknesses left the WEP, Figure 2.5, with 

a question mark on the level of its security. In the Electronic Code Book (ECB) short 

length block, a machine running in the US version of Debian (still uses the ECB DES due 

to the export regulations) has eight characters maximum for a password; the rest of the 

characters in the password are just neglected [104]. DES, shown in Figure 2.4, stands for 

DATA Encryption Standard, was selected to be the official information processing 

standard in 1976 [107], its key size is 56 bits and this makes it unsecured for today’s 

applications.  This vulnerability in the ECB can make the security of the transmitted data 

not enough; however, it is good for short passwords such as pin numbers. Ref. [104] 

suggests using blocks of 64 bits interdependently to avoid replay attacks. Cipher chain is 

the process of XORing each block with the block next to it; where the first block is called 

the Initiation Vector (IV). The disadvantage of chaining lays in error control where an 

error in one chain can pass to the next; also, parallel encryption cannot be possible with 

chaining. Stream algorithms work on a bit-by-bit base. The streaming algorithms were 

designed to speed the transmission processes. The simplest coding is to XOR with a 

predefined key and then XOR again on the receiver side. A newer version of this process 
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is pseudo random generators where an easy key is mixed with one-time pad generated 

code [109].  

A conference in 1998 [109] was conducted to choose the best encryption algorithm 

among twenty candidates; five algorithms were chosen to be of equal security; the five 

finalists were AES, MARS, RC6, TWOFISH, and SERPENT; full method descriptions of 

those methods is available in [109]. The quality of the cipher includes the bandwidth 

consumption, packet loss, CPU cycles, compatibility with old computers, encryption and 

decryption speed, programming language, RAM requirements, and more. This 

conference formulized the description of good cipher away from the fact of being 

unbreakable. These facts are of equal importance and create a limitation for improving 

the cryptography methods especially when many people are still using old machines. 

3DES is an improved version of DES to fix the key size limitations discussed earlier. 

3DES uses 164-bits key size instead of 56-bits used by DES. 3DES is perfect for 

hardware implementations and is used by CISCO 1700 routers to exchange information. 

The Electronic Frontier Foundation created a machine with a budget of $250,000 to break 

the DES [www.eff.org]. Blowfish is another system proposed by Schneider in 1993 and 

is used by open SSH. IDEA is another system that uses 128-bits key from which 52 16-

bit sub-keys are derived.  

Another cryptography method is data hashing. An example of hashing methods is the 

Message-Digest algorithm (MD5) with 128-bit hash value designed by the same designer 

of RC4. An MD5 hash is 32-character hexadecimal number [107]. Dobbertin announced 

a collision of the compression function of MD5 in 1996 [110]; since then, many 
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researchers demonstrated collisions on different occasions [the x.509 paper]. The 

collision is the fact of having two different data streams with the same hash function 

output; this gave the chance for “birthday attack” [111]. Secure Hashing Algorithm 

(SHA) XORs the first data block with a predefined key and then using the results as a 

key, now the keys are derived from the input stream [109]. As one of the quality 

conditions that the 1998 conference sat was to use ciphers in hash key format and this is 

not hard, “just generate the key from the data”. The famous Key-hash message 

authentication code HMAC is nothing but encrypting data and hashing it for increased 

security [112]. It can be developed with either MD5 or SHA-1 and can check the integrity 

and authenticity of the received data at the same time.  

 

2.3.2.2 Asymmetric ciphers 

Asymmetric cryptography [104] is solving a mathematical equation that requires 

variables to be known; if those variables are hidden, the equation can not be solved. RSA 

is the first asymmetric algorithm to be practically used; RSA stands for initials the 

inventors. It generates the public key from the private key and then swaps it with another 

one. The US government adopted the ELGAMAL system that uses a 2045-bits long 

private key for the Digital Signature Algorithm.  

 

2.3.3 Cryptographic methods used in IEEE 802.11 

 

IEEE 802.11 defined different privacy methods since the adoption of the first standard in 

1997. The confusion that WEP weakness caused made IEEE think twice before adopting 
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any new security method. WLAN privacy methods can be classified into WEP, WEP2, 

WPA, and EAP/LEAP.  

The Wired Equivalence Privacy (WEP), Figure 2.5, is the privacy method for the IEEE 

802.11 standard; it is widely used in spite of its well-known flaws. The WEP uses RC4 

and CRC-32 for confidentiality and integrity; it is constructed from a 24-bit Initiation 

Vector (IV) and a 40-bits key. WEP suffers from two flaws: 1) the possibility of IV 

collision [113]; and 2) the short key size that makes it easy to be cracked. Larger key size 

means more collected frames are needed to crack it. In spite of the weaknesses in RC4, 

some researchers consider the weaknesses of WEP as not inherited from RC4 specially if 

used with PRNG. The biggest flaw is the reuse of 24-bit IV that is easy to break. The 

RC4 keys are produced per session and not used permanently. By increasing the IV to 32, 

its security can be improved significantly. Changing the key per-session or packet can 

make it almost safe (Cisco, 802.11i/WPA…). The advantage of RC4 is speed; for 

maximum performance, it should be implemented in hardware; this algorithm is 

implemented in CISCO Aironet wireless network interface cards. A Federal Bureau of 

Investigation (FBI) demonstration in 2005 shows that WEP can be cracked in less than 3 

minutes [114]. 

In 802.11i, a per-packet key is generated from a temporal key and the IV or the TKIP 

sequence counter. It relies on the SBOX that outputs a XOR of four keys of 2-16 bits 

values and input of 80 bits of temporal session key, the transmitter MAC address, and the 

IV; more details are available in [104].  
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WEP2 is an improved version of WEP where the IV is enlarged with enforced 128-bits 

encryption. The improvement did not turn it into a safer method, it just makes it little 

harder and more time consuming for hackers to crack it; but eventually it is crackable 

[115].  

Wi-Fi Protected Access (WPA) was designed to take the place of WEP while 802.11i is 

under development; it is compatible with all Network Interface Cards. WPA distributes a 

key to each user and can be used in a pre-shared key (PSK) mode. WPA2 uses the final 

draft of 802.11i, but doesn’t work with all interfaces. WPA uses the RC4 algorithm that is 

used by the WEP but added Temporal Key Integrity Protocol (TKIP) to change the key 

periodically; it use lager IV size to immune it from the key recovery attacks that WEP 

suffers from. The WPA uses the more secure Message Integrity Code (MIC) for error 

check, which covers the flaws of the CRC that is used with WEP. The WPA2 added more 

security by using a new AES-based algorithm called Counter mode with Cipher block 

Chaining Message Authentication Code Protocol (CCMP). Starting March 2006, all new 

Wi-Fi certified products had to have WPA2 certification [58].    

        

Light Weight Extensible Authentication Protocol (LEAP) [116] was developed by Cisco 

systems; this method uses dynamic key and mutual authentication between the client and 

the remote server. If the key is not changed frequently, there is a possibility of being 

cracked. Mutual Authentication can help in preventing the man in the middle (MITM) 

attacks, but sophisticated attacker can still break through. Leap relies on MD4 hashing 

algorithm, so it is easy to break. The attack was demonstrated to use the weaknesses in 
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the hash by pre-calculating the hash value of different passwords and match it through the 

last two bytes with an MD4 password [117].   

 

2.4 Conclusion of Chapter 2 

 
Chapter 2 of this dissertation presented an overview of wireless models such as 802.11, 

802.15, 802.16, and 802.22. This chapter conducts deep analysis of IEEE 802.11 standard 

including its characteristics and physical layer coordination function. The IEEE 802.11i 

amendment is deeply discussed along with its security benefits to the original 802.11 and 

new flaws and vulnerabilities that this amendment added to this standard. The last parts 

of this chapter were dedicated to review cryptography and crypto-analysis in general and 

cryptographic methods used in wireless networks in particular.   
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CHAPTER 3. REVIEW OF WIRELESS ATTACKS A�D SECURITY 

METHODS 

 

To better evaluate the security of wireless networks, we need to understand the level of 

threat that attacks can impose on the wireless network functionality as well as the ability 

of current security methods to detect those attacks with lower false positive rates.  In this 

chapter, we review the different attacks on wireless networks and survey the current 

security methods.  

3.1 Review of Wireless �etwork Attacks  

Wireless attacks exploit and manipulate computing and/or wireless network resources. 

They are capable of degrading the wireless network performance and shatter users’ 

privacy. In this section, we present a survey of attacks on operable wireless networks 

(i.e., WPAN, WLAN, and WMAN).  Although many attacks are common between 

wireless networks, each network got its own characteristics that require attackers to 

consider them.  

 

3.1.1 Attacks on Wireless Personal Area �etworks    

The set of communication standards for WPAN are covered under the IEEE 802.15.x. 

This set of standards focuses on handling short distance wireless networks between 

portable and mobile computing devices (e.g., PCs, PDAs, peripherals, cell phones, 

pagers, and other consumer electronics). It also provides a communication and 
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interoperation between devices. Security mechanisms can be applied to achieve secure 

access control, message integrity, confidentiality, and traffic replay protection. Access 

control and message integrity mechanisms implement a message authentication code that 

is shared between the different devices. Confidentiality is used to guarantee the secrecy 

of the information, for example the 802.15.4 (ZigBee) implements what is known as 

semantic security to allow the legitimate receiver to recover the original data even if the 

data is encrypted twice.  

Attacks on WPANs can be classified into six types: Replay attacks, vulnerability attacks, 

eavesdropping, DOS, brute-force, and spoofing attacks.  

 

Replay attacks: They can damage the access control and confidentiality of the WPAN 

networks due to their ability to bypass the cryptography system. ZigBee implements a 

sequence number tracker to resolve this problem.  

 

Vulnerability attacks: The current 802.15.4 standard has the following two security flaws: 

First, the usage of a static initiation vector, which allows attackers to identify or generate 

their own key to access the network. The second type of flaws is due to the usage of 

protocols with vulnerabilities that can be used by attackers and intruders. One example of 

this type of flaws is denial of service attacks, where attackers can jam the replay counter 

by sending frames with 0xFFFFFFFF frame sequence to reset the replay counter at a very 

high value. Consequently, this attack can cause the replay security to reject all the frames 

below the new sequence number, which leads to rejecting all legitimate users’ traffic.  
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Eavesdropping: Attacker can crack user personal identification numbers and monitor user 

activities that include listening to Bluetooth headset cell phone conversations.   

 

DoS: Denial of Service attacks that take advantage of WPAN security flaws to launch 

jamming attacks [69]. 

 

Brute force: Described in [70, 71], this attack can take advantage of vulnerabilities in key 

management especially short PIN to crack it.  

 

Man in The Middle (MITM) and spoofing attacks [72]: those attack are launched together 

to enable attacker to place themselves in a position between the communicating devices. 

This attack gives the attacker the power to modify or eavesdrop on the victim 

communication channel.   

 

3.1.2 Attacks on Wireless Local Area �etworks  

Wireless local area network attacks can be classified into six categories: Identity 

spoofing, Eavesdropping, Vulnerability, Denial of Service (DOS), Replay, and Rogue 

Access Point attacks.  

 

Identity spoofing: There exist two identity spoofing schemes, IP spoofing and MAC 

spoofing.  
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In source MAC and IP address spoofing, attackers can hide their identities by using 

different MAC and/or IP addresses from the ones legally assigned to them.  

Wireless networks are more concerned with MAC spoofing due to network functionality 

on OSI layer 2 (data link layer) while IP is spoofed on layer 3 (IP layer or network layer).  

  

There are three different types of MAC spoofing attack: random, vendor-oriented, and 

peer [71, 42].  

• Random MAC spoofing is to randomly generate a MAC address.  

• Vendor-oriented is semi-random where attackers can generate a random MAC 

address but choose the first half of the address, which represents the vendor code. 

• Peer spoofing is to copy a MAC address of one of the users in the network.  

 

Eavesdropping: Eavesdropping attacks can be categorized into traffic analysis, and 

passive or active eavesdropping.  

 

A traffic-analysis attack occurs when attackers use high gain antennas to obtain 

information such as signal power, source type, and packet size; attackers in this category 

may or may not interfere with communication channels [5].  

 

Passive eavesdropping transpires when attackers sniff users’ packets without interfering 

with the communication channels; attackers can collect information such as the packet 

digest to be decrypted and analyzed.  
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Active eavesdropping occurs when attackers inject probe request or beacon frames into a 

communication medium to uncover silent access points and user stations.  

 

Vulnerability attacks: Those attacks take advantage of wireless network protocol design 

errors; greedy behavior can fall into this category [2], where some network interface 

cards are designed to over probe and transmit with higher power signal; this practice can 

lead an unfair share of network resources between the different users. Other attacks can 

also be included in this category, such as taking advantage of weak security methods (i.e., 

WEP) to break into secured and unsecured networks [102]; those attacks are very popular 

between non-experienced attackers, where their main goal is to illegally use network 

resources. 

 

Denial of Service: DOS attackers can flood the network with useless traffic and slow or 

even block legitimate users from accessing wireless network resources [121, 29]. Denial 

of Service attacks can be beacon, probe request, association, authentication, 

disassociation, and ARP flood attack.  

 

Beacon flood: Beacon frames are used by APs to announce their existence and 

transmission rate. Attackers can flood the network with thousands of beacon frames. To 

hide their identity, attackers spoof an AP source MAC address to make the attack look 

like a malfunctioning in network design.  
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Probe-request flood: Probe-requests are used by STAs to search for available APs. A 

STA sends a probe request and wait for probe response from APs in the range. The 

destination address of a probe request is broadcast and transmitted on all WLAN 

channels.  Attacker take advantage of this service to spoof STA source address and flood 

the network with probe request; this attack can have a doubled affect because APs reply 

to all the requests by responses sent back to the source MAC that is a victim’s address. 

This attack can flood the network and the victim in one step.  

 

Association flood: Association frame is sent from a STA to an AP to request an 

association to wireless network. Attackers can flood an AP with thousands of association 

requests and block legitimate users from using this service.  

 

Authentication flood: Authentication is another service that is implemented in the 802.11 

state machine to authenticate users of secured APs. Attacker can jam this service in same 

way of association attack.   

 

Disassociation attack: This attack is dangerous because it disconnects users from their 

APs. It can be used to prepare for a MITM attack or session high jacking attack.  

 

ARP flood attack: This attack can be classified as a DOS if used as a flooding attack to 

jam the ARP service of an AP or can be used as a scanning attack to reveal the dynamic 

IP addresses of users in a network.  
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Some wireless DOS attacks target the 802.11i implementation such as EAP 

authentication attacks. In addition, wireless networks are vulnerable to wired-inherited 

Denial of Service DOS attacks such as TCP-SYN attack, Smurf IP attack, and ICMP 

flood attack; they can break through the attacked WLAN to severely degrade service 

performance and eventually shut down the entire network; detecting these attacks early at 

their wireless sources can save networks significant damage and destruction.  

 

Replay attacks:  Those attacks occur when attackers record wireless network traffic and 

replay them at different times [123, 124]; these attacks allow the attacker to access 

network resources without using access keys.  

 

Rogue Access Points: Examples of RAP are Wireless Repeater, Access Points connected 

to secured wired network [125], Honey-pot, and Man-In-The-Middle (MITM) that enable 

attackers to insert themselves between the user and the real AP, which allows them to 

read and modify the data contents.  

 

Session High-jacking: It occurs when attackers can take over a session from a legitimate 

user and make the user think that it is a malfunctioning in the wireless network; Ref. [5] 

describes more wireless attacks in this category such as Address Resolution Protocol 

(ARP) poisoning attack, and de-authentication attack that convinces users that the AP is 

asking them to reset their connections.      
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3.1.3 Attacks on Wireless Metropolitan Area �etworks:  

Although WMAN are not widely used yet, there exist several attacks that take advantage 

of different security flaws in WiMAX design. We can classify WMAN attacks in four 

categories: Power consumption attacks, scrambling and jamming attacks, confidentiality 

and authentication attacks, and DOS attacks.  

Water torture attack: it attempts to consume the receivers’ battery by sending a sequence 

of frames [80].  

 

Scrambling and Jamming: described in [81], it aims at jamming and scrambling the 

communication channel without eavesdropping.  

 

Confidentiality and authentication: This attack attempts to crack the user authentication 

to gain access to network encrypted information.   

 

DOS: This attacks attempts to prevent users from communicating with the WiMAX base 

station.   

3.2. Existing Wireless Security Techniques 

Although some security tools to monitor Bluetooth networks exist on the market, most 

current wireless network defense tools are designed mainly to protect enterprise WLANs. 

Current wireless network-defense tools rely primarily on pre-defined signatures for attack 

detection. While these methods can successfully detect commonly known attacks, they 

cannot recognize abnormal behavior caused by new and sophisticated attacks until it is 
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likely too late to take any useful action within a wireless network. Anomaly based 

intrusion detection systems are not widely used and effective due to the high false alarms. 

According to Ref. [8], any new approach that addresses wireless security should be based 

on the wireless medium characteristics. Wireless security systems can be classified into 

two types: intrusion detection and intrusion detection with response.  

 

Wireless Intrusion Detection Systems’ (WIDSs) goal is to detect early signs of wireless 

attacks so proper response can be enforced. WIDSs collect wireless activity data and 

analyze the information to uncover attacks with minimal false positive and negative rates. 

Ref. [33] classifies intrusion detection systems into three categories: anomaly detection, 

signature-based detection, and specification-based detection. Anomaly based systems [2] 

detect wireless attacks according to reference models of normal behavior. Ref. [2] 

presents an anomaly-based approach to detect attempts to utilize extra bandwidth in IEEE 

802.11 hotspots; it collects statistical data about network’s normal behavior, and set 

anomaly thresholds to detect attempts for utilizing extra bandwidth of channels; the 

attributes used in [2] are throughput and back-off.  Ref. [24] uses anomaly-based method 

to detect the variation of sensor location from previously learned location information. 

Signature-based wireless intrusion detection methods [12 and 10] generate alert based on 

well-known attacks or system weaknesses to identify known intrusions. Ref. [10] 

presents a misuse-based wireless intrusion detection system that uses alarm library of 

known attack signatures, the library is frequently updated based on the evolving threats; 

this system can detect attacks without human intervention, but requires the alarm library 
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to be maintained frequently by network administrators. Ref. [12] presents an approach to 

detect man-in-the-middle attack using sequence number violations and de-authentication 

frames; it is classified as signature-based because it counts the number of attack de-

authentication frames to compare it with attacks signatures. Specification-based [9] 

wireless intrusion detection methods use a set of rules or policies that define the correct 

operation of a protocol, and compare the behavior with respect to defined policies. Ref. 

[9] presents an approach based on rules derived from the network state transition models; 

it profiles the normal activity of the network traffic with respect to the network state 

machine policies and detects any discrepancy from those policies.  

 

There are just few WIDSs capable of detecting wireless attacks and automatically 

responding to attack sources [10]. We can differentiate between open-source and 

commercial products.  

 

WIDS open source solutions are generally less affective than commercial products, but 

have the advantage of begin frequently updated by researchers. A good example of open 

source products is WIDZ, WIDZ-1.5  can detect rogue access points, probe-request and 

association attacks [38]; it can detect bad security practices such as ESSID broadcast, or 

wrong MAC and ESSID on the block list; WIDZ generates four types of alerts upon 

detecting the above attacks, and gives users ability to add more alerts. The well-known 

open source wireless sniffer Kismet added some IDS functionality to detect Netstumbler 

probes, and Wellenreiter attacks.     
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There are different WIDS commercial products available on the market. Airdefense-

Mobile-Enterprise [37] utilizes a set of sensors connected to a centralized server that can 

be interfaced with a secure web; Air defense differentiates between attacks and security 

events, and is  mainly concerned in detecting rogue access points; it addresses the issue of 

MAC address spoofing by tracking the network card characteristics assuming that the 

user and the attacker use different wireless network cards; although there is a good 

chance that the assumption may not hold, this tool can help in detecting some intruders 

[10]; Airdefense can force an intruder to disassociate from a valid network. Airmagnet 

[39] is another commercial product that detects rogue access points and DOS flooding 

attacks and does not require hardware implementations; Airmagnet can also discover 

IEEE 802.11 b/g overlapping channels. Airsnare [40] can detect unauthorized MAC 

addresses trying to connect to an AP.  Wisentry [41] differentiates between trusted and 

untrusted devices and provides a configurable alerts database.   

 

3.3 Conclusion of Chapter 3 

Wireless attacks still impose a huge threat on the confidentiality and operability of 

wireless networks. Current security methods provide limited attack protection and 

prevention solutions and fail to detect complex attacks.   
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CHAPTER 4. TAXO�OMY OF WLA� ATTACKS 

 

Developing a taxonomy of wireless attacks require examining the methods used to 

prepare and perform attacks, attack behavior and characteristics, and impact of attacks on 

individual victims and networks. A detailed classification model for all distributed DOS 

attacks is presented in [42]. In this chapter, we extend their model to classify wireless 

network attacks.  

Wireless attacks can be classified according to the mechanism used in their attack 

activity, the level of their complexity, the medium on which they act, attack victims, their 

method of exploitation, attacker source validity, their purpose, and finally according to 

whether they are characterizeable or not as summarized in Figure 4.1. 

   

 

Activity 

• Passive  
• Active  

Victim 

• AP  
• Station 
• Resources  

Exploitation  

• Semantic  
• Bruteforce 

Purpose 

• Penetration  
• DOS 

� Slow 

� Fast 

Complexity 

• Single Step  
• Multi-steps 

Medium 

• Single Channel  
• Multi-channels  

Source Validity 

• Spoofed  
� Random  
� Vendor Oriented 
� Peer 

• Real 

Characterization  

• Characterizeable   
• Not-Characterizeable 

Figure 4.1:  Wireless Network Attack Mechanisms 
 

Wireless �etwork Attack Taxonomy 
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4.1 Complexity 

In preparation for wireless attack, an attacker needs to define attack complexity. The 

more complicated attacks require more integrated attack tools to be used. Based on the 

degree of complexity, wireless attacks can be single step or multiple steps.  

 

Single-Step Attacks  

Single-step attacks are usually simple and are performed manually by attackers. For most 

cases, single-step attack methods are not complicated and do not require automations. 

Those attacks can still be affective and damaging such as eavesdropping attacks, denial of 

service attacks or Mac spoofing attacks. Those attacks can be hard to detect, but once 

they are detected, they can be easily identified unless they share same behaviors with 

other wireless network activities.    

 

Multi-Step Attacks   

Experienced attackers integrate different attack methods into one complex attack for 

several reasons:  

• To create a larger impact on the attacked network.  

• To avoid wireless intrusion detection systems. 

• To avoid being traced back.  

Most multi-step attacks are automated because they integrate several attacks that are 

organized in a way to support each others attack requirements. Multi-step attacks try to 

bypass several security layers to reach victims. Man-In-The-Middle attack is a good 
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example for multi-step attacks; it uses MAC spoofing, Evil-twin, de-authentication, 

authentication, eavesdropping, and session high-jacking attacks. Multi-step attacks are 

hard to be implemented because they require strong understanding of used attack 

methods. However, those attacks can give the attacker a higher level of protection from 

being detected and traced. Detecting those attacks is easier than single step attacks 

because they integrate different methods that trigger intrusion detection systems, but they 

are hard to be identified. For example, a MITM attack can be miss identified with de-

authentication attack because MITM uses de-authentication to disconnect users from their 

APs.           

 

4.2 Source Validity  

In wireless networks, the source MAC address is an identification that pinpoints to the 

physical source of a frame. MAC address (also called hardware address) is set by the 

Network Interface Card manufacturer.   

Several reasons can make attackers change their real MAC address: 

• Hide their real identity to avoid being traced  

• Identity theft  

• Using victim identity for illegal activities   

Attacker use different techniques to change their real MAC address to a different one. 

Source validity defines whether an attack is launched with spoofed or real source MAC 

address. We differentiate between attack that keep the real MAC address and attacks that 

are launched with spoofed MAC address:  
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Real MAC address       

Unsophisticated attackers use different tools to launch simple wireless attacks. Launching 

an attack without modifying the real MAC address of their machine may result in having 

them tracked. It is considered an unsafe attack practice to keep the original NIC MAC 

address while attacking.  

  

Spoofed MAC address  

Sophisticated attacks spoof MAC addresses using one of three methods: random, vendor-

oriented, and peer [16, 42].  

• Random spoofing: The MAC address is generated randomly  

• Vendor-oriented: It is semi-random where a MAC address is generated randomly 

and then the first half is replaced by a vendor specified code.  

• Peer spoofing: The MAC address of one of the wireless network users is used in 

launching the attack. 

 

4.3 Activity 

In the first stage of an attack, the wireless network is scanned to map APs and users . The 

scanning process can be either passive or active. In most cases, those attacks are just a 

preparation for larger and more sophisticated multi-step attacks.   
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Passive Attacks   

In these attacks, wireless networks are passively monitored (i.e., silently) without 

interference with communication channels; attackers can collect information such as 

packet pay load, AP data rate, users and their locations, signal interference, and more. 

Those attacks are hard and sometimes impossible to be detected due to their silent 

activity.   

 

Active Attacks  

During active scanning, attackers inject beacon and probe request frames into the 

communication medium to uncover silent access points and user stations. Although this 

attack is normally avoided by experienced hackers, it is a useful mechanism to crack into 

a wireless network faster. Netstumbler is an example of active scanner, its signatures can 

be detected by most intrusion detectors.  

 

4.4 Purpose 

In some cases, attack behavior reflects its purpose. It can be penetration or Denial of 

Service (DOS). Both cases impose a direct threat to network and/or user integrity; 

penetration can violate user privacy and provide attacker with different means of attack; 

DOS prevents users from using network services.   
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Penetration Attacks  

Some attackers do not aim at affecting the network flow or at committing any kind of 

network misuse; their main goal is just to use the network for free. Although this type of 

attacks is less severe than others, it is still considered an illegal use of wireless networks. 

It violates legitimate user privacy by giving attacker an access to network shared folders. 

In fact, MS-Vista differentiates between different levels of security (i.e., firewall 

settings), and asks users to choose whether the network is pubic, home, or work; if home 

or work is chosen, the firewall may have loose settings to allow sharing folders. Also, 

other attacker can use the wireless network to launch different types of network attacks; 

those attacks originate from the victim’s network; so victim hold the burden of attack 

consequences.  

 

Denial of Service  

DOS attacks’ purpose is to degrade wireless networks’ performance or even shut it down. 

DOS can be launched in different modes described in [3, 29, 121]: 

• Fast and intensive: This type of DOS attack floods the network with thousands of 

frames (the maximum capability of the network card) for a very short period of 

time. It is designed to avoid temporal based intrusion detectors.  

• Fast and light: This type of DOS attack is very light and hard to be detected 

because they are misclassified with legitimate traffic. They can be very affective 

as in the case of de-authentication attacks that can disconnect a user from the AP 

by just three de-authentication frames.  
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• Slow and light: This type of DOS attack can be extremely damaging for the entire 

network infrastructure because it can sneak under the thresholds of anomaly 

intrusion detectors both on the host level and network level. The only way this 

type of attack can be detected is by using temporal analysis with very large 

analysis window.  

• Fast and intensive: This is the traditional type of DOS attack. Attackers flood a 

network with millions of frames for hours to jam the activity of legitimate users. 

This type of attack is not performed by advanced attackers due to its high risk of 

being detected and traced.   

  

As discussed in chapter 3, DOS attacks can be beacon, probe request, association, 

disassociation, re-association, authentication, de-authentication, ARP, and data flood 

attacks; DOS attack intensity range between very slow (e.g., a disassociation attack with 

intensity range of 2 to 7 frames per second) and fast (e.g., a beacon attack with intensity 

range of 1000 to 2000 frames per second) to avoid intrusion detectors.  

 

4.5 Vulnerability  

Wireless attacks exploit vulnerabilities in wireless network design that can be protocol 

related or medium related. Protocol related attacks are called semantic attacks, while 

medium related are called brute force attacks.  
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Semantic Attacks: Semantic attacks take advantage of wireless network design errors to 

break through a wireless network, AP configuration page, or a user station. Examples of 

those attacks are WEP attack, Default AP attack, and Windows-XP attack [126].  

 

• WEP attack is to illegally accessing a security enabled wireless network using 

vulnerabilities in the WEP RC4 cipher [102] 

• Default AP attack uses default user names and passwords of access point 

according to vendor specifications, the list of default usernames and passwords 

are available in [104]  

• Another type of attack exploits is Windows-XP vulnerability that switches users 

to any available AP with more signal power. In Windows Vista, there exist other 

problems such as network firewall settings that allow viewing user shared folders 

if the connection is mistakenly set to home network.           

 

Brute force Attacks: Brute force attacks involve launching an enormous amount of 

frames that imitate legitimate user behavior such as dictionary attacks and denial of 

service attacks. Dictionary attacks such as WPA attacks try thousands of common 

passwords in an attempt to break in a WPA protected network. DOS attacks send 

thousands of frames to block management type services such as association or 

authentication. 
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4.6 Medium  

Different wireless standards utilize wireless medium differently; dividing the wireless 

medium into multiple channels is essential to accommodate a growing number of 

wireless users. Attackers take advantage of different wireless channels to launch 

sophisticated attacks on single channel or multiple channels. We differentiate between 

attacks on single channel and attacks on multiple channels.   

Single Channel Attacks: Most of existing wireless attacks act on single channel. Those 

attacks take advantage of the limited bandwidth in a single wireless channel to jam a 

communicational channel that is used by a certain AP. Those attacks can range from very 

simple attacks such as RF jamming to very complicated attacks such as slow de-

authentication attacks.   

 

Multiple Channel Attacks: These attacks take advantage of the multiple wireless channels 

and the fact that wireless devices can function on one channel only. An example of this 

type of attacks is the Man In The Middle (MITM) attack. In this type, attackers can create 

an AP with the same SSID and MAC address as the victim AP but acting on a different 

channel; they connect users to the fake AP in order to monitor and/or modify victims’ 

information.         

 

4.7 Characterization 

Depending on the attack characterization, we differentiate between characterizeable and 

non-characterizeable wireless attacks.  
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Characterizeable attacks: They are simple and easy to detect by WIDSs; attacks in this 

type do not consider security systems and they attempt to damage the network operation 

using any available method. Association flood attack is a good example of this type of 

attacks; legitimate users send one association frame to connect to a network, while 

attackers flood the network with hundreds or thousands of association frames. Another 

example is Netstumbler scanning that uses a well recognizable signature.   

 

4on-characterizeable Attacks: They hide themselves in legitimate user traffic; they are 

hard and sometimes impossible to be characterized. Passive eavesdropping can be a good 

example for those attacks because it does not show any symptoms of an attack. Slow 

flood attacks are hard to characterize and are mixed with legitimate traffic.  

 

4.8 Victim  

Most of attack impact shows on victims, with some reflections on other wireless 

resources. Based on types of victims that are targeted by attacks, we differentiate between 

wireless attacks targeting APs, STAs, and/or wireless network resources.  

 

The majority of wireless attacks target APs. Those attacks are launched for several 

reasons: illegal access, change AP configuration, and buffer overflow. Illegal access 

includes cracking network authentication, changing AP configuration that leads to 

modifying the access control list or the channel on which the AP is acting on, and buffer 

overflow that includes all kinds of DOS attacks.      
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Attacks on STAs are popular; the victims of this type of attacks are wireless users 

themselves and not the AP. These types of attacks avoid disturbing AP’s function for 

several reasons such as not to trigger a possibly implemented WIDS. Examples of those 

attacks include MITM, user hacking, de-authentication, disassociation, and others. There 

are other types of attacks that target wireless resources and are less common than the first 

two types; they target other wireless resources such as printers, computer peripherals, 

servers, and other resources that utilize the wireless network.  

 

4.9   Analysis on Attack Taxonomy  

While the process of securing wireless networks is hard, creating a new attack is a much 

simpler process. All it takes is to discover network design vulnerability or a misuse from 

a wireless user to design a harmful attack. The taxonomy that is presented in this chapter 

helps not only in understanding current wireless attacks, but in predicting future attacks. 

In our research, this taxonomy helped us in designing and testing network features that 

can detect any type of wireless attacks. For example, when designing a defense 

mechanism to detect and identify MITM attack, this taxonomy helped us in 

understanding the multi-step behavior and multi-channel use of this attack. MITM can be 

misidentified with simple de-authentication or association attacks. By studying different 

features such as monitoring the same MAC addresses that appear on different channels 

concurrently, we can accurately detect and identify MITM attacks.          
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4.10   Conclusion of Chapter 4 

In this chapter, we presented a detailed classification model for all wireless network 

attacks.  To provide a comprehensive classification, we used nine different classification 

mechanisms. Wireless attacks can be classified according to the mechanism used in their 

attack activity, the level of their complexity, the medium on which they act, attack 

victims, their method of exploitation, attacker source validity, their purpose, and finally 

according to whether they are characterizeable or not.  
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CHAPTER 5. WIRELESS SELF PROTECTIO� SYSTEM 

METHODOLOGY 

 

 

The objective of WSPS mechanism is to detect complex wireless attacks and generate 

counter measures to protect the WLAN and the privacy of the users. It uses a set of 

measurement attributes collected from multiple wireless channels that includes 

information from signal analyzer, and packet monitor. WNetFlows are learned and mined 

to select the features that are most relevant to different types of normal traffic and attack. 

WSPS anomaly behavior analysis engine uses both standard and training based anomaly 

behavior analysis; and sends alerts to a prediction engine that determines the attack type, 

and sends different information about the attack and the attacker to the impact analysis 

module that determines the appropriate action based on risk analysis and pass that to the 

action handler to take the appropriate response as shown in Figure: 5.1 
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Figure 5.1: Concept of Operations for WSPS 

 

5.1 Flow Monitoring   

There exist two major network flow monitoring tools: Cisco Netwflow, and industry S-

flow. 

 

5.1.1 Cisco �etflow  

Cisco defines NetFlow as an embedded instrumentation within Cisco IOS Software to 

describe network operation flows [17]. NetFlow offers important information about 

network users and applications, peak usage times, and traffic routing [17]. NetFlow 

monitoring is needed for network anomaly behavior analysis; each packet that is 

forwarded within a router or switch is explored for a set of IP packet attributes; NetFlow 
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uses 7 IP attributes: IP source address, IP destination address, Source port, Destination 

port, Layer 3 protocol type, Class of Service, and Router or a switch interface. Those 

attributes provide a large amount of network information, which is compressed into a 

database of flows called NetFlow cache; for example, packets with the same 

source/destination IP address, source/destination ports, protocol interface and class of 

service are grouped into a flow.  

 

5.1.2 S-flow  

Supported by industry, sflow [21] is a multi-vendor standard technology embedded 

within switches and routers.  It constantly monitors network traffic flows on different 

interfaces of switched networks. Sflow uses sflow-agents to sample network flow 

features that run as a part of network management software within a device [21]. This 

wide view of the network behavior is essential to rapidly trace and control unknown 

sources of attacks and security threats. Sflow-agents’ function is to bundle flow samples 

and flow counters into sflow datagrams and send them, through the network, to an sflow 

collector for further network behavior analysis.    

 

5.2 Wireless �etwork Flow  

Similar to NetFlow and sflow, Wireless-Network Flow (WNetFlow) provides important 

information about wireless network users and applications.  Because of specifications in 

wireless networks, we introduce different structure for WNetFlow than the NetFlow used 

in wired network. WNetFlow provides information about applications, wireless-network 
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channel usage, wireless signal inference, wireless network anomaly and security 

vulnerabilities, as well as the impact of changes and anomalies on the wireless network 

performance. WNetFlow are used for Wireless network anomaly behavior analysis; 

WNetFlows are constructed and fed to a classifier to generate rules; that are used to 

detect complex wireless attacks and used by the action module to take the appropriate 

response. Each WNetFlow is composed of a WNetFlow-key and other supplementary 

features as shown in Figure 5.2.  

WNetFlow key is composed of a set of significant features aggregated into one key; those 

features are the common attributes between all WNetFlows selected to detect a specific 

traffic type. The information provided by the WNetFlow key is later used by the action 

module.  

 

Figure 5.2 : WNetFlow Structure 

 

5.2.1 Measurement Attributes  

WSPS measurement attributes can be classified into three types: Signal, Channel, and 

Packet information.  All packets with the same source/destination MAC address, frame 

type, and channel are grouped into a WNetFlow. 

 
 
 
 

 

WNetFlow Key 

Supplementary Features: 
Seq_num, Channel, BSSID... 
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Table-5.1a: Signal information and Measurement Attributes 
 

Measurement Attribute 
(Signal Analyzer) 

Definition 

RSSI The Received Signal Strength Indicator 

ESSID Access Point name 

Authentication type Encryption type (wep, wpa, …) 

Source Type 0 for Station or 1 for Access Point 

 
Table-5.1b: Wireless channel information Measurement Attributes 
 

Measurement Attribute 
(Channel) 

Definition 

Channel number Wireless Channels in the US [1,…,11] 

IEEE standard IEEE 802.11a/b/g 

APs on channel ESSID of APs on each channel 

Channel bandwidth and interference IEEE 802.11b and g channel reuse 

 
Table-5.1c: Wireless packet information Measurement Attributes 
 

Measurement Attribute 
(Packet Monitor) 

Definition 

SID Sequence ID 

Time Date and time that the frame is received 

Src/Dest MAC Source and Destination MAC address 

Src/Dest IP Source and Destination IP address 

Packet Size Number of bytes 

BSSID Access point MAC address 

Frame Type/Subtype Management, Control, or Data 

Src /Dest Port Source and destination port number 

Rate Rate of the source MAC address 

Sequence_num Frame sequence number 

 
 
 

5.2.1.1 Signal Information Measurement Attributes 

 

Different measurement attributes can be used to analyze the behavior of wireless network 

as shown in Table-1a. Extended Service Set Identifier (ESSID) is the name of the Access 

Point (AP) in a network; APs utilize this code to announce themselves on a wireless 
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network; tracking APs with the same name can help in detecting rogue access points and 

wireless bridges acting on same or different channels. Authentication method of 

monitored APs is an important factor for evaluating the AP security risks; AP 

authentication type can be either open, WEP, WPA2, etc. Source type is used to identify 

an infrastructure base station AP from a user station (STA); this measurement attribute 

can help in identifying fake APs, or to discover a Man-In-The-Middle (MITM) attack 

when aggregated with other features such as source MAC, channel number, and location. 

The RSSI is used to calculate an estimated value for the distance and location of a target 

device, the estimated value feature is aggregated with other relevant features to determine 

WNetFlows that require station localization.   

 

The Received Signal Strength Indicator (RSSI) discussed in [11, 30, 32, 43, 44, 45, 46, 

and 47] can be a good locator for the received-frames’ sources. Ref. [46] discusses the 

possibility of converting the RSSI-values into range estimates. If range estimates intersect 

in a common plan, then the location can be estimated; this can be done with better 

accuracy if the geographical area is known and the obstacle influence can be determined. 

The received signal can be mixed with noise along with reflected, refracted, and scattered 

replicas of the transmitted signal. To address this problem, Ref. [44] suggested using 

Kalman filter; which is a computational algorithm that estimates the error in system states 

for the optimal minimum linear variance. Kalman assumes a linear relationship between 

the state and measurement vectors, Extended Kalman Filter (EKF) [46] can linearize the 
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system equations to be used for positioning information. The RSSI is provided in most 

wireless monitors and is available with high accuracy in some dedicated signal analyzers.  

 

WSPS uses a pattern-based locator discussed in [44]; where reference locations (APs and 

fixed STAs) received signal strength (RSS) are fed into the system offline, and then used 

to locate any wireless device according to the nearest (lowest Euclidian distance kD ) 

neighbor trained and saved in a database. In the case of multiple nearest neighbors, the 

distance average is given in Equation-5.1 [44]: 
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Equation 5.2 detects an anomaly if a change in the location of a certain wireless network 

device is outside the constraints given in Equation 5.2. Where 1X and 2X  are reference 

models that cover a certain cross-section, and T is the observation period, that is used by 

WSPS.    

 

The RSSI attribute can be used to identify a spoofed MAC address or geographically 

locate an attacker; a sudden dramatic change of AP/STA location from the trained 

location is considered anomalous behavior; attenuation influence is minimized by 
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considering APs in fixed locations, while user stations are mobile but relocate with 

relatively slow speeds.       

 

5.2.1.2 Channel Information  

Table-1b shows different measurement attributes extracted from wireless channels. In the 

US regulations, APs are supposed to operate on 11 wireless channels. The IEEE standard 

can be classified under channel information because each standard utilizes the ISM 

channels with different criteria. MAC address of APs on each channel is another piece of 

information that can be useful in tracking rogue access points or disclosing attacks that 

take advantage of this multiple wireless channels architecture. Channel bandwidth and 

interference attribute provides information on APs using overlapping channels.           

 

Multi-channel monitoring improves the overall quality of the anomalous behavior 

analysis of the wireless network. Most wireless intrusion-detection systems neglect this 

important monitoring feature, especially that attackers can exploit different wireless 

channels to launch attacks without being detected by traditional security monitors that 

focus on a few channels. We developed a multi-channel monitor capable of viewing all 

the 11 802.11b wireless channels at the same time without channel hopping. In wireless 

networks, the channel is shared by many stations (STAs) and access points (APs), a short 

monitoring absence for a certain channel can lead to the loss of sufficient information to 

uncover a sneaking attacker. Besides, the state transition monitoring requires a complete 
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set of collected data to track the changes in the state transitions between the STA and AP 

especially in the case of re-association to an access point on different channel.      

 

5.2.1.3 Packet Information 

Frames received by wireless network monitor are examined for a set of packet attributes. 

Wireless network flow is based on a set of 10 packet attributes shown in Table-1c. 

Sequence Identification is a progression number for received frames; this number is 

generated by the sniffer and not by the sender, and can be useful to keep track of the 

number of frames in the database. Time is the exact time in days, hours, minutes, 

seconds, and parts of the second; this attribute can be used to create time intervals for the 

WNetFlows. Source and destination IP/MAC address attributes provide the source 

address and the final destination address of a packet. Packet size attribute can help in 

discovering oversized packets trying to fool packet sniffers by injecting normal number 

of packets with bigger packet sizes. Base station service set identifier (BSSID) is the 

MAC address of used AP; this attribute can be used to analyze the direct relation between 

STAs and APs. There exist three different types of MAC frames: Data, Control, and 

Management. Data Frames enclose the packets from the higher layers of the OSI 

architecture and are the main target for eavesdroppers; control frames’ function is used to 

assure the reliability for data transmission with three control frame subtypes: 

acknowledgment (ACK), request to send (RTS), and clear to send (CTS). Management 

frames’ responsibility is to establish and maintain connection between stations; there are 

several subtypes for the management frame such as authentication, de-authentication, 
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association-request, association-response, reassociation-request, reassociation-response, 

disassociation, probe-request, probe-response, and beacon. Source and destination port 

numbers represent an application that a user or an attacker can be utilizing. The rate of 

the source is given by the packet monitors and signal analyzers to announce the sender 

transmission rate so as not to overwhelm the receiver. Frame sequence number attribute 

is useful to discover replay attacks and in some cases MAC spoofing.           

  

5.3 W�etFlow Methodology   

WNetFlow construction is the process of aggregating the generated wireless features into 

WNetFlows. Each wireless network flow is constructed from a unique stream of features 

observed within a time interval that we refer to as observation window T. WSPS behavior 

analysis engine uses multiple observation windows for wider view of the wireless 

network flows.      

 

Each WNetFlow captures one type of network activities as specified in its key features 

and is constructed from a WNetFlow-key and supplementary features. The key is 

common between all flows and is constructed from the selected wireless features.  

 

The structure of each WNetFlow is designed to represent the normal and abnormal 

behavior of the wireless network. The WNetFlows can be used to identify the type and 

source of the attack. 
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Complicated attacks use multiple attack methods; those attacks may or may not show 

abnormal behavior unless the different features of those methods are aggregated and 

correlated, which can distinguish between the real normal behavior and the attack traffic. 

We can classify attacks according to attack stages like the following: single-step attacks, 

double-step attacks, and multiple-step attacks. 

An example of double-step attacks is the de-authentication attack discussed before; this 

attack can be in two phases: first phase is when attacker spoofs a STA MAC and second 

phase is sending de-authentication messages to an AP; or when an AP sends all its clients 

de-authentication messages to disconnect them from the network. This type of attack uses 

MAC spoofing attack and de-authentication attack to succeed; intrusion detector using 

one feature such as MAC spoofing detector or de-authentication counter report this attack 

as a MAC spoof only; attacker do not need to send many de-authentication frames, one or 

two can be enough so the de-authentication counter does not report any abnormal 

behavior. WSPS uses a src_dest_frm_seq_loc_ap feature that aggregates the following 

features: source/destination MAC addresses, frame subtype, frame sequence number, 

source type as AP, and location; the source MAC address and location can uncover a 

spoofed MAC address because the spoofed AP is in fixed location that is learned by the 

system; the frame subtype shows that the suspected frame is of de-authentication type, 

and the destination MAC shows a broadcast to all STAs incase the attack is to disconnect 

users. This attack can not be detected by WIDSs that are based on signatures or standards 

because the attacker does not violate any standards and/or use any attack signatures. 

WSPS does not base the analysis on one feature; if the location does not discover the 
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MAC spoof; other WNetFlow’s features such as source network card characteristics can 

uncover the spoofed MAC and lead to discovering this attack. 

                 

Some features can be computed from several measurement attributes; for example the 

src_dest_frm_seq_loc_ap record can be calculated as follows: number of frames with the 

same source address, different destination addresses, with frame type as de-

authentication, violating the sequence number flow, source type as access point (that is 

supposed to be in fixed location), and changed location for at least 5 meters away within 

period T (1, 2, 3, 6, 10, 20, 30 seconds) as shown in Table 5.2.  

Table 5.2: Attacks observed by different WNetFlows  

WNetFlow Normal  Attack traffic  Attack name 

Src_dest_frm_seq_l. 20 1335 De-authentication 

Src_dest_pck 4539 13621 Association  

Num_src_dest_arp 4 6363 ARP 

 

WSPS utilizes different WNetFlows that capture all normal and abnormal behaviors of 

any wireless network. Table-5.2 shows three different WNetFlow types 

(src_dest_frm_seq_loc, Src_dest_pck, and Num_src_dest_arp).  

 

5.4 Feature Selection  

Data quality is a major factor in the success of machine learning algorithms; determining 

the correct features to monitor can be difficult and attempting to monitor too many 

features can hinder the performance of the system. To meet this challenge, the WSPS 

uses information theory and utilizes decision correlation metrics to select the attributes of 
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the wireless network that will most likely identify an attack in progress. Ref. [50] 

classifies feature selection methods into two types: wrappers that use learning algorithms, 

and filters that use data characteristics. The latter is more feasible for WSPS because it 

requires less run time when experimental data sets are large. WSPS deploys Correlation-

based Feature Selection (CFS) algorithm; it is a fast feature selection algorithm described 

in [50]. CFS considers both relevancy and redundancy of experimented features; feature 

relevancy insures that we select features that provide information about the final decision, 

while redundancy insures that the selected relevant features do not provide redundant 

information. CFS splits the feature set into subsets, and evaluates the merit of each subset 

rather than individual features; the merit heuristic considers how predictive a group of 

features is, and redundancy between those features as shown in Equation 5.3 [50]: 
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Where sMerit  metric is the merit of subset S containing k features; cfr
 is the feature-

class correlation, and ffr
is the average feature-feature correlation. The numerator of 

Equation-3 represents relevancy, while the denominator represents redundancy. Although 

Ref. [50] suggested using best first search method to search the feature subset space; we 

use well-known genetic search algorithm after an experimental evaluation for different 

methods that include best first fit search algorithm. According to [50], cfr and  ffr  are the 

gain ratio (GR) and symmetrical uncertainty (SU).  
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For discrete random variable (r.v) Y with probability mass function
)( yPy , the entropy 

H(Y) is defined as follows [1]: 

∑−=
y

yy yPyPYH )(log)()( 2

          (5.4a) 

The gain that Y achieves after observing r.v X (or vice versa) is defined as follows [50]: 

),()()( YXHXHYHGain −+=       (5.4b) 

Using the bayes’s rule on conditional probabilities, Equation-4b can be written as 

Gain = H(Y)-H(Y/X)      (5.4c) 

= H(X)-H(X/Y) 

The non-symmetrical gain ratio, if Y is the r.v to be predicted, is given as follows [50]:      

)( xH

Gain
GRr cf ==

    (5.4d) 

The symmetrical uncertainty between X and Y is given as follows [50]:      
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Table-5.3: Feature subset (association attack class) vs the calculated merit using CFS 
evaluation and genetic search with 100 generations.  
 

Selected Subset  Merit  Not 
selected 
Subset  

Merit 

src_mac  
dest_mac  
rate  
ass_req  
channel  
Mgmt_frm 

0.99371 cntrl-
mgmt 
data_pkt 
type 
conn_num  
 
 

0.69727 

… … … … 

   



 

 

90 

 

Table-5.3 shows a selected subset of features that are relevant and non-redundant; it has a 

high merit factor to the association attack class. The total number of records in a training 

data set of this class is 1253 records. Let variable Y represent the decision variable about 

the behavior of records (normal or abnormal) and variable X represent a single discrete 

feature. There are 995 normal records and 253 abnormal records. From Equation 5.4a, the 

self-entropy of variable Y is  

798.0log798.0212.0log212.0)( 22 −−=YH  

  

After X is observed, gain can be found using Equation 5.4c. Using the gain, we calculate 

GR and SU. In a similar way, we calculate the GR and SU for all features in a subset and 

find the merit factor given in Equation 5.3. Using this method reduces the number of 

features from 51 to 6 for this type of attack. The 6 selected features are src_mac, 

dest_mac, rate, ass_req, channel, and mgmt_frm. Other features are not selected such as 

cntrl_mgmt, type, data_pckt, and conn_num as shown in Table-5.3.       

            

5.5 Temporal Analysis of W�etFlows 

The use of multiple observation windows enables us to detect certain types of complex 

wireless attacks that are hard to be detected by using one observation window.  The 

behavior analysis window needs to be chosen properly so it can detect anomalous 

behavior caused by slow and fast attacks. Slow attacks generate lower amount of packets 

to be analyzed, and consequently T is chosen to be large with respect to the inter-arrival 
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period of attack packets.  Fast attacks tend to inject a large amount of packets into the 

network within a short interval; and hence they can be detected using smaller observation 

window than the one used for slow attacks. To address this problem, multiple windows 

are used to analyze the behavior of wireless networks. The choice of the window size 

(interval) depends on the inter-arrival time of frames per reference window.   

 

To better explain the impact of window size on attack detection rate analysis, we discuss 

two attack scenarios: slow attack scenario and fast attack scenario.   

 

Slow DOS attacks can flood the network through a longer period of time; if an attack 

injects 10 beacons per second (I=10), it can bypass the access state-machine transition 

tracker and a DOS flood detector that uses a relatively small observation window. A 

normal AP broadcasts up to 8 beacons per second (I=8); 10 beacons per second is still 

considered in the normal range using an observation windows of 1 second, but with an 

observation window of 30 seconds, 60 extra beacons are injected using src_dest_frm 

feature with 30 seconds window. Table 5.4 shows different cases for attack detection rate 

per two different time windows; it shows a better detection rate of slow beacon flood 

attack when using larger window size; the reason is that larger window size tracks the 

examined WNetFlow for longer period of time (i.e., the number of arriving frames) to 

unleash attacks with low inter-arrival rate.      
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Table 5.4: Detection rate using different time windows 

Attack name  10 seconds Window  30 seconds Window 

Slow Beacon  (I =25) DR=89.1486 % DR=96.66% 

Slow Beacon (I=50)   DR=93.1689 % DR=100% 

Beacon (I=100) DR=94.849  % DR=100% 

Fast Beacon (I=2000) DR=100 % DR=100% 

 

Fast DOS attacks inject a high volume of packets into the network. A fast beacon flood 

can inject 2000 beacon frames per second if the NIC can handle this flow; such an attack 

can be easily detected in the first 10 ms with an average of 200 beacon frames per 10 ms. 

Using a larger window of 30 seconds can also be detected but after a long time; waiting 

30 seconds means collecting 30x2000=60,000 beacon frames for analysis, this can flood 

the packet monitor and the network before a proper action is taken. Table-4 shows how a 

Fast Beacon attack of high intensity of 2000 frames per second can be detected in 10 

seconds instead of waiting 30 seconds when using a larger window. Also, Table-4 shows 

that larger window mostly provide a better detection rate for slower attacks.    

 

5.6 Anomaly Behavior Analysis 

WSPS anomaly behavior analysis module uses two anomaly methods. Standard-based 

method that uses measurement attributes to detect state-machine violations, and training-

based method that uses WNetFlows whose behaviors are analyzed with respect to 

different time windows to classify traffic outside the trained normal contour as abnormal; 

this module also uses abnormal contours as signatures to detect attacks with known 

behaviors.   
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5.6.1   State Machine Anomaly Analysis   

The IEEE 802.11 access state-machine was first proposed in 1997, and later improved in 

2003 with the 802.11i amendment. Traffic violating access rules are classified abnormal; 

the state-machine tracking method provides ways to detect early signs of attacks but 

commit high false-positive rates if not accompanied with state transition analysis. The 

state transition captures future state transitions associated with the connection between a 

station and an access point. The state transition must keep track of a station state and the 

AP reset period if used with the traditional 802.11 model. Attackers can launch a slow 

ARP flood attack from state 3 of the state machine to overflow AP’s buffer. WSPS can 

detect this attack by tracking the state transitions through the source MAC address of the 

suspect to validate the connection; if suspects violate the state transitions by 

communicating while in state 3 without going through states 1 and 2, then they can be 

detected because they jump to State 3 without following the normal state transitions 

specified in the protocol. In WSPS, a standard-based anomaly behavior module detects 

state-machine violations and reports it to the action module to take appropriate action. 

For example, users that send disassociation frames without being associated violate the 

IEEE-802.11 state machine access rule of associating prior to disassociation.  

 

5.6.2 WSPS Training-based Anomaly Behavior Analysis  

WSPS Training-based anomaly behavior analysis engine functions in two modes: 

Training mode, and runtime mode. In training mode, the WNetFlows training sets are 

used by the system to generate rules that WNetFlow features must be satisfied for the 
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flow to be considered normal. Those rules are used during runtime to detect complex 

wireless attacks. 

  

WSPS trains the system offline, and updates it frequently to cover any new and useful 

changes in the wireless network behavior.  

 

There are several classification methods that have been proposed in literature [48]; we 

choose the Nearest-Neighbor with generalization (NNge), because it provides the lowest 

misclassification rate among other approaches as shown in Table 5.5 [44]. NNge [44] is 

an instance-based learning method, it classifies according to the distance of a new 

instance from instances with similar constraint value; those instances are considered 

neighbors. Nearest Neighbor (NN) [49] approach classifies new records to the 

classification of the nearest of a set of previously classified records. NN rule is 

independent of the original joint distribution of the records and their classifications. 

NNge [4] is NN-like algorithm that uses non-nested generalized exemplars.  

 

Table-5.5: Classification learning algorithms evaluation  

Classification- Learning 
Method 

Result 

 
JRIP 

Time taken to build model: 18.81 seconds 
Correctly Classified Instances 4892 >> 99.671% 
Incorrectly Classified Instances 16 >> 0.326 % 

 
NNge 

Time taken to build model: 7.86 seconds 
Correctly Classified Instances 4908 >> 100 % 
Incorrectly Classified Instances 0 >> 0 % 

 
PART 

Time taken to build model: 4.73 seconds 
Correctly Classified Instances 4900 >> 99.837% 
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Incorrectly Classified Instances 8 >> 0.163 % 

 
Ridor 

Time taken to build model: 6.52 seconds 
Correctly Classified Instances 4863 >>  99.08% 
Incorrectly Classified Instances 45 >> 0.9169 % 

 
OneR 

Time taken to build model: 0.7 seconds 
Correctly Classified Instances  4778 >> 97.35 % 
Incorrectly Classified Instances 130 >> 2.648 % 

 

 

5.7  Attack Detection and Proactive Actions  

When classification rules are determined, any new instance is classified in an established 

class; if the new instance does not fit in any normal category, it is treated as abnormal as 

shown in Figure 5.3 

 

Figure.5.3: Rule based analysis for Wireless attack detection algorithm 

 

Decision confidence is improved by comparing alerts from both standard anomaly 

engine, and training anomaly engine. Once one set of the monitored features that are 

logically aggregated in a Wireless Network Flow (WNetFlow) is identified as the source 

of the attack, the network feature set associated with the anomalous WNetFlow and the 

1. Repeat Forever 
2. For (t=1;t<L) do 

3. Monitor&Collect ( )(),...(),( 21 tMAtMAtMA n
); 

4. Generate ( )(),...(),( 21 tftftf m
); 

5. D=Calculate_Anomaly_Distance(f(t)); 
6. If (D> Rule_Threshold) 
7. Self_Protection (f(t)); 

8. If (t=L) 
9. Revise_Threshold_weights() 

10. End for 

11. End Repeat 
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topology information provide us with all the information required to pin-point the 

attacker source (e.g., each WNetFlow contains information about the MAC address, 

location, port number, number of connections launched from the source and location pair, 

etc.). The actions that can be taken by WSPS is temporarily shutting down the access 

points to stop the attacker from reaching more sensitive information from the victim’s 

accounts (or using other users account numbers or identities); de-authenticates an attacker 

from the protected AP, and physically stopping the attacker by using the attack signal 

power to identify the attacker location. 

 

5.8 Conclusion of Chapter 5 

This chapter presented the wireless network flow methodology. We reviewed the 

different flow technologies such as Cisco Netflow and S-flow and presented WNetFlow 

architecture. We presented a detailed overview for the measurement attributes used and 

the structure of wireless flow keys and their importance.    
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CHAPTER 6. WIDS EVALUATIO� METHODOLOGY 

 

This chapter describes a methodology to evaluate wireless intrusion detection systems. 

Several schemes have been used to evaluate the effectiveness of intrusion detection 

systems in wireless networks; we review some of those systems and then present our 

methodology.  

 

6.1 Review of Evaluation methodologies  

Sinha et al. [37] presents a WIDS evaluation model based on the figure of merit (FOM) 

to quantify the following components: visibility coefficient, architectural scalability, 

context awareness, detection integrity, forensic depth, proactive protection, and 

management ease. Visibility coefficient measures the ability of a system to monitor a 

wireless network 24/7; architecture scalability is the ability of a system to manage an 

increasing number of devices concurrently; context awareness checks whether or not a 

system is capable of analyzing historical data; data integrity considers the ability of a 

system to detect all known and unknown attacks; forensic depth measures the granularity 

of information logged in; proactive protection measure whether a system can mitigate 

attacks in real time; and finally management ease measures the simplicity in managing, 

troubleshooting, and using a tested system.      

 

Lee et al. [13] presents an IDS evaluation models based on three factors: adaptability, 

extendibility, and accuracy. Accuracy can reduce the false-positive and negative rates by 
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implementing more efficient detection algorithms; extensibility helps in updating the 

system components (i.e., the monitoring of sources such as signal analyzers [15], wireless 

channels, and multiple monitors in different geographical locations that can provide a 

wider view of the wireless network); finally, adaptability can reduce the time and cost for 

updating a Wireless Intrusion-Detection System (WIDS); this factor can be widely used 

to cover system architecture enhancements.  

 

6.2 Proposed WIDS Evaluation Methodology    

We expand on the evaluation methodologies reviewed in section 6.1 and develop a 

comprehensive evaluation method that is based on the following properties:  accuracy, 

adaptability, scalability, overhead, and latency.  

  

6.2.1 Accuracy 

The main purpose for installing a WIDS is to detect wireless attacks with lower number 

of false positives. This fact makes the accuracy property as the most important feature to 

evaluate the effectiveness of WIDS. Accuracy is measured using two metrics: number of 

false-positive alerts, the detection rate (DR), and the Receiver Operating Characteristic. 

 

6.2.1.1 False Positive 

A false positive (FP) means that a WIDS generates an alert indicating an attack or fault 

occurred when that is not the case. We calculate the False Positive (FP) and FP Rate 

(FPR) using equations 6.1a and 6.1b, respectively [127]:   
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FP factor in equation 6.1a returns the sum of all false alerts within a period of time T. 

FPR in equation 6.1b returns the number of false alerts by the total number of collected 

frames during the same period of time T. FPR measures the percentage of faulty alerts 

per the total number of received frames. Systems that generate high false positive rates 

are not practical and less trusted by network administrators.   

 

6.2.1.2 Detection Rate 

Detection measures the ability of a certain WIDS to detect wireless attacks. This ability is 

the degree of confidence that an evaluated WIDS can indeed detect a certain type of 

attack. It is quantified as the probability that a certain WIDS can detect a certain wireless 

attacks.    

 

The detection rate (DR) is computed as the percentage of times a certain attack type is 

detected when attacks from the same type are launched n times as given in Equation 6.2: 
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Where n is the total number of variations for attack type j; � (i,j) is 1 if the attack is 

detected and 0 if the attack is not detected. The total detection rate measures the wideness 

of detection for a certain WIDS.  

6.2.1.3 Receiver Operating Characteristic 

The ROC figure is used by different IDS evaluation methodologies [127,128, 122] to test 

and evaluate the accuracy of IDSs. We extend this approach to evaluate the WIDS 

operation by considering both false alarms and detection rates. ROC shows the detection 

rate variations against higher or lower false-positive rate. While detection rate quantifies 

the ability of WIDS to detect certain attacks, a high false positive rate can degrade the 

trust level because detection alerts might not be taken seriously by system administrators. 

Consequently, ROC represents the degree of confidence in attack detection alerts 

produced by the WIDS. To experiment with different variations of wireless attacks, the 

evaluated WIDSs are tested several times against each type of attack. A direct 

comparison of the accuracy between WSPS (presented in chapter 5) and AirDefense is 

shown in Figure 6.1, where WSPS provides a higher detection rate and a lower false 

positive rate.   
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Figure 6.1: ROC Curve showing direct comparison between WSPS and Airdefense for 4 
different types of attacks. 

 

6.2.2 Adaptability 

Adaptability of a software product is the dynamic configuration support of a system to 

adapt to changes in the environment.   It can be defined using three directions:  

 

1) The ability of adapting to different environments using predefined actions (e.g., 

user can choose WIDS settings) 

2) The ability of automatically adjusting its behavior due to change in environment 

(e.g., WIDS can recognize new APs and STAs in a wireless network)  

3) Ability to be adapted by changing the software architecture (SA) (e.g., WIDS 

software architecture can be changed according to users or architect requirements)  
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The first two factors can be preformed by users. Although both users and system 

architects can define system changes, changing SA requires system architects. SA 

changes involve software elements (i.e., components and interfaces) [120] and include 

deleting, adding, and/or updating Software Elements (SE).     

Considering adaptability elements to be humans, adaptation scenarios, change 

requirements, and adaptation actions [120], Impact of Software Architecture (ISA) can be 

defined as the impact of changes on software components. Adaptability degree (AD) 

quantifies the level of adaptability and is given between [0 and 1].  

ISA estimates the amount of changes by considering the effected SE in each adaptation 

scenario. Adaptation scenarios resemble change requirements (i.e., there exits a scenario 

for each change requirement), where each SA can have many adaptation scenarios. ISA is 

quantified using Equation 3a [120]:  

∑ ×=
S

i

i SEPISA               (6.3a) 

Where S is the total number of scenarios or change requirements; iP  is the probability of 

the change requirement or scenario (i); and SE is the size of affected software element. 

We quantify SE using Functional Point Analysis (FPA) [119].    

 

Adaptability Degree (AD) [ ]1,0∈  is the quantitative measurement of adaptability between 

0, and 1. 1 means that the system is totally adaptable for all scenarios and 0 means that 

the system is not adaptable to any of the proposed change requirements. AD can be 

computed as given in Equation 3b [120]:  
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1, >= − 44AD ISA
                 (6.3b) 

Where � is the adaptability scaling factor and is found experimentally; it is chosen to be 

close to 1 to spread the values of AD equally. Considering different adaptation scenarios 

with different WIDS software architectures, we found N = 1.14.  

   

WIDS adaptability evaluation procedure consists of four steps: 

1) Create and describe adaptability scenarios for a WIDS under evaluation  

2) Estimate SA component size using FPA  

3) Calculate ISA and AD for all given scenarios in (1)  

4) Evaluate WIDS adaptability according to the results in (3)  

 

6.2.3 Scalability and Overhead 

Scalability quantifies the WIDS ability to handle increased workload by constantly 

extending a system’s capacity using a cost-affective strategy [118]. Workload is 

proportional to the amount of traffic in a wireless network; more APs and STAs in a 

network generate larger traffic. Scalability is quantified using two resource metrics: CPU 

Usage Overhead (CUO) and Memory Usage Overhead (MUO). The reference CPU and 

memory consumption C is recorded before initiating the WIDS applications and then 

recorded after a WIDS is fully running. C is calculated using the maximum available 

resources 
totalC  and the current remaining resource reading 

currentC as shown in Equation 

6.4a. The overhead is calculated as the change in consumption over the maximum 

available resources as shown in Equation 6.4b.   
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currenttotalafterbefore CCC −=,                              (6.4a) 

%100×
−

=
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beforeafter

C
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Overhead                 (6.4b) 

Where (
beforeafter CC − ) is the change of resource consumption before initiating WIDS 

application and after.   

 

6.2.4 Latency for Dynamic Configuration 

Latency for Dynamic Configuration is defined in [133] as the time needed to return a 

WIDS to its normal state after the discovery of wrong configuration actions. During 

runtime, the response time for adaptation actions to discovered factors (e.g., APs, STAs, 

missed attacks, false positives, etc…) measures the sensitivity of the system to changes in 

the environment and how long it takes for the system to recover from these false updates. 

A slow response is not necessarily bad, because it saves a WIDS from being frequently 

changed. This metric is not used in the experimental evaluation because none of the 

evaluated WIDSs support dynamic configuration.    

 

6.3 Conclusion of Chapter 6 

In this chapter, we reviewed different intrusion detection system evaluation 

methodologies and presented an extended version of those models based on accuracy, 

adaptability, scalability, overhead, and latency.  
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CHAPTER 7. EXPERIME�TAL RESULTS 

 
 

To evaluate and validate the WSPS approach and compare its results with WDISs, we 

used the test bed shown in Figure 7.1. This chapter presents the testbed and the 

experimental results as well as result analysis.  

 

7.1 Test Bed at ITL The University of Arizona 

The test bed consists of four access points (APs) two of them act as unsecured open 

hotspot, one secured using WPA, and one secured using WEP. The test-bed includes 

eight machines acting as wireless station (STA) users generate normal traffic from a 

prepared normal traffic library. We configured one STA to act as an attacker, and one to 

be normal user illegally utilizing the network. Also, we configured a rogue AP. To 

evaluate different WIDSs, we configured a windows-based laptop equipped with 

AirDefense-mobile, and a Linux machine with WIDZ-1.5, in addition to configuring our 

WSPS. In our test bed, we used the Windows XP, Windows Vista and Linux operating 

systems for the STA machines.     

 

7.1.1 WSPS Configuration 

The WSPS multi-channel monitoring station is a Linux (fedora-5) machine equipped with 

high gain antennas capable of monitoring a large geographical area on all the 802.11b/g 

wireless channels in use [1 through 11 without channel hoping] in addition to the wired 

LAN that is used by the wireless access points. 
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The wireless monitoring software used is an open source Wireshark previously known as 

ethereal [23]. We created a traffic manager that generates end-to-end traffic flows that 

imitate applications and/or users’ behaviors. The appropriate traffic type satisfies 

different constraints such as packet size, payload content, traffic frequency, selection of 

network services, and other behavioral characteristics.  

 

The traffic library includes application level traffic, HTTP, FTP, Video streaming, Voice-

over-IP, in addition to layer 2 traffic that includes normal beacon, probe and association 

requests. Also, the library is programmed to connect to the secured and unsecured 

wireless networks using predefined WEP and WPA keys.   

 

To generate attacks, we use the attack library provided by Commview toolset [24] and 

other publicly available attack tools licensed under GNU [25]. Our tools are capable of 

launching several attacks such as:  

• MAC and IP spoofing 

• MAC address generation 

• Passive eavesdropping 

• Active eavesdropping 

• Spoofed de-authentication 

• Authentication frame flood 

• WEP cracking 

• WPA cracking (with weak password) 
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• Association packets 

• ARP floods 

• Probe request slow/fast flood 

• Beacon slow/fast flood 

• Traffic analysis 

• Rogue access points 

• Replay attacks 

• Spoofed disassociation 

• MITM attack 

 

In addition, we use some attack tools inherited from the wired network attacks such as 

TCP SYN, ICMP and UDP floods. The later attacks can go beyond the wireless network; 

they target different services on the Internet. The data set contains a total of 24 attack 

types. There are 52 features for each connection record. To implement the feature 

selection and classification algorithms, we use the open source Weka system [4].   

 

 The number of WNetFlow records depends on the observation window. For accuracy, 

we collected the training and testing sets at different times; the different training sets are 

collected using different observation windows and each is tested by a different dataset 

with the same window size. The observation window T used is: 2, 6, 10, 20, and 30 

seconds. Almost 70% of the tested attacks are not considered in the training sets to 

evaluate our approach in detecting unknown attacks. 
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Figure 7.1: Testbed at ITL/The University of Arizona 

 

7.2 Experimental Results: 

In this section, first we test WSPS performance according to its performance alone 

without comparing it with other WIDSs; and second, we use the evaluation methodology 

presented in chapter 6 to compare WSPS results with other WIDSs.  
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7.2.1 WSPS Evaluation and Experimental Results 

In this section, the performance of WSPS is evaluated according to its accuracy and 

effectiveness. In computer networks security; a false positive (FP) means that an IDS 

accuses certain network traffic or resource of behaving abnormally, when that is not the 

case. FP is measured as the number of normal records that are classified anomalous. False 

positive rate (FPR) is the percentage of normal records that are classified anomalous to 

the total number of normal records as shown in Equation-7.1 [13]:  

 

recordsnormalTotal

FP
FPR

__
=

                 (7.1) 
 

 
The number of normal records in the testing dataset is 3267 and the number of false 

positive detection is 73 leading to false positive rate of 2.234 %.   

 

False Negative Detection (FND) arises when no alert appears in the case of intrusion. The 

detection rate (DR) is computed as the percentage of FND records to the total number of 

abnormal records. The number of abnormal records in the testing dataset is 10290 records 

and the number of false negative detection is 89 records, giving an overall false negative 

detection rate (FNDR) of 0.865%. The detection rates of normal and three attack types 

(DOS, Replay, and Scanning) are shown in Table-7.1.   
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Table-7.1: Detection Rate (DR) for different wireless attack types    
 

Type Size Number of 
Detection 

DR 

Normal 3267 3194 97.76% 

DOS 9292 9238 99.42% 

Replay 713 690 96.78% 

Scanning 285 273 95.79% 
 
 

Effectiveness of an IDS is the ability of maximizing the DR while minimizing the FPR. 

Let I and –I represent the intrusive and non-intrusive behavior, while A and –A represent 

the presence and absence of intrusion alarm.  

 

P(-A/I), P(A/I), P(A/-I), and P(I/A) identify FNDR, DR, FPR, and Bayesian detection 

rate (BDR) [32]. P(I/A) can be found using Bayes theorem as shown in Equation-7.2 

[32].  

)/()()/()(

)/()(
)/(

IAPIPIAPIP

IAPIP
AIP

−−+
=

   (7.2) 
 
The records contained in the testing dataset give P(I) = 0.759 and P(-I) = 0.241. Using 

Equation-7.2 we reach the following:  

 

)/(241.0)/(759.0
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AIP

−×+×
×

=
     (7.3) 

 

 

Using Equation-7.3 (DR =P(A/I)=0.9913, and FPR = P(A/-I)= 0.02234) for this dataset; 

this implies P(I/A)=0.99293. This measure shows that WSPS is an affective wireless 

intrusion detector with both low FPR and high DR.    
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7.2.1.1 Experimental Results 

To test the effectiveness of WSPS, we collected 21,659,004 frames (3267 WNetFlow 

records) of normal traffic and launched 188 attacks with different intensities. In most of 

our attacks, we spoofed legitimate users’ MAC address to complicate the attack and make 

it closer to real. The attack intensity is a key to experiment with slow and/or fast attack 

scenarios and determine the rules to detect those types of attacks. For this purpose, we 

launched different types of attacks with different intensities and trained the system on 

those attacks during the training period. 

 

In what follows, we evaluate the effectiveness of the WSPS approach to detect the 

following types of wireless attacks: beacon and probe attacks, association flood attack, 

eavesdropping attack, and replay attack.  

 

We apply two types of analysis: 1) Analyzing different feature values for normal traffic, 

and during an attack; and 2) Analyzing the use of multiple windows to detect these types 

of attacks.  

 

Beacon and Probe Request Attacks  

WLAN Access Points broadcast beacon frames on a single channel to announce their 

existence without waiting for any reply. STAs usually broadcast probe requests on all 

channels and the AP replies on a certain channel with probe responses to the specific 

sender; the probe-response is beacon like frame that imbeds essential connection 
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information. Attackers can take advantage of this service by flooding the network with 

thousands of beacons and probe_request frames (pushing the APs to respond with 

probe_responses) and consequently blocking legitimate users from utilizing this service. 

The attack can be slow or fast: Slow attacks tend to inject lower amount of frames for a 

longer period of time to avoid intrusion detectors; Fast attacks inject thousands of frames 

to fill the channels as fast as possible.  

To experiment with all attack variations of beacon and probe floods, we launched those 

attacks with 20 different intensities, a minimum of 8 frames per second and a maximum 

of 2000 frames per second (or the maximum rate of the attacker’s network card). While 

fast attacks are easily detected, slow attacks may share the same behavior as normal 

traffic if observed in a relatively small observation window. WSPS can detect beacon and 

probe request attacks using multiple features such as number of beacon frames with the 

same MAC address (beacon_src), and number of probe requests with the same source 

MAC address acting on the same channel (probe_req_src); the second feature computes 

the number of probe requests on all channels during a predefined time interval. The 

WNetFlow records are collected according to the time interval where the number of 

records is proportional to the interval T and the duration of total observation time.   

 

Figure 7.2 shows conn_num, beacon_frm, beacon_src and mgmt_frm features before and 

after a beacon flood attack with intensity (I=50) and for a 3 second window (T=3); 

conn_num is the total number frames on all channels; beacon_frm is the number of 

beacon frames; beacon_src is the number of beacon frames with the same source MAC 
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address acting on the same channel; and mgmt_frm is the number of management frames. 

The conn_num before and after the attack ranged between 50 and 100; however, during 

the attack it ranged between 150 and 200. At the same time, the beacon_src ranged 

between 10 and 25 before the attack; while during the attack, it ranged between 25 and 

50. 
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Figure 7.2: Median number of frames for 50 frames per second beacon flood attack 

observed using multiple features (f1:conn_num, f2:beacon_frm, f3:beacon_src, 

f4:mgmt_frm) with 3 second window. 

 

Figure 7.3 shows conn_num, beacon_frm, beacon_src and mgmt_frm features before and 

after a beacon flood attack with intensity (I=50) and for a 20 second window (T=20); the 

conn_num before and after the attack ranged between 700 and 900; however, during the 

attack it ranged between 900 and 1100. At the same time, the beacon_src ranged between 

25 and 50 before the attack; while during the attack, it ranged between 200 and 400.  
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Beacon Flood (I=50, T=20)
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Figure 7.3: Median number of frames for 50 frames per second beacon flood attack 

observed using multiple features (f1:conn_num, f2:beacon_frm, f3:beacon_src, 

f4:mgmt_frm) with 20 second window. 

 
Although it shows some difference in the feature values before and during the attack, the 

3 second window was not able to detect this type of attack with high degree of 

confidence, while the 20 second window can clearly detect the attack behavior using 

multiple features. To experiment with beacon and probe request attacks, we launched 

several attacks with different intensities; WSPS was able to detect all different variations 

for this type of attack, and an average false positive rate of 1.585%.  

 

Association Frame attack 

Association occurs at state-2 of the classical 802.11 access state machine, while at state 2 

and 4 in of the 802.11i. In the classical 802.11, association frames request to connect an 

authenticated STA to an AP. APs expect at least one association frame from an 

authenticated user to reply by an association response that connects the requesting STA 
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to a network. Attackers can flood APs with thousands of association requests slowly or 

rapidly. The state tracker monitors 802.11 state-machine, where an association without 

prior authentication is considered a state-transition violation; however, this case is not 

true for 802.11i-based APs. Association responses are beacon type frames sent to 

association requesters. If the source of the attack is spoofed, the AP can flood channels 

and victims with attack frames and responses concurrently. Our system can detect these 

attacks using the state tracker along with other WNetFlow features as shown in Figure 

7.4, by monitoring the number of association requests per time interval T, or locating 

attackers with respect to the location of legitimate users. To evaluate our approach we 

experimented with 26 different intensities for the association attack for {I =10 to 2000 

association frames/sec}. The total number of normal 20-second-window WNetFlow 

records collected during all 26 attack intensity variations is 13,734 records out of which 

408 records are misclassified as abnormal leading to an average false positive rate of 

2.97%. On the other hand, all variations of this attack are detected leading to a detection 

rate of 100%. Features that detected this attack are: conn_num, assoc_req, det_chan, and 

host_chan. conn_num counts the total number of frames on all channels; assoc_req 

counts the number of association requests on one channel and destined to a certain AP; 

det_chan counts the number of frames with the same source, destination, port, frame 

type, and acting on the same channel; host_chan counts the number of association 

requests on one channel and originating from a certain STA.  

 



 

 

116 

Association Flood (I=1000, T=3)
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Figure 7.4: 1000 frames per second Association flood attack observed using multiple 

features (f1:conn_num, f2:assoc_req, f3:det_chan, f4:host_chan) with 3 second 

window. 

 

Figure 7.4 shows ass_req feature in 3 second window before the attack (I=1000) to have 

frame a range of 2 to 10; while during the attack a range of 1500 to 2000. Also, Fig.8 

shows a median number of frames in conn_num feature before the attack to close to 100, 

while during the attack to close to 2700.  

 

Figure 7.5 shows ass_req feature in 20 second window before the attack to have frame 

range of 10 to 20; while during the attack a range of 8000 to 10000. Also, Fig.9 shows a 

median number of frames in conn_num feature before the attack to close to 250, while 

during the attack to close to 13000. 
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Due to the characteristics of this attack, a smaller window (T=3) is enough to detect it; 

using a larger window (T=20) can also detect it but it requires the system to wait 20 

seconds before generating a detection alarm.  
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Figure 7.5: 1000 frames per second Association flood attack observed using multiple 

features (f1:conn_num, f2:assoc_req, f3:det_chan, f4:host_chan) with 20 second 

window. 

 

Eavesdropping and Scanning Attack  

Wireless network scanning is a service provided by Windows operating system to find 

the appropriate network, passively by waiting for beacon frames or actively by sending 

probe requests. Attackers scan the network to map APs and STAs in order to monitor the 

activity of the network. Example of scanner can be Netstumbler; to capture this attack, 

we track the scanning activity and correlate features such as beacon_frm, defined earlier, 

that tracks STAs sending beacon frames to other STAs; and probe_src that tracks the 
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same STA sending probe requests to APs on all channels. Also, we train our system on 

signatures of well known scanners such as Netstumbler that uses unique frame 

characteristics.  

 

Figure 7.6 shows four different features, the beacon_des, beacon_src, probe_des and 

probe_src. Beacon_des counts the number of beacon frames with the same destination 

MAC address; beacon_src counts the number of beacon frames with the same source 

MAC address; probe_src counts the number of probe requests and responses with the 

same source MAC address; while probe_des counts the number of probe requests and 

responses with the same destination MAC address. probe_src feature changed from a 

range of 5 to 10 before the attack to 20 to 25 during the attack. Beacon_src feature value 

changed from a median of 20 to 45.  

 

Figure 7.7 shows the same four features, the beacon_des, beacon_src, probe_des and 

probe_src, observed for 30 second window. probe_src feature changed from a range of 10 

to 15 before the attack to 50 to 60 during the attack. beacon_src feature changed from a 

range of 60 to 70 before the attack to almost 350 during the attack. 
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Scanning Attack (T=3)
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Figure 7.6: Scanning attack observed using multiple features (f1:beacon_des, 

f2:beacon_src, f3:probe_des, f4:probe_src) with 3 second window. 
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Figure 7.7: Scanning attack observed using multiple features (f1:beacon_des, 

f2:beacon_src, f3:probe_des, f4:probe_src) with 30 second window. 
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The 3 second window does not provide enough evidence to detect the scanning attack, 

where feature values before and during the attack do not have a large difference. The 30 

second window clearly detected this attack, unless the eavesdropper is silent, with a 

detection rate of 95.79 %, and a 3.645% false positive rate.  

 

Replay Attack 

Replay-attacks record wireless traffic and replay it in a different time without decrypting 

its contents. This attack gives the attacker the power of creating chaotic activities and/or 

hijacking sessions without spending time to break cryptographic codes. We can detect 

this attack by tracking the frame sequence number violations because attackers are not 

able to modify it. By correlating the following four features conn_num, src_seq, 

cntrl_frm, and data_frm, our system detected 690 out of 713 abnormal records leading to 

a detection rate of 96.78% with a false positive rate of 1.16%. src_seq counts the number 

of sequence number violations, cntrl_frm counts the number of control frames, and 

data_frm counts the number of data frames on each channel.    

 

Figure 7.8 shows the median number of frames violating the sequence number flow of 

less than 10 before the attack, this number changed to almost 150 during the attack.  

 

Figure 7.9 shows the same feature, src_seq, for 30 second window, it shows that a 

number of sequence number violations changes from a median of 15 frames to a median 
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of 250 during the attack. A smaller window size of 3 seconds was able to detect the attack 

and is considered more suitable to detect this type of attack.    

Replay Attack (T=3)
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Figure 7.8: Replay attack observed using multiple features (f1:conn_num, 

f2:src_seq, f3:cntrl_frm, f4:data_frm) with 3 second window. 
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Replay Attack (T=30)
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Figure 7.9: Replay attack observed using multiple features (f1:conn_num, 

f2:src_seq, f3:cntrl_frm, f4:data_frm) with 30 second window. 

 

7.2.2 Evaluation Methodology Experimental Results 

To test the performance of the examined WIDSs, we apply the evaluation metrics 

presented in chapter 6. We quantify each metric considering both normal and attack 

traffics. The evaluation metrics are accuracy, adaptability, overhead, and scalability. 

Latency is not used in our experiments because none of the tested WIDSs has automatic 

self-configuration capabilities.             

 

7.2.2.1 Accuracy 

Accuracy is measured using two metrics: number of false-positive alerts and detection 

rate (DR). We used these metrics to compare the results of WSPS with the results of 
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Airdefense and WIDZ. We applied these metrics using normal traffic to measure the 

number of false alerts and using attack traffic to measure detection rates.  

 

�ormal Traffic 

To accurately measure and compare false positive rates of WSPS and Airdefense, we 

collected 10 different sets of normal traffic at separate times, shown in Figure 7.10. 

WSPS committed a total of 447 false alerts compared to 1760 for Airdefense, where the 

total number of records in all normal datasets is 508537 records, Figure 7.10 shows the 

exact number of false alerts in each dataset for both WSPS and AirDefense.  
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Figure 7.10: �umber of False Alarms per normal traffic datasets 
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Slow and Fast De-authentication Attack 

To test the performance of the examined WIDSs, we launched de-authentication frame 

attack with 10 different attack intensities. All the tested WIDSs were running 

concurrently during those attacks and their outputs were recorded.  

 

De-authentication attack can be launched in three modes:  

Mode 1: From a spoofed AP source address to all AP users. 

Mode 2: From Spoofed AP to selected AP users. 

Mode 3: Broadcast from Spoofed AP address. 

 

 This attack can have different intensities ranging from 6 to 2000 frames per second. It 

can be launched to disconnect a user station or as part of MITM attack. Our experiments 

show that 8 de-authentication frames were enough to disconnect all users from a selected 

AP.  

 

Results:  

• AirDefense did not detect this attack if launched in mode-1 and mode-2.   It 

detected mode-3 of this attack if the intensity is higher than 20 frames per second 

leading to an average detection rate of 28.57% for all experiments.  

• WSPS can detect all the modes and variations of this attack.  

• WIDZ-1.5 did not detect any of those attacks.       
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Scanning Attack 

Scanning attack is the first stage of organized wireless attacks. Scanning attacks can be 

passive or active, passive attacks are not possible to be detected, while active attacks can 

be tracked though signatures or activity. We launched this attack using Commview-wifi 

in different modes; in some cases, we scanned all channels and in other cases we limited 

our scan to some channels. Also, we used traffic analysis tools such as Netstumbler.  

 

Results:  

• Neither WSPS nor Airdefense or WIDZ detected passive eavesdropping launched 

by commview-wifi.   

• Both AirDefense and WSPS were able to detect active scanning attack but not 

WIDZ.  

 

Reassociation/ association  Flood Attack  

This attack is tricky because it targets the first state of the 802.11/802.11i state machine. 

It can not be detected by standard anomaly based WIDSs. We launched this attack in 7 

different intensities ranging between 10 and 2000 frames per second.  

 

Results:  

• Air Defense detects this attack but classified it as a non critical event (association 

event). If we consider the event alerts as attack alerts, the average detection rate of 

Air Defense is 85.71%. 
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• WSPS detected all variations of this attack.  

• WDIZ-probemon was able to detect the association attack flood of 20 frames per 

second and above.   

 

Replay Attack     

Replay attack occurs when an attacker records legitimate user traffic and replays it at a 

different time. This attack enables attackers to pass traffic through a secured AP without 

cracking the authentication.   

 

Results:    

• Air Defense and WIDZ were not able to detect this type of attacks.  

• WSPS detected all variations of this attack.  

 

 

Rogue AP  

Rogue AP is an illegal access point that can be used as evil twin or honey-pot. We placed 

a rogue AP in three different modes:  

Mode 1: EESID empty (i.e., network has no name)  

Mode 2: EESID same as a legal AP name but different MAC  

Mode 3: EESID same as legal AP name and same MAC  
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Results:  

• Airdefense detected mode-1 and mode-2 of the attack but failed to detect mode-3 

in all experiments.  

• WIDZ detected mode-1, mode-2 incase of bad MAC address, but failed to detect 

mode-3 in all experiments.  

• WSPS detected the three modes in most experiments but fails to detect mode-3 

when the rogue AP is geographically close to real AP and they have the same 

name and MAC.  

 

7.2.2.2 Adaptability  

Adaptability of a software product is the dynamic configuration support of a system to 

adapt to changes in the environment. As given in chapter 6, WIDS adaptability is 

quantified using the suggested 4-step procedure. To quantify the adaptability of WSPS, 

we use the architecture given in chapter 6 with 9 modules and 11 connectors in addition 

to a web-based secure system login and user interface. Table 7.2 shows different change 

requirements along with detailed scenarios and probabilities for change. Components and 

connectors that are involved in any of the scenarios are estimated using FPA from user 

perspective. We avoided using lines of code to estimate the change impact because 

different modules are coded in different languages.  
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For each change requirement, there exists a scenario for response. For example a user can 

change the login password (CR1), monitor more network resources such as APs or STAs 

(CR2), change the font on the screen (CR3), change the graph display (CR4), update 

detection rules (CR5). Table 6 shows scenarios for each of those requirements.  

 

Table 7.2: Adaptability scenario profile  

 

CR Scenario S Probability  P 

CR1 S1: User Interface updates database  0.1 

CR2 S2: Monitor Interface updates AP and STA 
list 

0.3 

CR3 S3: User Interface can change  0.1 

CR4 S4 User Interface can change graph display  0.2 

CR5 S5: System has no reaction to CR5, it requires 
architect to add, drop, or update modules.  

0.3 

     
Table 7.3: Impact of changes    
 

S Software Element (SE) 

S1 0 (WSPS incorporates this requirement) 

S2 0 (WSPS incorporates this requirement) 

S3 0 (WSPS incorporates this requirement) 

S4 0 (WSPS incorporates this requirement) 

S5 FP (update rule learning engine, update prediction engine, update action 
module), no updates for connectors.  
SE= 20.5 FP 

 
To quantify the impact of change requirements on the considered modules, functional 

point analysis is used to count the total number of function points in those modules 

shown in Table-7.3. Equation 6.3a is then used to calculate the impact of all the scenarios 

above.  
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ISA= (0.7*0) + (0.3*20.5) = 6.15 

From 6.3b: AD = 0.4467    

Those results show that WSPS is partially adaptive.  

 

7.2.2.3 Scalability and Overhead  

We experimented with two scalability scenarios: 1) Normal traffic with increasing 

number of network nodes (APs and STAs), and 2) Intensive attack traffic (flooding 

attacks). For each of those scenarios, we evaluate the overhead using the CPU and the 

memory information. The system is considered scalable if the overhead is still acceptable 

with increased load. We use this evaluation scheme to reduce the effect of using different 

machines for the different tested WIDSs. Each system is tested against its own data that is 

collected in different scenarios. Non-scalable WIDSs can reflect negatively on users 

because they can be subject to flooding attacks.     

 

�ormal Traffic  

Multi-channel monitoring leads to higher overhead. WSPS uses simultaneous channel 

monitoring, while Airdefense uses a channel hopping approach. They both consume more 

CPU and memory due to larger number of collected traffic and monitored nodes. To 

experiment with increased number of nodes, we launch a group of experiments ranging 

between 1 AP/ 2 STAs up 15 APs/ 8 STAs and monitor the change in overhead for each 

case as shown in Table 8. We use Equations 5a and 5b to calculate the overhead.    
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Scenario S1: 1 APs / 2 STAs  

Scenario S2: 2 APs/ 4 STAs 

Scenario S3: 5 APs/ 5 STAs 

Scenario S4: 15 APs/ 8 STAs  

 

Table 7.4: Average WIDS overhead for different normal traffic scenarios.   

 

S Airdefense overhead 
CPU %           Mem % 

WSPS overhead 
CPU %                            Mem % 

S1 18 0.551 9 0.3 

S2 22.5 0.810 9 2.3 

S3 23 0.813 10 2.3 

S4 23 0.876 10 2.3 

     
 

Attack Traffic Scenarios     

To test WIDS scalability, we experimented with different attacks shown in scenarios 5 

through 10. Table 7.4 shows the change in overhead when attacks are more or less 

intense.  

• Scenario S5:  De-authentication (intensity I = 100 deauthentication frames per 
second) 

• Scenario S6:  Fast De-authentication (intensity I = 2000 deauthentication frames 
per second)   

• Scenario S7:  Beacon (Intensity I=100 beacon frames per second)  

• Scenario S8:  ARP (intensity I = 100 ARP frames per second)  

• Scenario S9:  ARP (intensity I = 2000 ARP frames per second) 

• Scenario S10: Replay  
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Table 7.5: WIDS overhead for different attack scenarios  

S Airdefense overhead 
CUO %         MUO% 

WSPS overhead 
CUO%         MUO% 

S5 24 0.577 29 0.3 

S6 31 0.681 32 1.3 

S7 33 1.578 17 1.3 

S8 54 1.020 37 1.3 

S9 94 1.500 78 1.3 

S10 34 0.826 17 1.3 

     
Results in table 7.4 shows that WSPS is more scalable because its average overhead 

grows slower as the network grows larger. Table 7.5 shows that during some attacks 

Airdefense can create less overhead than WSPS but in Scenario 9, ARP flood with very 

high intensity of 2000 frames per second was able to shutdown the machine where 

Airdefense was running with an average of 94% overhead. WSPS created 78% overhead 

during the same attack.    
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CHAPTER 8. CO�CLUSIO� A�D FUTURE WORK 

 
 

This chapter is divided into three sections: Dissertation summary, contribution and future 

work. 

 

8.1  Dissertation summary 

In this dissertation, we reviewed the main characteristics of wireless networks (WPAN, 

WLAN, WMAN, and WRAN). We reviewed WLANs and their security flaws. To better 

understand the behavior of wireless attacks, we developed taxonomy for wireless attacks. 

We presented an anomaly-based wireless intrusion detection and response system, which 

is capable of detecting complex malicious attacks. To evaluate the performance of WSPS 

and compare it with other wireless intrusion detection systems, we presented an 

evaluation approach that uses different metrics such as adaptability, scalability, accuracy, 

overhead, and latency. 

 

8.2 Contribution 

There exist three main research contributions in this dissertation:   

 

We presented a taxonomy that can be used to classify any mechanism used to lunch 

wireless network attacks.  For each attack category, we discuss the strategies used to 

lunch this type of attack and how it can be detected. While current WIDSs update their 

detection rules slowly and briefly, sophisticated attackers continuously modify their 
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attack strategies to bypass WIDSs. Wireless network attacks can be classified according 

to: activity, complexity, medium, victim, exploitation, source-validity, purpose, and 

characterization.  

 

We presented a novel approach to detect WLAN attacks based on anomaly analysis of the 

behavior of wireless networks and data mining techniques. WSPS approach is based on 

multi-channel online monitoring and anomaly analysis of station localization, frame 

behavior, and network access violations with respect to multiple-observation time 

windows. Using wireless network resources, WSPS generates network features, tracks 

wireless-network-state machine violations, and generates wireless network flows 

(WNetFlows) for multiple time windows, and uses the dynamically updated anomaly and 

misuse rules to detect complex known and unknown wireless attacks and take appropriate 

proactive actions. To evaluate the performance of WSPS; we experimented with normal 

data, and 6 different types of wireless attacks and showed that WSPS can detect wireless 

attacks with false positive rate of 2.234% and detection rate of 99.13%. Also, we 

calculated the effectiveness of WSPS (using the Bayesian detection rate) to be 0.9929.  

 

We presented a holistic evaluation approach that quantifies accuracy, overhead, 

scalability, adaptability, and latency. Our results show that WSPS is more accurate with a 

detection rate of 99.13% compared to 41.3% for AirDefense.  
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8.3  Future Research 

 
Future research directions can be pushed further in two directions: (1) Implementing more 

features for WSPS, and   (2) Applying W4etFlow methodology to manage and protect 

other wireless models such as wireless personal area networks (WPAN), wireless 

metropolitan area networks (WMAN), wireless regional area networks (WRAN), and 

future networks.      

  

8.3.1 Implementing more Features for WSPS 

There exist different research directions to build on the existing WSPS such as creating a 

robust window solution, robust feature selection methodology, and more proactive 

actions to protect against attacks. In addition, applying adaptive learning to WSPS can 

automate the rule learning process.   

 

Adjusting the observation window size automatically helps in choosing the right window 

size for each monitoring case. Flooding attacks inject thousands of frames into the 

network and require a small window size to detect them in order of avoiding flooding the 

monitor itself while slow attacks require large window size to be tracked.  

 

Feature selection is the process of selecting the most relevant and non-redundant features 

to detect wireless attacks. Applying a new feature selection methodology that improves 

the current pool of selected features helps in reducing the number of false alerts and 

improving the detection rate. 
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Proactive actions play an important role in the autonomous network protection. For this 

reason, designing and implementing different proactive actions is very important to 

improve the performance of WSPS.   

 

Another important research direction is to design solutions that are amenable to 

incremental deployment. For example, self-adaptive capabilities are attractive to react to 

wireless traffic behavior modifications and attacks automatically. By combining tools 

from computational learning theory and machine learning, I plan to continue research on 

dynamically choosing features/metrics to accurately improve adaptive models to normal 

network behavior or environment.  

 

8.3.2 Applying W�etFlow to Different Wireless Models 

One of my main research objectives is to design techniques similar to WSPS to manage 

and protect different wireless networks mainly WPAN, WMAN, WRAN, and Future 

networks.  

 

8.3.2.1   Wireless Personal Area �etworks  

The main standards for WPAN are IEEE 802.15 (industrial terminology: Bluetooth) and 

IEEE 802.15.4 (industrial terminology: Zigbee). Those networks are still vulnerable to 

eavesdropping and denial of service (DOS) attacks; to secure and manage WPANs, it is 
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crucial to build a system that protects and discovers network vulnerabilities and 

automatically respond to attack sources.  

 

8.3.2.2   Wireless Metropolitan Area �etworks  

The main standard for WMAN is IEEE 802.16 (industrial terminology: WiMAX). Those 

networks rely on traditional security measures and are vulnerable to both physical layer 

and MAC layer attacks. Those networks cover a wide geographical area require certain 

measures for sampled monitoring and analysis.  

 

8.3.2.3  Wireless Regional Area �etworks  

This new network technology is primarily designed for rural areas where other 

technologies (e.g. wifi, mimax) are hard to be implemented; a single base station can 

provide service in a range up to 100 Km. Implementing different security measures can 

avoid the network different attacks that slow or even shutdown the service for thousands 

of users.  

 

8.3.2.4   Future �etworks  

The Global Environment for Network Innovations (GENI) is a  program desgined by the 

US computing community with support from the National Science Foundation to enhance 

experimental research in networking and distributed systems. Designing security 

measures that consider all the flaws in the previous systems will be an important  factor 

to the success of this project.  
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