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ABSTRACT 

User profiling has wide applications such as personalization, intrusion detection, and 

online customer analysis in e-business environments. In the past decade, most of past 

research on user profiling focused on factual profile construction and applications. A few 

researchers studied application-oriented behavioral profiling problems. In light of the 

advantages of behavioral profiles over their factual counterparts and the importance of 

fundamental understanding of them, this dissertation probes into  the theoretical 

foundation, modeling and data-mining-based heuristic techniques for constructing  

behavioral profiles.   

We first propose a research framework for behavioral profiling and define the 

fundamentals.  We build an optimization model for describing and solving a general type 

of behavioral profile construction problem. The analysis of the optimization model’s 

analytic properties found a strong connection between the feasible solution to the model 

and the independent dominating set in a graph derived from the input of the model. Based 

on this finding, we employed two solution searching approaches: brute-force and Genetic 

Algorithm, and performed numerical analysis on a synthetic small-sized profiling 

problem. The results demonstrate the effectiveness of Genetic Algorithm for producing 

approximate optimal solution to the CH optimization problem.   

We propose an innovative data-mining-based heuristic approach – hierarchical 

characteristic pattern mining to find solutions to the profile construction optimization 

problem. This approach builds behavioral profiles based on a new type of pattern – 
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characteristic pattern and is appropriate for large-scale problems. Experiments using 

relatively large amounts of synthetic data were conducted to test the performance of this 

approach. The results show that the data-mining-based approach outperforms the Genetic 

Algorithm when the characteristic patterns exist.  

Finally, a particular user behavioral profile application – web user identification is 

introduced to present problems and solutions when applying the data-mining-based 

behavioral profile construction approach into a real-world profile application. The 

experiments performed on a real-world dataset produced positive results of our approach 

in terms of effectiveness, efficiency, and interpretability.  

The main contributions of the dissertation are: (1) proposing a comprehensive 

profiling research framework; (2) building an optimization model for solving a general 

type of profile construction problem; and (3) developing an innovative data-mining based 

heuristic approach to building behavioral profiles. 
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1 INTRODUCTION 

A user profile is a set of features and/or patterns used to concisely describe the user. 

User profiling is a process especially critical for e-business systems to capture online 

users’ characteristics, know online users, provide customized products and services, and 

therefore improve user satisfactions. User profiling techniques have widely applied in 

various e-business applications, e.g. online customer segmentation, web user 

identification, fraud/intrusion detection, personalization, recommendation, adaptive web 

site, e-market analysis, as well as personalized information retrieval and filtering.  

User profiles can be classified into two categories: factual profiles describe user 

features and preferences, and behavioral profiles consist of user intrinsic behavior 

patterns or rules. Factual profiles are often obtained by survey, user online registration 

and feedback, while behavioral profiles are usually extracted from large amounts of 

transactional data, e.g. web log, application log, and security log. The dissertation focuses 

on behavioral profile construction though some profiling problems we discuss in the 

dissertation may also be applied to building factual profiles. 

Data mining is a process for discovering interesting patterns from large amounts of 

data. Since each user behavioral profile consists of patterns and/or rules that describe 

interesting behavioral characteristics of target user, data mining is often an appropriate 

technique for extracting and selecting the patterns and/or rules for building user 

behavioral profile. Traditional data mining approaches evaluate the interestingness of a 

pattern/rule in terms of its popularity on a particular user and neglect whether the pattern 
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is unpopular for other users. However, we argue that the latter criterion is very important 

for identifying the patterns/rules to construct user behavioral profiles by which the user 

can be differentiated from the others. Hence, we propose a new data mining approach 

based on the second criterion in this dissertation. 

Past user behavioral profiling research was usually application-oriented. The 

fundamental research problems of behavioral profiling have not been well defined. 

Therefore, we propose a research framework, based on which we formalize the relevant 

research questions and models of user behavioral profiling in this dissertation. Moreover, 

we conducted analytical and numerical analysis of optimal behavioral profile 

construction using simulation experiments and real-world data. The results demonstrate 

the relevance of the proposed behavioral profiling research framework throughout the 

dissertation.  

In this chapter, the significance and challenges of user profiling research for e-

business applications are described in Section 1.1, and the definition and taxonomy of 

user profile are discussed in Section 1.2. Section 1.3 introduces a proposed framework for 

user behavioral profiling research, and provides an overview of the behavioral profiling 

problem and system.  Section 1.4 concludes the chapter with the research questions, 

contributions, and structure of this dissertation. 
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1.1 Promote e-business by user profiling 

In this section, we illustrate the importance of user profiling research by introducing 

the challenges of various e-business applications and describing how the user profiling 

approach addresses these challenges. We also propose a taxonomy of user profile 

applications as well as a comparison between profiling and non-profiling e-business 

system to clarify the purposes of applying user profiles. 

 

1.1.1 Challenges from e-business applications 

Due to the explosion of contents in the World-Wide Web, how to find contents of 

user interest becomes an important and interesting research question related to all e-

business applications. Search engines help users find contents, but require users to 

explicitly formulate their queries with keywords, and returned results often contain large 

amounts of irrelevant contents. Semantic web technologies assist web users to perform 

intelligent information search and filtering by providing such metadata languages as 

XML and RDF (Resource Description Framework) to annotate additional information. 

However, transforming existent HTML-based websites to semantic websites is nontrivial 

because it requires a lot of efforts from altruistic web content authors (2004).  

In the meantime, various personalization approaches that aim at providing 

personalized information and services to online users are used by many e-business 

applications. Especially, personalization has become an indispensable function for e-

tailer, e-CRM and e-marketing, where attracting and retaining consumers are major 
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purposes. For instance, Amazon.com applies personalized recommendation techniques to 

recommend products that may interest customers based on individual purchase histories. 

DoubleClick customizes its online advertising according to web users’ profiles collected 

from client sides (Murthi and Sarkar 2003). In general, personalization approaches 

together with other information retrieval and filtering methods provide personalized 

services, e.g. personalized search and personalized recommendation. A fundamental 

problem for personalization is how to obtain authentic personal information from online 

customers.  

Web users can obtain information according to their particular interests using 

personalized search systems as opposed to getting a lot of irrelevant information from 

conventional search engines. For example, if a software engineer issues a search with the 

keyword “web service”, he probably expects to retrieve technical information about the 

web service, while a businessman may want to find successful business applications for 

web service when he issues the same keyword. A personalized search system performs 

this type of user specific search very well by refining search queries and results according 

to the user preferences. Currently, the personalized search systems suffer from the 

inefficiency problem when the number of users increases (Shahabi and Chen 2003).  

Recommendation systems can recommend the contents, products, and services of a 

user’s interest without asking the user to articulate queries. Typically, a recommendation 

system finds interesting information for a web user by approximating a profile that 

describes his/her preferences or a group profile that depicts the preferences of the group 
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to which the user belongs. A profile can be dynamically and incrementally modified 

based on user feedbacks on the recommended contents. Therefore, users only need to 

identify whether the recommended information fits with their interests (Adomavicius and 

Tuzhilin 2001, Carreira et al. 2004, Cetintemel et al. 2000, Goel and Sarkar 2002). 

However, the ever-increasing web contents, products and services make it impossible to 

collect all user feedbacks, especially to collect negative feedbacks on the contents that 

users are not interested in. Like personalized search systems, recommendation systems 

may also meet scalability challenges when the number of users scales up (Shahabi and 

Chen 2003).  

An extension of recommendation techniques is adaptive websites which not only 

present contents according to individual preferences but also customize the website 

structures to adapt to user visiting patterns (Perkowitz and Etzioni 1997). The most 

important component of an adaptive website is user models, i.e. user profiles, typically, 

built by mining web access logs (Eirinaki and Vazirgiannis 2003). The trade-off between 

the model granularity (i.e. to what degree the model describes user detail) and model 

maintainability is a critical decision when designing an adaptive website (De Bra 1999).  

Internet frauds and intrusions have become a critical threat to both e-commerce 

providers and consumers. According to FTC (Federal Trade Commission) recent report, 

53% fraud complaints are Internet-related, leading to more than $265 million loss in 2004 

(Federal Trade Commission 2005). The number of Internet-related complaints almost 

doubled from 2002 to 2004. Results from a survey based on 500 organizations’ responses 
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show that 70% of the respondents experienced e-crimes or intrusions in 2003, costing 

them about $600 million (CSO magazine/U.S.Secret Service/CERT Coordination Center 

2004). Discovering fraud or intrusion behaviors in large amounts of tracking data is both 

difficult and costly. A behavioral pattern indicating a fraud/intrusion for a particular user 

may be normal for another. Most current intrusion detection systems are knowledge-

based. They identify intrusions by verifying patterns of well-known attacks, and therefore 

they can only detect known intrusions. A behavior-based intrusion detection approach 

could discover unknown intrusions by checking if a behavior is abnormal, i.e. anomaly 

detection (Abraham 2001, Lee and Stolfo 2000). However, few intrusion detection 

systems implement this approach because it generates many false alarms due to noise and 

context problem. 

To sum up, e-business researchers and practitioners face two major challenges: 

proliferation of web contents and increase of Internet attacks. Although the 

personalization and behavior-based approaches have been introduced and have 

demonstrated their potentials to meet the challenges, researchers found these two 

approaches would lead to some new problems such as authentic user identification, 

scalability of personalization techniques, maintainability of user models, context and 

noise problems of behavior-based intrusion detection. In the following subsection, we 

will articulate that user profiling is a fundamental approach to solving these problems  
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1.1.2 User profiling: meet the challenges 

User profiling is a process to build and apply user models, i.e. user profiles.  In e-

business applications, these profiles not only improve the understanding of online users 

but enhance the performance of various e-business applications.  

Authentic user identification is a nontrivial research problem for web applications 

because HTTP protocol is anonymous in nature. In other words, the IP address included 

in each HTTP request head is not sufficient for identifying a web user. For instance, a set 

of users should have the same IP address in their HTTP requests when these requests are 

transmitted through the same proxy. On the other hand, since an ISP may assign different 

dynamic IP addresses to a client machine for each dial-up, HTTP requests from the same 

machine could have different IP addresses. Moreover, a machine could be used by 

multiple users over time, and a mobile device in roaming may even change its IP in a 

session.  

To identify authentic users behind IP addresses, most websites and web analytics 

systems perform web user identification before or during web sessions using such 

proactive techniques as user registration and authentication, cookie-based user tracking, 

and page tagging. Although proactive techniques improves web user recognition, they 

raise some new challenges – obtaining user trust, complying with privacy policies, and 

reducing the adverse impact on a consumer’s intention to visit and purchase (Shahabi and 

Banaei-Kashani 2003, Spiliopoulou et al. 2003). Alternatively, reactive techniques 

associate web users with HTTP requests after web sessions. They are often used for 
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reconstructing web sessions and are considered to be inappropriate for recognizing web 

users (Spiliopoulou et al. 2003). However, Sheng and Gao (2004) demonstrated that web 

users could be recalled from web tracking data using a behavioral-pattern-based approach.  

Many e-business applications encode user preferences into user profiles, and then 

integrate these profiles with personalization approaches to customize web contents and 

services. Personalized information retrieval and filtering systems utilize user profiles to 

refine search queries and query results (Kim et al. 2002, Liu et al. 2002, Tanudjaja and 

Mui 2002). Personalized recommendation systems construct and revise user profiles by 

web usage mining and user feedback, and then use these profiles to make personalized 

recommendations for online products, services or contents (Carreira et al. 2004, 

Cetintemel et al. 2000, Middleton et al. 2004, Shahabi and Banaei-Kashani 2003, Shahabi 

and Yi-Shin 2003). Applying user profiles to adaptive website design personalizes web 

contents and presentations for particular user interests (Goel and Sarkar 2002, Perkowitz 

and Etzioni 1997).  

User profiles can also be integrated into fraud/intrusion detection systems to improve 

the accuracy of detection. First, normal behaviors can be captured in user profiles such 

that abnormal behaviors can be identified based on each user’s profile (Fawcett and 

Provost 1996). Hence, false alarms caused by aforementioned context problem can be 

reduced. Second, a fraud/intrusion detection system with profiling function is also able to 

build the profiles that capture fraud/intruder typical behavior patterns for fraud/intrusion 

identification and analysis purposes. Finally, behavior-based profiling approaches help 
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discover masqueraders who conduct attack or fraud behaviors using legitimate user 

identifications because it is difficult for a masquerader to disguise his or her true behavior 

characteristics.   

In general, user profile applications can be categorized into profile-based 

customization, detection, and analysis in terms of their purposes. Most e-business 

applications with profiling function can be classified into customization. The purpose of 

these applications is to employ user profiles to provide personalized web contents, 

products, and services that fit for users’ interests. These applications include personalized 

web search system, personalized recommendation system, adaptive website, and the like. 

Detection applications identify such entities as users, intruders, frauds, customer groups 

and prospective customers based on the characteristics recorded in their profiles. In 

addition to profiling-based fraud and intrusion detection, profile-based user identification 

and prospective customer identification also belong to this category.  The profile-based 

analysis help market analysts segment customers into groups and find the critical 

characteristics of target customers or groups for advertising and promotion (Adomavicius 

and Tuzhilin 2001). Moreover, profile-based analyses can help system administrator 

discover intruders’ behavior patterns.  

Essentially, profile-based customization maps a given entity’s id to its profile, and 

then uses the profile to provide customized information for users. Profile-based detection 

finds entity’s id by matching each entity’s profile with a given profile or a set of 

characteristics. Instead of embedding profiles in web applications, profile-based analysis 
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focuses on studying profiles themselves and tries to discover the implications behind 

those profiles. Sometimes, a real-world e-business application may combine these three 

purposes. For example, a profile-based e-banking system can use profiles to promote 

customized banking products, detect frauds, and support customer analysis.  

 

1.2 Introduction to profiling 

In this section, we introduce the fundamental concepts of profiling. At first, we 

discuss the definition of profile and profiling. After that, several taxonomies of profile are 

compared and a proper taxonomy is recommended for our profiling research. Finally, we 

introduce two types of behavior patterns – common and characteristic, that provide a 

foundation for our profile construction approach.   

 

1.2.1 Definition 

The following are relevant definitions of profile found in past literatures and 

dictionaries.  

Definition 1: “A profile is a collection of information that describe a user” 

(Adomavicius and Tuzhilin 2001).  

Definition 2: “user profiles indicate the general information types that a user is 

interested in receiving” (Cetintemel et al. 2000). 

Definition 3: “User profiles reflect the interests of users towards several subjects at 

one particular moment” (Carreira et al. 2004). 
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Definition 4: “At a general level, a profile is a set of patterns that describe a user.” 

(Padmanabhan and Tuzhilin 2003). 

Definition 5: “A formal summary or analysis of data, often in the form of a graph or 

table, representing distinctive features or characteristics” (AHD 2000). 

Definition 6: “a set of data often in graphic form portraying the significant features of 

something” (Merriam-Webster 2005) 

Definition 1 is a general definition of profile, while definitions 2 and 3 are specific to 

information retrieval. Definition 3 emphasizes that profiles are instantaneous because 

they are applied to news filtering (Carreira et al. 2004). Definition 4 regards the purpose 

of user profiles as characterizing user behavioral patterns instead of factual information. 

Definitions 5 and 6 are general definitions from dictionaries that can be applicable to 

profiles beyond users. Nevertheless, both of them emphasize the information captured by 

a profile should be distinctive and significant. Since we focus the profiles that can be 

applied to a range of contexts, we adopt the following definition derived from definitions 

1, 4, 5, and 6. 

Profile: A profile is a collection of distinct and significant information or patterns that 

characterize an entity in a context.  

We believe this definition covers most profile definitions in past research and 

emphasizes on three points: First, since an entity could be a user, a user group, a system, 

or even a dataset, the profile definition can adapt well to most applications. Second, 

information or patterns in a profile should be distinct and significant because common 
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information or patterns common to a group of entities are not appropriate for 

customization, detection or analysis applications of user profiles. Finally, we stress the 

importance of context because the components and characterization in a profile may be 

different in different contexts. For example, the major characteristics captured in an 

intruder’s profile should be his intrusion behavior patterns, while demographic 

information and purchasing patterns should be tracked in a customer profile for market 

analysis.   

Based on the definition of profile, we define profiling as below. 

Profiling: Profiling is the process of capturing entities’ characteristic features and 

patterns to build and apply entity profiles according to the purpose of a particular 

application.  

 

1.2.2 Taxonomy 

From the perspective of user modeling, a concept similar to user profiling that was 

used in the adaptive user interfaces research, Kobsa (1993) classified user profiles into 

three categories. 

User knowledge. Profiles built based on user background knowledge contain 

important characteristics of users or user groups with such knowledge. Therefore, an 

unknown user can be identified or classified correctly according to the profiles, and also 

proper contents can be presented to the users with different background knowledge.  
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User plan. A plan is an operation sequence toward a goal. A user profile in this 

category consists of all of the possible plans for a particular user. Future actions are 

predicted according to the plans derived from the user’s initial actions. Hence, the 

profile-based system is able to perform appropriate operations based on predictions. 

User preference. A profile is composed of user preference information, especially, 

preference for web contents. This type of profile is widely employed in such web 

applications as information retrieval and filtering, adaptive websites and personalized 

recommendation. It is the most popular type of profile used in current web 

personalization research.  

In terms of user profile components, Tuzhilin and Adomavicius (2001) identify two 

kinds of profile components: factual and behavioral components. The factual component 

includes user demographic information and user preference, while the behavioral 

component contains patterns and rules that describe user behavior characteristics. 

Padmanabhan and Tuzhilin (2003) identified parameterized management science model 

and web user visiting patterns as two other profile components.  

The taxonomy based on user modeling perspective is is incomplete in that profiles 

containing the behavioral patterns mined by a data mining technique are not be 

recognized in this taxonomy. In this dissertation, we employ the classification of profile 

components specified by Tuzhilin and Adomavicius (2001) to categorize profiles as 

follows: 

• Factual profile is a profile containing only factual information. 
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• Behavioral profile is a profile consisting of only behavioral patterns and rules. 

• Integrated profile is a profile including both factual and behavioral 

information. 

We focus on behavioral profile and profiling in this dissertation.  

 

1.2.3 Characteristic pattern and common pattern   

According to our definition, a profile should consist of distinct information of an 

entity. Hence, in terms of a behavioral profile, we highlight characteristic patterns instead 

of common pattern. In general, characteristic patterns are the patterns only popular in a 

limited number of entities, while common patterns are the patterns prevalent in the 

population or a relatively large number of entities.  

Data mining is a process for discovering the patterns existing in a large amount of 

data. In past research, most proposed data mining approaches pay much attention to 

finding the common patterns throughout a whole dataset, ignoring characteristic patterns 

that are popular amongst a limited set of entities only. Characteristic patterns are very 

important for such applications as personalization, entity identification, and market 

analysis because they provide unique and valuable information for characterizing and 

differentiating distinct entities. For example, e-marketing analysts can directly analyze 

characteristic patterns of a target group of online consumers to develop appropriate 

product promotion and customer retention strategies based on the target consumers’ 

unique behaviors by facilitating the interpretation and the understanding of the unique 



27 

 

behaviors conducted by the entities of interest, characteristic patterns tend to improve the 

quality of services and analyses at an individual level instead of the population level as 

common patterns do.  

 

1.3 Profiling 

To effectively and efficiently support its applications, it is critical to automate or 

semi-automate profiling via profiling systems to construct, evaluate and store profiles and 

to provide profile operations for developing profiling applications. Figure 1.1 depicts the 

interactions between a profiling system and other related information systems and 

resources in a context diagram. 

 

 

 

 

 

 

 

 

 

 

Figure 1.1: The context of a profiling system 
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Usually, a profile application supports a target application (Figure 1.1). For instance, 

a profiling-based personalized recommendation system serves as a support system for an 

e-commerce application to provide personalized product and service information of 

particular e-consumer’s interest. A monitoring system is required to collect data from the 

target application. It either saves the tracking data in a data repository or transfers the 

real-time application data stream to profile applications. The data stored in data 

repository can be used as either training or testing data for building high-quality profiles. 

The tracking data can also flow into profile applications that require batch processing 

such as customer segmentation in market analysis. Application data streams are necessary 

for real-time profile applications. For example, a personalized recommendation system 

responds to real-time customer click streams with products or services it recommends 

according to customer profiles from the profiling system.    

 

1.3.1 An general architecture of profiling systems 

Enclosed in the box with dashed lines in Figure 1.2, a typical profiling system 

consists of four major components – profile construction, evaluation, operation and 

repository.   

The profile construction component builds profiles by discovering distinct features 

and patterns from a training dataset (stored in an application data repository) before 

organizing and storing the profiles into a profile repository. Moreover, it modifies and 

refines the profiles in the repository when the quality of profiles is not satisfactory based 
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on the results generated by profile evaluation. Also, it will rebuild or incrementally 

update the stored profiles when the latest training dataset arrives.  

 

 

 

 

 

 

 

 

Figure 1.2: A unified architecture for profiling system 
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The profile repository component stores and maintains the profiles in appropriate 

organizations so that other components can retrieve and update them easily and 

efficiently. The strategies for saving the storage space of profile repository should be 

considered when a huge number of profiles need maintaining, e.g. for a popular e-

commerce web application.  

 

1.3.2 A framework for profiling research 

To help researchers and implementers better understand and address the critical issues 

according to the general profiling system architecture in Figure 1.2, we propose a 

framework for profiling research that outlines six research problems essential for 

developing effective profiling systems (Figure 1.3).  

 

 

 

 

 

Figure 1.3: A framework for profiling research 
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components can often be represented in such structured forms as vectors and tuples. 

However, a behavioral component is typically unstructured and is difficult to find a 

standard and unified and effective representation form for it. It is even more difficult if 

the behavioral component contains such models as Bayesian or neural networks rather 

than rules and patterns. For simplicity, we only consider rules and patterns in behavioral 

components in our initial behavioral profiling research.  

Profile evaluation needs to define and derive evaluation metrics indicative of profile 

quality. The appropriate metrics and evaluation methods vary by context and by the 

evaluation approaches. Indirect evaluation approaches derive the quality of profiles by 

measuring the performance of profile applications. The results are often affected by the 

implementation and the experimental design of profile applications. Profile quality can 

also be evaluated directly if proper measures are defined and corresponding 

measurements are provided. However, defining direct profile quality measures is not a 

simple task because of the lack of consensuses on the meaning of profile quality in 

profiling research community.  

Profile organization studies how to store profiles for efficiency in profile storage, 

retrieval and update. An important criterion for profile organization is its scalability 

because an extremely large number of profiles will be required of a profiling system for 

such large e-commerce applications as an e-tailor website.  

The profile operation research focuses on a set of fundamental profile operators upon 

which different profile applications can be built. Identifying and defining a set of 
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elementary operators that can sufficiently cover most or all of profile applications is not a 

trivial task because of the diversity of profile applications. However, this research effort 

is very valuable because it could reduce the time and costs of developing profile 

applications and hence broaden their implementations. Hence, it is critical for the 

research community to concentrate on the fundamental research on elementary operations 

rather than various applications. Some of the fundamental research tasks involved will 

also be to discover and prove interesting properties of these operations, and then find 

appropriate methods to implement these operations. 

The profile construction research concentrates on developing effective and efficient 

approaches to building high quality profiles. Usually, factual profiles can be built either 

manually from human input or automatically by machine learning algorithms. Behavioral 

profiles typically are constructed using data mining approaches. However, a data mining 

approach may generate a lot of irrelevant rules and patterns. Thus, how to validate and 

filter these rules and patterns to build profiles becomes a critical issue in profile 

construction research (Padmanabhan and Tuzhilin 2003). Because profile construction is 

the focus of this dissertation work, we will discuss this topic in detail in the Subsection 

1.3.3.  

Profile application researchers focus on applying and evaluating profiles in a 

particular application. They usually highlight the profiling approach they developed and 

evaluate their approach in certain experimental settings of the profile application. 

Generalizability of their results is often problematic because their research is application-
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oriented in nature. However, a large amount of successful profile application research 

results provide empirical foundations for theoretical profiling research. 

Finally, we present the relationships among the six profiling research topics in the 

proposed 3-tier framework (Figure 1.3). Profile representation is located at the bottom of 

this framework because it is the foundation for all other profiling research areas. In the 

middle tier, the profile evaluation research mainly supports profile construction research. 

It provides measures and measurements to evaluate both the quality of profiles and 

profile construction approaches. On the contrary, profile operation primarily sustains the 

profile application research by studying the basic operations in a variety of profile 

applications. In addition, profile organization research provides essential profile storage 

strategies for both profile construction and application. Although profile application 

employs the profiles built by the profile construction component, they do not lay 

foundations for each other. Hence, we place both on the top-tier of the profiling research 

framework.  

 

1.3.3 Profile construction process 

The general construction process for factual profiles is described in Figure 1.4. 

Basically, factual profiles are constructed from a training dataset. User feedback may 

adjust the profiles according to certain evaluation criteria. For example, in a personalized 

recommendation system, user preference profiles may be initially learned from user 

registration information. After that, some documents are recommended to the users based 
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on these initial profiles, and users will leave their feedbacks on these recommended 

documents,   and user profiles are adjusted according to these feedbacks. Since it is an 

iterative process, the user preference profiles can be incrementally improved.  

 

 

 

 

 

 

 

 

Figure 1.4: Process of factual profile construction 

 

 

 

 

Figure 1.5: Process of behavioral profile construction  
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processes were not clearly separated in past profiling research. However, to help profiling 

researchers focus on the specific problems on profile construction without being 

distracted by data mining problems, we believe it necessary and worthwhile to separate 

behavioral profile construction from the data mining process.  

Actually, the behavioral profile construction process can be considered as a post-

processing process of data mining. The inputs of this process are the patterns and rules, 

which are the outputs of data mining process. The major function of behavioral profile 

construction process is to select appropriate patterns and rules to build behavioral profiles. 

Therefore, as long as the selection criteria can be evaluated and verified, the various 

patterns and rules can be processed equally. Hence, the same behavioral profile 

construction approach can be applied to different patterns and rules regardless of the 

forms and the meanings of the patterns and rules as we will discuss in further detail in 

Chapter 3 and 4. 

 

1.4 Research focus and contributions 

In this section, we clarify this dissertation’s research focus and contributions, and 

describe the structure of the dissertation. The purpose of the section is to provide an 

overview of what we have done and what we will elaborate in the dissertation.  
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1.4.1 Research focus 

The main objective of the dissertation is to develop effective and efficient approaches 

to building user behavioral profiles based on data mining approaches. The reasons why 

we focus on behavioral profile construction are: (1) behavioral profiles becomes more 

important in e-business applications since it can reveal user intrinsic characteristics and 

preferences that are hard to be obtained by explicitly inquiring users; (2) past research 

rarely studied behavioral profile construction. 

Another purpose of the dissertation is to build relevant theories and models for 

behavioral profiling to support future research on profile construction. These theories and 

models not only provide a strong theoretical foundation for our current behavioral profile 

construction research, but also specifies explicit directions for future behavioral profiling 

research.  

In short, we focus on approaches to constructing behavioral profiles as well as 

relevant models and theories in the dissertation. Key research questions related to our 

research focus can be categorized into four categories: profiling research foundation, 

profile construction, profile evaluation, as well as profile representation and organization. 

[1] Profiling research foundation 

[1.1] What are the requirements of an effective profile? 

[1.2] What are the important research issues for profiling? 

[2] Profile construction 
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[2.1] What are the general modeling requirements of behavioral profile 

construction? 

[2.2] How to build and solve such a general profile construction model? 

[2.3] How to efficiently build behavioral profiles?  

[2.4] How to apply the behavioral profile construction approach into real-world 

applications?  

[3] Profile evaluation 

[3.1] What are the appropriate measures of the quality of behavioral profiles? 

[3.2] How to evaluate these measures? 

[3.3] How to evaluate the profiles in the real-world applications? 

[4] Profile representation and organization 

[4.1] How to represent behavioral profiles in general? 

[4.2] How to organize behavioral profiles? 

 

1.4.2 Dissertation structure and contributions 

We provide an overview of the dissertation structure in Figure 1.6. In the figure, the 

chapters (Chapters 4 and 5) that present major original contributions are colored in dark 

gray, and the chapters (Chapters 3 and 6 ) with minor original contributions are colored in 

medium gray, Chapter 3, 4, 5 and 6 constitute the main contributions of this dissertation. 

Additionally, the figure also maps the labels of research questions mentioned in the last 

subsection to the corresponding chapters that answer these questions.  
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Figure 1.6: Dissertation structure 

The dissertation begins with this introduction chapter (Chapter 1). It describes the 

significance and importance of profiling research for various e-business applications as 

well as potential profiling research opportunities. It also discusses the fundamental 

concepts of profile and profiling research. The research focus, structure, and major 

contributions of this dissertation are presented at the end of Chapter 1.  

Chapter 2 reviews past research efforts in the profiling area. It also further clarifies 

the profiling research gaps the dissertation was set out to fill.  

 The purpose of Chapter 3 is to build a theoretical foundation for discussing a 

profiling optimization model and its solutions (Chapter 4). In this chapter, we first 
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develop a unified profile representation model, based on which we discuss all other 

profiling research topics except profile construction under the research framework 

proposed in Chapter 1.  

In Chapter 4, an optimization model for hierarchical behavioral profile construction is 

developed based on the unified profile representation model (Chapter 3) and profile 

definition (Chapter 1). Moreover, the extensions of this model to different combinations 

of model inputs and outputs are also discussed in the chapter. The model analysis based 

on graph theory is demonstrated, and two approaches – brute-force approach and Genetic 

Algorithm to searching the optimal solution for the model are presented and compared. 

This chapter aims at providing standards and methods for evaluating both the quality of 

behavioral profiles generated by the data-mining-based approach and efficiency of the 

data-mining-based approach presented in Chapter 5. 

Chapter 5 proposes an efficient data-mining-based approach to building behavioral 

profiles in a hierarchical structure. In the chapter, we define and develop an algorithm to 

solve a new data mining problem, namely, hierarchical characteristic pattern mining 

based on a heuristic derived from the optimization model (Chapter 4). Based on results 

from experiments using synthetic data, we compare the quality of the profiles generated 

by this approach with the Genetic Algorithm presented in Chapter 4.  

In Chapter 6, we apply the data-mining-based approach to a web user identification 

application and perform a series of experiments using a real-world dataset. The objective 
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of this chapter is to evaluate the quality and performance impact of behavioral profiles 

generated by the data-mining-based approach in a profile application.   

We conclude the dissertation in Chapter 7 with the contributions of the dissertation 

and a discussion on important future directions for behavioral profiling research. 
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2 LITERATURE REVIEW 

In this chapter, we follow the research framework proposed in Subsection 1.3.2 to 

review past research on profiling. Although our focus is on behavioral profiling research, 

we review some factual profiling research for completeness. Our intention is to find the 

research gaps need filling by further research. As we will conclude in the last section of 

this chapter, most previous profiling studies were application-oriented and few studied 

the profiling theories or models to support their profile application research. Hence, 

building theoretical foundation is an exigent task in profiling research. Additionally, we 

find conventional data mining approaches are inappropriate for behavioral profile 

construction. Therefore, we argue that new data mining problems that adapt to profile 

construction should be identified and solved.  

 

2.1 Profile representation 

What should be included in a profile is an essential and yet still open issue in 

profiling research. Some researchers suggested that profiles contain factual and/or 

behavioral components (Adomavicius and Tuzhilin 2001, Basgoze and Gokturk 2003). A 

factual component consists of a collection of facts about a user that could be demographic 

and preference information either directly obtained from user input or derived from user 

factual and transactional data. A behavioral component usually contains a set of rules and 

patterns representing user behavioral characteristics. Some researchers regarded 
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parameterized mathematic models and web visiting patterns as two additional profile 

components (Padmanabhan and Tuzhilin 2003).  

Most of the researchers studied how to represent user preference, a type of factual 

profile, in recommendation systems, and suggested keyword-based representations 

(Adomavicius and Tuzhilin 2001, Shepherd et al. 2001). Basically, they represented user 

preferences as vectors where each element consists of a keyword and a weight describing 

the user preference on the keyword. Carreira et al. (2004) proposed that each keyword 

could be associated with multiple weights, each of which indicates the degree of user 

interest in a particular subject containing the keyword. Cetintemel et al. (2000) denoted 

user preferences as multiple vectors and each vector describes a part of user information 

requirements. Some researchers introduced ontology to represent user profiles (Li and 

Zhong 2003, Middleton et al. 2004). The ontological approach not only describes the 

concepts and their taxonomy but presents the relationships among the concepts, which 

help derive user interests in related concepts. In the society of human computer interface 

(HCI) and cognitive science, researchers often modeled a user as a stereotype, i.e. a set of 

characteristics (Rich 1979).  

A behavioral profile is usually represented as a set of rules, such as association or 

classification rules (Adomavicius and Tuzhilin 2001, Basgoze and Gokturk 2003). It can 

also be a set of patterns, such as frequent patterns or sequential patterns(Terran and 

Brodley 1999). Sometimes a behavioral profile can be represented as a model, such as 

Bayesian belief network, neural network, graph model, or the like. Chang and Deng 



43 

 

(1990) presented a graph-based model, VisualNet,  to represent user profiles for large 

database personalized retrieval in large databases. Standardizing and unifying different 

behavioral profile representations remains an open issue. 

The prevalence of various mobile devices requires integration of and sharing of 

profiles collected from servers or devices in different locations. Therefore, how to 

exchange user profiles among trusted systems becomes a topic of growing importance in 

user profile representation research. Some researchers proposed to use XML and RDF 

(Resource Description Framework) to represent user profiles (Cingil 2002, 

Suryanarayana and Hjelm 2002). These researchers encoded the user profiles in the RDF 

fashion so that the profiles are available and interoperable in a distributed and trusted 

environment.  

In summary, many open issues including (1) how to represent a profile that can be 

readable and understandable by both humans and computers; (2) how to represent models 

in behavioral profiles; (3) how to design an integrated framework that can represent both 

factual and behavioral profiles; and (4) how to represent profiles to facilitate profile 

construction, exchange and application need more research attention in the future. 

 

2.2 Profile evaluation 

It is difficult to evaluate the quality of profiles directly by domain experts because 

their biases may affect the results (Adomavicius and Tuzhilin 2001). Therefore, a lot of 

researchers employed evaluations of profile applications as proxies to indirectly measure 
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the quality of profiles. Cetintemel et al. (2000) suggested evaluating the profile-based 

recommendation system they built rather than the profiles themselves. Fawcett and 

Provost (1996) measured accuracy and cost of their mobile call fraud detector to evaluate 

their profiling approach. Carreira et al. (2004) performed an experiment on their PDA 

recommendation system with three different configurations and evaluated 8 users’ 

satisfaction to test their profiling approach.  

Although evaluating profiles through their applications seems to be plausible, 

application performance might be affected by many factors other than profile quality. 

Measuring profile directly is helpful for quickly locating the problems in the profile 

construction and representation. However, the corresponding metrics and methods were 

not provided by past research. Even the quality of profile was not clearly defined.  

Some of the research problems need to be solved in profile evaluation include: (1) 

what are the appropriate measures of quality of profiles; (2) how to evaluate these 

measures; and (3) how to appropriately evaluate profiles in real-world applications.  

 

2.3 Profile organization 

Although profiling research community did not pay a lot of attentions to profile 

organization and storage. The HCI and cognitive science community studied this problem 

in the perspective of user modeling, a concept similar to user profiling. Some researchers 

proposed a hierarchical structure to organize user stereotypes (Chin 1989, Rich 1979). A 
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stereotype of a user group contains the common features of its members at levels lower in 

the hierarchy. 

The major research questions of profile organization that need further researching 

include: (1) how to organize profiles so that they are easy to be retrieved and updated; (2) 

how to efficiently store profiles; and (3) how to reflect the semantic relationships among 

the profiles in profile structures. 

 

2.4 Profile operation 

Similar to the profile organization research, profile operation has not caught profiling 

research community’s attention yet. Adomavicius and Tuzhilin (2001) suggested some 

validation operators to assist human experts to validate the rules or patterns discovered by 

the data mining process for the purpose of behavioral user profiling. These operators 

include: 

• Similarity based rule grouping groups the rules based on certain similarity 

measure so that experts can validate rules group by group rather than 

individually. 

• Template-based rule filtering filters out the rules fitting the templates that 

experts defined.  

• Interestingness-based rule filtering removes the non-interesting rules 

according to the conditions of interestingness, e.g., redundant rules.  
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• Other operators such as visualization, statistical analysis, and browsing 

operators can also be helpful for the validation process. 

Since the above operators are designed for profile validation, they may not adapt to 

the application-oriented profile operations as described in our profiling research 

framework. Nevertheless, this work is valuable because it is an exploratory research on 

profile operators and demonstrates the feasibility of applying these operators for profile 

validation.  

As a new research topic in profiling research, the main research issues of profile 

operation include: (1) what are the elementary profile operations; (2) what are the 

properties of these operations; (3) how to integrate these profile operations into one 

theoretical framework; (4) how to implement these profile operations effectively and 

efficiently; and (5) how to properly apply profile operations in different profile 

applications.  

 

2.5 Profile construction 

Factual profiles can be built either from factual data or from transactional data. In 

recommendation systems, profiles are often incrementally constructed from user 

feedbacks which can be considered as transactional data (Carreira et al. 2004, Cetintemel 

et al. 2000, Middleton et al. 2004).  

Most past research did not separate profile construction from data mining clearly. 

Rather, they integrated data mining and profile construction processes using two 
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approaches. One approach discovers rules and patterns from a training dataset for each 

entity, and then each entity’s profile is generated by validating its rules and patterns. The 

approach is popular in customization applications where personal context of rules and 

patterns are important, e.g., personalized recommendation systems (Adomavicius and 

Tuzhilin 2001, Basgoze and Gokturk 2003). Another approach firstly mines the training 

set as a whole and obtains rules and patterns for the entire population.  After that, it 

validates these rules and patterns as well as selects appropriate ones to build behavioral 

profiles for each entity. This approach is usually applied in some detection applications 

where the popularity of the rules and patterns is more important than personal contexts 

(Fawcett and Provost 1996).  

Because behavioral profiles are often generated from a large amount of transactional 

data, data mining approaches are usually employed. There are two approaches to 

applying data mining approaches to profile construction. The first approach utilizes data 

mining to discover behavioral patterns and rules, which is the data mining process for 

behavioral profile construction as already described in Subsection 1.3.3. For example, 

Basgoze and Gokturk (2003) employed association rule mining and classification rules 

mining method, i.e. CART (Classification and Regression Trees), to discover the rules for 

individual users. The second approach is to use different data mining methods to either 

directly or indirectly support profile construction process. Schiaffino and Amandi (2000) 

suggested an approach that combines Bayesian belief network and case-based reasoning 

to directly and incrementally learn user profiles. Clustering algorithms are usually 
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introduced to group the user profiles, and thus profile-based recommendation systems are 

able to make collaborative recommendation or information filtering (Poo et al. 2003). 

Lazzerini et al. (2003) employed an unsupervised fuzzy divisive hierarchical clustering 

algorithm to learn a small set of web user group profiles from the web logs.  

Web mining is widely used in web-based profile applications. Three types of data 

source might be involved in web mining: web content, web structure, and web usage. 

Although web content and web structure data may provide valuable information for 

identifying user interests or navigation paths, web usage data such as web access log is 

the major data source for constructing user behavioral profiles, which are often applied to 

web personalization (Eirinaki and Vazirgiannis 2003, Lazzerini et al. 2003, Shahabi and 

Banaei-Kashani 2003, Xin et al. 2004). However, due to anonymous and statelessness 

nature of HTTP protocol, web usage data preprocessing is always the first and hardest 

step toward building profiles. A detailed discussion of some log preprocessing problems 

can be found in Chapter 6. After preprocessing, we can execute different data mining 

algorithms on the cleaned web usage data and build target user behavioral profiles.  

 The importance of rule validation was highlighted by some past research because 

data mining method might generate a lot of superficial, irrelevant, or even false rules and 

patterns that are significant in statistical sense (Adomavicius and Tuzhilin 2001, Basgoze 

and Gokturk 2003, Padmanabhan and Tuzhilin 2003). Tuzhilin and Adomavicius (2001) 

suggested that domain experts validate the rules. They also proposed several validation 

operators to facilitate experts to perform validation tasks. Alternatively, Padmanabhan 
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and Tuzhilin (2003) recommended optimization method for selecting an optimal set of 

rules/patterns from those discovered by data mining process. However, they did not 

mention any specific models or approaches in the paper. 

For behavioral profile construction, the main issue is how to select rules and patterns 

to build profiles efficiently and effectively. Further research is called to explore proper 

metrics and develop methods to filter out inappropriate rules and patterns. Building 

optimization models for the behavioral profile construction problem may assist in 

understanding the nature of the profile construction problem and finding reasonable 

solutions.  

Most of current behavioral profile construction algorithms are borrowed from data 

mining and machine learning field, and often need to be revised. Thus, they are usually 

not the best or even satisfactory for profile construction problem. Therefore, we believe it 

necessary to develop dedicated algorithms for behavioral profile construction. 

Formalizing and classifying different profile construction problems are helpful for 

exploring special properties and heuristics, which may lead to new approaches to 

building behavioral profiles. 

To sum up, the basic research issues in profile construction area include: (1) what are 

the optimization models for profile construction; (2) how to build and solve such profile 

construction models; (3) how to effectively and efficiently construct profiles from large 

amounts of transactional data; and (4) how to embed the profile construction approaches 

in real-world profiling systems. 
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2.6 Profile application 

Profile applications are classified into profile-base customization, detection, and 

analysis. We follow this taxonomy to review research on profile applications 

Most profile applications can be categorized as customization, also named as 

personalization if the applications serve individual users. In their paper, Eirinaki and 

Vazirgiannis (2003) investigated a majority of critical research efforts and important 

practices in web personalization area, and pointed out that the user profiling module is 

indispensable for all web personalization systems. Some people applied user profiles to 

customizing the queries submitted to search engine (Fang et al. 2004), or to refining the 

query results returned from search engine (Poo et al. 2003). 

Intrusion detection is one of the important profile-based detection applications. 

Basically, it builds user profiles to capture normal user behavioral features and discovers 

an intruder by checking if his/her activities deviate from his/her user profile. Namely, this 

intrusion detection approach is called anomaly detection (Leckie and Yasinsac 2004, Leu 

and Yang 2003, Rebecca et al. 2003, Terran and Brodley 1999). A critical problem is 

how to use profiles to efficiently identify intrusions in real-time.  

Although Adomavicius and Tuzhilin (2001) presented profile-based market analysis 

in three case studies they conducted, research on profile-based analysis is seldom found 

in past literatures. Such analysis requires retrieving and operating profiles flexibly. So far 
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the corresponding profile operations have not been well-defined and implemented. This is 

another reason why profile operation research is imperative. 

In summary, the research issues for profile applications include: (1) how to integrate 

profile applications into different target applications, such as e-commerce, e-CRM, e-

market, and the like; (2) how to improve the efficiency of profile applications in a real-

time environment; and (3) how to implement applications for profile-based analysis.  

 

2.7 Summary 

Although many studies proposed certain approaches and models for profile 

representation, profile construction, and profile organization, most of the approaches are 

application-oriented and could not be generalized because they were only proposed and 

tested in particular application environments. Profile evaluation was typically performed 

indirectly by measuring the application performance. The evaluation of profile quality 

was also application-oriented. Research on basic profile operations behind various profile 

applications has been largely lacking.  

A number of reasons account for the popularity of application-oriented studies in 

profiling research. First, applications are often the motivation and purpose of most 

profiling research. Second, in the profiling research community, the definition and scope 

of most fundamental concepts such as profile, profiling, and profile construction have 

been ambiguous. Therefore, it was difficult for researchers to start with these ambiguities 
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to conduct theoretical profiling research. Finally, there is no clear research framework to 

position and direct profiling research.  

To meet the aforementioned challenges, we identified some immediate research 

issues to be addressed in this dissertation. First, theoretical profiling research is definitely 

necessary because it could provide insights into and general guidelines for profiling 

research that cannot be obtained from application-oriented research. However, existing 

application-oriented profiling research may provide valuable ideas, approaches, and 

empirical evidences to support theoretical profiling research.  Second, a clear definition 

of profile (Subsection 1.2.1) and a correct view of the behavioral profile construction 

process (Subsection 1.3.3) can help eliminate aforementioned ambiguities. At the least, 

the clarified concepts are sufficient to initiate the discussions on theoretical behavioral 

profiling problems in the dissertation. Finally, we proposed a profiling research 

framework (Subsection 1.3.2), and will also will also use the framework to present our 

profiling theoretical research results in the next chapter.  

According to our literature review, data mining is a popular approach to behavioral 

profile construction, especially for web applications because these profiles should be 

mined from large amounts of web usage data. Therefore, we apply data mining 

techniques to developing our heuristic-based behavioral profile construction approach 

(Chapter 5).  
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3 THE THEORETICAL FOUNDATION OF BEHAVIORAL 

PROFILING 

In this chapter, we discuss some fundamental problems of behavioral profiling 

research, including profile representation, profile operation, profile organization, and 

profile evaluation. To formally describe these problems, we propose a unified profile 

representation model based on set and probability theory. The model is used to prepare 

formal theoretical background and assumptions for elaborating profile construction 

model and approaches in the next two chapters. Additionally, the model might initiate 

behavioral profiling research on solving these theoretical problems.   

 

3.1 Introduction 

Past researchers concentrated on the approaches to constructing behavioral profiles 

rather than the theories and models behind the profile construction. They usually evaluate 

the quality of profiles either indirectly by testing the performance of profile applications 

or directly by validating the profiles by domain experts. Lack of behavioral profiling 

theory is a major reason why past research focused on profile construction approaches 

and profile applications.  

Application-oriented behavioral profiling research tends to propose approaches that 

fit with particular applications, and therefore, the generalizability of proposed approaches 

is often doubtful. Moreover, without generalized approaches, models, and theories, it is 

often hard to integrate the contributions of different studies on behavioral profiling. 
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Hence, we propose a unified model to explain behavioral profiling theory in one 

framework and provide a theoretical view on past application-oriented profiling research. 

Specifically, we propose a profile representation model based on the concepts of set and 

probability from discrete mathematics in Section 3.2, and extend it to profile operations 

in Section 3.3, in which various profile applications are reviewed in terms of profile 

operations. Section 3.4 describes a hierarchical approach to organize the profiles at 

different level and the corresponding revision of our unified representation model. We 

discuss how to evaluate behavioral profiles according to the proposed model in Section 

3.5, and finally, a summary is given in the last section of this chapter.  

In addition, we list all the notations used in the rest of the dissertation in Appendix A.  

 

3.2 Profile representation 

As we mentioned in Subsection 1.3.2, how to represent a user profile is the most 

fundamental problem in profiling research.  So, first of all, we discuss behavioral profile 

representation.  

As has already been pointed out before, the behavioral profile construction process 

should be distinguished from the data mining process. The inputs to a behavioral profile 

construction process are the patterns or rules discovered by the data mining process, and 

then the profiles are built by validating and selecting these patterns and rules. That is, the 

profile construction process actually neither revises these patterns and rules nor discovers 

additional patterns and rules. In other words, the patterns and rules are unnecessary to be 
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represented in detail in our profile representation model. Therefore, we abstract them to 

an umbrella term – behavioral characteristic. Specifically, a behavioral profile for an 

entity i  can be represented as ipf ,  which consists of a set of behavioral characteristics, 

ijbc . 

{ }LLLL ,,,, 321 ijiiii bcbcbcbcpf = , PFpfi ∈ , BCbcij ∈  

where PF is the set of profiles for all entities, and BC  is the set of all behavioral 

characteristics.  

Formally, we require that a behavioral profile holds following two properties in our 

profile representation model: 

• An entity should have one and only one profile. 

• A profile is nothing but a set of behavioral characteristics or an empty set. 

We also make some assumptions for the behavioral characteristics. In an entity’s 

profile, each behavioral characteristic associates a probability of its occurrence in the 

entity’s transactions, i.e. ( )iij eebcbcP == | , where ie  is the entity i , while bc  and e  

are random variables of behavioral characteristics and entities respectively. Usually, we 

abbreviate it to ( )iij ebcP | , and call it entity support. Also, each pair of behavioral 

characteristics should be comparable in terms of their similarity using certain approach. 

Typically, a binary measure that indicates whether any two of behavioral characteristics 

are the same is sufficient. A continuous measure may improve the precision of the 

similarity measurement, but we intentionally avoid using it because the definition of such 
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a measure often largely depends on the particular patterns or rules, and we want to keep 

our profiling models and approaches at more abstract level so that they are not restricted 

to some specific types of patterns or rules, as well as keep the assumptions parsimonious.  

 

3.3 Profile operations and applications 

In an alternative perspective, profile applications can be reduced to several 

fundamental operations. This view is important because it integrates a lot of research 

efforts on profile applications into the studies on limited profile operations. We 

demonstrate some initial research on this topic, and also reclassify various 

aforementioned profile applications in terms of profile operations.  

Essentially, the profile operations are classified into four categories: profile matching, 

profile querying, profile-based clustering, and profile-based prediction. We will discuss 

them further in the context of behavioral profile as below.   

Profile matching is used to find the matching between two profiles. One type of 

applications of profile matching is to test if a profile extracted from tracking data matches 

certain entities’ profiles in the profile repository. For example, an intrusion detection 

system either discovers an intruder by checking if a potential intruder’s profile extracted 

from monitoring data stream matches some existing profiles of intruders or finds an 

abnormal user whose current profile deviates from (i.e. mismatches) his/her past profile.  

Usually, it is hard to find an exact match between two profiles. Therefore, profile 

matching is often defined based on similarity measures.  For instance, the match between 



57 

 

a user profile and a document profile can be defined as the distance between the user 

preference vector and document vector is less than a certain threshold, and the match 

between an intruder profile and a suspect profile extracted from data stream could be 

defined as the number of matched behavioral characteristics between these two profiles is 

over a certain limit. Under our profile representation framework, the key to profile 

matching operation is to find an appropriate similarity function, or equally, a proper 

dissimilarity function, of the profile behavioral characteristics to evaluate if two profiles 

are matching. Because defining similarity function is also crucial for profile construction, 

we will elaborate the similarity function (i.e. dissimilarity function) in Section 3.5 of this 

chapter, and will discuss further in the remainder of the dissertation.   

Profile querying provides two functions. On the one hand, it helps people find 

interesting behavioral characteristics by searching the profiles. On the other hand, it 

assists in discovering or filtering out profiles containing specified behavioral 

characteristics. The first function is often important for domain experts to discover, 

analyze, and validate behavioral characteristics. For example, an e-market analyst may be 

interested in the characteristics that differentiate the customers who do purchasing from 

who do not after browsing a series of product descriptions. For fraud detection, domain 

experts can query the rules or patterns in frauds’ profiles so that they can systematically 

analyze fraudulent behaviors and identify the deficiencies in their current systems. The 

second query function is usually used as an ancillary tool for profile-based analysis. For 

instance, a market analyst may want to select a set of user profiles based on a given 
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behavioral characteristic to analyze the coverage of a particular behavioral characteristic 

and associated behavioral characteristics existed in these profiles. Roughly, we can 

compare the first function to the projection operation, and the second to the selection 

operation on relational tables. The major difference is that behavioral profiles may 

contain variant number of behavioral characteristics, while each record in a relational 

table has fixed number of attributes. That is the reason why behavioral profiles can not be 

directly stored and operated in database. The efficiency and scalability of profiling query 

operation is very important because the number of user behavioral profiles goes up very 

quickly in web applications as the number of web users increases. 

Profile-based clustering is an operation that groups similar entities based on the 

behavioral characteristics presented in their profiles. A typical such application is 

customer segmentation. Profile-based clustering also facilitates market analysts to 

perform effective customer analysis by avoiding being overwhelmed in a large number of 

individual profiles. It is often used as an accessory operation for other profile operations, 

such as profile querying. In addition, since profile-based clustering needs to evaluate the 

similarities among profiles, the measure of similarity, or dissimilarity, is critical for its 

effectiveness.  

Profile-based prediction is to apply user profiles to forecast user future behaviors. For 

example, given a data stream supplied by a monitoring system, we can employ proper 

classification rules or behavioral patterns in a user profile to predict if the user will 

conduct certain behaviors of our interests, such as purchase or attack. The profile-based 
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prediction is very popular in profile applications, especially, the customization 

applications such as adaptive websites, personalized recommendation systems and 

personalized information retrieval and filtering systems. They apply this operation to 

predict web user oncoming behaviors and customize corresponding system response to 

favor the users.  For instance, an adaptive website needs to predict user behaviors to 

determine the contents and structure of next personalized web page for a particular web 

user.  Usually, the profile-based prediction offers the probabilities that the users will 

conduct the predicted behaviors in addition to the predictions. These probabilities are 

often used to refine the prediction results.   

As has already been noted, above four profile operations are often combined in 

profile applications. As a case in point, consider a profile-based recommendation system 

used for a news website, profile-based prediction assists the system with providing 

customized news when web users are browsing the website, while profile-based 

clustering clusters the web users into groups and build corresponding group profiles to 

offer collaborative recommendation, which can recommend the news that a web user may 

be interested in but may never read before. Moreover, profile querying facilitates the in-

depth web usage analysis on the news website by providing flexible and efficient profile 

and behavioral characteristic searching functions. Finally, the web user can be identified 

by profile matching operation even they do not login. This function can largely improve 

the personalized recommendation service and the analysis of web usage data. 

Furthermore, because this function is not offered by most websites to our best knowledge, 
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it could help the website that implements it to gain the competitive advantage among the 

news websites. The approaches to profile-based web user identification and its potential 

usage will be discussed in detail in chapter 6.  

As we stated before, regardless of a lot of profile application research presented in 

past literature, profile operation has not yet been explored. Although we identify and 

describe four profile basic operations in the section, we do not delve this research topic 

because it is beyond our research focus. However, this topic merits further study. 

 

3.4 Hierarchical profile organization 

Having been inspired by the hierarchical structure of the stereotype proposed by the 

user modeling researchers from HCI and cognitive science (Chin 1989, Rich 1979),  we 

propose a hierarchical structure for organizing behavioral profiles (Figure 3.1).  

In the diagram, each oval represents a behavioral profile of an entity, and all profiles 

are organized at different levels in the hierarchy, so are the corresponding entities. Each 

entity and its profile associate with a numeric value of level, which is labeled as ( )iel  to 

represent the level of entity ie . Entities located at bottom level are called individual 

entities, and their behavioral profiles are named as individual profiles. The level value of 

each individual entity is assigned to 0. The profile at the top level belongs to a so called 

super entity. It contains the behavioral characteristics that are frequently occurred in the 

transactions of all individual entities, namely, the dataset that all profiles are built from. 
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All the rest entity profiles are laid at the levels between the super entity and individual 

entities.  

 

 

 

 

 

 

 

 

 

 

Figure 3.1: The hierarchy of entity profiles 

Now, we introduce some properties hold in the profile hierarchy. First, every entity 

except super entity at level l  belongs to at least one parent entity at level 1+l  and has no 

parent at other levels. The relationships between the entities, i.e. children, and their 

parents are the only adjacency relationships represented in hierarchy and are denoted as 

directed edges. Each edge connects from a parent to one of its children. Second, a non-

individual entity profile usually contains some of behavioral characteristics that are 

common in its descendants’ profiles. A descendant of an entity is formally defined as an 

entity that has at least one path connected to the entity. For example, entity 21, 22, 11, 
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and individual entity 1, 3, 4 are the descendants of entity 31. Third, the level is counted 

bottom-up. Thus, the top level that a super entity locates at is 1−L , where L  is total 

number of levels. Finally, only one super entity is in a profile hierarchy, which is always 

labeled as 0e . The super entity is also the only entity that does not have parents. All 

entities at level 2−L  are the children of the super entity. Therefore, the behavioral 

profile of the super entity consists of the behavioral characteristics that are popular in the 

transactions of all entities, namely, the whole dataset. In other words, building behavioral 

profile for the super entity is equivalent to discover the popular behavioral characteristics 

in the corresponding dataset.  

In real-world, the profile hierarchy not only provides an approach to organizing 

profiles efficiently, but also demonstrates the relationships among the profiles, which 

improve the understanding of the domain for which the profiles are built. A major 

difference between the profile hierarchy and a tree structure is that it allows a child 

profile has multiple parent profiles, which is the case that often happens in real-world. 

For example, a web user who is interested in web-usage-mining can be categorized into 

both data-mining and web analysis user interest group, and therefore his/her profile may 

demonstrate the behavioral characteristics that are popular in either user interest group. 

Although the stereotype approach introduced the concept of inheritance to describe the 

parent-child relationships among the stereotypes, we intentionally avoid using this term 

because the “inheritance” among the behavioral profiles is in statistical sense rather than 

the actual “is-a” relationships in stereotype hierarchy proposed by user modeling 
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researchers as well as class hierarchy in object-oriented programming. For example, if a 

web user is attributed to the data-mining user interest group in a behavioral hierarchy, we 

do not mean that he/she is a data mining user. Instead, we tend to say that he/she presents 

most behavioral characteristics that are common for data-mining users. The rationale 

behind our emphasis on this difference is that the “inheritance” in the behavioral profile 

hierarchy is only derived from the given data according to some statistical measures and 

it may not reflect the intrinsic inheritance unless domain experts confirm it.  

 

3.5 Profile evaluation 

A behavioral profile should consist of a set of significant and distinct behavioral 

characteristics according to the profile definition provided in Subsection 1.2.1. The key 

problem to behavioral profile evaluation is how to design the measures and 

corresponding measurements to evaluate its significance and distinctness. Essentially, we 

evaluate behavioral profiles in terms of three different measures: popularity, dissimilarity, 

and parsimony.  

Popularity evaluates the significance of the behavioral profiles. The popularity of an 

entity profile reflects to what extent the profile represents its entity, which can be 

measured by the ratio of the number of entity’s transactions that contain the behavioral 

characteristics in its profile to the total number of entity’s transactions, i.e. ⎟⎟
⎠

⎞
⎜⎜
⎝

⎛
i

j
ij ebcP |U . 

The total profile popularity for all entities can be calculated by  
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where ( )ieP  is the abbreviation for ( )ieeP = . Because the above measure also 

reflects how many transactions covered by the profiles, we sometimes call it profile 

coverage. The profile coverage can be measured by counting transactions that include the 

behavioral characteristics of profiles. Low profile coverage often indicates the problem in 

the data mining process, e.g., inappropriate type of patterns is chosen to be discovered or 

improper parameter settings for data mining algorithm. Although the profile popularity is 

scarcely evaluated in practice, the popularity of behavioral characteristic, i.e. ( )jbcP , is 

usually computed and used as the measure of the interestingness of patterns or rules, such 

as the support of sequential patterns and association rules. When the popularity of 

behavioral characteristic is defined for an entity, it is ( )iij ebcP | , a conditional probability 

assumed to be associated with each behavioral characteristic (Section 3.2),  i.e. entity 

support.  

Dissimilarity is a concept borrowed from clustering, which is used to evaluate the 

distinctness of behavioral profiles. According to the assumption provided in Section 3.2, 

we can check if two behavioral characteristics are similar. So, one of the approaches to 

measuring the dissimilarity between two profiles is Jaccard coefficient by considering 

there is a binary variable associated with each behavioral characteristic to indicate if it is 

present in a particular entity’s profile.  
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where ( )ki pfpfd ,  is the dissimilarity between profiles of entity i  and k , ki pfpf ∪  

is total number of unique behavioral characteristics in both profiles, and ki pfpf ∩  is the 

number of common behavioral characteristics in two profiles. The dissimilarity is usually 

the critical measure for selecting behavioral characteristics to build profiles. That is, 

when we construct a profile, we tend to select the behavioral characteristics that 

maximize the dissimilarity between this profile and the others.  

Parsimony is defined as a measure to evaluate the succinctness of behavioral profiles. 

Sometimes, a significant and distinct profile may contain too many behavioral 

characteristics to be used in the real-world applications. For instance, a real-time 

intrusion detection system should restrict the size of profiles to guarantee the system 

response time. In another case, if a website employs large user profiles to render 

personalized web pages, it may increase customer waiting time, and therefore may lose 

customers even if the customized web pages provide more appropriate contents to the 

customers than those of other websites. So, the parsimoniousness is desirable for 

behavioral profiles in many profile applications even if it is not stated in our definition of 

profile. The simplest method to measure parsimony is to count total number of behavioral 

characteristics in all profiles, i.e. ∑
i

ipf . Another measure is the average number of 

behavioral characteristics, i.e.  
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, PFpfi ∈  

where PF  is total number of profiles for all entities.  

To summarize, the quality of behavioral profile is evaluated by popularity, 

dissimilarity, and parsimony. The popularity (i.e. coverage) measures the significance of 

profiles. The dissimilarity is employed to measure the distinctness of profiles, and it is 

often the key measure for constructing profiles. The parsimony is the measure for 

keeping profiles concise. In some cases, these measures might be conflict. For instance, 

high profile coverage often leads to non-parsimonious profiles. Hence, the practitioners 

sometimes need to consider trade-off.  

From the view of profile applications, the measure of popularity reflects the usage or 

recall rate of profiles, and the dissimilarity correlates with the accuracy and precision rate 

of profile applications, while parsimony is related to the efficiency of the applications.  

Those relationships imply the rationality of evaluating profiles indirectly thru their 

applications. 

 

3.6 Summary 

In this chapter, we have proposed a profile representation framework to represent 

behavioral profiles as a set of behavioral characteristics.  Also, some assumptions have 

been presented to ease the discussion of the profile construction model in chapter 4.  
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Moreover, profile operation has been introduced to explain the foundation of various 

profile applications. Although profile operation is not our research focus in the 

dissertation, it is an important and interesting direction of our future profiling research.  

Furthermore, we have introduced a hierarchical structure to organize behavioral 

profiles, and also we have described some of its properties that will be utilized in the 

profile construction model in the next chapter.  

Finally, we have presented some measures for directly evaluating the quality of 

behavioral profiles. The similarity measure is the critical one that will be used to build the 

profile construction model in chapter 4.  

Additionally, in this chapter, we list and describe a set of basic concepts and notations 

that will be used in the rest of the dissertation. 
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4 PROBLEM MODEL AND SOLUTION FOR BEHAVIORAL PROFILE 

CONSTRUCTION  

In this chapter, we classify and formally describe the behavioral profile construction 

problems. We build the optimization model for a major behavioral profile construction 

problem – CH problem, and analytically analyze the optimization model based on graph 

theory. We develop two approaches to searching the optimal solution to the optimization 

model, and compare the approaches using synthetic data. Additionally, we discuss the 

extension of the optimization model.  

 

4.1 Introduction 

The behavioral profile construction process selects the behavioral characteristics 

discovered by the data mining process to build entity’s profiles. To ease modeling of 

behavioral profile construction problem, we separated the data mining process and the 

profile construction process (Subsection 1.3.3). 

To explore the nature and the structure of profile construction problem, we model it 

as an optimization problem. Taxonomy of the profile construction problem is discussed 

in Section 4.2. An optimization problem model for complete model input – CH 

optimization problem model is presented and analyzed in Section 4.3. To search the 

optimal solution to the CH optimization problem, brute-force and Genetic Algorithm 

approaches are developed in Section 4.4, and experiments are conducted to compare 

these two approaches using synthetic data in Section 4.5. In addition, extended models 
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for incomplete model input and flat profile output are discussed in Section 4.6. Finally, 

the chapter is summarized in Section 4.7. 

  

4.2 Taxonomy of profile construction problems 

Since the behavioral profile construction is the subsequent process of data mining 

process, some of its input, e.g. behavioral characteristics, is the output of the data mining 

process.  In addition, a behavioral profile hierarchy sometimes is provided to describe the 

relationships among entities’ behavioral profiles. Hence, the input of behavioral profile 

construction process includes: 

• A set of entities and associated entity prior probabilities, ( )ieP , provided by 

data mining process. 

• A set of behavioral characteristics, i.e. patterns and/or rules, distributed in 

entity profiles, and associated entity supports, ( )iij ebcP | , provided by data 

mining process. 

• An optional behavioral profile hierarchy provided by domain experts. 

In terms of the completeness of input, we classify the profile construction problems 

into two categories: complete input and incomplete input. A complete input contains all 

the input listed above, while an incomplete input provides all except the profile hierarchy.  

In a view of the expected output, profile construction problems are classified into two 

categories: hierarchical profiles, i.e. profiles within hierarchy, and flat profiles, i.e. 

profiles without hierarchy.  
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Finally, we integrate above two classification approaches into one taxonomy, which 

is presented in a two dimensional input-output matrix in Figure 4.1.  

 

 

 

 

 

Figure 4.1: Input-output matrix for taxonomy on profile construction problem 

In the input-output matrix, building hierarchical behavioral profiles from incomplete 

input (i.e. IH problem) is the most difficult problem because it requires generating a 

profile hierarchy not given by the domain experts. However, the problem can be 

decomposed into two sub problems: establishing a profile hierarchy and building entity 

profiles in the hierarchy. The second problem is equivalent to the problem of hierarchical 

behavioral profile construction with complete input, i.e. CH problem, which is considered 

as a core problem for behavioral profile construction. Therefore, we focus on modeling 

and solving CH problem at first, and then extend the model to the profiling problems of 

the other categories (i.e. IH, CF, and IF problems) in this chapter.   

 

4.3 An optimization model for CH problem 

In this section, we begin with a formal description of the CH problem (i.e. 

hierarchical behavioral profile construction problem with complete input) and relevant 
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assumptions, and then propose an optimization model for the CH problem. Finally, we 

conduct some analytical analyses for the solutions to the optimization model.  

 

4.3.1 CH problem description 

Because each entity has one and only one behavioral profile in our representation 

model, the hierarchy can also be deemed as of entities (Section 3.2). Usually, we assume 

that the behavioral characteristics are given only for behavioral profiles of the entities at 

the lowest hierarchical level, i.e. the individual entities in the hierarchy. It is a reasonable 

assumption because we need to obtain the behavioral characteristics at the greatest 

granularity so that we are able to extract and derive the behavioral characteristics for all 

non-individual entities in the hierarchy. Also, it might be worth to notice that the 

granularity of individual entities is largely up to the profile applications. So, an individual 

entity is unnecessary an individual user or customer. For instance, for a customer profile 

analysis on target promotion group, the individual entities can be the customer groups, 

and the provided behavioral characteristics are also at the granularity of customer group. 

Moreover, the assumption simplifies our discussion on the CH optimization problem.  

Formally, the input of CH problem includes: 

• A set of entities E  and associated entity prior probabilities ( )ieP , obtained 

from data mining process.  

• A hierarchy matrix H  that reflects the parent-child relationships among the 

entities, provided by domain experts. 
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• A set of profiles called initial entity profiles, labeled as )0(PF .  

Usually, in )0(PF  all but individual entity profiles are empty. Each individual entity 

profile contains a set of behavioral characteristics ijbc , and associated entity supports 

( )iij ebcP |  that are provided by data mining process. Consider the CH problem as a post 

process for association rule mining. Each behavioral characteristic is equivalent to an 

association rule for each user, while the entity support is the support for the association 

rule in the user’s transaction set. Apparently, for each user, the association rules and their 

supports are generated by the data mining process, and therefore the behavioral 

characteristics (i.e. association rules) and corresponding entity supports constitute initial 

profiles for individual entities (i.e. users). Hence, all individual entity profiles in the 

initial profile set ( )0PF   are obtained from the data mining process. The profiles for other 

entities can be included in initial profile set but they are unnecessary because these 

profiles can be derived as we will show in detail later on. To keep initial profile set 

parsimonious, we defined the initial profiles and initial profile set formally as below.  

An initial profile of entity i  obtained from the data mining process is represented as 

( )0
ipf , which is a set of behavioral characteristics, i.e. ( ) ( ) ( ) ( ){ }LLL ,,,, 00

2
0
1

0
ijiii bcbcbcpf = , 

if ie  is an individual entity, namely, ( ) 0=iel , and is an empty set, that is, ( ) φ=0
ipf , if ie  

is a non-individual entity, i.e. ( ) 0≠iel . Moreover, an entity support ( )( )iij ebcP |0  is 

associated with each behavioral characteristic in the initial individual entity profiles. An 

initial profile set, ( )0PF , is a set of the initial profiles.  



73 

 

The hierarchy matrix H  is a EE ×  matrix, where E  is total number of entities. 

Each element of H  is assigned according to following formula: 

⎩
⎨
⎧

=
otherwise

eentityofparenttheiseentityif
h ki

ik 0
1

,   1,,2,1,0, −= Eki K  

where ikh  is the element at i th row and j th column in the hierarchy matrix H . The 

indices i  and j  start with 0 and end at 1−E  because we defined 0e  as the super entity 

and it should be included in any entity set, E . Also, the matrix H  has following 

properties: 

• No entity can be the parent of itself, i.e. 0=iih , 1,,2,1,0 −= Ei L . 

• No individual entity can be a parent of another entity, i.e. 0=ikh , 

1,,2,1,0 −= Ek L , if ie  is an individual entity.  

• An entity can either be a parent or a child of another specific entity, but not 

both, namely, parent-child relationships are asymmetric, i.e. 1≠× kiik hh , 

1,,2,1,0, −= Eki K . 

• Super entity 0e  has no parent, i.e. 00 =ih , 1,,2,1,0 −= Ei L . 

Actually, the hierarchy matrix is an adjacency matrix in graph theory if we think there 

is a directed edge from each parent to one of its children, and hierarchy is a directed 

acyclic graph (abbr. DAG) with a designated root vertex, i.e. super entity.  

The output of the CH problem is a set of entity behavioral profiles placed in the given 

hierarchy. Actually, we do not revise the hierarchy in the profile construction process of 
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CH problem because we currently think it as a clustering problem and will be discussed 

further in Section 4.6.  

In formal representation, the output of CH problem is a set of re-constructed 

behavioral profiles, labeled as ( )•PF . To recap, we formally describe the hierarchical 

behavioral profile construction problem with complete input, namely, CH problem, as 

below. 

CH Problem: Given a set of entity E , a EE ×  hierarchy matrix EH , and an initial 

profile ( )0PF , construct a profile set ( )•PF  that fits certain predefined criteria σ .  

The criteria σ  determines the quality of profiles in the ( )*PF . If the σ  is an optimal 

condition, the CH problem is an optimization problem.  

 

4.3.2 CH Optimization problem model 

As we stated in Section 3.6, the dissimilarity between the profiles is a critical measure 

for the quality of profiles. It demonstrates to what degree that a profile is distinct from 

another one. To calculate the dissimilarity, we proposed Jaccard coefficient in Section 3.5. 

Here, we incorporate the entity support into Jaccard efficient to evaluate the dissimilarity 

between two profiles at the same level in the given hierarchy: 

( ) ∑
=

=
m

j
ikjki d

m
pfpfd

1

1, ,    (Equation 4.1)  

where ki pfpfm ∪= , ( ) ( ) 1−≠= Lelel ki , PFpfpf ki ∈∀ , , and ikjd  is the 

dissimilarity between two behavioral characteristics, which is computed by entity 
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supports. Since only super entity is at the top level, we let ( ) 0, =ki pfpfd , for all 

( ) ( ) 1−== Lelel ki . We present the calculation of ikjd  as below: 

( )
( )
( ) ( )⎪

⎩

⎪
⎨

⎧

∈∈−
∈∉
∉∈

=

kjijkjij

kjijkj

kjijij

ikj

pfbcpfbcebcPebcP
pfbcpfbcebcP
pfbcpfbcebcP

d
,||
,|
,|

, BCbc j ∈ . (Equation 4.2) 

The total similarity for a set of profile, PF , in the provided hierarchy is  

( ) ( )∑ ∑
−

= =
⎟⎟
⎠

⎞
⎜⎜
⎝

⎛
=

2

0 1
,1L

l

N

n
kin

l

l

pfpfd
N

PFD , ( ) ( ) lelel ki == , PFpfpf ki ∈∀ , ,(Equation 4.3) 

where, lN  is total number of different pairs of profiles at level l . It is calculated by 

( )
2

1
2

−
=⎟⎟

⎠

⎞
⎜⎜
⎝

⎛
= lll

l

PFPFPF
N ,     (Equation 4.4) 

where lPF  is a set of profiles at level l , and lPF  is the total number of profiles in 

the set.  

In Equation 4.3, the average dissimilarities of profiles at each hierarchical level 

except top level are first calculated, and then they are summed to obtain the total 

dissimilarity of a designed profile set. The top level is excluded because there is only one 

super entity profile and the dissimilarity is presumed to be 0. Since we use the average 

dissimilarity for each level, the influence of profile outlier is alleviated.  

In Section 3.5, we also propose another two measures for evaluating the constructed 

profile set: profile coverage and parsimony. The profile coverage can be calculated by 
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⎟⎟
⎠

⎞
⎜⎜
⎝

⎛
U

j
jbcP  . So, it is determined by the behavioral characteristics discovered by the data 

mining process because we never remove or add any behavioral characteristics during the 

profile construction process. In other words, profile coverage is a constant in profiling 

problem and therefore it cannot be used as an optimization criterion. The parsimony is 

measured by counting total number of behavioral characteristics in all profiles, i.e. 

∑
i

ipf . It is not a constant during profile construction process because the same 

behavioral characteristics in two different profiles are counted twice and it could be 

changed when relocating a behavioral characteristic from a child to parent and vice versa. 

Actually, the main purpose of such relocation operations is to adjust the dissimilarity. 

However, these operations have some side effects on parsimony measure as will be 

discussed in detail later in this section. For simplicity, we only consider to maximize the 

total dissimilarity in the optimization model of CH problem, and leave the parsimony as a 

measure we used in experiments and simulation.  

Now that we decide the optimal condition for CH problem, we revise the description 

for CH problem to CH optimization problem as follow. 

CH Optimization Problem: Given a set of entity E , a EE ×  hierarchy matrix EH , 

and an initial profile ( )0PF , construct an optimal profile set ( )∗PF  that maximizes the 

total dissimilarity ( )PFD .  
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Before further analysis of the problem, we discuss some important concepts that 

related to the CH optimization problem. First, we define the concept of reachable, which 

is required in the following discussions.  

An entity ke  is reachable by another entity if there is a directed path from entity ie  to 

entity ke  in the given profile hierarchy. This definition of reachable is the same as the 

one defined in graph theory if we consider the entities as vertices and the profile 

hierarchy as a graph. Based on graph theory, we can define the reachability matrix R  of a 

profile hierarchy as a EE ×  matrix where an element 1=ikr  if ke  is reachable by ie , i.e. 

ie  is an ancestor of ke . The reachability matrix R can be derived from hierarchy matrix 

H using Boolean matrix product iteratively (Warshall 1962): 

LHHHHR ∨∨∨∨= LL32 ,   (Equation 4.5) 

where HHH ∧=2  and is calculated as 

( ) ( )jkijjik hhh ∧∨=2 , 

and HHH ∨=′ is computed as  

ikikik hhh ∨=' . 

Now, we explain how to calculate the entity prior probability and entity support based 

on the concept we introduced above.  The prior probability of a non-individual entity  

( )ieP   is a sum of the prior probability of all reachable individual entities, i.e.   

( ) ( )∑=
k

ki ePeP , 1=ikr , ( ) 0≠iel , ( ) 0=kel   (Equation 4.6) 
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where ikr  is an element at i th row and j th column in the reachability matrix R . The 

entity support of non-individual entity ( )iij ebcP |  is computed using following formula: 

( )
( ) ( )

( )∑
∑

=

k
k

k
kkkt

iij eP

ePebcP
ebcP

|
| ,    (Equation 4.7) 

where ktij bcbc = , 1=ikr , ( ) 0≠iel , ( ) 0=kel .  

The profile construction process in our CH optimization problem is just to relocate all 

behavioral characteristics so that total dissimilarity of profiles is maximized. A solution 

to CH problem is nothing but a behavioral profile set that distributed in the given 

hierarchy. However, not all solutions are feasible solutions to the problem. Hence, we 

discuss the criteria for feasible solutions below.  

As already been stated in Section 3.4, behavioral characteristics in a profile of a non-

individual entity are popular in the profiles of its descendants. Here, we further restrict 

that if a behavioral characteristic is hold in an entity’s profile, it should not be included in 

all its descendants. There are three major reasons explaining why we add this restriction. 

First, this behavioral characteristic is usually not distinct in the descendants’ profiles 

because it is supposed to be popular and common in their profiles as assumed in the 

profile hierarchy. Second, it is not parsimonious to duplicate the behavioral 

characteristics in all descendants’ profiles. Finally, even if we occasionally need to know 

the accurate entity supports of the behavioral characteristics in the descendant profiles, 

we can always derive them from initial profiles using Equation 4.7. Therefore, we get 

first necessary condition for feasible solution to CH optimization problem. 
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Non-redundancy condition: in a feasible solution to CH optimization problem, if a 

behavioral characteristic jbc  appears in a particular entity ie ’s profile, jbc  should never 

appears in the profiles belonging to: (1) the entities that is reachable by ie ; or (2) the 

entities by which ie  is reachable.  

Proof: Let jbc  be a behavioral characteristic in the profile of entity ie , and ke  be an 

entity reachable by ie . Thus, ke  is a descendant of ie . So, jbc  cannot also be included in 

entity ke ’s profile according to our stated restriction. In an opposite situation, if ie  is 

reachable by ke , then ie  is the descendant of ke . So, if ke  also contains jbc  then the 

restriction is violated because it requires that ie  excludes jbc .  

Lemma 4.1: If a behavioral characteristic is contained in the super entity’s profile, it 

should not be included in any other entities’ profiles in a provided hierarchy.  

The lemma is obvious because all other entities are descendants of the super entity in 

a hierarchy.  

The non-redundancy condition guarantees that no redundant behavioral characteristic 

information appears in a feasible solution. However, it does not guarantee that all 

behavioral characteristics discovered for individual entities in the data mining process, i.e. 

initial profiles, are also available in these individual entities or can be derived from their 

ancestor entities. For instance, in Figure 4.2, if a behavioral characteristic included in the 

initial profiles of entity 11e , 13e , 14e , 15e  and 18e , and it also appears in the profiles of 

entity 2e  and 18e  in a solution, then we find that the behavioral profile information 
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provided in the initial profiles are completely kept in the solution because the fact that 11e , 

13e , 14e , and 15e  have the behavioral characteristic in their initial profile can be derived 

from the fact that their ancestor entity 2e ’s profile, namely, the behavioral characteristic 

should be popular in its descendants including 11e , 13e , 14e , and 15e , and also 18e  

preserves the behavioral characteristic in its own profile. However, if only 5e  and 18e ’s 

profiles contain the particular behavioral characteristic in another solution, the solution is 

invalid because there is no evidence can be found in the solution for the fact that entity 

15e ’s initial profile has the behavioral characteristic. Therefore, we present second 

necessary condition for feasible solution to CH optimization problem. 

Fully-cover condition: In a CH optimization problem, given any behavioral 

characteristic BCbc j ∈ , ( )0
jPF  is a subset of initial profile set ( )0PF . It contains and only 

contains the initial profiles that have jbc . Also, ( )•
jPF  is a subset of a feasible solution to 

CH optimization problem, and it contains and only contains the profiles that have jbc . 

The fully-cover condition requires that each entity ie  that has an initial profile in ( )0
jPF , 

should either be an entity or be reachable by an entity ke  that has a profile in ( )•
jPF . If 

this condition is satisfied for all BCbc j ∈ , then we can claim that the initial profile set 

( )0PF  is fully covered by the feasible solution ( )•PF . 

Proof: Without lose generality, let '
ie  be an entity whose initial profile contains a 

behavioral characteristic  BCbc j ∈  . Moreover, in a given potential feasible solution, it 
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is neither an entity or be reachable by an entity whose profile contains the behavioral 

characteristic jbc . Therefore, the jbc  is not in '
ie ’s profile in the solution.  Moreover, all 

its ancestor entities’ profiles do not have jbc  because they are all the entities that are able 

to reach '
ie . That is, the fact that '

ie  has jbc  cannot be derived from its ancestors’ profile.  

Hence, the given solution is not a feasible solution.  

 

 

 

 

 

 

 

 

Figure 4.2: An example of profile hierarchy 

In a hierarchy presented in Figure 4.2, consider another example that a behavioral 

characteristic included in the initial profiles of entity 11e , 13e , 14e  and 18e , and the 

behavioral characteristic is presented in the profiles of entity 5e , 7e  and 18e  in a given 

solution. We notice that 7e  and all its descendants do not include the behavioral 

characteristic in their initial profiles though the solution satisfies the non-redundancy and 
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fully-cover condition. Apparently, this is not the expected feasible solution. Therefore, 

we give the last necessary condition for the feasible solution to CH optimization problem.  

Predictability condition: In a feasible solution ( )•PF  to CH optimization problem, for 

any entity ie , its profile should not contain any behavioral characteristics that neither 

appear in its initial profile nor appear in the initial profiles of the entities reachable by 

itself.  

The proof is obvious because the reachable entities are entity ie ’s descendants. We 

describe all three necessary conditions in terms of the reachability of the entities in 

hierarchy. It is because the entities’ reachability is easily and efficient to be tested by 

reachability matrix, and this will help us design the algorithms for searching feasible 

solutions.  

Before we formally define the feasible solution, we define solution space as below.  

Solution space: a solution space, X , is a set of all possible solutions to CH 

optimization problem, i.e. { }( )
⎭⎬
⎫

⎩⎨
⎧ ∈=

EBCPFPFX 1,0| . 

In the above definition, a profile is considered as a m -dimensional binary vector, 

where BCm = , and therefore, a solution consists of n  profiles, and En =  . Hence, 

total number of solutions in a solution space is BCE ×2 . 

Now, we define feasible solution to CH optimization problem based on its sufficient 

and necessary condition, and also define the feasible solution space. 
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Feasible solution: a solution to CH optimization problem, XPF ∈ , is a feasible 

solution, ( )•PF , if and only if it satisfies non-redundancy, fully-cover, and predictability 

conditions simultaneously. 

Feasible solution space: a feasible solution space XG ⊂ , is a set of all feasible 

solutions to CH optimization problem.  

Finally, we define the optimal solution to CH optimization problem. 

Optimal solution: an optimal solution to CH optimization problem, ( )∗PF , is a 

feasible solution in feasible solution space G , which maximizes the total dissimilarity 

( )( )∗PFD , i.e. ( )( ) ( )( )•∗ ≥ PFDPFD  , ( ) GPF ∈∀ • . 

 

4.3.3 CH optimization problem analysis 

The first step to solve CH optimization problem is to find its feasible solutions. In this 

section, we mainly study the nature of feasible solution. Specifically, we find a feasible 

solution of a particular behavioral characteristic is just equivalent to finding an 

independent dominating set in a transitive closure of an induced subgraph of the given 

hierarchy that contains the behavioral characteristic as its vertices. Additionally, we re-

formalize the CH optimization problem into a more general form based on our finding of 

feasible solution, and prove the general CH optimization problem is NP-hard.  

In the last section, we have discussed three conditions for checking if a solution to 

CH optimal problem is feasible. We notice that all three conditions purpose at restricting 

which profiles in the given hierarchy can contain a given behavioral characteristic in a 
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feasible solution. In other words, if we find each behavioral characteristic in a solution is 

appropriately located in the profile hierarchy without violating any of the three conditions, 

then we are able to conclude that the solution is feasible. This provides us another 

approach to verifying feasible solutions.  

To find a feasible solution of a behavioral characteristic to CH optimization problem 

is actually to find a set of entity profiles that are valid to hold the behavioral characteristic 

simultaneously in one solution. Namely, a set of profiles are a feasible solution of a 

behavioral characteristic if and only if three necessary conditions listed in the definition 

of feasible solution are all satisfied. Based on this insight, we formally discuss the nature 

of feasible solutions in terms of graph theory as below. 

Given a profile hierarchy ( )AVH , , where V  is a set of vertices representing entity 

profiles, while A  is a set of directed edges from parent profiles to child profiles. As we 

have already mentioned before, the profile hierarchy is a directed acyclic graph (DAG). 

Provided a behavioral characteristic bc , we first extract an induced subgraph [ ]VH ′  from 

H  such that its set of vertices VV ⊆′  includes all the vertices representing individual 

entity profiles that contain bc  and the vertices that are reachable by these individual 

entities in the hierarchy H ,  and it contains all the edges in A  that incident the vertices 

in V ′ . Then, we transform H ′  to its transitive closure ( )∗∗ ′ AVH ,  by adding an edge 

( )vu, , into ∗A  if and only if v  is reachable by u  in  [ ]VH ′ . Now, we prove following 

lemma.  
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Theorem 4.1: A feasible solution of a behavioral characteristic bc  to CH optimization 

problem is an independent dominating set of vertices of profiles, ∗
idV , that contain the bc  

and are located in a transitive closure of H ′  that is labeled as ( )∗∗ ′ AVH , , and VVid ′⊆∗ .  

Proof: because in an independent set of a graph requires no vertices are incident each 

other, and also ( )∗∗ ′ AVH ,  is the transitive closure of the induced subgraph of ( )AVH , , 

any vertex ∗∈ idVv   should have no other vertices that either reach to it or are reachable by 

it. Therefore, ∗
idV  satisfies the non-redundancy condition. Moreover, a dominating set of a 

graph requires that all the vertices in the graph should either be in the dominating set or 

be incident with a vertex in the dominating set. Because ∗∈ idVv , and VVid ′⊆∗ , ∗
idV  , all 

vertices ∗∈ idVv , should represent either an individual entity whose initial profile contains 

bc  or an entity profile that can reach such an individual entity. Also, because ∗
idV  is a 

dominating set in ( )∗∗ ′ AVH , , all ∗∈ idVv  can either reach a vertex of an individual entity 

whose initial profile includes bc  or just be such a vertex, that is, all such vertices of 

individual entities are covered as stated in the fully-cover condition. Furthermore, 

because the graph ∗H  is a transitive closure of the induced subgraph [ ]VH ′  that only 

includes the vertices of individual entities that contains the bc  or the vertices can reach 

such individual entity vertices, predictability condition will never be violated. Therefore, 

according to the definition of feasible solution, we conclude that the independent 

dominating set ∗
idV  satisfies all three conditions and the profiles corresponding to the 
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vertices in it form the feasible solution of the behavioral characteristic bc  to CH 

optimization problem.  

Lemma 4.2: a set of super entity vertex, { }0v  is always an independent dominating set 

of ∗H  for any behavioral characteristic bc , namely, it is always a feasible solution of any 

behavioral characteristic to CH optimization problem and it is the only feasible solution 

that contain the super entity. 

Proof: because the super entity can always reach any vertex in the original hierarchy 

H , it is always included in the induced subgraph [ ]VH ′  and an independent dominating 

set for transitive closure of [ ]VH ′ . So, it is a feasible solution. Also, because all entities 

in a hierarchy are reachable by the super entity, a solution that includes the super entity 

cannot contain other entities due to non-redundancy condition. Therefore, it is the only 

feasible solution of any behavioral characteristic.  

A feasible solution to CH optimization problem can now be deemed as a union of 

every feasible solution to each behavioral characteristic, which is a set of vertices (i.e. 

profiles) in the independent dominating set of the transitive closure of each induced 

subgraph [ ]VH ′ . To find feasible solution becomes to find independent dominating set in 

the converted subgraph. Based on this conclusion, we re-formalize the CH optimization 

problem into a more general form. 

Problem: General CH optimization problem 

Instance: Given (1) a directed acyclic graph ( )AVH , , a partition of V  into disjoint 

sets lV  , nl ,,2,1,0 L= , where { }0vVn = , every directed edge Avu ∈),(  should satisfy 
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1−∈ lVu , lVv∈ , and there is at least one directed edge Avu ∈),(  for each lVv∈ ; (2) a 

finite set BC ; (3) an induced subgraph [ ]jVH  of ( )AVH ,  for each BCbc j ∈ , and 

10 ≥∩VV j ; (4) for any lki Vvv ∈, , ki vv ≠ , BCBCBC ki ⊆, , a nonnegative 

dissimilarity ( ) ( )( )kkii BCvBCvd ,,, . 

Feasible solution: A profile set PF , i.e. a set of profiles PFpfi ∈ ,  for each Vvi ∈ , 

there is exact one ( )iii BCvpf ,= , BCBC
i

i =U  such that for each BCbc j ∈ ,  

( ){ }iiiijij BCvpfBCbcvV ,, =∈=′  is an independent dominating set of the transitive 

closure ( )∗∗ AVH j ,  of the induced subgraph  [ ]jVH , i.e. for all jj VVu ′−∈  , jVv ′∈∃  for 

which either ( ) ∗∈ Avu,  or ( ) ∗∈ Auv, , and no two vertices in jV ′  are incident by a 

directed edge in ∗A  .  

Measure: The total dissimilarity ( )PFD , i.e. ( )∑ ∑
−

=
≠∈∀ ⎥

⎦

⎤
⎢
⎣

⎡1

0
,,

,1n

l
vvVvv ki

l
kilki

pfpfd
N

, 

where
( )
2

1
2

−⋅
=⎟⎟

⎠

⎞
⎜⎜
⎝

⎛
= lll

l

VVV
N .  

Goal: ( )PFDmax . 

We prove the general CH optimization problem is NP-hard by transformation. 

Specifically, we demonstrate that the decision version of the Maximum Capacity 

Representatives (MCRD) problem, which is NP-complete (Bellare 1993), can be 

transformed to the decision version of the general CH optimization problem (GCHOD) in 
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polynomial time. We first give the formal description of these two decision problems as 

below. 

Maximum Capacity Representatives problem (decision version): Given disjoint sets 

mSSS ,,, 21 L , For any ji ≠  and iSx∈ , kSy∈ , a capacity ( ) 0, ≥yxc , and a real number 

K , is there a solution, called a system of representatives, T , which is a set that consists 

of m elements, such that 1=∩ iST , mi ,,2,1 L=∀ , and ( ) Kyxc
Tyx

≥∑
∈,

, ? 

General CH optimization problem (decision): Given a general CH optimization 

problem instance and a real number B , is there a feasible solution PF  such that its total 

dissimilarity ( ) BPFD ≥ ? 

Now, we prove the General CH optimization (decision) problem, i.e. GCHOD, is NP-

complete (Note that all time complexities are worst case complexities in the following 

proof). 

Proof: To show NPGCHOD∈ , we select the profile set PF  as the certificate for a 

given instance of GCHOD problem. The verification algorithm checks if for each iv , 

there is exact one PFpfi ∈  and ( )iii BCvpf ,=  with time complexity ( )VPFO ⋅ , and 

then confirms BCBC
i

i =U  with time complexity ⎟
⎠

⎞
⎜
⎝

⎛
⋅∑

i
iBCBCO . After that, for each 

BCbc j ∈ , it constructs ( ){ }iiiijij BCvpfBCbcvV ,, =∈=′  with time complexity 

⎟
⎠

⎞
⎜
⎝

⎛
⋅∑

i
iBCBCO  for all BCbc j ∈ . Thereafter, it generates transitive closure 
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( )∗∗ AVH j ,  of induced subgraph [ ]jVH  for all BCbc j ∈ using Warshall’s algorithm 

(Equation 4.5) with time complexity ( )3

jVBCO ⋅  (Warshall 1962), and verifies if jV ′  is 

an independent dominating set of ( )∗∗ AVH j , , i.e. checks, for all jj VVu ′−∈  , whether 

there is jVv ′∈  for which either ( ) ∗∈ Avu,  or ( ) ∗∈ Auv, , and affirms there is no two 

vertices in jV ′  are also incident by a directed edge in ∗A . For all jV ′ , the total time 

complexity of this step is ( )2

jjjj VBCVVVBCO ′⋅+′⋅′−⋅ . Finally, it confirms that 

( ) BPFD ≥ . This verification algorithm runs in polynomial time according to our time 

complexity analysis. Hence, NPGCHOD∈ . 

 

 

 

 

Figure 4.3: A sample of constructed graph ( )AVH ,  for transformation 

To present constructed transformation from MCRD problem to GCHOD problem, 

consider an instance of MCRD problem as an input of the transformation. The 

transformation constructs a graph ( )AVH ,  where V  can only be partitioned into 2 

disjoint sets, { }01 vV = , 10 VVV −= , mV =0 , and ( ){ }1000 ,, VvVvvvA ii ∈∈∀= (Figure 

4.3). Let U
m

i
iSBC

1=

= . Let each iSx∈  be a BCbc j ∈ , and let { }ij vvV ,0= , 0Vvi ∈ , for 

v1 v4

v0

v2 v3
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the induced subgraph [ ]jVH  of ( )AVH , . Thus, { } 10 ==∩ ij vVV . Let M be a large 

positive real number and ∑∑
−

= +=

>
1

1 1

max
m

i

m

ik
ikcM , where ( ){ }kiik SySxyxcc ∈∀∈∀= ,|,maxmax . 

For any 0, Vvv ki ∈ , ki vv ≠ , BCBCBC ki ⊆, , let ii SBC ⊆∀ and kk SBC ⊆∀  let 

dissimilarity ( ) ( )( )kkii BCvBCvd ,,,  be ( ) Myxc +,  if { } ii SxxBC ∈= ,  and 

{ } kk SyyBC ∈= , , i.e. 1== ki BCBC , and let ( ) ( )( ) 0,,, =kkii BCvBCvd  otherwise. Let 

M
N
KB +=

0

, where 
( )
2

1
2

000
0

−⋅
=⎟⎟

⎠

⎞
⎜⎜
⎝

⎛
=

VVV
N . The output of the transformation is a 

constructed instance of GCHOD problem, and the transformation can be executed in 

polynomial time.  

To show the transformation is a reduction, we need to prove that the instance of 

MCRD problem has a system of representatives, T , such that 1=∩ iST , mi ,,2,1 L=∀ , 

and ( ) Kyxc
Tyx

≥∑
∈,

,  if and only if the constructed instance of GCHOD problem has a 

feasible solution PF , and ( ) BPFD ≥ , i.e. 

(A) If the instance of MCRD problem has a system of representatives, T , such 

that 1=∩ iST , mi ,,2,1 L=∀ , and ( ) Kyxc
Tyx

≥∑
∈,

, , then the instance of 

GCHOD problem that generated by the transformation has a feasible solution 

PF , and ( ) BPFD ≥ ; 
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(B) If the instance of GCHOD problem that generated by the transformation has a 

feasible solution PF , and ( ) BPFD ≥ , then the instance of MCRD problem 

has a system of representatives, T , such that 1=∩ iST , mi ,,2,1 L=∀ , and 

( ) Kyxc
Tyx

≥∑
∈,

, . 

To prove (A), we assume that the instance of MCRD problem has a system of 

representatives, T , such that 1=∩ iST , mi ,,2,1 L=∀ , and ( ) Kyxc
Tyx

≥∑
∈,

, . Let 

{ }xBCi = , iSTx ∩∈ , and ( ) { }( )xvBCvpf iiii ,, == , 0Vvi ∈ , iS∀ . Let ( )000 , BCvpf = , 

and TSBC −=0 , where U
m

i
iSS

1=

= . Because 1=∩ iST , there is exact one ipf  for each 

for each Vvi ∈ , and BCBC
m

i
i =

=
U

0

. Each ij BCbc ∈ , i.e. x , is assigned and only assigned 

to one profile, which can either be ipf , i.e. { }ij vV =′   if Tx∈  or be 0pf , i.e. { }0vV j =′  

otherwise. Also, ( ) [ ]jj VHAVH =∗∗ ,  because the directed edge ( )ivv ,0  is the only edge 

in [ ]jVH  and ∗A . No two vertices in jV ′  are incident by a directed edge in ∗A  because 

1=′jV . Moreover, since { }ij vvV ,0= , only jj VVv ′−∈0  and ( ) ∗∈ Avv i,0  if { }ij vV =′ ,  

and vice versa.  Therefore, jV ′  is always the independent dominating set of ( )∗∗ AVH j , , 

and thus { }mipfPF i ,,2,1,0| L==  is a feasible solution to the instance of GCHOD 

problem obtained by transformation. Furthermore,  
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Hence the instance of GCHOD problem that generated by the transformation has a 

feasible solution PF , and ( ) BPFD ≥ .  

Conversely, to prove (B), we suppose that the instance of GCHOD problem that 

generated by the transformation has a feasible solution PF , and ( ) BPFD ≥ . Consider a 

particular profile ( )jjj BCvpf ,= , 0Vv j ∈ , jj SBC ⊆∀ and assume PFpf j ∈ . If 
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Since the MCRD problem implies 2≥m , ( ) BM
N
KMPFD =+<<

0

, which 

contradicts our supposition ( ) BPFD ≥ . Therefore, PFpf j ∉ if 1≠jBC , jpf∀ .  

Alternatively, consider ( )iii BCvpf ,= , 0Vvi ∈ , ii SBC ⊆∀ , and 1=iBC  for 

PFpfi ∈∀ . Therefore, each possible iBC  maps one element iSx∈ . Since each PFpfi ∈  

contains exact one iBC , a ipf  can be regarded as a representative of iS , and PF can be 

regarded as a system of representatives T . We do not consider 0pf  as one of 

representatives though PFpf ∈0  because 0pf  is determined when each ipf  is set. 

Therefore, when a feasible solution PF  exists for the instance of GCHOD problem 

constructed from the transformation, there is also a corresponding feasible solution, i.e. a 

system of representatives T  for the instance of MCRD problem that is the input of the 

transformation. Moreover, each PFpfi ∈ maps iSTx ∩∈ . According to the constructed 

instance of GCHOD problem, ( ) ( )( ) ( ) MyxcBCvBCvd kkjj += ,,,, , jk vv ≠∀ , { }xBCi = , 

iSx∈  and { }yBCk = , kSy∈ . Furthermore, according our supposition,  
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Hence, the instance of MCRD problem that is the input of the transformation has a 

system of representatives, T , such that 1=∩ iST , mi ,,2,1 L=∀ , and ( ) Kyxc
Tyx

≥∑
∈,

, . 

Therefore, GCHOD problem is NP-complete, and also general CH optimization 

problem is NP-hard.  

Although, we prove the general CH optimization problem is NP-hard, whether the 

CH optimization problem that is presented in Subsection 4.3.2 and employs Equation 4.1 

and 4.2 to calculate ( )ki pfpfd ,  is NP-hard is still an open issue.  

 

4.4 Approaches to Optimal solution 

In this section, we propose the approaches to obtain or approximate the optimal 

solution to CH optimization problem. We start with a brute-force approach to search all 

feasible solutions from which it select the optimal solution. This approach is used as a 

benchmark approach for comparison. Moreover, we propose a Genetic Algorithm to 

approximate the optimal solution, which is considered as a common evolutionary 

approach to search the global optimal solution for optimization problem.  
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4.4.1 Exhaustive search: brute-force approach 

A brute-force approach performs exhaustive search on the problem solution space to 

find the optimal solution. As we have already pointed out in Subsection 4.3.2, the size of 

solution space of CH optimization problem is BCE ×2 . Consider a small-sized CH 

optimization problem with 100 entities and 100 behavioral characteristics. It requires to 

search 3010100100 1022 ×≈×  possible solutions. Namely, it needs about 29981033.6 ×  years 

to get the optimal solution in a computer that can generate and check 10,000 solutions 

every second. Therefore, the task is impossible to complete in the real world. Nonetheless, 

the brute-force approach still can provide some insights on the more efficient algorithm 

design and evaluation. Hence, we still implemented this approach.  

Generally, the brute-force approach consists of two steps. First, it generates a feasible 

solution for the problem, and then checks if it is the best one of all generated and tested 

feasible solutions. For CH optimization problem, the step of feasible solution generation 

is more difficult than the best solution checking. As we have already pointed out in 

Subsection 4.3.3, finding a feasible solution to CH optimal problem is equivalent to 

finding independent dominating set in a transitive closure of a subgraph for each 

behavioral characteristic. Therefore, we design the brute-force algorithm as follow 

(Algorithm 4.1).  

The general computational time of the algorithm is roughly ( )GO , where G  is the 

number of feasible solutions and this number is hard to estimate.  
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Algorithm 4.1: brute-force algorithm  

//find the optimal solution to CH optimization problem 

Input: H , ( )0PF , E  

Output: ( )∗PF  

Procedure brute_force () { 

Let ( ) ( )0PFPF =∗ , ( )( ) ( )( )0PFDPFD =∗ ; 

Calculate reachability matrix R  from H  using Equation 4.5; 

While (next solution is available) { 

For each behavioral characteristic bc  in ( )0PF  { 

Generate a feasible solution for bc by checking if it is an independent 

dominating set in ∗H  using R ; 

  } 

Combine all feasible solutions for all bc to get a feasible solution ( )•PF  

Calculate ( )( )•PFD ; //see Equation 4.1 - 4.4 

If ( )( ) ( )( )∗• > PFDPFD  { // ( )•PF  is the best solution up-to-now 

 Let ( ) ( )•∗ = PFPF  and ( )( ) ( )( )•∗ = PFDPFD ;  

   } 

} 

Return ( )( )∗PFD ; 

} 

 

4.4.2 Adaptive search: Genetic Algorithm 

Because the brute-force approach searches the solution space thoroughly, it is 

frequently time-consuming and even for most cases impossible to finish and get results in 

a reasonable time. Nevertheless, it guarantees to get optimal solution if its execution time 
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is acceptable. Sometimes, a solution close to optimal solution is sufficient for the practice. 

In such a case, we can stop searching the optimal solution when we find one is good 

enough. The problem is how to effectively find the solution good enough in limited 

iterations. The Genetic Algorithm addresses such a problem by applying the idea of 

evolution in biology to search the solution space in a direction of approaching good 

solutions (Holland 1992).  

Specifically, we need to represent the feasible solutions as chromosomes, i.e. the sets 

of genes. Conventionally, each gene is represented as a binary bit and a chromosome is 

just a string of binary bits. After that, the Genetic Algorithm initially generates a set of 

feasible solutions, i.e. chromosomes, randomly, called population, and it evaluates all 

these chromosomes by a fitness function. Thereafter, it selects chromosomes to generate 

next generation of population. Basically, the chromosomes with higher fitness function 

values have the larger opportunity to be selected and maybe more than once. To generate 

next generation, each two of selected chromosomes may crossover according to a 

crossover probability. A crossover typically exchanges a part of two chromosomes’ genes. 

After crossover, two old chromosomes produce two new chromosomes that could have 

relatively large probability to inherit the good quality of the olds. In addition, each new 

chromosome may also change its one or few genes, called mutation, with a mutation 

probability. The purpose of mutation is to avoid local optimal solutions. Finally, a new 

population is generated by crossover and mutation, and Genetic Algorithm starts another 

round with calculating fitness for all chromosomes in the new population. The algorithm 
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will terminate if it meets some termination conditions or just after a large number of 

iterations.  

Algorithm 4.2: Genetic Algorithm 

Input: H , ( )0PF , E , population size N , crossover probability coP , mutation 

probability mtP , iteration It  

Output: ( )∗PF  

Procedure genetic_algorithm ( N , coP , mtP , It ) { 

Let ( ) φ=∗PF , ( )( ) 0.0=∗PFD , 0=i ; 

Calculate reachability matrix R  from H  using Equation 4.5; 

Randomly generate an initial population of size N , i.e. a set of feasible 

solutions, by checking if the feasible solution encoded in each gene corresponds 

to an independent dominating set in ∗H  using R ; 

 While ( Iti < ) { 

Calculate ( )( )•PFD  for all chromosomes; //see Equation 4.1 - 4.4 

Let ( )( ) ( )( )•= PFDPFD i max , let ( ) ( )•= PFPF i ; 

If ( ( )( ) ( )( )∗> PFDPFD i  ) 

 Let ( )( ) ( )( )iPFDPFD =∗ , ( ) ( )iPFPF =∗ ;  

Let 0=n ; //new population size 

While ( Nn < ) { //generate new population 

 Select two chromosomes using roulette selection based on ( )( )•PFD ; 

 rand = random(0,1);  //random(0,1) is a random number in ]1,0(  

If (crossover probability > rand)  

 Cross over two picked chromosomes to get two offspring; 

Else 

 Copy the two chromosomes into two offspring; 

For each of two offspring {  
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rand = random(0,1);  //random(0,1) is a random number in ]1,0(  

If (mutation probability > rand)  

  Mutate the offspring; 

} 

Check if the solution represented by two offspring are feasible using R ; 

If (offspring are feasible solutions) 

 2+= nn  ; 

   } 

   1+= ii ; 

  } 

 } 

To use Genetic Algorithm, we represent each solution (chromosome) as a string of 

behavioral characteristics, i.e. each behavioral characteristic is a gene. Each possible 

solution of a particular behavioral characteristic is encoded as a number, which is the 

value of gene. Then we apply Genetic Algorithms as follow. Naturally, we calculate total 

dissimilarity for each chromosome as the fitness. Chromosomes are selected by roulette 

selection approach to generate next generation. The roulette selection ensures that the 

chromosomes having the higher fitness have the larger probability to be selected. If the 

crossover probability is less than a random number, the crossover is performed by 

randomly generating a crossover point and copying the first gene to gene at the crossover 

point from the two old chromosomes to two new chromosomes, and also exchange the 

rest of part of the genes between these two chromosomes. Otherwise, just copy two old 

chromosomes to new population. Moreover, for each chromosome, if mutation 

probability is less than a generated random number, a mutation point is also selected 
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randomly, and the algorithm changes the value at the mutation point. The algorithm will 

continue after reaching the given iteration number (Algorithm 4.2).  

 

4.5 Comparison: brute-force approach and Genetic Algorithm 

We conducted a series of experiments to compare Genetic Algorithm with brute-force 

approach. The objective is to find if the results obtained from Genetic Algorithm is 

comparable with optimal results produced by brute-force approach. In addition, to avoid 

various side effects caused by real-world data, we use synthetic data to test the 

performance of both approaches.  

 

4.5.1 Experimentation using synthetic data 

The main purpose of our experiments is to verify the problem model on the different 

synthetic data settings, and also compare the brute-force approach with Genetic 

Algorithm.  

 As we mentioned before, the inputs for CH optimization problem consist of a 

hierarchy, a set of entities and associated with entity prior probabilities, and a set of 

initial entity profiles containing a set of behavioral characteristics and their entity 

supports. In our experiment, the hierarchy is predefined, and entity is also determined by 

the hierarch, while the entity prior probabilities should be generated. Moreover, 

behavioral characteristics and entity supports in initial profiles are totally generated by 

our program.  
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The hierarchy is a 3-tier hierarchy, which is composed of a super entity at top level, 3 

entities at level 1, and 6 individual entities located at level 0. The relationships among 

entities include both one parent to multiple children and one child to multiple parents. 

The reason why we select such a small-sized hierarchy is because the brute-force 

approach cannot finish the computing when the hierarchy is relatively large.  

We introduce several parameters to control the synthetic data generation (Table 4.1). 

The average number of transactions for each entity, T , is used to generate the entity 

prior probability  ( )ieP . Specifically, the synthetic data generation program begins with 

randomly generating number of transactions for each individual entity following the 

Poisson distribution with mean of T , and then calculate the individual entity prior 

probability by 

( )
∑

=

k
k

i
i T

T
eP  , 

where iT  is the number of transactions for entity i , while ∑
k

kT  is the total number 

transactions in the dataset. The total number of behavioral characteristics, BC , controls 

the quantity of unique behavioral characteristics distributed in entity profiles. The 

average size of initial individual entity profiles, ( )0pf , controls the number of behavioral 

characteristics in each individual entity profiles. It is also generated by a random number 

generator that follows Poisson distribution with average ( )0pf . mins  is a predefined 
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minimum entity support. All behavioral characteristics in an entity with the entity 

supports lower than mins  are filtered out during data mining process. Therefore, in our 

synthetic dataset, no behavioral characteristic in an entity profile is lower than the 

minimum entity support. of  is called oscillation factor, which controls the deviation 

range of generated entity supports.  

Parameter Description Default 

T  Average number of transactions for each entity. 500 

BC  Total number of behavioral characteristics 1000 

( )0pf  Average size of initial individual entity profiles 5 

mins  Minimum entity support 0.5 

of  Oscillation factor 0.5 

Table 4.1: Parameters for synthetic data generation 

According to our problem model, we only need to generate individual entity profiles 

in the initial set of profiles. Actually, in our synthetic data generator, the entity support is 

generated by 

( ) ( ) ( )ofNbcPebcP jiij ,0| += ,    (Equation 4.8) 

where ( )jbcP  follows classic Zipf’s law, and : 

( )
1

1
+

=
j

bcP j ,  

and ( )ofN ,0  is a random variable follows normal distribution with mean of 0 and 

standard deviation of oscillation factor of . Zipf’s law forces the occurrence of 
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behavioral characteristic correlated to its popularity. That is, in terms the occurrence of 

behavioral characteristic, the rank 1st has half chance to be appeared in the entity profile, 

and the rank 2nd has the one-third chance to occur, and so on. Zipf and Zipf-like 

distribution is widely existed in the web requests data (Breslau et al. 1999). We apply 

Zipf’s law to synthetic data generation to roughly simulate the case that user most 

behavioral characteristics are common, and add large oscillation factor to make the user 

behaviors distinct with each other when necessary. Therefore, we can simulate the 

situation that common behavior patterns are popular using small oscillation factor, or the 

characteristic patterns are popular using big oscillation factor.  

When the synthetic data generator produces an initial profile for an individual entity, 

it generates the behavioral characteristics sequentially according to the predefined 

ranking. For each behavioral characteristic, it first generates an entity support follow 

Equation 4.8, and then checks if the support falls into ]1,0[  and adjusts it to 0 or 1 if it is 

out of the range. After that, the generator inserts the behavioral characteristic into entity’s 

profile if the entity support is no less than minimum entity support mins , otherwise, 

throws the behavioral characteristic and begin to check next behavioral characteristic. 

This procedure is repeated until the number of behavior characteristic in the profile is 

over the generated size of profile, or all possible behavioral characteristics have been 

checked.    

In our experimentation the synthetic data are generated based on the default settings 

presented in Table 4.1. However, we will change some of these parameters in the 
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experimentation to find if the designed model and approaches adapt to the different types 

of data. Typically, we increase the oscillation factor to generate more unique behavioral 

characteristics, and increase the minimum entity support to increase the ratio of common 

behavioral characteristics to unique behavioral characteristics. For the Genetic Algorithm, 

we also set the population size to 50, crossover probability to 0.9, mutation probability to 

0.08, and stop criterion to 5000 iterations. All our programs are implemented by standard 

C++.  The experiments are executed on windows XP platform installed on a computer 

with 3.0 Ghz CPU and 3G memory.  

 

4.5.2 Results and analysis 

To know to what extent that the results of Genetic Algorithm approximates to the 

optimal solution, we conducted experiments to compare the solutions obtained from 

Genetic Algorithm and brute-force approach under different settings of minimum entity 

support and oscillation factor.  

The maximum total dissimilarity maxD obtained from brute-force approach and 

Genetic Algorithm is compared in Figure 4.3 and 4.4. Both figures show that the results 

from brute-force approach and Genetic Algorithm are close, which implies that Genetic 

Algorithm is applicable in the CH optimization problem. However, the Figure 4.3 

displays that the difference of maxD  between those two approaches increases when the 

oscillation factor goes up. Also, the Figure 4.4 demonstrates that the difference decreases 

when we raise the minimum entity support, i.e. mins .  
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Figure 4.4: Maximum total dissimilarity for different oscillation factor 
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Figure 4.5: Maximum total dissimilarity for different minimum entity support 

To ensure that the Genetic Algorithm is able to approximate the optimal solution, we 

conduct two additional experiments with long iteration. Specifically, we set the iteration 
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number for Genetic Algorithm to 100,000. We set 5.0min =s  and 0.1=of  in the first 

experiment (see Figure 4.5), set 0.0min =s  and 5.0=of  in the second experiment (see 

Figure 4.6).  
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Figure 4.6: Genetic Algorithm with long iteration ( 5.0min =s , 0.1=of ) 
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Figure 4.7: Genetic Algorithm with long iteration ( 0.0min =s , 5.0=of ) 
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Both Figure 4.5 and 4.6 demonstrate that the Genetic Algorithm approximates to the 

optimal solution relatively quickly before first 20,000 iterations, and thereafter the 

approximation pace slows down but still approach to the optimal solution. The results of 

these two experiments confirm the applicability of Genetic Algorithm to the CH 

optimization problem.  

Oscillation 

Factor 

Brute-force 

Runtime 

(seconds) 

GA 

Runtime 

(seconds) 

|G| |X| 

0.0 0 20 4.00E+00 1.02E+03 

0.1 0 21 3.00E+00 1.02E+03 

0.2 0 26 4.50E+01 1.07E+09 

0.3 1 38 3.38E+03 1.15E+18 

0.4 6 43 1.69E+04 1.18E+21 

0.5 29 47 8.44E+04 1.21E+24 

0.6 47 49 1.30E+05 1.24E+27 

0.7 4710 62 1.22E+07 1.33E+36 

0.8 13549 65 3.38E+07 1.33E+36 

0.9 13530 65 3.38E+07 1.33E+36 

1.0 13557 65 3.38E+07 1.33E+36 

Table 4.2: Performance comparison for different oscillation factor  

We also compare the efficiency of two approaches In Table 4.2, we find the feasible 

solution space G  and solution space X  expand exponentially as the oscillation factor 

increases. Especially, the solution space expands much faster than the feasible solution 

space. The Table 4.3 demonstrates the similar variation pattern when the minimum entity 

support reduces. Thus, the complexity of the problem is associated with high oscillation 
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factor and low minimum entity support. That is, many uncommon behavioral 

characteristics existed in entity’s initial profile. So, total number of behavioral 

characteristics increases if the sizes of profiles do not change a lot and therefore, the 

solution space soars because its size is a function with exponent of the number of unique 

behavioral characteristics.  

Smin 
Brute-force 

Runtime 

GA 

Runtime 
|G| |X| 

0.0 17134 66 4.22E+07 1.33E+36 

0.1 17117 66 4.22E+07 1.33E+36 

0.2 17027 65 4.22E+07 1.33E+36 

0.3 16672 64 4.22E+07 1.33E+36 

0.4 1429 58 3.80E+06 1.30E+33 

0.5 28 47 8.44E+04 1.21E+24 

0.6 16 44 5.03E+04 1.21E+24 

0.7 5 41 1.69E+04 1.15E+18 

0.8 0 29 1.35E+02 1.10E+12 

0.9 0 28 1.35E+02 1.10E+12 

1.0 0 26 4.50E+01 1.07E+09 

Table 4.3: Performance comparison for different minimum entity support 

In both tables, the runtime of brute-force approach is proportional to the complexity 

of the problem that characterized by the feasible solution space, while the runtime of 

Genetic Algorithm only slightly increases when the feasible solution space soars. In other 

words, the Genetic Algorithm is more scalable than the brute-force approach.  
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To sum up, the experimental results demonstrates that Genetic Algorithm is 

applicable for the CH optimization problem and in terms of execution time it has better 

performance than brute-force approach.  

 

4.6 Extended models for incomplete input and flat profile output 

In terms of the taxonomy we proposed in Section 4.2, CH problem is just one of the 

four behavioral profile construction problems. To generalize the problem model and 

corresponding solution searching approaches, we discuss the other three problems in this 

section.  

At first, we consider the simplest CF problem. Namely, the profile construction 

problem with input of hierarchy but just ask for the profiles at the individual entity level 

as output. In this type of problem, the hierarchy information is unnecessary and we can 

consider it as another version of IF problem, which requires the same output as CF 

problem but does not have hierarchy information. Hence, we discuss these two problems 

as one problem.  

Actually, the CH problem model can deal with flat profile construction problem very 

well by considering the given hierarchy is a special one that only consists of a super 

entity and all individual entities. Therefore, we do not need any other additional 

information of hierarchy to solve both CF and IF problems using the CH problem model 

and corresponding approaches.  
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As we have already pointed out in Section 4.2, the IH problem is the most difficult 

one because it asks for hierarchical behavioral profiles without providing any information 

about the hierarchy structure. We also mentioned in the same section that the IH problem 

can be split into clustering problem and CH problem. Specifically, using clustering 

approach to generate a hierarchy from the dataset and then use this hierarchy as an input 

for a standard CH optimization problem. However, there are a number of problems need 

to be solved. First, conventional clustering approaches group the profiles into disjoint 

clusters, while an entity may belong to one or more parent entities in a profile hierarchy. 

Some researchers studied such overlap clustering problem and proposed a simple 

similarity-based approach to assign each entity to multiple clusters (Yuan et al. 1998). 

However, their approach cannot generate a hierarchy for the clusters, which is thought as 

second problems of applying conventional clustering approach. Although traditional 

hierarchical clustering approach can generate a hierarchy of clusters, it is used for the 

clustering process instead of dealt as an output. Also, the resultant dendrogram-like 

hierarchy is a tree that does not allow multiple parents for a child. Hence, we consider to 

combining the clustering and proposed profiling approach together. We will discuss this 

further in chapter 5. Another approach is to integrate the IH problem into CH problem 

model. A potential solution is to assume a fully connected hierarchy at first, and then 

reduce it to finding a set of middle level entities that produce maximum total dissimilarity 

and a parsimonious hierarchy. Designing such a model is the next step of our profile 

construction model research.  
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4.7 Summary  

At the beginning of this chapter, we have proposed a taxonomy for various behavioral 

construction problems, and we decided to focus on the most classical CH problem, i.e. 

behavioral profile construction with the input of complete hierarchical information and 

output of a set of entity profiles in the given hierarchy. We formally defined the CH 

problem and build an optimization model to describe the objective and constraints of the 

problem. We also analyzed the optimization model using graph theory and get the insight 

of the feasible solution to the optimization model. In addition, we formally defined a 

general CH optimization problem and proved it is NP-hard.  

We have proposed two approaches to searching the optimal solution for the CH 

optimization problem. The experiment results suggest that Genetic Algorithm can 

approximate the optimal solution for this problem, and it is more scalable than the brute-

force approach.  

We have also discussed the extension of our optimization model to the profile 

construction problems other than CH optimization problem. It seems to be easy to extend 

the CH optimization model and corresponding solution searching approaches to build flat 

entity behavioral profiles. However, to build hierarchical behavioral profiles without 

providing a predefined hierarchy is complicated and could be the next step of our profile 

construction research.  
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5 HIERARCHICAL CHARACTERISTIC PATTERN MINING: A 

DATA-MINING-BASED APPROACH TO BEHAVIROAL PROFILE 

CONSTRUCTION 

In this chapter, we discuss the data-mining-based approach for behavioral profile 

construction. Specifically, we propose a new data mining approach, named as 

characteristic pattern mining, for hierarchical behavioral profile construction. We define 

the problem of hierarchical characteristic pattern mining, develop the corresponding 

mining algorithm, and mainly compare this data-mining-based approach with Genetic 

Algorithm. The purpose of this chapter is to develop and verify the effectiveness and 

efficiency of data-mining-based approach using large amounts of synthetic data, which 

simulates the behavioral profile construction problem in the settings like real world 

environment.  

 

5.1 Introduction 

In Subsection 4.5.2, we find the solutions produced by Genetic Algorithm are 

comparable with optimal solutions obtained from brute-force approach, and it reaches 

such solutions very quickly. However, these results are obtained from the small-size 

problem setting. Because of the limitation of brute-force approach, we are not able to get 

the optimal solutions for large-size problems. Therefore, although the Genetic Algorithm 

can generate the results for relatively large problems, we do not have the optimal solution 

to compare with and test the effectiveness of Genetic Algorithm outside the “toy world” 
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settings, and also the efficiency testing would be meaningless if we do not know whether 

the produced solutions is good enough. Hence, we need to develop another approach to 

solve the problem efficiently so that we can compare it with Genetic Algorithm using 

large-size dataset.   

In a real-world application, the behavioral profile construction problem becomes 

more complicated due to the data size and data completeness. Especially, the size of data 

is often tremendously large for e-business applications.  Therefore, it is critical to design 

a profile construction approach scalable for large-sized of data. The proposed Genetic 

Algorithm often needs to consume a lot of computational time to get a satisfactory result, 

especially when the size of problem is large. We will demonstrate this phenomenon in 

Section 5.4 of this chapter. On the contrary, data mining approaches are usually good at 

dealing with the pattern recognition and selection problems that associated with large 

datasets. Therefore, we introduce data-mining-based approach to build behavioral 

profiles.  

Moreover, real-world data is usually incomplete. For instance, web server log data 

cannot provide exact identification of web users and web sessions due to the anonymous 

and stateless nature of HTTP protocol. Although this type of problems are often 

addressed during or before data mining process, profile construction process may still 

need to consider data incompleteness problem because typically data mining process 

cannot provide hierarchy or entity information if they are missing in the original data.  

Therefore, we need to develop appropriate strategies for handling various cases of 
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incomplete data in the profile construction process. This problem is discussed in detail in 

Section 5.4.  

Regardless of many existing data mining algorithms, to our best knowledge, none can 

handle the behavioral profile construction problem well. So, developing a new algorithm 

for such a problem is necessary. Therefore, based on the insights of characteristic pattern 

and common pattern (Subsection 1.2.3), we developed a hierarchical characteristic 

pattern mining algorithm for building hierarchical behavioral profiles. In the next section, 

we formally define the problem of hierarchical characteristic pattern mining and describe 

the detail of the mining algorithm. The evaluation based on comparing our data-mining-

based approach with Genetic Algorithm is demonstrated in Section 5.3, and in Section 

5.4 we provide a taxonomy of training data completeness and discuss the extension of 

hierarchical characteristic pattern mining to incomplete training data.  Finally, a summary 

is provided in Section 5.5 at the end of this chapter.  

 

5.2 Hierarchical characteristic pattern mining 

We propose a hierarchical characteristic pattern mining approach to build behavioral 

profiles in a predefined hierarchy. In this section we describe the problem formally and 

explain the rationale behind this approach. Also, we present the detail algorithm of 

hierarchical characteristic pattern mining.  
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5.2.1 Problem description 

The objective of CH optimization model is to maximize total dissimilarity among the 

entity profiles. Having combined the Equation 4.1 - 4.4, we obtain 
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where n  is total number of profiles at level l . We note that the above formula 

actually calculates the average dissimilarities at each hierarchical level and then sums 

them up. In the perspective of greedy approaches, we consider to maximizing the average 

dissimilarity at each level, i.e. maximizing following equation:  
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Because the number of profiles at each level is a constant for a given hierarchy, it is 

also equivalent to maximize 
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Also, according to Bayes’ Theorem,  
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We assume entity prior probabilities are equal, i.e. ( ) ( ) ( )ePePeP ki ==  , Eee ki ∈∀ , , 

and then we get: 
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  (Equation 5.1) 

Because we assume ( )eP  is a constant and ( )jbcP  is an invariant for a particular 

behavioral characteristic, two components determine the value of above objective 

function: the ( ) ( )jkji bcePbceP || −  and kiik pfpfm ∪= . Hence, to approximate the 

maximum of  Equation 5.1, we can either increase the difference between conditional 

probability, ( )ji bceP | ’s or decrease the ikm . In addition, ( ) bbceP
i

ji =∑ | , where c  is a 

constant and 1≤b  because behavioral characteristic jbc  may not included in the entity 

profile ipf  when ( ) min| sebcP ij < . Usually, a large ( )ji bceP | , esp., ( ) 5.0| >ji bceP , 

implies that the behavioral characteristic jbc  has the less possibility to appear in the 

other entities’ profiles, and usually leads to a small ikm . Moreover, if ( )ij ebcP |  is large 
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Because b  is a constant and no larger than 1, the lower bound of above components 

of Equation 5.1 is positively correlated with  ( )ji bceP | . So, we conclude that a large 

( )ji bceP |  has the large possibility to be correlated with a large objective function 

(Equation 5.1) value. Since the exact value of ikm  is hard to determine, the conclusion 

can only be used as a heuristic and be applied to designing the algorithms to approximate 

the best solution of CH optimization problem.  

In the light of above heuristic, we formally define a new type of data mining pattern 

and corresponding concepts. 

Entity confidence: The entity confidence is defined as a probability ( )ji bceP |  

associated with behavioral characteristic jbc  and entity ie .   

Characteristic pattern (for profiling): a behavioral characteristic, jbc , is a 

characteristic pattern of entity ie , if and only if  ( ) min| cbceP ji ≥ . 

 The minc  is a predefined minimum entity confidence, and characteristic pattern is 

represented as cp . 

We also define the characteristic pattern for the practitioners who want to discover it 

from the source dataset.  

Characteristic pattern (for data mining): a basic pattern jpt  is a characteristic pattern 

of an entity ie  if and only if its entity support ( ) min| ceptP ij ≥  and entity confidence 

( ) min| cpteP ji ≥ . 
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Actually, these two definitions are consistent. The definition for data mining just 

combines the definition of behavioral characteristic and characteristic pattern. The basic 

pattern jpt  could be any pattern as long as the entity support and confidence can be 

estimated, such as frequent pattern and sequential pattern. Typically, we estimate these 

two measures as described below. 

Given a set of transactions in a training dataset, T , and iT  is a subset of T  that 

belong to entity i , while jT  is a subset of T  that contain pattern jpt .  A subset of iT , ijT , 

contains all transactions that include pattern jpt  and belong to entity i . The entity 

support is estimated as 

( )
i

ij
ij T

T
eptP =| ,       (Equation 5.2) 

and entity confidence is 

( )
j

ij
ji T

T
pteP =| ,      (Equation 5.3) 

where iT , jT ,  and ijT  are the number of transactions for transaction set iT , jT , 

and ijT , respectively.  

To illustrate the characteristic pattern, entity support and entity confidence in the data 

mining applications, we demonstrate an example using frequent pattern as the basic 

pattern. A transaction set is presented in Table 5.1, where UID are user id for the 
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transaction, i.e. entity in this example, TID is the transaction id, and each transaction is 

just a set of items.  

UID TID Transaction 

1 1 c e f 

1 2 c e h 

1 3 a b e 

2 4 c d 

2 5 a d e f 

2 6 c e g 

2 7 a c e f 

2 8 a d e f 

3 9 a d f 

3 10 b d e 

Table 5.1: An Example of Transaction Set T  

Consider the transactions in the Table 5.1. Because 3 out of 5 user 2’s transactions 

contain pattern { }fe, , the entity support concerning pattern { }fe,  and user 2 is 

{ }( ) 6.0
5
32| ==== efeptP . The user confidence of the same pattern and user is 

{ }( ) 75.0
4
3|2 ==== fepteP  because 3 out of 4 transactions containing pattern { }fe,  

belong to user 2. If the minimum entity support and confidence are set to 0.5 and 0.6 

separately, pattern { }fe,  is deemed as a characteristic pattern of user 2 according to the 

definition of characteristic pattern. For another example, the user 1’s pattern { }ec,  is not 

a characteristic pattern since its entity confidence ( 5.0
4
2
= ) is smaller than the predefined 
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minimum entity confidence (0.6) though its entity support ( 67.0
3
2
≈ ) is greater than the 

minimum entity support (0.5).  

In an intuitive explanation, the minimum entity support ensures that the characteristic 

pattern has enough occurrences in the transactions of a particular entity and hence reflects 

one of the entity’s typical behaviors. The minimum entity confidence guarantees that the 

characteristic pattern of a particular entity is special enough that few other entities have 

the same pattern, and therefore the pattern is distinct. In addition, both the minimum 

entity support and the minimum entity confidence criteria lead to generating fewer 

characteristic patterns to describe each entity’s profile. In short, the profiles built on 

characteristic patterns are expected to be significant, distinct, and parsimonious.  

Now, we formally define the problem of characteristic pattern mining and 

hierarchical characteristic pattern mining.  

Characteristic pattern mining: Given a training transaction set T  and provided that 

each transaction Tti ∈  is performed by entity Eei ∈ , discover all the characteristic 

patterns for all entities in E . 

Hierarchical characteristic pattern mining: Given a set of entity E , a hierarchy H , 

and a initial profile set ( )0PF ,  discover all the characteristic patterns and use these 

characteristic patterns to build behavioral profiles for all entities in hierarchy H .  

 



121 

 

5.2.2 Algorithm 

As we stated in Section 4.6, characteristic pattern mining is an IF problem integrated 

with the data mining process, which can be thought as a special version of hierarchical 

characteristic pattern mining for CH problem. Moreover, the IF problem based 

characteristic pattern mining will be discussed further in the next chapter. Therefore, we 

focus on describing the algorithm for hierarchical characteristic pattern mining in this 

section.  

The idea on algorithm design for hierarchical characteristic pattern mining is simple. 

Basically, minimum entity support criterion is applied at each level of a given hierarchy 

in bottom-up order to select the characteristic patterns. However, some problems are 

raised and need to be addressed before we develop the algorithm. First of all, the entity 

confidences are not provided as an input of CH profile construction problem. One method 

is to estimate it in the data mining process by Equation 5.3, and then associate it with the 

behavioral characteristics in the initial individual entity profiles. Another method is to 

obtain the pattern prior probability ( )jbcP  from data mining process and thereafter 

associate it with the behavioral characteristics in the initial super entity profiles, and then 

the entity confidence can be derived using Bayes’ theorem, if necessary. 

( ) ( ) ( )
( )j

iij
ji bcP

ePebcP
bceP

⋅
=

|
|     (Equation 5.4) 

We prefer the second method to the first method for several reasons. First, the 

estimation of ( )jbcP  can be obtained simply by  
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( )
T

T
bcP j

j = .      (Equation 5.5) 

Second, the estimation is a reasonable add-on task in the real-world profile 

construction because the data mining process can usually provide the prior probability of 

patterns without revising their algorithm. Actually, pattern prior probability is often the 

default measure that the data mining process calculates and uses to select interesting 

patterns. For instance, the support of frequent pattern and sequential pattern are actually 

the estimation of pattern prior probability.  Finally, keeping the entity support rather than 

entity confidence facilitates the calculation of dissimilarity measure and other measures 

or probabilities required by the applications. For example, the web user identification 

application that we will present in chapter 6 needs the entity support to calculate the joint 

probabilities in the Bayesian network.  

The second issue for hierarchical characteristic pattern mining is how to calculate the 

entity confidence for the behavioral characteristics in the profiles of middle level entities. 

Actually, we just need to add the entity confidences of the specific behavioral 

characteristic in the initial individual entity profiles that are reachable by the middle level 

entity if these entity confidences are kept in the initial individual entity profiles. If only 

the entity supports are stored in the initial individual entity profiles, we just need to 

calculate the entity support for the middle level entity by following the Equation 4.7 

presented in Subsection 4.3.2, and compute the entity confidence using the entity support 

and prior pattern probability according to the Equation 5.4 only when necessary.  
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The last issue is how to deal with the behavioral characteristics that are filtered out in 

the current level of hierarchy. In our design, we move each of these behavioral 

characteristics to the current entities’ parents and calculate the entity supports 

accordingly. The hierarchical characteristic pattern mining algorithm is presented as 

follows. 

Algorithm 5.1: Hierarchical characteristic pattern mining 

Input: H , ( )0PF , E , minc  

Output: ( )∗PF  

Procedure characteristic_ptattern_mining ( minc ) { 

Let 0=level ; 
( ) ( )0PFPF =∗ ;  

Remove all profiles at top level from ( )∗PF ; 

Calculate reachability matrix R  from H  using Equation 4.5; 

While ( ( )0ellevel <  ) { //check if reach the top level 

 For each ( )∗∈ PFpfi  at level  { 

  For each behavioral characteristic jbc  in ipf  { 

   Calculate ( )ji bceP |  using ( )jbcP  stored in ( )0PF ;  //Equation 5.4 

If ( ( ) min| cbceP ji < ) { 

Insert jbc  to all its parent entity profiles in ( )∗PF ; 

 Remove jbc  from ipf ; 

} 

} 

} 

;1+= levellevel  
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 For each ( )∗∈ PFpfi  at level   

For each characteristic pattern jbc  in ipf   

If ( jbc  is a characteristic pattern at 1−level )  

Remove jbc  from ipf ; 

} 

Return ( )∗PF ; 

} 

 

For the correctness of Algorithm 5.1, we prove the solution it generates is a feasible 

solution. Since the behavioral characteristics are removed from the entity profile when 

they are copied to its parent profiles, and also we remove the behavioral characteristics 

that happen to be characteristic patterns of current level from the entity profiles at the 

parent level, no characteristic pattern appears in two or more entity profiles that are 

reachable from one to another. Therefore, the non-redundancy condition is satisfied. 

Moreover, because all unqualified behavioral characteristics in an entity profile are 

moved to its parent entities, and a non-characteristic pattern, i.e. the behavioral 

characteristics that have not passed minimum entity confidence check at all levels except 

the top level are included in the super entity’s profile, all behavioral characteristics in the 

initial individual entity profiles appear at least once in its ancestor profiles. So, the fully-

cover condition is satisfied. Furthermore, because all characteristic patterns in the final 

solution in the non-individual entity profiles are obtained from its child entities, the 

solution should satisfy the predictability condition. Thus, the solution obtained from 
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Algorithm 5.1 satisfies all three conditions, and therefore, it is a feasible solution to CH 

problem.   

The computation time of Algorithm 5.1 is at ( )nO , where 
( )

( )∑ ∗∈
∗=

PFpf i
i

pfn . It 

is a very efficient algorithm.  

 

5.3 Evaluation using synthetic data 

We still use the synthetic data to evaluate the hierarchical characteristic pattern 

mining algorithm, and compare it with Genetic Algorithm in relatively large-sized 

problem to analyze its efficiency and scalability. Also, we compare it with the brute-force 

approach in small-sized problem to find how far the results generated by the hierarchical 

characteristic pattern mining algorithm from the optimal solution. 

 

5.3.1 Experimental design 

To evaluate the hierarchical characteristic pattern mining algorithm, we still use the 

synthetic data generator we introduced in Subsection 4.5.1. However, we revise the 

generator to produce hierarchy automatically instead of using predefined one to adapt it 

to the large-sized profile construction problems.  

Specifically, the generator requires two additional parameters (see Table 5.2). The 

number of entities E  is used to determine the total number of entities should be 

generated in the hierarchy. The probability of multi-parents mP  is used for deciding how 

many parents need to be associated with a particular entity.  For each entity, the generator 
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has the mP  probability to assign second parent to it, and has 2
mP  probability to associate 

third parent with it, and so on. Also, the generator determines the number of entities at 

each level using following formula: 

⎣ ⎦1−= ll EE , 

where lE  is the number of entities at level l , which is determined by the number of 

entities at level 1−l . For instance, given the total number of entities is 1000, then the 

number of entities at level 1 is ⎣ ⎦ 311000 = , at level 2 is ⎣ ⎦ 531 = , at level 3 is 

⎣ ⎦ 25 = , and at level 4, i.e. top level is ⎣ ⎦ 12 = . Thereafter, we calculate the number of 

individual entities at level 0 by 961125311000 =−−−− .  

Parameter Description Default 

E  Total number of entities 40 

mP  The probability of multi-parents 0.2 

T  Average number of transactions for each entity. 500 

BC  Total number of behavioral characteristics 1000 

( )0pf  Average size of initial individual entity profiles 5 

mins  Minimum entity support 0.5 

of  Oscillation factor 0.5 

minc  Minimum entity confidence 0.7 

Table 5.2: Parameters for synthetic data generation 

The synthetic data generator first establishes a draft hierarchy based on the calculated 

number of entities at each level, and then associates entities with their parent entity using 
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the probability of multi-parents mP  as described above. The rest of the synthetic data 

generation process is the same as the one described in Subsection 4.5.1. The default 

parameter values are list in the Table 5.2. For the Genetic Algorithm, we still set the 

population size to 50, crossover probability to 0.9, and mutation probability to 0.08, but 

change stop criterion to 20,000 iterations.  

 

5.3.2 Experiment results and discussion 

In Figure 5.1 we compare the maximum dissimilarity between the Genetic Algorithm 

and hierarchical characteristic pattern mining algorithm for various oscillation factor. The 

Genetic Algorithm outperforms hierarchical characteristic pattern mining algorithm when 

the oscillation factor is smaller than 0.25 or so. When the oscillation factor is over 0.25, 

the hierarchical characteristic pattern mining algorithm dominates in terms of maximum 

dissimilarity. It is because characteristic pattern mining approach is good at capturing the 

patterns that are popular in a particular entity’s transactions but are not popular in other 

transactions, i.e. characteristic patterns. According to our synthetic data generator, the 

higher the oscillation factor, the more the characteristic patterns, and the more profiles 

containing characteristic patterns, and therefore, the dissimilarity between each pair of 

profiles tends to be large, and hence, the total dissimilarity of the solution provided by 

characteristic pattern mining algorithm becomes to be large. On the contrary, when the 

common patterns dominate in the entity profiles, few characteristic patterns can be 

discovered and thus most profiles are similar in the solution provided by characteristic 
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pattern mining. However, the Genetic Algorithm may find the better solution because it 

searches the whole solution space and theoretically it finally can try any possible 

solutions and find the best one. So, theoretically, the existence of characteristic pattern 

does not affect the final solution found by the Genetic Algorithm. Nevertheless, it does 

affect the speed that the Genetic Algorithm approach to the optimal solution because the 

solution space may soar when the there are more characteristic pattern in entity’s profile 

and their profile size does not change a lot as already stated in Subsection 4.5.2.  
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Figure 5.1: Maximum total dissimilarity for different oscillation factor 

In Figure 5.2 we find that, although the hierarchical characteristic pattern mining 

algorithm is better than Genetic Algorithm at most minimum entity support settings, the 

Genetic Algorithm can outperform the characteristic pattern mining algorithm when the 

minimum entity support is large enough, say 0.9, in the case represented in Figure 5.2. 
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The change of maxD  in Figure 5.2 can still be explained by the change of characteristic 

pattern. As we have already mentioned before (Subsection 4.5.2), the low minimum 

entity support often associates with large number of uncommon behavioral characteristics, 

i.e. characteristic patterns.  
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Figure 5.2: Maximum total dissimilarity for different minimum entity support 

In Figures 5.3 and 5.4, the changes of measure parsimony, i.e. total number of 

behavioral characteristics in all profiles, demonstrates the similar pattern to maxD  as in 

Figure 5.1 and Figure 5.2. It is because the initial solution may not be adjusted by 

hierarchical characteristic mining approach if there is no characteristic pattern.  

For a dataset with a hierarchy of 10,000 entities and 10,000 potential patterns, the 

running time of the hierarchical characteristic pattern mining algorithm is less than 1 
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second, while the running time of Genetic Algorithm is proportional to its iteration and 

population size.  
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Figure 5.3: Parsimony for different oscillation factor 
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Figure 5.4: Parsimony for different minimum entity support 
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5.4 Discussion for incomplete training data 

Although we model the profile construction as a successive process of data mining 

and use behavioral characteristics discovered by data mining process rather than source 

dataset as input, we may still meet data incompleteness problem if the data mining 

process itself cannot provide the necessary information for profile construction.  

Consider the source dataset for data mining process. A transactional dataset consists 

of at least identity of transactions and a set of elementary actions or related items, i.e. 

transaction itself, such as web user visits or a set of purchased items. The transactions 

should be the minimum information for a data mining process to discover behavioral 

characteristics. However, behavioral characteristics may not be separated into individual 

profiles if entity information is incomplete in the training dataset.  

As we have already described in chapter 4, a CH optimization problem requires three 

inputs: a set of entities E , a hierarchy H , and an initial behavioral profile set ( )0PF  that 

includes all initial profiles of individual entities. Moreover, at the beginning of chapter 4, 

we classify the profile construction problems into four categories in terms of the 

availability of hierarchy information.  In this section, we discuss the profile construction 

problem further by considering the availability of entity information.  

In case of web usage mining, web user information is often missing or unreliable. For 

example, the client IP addresses are misleading because of the many-to-many relationship 

between IP address and web user. Therefore, the patterns discovered in such a context are 

often at the dataset level. That is, the patterns are popular throughout the dataset. 
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Moreover, the entity information is missing. In such a case, building profile at individual 

entity level is impossible. Therefore, we tend to cluster the transactions based on 

discovered patterns, and then build the profiles for the transaction clusters. Although 

these profiles cannot provide us the behavioral characteristics of individual entities, they 

often reflect the characteristics of middle level entities. Characteristic pattern mining 

approach can be combined with the clustering approach to separate the unique cluster 

characteristics from the common behavioral characteristics so that the analysts are able to 

concentrate on the most interesting entity behaviors.  

When the individual entity information is provided but the middle level entity 

information is missing, the profile construction problem is reduced to IH problem if an 

output of behavioral profile hierarchy is desirable. According to the hierarchical 

characteristic pattern mining algorithm we proposed for CH problem, we can still mine 

the characteristic patterns at the individual level and build individual entity profiles based 

on these characteristic patterns. The common patterns can be collected together in a 

pseudo entity at one level up, and then clustering approach can be used to separate these 

common patterns into clusters and associate each cluster with individual entities by 

evaluating the similarity between the cluster profile and each individual entity’s initial 

profile. This procedure can be iterated form the individual entity level to the top level 

where the common patterns cannot be separated further based on certain similarity 

threshold.  
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5.5 Summary 

In this chapter, we have proposed a new data-mining-based approach for building 

behavioral profiles. Particularly, we extracted the patterns that are overall unpopular but 

popular for a small set of entities, i.e. characteristic patterns.  

We have formally defined the hierarchical characteristic pattern mining problem and 

developed the algorithm to solve the problem. The heuristic used by hierarchical 

characteristic pattern mining algorithm are grounded on the CH optimization model 

according to our analytical analysis.  

We have also compared heuristic-based hierarchical characteristic pattern mining 

with search-based Genetic Algorithm. The experiment results demonstrate the 

outstanding effectiveness and efficiency of the data-mining-based approach. Moreover, 

the results also show that the data-mining-based approach is more scalable to large-sized 

dataset than the Genetic Algorithm.  

Finally, we conclude that data-mining-based behavioral profile construction approach 

is appropriate for real-world applications based on its performance demonstrated in our 

experiments using synthetic data. In the next chapter, we will verify this conclusion by 

applying it in a web user identification application and testing it using real-world data.   
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6 WEB USER IDENTIFICATION 

In this chapter, we aim at providing an example of e-business application to 

demonstrate the effectiveness of the profiling approach we proposed in the dissertation 

and the approaches and considerations when we apply the approach to building a profile 

application.  

Most e-business applications and analyses require user identification when direct 

identification is not available. However, identifying users based on existing attributes, e.g. 

client IP, in tracking data is often misleading. Instead, because identifying users based on 

their intrinsic behavior patterns is more effective, we propose using behavioral user 

profiles to capture distinctive user behavior. Specifically, we suggest using 

aforementioned characteristic pattern mining approach integrated with conventional 

frequent pattern mining to efficiently capture these user profiles.  

We formally defined user identification problem in this chapter, and have also 

developed an algorithm based on a naive Bayesian multi-net method to identify users. 

The results from numerical experiments using a comScore dataset have demonstrated 

both the projected effectiveness and efficiency of the approaches we proposed. 

 

6.1 Introduction 

Many web applications and analyses require user identification. E-marketers identify 

prospective customers to determine one-on-one e-marketing strategies (Chou et al. 2000), 

and Intrusion detection systems need to distinguish masqueraders from legitimate users 
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whose identities are misused (Lee and Stolfo 2000). Some personalization systems have 

been built on the assumption that Internet users can be identified by proactive approaches 

such as user registration and authentication, cookie-based user tracking, and page tagging. 

Although using proactive approaches apparently improves user recognition, it involves 

facing the challenges of obtaining consumer trust, complying with privacy policies and 

reducing the adverse impact upon a consumer’s intention to visit and purchase (Shahabi 

and Banaei-Kashani 2003, Spiliopoulou et al. 2003).  Regardless of these difficulties, it is 

necessary to determine Internet user identification for e-marketing analysis, 

personalization, and intrusion detection. There therefore is an increasing need for reactive 

user identification techniques that identify a user from system tracking data.  

Although some attributes available from system tracking data (e.g., web server logs) 

may help identify users, they also may cause misidentification. For example, the client IP 

address in a web log is widely used to identify web users. However, a single IP may not 

correspond to one unique web user since multiple users may use the same machine to 

access the website (Murthi and Sarkar 2003). Thousands of users may have the same IP 

address in the log of a website if the IP address belongs to a proxy server through which 

these users access the Internet (Pitkow 1997). On the other hand, one user may use 

different machines to access the same website. The proliferation of wireless and mobile 

devices makes user identification even more complicated, since one such device may also 

have a different IP when it is used at a different location.   
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Alternatively, behavioral-profile-based user identification approaches that discover 

and utilize user behavior patterns from system tracking data are expected to be more 

effective, because they emphasize intrinsic user characteristics (i.e. behavior patterns) 

rather than extrinsic user features (e.g., a client IP address). For instance, a masquerader 

may steal another user’s account to get through the authentication system while the 

behavior patterns may reveal a masquerade.  

Motivated by their potential effectiveness and the lack of past research on behavioral-

profile-based user identification approaches, we formally define a type of user 

identification problem - identifying user from a given transaction, and propose to use 

characteristic pattern mining to discover unique behavioral characteristics of web users to 

construct user behavioral profiles, and therefore potentially improves both effectiveness 

and efficiency of user identification. In addition, the characteristic patterns facilitate the 

interpretation of the unique characteristics of the behavior conducted by the users of 

interest, such as prospective e-commerce customers.  

Because in the user identification application the behavioral profiles are built at the 

individual entity level, namely, it is a flat profile construction problem. So, a predefined 

hierarchy is not required for web user identification. However, the hierarchical 

characteristic pattern mining algorithm presented in Subsection 5.2.2 is still applicable if 

we presume there is a two-tier hierarchy consisting of one pseudo super entity and a set 

of individual entities, i.e. web users. Since we use frequent patterns as the elementary 

patterns, i.e. behavioral characteristics, we refined the characteristic pattern mining 
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algorithm by integrating the efficient conventional frequent pattern mining algorithm and 

data structure to construct user behavioral profiles, and proposed a naïve Bayesian multi-

net to reconstruct user behavioral profiles for effective and efficient user identification. 

Furthermore, experiments on a comScore dataset have shown that the combined 

approaches can be effective and efficient for identifying users. 

The rest of the chapter is organized as follows. In the next section, we review the 

related past research on user identification and frequent pattern mining. In Section 6.3, 

we provide a formal description of behavioral-profile-based user identification, and in 

Section 6.4 we elaborate the approach to user identification. In Section 6.5 we discuss the 

experiment results on our user identification approach. The chapter is summarized and 

some future research opportunities are discussed in the last section. 

 

6.2 Related work 

Few researchers studied the problem of identifying user from transaction under 

different research frameworks. McCarthy (2000) described a problem of identifying 

customers from the basket data as an example of phenomenal data mining he proposed. 

Basically, phenomenal data mining discovers the associations between the transactional 

data (e.g. baskets of purchases) and the phenomena (i.e. customer factual information, e.g. 

gender, age, income). In his paper, McCarthy suggested a model for finding an optimal 

assignment of baskets to customers. The objective of the model is to minimize total 

anomaly, a measure that evaluates the extent to what an assignment is inappropriate for a 
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set of provided baskets and the derived customers’ phenomena. In addition, he described 

some ideas on constructing the objective function and the approaches to finding proper 

assignments with emphasis on the customer unique purchase patterns. However, he did 

not implement and evaluate his ideas partially because the anomaly function requires 

common sense represented and stored in a knowledge base, which is considered to be 

difficult (Lyons and Tseytin 1998). To avoid the common sense coding trap, we reduce 

McCarthy’s assignment problem to a simpler problem - finding best-fit user from a given 

transaction. Hence, we do not need to define the anomaly function. Nevertheless, we still 

emphasize user significant and distinct behavioral characteristics (i.e. characteristic 

patterns) in our user identification approach.   

Record linkage is another related and active research area, where researchers 

developed theories and methods to identify whether the records extracted from different 

data sources actually describe the same entity. Record linkage assumes that each record 

consists of a set of attributes describing a particular entity (e.g. a customer) (Gu et al. 

2003). Bayesian network is widely applied for record linkage problem because it is per se 

consistent with the mathematical model that Fellegi and Sunter (1969) built for 

describing record linkage problem (Nigam et al. 2000, Winkler 2000). Essentially, record 

linkage is one of the attribute-based user identification problems. We argue that it is more 

appropriate to represent transactions as sets or sequences of items and embedded them 

into user behavioral profile to address behavior-based user identification problems. 
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Because of the unreliability of IP address as we mentioned in Section 6.1 and the 

statelessness of HTTP protocol, how to identify web users accurately is often a challenge 

for both web usage mining researchers and practitioners. Spiliopoulou et al. (2003) 

classified web user identification approaches into two categories: proactive and reactive. 

Proactive approaches require either configuring the clients or revising the web sites so 

that the unique user identification can be captured, but their application may be restrictive 

considering the wide-spread privacy concerns and the potential adverse impact on user 

behavior. In their paper, Spiliopoulou et al. (2003) studied and evaluated three different 

heuristics (session length, session time out, and referrer) for reactive web session 

reconstruction. However, they claimed that identifying user is beyond the capabilities of 

the reactive approaches. In their paper, Pirolli et al. (1996) distinguished web users 

behind the same proxy by checking the validity of user visiting path presented in the web 

server log. We believe identifying the user from a given transaction (i.e. web session) is 

feasible, especially when the user’s unique behavioral characteristics are present in user 

sessions and can be extracted from training dataset. 

Data mining techniques have been widely applied for web usage mining. Mobasher et 

al. (2000) mined the association rules from user sessions and applied them to 

recommending associated items to web users. Some researchers improved web caching 

and network storage performance by employing discovered sequential and frequent 

patterns to predict possible user future behavior (Fang et al. 2003, Gao and Sheng 2003, 

Yang et al. 2001). Shahabi and Banaei-Kashani (2003) modeled user sessions as a set of 
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matrices of session features including sequences of visits, called feature-matrices (FM), 

and then the FM models are clustered and a particular FM model is generated for each 

cluster to represent common session features. Yang and Padmanabhan (2003) proposed to 

segment customers by clustering their frequent patterns mined from the dataset. Fang and 

Sheng (2004) applied association rule mining and clustering technique to discover web 

access patterns and improve the design of web portals. All aforementioned web usage 

mining research focus on finding the common patterns among the sessions of individual 

users, user segments, or all users, and ignore the distinct behavioral characteristics (i.e. 

characteristic patterns) only popular in a limited set of users. As we have already stated in 

Subsection 1.2.3, the characteristic pattern is not as important as common pattern in most 

applications because it cannot be generalized as most users’ behavior and be used to 

improve the performance of aforementioned applications. However, characteristic pattern 

is very important for the application of user identification because it provides the unique 

and valuable information for differentiating different users.  

 

6.3 User identification problem 

In the dissertation, we focus on identifying users from transactions. Namely, given a 

transaction, identify the user who submitted this transaction. Actually, the problem is 

solved if we can find a function describing the mapping from each provided transaction 

to a user.  
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User identification for transactions: Given a set of transactions T , and a set of users 

U , derive an identification function:  

( )
⎩
⎨
⎧

∉
∈

=
identifiedbecannotusertheifUuu

identifiedbecanusertheifUuu
tf oo ,

ˆ,ˆ
 

where Tt ∈ , and 
ou  is a special value returned by the function when the user for the 

given transaction is unknown. 

Actually, the defined identification function is a Boolean function  

{ } { } 11,01,0: +→ UIf , 

where I  is total number of possible items in the transaction set T , and 1+U  is the 

total number of possible users plus the unknown user. Some data mining approaches have 

been proposed to learn such Boolean functions, such as decision tree (Russell and Norvig 

2002), support vector machines (Sadohara 2001), and neural network (Deolalikar 2001). 

However, treating all items and users as Boolean variables in the problem of user 

identification for transactions as required by the previous data mining techniques makes 

the learning process and classification model complicated and inefficient.  

We suggest building such an identification function based on user behavioral profiles 

that includes the significant and distinct behavioral characteristics, such as characteristic 

patterns, which are important for differentiating one user from another. Since the 

characteristic patterns can be discovered by revising and integrating existing efficient 

algorithms into our approach, and we construct the identification function directly from 

characteristic patterns, learning by our approach is efficient. Furthermore, because the 
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number of discovered characteristic patterns can be limited by the minimum entity 

confidence threshold we defined in Subsection 5.2.1, the identification function is 

parsimonious and easy to interpret. The approach we developed for user identification 

consists of following three steps: 

User profiling: Basically, the user behavioral profiles consisting of characteristic 

patterns are mined from a training transaction set using data-mining-based profiling 

approach described in Section 5.3. However, we develop the detail of the algorithm to fit 

the user identification problem and make it more efficient in the real-world.  

Identification function construction: The identification function is built on the learned 

characteristic patterns using a naïve Bayesian multi-net. 

User identification: The characteristic patterns in each given transaction are 

recognized and employed to determine the user of the transaction by the identification 

function.  

From the perspective of data mining, the identification function is a classification 

model. The first 2 steps of our approach aim at building the classification model through 

supervised learning, and they constitute a learning phase. Step 3 is to apply the 

classification model (i.e. identification function) into identifying the user from the 

transactions he/she performed, and it constitutes the testing or application phase.   

 



143 

 

6.4 Build behavioral profiles by integrating characteristic pattern mining with frequent 

pattern mining 

In practice, behavioral profile construction often begins with deciding what type of 

behavioral characteristics should be extracted from the original dataset. In user 

identification application, we decide to extract frequent patterns, i.e. large itemsets, from 

the training dataset.  The frequent pattern is the concept used in the association rule 

mining. It is composed of a set of items that frequently occur together in transactions.  

Similar to the general behavioral profile construction as have already been stated 

before, constructing behavioral profiles for user identification also consists of two 

consecutive processes: data mining and profile construction. In the data mining process, 

we discover frequent patterns that meet the minimum entity support criterion for each 

user. (Note: from now on, we will refer user to entity when we discuss the profile 

construction related topics. However, entity and user are exchangeable in this chapter, 

because in the web identification application user is the entity in profile construction 

process). Then, we consider users as entities, i.e. ie , and their frequent patterns jpt  as 

behavioral characteristics, i.e. jbc . Moreover, the support of frequent patterns in each 

user’s transaction set, i.e. ( )ij eptP | , is equivalent to the entity support in our profile 

construction problem, i.e. ( )ij ebcP |  (Note: we will use the jpt  and jbc  alternatively 

from now on. They refer to the same pattern if we do not explicitly claim they are 

different, i.e. jj ptbc = . However, we use them in a restricted way, namely, jpt is only 
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used for data mining process related concepts, while jbc  is only used in the context of 

profile construction). Furthermore, in the user identification application, the profiles are 

built at the individual entity level, namely, it is a flat profile construction problem. So, a 

predefined hierarchy is not required for web user identification problem. Alternatively, 

we may consider a hierarchy consisting of a super entity and all the individual entities as 

an input of hierarchy. Finally, we also assume that user identities are provided in the 

training dataset. So, the entity information is available.  Therefore, in the profile 

construction process, what we need to do is to screen characteristic patterns out of 

discovered frequent patterns using the minimum entity confidence criterion.  

For each user, data mining process is to discover frequent patterns within each user’s 

training dataset, and it can be solved within traditional association rule mining framework. 

So, we directly apply the fp-tree based algorithm, which is proved to be more efficient 

than the traditional Apriori-like algorithms (Han et al. 2000).  

In addition to the frequent patterns, i.e. jpt ,  and their entity supports, i.e. ( )ij eptP |  

obtained from fp-tree based algorithm, the entity prior probability ( )ieP  and frequent 

pattern prior probability ( )jptP , i.e. ( )jbcP , are also needed for computing the entity 

confidence ( )ji bceP |  using Bayes’ theorem (Equation 5.4). ( )ieP  can be estimated by 

( )
T
T

eP i
i = , 
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which is easily to calculate during the process of build fp-tree because iT  is need to 

be counted anyway due to entity support ( )ij eptP |  is estimated based on it (Equation 

5.2). Although calculating ( )jptP  is equal to the support count for pattern jpt  , i.e., jT , 

in data mining process, we would not count it during the process of counting entity 

support because counting jT  is actually different from counting support because it only 

needs to count the user frequent patterns rather than counting all the possible patterns in 

the transaction set. For efficiency, we employ a prefix tree (called trie in some literature) 

for storing and counting all user frequent patterns (Borgelt and Kruse 2002).  

 

 

 

 

 

 

 

 

Figure 6.1: An example of  prefix tree 

 Here, we introduce the prefix tree proposed by Borgelt and Krusewith (2002) with 

minor revision to adapt to counting given patterns. Figure 6.1 is a sample of prefix tree 

built from the sample transaction set T  in Table 5.1. In the prefix tree, each node except 

root

a:5 c:5 d:5 e:8 f:5

e:4 f:4

f:3

e:4 f:4
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for the root represents an item and each path from the root to a certain node denotes a 

pattern. A counter associated with each node except for the root saves the count of the 

pattern consisting of the items in the path from the root to this node. For instance, the 

path (root) → (a:5) → (e:4) → (f:3) represents frequent pattern jpt  = { }fe,a,  and its 

count jT  = 3, which is the count of node (f:3). In a following example, we explain the 

prefix tree construction process in detail. 

UID User Frequent Sets 

1 {c} {e} {c, e} 

2 {a} {c} {d} {e} {f} 

{a, e} {a, f} {e, f} {a, e, f} 

3 None 

Table 6.1: A sample of user frequent sets  ( 6.0min =s ) 

Table 6.1 lists the user frequent patterns extracted from the transaction set in Table 

5.1 with a minimum user support 0.6. The prefix tree built from the user frequent sets has 

the same structure as the one in Figure 6.1, but the counter of each node has a value - 0. 

Algorithm 6.1 presents the prefix tree construction procedure. Given a transaction, the 

patterns in the tree are counted by a double recursion process (see Algorithm 6.2). For 

instance, given the first transaction in Table 5.1, (c, e, f), Algorithm 6.2 adds 1 to each 

counter of the non-root nodes in the following 3 paths: root → e → f, root → e → f, and 

root → f. In Algorithm 6.2, the depth-first and breadth-first recursions guarantee that the 

counters increase appropriately for each pattern contained in the given transaction and 

presented in the path of the prefix tree. 



147 

 

Algorithm 6.1: Build a prefix tree 

Input: A set of user frequent patterns, PT ,  a  training transaction set T . 

Output: A prefix tree, PX . 

Procedure build_prefix_tree( PT ) { 

Create a root node for PX-tree, PX , and let PX  point to the root node; 

For each pattern PTpt j ∈  { 

Sort the items in jpt  in lexicographical order; 

px_insert( jpt , PX ); 

} 

Return PX ; 

} 

 

 

Procedure px_insert( jpt , PX ) { 

Let ji  be the first item in jpt  and jtp ′  contains the rest items; 

If ji  has been found in the child nodes of PX  

 Let N be the found child node; 

Else { 

  Create a new child node N, let N.item = ji , N.counter = 0; 

  Point N to PX ; 

} 

If ktp ′  is not empty 

  pf_insert( jtp ′ , N); 

} 
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Algorithm 6.2: Update the counters of the patterns within a prefix tree. 

Input: A transaction set T , and a prefix tree PX  with all counters initialized to 0. 

Output: a prefix tree PX  with all updated counters for patterns  

Procedure count_prefix_tree(T , PX ) { 

For each transaction Tti ∈  { 

Sort items of it  in lexicographical order; 

pf_count( it , PX ); 

} 

Return PX ; 

} 

 

Procedure pf_count( it , PX ) { 

Let 1ii  be the first item in it  and it ′  contains the rest items; 

If 1ii  has been found in the child nodes of PX  { 

Let N be the found child node; 

N.counter = N.counter + 1; 

If it ′  is not empty 

pf_count ( it ′ , N); //depth-first recursion 

} 

If it ′  is not empty 

pf_insert( it ′ , PX ); //breadth-first recursion 

} 

 

In summary, to construct behavioral profiles for the users in the training transaction 

set T  , we first mine the frequent patterns using fp-tree algorithm (Han et al. 2000). After 
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that, we obtain a set of frequent patterns, i.e. behavioral characteristics, and associated 

entity supports. Thereafter, we build prefix tree for efficiently estimating ( )jptP . 

Typically, ( )jptP  is not calculated after prefix tree is constructed. Instead, the profile 

construction system queries the tree when it requires the pattern prior probability ( )jptP . 

Because of the special structure of prefix tree, the queries are very efficient. Actually, we 

can consider the prefix tree as an initial super entity profile. Combined with the frequent 

patterns associated with entity supports for each user mined by fp-tree, we obtain the 

initial profile for profile construction. Also, we have a set of users associated with prior 

probability. In addition, a two-tier hierarchy consisting of only a super entity and a set of 

individual entities can be established if necessary. Therefore, all inputs for hierarchical 

characteristic pattern mining are ready. What we need to do is just to feed all inputs into 

Algorithm 5.1 and discover all characteristic patterns.  

 

6.5 Reconstruct profiles for user identification using naïve Bayesian multi-net 

Because users may perform similar or even the same transactions due to their 

common interest, a given transaction may map to more than one user. So, it is impossible 

to determine the user from a transaction without uncertainty. Namely, user identification 

function is not a deterministic function. Instead, it is a probabilistic function that may 

assign a provided transaction to multiple uses and associate each user with a probability 

to evaluate the confidence of the assignment.  
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Basically, we first match the patterns in the provided transactions to the discovered 

characteristic patterns, and then use these patterns as the input of identification function 

to identify the users. So, the identification function is transformed to: 

( ) ( ) UuCPPTtPT
u
u

PTf o ∈⊆
⎩
⎨
⎧

⊆= ,,, ρ   (Equation 6.1) 

where PT  is a set of patterns subsumed in both of the power set of the transaction, 

( )tρ , and the set of characteristic patterns, CP .  

To define the identification function (Equation 6.1), we only need to map the 

characteristic patterns to the users. Obviously, we can consider the identification function 

as a classifier with a set of binary input variables to indicate the occurrence of the 

characteristic patterns and a class label for the users. The relationships between the 

characteristic patterns and the users are still probabilistic because a particular 

characteristic pattern may appear in different users’ transactions and may not occur in 

user transactions sometimes. Therefore, Bayesian network is an appropriate approach to 

constructing the identification function because it encodes the probabilistic relationships 

among the variables.  

A Bayesian network (BN) is an acyclic digraph where vertices denote random 

variables and the edges represent the conditional probabilistic relationships between the 

vertices. Instead of build a BN for all users, we introduce naïve Bayesian multi-net to 

construct local naïve BN for each user. Bayesian multi-net is often simpler than a global 

BN because some local networks may be less complicated than the global BN (Terziyan 

2004), and naïve BN is proved to be an effective classifier though the assumption of 
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condition independence is obvious “naïve” (Friedman et al. 1997). The integration of 

Bayesian multi-net and naïve BN may result in an effective and efficient user 

identification function. Moreover, because the naïve Bayesian multi-net builds a naïve 

Bayesian network for each user, it actually reconstructs the profile discovered by the 

characteristic pattern mining to the profile appropriate for efficient user identification.  

Figure 2 shows the structure of a local network in a naïve Bayesian multi-net used for 

reconstructing the user profile.  

 The root of the local network is a user having multiple children, each of which 

represents a characteristic pattern associated with that user. The edge between the root 

and each child is the probabilistic dependency between them, which is associated with a 

conditional probability ( )ij uuyescpP == | , i.e. entity support. where jcp  and u  are 

random variables, and jcp  has two possible values: “yes” means that pattern jcp  appears 

in a given transaction, while “no” means otherwise. For simplicity, we use jcp  to denote 

yescp j =  and jcp  to represent nocp j = . Since a naive Bayesian network has an apriori 

structure, it does not need to learn the network structure. The purpose of using naïve 

Bayesian multi-net is to estimate the posterior probability ( )ni cpcpcpuuP ,,,| 21 L=  for 

a given transaction t  and all users, and then identify the transaction t ’s user as the user 

who has the largest ( )ni cpcpcpuuP ,,,| 21 L= . Based on the Bayes’ theorem,  

( ) ( ) ( )
( )n

iin
ni cpcpcpP

uuPuucpcpcpP
cpcpcpuuP

,,,
|,,,

,,,|
21

21
21

L

L
L

==
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Given a transaction, ( )ncpcpcpP ,,, 21 L  is the same for all users. So, we only need to 

find the maximum ( ) ( )iin uuPuucpcpcpP ==|,,, 21 L .  User prior probability ( )iuuP =  

is given by the profile.   

 

 

 

 

 

 

 

Figure 6.2: A local naïve BN for user ju in naïve Bayesian multi-net 

According to the assumption of conditional independence in the naïve BN, The 

probability  

( ) ( )∏
=

===
n

k
ikin uucpPuucpcpcpP

1
21 ||,,, L , 

where ( )ik uucpP =|  is the entity support of user iu  for pattern kcp . 

Since the conditional independence assumption may deeply affect the classification 

results, we identify an obvious conditional dependency among the characteristic patterns 

and revise the calculation of the posterior probability ( )in uucpcpcpP =|,,, 21 L  rather 

than accepting the assumption “naively” (see Lemma 6.1 and Lemma 6.2).  
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Lemma 6.1:  Given a user iu , two patterns jpt  and kpt ,  if kj ptpt ⊆ , then 

( ) ( )ikikj uuptPuuptptP === ||, . 

Because kj ptpt ⊆ , jpt  should appear in the iu ’s transactions that contain kpt , i.e. 

( ) 1,| == ikj uuptptP . Therefore,  
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Lemma 6.2: Given a user iu , two patterns jpt  and kpt ,  if kj ptpt ⊆ , then 

( ) ( )ijikj uuptPuuptptP === ||,  

Because kj ptpt ⊆ , kpt  should not occur in the iu ’s transactions if jpt  does not 

occur, i.e. ( ) 1,| == ijk uuptptP . The rest is similar to the proof for Lemma 1.  

Therefore, we revise the calculation of probability ( )in uucpcpcpP =|,,, 21 L  to  

( ) ( ) nmkjcpcpuucpPuucpcpcpP kj

m

k
ikin ≤≤∀⊄=== ∏

=

,,,||,,,
1

21 L  

where avoid assuming the independence between two totally dependent events caused 

by the occurrence of a pattern and its subsumed pattern.  
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Sometimes, the characteristic pattern mining process may generate too many patterns 

for some users, which may increase the complexity of computing 

( )in uucpcpcpP =|,,, 21 L . Therefore, we introduce a measure of rank to sort the 

characteristic patterns for each user (Equation 6.2), and select top-k characteristic 

patterns to build the local naïve BN. 

( ) ( ) ( )jiijij cpuPucpPr |1| ⋅−+⋅= αα    (Equation 6.2) 

where ijr  denotes the rank of user iu ’s characteristic pattern jcp , α  is the weight of 

entity support, and [ ]1,0∈α  . 

Algorithm 6.3 depicts the procedure for user identification based on our discussion.  

Algorithm 6.3: Identifying users 

Input: a transaction, t , that requires identifying the user 

Output: identified user, iu , or unknown user ou  

Procedure user_identification( t ) { 

Identify all characteristic patterns tcp j ⊂  and CPcp j ∈ , Let { }jcpPTPT ∪=  

If PT  is empty  

Return 
ou ; 

Else { 

Let PTCPPT −= ; 

Remove any pattern that is a sub pattern of another pattern in PT (Lemma 6.1);  

Remove any pattern that is a super pattern of another pattern in PT (Lemma 6.2); 

 For all Uui ∈ , compute 
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where iCP  is the set of characteristic patterns for user iu  

 Return iu  with the maximum ( ) ( )iin uuPuucpcpcpP ==|,,, 21 L ; 

} 

} 

 

6.6 Evaluation 

To evaluate the effectiveness and efficiency of our approach, we performed various 

experiments on a comScore dataset that recorded about 100,000 users’ web visiting and 

purchasing behaviors at the session level in 6 months (from Jul. 2002 to Dec. 2002). In 

addition, we also discuss and evaluate the interpretability of the characteristic patterns 

generated by our approach.  

 

6.6.1 Experimentation 

For our experimentation, we randomly selected 5000 users who were active from Jul. 

to Oct in the comScore dataset. Dec. November and December data were excluded to 

avoid the impact of the holiday season on our experiments. Three-month (Jul., Aug., and 

Sep.) data was used as training set while October’s data was used for testing. Two 

different types of session are defined by W3C (World Wide Web Committee Web usage 

characterization activity 1999): server session and user session. A user session is a 

sequence of consecutive user visits cross multiple web sites, while a server session, i.e. a 
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visit, is a sequence of activities that a web user performed in a particular web site. In the 

comScore dataset we obtained, each record provides the information of a server session 

with session begin time, duration, web site visited, and etc. We grouped those server 

sessions into user sessions by two criteria: 1) server sessions belong to the same user; 2) 

the time gap between every two successive server sessions is less than 10 minutes. As 

suggested by Catledge and Pitkow (1995), 9.3 minutes with 1.5 standard deviations can 

be thought as an interval between two visits. After data preprocessing, the training dataset 

included 3,587,114 visits and 1,077,601 user sessions, while the testing dataset contained 

1,188,669 visits and 369,711 user sessions. The training dataset was used to discover 

characteristic patterns and to build the user behavioral profiles for user identification, i.e. 

naïve Bayesian multi-net. The testing dataset was employed to test the effectiveness and 

efficiency of our approach. For characteristic pattern mining, user sessions are treated as 

transactions, and visited web sites are considered as items. Some parameters are 

introduced to control the experiments. The default values are assigned to the parameters 

if they do not act as control variables (Table 6.2). 

In Table 4, mins  and minc  are the thresholds for mining characteristic patterns from 

the training dataset. 
min

t  was used in testing phase, that is, we only tested the user 

sessions whose size is no less than 
min

t . 
min

T  was applied in both training and testing 

phase, namely, we extract the users who conducted at least 
min

T  user sessions in both the 

training and the testing dataset for experimentation. Since the default value of 
min

t  and 
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min
T  were set to 1, the user session size and the number of user sessions per user are not 

constrained unless 
min

t  and 
min

T  act as control variable in the experiments. Parameters 

α  and k  are used for ranking and selecting most important characteristic patterns (see 

Equation 6.2). 

Parameters Description Default 

mins  Minimum entity support 0.1 

minc  Minimum entity confidence 0.6 

min
t  Minimum transaction size, i.e. minimum number of visits in a 

user session 

1 

min
T  Minimum number of transactions (i.e. user sessions) per user 1 

α  Weight of entity support 0.5 

k  Maximum number of characteristic patterns per user 10 

Table 6.2: Default values of the parameters for user identification experiments 

 

6.6.2 Effectiveness 

We use precision and recall to evaluate the effectiveness of our user identification 

approach. Since the identification function may produce unknown users, we define the 

precision and recall similar to those suggested by Dewdney et al. (2001). as follows. 

identifiedareuserswhosenstransactioofnumber
identifiedcorrectlyareuserswhosenstransactioofnumberprecision =  

nstransactioofnumbertotal
identifiedcorrectlyareuserswhosenstransactioofnumberrecall =  
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In the perspective of statisticians, recall is equivalent to (1 – type I error) and 

precision is equal to (1 – type II error). A type I error causes an actual user of a 

transaction cannot be identified, i.e. non-identification, while a type II error leads to 

misidentification, i.e. a wrong user is identified for a provided transaction. We argue that 

precision is more important in most web user identification applications. For example, in 

the personalized recommendation systems, identifying a customer incorrectly and 

promoting irrelevant products or services to him may raise his dissatisfaction to the 

company, or even the company may lose the customer if, for instance, the promoted 

products or services conflict his convention. On the other hand, although low recall rate 

may cause a lot of users can not be identified; the e-commerce website can still provide 

the common recommendation to the customer just as most current websites do. It 

typically would not have adverse impact on the customer. For another example, in an 

intrusion detection system, it is typically much more annoying that a normal user is 

identified as an intruder than if an intruder cannot be identified.  

We also adopt F-measure that reflects the tradeoff between precision and recall. 

Actually, it is a harmonic mean of precision and recall. 

recallprecision
recallprecisonmeasureF

+
××

=−
2  

In Figures 3 and 4, we present the effectiveness of the user identification approach we 

proposed. Precision steadily improves with the minimum user confidence, minc , while it 

fluctuates a little when the minimum user support, mins , varies from 0.1 to 0.8. The 
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reason is that minc  for the most part controls the quality of the characteristic patterns. 

Namely, it determines to what extent the characteristic patterns are distinct enough for 

correctly identifying a transaction belonging to a particular user. We also notice that the 

precision value is always larger than minc  in Figure 6.3. This indicates that the 

characteristic patterns actually exist in the dataset and could be helpful for identifying 

users. In Figure 4, the precision value is also greater than the default value of minc , 0.6, 

except when mins  is close to 1 because only few characteristic patterns were discovered 

due to very restrictive minimum user support value.  

Recall improves when either minc  or mins  reduces. The smaller minc  or mins  is, the 

more characteristic patterns are generated, and the more transactions can be identified. 

Actually, we can always loosen the minimum user support and confidence criteria to get 

higher recall at the cost of lower precision. Keeping minc  at certain level while reducing 

mins  can be an appropriate strategy. However, the characteristic patterns generated from a 

very small mins  may not represent regular user behavior, and therefore they have a lower 

probability to appear in user future transactions.  
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Figure 6.3: Effectiveness for different minimum entity confidence 
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Figure 6.4: Effectiveness for different minimum entity support 
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Figure 6.5: Effectiveness for different minimum user transaction size 
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Figure 6.6: Effectiveness for different minimum number of transactions per user 
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The F-measure value does not change a lot in Figure 6.3 because of the counteraction 

between the precision and the recall rates, while it follows recall’s pattern in Figure 4a 

and 4b because the precision rate stays almost constant. 

Since the recall rate of user identification is not so good as its precision rate, we 

conducted more experiments to study it further. In the Figure 6.5, we can find the recall 

rate improves with the minimum user session size because sessions containing more 

visits provide more behavior characteristics that can be used to identify users. The recall 

rates are close to 30% as minimum transaction size, 
min

t , raises to 10, while F-measure 

reaches 40% accordingly. However, the test ratio, defined as the number of user sessions 

in testing, shows that long transactions are not popular in the testing dataset. Figure 6 

demonstrates that changing minimum number of transactions per user has no obvious 

effect on user identification accuracy except for a little improvement for recall and F-

measure because more transactions help produce extra characteristic patterns. 

In general, the high and consistent precision demonstrates the effectiveness of our 

approach but the recall rate and the F-measure are not satisfactory compared with 

precision rate because some users did not exhibit unique patterns in the training dataset, 

i.e. they only showed common web visiting behavior. Therefore, our user identification 

approach is more appropriate for the case that the cost of low precision rate is higher than 

the cost of low recall rate. 
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6.6.3 Efficiency 

We evaluated two aspects of the efficiency: the efficiency of training process, 

including characteristic pattern mining and identification function construction, and the 

efficiency of the user identification process. All the experiments for efficiency evaluation 

were performed on a machine with Pentium 4 2.8GHz CPU, 2G 333MHz DDR RAM, 

IDE 100 HD, using the Windows 2000 Professional operating system, and our program 

was coded by C++ and compiled by gcc 3.4.3.  

The efficiency of the training process is measured by processing time recorded by the 

program. Figure 6.7 illustrates that various values of minc  do not change training 

performance unless it was set to 0 and therefore the process for filtering user frequent 

patterns is bypassed because all these patterns are characteristic patterns. Also, it implies 

that the processing time for extracting characteristic patterns from user frequent patterns 

is a constant, which is consistent with our analysis on Algorithm 5.1 (section 5.2.2).  

The training time is decreases as mins  increases (see Figure 6.8). It indicates that the 

fp-tree based mining algorithm determines the scalability of characteristic patterns 

mining algorithm over various mins .    
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Figure 6.7: Training time for different minimum entity confidence 
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Figure 6.8: Training time for different minimum entity support 
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Figure 6.9: User identification efficiency for different minimum entity confidence 
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Figure 6.10: User identification efficiency for different minimum user support 
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The process of user identification typically is run real-time. For instance, a web user 

should be identified before the user session ends so that the appropriate information of his 

interest could be rendered in time. Hence, the performance of identifying user is more 

critical than the training process that can be performed in a batch mode. We measure the 

performance of user identification process by following two different types of throughput. 

timetestingtotal
nstransactiotestingofnumbertotalallforthroughput =__  

timetestingtotal
nstransactiotestingidentifiedofnumbertotalknownforthroughput =__  

In the user identification algorithm (Algorithm 6.3), we can find that unknown users 

are identified much more quickly than identified users. So, we introduce the 

throughput_for_known to evaluate process of identifying known users separately. Here, 

known users include the user identified correctly and incorrectly since both of them go 

through the same checking procedure in Algorithm 4.  

Throughput_for_all scales as minc  or mins  increases, while the throughput_for_known 

fluctuates in a range approximately from 1 to 4 (see Figure 6.9 and Figure 6.10). The 

larger the minc  or mins  is, the fewer characteristic patterns are discovered, which results in 

larger number of unknown users and higher throughput_for_all.  

When the optimal minc  and mins are decided, the performance of user identification 

can be improved by selecting top-k characteristic patterns according to the ranks defined 

in formula (6). Figure 6.11 presents the performance results when selecting top-k 

characteristic patterns. Both throughput_for_known and throughput_for_all improve 
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when fewer characteristic patterns are selected. Also, three effectiveness measures remain 

constant when k is larger than 5 (see Figure 6.12). Therefore, the top-k selection 

approach is good for identifying users efficiently without sacrificing the effectiveness 

when k is carefully selected. Also, we notice when k is less than 5, the precision rate 

could be further improved in Figure 6.12. We speculate that the reason is a naïve 

Bayesian multi-net built on fewer characteristic patterns may lessen the overfit problem.  

In addition, the fact that identifying a transaction’s user as unknown is more efficient 

than identifying a transaction incorrectly again implies that precision is more important 

than recall because imprecision incurs higher computational cost.   
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Figure 6.11: User identification efficiency for various top-k selections 

 



168 

 

0%
10%
20%
30%
40%
50%
60%
70%
80%
90%

100%

0 5 10 15 20 25

k

pe
rc

en
ta

ge

Precision
Recall
F-measure

 

Figure 6.12: Effectiveness for various top-k selections 

 

6.6.4 Interpretability 

The interpretability of the model is important for some user identification applications. 

In intrusion detection systems, it is often necessary to justify if identifying a user as an 

intruder and conducting further actions, such as blocking IP, freezing account, or 

resolving a related dispute.  

Since the general structure of naïve Bayesian multi-net is predefined, relationship 

between each user and his characteristic patterns is transparent. This facilitates the 

interpretation of the user identification result. Moreover, a small number of characteristic 

patterns are sufficient to build a local network for each user according to our experiment 

(see Figure 6.12). This leads to a parsimonious naïve Bayesian multi-net. A parsimonious 

model eases the model visualization so that model analysts can easily understand and 
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interpret it. Besides, it also facilitates model modification so that domain knowledge can 

conveniently be added.  

Furthermore, our approach can also help user analysts to get the insight of user 

unique behaviors captured by the characteristic patterns. Different characteristic patterns 

indicate the different user interest and Internet surfing habit. User analysts could directly 

analyze these characteristic patterns and develop appropriate strategies for product 

promotion as well as customer retention without involving processing a large amount of 

tracking data. Actually, characteristic pattern mining provides an additional method to 

select interesting user behavior patterns. It can be considered as an complement to the 

traditional common pattern mining approaches, e.g., association rule mining, sequential 

pattern mining, periodic pattern mining, and etc. 

 

6.7 Summary 

We propose an approach to integrating behavioral profiles consisting of characteristic 

patterns into a naïve Bayesian multi-net to perform the user identification task. The 

results of our experiments show that this innovative approach is both effective and 

efficient for user identification, especially when the cost of misidentification is higher 

than the cost of non-identification. Besides, we show that our approach can help a 

customer analyst easily find and interpret user distinct behavior patterns in their profiles 

and derive appropriate strategies to attract or retain customers. Although the proposed 
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approach was evaluated with e-transaction data, we are exploring and extending the 

approach for other types of data, such as click stream data or retailers’ point-of-sale data. 

In the future, this approach can be extended in two directions: (1) introducing 

additional user behavior features, such as user visiting sequence and periodic patterns in 

user sessions to improve the recall rate; (2) combining such static user attributes as user 

agent in web log, behavior features and domain knowledge with characteristic patterns to 

build comprehensive user profiles to identify users.  

 

7 CONCLUSION 

In the dissertation, we have proposed and demonstrated a series of behavioral 

profiling research ranging from fundamental concepts and models to profile construction 

approaches and profile applications. In this chapter, we conclude our research findings 

and results in Section 7.1. After that, we summarize the contributions and relevance of 

the dissertation work in Section 7.2. Finally, we discuss future directions of behavioral 

profiling research and present some exploratory experimental results in Section 7.3. 

 

7.1 Conclusions 

User profiling has wide applications in e-business environment, such as 

personalization, intrusion detection, and online customer analysis. In the past decade, 

many researchers have studied on various user profiling problems, and most focused on 

factual profile construction and applications. Only a few researchers have studied 
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behavioral profiling problems, and their research was also application-oriented. Unlike 

past profiling research, this dissertation focuses on the fundamental behavioral profiling 

problems. Namely, we focus on proposing models and approaches for constructing 

behavioral profiles that can be applied to most behavioral profile applications.  

Because the basic research problems of behavioral profiling have not been well 

defined, we have proposed a research framework and defined fundamental concepts 

about behavioral profiling at the beginning of this dissertation. Especially, we defined the 

profile as a collection of distinct or significant information or patterns that characterize an 

entity in a context. This definition combined with proposed research framework 

constitutes the footstone of our behavioral profile construction research presented in the 

dissertation.  

Having reviewed the past literature under the proposed research framework, we have 

concluded that most current profiling researches are application-oriented, which 

compromises the generalizability of their research results. Therefore, we emphasize on 

the fundamental and theoretical research in this area, especially, we call for profiling 

research on profile representation, evaluation, and operation, which are considered as the 

most fundamental research topics in profiling field and they are almost neglected in the 

application-oriented profiling studies.   

Under the proposed research framework, we have demonstrated some initial efforts 

on the fundamental behavioral profiling research. Particularly, we have developed a 

representation model, introduced a profile organization solution, and also established a 
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profile evaluation schema to constitute the basis for the behavioral profile construction 

model. Our exploratory work in profile theoretical foundation has proved to be successful 

and valuable in the process of modeling and analyzing the behavioral profile construction 

problem.  

We have formally built an optimization model for describing and solving a general 

type of behavioral profiling problem, i.e., CH optimization problem, in which a 

predefined profile hierarchy is provided. The analytical analysis has shown the strong 

connection between the feasible solution to the model and independent dominating set in 

a graph derived from the optimization model. Based on this finding, we have developed 

two optimal solution searching approaches: brute-force and Genetic Algorithm. The 

experiment results of synthetic small-size problem has demonstrated that the applicability 

of Genetic Algorithm on approximating optimal solution to the CH optimization problem.   

Moreover, we have developed an innovative data-mining-based approach to find the 

solution to the CH optimization problem. Basically, this approach is based on identifying 

a new type of pattern, i.e. characteristic pattern, in large amounts of data and building 

profiles that are composed of these patterns. The approach is called hierarchical 

characteristic pattern mining in the dissertation. Experiments using relatively large 

amounts of synthetic data have been conducted to test the performance of this approach. 

The results have shown that the data-mining-based approach outperforms the Genetic 

Algorithm in terms of both the approximation to the optimal solution and the efficiency 

when a large amount of synthetic data is used for testing.  
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Finally, a particular user behavioral profile application – web user identification has 

been introduced to demonstrate the effectiveness and efficiency of our data-mining-based 

profiling approach. The application has also presented some problems of and solutions to 

applying the general behavioral profile construction approach into a real-world profile 

application. The experiments performed on a real world dataset have shown the positive 

results of our data-mining-based behavioral profiling approach in terms of effectiveness, 

efficiency, and interpretability.  

  

7.2 Contributions and relevance 

The contributions of this dissertation can be summarized into four aspects: theoretical 

foundation, optimization model, profiling approach, and behavioral-profile-based 

application. 

In terms of theoretical foundation, we have proposed a framework for profiling 

research. And also, we applied this framework throughout the dissertation to demonstrate 

its applicability. Moreover, we have clarified the definition of profile, and applied this 

definition into establishing profile evaluation schema and building optimization model 

for profile construction. Furthermore, we have presented a comprehensive literature 

review and identified research gaps by following the research framework we proposed. 

Finally, our discussion on theoretical foundation not only provides a base for building 

and solving the optimization model for profile construction but also discuss the 

deficiency of current profiling research and potential directions of future research. By 
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successfully applying the framework into our dissertation work, we believe the research 

framework could also be used to identify and direct our future profiling research.  

We have built an optimization model to describe the hierarchical profile construction 

problem. We have also identified and proved a series of properties and lemmas about the 

model. We have also applied graph theory to analyze the nature of the feasible solutions 

to the model. Based on which we study two different strategies for searching optimal 

solution: brute-force approach and Genetic Algorithm. The experimental results indicate 

that the Genetic Algorithm is applicable to solve the optimization model. This research 

not only provides an alternative approach to build behavioral profiles, but also 

demonstrates how to generalize and model the profiling problem by optimization 

approach.  

For real-world behavioral profile construction, we have proposed a data-mining-based 

approach, i.e. hierarchical characteristic pattern mining, in addition to the approaches 

based on solution searching techniques. Our experimental results demonstrate that the 

data-mining-based approach is not only efficient and effective for building hierarchical 

behavioral profiles but also scalable for large amounts of data.  

We have also presented a profile application on web user identification problem. In 

the application we have not only presented the success of applying data-mining-based 

profiling approach, but also demonstrated how to apply generated behavioral profiles into 

real-world profile applications. Particularly, we rebuild the profiles by converting original 
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characteristic patterns into a local naïve Bayesian network for each user so that user 

identification can be performed efficiently using the naïve Bayesian multi-net classifier.  

   

7.3 Future direction and exploratory experiment results 

Our dissertation work raises a number of fundamental questions about profiling 

research. The most basic theoretical problem in our proposed research framework is 

profile representation. In the dissertation, we avoid this problem by making some simple 

assumption. Especially, we assume that behavioral characteristics are countable. 

However, the assumption does not hold if a behavioral characteristic is represented as a 

classification or clustering model. It seems to be difficult to represent all possible models 

into a unified user profile representation framework. Therefore, further study on model-

based user behavioral profile could be a future research topic. 

Profile operation might be the least studied research topic. It studies the basic profile 

operators that exist in many profile applications. We believe it would be an important 

research topic for integrating a lot of past profile application research efforts into a 

unified profile operation framework.  

Profile construction is the main focus of our dissertation. In addition to defining and 

solving the CH optimization problem, we also demonstrate its application in a web user 

identification problem. We still need to verify the proposed behavioral profile 

construction approach in more web applications. One direction is to test the performance 

of hierarchical characteristic pattern mining with a given hierarchy. We have performed 
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some exploratory experiments on the comScore dataset for behavioral-profile-based web 

user group identification and compared it with traditional classification approaches. 

According to their average monthly online purchase amount, we separated web users into 

6 groups ranging from non-online-purchase group to the group with over $5,000 

purchasing. We first tried to use demographic data to build two classification models: 

decision tree (ID3) and neural network (back propagation). The results show that these 

groups are not classifiable by using demographic data and traditional classification 

approaches because all the user group predictions are non-online-purchase group, which 

is the largest group in terms of the number of web users in this group. Thereafter, we 

used hierarchical characteristic pattern mining algorithm to build behavioral profiles for 

both web user groups and web users by discovering characteristic patterns from the same 

web usage data presented in Subsection 6.6.1. The profiles were also rebuilt using the 

naïve Bayesian multi-net. Having set the mining entity support and the minimum entity 

confidence to 0.1 and 0.6 respectively, we conduct an exploratory experiment and the 

experimental result demonstrates that the web user group identification has the similar 

effectiveness to the web user identification: precision = 80.51%, recall = 7.29%, F-

measure = 0.1337. It indicates that hierarchical characteristic pattern mining is applicable 

and could be effective for building both group and individual behavioral profiles for their 

identification. Many experiments need to be conducted to confirm our exploratory 

experiment result.  
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Some exploratory experiments we conducted for other profile applications (e.g. web 

page recommendation in a session and product recommendation) have shown that the 

effects of profile applications rely on a lot of factors. Especially, for web profile 

applications, the quality of web usage data has significant impact on the final 

experimental results. In addition, the technique and methods used to preprocess the usage 

data often determines the quality of profile and the success of profile application. In the 

dissertation, we use synthetic data to avoid being distracted from the core profile 

construction problems. However, the data quality problem definitely needs to be 

addressed before we implement our behavioral profile construction approaches in real-

world applications.  
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APPENDIX A: NOTATIONS 

Notation Description 

ipf  Behavioral profile for entity i , PFpfi ∈ . 

ipf  Total number of behavioral characteristics in profile ipf  

PF  Set of all behavioral profiles. 

PF  Total number of behavioral profiles. 

( )0PF  Set of initial behavioral profiles. 
( )0

ipf  Initial behavioral profile for entity i , ( ) ( )00 PFpfi ∈  

( )∗PF  Set of profiles as a final or optimal solution. 
( )•PF  A feasible solution to the profile construction problem. 

ijbc  j th behavioral characteristic in entity i ’s profile, BCbcij ∈ . 

jbc  j th behavioral characteristic in a set of behavioral characteristics, 

BC . 

BC  Set of all unique behavioral characteristics. 

BC  Total number of unique behavioral characteristics. 

ie  i th entity, Eei ∈ , ni ,,2,1,0 L= .  

0e  The super entity in profile hierarchy.  

E  Set of entities. 

E  Total number of Entities. 

e , bc , pt  Random variables of entity, behavioral characteristic, and pattern. 

( )ki pfpfd ,  The dissimilarity between two profiles, ipf  and kpf . 

( )iel  The level of entity ie  in the profile hierarchy. 

l  Entity or profile level in profile hierarchy. 

L  Total number of levels in profile hierarchy. 
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Notation Description 

H  Hierarchy matrix. 

ikh  An element at i th row and j th column in H  

( )ki pfpfd ,  The dissimilarity between profile ipf  and kpf . 

ikjd  The dissimilarity between the behavioral characteristic jbc  in profile 

ipf  and kpf . 

ikm  The number of behavioral characteristics in the union of entity profile 

i  and k , i.e. ki pfpf ∪ . 

lN  Total number of different pairs of profiles at level l . 

( )PFD  The total dissimilarities of profiles in profile set PF  

R  The reachability matrix of behavioral profile hierarchy. 

ikr  An element at i th row and j th column in R  

X  Solution space of the profile construction problem. 

G  Feasible solution space of the profile construction problem. 

G  Number of feasible solutions 

( )AVH ,  A graph representation of hierarchy  

( )AVH ′′′ , , H ′  A subgraph of ( )AVH ,  

( )∗∗∗ AVH , , 
∗H  

A transitive closure of H ′  

T  The transaction set. 

it  i th transaction in the transaction set T .  

t  A transaction. 

iT  The set of transactions for entity i .  

iT  The number of transactions for entity i .  
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Notation Description 

jT  The set of transactions including basic pattern jpt  or behavioral 

characteristic jbc  

jT  The number of transactions in jT . 

ijT  The set of entity i ’s transactions containing basic pattern jpt  or 

behavioral characteristic jbc .  

ijT  The number of transactions in ijT . 

jpt  The basic pattern j . 

PT  A set of patterns.  

PX  A prefix tree.  

iji  j th item in i th transaction. 

U  The set of users. 

mins  Minimum entity support. 

minc  Minimum entity confidence. 

cp  Characteristic pattern. 

CP  A set of characteristic patterns.  

iCP  A set of characteristic patterns for entity i . 

α  The weight of entity support.  
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