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ABSTRACT 

The adage, “old habits die hard”, is especially relevant when humans learn 

new protective behaviors (i.e., dental flossing, IS security behaviors).  The 

foundation that underlies many social-cognitive theories used in IS research is 

that intention to change predicts actual behavior change.   Despite intentions to 

change, humans do not always change their habits due to actual or perceived 

obstacles, for example.  In this study, user behavior, particularly with respect to 

vigilance over phishing attempts, was investigated via the theoretical lens of a 

hybrid continuum-stage behavior change model adapted from health-related 

fields.  This type of model helps us to understand whether there are qualitatively 

different stages for adopting a more vigilant action plan toward phishing 

attempts, the number and ordering of distinct stages that a user must move 

through between forming an intention and subsequent behavior, what 

characterizes those stages, and how appropriate interventions at these stages can 

move a user to a higher stage of vigilant behavior.    The goal of this research was 

to gain a better understanding of:  a) whether there are distinct stages that 

distinguish end-users’ vigilance toward phishing attempts; b) how many 

qualitatively different stages there are; and, c) what characterizes these stages.    

This study profiled IS end-users based on the model’s constructs (e.g., 

coping self-efficacy, intention, action/coping planning, and risk perception) that 

examined end-users’ protective behavior toward phishing attempts.  In an 

exploratory analysis of survey data, stages of IS end-users were determined via 
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cluster analysis techniques (hierarchical followed by K-means).  A survey was 

administered to respondents (n= 394). Next, an agglomerative hierarchical 

cluster analysis using within-groups method of average linkage and Euclidean 

distance measures was performed on the model’s constructs.  Three clusters 

emerged as the optimal number to be used in the subsequent K-means cluster 

analysis.  After conducting analyses for stability and validity for the 3-cluster 

solution, I compared the means of the model’s constructs to develop profiles for 

the distinct three stages.  I conclude that exploratory cluster analysis is an 

effective technique to discover natural groupings for protective behavior of IS 

end-users and propose future research to investigate stage-appropriate 

interventions to move users to higher stages.
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CHAPTER 1: INTRODUCTION 

Due to the prevalence and severity of phishing attacks that can fool even 

expert users, there is a need to understand why both expert and novice users 

persist in risky IS behavior despite good intentions.  Estimates on worldwide 

losses from phishing attacks stretch from tens of millions of dollars to billions of 

dollars (Hong, 2012).  This amount does not include costs to organizations in 

terms of lost productivity, recovery costs, reputational damage, or goodwill.  

Given that phishing attacks are expensive to society, it is critical to understand 

why many people are hooked by phishing attacks when they believe that “it could 

not happen to them”.  To augment humans’ vigilance in detecting potential 

phishing attacks, technological advances have been developed; however, it is 

often human error or misjudgment that causes losses due to phishing (Dhamija, 

Tygar, & Hearst, 2006).  Thus, humans are considered the weakest link with 

respect to IS security efforts (Sasse, Brostoff, & Weirich, 2001; Schneier, 2000).  

As a result, understanding user noncompliance to IS security policies and their 

susceptibility to phishing has been the focus of much research in both academia 

(e.g., Dodge Jr., Carver, & Ferguson, 2007; Parrish Jr., Bailey, & Courtney, 2009; 

Workman, 2008; Wright & Marett, 2010) and practice (e.g., Anti-Phishing Phil, 

2011).    

Despite ubiquitous warnings against insecure IS behavior, sophisticated, 

trained users nevertheless can be lured to click on the links in phishing attempts 

and to provide personal data when prompted.  Recently, a massive data breach at 
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Epsilon, an email service provider, was initiated by a phishing campaign that 

targeted email administrators (Vijayan, 2011).  This data breach was facilitated in 

part because spear-phishing emails, or emails containing personalized 

information (e.g., supervisor’s name), were used.  By tailoring the phishing email 

to knowledgeable, high-level personnel, the hackers were able to plant and run 

malware that ultimately mined millions of customers’ email addresses and 

names.  Adding personalized features to an email increases the success of 

phishing emails from 5% (Dhamija et al., 2006; Loftesness, 2004) to 72% for 

spear-phishing emails (Jagatic, Johnson, Jakobsson, & Menczer, 2007).  Due to 

the prevalence and severity of these types of attacks that can fool even expert 

users, there is a need to understand why both expert and novice users persist in 

risky IS behavior despite good intentions.   

The foundation that underlies many social-cognitive theories used in IS 

research is that intention to change predicts actual behavior change.   However, 

despite intention to change, humans do not always alter their habits due to actual 

or perceived obstacles, for example (Conner & Armitage, 1998; Sheeran, 2002). 

Although the intention-behavior gap has been examined in IT usage research 

(Bhattacherjee & Sanford, 2009; Davis, Bagozzi, & Warshaw, 1989; Taylor & 

Todd, 1995; Venkatesh, Morris, Davis, & Davis, 2003) as well as in consumer 

marketing (Sheppard, Hartwick, & Warshaw, 1988), it remains critical in the field 

of IS Security to look inside the “black box”  in which users move from an 
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intention to be more vigilant and self-protective toward phishing attempts to 

actual behavior change that is consistently more secure.   

There are two types of behavior change models: continuum and stage 

(Weinstein, Rothman, & Sutton, 1998). Continuum models include constructs 

that can influence attitudes, intentions, and/or behavior in a prediction equation 

to provide a snapshot of the phenomena at a given point in time.  In contrast, 

stage models acknowledge that a myriad of natural phenomena, including user 

behavior, passes through qualitatively different stages or phases.  Thus, stage 

models incorporate the passage of time. A static model on its own cannot capture 

the various stages toward safer behavior that a user must progress through to 

attain a better understanding of why behavior must change, to develop good 

intentions for changed behavior, to develop a corresponding action plan for 

countering social engineering attempts, and, finally, to adopt the new behavior 

consistently.  

In stage models, different interventions are required to move a person 

from one stage to another.  In contrast, the assumption underlying much 

research in IS training, for example, is that “one size fits all”, indiscriminate of 

the user’s stage. This type of training can help users in the short-term (Baker & 

Wallace, 2007; Jenkins, Durcikova, Grayson, & Nunamaker Jr., 2010; Siponen, 

2000).  Training increases knowledge but may not change behavior if the user is 

not at the right stage or mindset to be motivated by the training content.  

Interventions, on the other hand, incorporate training or life experiences tailored 
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to users at a particular stage.  Interventions not only educate but also motivate 

individuals to change behavior and move to a higher stage (Prentice-Dunn, 

McMath, & Cramer, 2009).   

Thus, there is a gap in the IS literature with respect to how users move 

from a denial, or “it can’t happen to me”, stage through an intention to modify 

behavior stage to the final stage of changed behavior through remaining vigilant 

over phishing consistently.  Recently, IS researchers called for the use of multi-

stage models to better understand various user behaviors over time (Benbasat & 

Barki, 2007).   

In response to this call for multi-stage models and to address the 

discrepancy in the IS Security literature for exploring the intention-behavior gap, 

I propose that users grow in their vigilance toward phishing attempts through a 

series of preintentional motivation and postintentional volition stages. Using the 

theoretical lens of a hybrid continuum-stage health behavior change model 

(Schwarzer, 1992, 1999, 2001), I developed a three-stage model that represents 

how the mindset of a user changes between forming an intention and subsequent 

behavior through use of action and coping planning.  Data collected from 394 

subjects (both students and non-students) support my three-stage model. When 

exploratory cluster analysis was used to discover natural stages among the data, 

the following three distinct stages emerged: Low Intender (8% of subjects), 

Intender (48% of subjects), and Actor (44% of subjects). The Low Intenders at 

Stage 0 may exhibit risky behavior (such as clicking on a link in a phishing email) 
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because they do not think or know that the consequences of falling for a phishing 

attempt can happen to them. Users in the second stage, Intender (Stage 1), realize 

that they are indeed vulnerable to phishing attempts and, thus, they form the 

intention to make behavioral changes. Finally, Actors in Stage 2 take active steps 

to prevent any future phishing attempts such as developing a coping plan in case 

they accidentally click on a phishing link.  

    1.1 Research Questions 

My proposed model and research plan suggest that users may progress 

through stages as they move from denial to IS secure behavior.  The purpose of 

this study is to examine the preintentional motivation and postintentional 

volition stages that a user goes through on the path to remain vigilant toward 

phishing attempts.  The results from this study will improve understanding of the 

different stages as well as inform design of the different interventions needed to 

move users through the stages as they adapt to protective behaviors and 

technologies. 

Thus, my research questions are:   

1. Are there distinct stages that distinguish end-users’ vigilance 

toward phishing attempts? 

2. If so, can this research study confirm three distinct stages?  

3. What characterizes these qualitatively different stages?  

 
To examine these research questions, I administered survey questions to 

394 participants in a snowball sampling plan to classify subjects into different 
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stages and to characterize those stages.  This dissertation thereby extends IS 

Security research by developing and empirically testing a theoretical model that 

not only represents the evolution of users’ protective behavior through stages but 

also includes predictive continuum-oriented constructs.  

In three ways, this research contributes to IS security and end-user 

security research: 1) This three-stage model helps to examine the intention-

behavior gap by showing how IS end-users progress through multiple stages of 

increased protective behavior toward phishing attempts; 2) The characterization 

and validation of the three stages give researchers an opportunity to create a 

baseline for both the behavior and the mindset of anti-phishing vigilance; 3)  This 

new approach permits researchers to design stage-specific user training or 

interventions that can move users to higher stages.  

In Chapter 2, I review the pertinent literature from IS Security and Health 

Behavior.  I then build on health behavior change models, particularly the Health 

Action Process Model (HAPA), to develop a research model and associated 

hypotheses for examining IS protective behavior.  The remainder of this 

dissertation is organized as follows: Chapter 3 describes the methodology, a field 

survey and exploratory cluster analyses, used to test my model and research 

hypotheses; Chapter 4 provides a detailed analysis of the data; Chapter 5 includes 

a discussion of the results, limitations of the study, and recommendations for 

future research; and, Chapter 6 describes a specific future research project 

informed by the results of the current study.
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CHAPTER 2: LITERATURE REVIEW 

This study is grounded and informed by an integration of the IS security 

and health behavior literatures.   The literature review is organized as follows:  

first, the literature on phishing attempts, particularly from an IS end-user 

perspective, is presented.  Second, adapting health behavior change models to an 

IS security context in which protective behavior is required is discussed.  Next, 

one specific health behavior change model, the Health Action Process Approach 

(HAPA) model, and its constructs are described in detail.  Finally, my proposed 

research model and associated hypotheses are presented. 

In the IS literature, many studies concerning the adoption of IS 

technologies by end-users have been based on social-cognitive theories, such as 

the Technology Acceptance Model (TAM) (Davis, 1989) and the Theory of 

Planned Behavior (TPB) (Ajzen, 1988, 1991).  However, few studies have 

identified differences between user adoption of positive technologies (i.e., those 

technologies designed for users’ primary responsibilities, such as an Enterprise 

Resource Planning (ERP) system) and user acceptance of protective technologies, 

such as single sign-on password technology (Dinev & Hu, 2007; Ng, Kankanhalli, 

& Xu, 2009). Recently, after Dinev and Hu (2007) “found that in the context of 

using protective technologies, some of the previously-established important 

relationships between user behavior and positive technology no longer hold” (p. 

401p. 401), researchers turned to behavioral change theories from healthcare and 

safety in their studies of IS security (Davinson & Sillence, 2010; Ng et al., 2009).  
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Behavioral change models in health-related fields were developed to explore 

behaviors that protect health as well as the corresponding interventions that can 

encourage people to engage in safer health practices, such as practicing safe sex 

(the AIDS Risk Reduction Model (ARRM) developed by Catania, Kegeles, & 

Coates, 1990) or using seat belts (the Health Belief Model (HBM) developed by 

Becker & Rosenstock, 1987; Janz & Becker, 1984; Rosenstock, 1966).  Most 

health behavioral change models are based on Expectancy-Value Theory (EVT).  

When a person learns about healthy behavior for the first time, she forms a belief 

that can be subsequently modified.  For each belief, the user assigns a value.  

Expectancy about how well a person can perform that healthy behavior is the 

result of a calculation based on that person’s beliefs and values about that healthy 

behavior.  As beliefs and values change, expectancy about how a person will 

behave in a healthy manner also changes.   

2.1 Previous Research in Phishing: The User Side of Phishing Attempts 

Phishing, a subset of IS Security, has received a great deal of focus by 

researchers.  Proudfoot, Giboney, Schuetzler, & Durcikova (2011) categorized the 

extant literature in phishing as follows: 1) methods that phishers use in their 

attacks, 2) anti-phishing technologies, and 3) human factors, or the user side of 

phishing.  The third category informs this dissertation.  To date, there have been 

a variety of non-stage-based studies designed to understand why humans are 

susceptible to phishing attempts or how one-size-fits-all training can change 

users’ IS security behavior.  Research that concentrates on how humans interact 
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with phishing attempts includes the following:  antecedents of users’ behavior 

with respect to phishing attempts (Ng et al., 2009; Parrish Jr. et al., 2009; 

Workman, 2008), how training may be used to decrease user response to 

phishing attempts (Dodge Jr. et al., 2007; Ferguson, 2005; Kumaraguru, Sheng, 

Acquisti, Cranor, & Hong, 2008; Sheng, Holbrook, Kumaraguru, Cranor, & 

Downs, 2010), and how users may detect deception in phishing attempts 

(Kumaraguru, Sheng, Acquisti, Cranor, & Hong, 2010; Vishwanath, Herath, 

Chen, Wang, & Rao, 2011; Wright & Marett, 2010). 

Antecedents: Perceived susceptibility, perceived benefits, and self-

efficacy were uncovered as antecedents of users’ reactions to phishing attempts 

(Ng et al., 2009).  In a different study (Workman, 2008), three threat control 

factors were predictive of social engineering success: threat assessment, 

commitment, trust, and obedience to authority.  Because obedience to authority 

and normative commitment can vary with personality, Parrish Jr. et al. (2009) 

extended social engineering research by developing a Phishing Susceptibility 

Framework that incorporates the Big-Five personality traits as antecedents of 

phishing susceptibility.  Also focusing on phishing susceptibility, Vishwanath et 

al. (2011) developed an integrative information model that includes various 

antecedents, such as personality-based beliefs, motivation levels, and prior 

knowledge.   

Training: In a series of phishing exercises at the United States Military 

Academy, researchers (Dodge Jr. et al., 2007; Ferguson, 2005) studied the 
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impact of training upon the propensity of people to respond to phishing attacks.  

They found that training did reduce the propensity of a student to respond to 

phishing attacks and increase the number of students who reported that a 

phishing attack had occurred.  Sheng et al. (2010) found that exposure to training 

materials lowered the tendency for users to enter information into phishing sites 

by 40%; however, the improved vigilance made users overly cautious and not 

click on non-phishing email.  This study supported earlier research  that found 

that participants who received specialized phishing training, PhishGuru, were 

significantly less likely to respond to mock phishing attacks one week after 

training  (Kumaraguru et al., 2008).  

Deception Detection: Phishing emails are a subset of scams, or 

deceptive messages designed to gain something of value from users.  In general, 

participants with more Web experience and security awareness were less likely to 

be deceived by phishing attempts (Wright & Marett, 2010).  Because handling 

phishing emails is not a primary task for a user, users are often forced to make 

quick decisions about the email based on straightforward cues found in the email. 

However, cues about urgency in the email and email load may interfere with the 

ability of the user to detect deception (Vishwanath et al., 2011).  Though 

advanced technology remains a critical tool in a user’s arsenal against phishing, 

users who receive training about recognizing the characteristics of phishing email 

can arm themselves in an additional way to combat phishing (Kumaraguru et al., 

2010). 
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2.2 Adopting Health Behavior Change Models for the IS Security Context 

Identifying and dealing with phishing email according to IS security 

training and reminders can be a complex undertaking for many users.  

Importantly, there are parallels between changing people’s risky behavior that 

could affect their health and/or safety and changing users’ risky IS behavior.  

Both types of behavior have serious consequences if not changed.  Health- or 

safety-compromising behaviors have grave consequences, such as death.  In the 

IS security context, risky or lax behavior can result in identity theft or in 

computer viruses that can destroy data stored on computers.  In extreme cases, 

identity theft can take long periods of time to resolve and recover (President's 

Identity Task Force, 2007).   

Complying with complicated health, safety, or risk-reducing behaviors is a 

learned and acquired type of behavior that often progresses through several 

stages (e.g., ARRM, Catania et al., 1990).  For example, with respect to flossing 

teeth as a protective health behavior, people have to learn not only the risks of 

not flossing properly and the costs (e.g., periodontal disease, tooth and bone loss) 

of non-compliance, but also the benefits and self-mastery (self-efficacy) of 

flossing.  At the outset, people who first learn about dental flossing may not 

believe that they need to floss regularly because they have not progressed beyond 

an initial stage of denial.  With public service messages (cues to action), a better 

understanding of the risks/benefits, and confidence in the ability to floss 

effectively, people can move to the next stage, or intention to floss.  Finally, after 
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encountering different public service messages, especially about how to cope if 

there is a relapse, many people move to the final stage in which they actually took 

the action to floss on a regular basis.  However, even though people acknowledge 

the benefits of flossing, they may engage in risky behavior by not flossing when 

distracted by life events or breaks in routine.    

An email user who has not advanced through all stages to reduce risky IS 

behavior would say that becoming a phishing victim is not good, but he may not 

always remain vigilant when checking email.  As a result, he may click on a link 

that looks legitimate because it supposedly leads to a web site with low perceived 

risk, such as his bank. Phishing research (e.g., Vishwanath et al., 2011; Workman, 

2008) has been conducted under the assumption that all users are in the final 

stage of understanding and acceptance of how they need to be vigilant against 

phishing attempts but that research does not consider to which stage a user has 

progressed.  A user in an earlier stage may not have absorbed the training, had 

the right type of experiences to understand the severity and consequences of the 

problem, nor gained the tools to cope with phishing attempts in the same way 

that a user who has moved forward to the final stage.  Thus, using stage models to 

research phishing offers a promising theoretical base.  In summary, the use of 

health behavior change models is appropriate for the context of examining 

protective behavior/technologies.   

2.2.1 Previous Research in Health Behavioral Change Models 
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Behavioral change models in health-related fields have been developed to 

explore behaviors that protect health as well as the corresponding interventions 

that can encourage people to engage in safer health practices.  Health behavioral 

change models fit either into a continuum or stage model.  Continuum models 

include:  the Theory of Reasoned Action (TRA) (Ajzen & Fishbein, 1980; Fishbein 

& Ajzen, 1975), TPB (Ajzen, 1988, 1991), HBM (Becker & Rosenstock, 1987; Janz 

& Becker, 1984; Rosenstock, 1966), and the Protection Motivation Theory (PMT) 

(Maddux & Rogers, 1983; Rogers, 1975).  In continuum models, there is an 

assumption that when people form the intention to change behavior, they will 

make the shift to actual behavior change.  The intention predicts the behavior 

change in a static model.  However, in a static model, it is difficult to capture the 

“if”, “how”, “when”, and “reasons why” a person moves from intention to actual 

behavior changes.  This is referred to as the “intention-behavior gap,” or black 

box, that is difficult to study (Sheeran, 2002).  Therefore, a serious limitation of 

continuum models is that they provide a better explanation for changes in 

intention than for changes in behavior because they cannot account adequately 

for the conversion from intention to behavior.  Because changing behavior can be 

difficult, obstacles or distractions can derail the intention-behavior translation. 

Additionally, continuum models assume that interventions can occur in any 

order to move a person from denial to intention to behavior change (Schwarzer, 

2008).        
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In contrast, ARRM (Catania et al., 1990), the Transtheoretical Model 

(TTM) (Prochaska, DiClemente, & Norcross, 1992), and the Precaution Adoption 

Process Model (PAPM) (Weinstein, 1988) are examples of stage theory models.  

“The term stage may be best understood as implying an important marker in the 

change process” (Catania et al., 1990, p. 55). A stage theory includes four defining 

properties: 1) a way to classify and define the stages, 2) a sequence for the stages, 

3) common hurdles to overcome before moving to the next stage, and 4) different 

hurdles to overcome at each stage.  In most stage theories, people have the 

opportunity to move from an initial stage, in which they do not plan to change 

their behavior because they do not see a problem with it, to later stages in which 

they are taking action toward safer behavior. 

One problem with stage theory models is that it can be difficult to 

delineate different qualitative stages:  How many are needed?  What are the 

differences between stages? Can a person regress from one stage to another?  Is 

there a requisite length of time to move from one stage to another?  In view of 

these types of questions, researchers point out that people may not move through 

stages but rather they may occupy points along a continuous process (Sutton, 

2000, 2005; Weinstein et al., 1998).  Due to their inherent time-dependent 

sequence of phases, stage models can be challenging to assess.  Nevertheless, 

recent empirical studies using stage models have provided support that 

protective behavior does change through stages (Lippke, Nigg, & Maddock, 2007; 

Velicer, Redding, Anatchkova, Fava, & Prochaska, 2007; Weinstein et al., 1998).  
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2.2.2 The Health Action Process Approach (HAPA) Model  

To overcome the disadvantages of both types of models, a hybrid 

continuum-stage model, the Health Action Process Approach (HAPA) Model 

(Schwarzer, 1992, 1999, 2001), was developed by building on:  Social Cognitive 

Theory (SCT) (Bandura, 1986), TPB (Ajzen, 1988, 1991), and the Stages of 

Change (SOC) Theory (Prochaska et al., 1992).  The purpose of HAPA was to 

predict changes in self-governing behaviors (e.g., cessation of smoking, adoption 

of a regular exercise program) that can be adopted to enhance health.  The HAPA 

model has been empirically tested in research of health behavior change 

pertaining to nutrition (Renner & Schwarzer, 2005a), seat belt use (Schwarzer et 

al., 2007), cessation of smoking (Schwarzer & Luszczynska, 2008), reduction of 

alcohol consumption (Murgraff, McDermott, & Walsh, 2003), adoption of a 

regular exercise program (Sniehotta, Schwarzer, Scholz, & Schüz, 2005), more 

consistent condom use (Schwarzer & Fuchs, 1995), and adherence to breast 

examination procedures (Luszczynska, 2004). 

HAPA resembles a continuum model except that it contains two phases:  

motivational (pre-intention) and volitional (post-intention).  HAPA’s two phases 

integrate both volitional theories (Heckhausen & Gollwitzer, 1987; Kuhl, 1985) 

and  motivational theories, such as implementation intentions theory (Gollwitzer, 

1999).  

The two phases are comprised of three stages; the pre-intentional phase 

contains Stage 0 and the post-intentional phase contains Stages 1 and 2.  Stage 0 
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of the pre-intention phase includes those people, called Non-intenders, who have 

not formed even the intention to make behavioral changes.  The post-intention 

phase is comprised of people in two distinct stages:  Intenders (Stage 1), who 

have formed the intention to make behavioral changes and Actors (Stage 2), who 

have crossed the intention-behavior gap.  A key strength of this model is in its 

simplicity, using three stages common to other health behavior stage models 

(e.g., the Model of Action Phases (MAP) (Heckhausen & Gollwitzer, 1987), the 

Integrated Change (I-change) Model (de Vries, Mesters, van de Steeg, & Honing, 

2005; 2003), TTM (Prochaska et al., 1992), and PAPM (Weinstein, 1988)) that 

highlight the key differences among people who translate intention into 

behavioral change and those who do not.   

People in a pre-intentional phase are concerned with the continuum-

oriented constructs including:  Outcome Expectancies, Action Self-Efficacy, and 

Risk Perception.  In contrast, the post-intentional participants can be influenced 

by the “how to” constructs, Planning and Recovery Self-Efficacy for behavior 

maintenance and recovery in case of a relapse.  This model is depicted in Figure 1.  

In the continuum part of the model, Outcome Expectancies are the personal 

consequences that can arise from adopting new health-promoting behaviors 

(Bandura, 1997). Antecedents (not explicitly depicted in the model)  of Outcome 

Expectancies include: Threat (Perceived Susceptibility x Perceived Severity) and 

Threat Appraisal overlap with other health behavior models, such as PMT and 

HBM (Armitage & Conner, 2000).  Risk Perception is what an individual 
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perceives is the risk of not performing the new behaviors.   Intention represents 

an individual’s goals.  Action/Coping Planning involve detailed plans to deal 

with moving from intention to action and dealing with barriers that could 

obstruct progress to less risky behavior. Outcome Expectancies and Risk 

Perception, along with Action Self-Efficacy, predict whether people can form 

good intentions toward behavior changes. 

 

Figure 1.The Hybrid Continuum-Stage Health Action Process Approach (HAPA) 
Model  

(Schwarzer, 1992, 1999, 2001) 
 

HAPA shares the Self-Efficacy construct with several continuum theories:  

SCT (Bandura, 1986), the revised version of TPB (which uses a similar construct 

of perceived behavioral control) (Ajzen, 1991), and PMT (Maddux & Rogers, 

1983).  A key difference is that HAPA breaks Self-Efficacy (Bandura, 1997) into 
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three parts, each of which corresponds to a stage in the model:  Action Self-

Efficacy, Maintenance Self-Efficacy, and Recovery Self-Efficacy. Action 

Self-Efficacy (aka Pre-action Self-Efficacy, Motivational Self-Efficacy, or Task 

Self-Efficacy), a construct of the pre-intention stage, refers to the ability of the 

individual to envision either success or failure at changing to less risky behavior.  

With high Action Self-Efficacy, the individual is more likely to move to the next 

stages because she believes that she has the ability not only to perform a specific 

behavior but also that she can control changing her behavior (Luszczynska & 

Schwarzer, 2003).   To move to the post-intention phase, a person needs not only 

high Action Self-Efficacy but also confidence in her ability to maintain the new 

behaviors when confronted by obstacles through high Maintenance (or Coping) 

Self-Efficacy.  Thus, Maintenance Self-Efficacy predicts behavior change and is 

critical during the stage in which an individual moves from pre-intention to an 

intention to change behaviors. Finally, the ability to recover in case of a setback 

in the adoption of the new behaviors is a key factor in moving to the Action 

phase.  High Recovery Self-Efficacy, in addition to high Action Self-Efficacy and 

Maintenance Self-Efficacy, is essential in getting beyond a relapse through an 

action plan to continue the health-promoting behaviors.  

The mediator, Planning, between intention and behavior permits an 

individual to cross the intention-behavior gap.  Planning makes sense only when 

one has formed an intention (Sheeran, Webb, & Gollwitzer, 2005). Failure in 

translating intention into action occurs when a person does not know what to do 
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in what sequence or how to deal with obstacles when adopting new behaviors.  

Planning is comprised of Action Planning and Coping Planning. Action 

Planning deals with what sequence of actions need to be used in what situations 

for the new behaviors.  If a person spots a phish, he needs to know to whom to 

report it. Coping Planning permits an individual to prepare for inevitable 

problems in the way of new behaviors or routines.  For example, a user needs to 

know what to do if he does get hooked by a phishing attempt.  Planning predicts 

successful adoption of new behaviors.   

The stages in this model can be adapted to fit the phishing context:  a user 

moves from an initial or baseline stage in which a person does not acknowledge 

that there is a problem, to recognition of risky IS behavior with intention to 

reduce high-risk user behavior, and, ultimately, to the final stage of taking action.  

The continuum part of the model will be adapted from HAPA and will 

incorporate individual, experiential, and environmental characteristics.  

2.3 Research Model for Examining IS Protective Behavior 

Before describing the proposed research model, I will explain two axioms 

on which health behavior change models build.  

Axiom 1: Individuals move through stages based on their individual and 

experiential characteristics. 

Some individuals possess characteristics, such as a high need for control, 

previous experiences (e.g., having been a victim of a previous phishing attempt), 

and contextual characteristics, such as employment in a high-security-conscious 
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organization, that make them particularly open to moving from one stage to 

another.  I expect that these individuals will move faster through the stages than 

individuals who have low experience levels with phishing aimed at themselves or 

at people in high proximity to them, for example.  Additionally, if a person with 

specific individual characteristics and experiential factors is more receptive to 

interventions, it may take fewer interventions for that person to move from a low 

stage to the final stage. 

Axiom 2: Different interventions will lead to different movement along stages. 

For an individual to move from one stage to another, at least one 

intervention is necessary. If the same intervention would lead to movement from 

one stage to another, irrespective of a user’s stage, then we could design one 

intervention that would be applicable to all users in all stages.  Thus, stages 

would be unnecessary (Weinstein et al., 1998).   

Next, I introduce the proposed 3-stage research model, Security Action 

Stage Model (SASM), for studying protective behavior of IS end-users (Figure 2), 

adapted from HAPA: 

Stage 0 (Low intender): At this stage, individuals may exhibit risky 

behavior (e.g., downloading an attachment to an email from an unknown source) 

because their perception of being vulnerable to phishing attempts is low. 

Although they may or may not have received training about phishing attempts, 

they do not intend to behave securely because they think that the probability of 
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falling for a phishing attempt is close to zero.  Consequently, their level of 

intention is relatively low. 

 
Figure 2. Security Action Stage Model (SASM) 

Stage 1 (Intender): Individuals who reach this stage will realize that 

they are definitely vulnerable to phishing attempts.  At this stage, the individual 

increases his intention to make behavioral changes, such as actively learning 

about and being attentive to cues typically contained in phishing emails.  

Stage 2 (Actor): At this stage, individuals take active steps to prevent 

any future phishing attempts. These steps include: developing an action or coping 

plan in case they get hooked by a phishing attempt, taking an active role in 



 
 
 

33 
 

learning about phishing precautions, using recommendations from anti-phishing 

software, and remaining vigilant for potential phishing attempts.  

Movement from stage to stage: An external motivator tailored to a 

particular stage, such as an intervention that explains how to cope in case a 

person has been hooked by a phishing attempt, is needed for an individual to 

move from one stage to another. Researchers in health-related fields have 

documented that different interventions are indeed required to move people to 

one stage to the next (Weinstein & Sandman, 1992).  

Finally, listed below are the hypotheses that correspond to the research 

questions described in Chapter 1 and the SASM model described in this chapter. 

  
1. There are qualitatively different stages that distinguish end-users’ 

vigilance toward phishing attempts. 

2. There are dimensions of the three self-efficacy constructs that discriminate 

among the stages of those users who are less vigilant to users who are 

more vigilant.  

3. There are different levels of other SASM constructs that distinguish the IS 

end-user stages for protective behavior.  

4. There are three stages in the SASM model. 

5. The stages of the SASM model can be profiled so that the characteristics of 

each stage can be described. 
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In Chapter 3, I discuss the methodology that was designed to test the 

research questions, model, and associated hypotheses.
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CHAPTER 3: RESEARCH METHODOLOGY 

 The methodology used to test the research hypotheses are described in this 

chapter.  The discussion includes the research context, survey administration, 

characteristics of the sample, and the research instrument.  

Context of the Research 
 

The purpose of this study is to evaluate naturally occurring phenomena 

within an applied context using exploratory cluster analysis.  Field research, 

employing quantitative analysis of self-report questionnaire data, comprised the 

primary method of this research.  Construct variables were used in an exploratory 

cluster analysis to assess whether there were different stages of phishing 

vigilance, the number of stages, and the characteristics of those stages. Cluster 

analysis is particularly well-suited for creating relatively similar groups from a 

diverse sample.  When these homogeneous groups are combined, a data-driven 

taxonomy of process stages can result.  One example of the end result of this 

approach in the IS field is an empirical taxonomy for decision-making processes 

for the strategic application of information systems (Sabherwal & King, 1995).  

Additionally, using the output of cluster analysis for identification of and 

profiling distinct groups permits stage-appropriate initiatives or interventions to 

be designed.  This is especially relevant in health-related fields, in which 

designing cost-effective targeted interventions or promotion materials is critical 

(Abel, Plumridge, & Graham, 2002; Clatworthy, Buick, Hankins, Weinman, & 

Horne, 2005; Wyllie & Casswell, 1997).    
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End-users constituted the target population for this study.  The level of 

analysis is the individual.  The variables were operationalized at the individual 

level because a respondent reported his individual perceptions, attitudes, beliefs, 

experiences, and personal characteristics.  

Two groups completed the on-line survey instruments:  1) undergraduate 

MIS students enrolled in an MIS class, and 2) 0-5 respondents who were referred 

by the undergraduate students, thus creating a two-tier snowball sample.  

Participants younger than 18 years of age were excluded from the study.  No 

identifying information was collected from the subjects.   

According to McGrath (1982), a researcher must strive to balance the 

conflicting demands of achieving realism, generalizability, and precision.  

Realism will be achieved because university students and their referrals from the 

general population are frequent targets of phishing attempts. Next, generalization 

was supported because the respondents from both groups, functioning in their 

normal IS Security setting, were real users of email and IS Security technology.  

Because students and general users 1) are responsible for maintaining 

appropriate IS Security on their own computers, and 2) deal with IS Security 

issues surrounding email and Web sites on a day-to-day basis, their responses for 

this particular survey can be generalized to others.  Therefore, as the 

demographic analysis below suggests, data from this type of field survey in a 

university setting are particularly rich.  Finally, using previously validated and 

reliable scales strengthened the precision of this particular design.   
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3.1 Administration 

The measurement instrument was pre-tested using an expert panel of four 

academic domain experts.  The purpose of the pre-test was to assess the length of 

time to complete the survey and the readability/understandability of the survey.  

The survey took between 30 and 45 minutes to complete.  The instructions for 

each scale in the survey and the scale items were modified from the original 

HAPA surveys to fit the IS phishing context.  Pre-testing ensured that users 

would find the survey to be easily read and understood.  Minor modifications 

were made to the survey format (use of bold font, spacing, instructions) to 

improve readability and understandability. Because the pre-test involved a small 

sample size, it was not used to preview the statistical significance of items. 

3.2 Study 

To examine the stages and predictive constructs in my model, I 

administered online survey questions and a short phishing quiz to participants. 

The survey instrument contained constructs/items identified by a literature 

review and included established, reliable, and validated scales.  After the survey, 

a short phishing quiz, adapted from OnGuardOnline.gov, was included to test 

knowledge about phishing in Web and email contexts.   

The instrument was administered online via Qualtrics and could be 

accessed by the undergraduate respondents directly through the URL posted in a 

Blackboard notice for their course.  The undergraduate respondents referred 0-5 

other participants who were not in the same undergraduate class by giving them 
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the URL so that they could directly access the survey.  Respondents in the study 

were not identifiable.  Although completing the survey could be stopped and 

restarted due to the respondents’ schedules, the typical time for a respondent to 

complete the Likert-style survey ranged from 15 to 45 minutes. 

A disclosure form soliciting cooperation and assuring confidentiality was 

the first item that the respondents came across in the survey.  Thus, all 

respondents were subject to consistent overviews of the research study by the 

disclosure form.  Additionally, the disclosure form (Appendix A) explained the 

volitional nature of participation and furnished assurances of confidentiality.   

 Data collection was dependent upon self-report measures.  Although the 

validity of self-report measures debated by academics, self-reports generally 

supply valid attitude, belief, and perception measures (Spector, 1987). 

3.3 Sample 

Because instructor support was needed to gain access to respondents, the 

sample was one of convenience rather than randomly selected. Although 

convenience samples do not fully satisfy the underlying assumptions of the 

statistical methods used in this study, convention within the social sciences in 

general and IS research in particular has permitted application of statistical 

analysis methods to non-random samples on condition of the absence of 

systematic bias in the selection procedure and that sampling limitations are 

acknowledged.   
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A target sample size of 400 respondents was planned. Informed consent 

was obtained from 493 subjects. Overall, there were 394 (79.9%) usable 

completed surveys.  Survey respondents were drawn from two sources:  

undergraduates enrolled in an undergraduate MIS class, and ‘snowball’ 

participants whom the undergraduates referred.  From the student group, I 

collected 190 (48.2%) surveys; 204 (51.8%) surveys comprised the referred, or 

snowball, group.  Individual participation was voluntary, although the 

undergraduate students were provided with extra credit to encourage completion 

of the survey by themselves and their referrals.  The data collection occurred in 

Spring, 2012 using Qualtrics to collect data online over a two week period.    

A demographic profile describing the 394 respondents retained for 

analysis is illustrated in Table 1.  47.7% (n = 188) of the participants were female.  

Age ranged from 18 to 66 years, with a mean age of 25.4 (SD = 9.7).  77.2% (n = 

304) indicated that they were never married, 11.7% were married, 4.8% were 

separated, divorced, or widowed, and 6.3% indicated that they did not wish to 

disclose their marital status.  Although 19.3% chose not to disclose income, 59.6% 

(n = 235) indicated that they made less than $20,000 in the previous year, 4.8% 

chose $20,000 - $34,999, 3.3% indicated $35,000 - $49,999, and 13.0% 

indicated that they made more than $50,000. The mean number of years of 

education beyond high school was 3.35 (SD = 1.41) with a maximum of 13 years 

and a minimum of 0 years.  77.9% (n = 307) of the respondents were students, 

4.1% categorized themselves as professional, 3.6% chose the white collar  
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Table 1. Respondent Demographics 

 

Gender Frequency Percent

Cumulative 

Percent Respondent Age Frequency Percent

Cumulative 

Percent

Female 188 47.7% 47.7% 18-19 13 3.3% 3.3%

Male 206 52.3% 100.0% 20-29 326 82.7% 86.0%

394 100.0% 30-39 15 3.8% 89.8%

40-49 10 2.5% 92.4%

50-59 24 6.1% 98.5%

60 or older 6 1.5% 100.0%

394 100.0%

Marital Status Frequency Percent

Cumulative 

Percent

Never married 304 77.2% 77.2%

Married 46 11.7% 88.8%

Separated 11 2.8% 91.6%

Divorced 6 1.5% 93.1%

Widowed 2 0.5% 93.7%

Chose not to disclose 25 6.3% 100.0%

394 100.0%

Years of Higher 

Education Frequency Percent

Cumulative 

Percent Major/minor in CS/IS Frequency Percent

Cumulative 

Percent

0 5 1.3% 1.3% Yes 105 26.6% 26.6%

1-1.9 14 3.6% 4.8% No 252 64.0% 90.6%

2-2.9 60 15.2% 20.1% Not applicable 37 9.4% 100.0%

3-3.9 176 44.7% 64.7% 394 100.0%

4-4.9 98 24.9% 89.6%

5-5.9 17 4.3% 93.9%

6-6.9 12 3.0% 97.0%

7 or above 12 3.0% 100.0%

394 100.0%

Occupation Frequency Percent

Cumulative 

Percent

Income for the Past 

Year Frequency Percent

Cumulative 

Percent

Student 307 77.9% 77.9% $0 - $19,999 235 59.6% 59.6%

Stay-at-home 6 1.5% 79.4% $20K - $34,999 19 4.8% 64.5%

Unemployed 9 2.3% 81.7% $35K - $49,999 13 3.3% 67.8%

Blue collar 3 0.8% 82.5% $50K - $64,999 11 2.8% 70.6%

Skilled 6 1.5% 84.0% $65K - $79,999 10 2.5% 73.1%

Service/sales 10 2.5% 86.5% $80K - $94,999 6 1.5% 74.6%

White collar 14 3.6% 90.1% $95K - $109,999 6 1.5% 76.1%

Manager 11 2.8% 92.9% $110K - $124,999 7 1.8% 77.9%

Professional 16 4.1% 97.0% $125K and above 11 2.8% 80.7%

Retired 2 0.5% 97.5% Chose not to disclose 76 19.3% 100.0%

Other 10 2.5% 100.0% 394 100.0%

394 100.0%
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category, and the remaining 14.4% were distributed across 8 other categories, 

including stay-at-home, unemployed, and retired.  

3.4 Measurement  

For each variable, an existing instrument was adapted to maintain 

consistency with prior research.  Nevertheless, modifications were made to 

existing instrument items for three primary reasons.  First the wording was 

slightly modified to better fit the context for phishing attempts and computer 

security.  Second, items were modified to reduce ambiguity.  Third, the number of 

items representing a construct was increased to reflect two distinct methods by 

which people are typically phished:  at Web sites and via email.  Increasing the 

scale items conflicted with pragmatic administration (time) considerations.  

Fourth, to minimize measurement errors associated with mono-item measures of 

constructs, each construct was measured by multiple items.  The psychometric 

properties of each instrument scale were evaluated as described in the analysis 

section. 

3.4.1 Research Instrument 

 The overall instrument incorporated:  1) scales modified for the SASM 

from those developed to operationalize the seven key HAPA constructs (i.e., 

Outcome Expectancies, Risk Perception, Action Self-Efficacy, Intention, Coping 

Self-Efficacy, Action/Coping Planning, Coping Self-Efficacy, and Recovery Self-

Efficacy); and, 2) a self-report scale developed for the Protection Adoption 

Process Model (Weinstein & Sandman, 1992).    
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The scales described below were developed to operationalize the seven key 

HAPA constructs:   

Outcome Expectancies Scale (OES)   

As used by Renner and Schwarzer (2005a), the OES included 12 items 

(e.g., “If I eat healthy food, that will be good for my blood pressure and 

cholesterol level”) for 4 subscales (i.e., nutrition, physical exercise, alcohol 

reduction, and smoking cessation outcome expectancies subscales) using a 4-

point Likert scale. This adaptation included 4 questions (Table 2) rated by a 7-

point Likert scale from 1 (extremely false) to 7 (extremely true).  The Cronbach’s 

alpha was .81 in the Renner and Schwarzer study and .96 for this study.   

Table 2. Outcome Expectancies and Associated Scale Items 
 

Construct Item code Item wording

Outcome Expectancies

What do you think will be the result if you improved your vigilance toward phishing 

attempts?  If I improve my vigilance…

OE1
…there is a much lower chance of a security breach of my personal information 

occurring due to a phishing attempt.

OE2
…there is a much lower change of my personal information being stolen due to 

phishing attempt.

OE3
…there is a much lower chance of my personal information being compromised due 

to a phishing attack.

OE4

…there is a much lower chance of my privacy being jeopardized because of a phishing 

attack.  

Risk Perception 

The original scale developed by Perloff and Fetzer (1986) for the illusion of 

unique invulnerability operationalized the likelihood that a person or his peers 

would experience negative life events.  Subsequently adopted for the HAPA 

framework (Renner & Schwarzer, 2005b), the 10-item scale included 2 subscales 

(i.e., absolute risk perception for the self and absolute risk perception for peers) 



 
 
 

43 
 

with a 7-point Likert scale. For this study, I modified the scale with 8 questions 

(Table 3) anchored with a 7-point Likert scale from 1 (highly unlikely) to 7 (highly 

likely).  For this study, Cronbach’s alpha was .95.   

Table 3. Risk Perception and Associated Scale Items 
 

Construct Item code Item wording

Risk Perception How likely is it that sometime in your life…

RP1 ...a security breach of your personal information will occur due to a phishing 

RP2 …your personal information will be stolen due to a phishing attempt? 

RP3 …your personal information will be compromised due to a phishing attack? 

RP4 …your privacy will be jeopardized because of a phishing attack? 

How likely is it for an average person of your gender and age that sometime in 

RP5 ...a security breach of his/her email account will occur due to a phishing attempt?

RP6 …his/her personal information will be stolen due to a phishing attempt?

RP7 …his/her personal information will be compromised due to a phishing attack?

RP8 …his/her privacy will be jeopardized because of a phishing attack?  

Action Planning and Coping Planning 

A five-item scale with two subscales that operationalize high level 

cognitions of action and coping planning was developed by Sniehotta et al. 

(2005).  In this scale, a 4-point Likert scale ranged from 1 (not at all true) to 4 

(exactly true).  Sniehotta et al. reported Cronbach’s alpha of .90 for action 

planning and .92 for coping planning.  Five action planning and five coping items 

comprise this study’s scale (Table 4).  The accompanying Likert scale ranged 

from 1 (extremely false) to 7 (extremely true).  In this study, both subscales 

loaded onto the same factor; thus, this study reports a Cronbach’s alpha of .96.   

Intention 

Intention was adapted from Sniehotta et al. (2005) for the intention to 

engage in health-promoting behaviors.  Their reported Cronbach’s alpha was .65 

for their 10-item scale; for this study, the Cronbach’s alpha was .98.  This 
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modified eight-item scale (Table 5) anchored on 1 (don’t intend at all) to 7 

(strongly intend).  

Table 4. Action and Coping Planning and Associated Scale Items 
 

Action and Coping Planning

Most people would like to further improve their vigilance toward phishing attempts.  

How about you?  I already have concrete plans…

ACP1
…to make sure that my browser software that fends off phishing attempts is up to 

date.

ACP2 …to learn as much as possible on-line about how to fend off phishing attempts.

ACP3 …to attend training sessions about how to fend off phishing attempts.

ACP4
…to read messages sent by the information technology department of my Internet 

Service Provider (ISP) regularly about how to arm myself against phishing attempts.

ACP5 ...to review my email software's advice about dealing with phishing attempts.

Do you already have concrete plans for improving your vigilance toward phishing 

attempts even if obstacles arise?  I already have concrete plans…

ACP6
…to make sure that my browser software that fends off phishing attempts is up to 

date even if something intervenes.

ACP7
…to learn as much as possible on-line about how to fend off phishing attempts even 

if I lose commitment for a short time.

ACP8
…to attend training sessions about how to fend off phishing attacks even if I get 

distracted for a short time.

ACP9

…to read messages sent by the information technology (IT) department of my 

Internet Service Provider (ISP) regularly about how to arm myself against phishing 

attempts even if I get busy for a short time.

ACP10

...to review my email system's advice about dealing with phishing attempts even if I 

get distracted.  
 

Table 5. Intention and Associated Scale Items 

Construct Item code Item wording

Intention What intentions do you have for the next weeks and months?   I intend to…

Int1
…monitor my email carefully to avoid a security breach occurring on my personal 

information due to a phishing attempt.

Int2
…monitor my email conscientiously to avoid my data being stolen due to a phishing 

attempt.

Int3
…monitor my email thoroughly to avoid my data being compromised due to a 

phishing attack.

Int4
…monitor my email to avoid my privacy being jeopardized because of a phishing 

attack.

What intentions do you have for the next weeks and months?   I intend to…

Int5

…monitor the alerts from my browser software to avoid a security breach occurring 

on my personal information due to a phishing attempt.

Int6

…monitor the alerts from my browser software to avoid my data being stolen due to 

a phishing attempt.

Int7

…monitor the alerts from my browser software to avoid my data being compromised 

due to a phishing attack.

Int8

…monitor the alerts from my browser software to avoid my privacy being 

jeopardized because of a phishing attack.  
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Action Self-Efficacy 

To operationalize self-efficacy for health actions such as improving 

nutrition, quitting smoking, reducing alcohol use, this scale was developed by 

Renner and Schwarzer(2005a). Renner and Schwarzer reported a Cronbach’s 

alpha of .79; for this survey, it was .93.  As modified for this study, the four items 

(Table 6) were rated on a Likert scale ranging from 1 (extremely false) to 7 

(extremely true).  

Table 6. Action Self-Efficacy and Associated Scale Items 
 

Construct Item code Item wording

Action Self-Efficacy

Certain barriers make it hard to change one's vigilance toward phishing attempts. 

How sure are you that you can overcome the following obstacles?  I can stick to my 

vigilance toward phishing attempts even…

ASE1 …if my workload is high.

ASE2 …If I get distracted.

ASE3 …if I am using a new software application.

ASE4 …if I get busy.  

Coping Self-Efficacy and Recovery Self-Efficacy 

Both Coping Self-Efficacy and Recovery Self-Efficacy, representing two 

distinct constructs were modeled on the Maintenance Self-Efficacy (aka Coping 

Self-Efficacy) scale and Recovery Self-Efficacy scales, respectively, by 

Luszczynska and Sutton (2006).  Their Maintenance Self-Efficacy scale, designed 

to operationalize how people perceived their ability to maintain health-promoting 

health behaviors was comprised of four items for which they reported a 

Cronbach’s alpha of .81.  Their Recovery Self-Efficacy scale was designed to 

operationalize how people perceived their ability to recover from setbacks to 

continue using self-promoting health behaviors. They reported a Cronbach’s 

alpha of .85 for their scale that consisted of three items.  For this study, each of 
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the Coping Self-Efficacy scale’s five items (Table 7) is rated on Likert scales from 

1 (extremely false) to 7 (extremely true); the Cronbach’s alpha for the scale in this 

study was .93.   Each of these two scales loaded onto separate factors in the factor 

analysis as shown in Chapter 4.   

Table 7. Coping and Recovery Self-Efficacies and Related Scale Items 
 

Construct Item code Item wording

Coping Self-Efficacy

It is important to be more vigilant toward phishing attempts.  Are you confident you 

can manage that?  I am sure I can be more vigilant toward phishing attempts 

regularly, even if…

CSE1 …it takes me a long time to make it a habit.

CSE2 …I don't see success at once.

CSE3 ...I am stressed out.

CSE4 …I am tired.

CSE5 …I have to start all over again several times until I succeed.

Recovery Self-Efficacy

In spite of good intentions to remain more vigilant toward phishing attempts, small 

or large lapses in vigilance may occur.  Imagine you stopped being vigilant toward 

phishing attempts.  How confident are you about restarting your vigilance over 

phishing attempts? I am sure I can be vigilant toward phishing attempts again 

regularly, even if…

RSE1 …I postpone my plans several times.

RSE2 …I am not as organized as I should be sometimes.

RSE3 …I had it as a low priority for several weeks.

RSE4 …I delay following through on my plans for some time.  

Stage Model of Health Awareness and Behavior 

Without a priori knowledge of the number of stages, I modified a 5-stage 

scale while retaining the response choices for the Stage Model of Health 

Awareness and Behavior related to the PAPM of Weinstein and Sandman (1992) 

to understand how respondents would classify themselves roughly into five stages 

(Table 8).   

For individual characteristics, I collected data about age, gender, 

occupation, number of years of education beyond high school, and income.  

These items are included in the full survey instrument in Appendix A. The full 

survey instrument was used for both undergraduate students and their referred 
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contacts.  The instructions in the survey were modified slightly to fit each 

respondent group. 

Table 8. Modified Item and Response Wording for Stage Model of Health 
Awareness and Behavior 

 
Construct Item wording Response wording

Self-Reported Stage

Have you ever thought of doing 
something to improve your vigilance 
toward phishing attempts?

I have never thought about doing something.
I have thought about doing something but it isn't necessary for me to do anything.
I have thought about doing something but I am still undecided.
I have already planned on doing something, but I haven't done anything yet.
I am doing something and intend to continue in the future.  
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CHAPTER 4: DATA ANALYSIS 

This chapter provides a description of the data analysis for this study.  

First, a descriptive analysis of the data is presented.  Cronbach’s alpha and a 

calculation of internal consistency measured the internal reliabilities of each 

scale.  An exploratory factor analysis assessed the unidimensionality of the scales 

for each of the variables.  A set of exploratory cluster analyses that tested the 

research hypotheses is discussed.  Finally, a brief analysis of the respondent’s 

experiences with phishing attempts and related training and familiarity with anti-

phishing material is presented.   

Because I collected data from 394 participants, I obtained an adequate 

sample size to analyze the data in a statistical manner.  The data was analyzed in 

SPSS using ANOVA, factor analysis, and cluster analysis. Following previous 

studies from Health Psychology (Abel et al., 2002; Weir et al., 2000; Wyllie & 

Casswell, 1997) and from the IS literature (Sabherwal & King, 1995), cluster 

analysis was used to analyze the model depicted in Figure 3 (copied from Chapter 

2) to determine the number of discrete stages and the characteristics of those 

stages. 

4.1 Descriptive Analysis of the Data 

Descriptive statistics were calculated for each of the SASM variables as 

part of the overall analysis.  First, an examination of the frequencies reported for 

each item in the survey was done, including the number of observations and 

range of responses per item.  Thus, I was able to discover three surveys that had 
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been filled out ‘frivolously’ with most items coded as Not Applicable. 

Additionally, I was concerned about potential bias between early responders (the 

first thirty respondents per group) vs. later responders (the last thirty 

respondents per group) to the survey.  The results of a one-way ANOVA 

confirmed that there were no differences between subjects who took the survey as 

soon as the survey was available for extra credit vs. subjects who waited to take 

the survey later.   Second, a comparison of means was conducted between 

genders and no statistically significant differences were found. The purpose of 

this comparison was to ensure that the sample groups and groups by gender were    

 

Figure 3. Copy of Security Action Stage Model (SASM) 
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approximately equivalent so that the entire data set could be analyzed as a 

homogeneous sample in the cluster analyses.  Finally, correlations were obtained 

for the SASM variables to rule out strong multicollinearity which could cause 

some aspects of similar variables to be overrepresented in the cluster analyses. 

Because all the correlations were below .9, multicollinearity was not deemed to be 

a problem (Mooi & Sarstedt, 2011). 

4.2 Tests of Group Differences among Students vs. Snowball Samples 

 A comparison of differences in the means and variance across groups 

provides information about the homogeneity of the sample subsets.  The entire 

sample can be combined and analyzed as a relatively homogeneous group if the 

groups are not too different (Klein, Dansereau, & Hall, 1994).  Table 9 displays 

the mean and standard deviation for each of the SASM variables for the entire 

sample, and also breaks these down by groups (i.e., students and snowball 

respondents).  All of the items used in the survey were measured on 7-point 

Likert-type scale.  Because a total of 7 comparisons were made in the analysis of 

variance (ANOVA), the observed significance level was adjusted using the 

Bonferroni correction to reduce the likelihood of Type I errors (Stevens, 1986).  A 

.05 level of significance was divided by 7; thus, a significance level of p < .007 was 

used to assess significant differences between the groups for each variable.   
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Table 9. Means, Standard Deviations, Between-Groups F, and Significance for: 
Overall Sample, Student Group and Snowball Group 

 

Variable Sample Student Group Snowball Group
Between-
Groups F Significance

N=394 N=190 N=204
Mean S.D. Mean S.D. Mean S.D.

Risk Perception 4.48 1.28 4.50 1.18 4.47 1.37 0.079 0.779
Intention 4.88 1.37 5.01 1.16 4.63 1.30 3.953 0.047
Action and Coping Planning 4.01 1.41 3.92 1.33 4.09 1.48 1.384 0.240
Outcome Expectancies 4.94 1.35 5.15 1.33 4.75 1.40 8.893 0.003
Self-Efficacy 4.32 1.38 4.29 1.35 4.34 1.40 0.103 0.748
Coping Self-Efficacy 4.32 1.35 4.37 1.27 4.27 1.42 0.530 0.467
Recovery Self-Efficacy 4.20 1.31 4.20 1.30 4.19 1.33 0.002 0.961  

 As Table 9 indicates, only one of the seven variables, Outcome 

Expectancies, was significantly different between the student and snowball 

sample groups.  Additionally, I reviewed the Homogeneity of Variance (Levene’s 

statistic) for the seven SASM variables between the student and the snowball 

groups. Levene’s statistic in Table 10 showed that all the variables had 

homogeneous variance between the groups (p < .007, using Bonferroni 

adjustment).   

Table 10. Levene's Statistic for Homogeneity of Variance: Student vs. Snowball 
Groups 

 

 
Levene 
Statistic df1 df2 Sig.

Risk Perception 5.842 1 392 .016

Intention 2.704 1 392 .101

Action and Coping 
Planning

2.610 1 392 .107

Outome Expectancies 1.623 1 392 .203

Self-Efficacy .086 1 392 .769

Coping Self-Efficacy 1.938 1 392 .165

Recovery Self-Efficacy .035 1 392 .852
 

4.3 Tests of Group Differences by Gender 

Because previous researchers (Jagatic et al., 2007; Kumaraguru et al., 

2010; Sheng et al., 2010) found that females were more susceptible to falling for 
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phishing attempts, I compared variances and means for the seven SASM 

variables between gender.  Contrary to the results of previous research anti-

phishing education, none of the seven SASM variables were significantly different 

for females vs. males (p < .007, using Bonferroni adjustment) (Table 11).   

However, unlike the previous studies, this particular project did not measure 

actual behavior of falling for phishing attempts.   

Table 11. Means, Standard Deviations, Between-Groups F, and Significance for: 
Overall Sample and Groups Split by Gender 

 

Variable Sample Females Males
Between-
Groups F Significance

N=394 N=188 N=206
Mean S.D. Mean S.D. Mean S.D.

Risk Perception 4.48 1.28 4.65 1.25 4.33 1.29 6.106 0.014
Intention 4.88 1.37 5.02 1.31 4.76 1.41 3.742 0.054
Action and Coping Planning 4.01 1.41 4.00 1.43 4.02 1.40 0.015 0.904
Outcome Expectancies 4.94 1.35 5.05 1.27 4.84 1.42 2.530 0.112
Self-Efficacy 4.32 1.38 4.28 1.33 4.35 1.42 0.227 0.634
Coping Self-Efficacy 4.32 1.35 4.37 1.32 4.28 1.38 0.472 0.492
Recovery Self-Efficacy 4.20 1.31 4.20 1.28 4.20 1.34 0.002 0.967  

I reviewed the Homogeneity of Variance (Levene’s statistic) for the seven 

SASM variables between the student and the snowball groups. Levene’s statistic 

in Table 12 demonstrates that all SASM variables had homogeneous variance 

between the groups (p < .007, using Bonferroni adjustment).   

Table 12. Levene's Statistic for Homogeneity of Variance for Gender 
 

Levene 

Statistic df1 df2 Sig.

Risk Perception 1.019 1 392 0.313

Intention 4.055 1 392 0.045

Action and Coping 

Planning 0.025 1 392 0.875

Outcome Expectancies 4.992 1 392 0.026

Action Self-Efficacy 0.68 1 392 0.41

Coping Self-Efficacy 0.148 1 392 0.701

Recovery Self-Efficacy 0.156 1 392 0.693   
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Because the tests described above showed adequate homogeneity between 

the snowball and student groups and between genders, the data sets could be 

combined for subsequent analysis.   

The sample size of 394 exceeded the minimum sample size of 2m , for 

which m represents the number of variables used for the cluster analysis 

(Formann, 1984).  In the analyses, I used 7 clustering variables (the seven SASM 

variables); therefore, the minimum sample size was 128.  Analyses in which there 

were cases with missing values (missing completely at random) were run with 

listwise deletion to avoid biased parameter estimates. 

4.4 Results 

Because this was an exploratory study, the number of stages was not 

determined a priori even though the hypothesized research model had three 

stages.  A key outcome of this research was to discover the existence of and 

number of natural stages for classification of IS users based on the seven SASM 

variables, the values of which should predict stage membership.  The aim of the 

exploratory analyses was to maximize homogeneity within clusters while 

maximizing heterogeneity across clusters at the same time (Aldenderfer & 

Blashfield, 1984).   

High collinearity among the variables lowers ability of the cluster analysis 

to find unique clusters because the underlying variable properties are too similar.  

To check for multicollinearity among the seven SASM variables, I ran a bivariate 

correlation (Table 13). All entries in the component correlation matrix were less 
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than .726 which is below the recommended absolute value of .9 (Mooi & Sarstedt, 

2011).  Therefore, I did not eliminate or replace any SASM variables.  

Table 13. Descriptive Statistics 
(Means, Standard Deviations, Cronbach’s Alpha, 
Internal Consistency Reliability Coefficient, AVE, 

and Inter-Construct Correlations) 

Construct # of items Mean Std. Dev.
Cronbach's 

Alpha

Internal 
Cons. 
Rel. 

Coeff. AVE 1 2 3 4 5 6 7

1 Risk Perception 8 4.495 1.289 0.95 0.96 0.74 0.86

2 Outcome Expectancies 4 4.942 1.347 0.96 0.97 0.90 .389 0.95

3 Intention 8 4.877 1.365 0.98 0.98 0.86 .457 .604 0.93

4 Action and Coping Planning 10 4.016 1.413 0.96 0.97 0.73 .349 .317 .563 0.85

5 Self-Efficacy 4 4.315 1.373 0.93 0.95 0.83 .272 .469 .545 .535 0.91

6 Coping Self-Efficacy 5 4.323 1.338 0.94 0.95 0.79 .331 .426 .544 .499 .584 0.89

7 Recovery Self-Efficacy 4 4.206 1.311 0.93 0.95 0.83 .319 .431 .499 .452 .509 .726 0.91  
 

4.5 Scale Analysis 

The reliability of the scales used in the survey was assessed by two 

methods.  First, Cronbach’s alpha was calculated in SPSS to assess the internal 

reliabilities of each scale.  Second, a calculation of the internal consistency 

reliability coefficient was calculated.  Table 13 contains a summary of the internal 

reliabilities for each scale and the number of items per scale used in the cluster 

analysis.   

4.5.1 Factor Analysis 

An exploratory factor analysis using Principal Components with Equamax 

Rotation was performed on the individual scale items.  All scale items loaded 

cleanly onto 7 independent factors (Table 14).   Thus, all constructs showed 

adequate internal and external reliability. 

4.6 Exploratory Cluster Analysis  

4.6.1 Hierarchical Cluster Analysis 
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Because the number of clusters was not known a priori, I employed 

agglomerative hierarchical cluster analysis to find preliminary alternatives for the 

number of clusters and then used a non-hierarchical procedure, K-means, for fine 

tuning, profiling, and validating the ultimate solution.  In this way, I was able to 

combine the advantages of both hierarchical and non-hierarchical clustering 

methods:  with hierarchical clustering, I did not need to pre-specify the number 

of clusters; non-hierarchical clustering is extremely efficient and can produce 

tighter clusters through dynamically changing cluster membership (Mooi & 

Sarstedt, 2011).  Also, K-means (non-hierarchical) clustering is not as influenced 

by outliers as hierarchical clustering.  My next step was to select a clustering 

algorithm (i.e., single linkage, complete linkage, average linkage, Ward’s method, 

and centroid method) for the hierarchical cluster analysis.   

Although Ward’s method and the complete linkage methods are 

commonly used, I chose average linkage method in which clusters are formed 

based on the average distance between objects.  A disadvantage of Ward’s method 

is that it tends to create clusters of equal size, which I did not believe matched the 

research questions of this study.  One problem with the complete linkage method 

is that it is highly sensitive to outliers, so that clusters comprised of few cases can 

dominate the analyses so that the formation of other clusters is not optimized.  

The single linkage method has a ‘chaining effect’ disadvantage which can cause 

large clusters and smaller, ‘outlier’ clusters to be formed. If group sizes are highly 

dissimilar using the centroid method, the centroid of the smaller group will be 
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close to the larger group in the formation steps.  As a result, the smaller group 

fails to become distinct and folds back into the larger group. Because I wanted to 

form ‘tight’ clusters, I chose the within-groups method of average linkage which 

creates fused clusters that minimize within-cluster variance. The influence of 

outliers on this method is lower than for other methods.  To measure the distance 

between cases (measure of similarity or dissimilarity), Euclidean Distance, or 

straight-line distance, was used.  Because all variables are continuous, this 

measurement can be used for this study (Mooi & Sarstedt, 2011).  One problem 

with using Euclidean distance is that different scales or ‘high’ values can 

influence the analyses.  Even though all seven SASM constructs had been 

measured on 7-point Likert scales, there were various levels of standard 

deviations.  Therefore, to solve this problem, I chose the range of -1 to 1 option of 

hierarchical cluster analysis to standardize the SASM constructs in the analysis 

(Milligan & Cooper, 1988). 

Using the construct values from the seven SASM scales, I set up the 

hierarchical cluster analysis with no a priori number of clusters.  From the 

Agglomeration Schedule, I created a scree plot that contrasted number of clusters 

against the agglomeration schedule coefficients to pinpoint distinctive breaks, or 

elbows, based on large increases in heterogeneity (Table 15).  There appeared to 

be two elbows in the scree plot at both 3 and 5 clusters; therefore, I chose a range 

of 3- to 5-cluster solutions to use in running the hierarchical cluster analyses 
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Table 14. Exploratory Factor Analysis of SASM Variables 
(Principal Components with Equamax Rotation) 

1 2 3 4 5 6 7

Absolute 
Risk 
Perception 
- Peers

.079 .206 .880 .176 .087 .074 .133

RPP2 .074 .154 .922 .172 .077 .085 .108
RPP3 .099 .140 .911 .178 .141 .111 .108
RPP4 .078 .138 .903 .171 .122 .088 .118

Email 
Intentions

.136 .752 .260 .298 .188 .198 .227

EInt2 .121 .758 .264 .289 .171 .182 .226
EInt3 .151 .764 .244 .249 .217 .212 .182
EInt4 .134 .759 .245 .270 .214 .238 .212
Web 
Intentions

.191 .755 .242 .314 .188 .209 .175

WInt2 .194 .735 .251 .298 .243 .230 .167
WInt3 .218 .741 .236 .305 .193 .223 .167
WInt4 .210 .726 .244 .285 .193 .241 .158

Action 
Planning

.563 .376 .197 .193 .144 .297 .157

ActPlan2 .753 .244 .178 .142 .232 .202 .131
ActPlan3 .807 .051 .060 .021 .202 .188 .095
ActPlan4 .737 .275 .193 .121 .100 .239 .145
ActPlan5 .780 .206 .204 .152 .199 .186 .130
Coping 
Planning

.620 .309 .160 .139 .127 .318 .243

CopPlan2 .799 .215 .092 .088 .201 .227 .201
CopPlan3 .834 .025 .058 .032 .176 .165 .141
CopPlan4 .757 .207 .178 .120 .105 .212 .263
CopPlan5 .813 .166 .160 .105 .173 .205 .225

Outcome 
Expectanci
es

.015 .246 .226 .849 .155 .153 .105

OE2 .031 .225 .223 .859 .116 .198 .174
OE3 .048 .174 .173 .875 .123 .179 .176
OE4 .054 .154 .150 .884 .134 .198 .138

Self-
Efficacy

.186 .159 .080 .215 .228 .818 .115

SE2 .173 .102 .084 .176 .216 .843 .215
SE3 .075 .174 .103 .262 .146 .780 .186
SE4 .189 .139 .131 .125 .271 .822 .176

Coping 
Self-
Efficacy

.108 .217 .165 .205 .712 .241 .295

CSE2 .061 .157 .177 .198 .694 .259 .354
CSE3 .136 .089 .121 .093 .806 .228 .361
CSE4 .157 .087 .121 .118 .795 .209 .290
CSE5 .147 .188 .066 .137 .762 .173 .326

Recovery 
Self-
Efficacy

.117 .132 .098 .214 .328 .164 .754

RSE2 .074 .173 .179 .156 .352 .182 .760
RSE3 .105 .058 .130 .152 .279 .150 .850
RSE4 .137 .128 .114 .097 .290 .167 .840

 
Component
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again. Through this approach, I was able to focus on a small number of cluster 

solutions optimized for maximum heterogeneity between clusters. After running 

the hierarchical cluster analysis again with a range of solutions for three to five 

clusters, I saved the cluster variables from the 3-, 4-, and 5-cluster results  

Table 15. Scree Plot of Agglomeration Table Results 
 

 

for analyses using one-way ANOVA with a Tukey post-hoc test.   

The comparison of means across all groups (ANOVA) indicated that at 

least one of the group means for each variable were different.  From the post-hoc 

analysis, the 3-stage (cluster) solution emerged as the best because there were no 

ambiguous clusters in the Tukey test in which clusters collapsed for individual 

variables.  The next task was to analyze the 3- to -5-stage solutions across the 

SASM construct scales and demographics in a preliminary ‘profile’ based on a 

comparison of means (one-way ANOVA). Again, the 3-stage solution emerged as 

the most parsimonious and least ambiguous choice.  From the 3-stage 

hierarchical cluster solution, I saved the final cluster centers (centroids) to be 
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used as the initial centroids, or seeds, for the next step, K-means (non-

hierarchical) cluster analysis (Table 16).  

4.6.2 Non-hierarchical Cluster Analysis (K-means) 

The 3-stage solution provided the foundation for the nonhierarchical (K-

means) clustering approach used to optimize the maximum homogeneity within 

clusters. In K-means clustering, I entered 3 as the number of clusters for a 

solution and also specified the initial centroids saved from the hierarchical 

cluster analysis (Table 16).  In K-means, the cluster membership dynamically 

changes to form tighter clusters; thus, using the initial centroids saved from 

hierarchical cluster analysis directs, rather than constrains, the subsequent 

clustering.  

Table 16. Initial and Final Centroid Clusters for K-means Cluster Analysis 
 

 Cluster

1 2 3 1 2 3

RP 4.98 4.00 2.46 RP 5.06 4.29 2.56

Intention 
(combined 
from WInt 
and EInt)

5.58 4.15 2.32 Intention 
(combined 
from WInt 
and EInt)

5.82 4.49 2.20

Action and 
Coping 
Planning 
(combined 
from 
ActPlan 
and 
CopPlan)

4.57 3.36 2.14 Action and 
Coping 
Planning 
(combined 
from 
ActPlan 
and 
CopPlan)

4.99 3.46 1.95

OE 5.46 4.59 2.24 OE 5.64 4.73 2.42

SE 4.90 3.77 1.95 SE 5.22 3.92 1.84

CSE 4.91 3.69 2.24 CSE 5.24 3.84 2.19

RSE 4.79 3.53 2.21 RSE 5.09 3.71 2.23

Final Centroid Clusters (Output from K-

means Cluster Analysis)

 
Cluster

Initial Centroid Clusters (Output from 

Hierarchical Cluster Analysis and Input 

to K-means Cluster Analysis)
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With the ANOVA results and post-hoc Tukey for the 3-stage solution that 

emerged from the K-means cluster analysis, I was able to compare the overall fit 

as well as the interpretation of the stages (clusters).  In the 3-stage solution, each 

cluster (stage) represents IS end-users with relatively homogenous levels of the 

SASM constructs (e.g., Self-Efficacy, Action and Coping Planning, Intention).  

The three stages in the solution maximize the heterogeneity between clusters. 

Table 18 shows the breakdown by number of cases in each cluster.  

4.6.3 Cluster Validity Measure Using Dissimilarity Ratio 

 One method of determining the number of clusters in a solution is to use a 

cluster validity measure.  Ray and Turi (1999) describe a measure, or 

dissimilarity ratio, designed to determine the optimal cluster solution in which 

the clusters are compact (minimized distance from a point to the cluster center) 

while the distance between clusters is maximized.  The calculation for the intra-

cluster is the average of the squared distance between a case and the center of its 

cluster for all cases.  The inter-cluster calculation is the minimum of the squared 

distance between cluster centers for all clusters.  The cluster validity measure is 

the ratio of the intra-cluster calculation divided by the inter-cluster calculation.  

Because the optimal cluster solution maximizes distance between clusters while 

keeping intra-clusters distances minimized, or compact, the cluster solution with 

the lowest validity measure is the best.  As shown below in Table 17, the 3-cluster 

solution is the ideal solution for this data set because it has the lowest cluster 

validity measure. 
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Table 17. Cluster Validity Measure 
 

Cluster Validity Measure

3-cluster 0.624

4-cluster 1.044

5-cluster 0.986  

4.6.4 Cluster Solution Stability 

Stability of a cluster solution is important to assess.  To do this, I split the 

data set into two parts using pseudo-random numbering:  1/3 of the data set was 

used for the next step, the hierarchical and subsequent K-means cluster analysis  

Table 18. Membership of Stage (Cluster) for K-means Cluster Solution  
Cluster 1 = Actors; Cluster 2 = Intenders; Cluster 3 = Low Intenders 

 

1 174.000

2 187.000

3 33.000

394.000

14.000

Number of Cases in each Cluster

Cluster

Valid

Missing
 

resulting in a new 3-cluster solution; and, the remaining 2/3 were the hold-out 

sample for the stability assessment.  Using 1/3 of the data set and following the 

above procedures (hierarchical clustering followed by ANOVA and Tukey post-

hoc analyses), I saved the centroid values from a hierarchical 3-cluster solution, 

which had emerged as the best fit.  These centroid values were entered as “seed”, 

or initial centroid, values into a non-hierarchical (K-means) cluster solution.  

This analysis produced cluster membership as shown in Table 19.  
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Table 19. Membership in Stage (Cluster) for Stability Assessment Cluster Analysis 
Cluster 1 = Actors; Cluster 2 = Intenders; Cluster 3 = Low Intenders 

 

1 173.000

2 183.000

3 38.000

394.000

.000Missing

Number of Cases in each Cluster

Cluster

Valid

 

Table 20. Difference between Original K-means Cluster Membership and 
Stability-Assessment Cluster Membership 

 
-1.00 6 1.5 1.5 1.5

.00 388 98.5 98.5 100.0

Total 394 100.0 100.0

Valid

 

Table 20 shows the striking results of subtracting cluster (stage) 

membership of the stability-assessment cluster solution from the stage 

membership of the original cluster solution.  Only six (out of 394), or 1.5%, of the 

respondents were classified into different cluster in the stability-assessment 

solution.   

4.6.5 Cluster Solution Cross-Validation 

Aldenderfer and Blashfield (1984) discuss five different approaches for 

validating the results of a cluster analysis:  cophenetic correlation, significance 

tests on variables used in the cluster analysis, replication, significance tests on 

independent variables, and Monte Carlo methods.  Several of these techniques 

were deemed impractical for this study:  1)  cophenetic correlation is not 

appropriate for K-means cluster analysis; 2) replication requires an additional 

data set; 3) significance tests on variables used in the cluster analysis is not 
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statistically appropriate (Aldenderfer & Blashfield, 1984); 4) the Monte Carlo 

solution creates an artificial data set.  I chose to validate the solution using 

significance tests for variables not included in the original cluster analysis.  The 

variable should be chosen carefully and should vary with the variables used for 

the original cluster solution.   

For the validation, I chose to use variables from the PMT model (i.e. 

Perceived Probability of Security Breach, Perceived Severity of Security Breach, 

Response Efficacy, Response Cost, Self-Efficacy, Security Policy Attitude, and 

Intention);  this model is widely used in the IS Security literature so the variables 

and model should serve as a benchmark against other models. The PMT Self-

Efficacy and Intention variables were measured by different items than those that 

were used for the SASM variables.  All items for the PMT variables were adapted 

from a study of IS Security Compliance by Herath & Rao (Herath & Rao, 2009). 

For the seven PMT variables, there were significant differences across their 

means in the three clusters for four of the variables based on a one-way ANOVA; 

the exceptions were Perceived Probability of Security Breach, Perceived Severity 

of Security Breach, and Response Cost.   Because PMT Intention and Self-

Efficacy, which should vary with the SASM variables, showed significant 

differences in means across clusters, this cross-validation is adequate for the 

exploratory cluster analysis used in this study. Figure 4 illustrates the differences 

in means across clusters for the PMT variables.   

4.6.6 Validating and Profiling the Cluster Solution 
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Finally, I validated and profiled the stages by splitting the file by cluster 

number to get descriptive statistics (e.g., means, minimum value, maximum 

value) for the SASM constructs as well as for demographic variables (Table 21). 

To highlight the additive properties for the three Self-Efficacy variables in terms 

of stage attainment, I included two columns that show the means for the Self-

Efficacy constructs added together:  Self-Efficacy + Coping Self-Efficacy and Self-

Efficacy + Coping Self-Efficacy + Recovery Self-Efficacy. As explained in Chapter 

2, growth in the combination of Self-Efficacy scores reflects progress through 

stage membership.  

Low Intender 

The first stage, Low Intender, reflects the lowest means of all SASM 

variables.  These 8% of participants have relatively low levels of intention and 

have not developed action/coping plans to remain vigilant against phishing 

attempts.  Risk Perception = 2.56; Intention = 2.2; Action/Coping Planning = 

1.95; Outcome Expectancies = 2.42; Action Self-Efficacy = 1.84; Coping Self-

Efficacy = 2.19; Recovery Self-Efficacy = 2.23; Action Self-Efficacy plus Coping 

Self-Efficacy = 4.03; Action Self-Efficacy plus Coping Self-Efficacy plus Recovery 

Self-Efficacy = 6.26.  They are the youngest group, with a mean age of 23.8.  On  
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Comparison of Means across Clusters for 
Perceived Probability of Security Breach (IncCert) 

 

Comparison of Means across Clusters for 
Perceived Severity of Security Breach (IncSev) 

 
Comparison of Means across Clusters for 

Response Efficacy (ResEff) 

 

Comparison of Means across Clusters for 
Response Cost (Cost) 

 
Comparison of Means across Clusters for 

Self-Efficacy 

 

Comparison of Means across Clusters for Security 
Policy Attitude (SecPolAtt) 

 
Comparison of Means across Clusters for Intention 

 

 

Figure 4. Bar Charts of Means of PMT Variables by Cluster 
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Table 21. Comparison of Means for SASM Variables and Demographic Variables across Stages 

Stage Name Statistics

Risk 
Perception Intention

Action 
and 

Coping 
Planning

Outcome 
Expectancies

Action 
Self-

Efficacy

Coping 
Self-

Efficacy

Recovery 
Self-

Efficacy

Action 
Self-

Efficacy + 
Coping 

Self-
Efficacy

Action 
Self-

Efficacy + 
Coping 

Self-
Efficacy + 
Recovery 

Self-
Efficacy

Overall 
Phishing 

Quiz 
Grade 

(Range =  
0-5)

Self-
Reported 

Stages: 1-5
Age: Age 
in 2012

Number 
of Years 
of Higher 
Education

Low Intender N 33 33 33 33 33 33 33 33 33 33 33 33 33

Mean 2.56 2.20 1.95 2.42 1.84 2.19 2.23 4.03 6.26 4.42 1.73 23.85 3.32

Minimum 1.00 1.00 1.00 1.00 1.00 1.00 1.00 2.00 3.00 2 1 19.00 1.0

Maximum 7.00 4.00 3.30 7.00 3.50 6.00 5.25 8.75 14.00 5 5 55.00 7.0

Intender N 187 187 187 187 187 187 187 187 187 187 187 187 187

Mean 4.29 4.49 3.46 4.73 3.92 3.84 3.71 7.76 11.47 4.52 2.16 24.10 3.22

Minimum 1.50 1.00 1.00 1.75 1.00 1.40 1.00 3.00 5.00 0 1 18.00 .0

Maximum 7.00 7.00 6.00 7.00 7.00 7.00 6.00 12.25 18.00 5 5 61.00 12.0

Actor N 174 174 174 174 174 174 174 174 174 174 174 174 174

Mean 5.06 5.82 4.99 5.64 5.22 5.24 5.09 10.46 15.55 4.67 2.94 27.20 3.52

Minimum 1.75 4.25 1.00 2.00 2.00 2.00 1.00 6.85 10.00 0 1 19.00 .0

Maximum 7.00 7.00 7.00 7.00 7.00 7.00 7.00 14.00 21.00 5 5 66.00 13.0
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the self-report scale of Stages, these subjects placed themselves between stages 1 

and 2 (out of 5), on average.  They reported that the lowest scores for being a 

phishing victim, knowing a phishing victim, receiving training, reading online or 

offline material related to phishing, and received the lowest overall phishing quiz 

grade of 4.4 (mean) out of 5.   

Intender 

The second stage, Intender, shows growth from the earlier stage.  These 

47% of participants comprised the largest cluster. These participants have formed 

a solid Intention to remain more vigilant toward phishing attempts and have a 

higher Risk Perception toward phishing attempts.  Their mean scores for the 

SASM variables were much higher than the scores for Cluster 1 (Low Intender):  

Risk Perception = 4.29; Intention = 4.49; Action/Coping Planning = 3.46; 

Outcome Expectancies = 4.73; Action Self-Efficacy = 3.91; Coping Self-Efficacy = 

3.84; Recovery Self-Efficacy = 3.71; Action Self-Efficacy plus Coping Self-Efficacy 

= 7.76; Action Self-Efficacy plus Coping Self-Efficacy plus Recovery Self-Efficacy 

= 11.47.  This group had a mean age of 24.1. Their self-reported Stage was higher 

at a mean of 2.2 out of 5.  They may have moved to this higher stage through 

experience because they reported higher scores, on average, for being a phishing 

victim, or for knowing a phishing victim.  Their higher mean scores for training 

received and for online or offline materials read may also have been a factor in 

their overall higher SASM variable levels. 

Actor 
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Finally, the third stage, Actor, represents 45% of subjects with the furthest 

movement through the stages.  Not only do they perceive higher Risk Perception 

with respect to phishing attempts but also they have equipped themselves to deal 

with phishing attempts through higher levels of Action/Coping Planning and 

Intention.  For this group, the mean scores for the SASM variables were:  Risk 

Perception = 5.06; Intention = 5.82; Action/Coping Planning = 4.99; Outcome 

Expectancies = 5.64; Action Self-Efficacy = 5.21; Coping Self-Efficacy = 5.24; 

Recovery Self-Efficacy = 5.09; Action Self-Efficacy plus Coping Self-Efficacy = 

10.46; Action Self-Efficacy plus Coping Self-Efficacy plus Recovery Self-Efficacy = 

15.55.  Their mean age was the highest at 27.2.  On the self-report Stage scale, 

their mean was 2.94 out of 5.  One way that this group may have progressed 

furthest through the stages is reflected in their highest overall means for the 

experiences of being a phishing victim or of knowing phishing victims.  They also 

reported the highest means for knowledge about phishing:  training received, 

online material read, offline material read, and the overall quiz grade (mean = 

4.7).  

To help illustrate the differences across stages (clusters) for each of the 

seven SASM variables, each of the following bar charts in Figure 5 displays mean 

values of a SASM variable for each cluster.  

4.7 Discussion of Results with Respect to Initial Hypotheses 

The analyses used in this chapter were used to test the following 

hypotheses:  
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Means of Risk Perception (RP) by Cluster 

  

Means of Outcome Expectancies (OE) by Cluster 

 
Means of Action Self-Efficacy (SE) by Cluster    

 

Means of Intention by Cluster  

 
Means of Action and Coping Planning by Cluster 

 

Means of Coping Self-Efficacy (CSE) by Cluster 

 
Means of Recovery Self-Efficacy (RSE) by Cluster 

 

 

Figure 5. Bar Charts of Means of SASM Variables by Cluster 
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1. There are qualitatively different stages that distinguish end-users’ 

vigilance toward phishing attempts. 

 
The results of the cluster analyses and the associated tests for stability and 

validity of the cluster solution indicate clearly that there are distinct stages that 

distinguish IS end-users’ vigilance toward phishing attempts. 

2. There are dimensions of the three self-efficacy constructs that discriminate 

among the stages of those users who are less vigilant to users who are 

more vigilant.  

 
In the cluster analyses, the efficacy constructs and their combination were key 

variables that could be used to distinguish stages.  This is shown more clearly in 

the columns in which the self-efficacy variables were added in Table 21.   

3. There are different levels of other SASM constructs that distinguish the 

end-user stages for protective behavior. 

  
Figure 4 displays the means of the non-self-efficacy variables that were 

significantly different, based on a one-way ANOVA, across stages.  

4. There are three stages in the SASM model. 

The cluster analyses, tests for cluster solution stability, cluster validity using a 

dissimilarity ratio, and cluster solution validation indicate that a three-stage 

solution is the most parsimonious and best-fitting solution.  
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5. The stages of the SASM model can be profiled so that the characteristics of 

each stage can be described. 

4.8 Additional Analyses of Respondents’ Experiential Data 

To compare cluster membership for snowball vs. student groups and for 

gender, the following charts compare cluster type by sample (snowball vs. 

student) and by gender.  Table 22 breaks out stage (cluster) membership as 

follows: Actors (Cluster 1) are comprised of 52.3% snowball respondents and 

47.7% students; Intenders (Cluster 2) contain 48.1% of snowball participants; 

and, Low Intenders (Cluster 3) are skewed (69.7%) toward snowball respondents. 

 

 

Table 23 displays Stage Membership by Gender: Actors (Cluster 1) 

contained 52.9% females; Intenders (Cluster 2) contained 44.9% females; and, 

Low Intenders had 36.4% females, or the lowest proportion of females.  Although 

this study did not measure actual behavior of falling for phishing attempts, this 

result was counter to earlier research (Kumaraguru et al., 2010; Sheng, 2009; 

Sheng et al., 2010)  in which females were more susceptible to falling for phishing 

attempts.   

4.8.1 Analysis of the Respondents’ Experiences 

Quantitative data about respondent experiences, phishing quiz grade, and 

self-reported stage of phishing vigilance (scale = 1-5) are shown below in Table 24  
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and Table 25.  12.4% (n = 49) of the participants indicated that they had been a 

victim of a phishing attempt; of these, 42.9% had been phished 2 or more times.  

23.1% (n = 91) of all respondents answered that they knew friends or relatives 

who had been victims of phishing attempts. 8.9% (n = 35) indicated that they had 

received training about phishing attempts; 27.9% (n = 110) answered that they 

had read online material about phishing attempts; 19.3% (n = 76) had read 

offline material about phishing attempts.  The group performed relatively well on 

the 5-question phishing quiz with a mean score of 4.58 (SD = .847).  

In this chapter, the three stages that emerged from the cluster analyses 

were profiled and characterized.  In Chapter 5, the discussion of the profiling for 

the three stages will be continued.
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Table 22. Stage (Cluster) Membership by Sample (0 = Snowball; 1 = Student) 
 

SubjectType: 0 = Snowball;  1 = Student 

Cluster Number of Case Frequency Percent Valid Percent 

Cumulative 

Percent 

1 Valid 0 91 52.3 52.3 52.3 

1 83 
47.7 

47.7 100.0 

Total 174 100.0 100.0  

2 Valid 0 90 48.1 48.1 48.1 

1 97 51.9 51.9 100.0 

Total 187 100.0 100.0  

3 Valid 0 23 69.7 69.7 69.7 

1 10 30.3 30.3 100.0 

Total 33 100.0 100.0  

 
 

 
Table 23. Cluster Membership by Gender (0 = Female; 1 = Male) 

 

Gender:  0=Female; 1 = Male 

Cluster Number of Case 
Frequency 

Percent Valid Percent 

Cumulative 

Percent 

1 Valid 0 92 52.9 52.9 52.9 

1 82 47.1 47.1 100.0 

Total 174 100.0 100.0  

2 Valid 0 84 44.9 44.9 44.9 

1 103 55.1 55.1 100.0 

Total 187 100.0 100.0  

3 Valid 0 12 36.4 36.4 36.4 

1 21 63.6 63.6 100.0 
Total 

33 100.0 100.0  
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Table 24. Respondent Experiences:  Preferred Browser, Self/Other Phishing 
Attempts Received, Have Taken Phishing Training, and Have Read Online and 

Offline Material about Anti-Phishing 

Preferred 

Browser Frequency Percent

Cumulative 

Percent

Chrome 149 37.8% 37.8%

Firefox 89 22.6% 60.4%

Internet Explorer 56 14.2% 74.6%

Safari 94 23.9% 98.5%

Don't know 6 1.5% 100.0%

394 100.0%

Phishing Victim Frequency Percent

Cumulative 

Percent

Times 

Phished Frequency Percent

Cumulative 

Percent

Yes 49 12.4% 12.4% 0 345 87.6% 87.6%

No 345 87.6% 100.0% 1 28 7.1% 94.7%

394 100.0% 2 14 3.6% 98.2%

3 and above 7 1.8% 100.0%

Noticed 

Unsuccesful 

Phishing Attempt Frequency Percent

Cumulative 

Percent 394 100.0%

Yes 177 44.9% 44.9%

No 217 55.1% 100.0%

394 100.0%

Know Other 

Phishing Victim Frequency Percent

Cumulative 

Percent

Other 

Victims' 

Times 

Phished Frequency Percent

Cumulative 

Percent

Yes 91 23.1% 23.1% 0 303 76.9% 76.9%

No 303 76.9% 100.0% 1 74 18.8% 95.7%

394 100.0% 2 11 2.8% 98.5%

3 and above 6 1.5% 100.0%

394 100.0%

Anti-Phishing 

Training 

Received Frequency Percent

Cumulative 

Percent

Yes 35 8.9% 8.9%

No 359 91.1% 100.0%

394 100.0%

Online Material 

about Phishing 

Read? Frequency Percent

Cumulative 

Percent

Yes 110 27.9% 27.9%

No 284 72.1% 100.0%

394 100.0%

Offline Material 

about Phishing 

Read? Frequency Percent

Cumulative 

Percent

Yes 110 27.9% 27.9%

No 284 72.1% 100.0%

394 100.0%

Preferred Browser to Access Web Pages

Phishing Experiences - Self

Phishing Experiences - Other

Offline Anti-Phishing Material Read

Online Anti-Phishing Material Read

Anti-Phishing Training 
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Phishing 

Attempts as a 

%age of Total 

Email Frequency Percent

Cumulative 

Percent

Greater than 20% 36 9.1% 9.1%

10 - 20% 88 22.3% 31.5%

5 - 9.99% 101 25.6% 57.1%

1-4.99% 113 28.7% 85.8%

Less than 1% 53 13.5% 99.2%

Missing 3 0.76% 100.00%

394 100.0%

Web Phishing 

Attempts as a 

%age of Web 

Sites Visited Frequency Percent

Cumulative 

Percent

Greater than 20% 12 3.05% 3.05%

10 - 20% 49 12.44% 15.48%

5 - 9.99% 84 21.32% 36.80%

1-4.99% 129 32.74% 69.54%

Less than 1% 108 27.41% 96.95%

Missing 12 3.05% 100.00%

394 100.00%

Overall Phishing 

Quiz Grade Frequency Percent

Cumulative 

Percent

0 2 0.5% 0.5%

1 4 1.0% 1.5%

2 7 1.8% 3.3%

3 28 7.1% 10.4%

4 63 16.0% 26.4%

5 290 73.6% 100.0%

394 100.0%

Self-reported 

Stage Frequency Percent

Cumulative 

Percent

1 148 37.6% 37.6%

2 62 15.7% 53.3%

3 90 22.8% 76.1%

4 40 10.2% 86.3%

5 54 13.7% 100.0%

394 100.0%

Self-Reported Stage of Protective Behavior against 

Phishing Attempts

Phishing Quiz Grade

Web Phishing Attempts as a % of Web Sites Visited

Phishing Attempts as a Percentage of Total Email

Table 25. Respondent Experiences: Phishing Attempts as Percentage of 
Total Email and Web Sites Visited, Phishing Quiz Grade, and Self-Reported 

Stage of Protective Behavior 
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CHAPTER 5: DISCUSSION 

The purpose of this research was to investigate:  a) whether there are 

distinct stages that distinguish end-users’ vigilance toward phishing attempts; b) 

the number of distinct stages; and, c) how these different stages can be 

characterized.  Seven behavioral measures adapted from the health behavior 

change literature were used in exploratory cluster analyses to create three 

relatively homogenous clusters.  Additionally, I was able to profile the 

characteristics of the clusters in accordance with my research model’s stages of 

Low Intender, Intender, and Actor.   

A field survey methodology was used in this study to enhance realism and 

applicability to the IS context.  Although many of the survey respondents were 

from a university setting, the sample represented IS end-users in general because 

students deal with phishing attempts regularly.   

This chapter provides a review of the significant findings of the study, an 

examination of findings in light of previous research, the limitations of the study, 

recommendations for future research, and finally, the contributions of this study 

to both research and practice.   

5.1 Overview of Significant Findings 

The significant findings of this study are presented in two sections.  The 

first section includes a discussion about and description of profiles of the three-

stage exploratory cluster solution.  A discussion of the findings of this study in 
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light of existing research in both health-related fields comprises the second 

section.  

From this initial data set, three stages with qualitatively different 

characteristics emerged using the combination of exploratory cluster analyses 

(Table 26).  When viewed together, the stages show growth from participants 

with low scores on all SASM scales to those who rank high on all SASM scales.  

When examined separately, we can identify differences that could be used 1) to 

understand end-user secure behavior better because of a person’s stage 

membership; and 2) to design interventions that could move a person from one 

stage to the next over time. 

In Table 26 (a copy of Table 21 from Chapter 4), I included columns for the 

two combinations of Self-Efficacy scores (Self-Efficacy + Coping Self-Efficacy; 

Self-Efficacy + Coping Self-Efficacy + Recovery Self-Efficacy) to underscore how 

the clusters match the theoretical underpinnings of the SASM stage theory.  As 

discussed earlier in Chapter 2, a person with high Action Self-Efficacy is expected 

to progress to the next stage given the correct intervention and level of Intention.  

With both high Self-Efficacy and high Coping Self-Efficacy, a person not only can 

change his behavior but also be confident that he can cope with obstacles.  

Finally, a combination of high Self-Efficacy, high Coping Self-Efficacy, and high 

Recovery Self-Efficacy, a person can recover in case of a setback such as falling 

for a phishing attempt.  In Table 26, the two columns for combined Self-Efficacy 

scores reflect increases from stage to stage.  Growth in the combination of Self-
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Efficacy scores reflects similar progress in Intention and Action and Coping 

Planning.  To evolve to Stage 1, it takes a combination of knowledge, experience, 

and time to increase Intention, Self-Efficacy, and Coping Self-Efficacy.  To 

advance to Stage 2, it takes a different combination of knowledge, experience, 

and time to increase not only Intention, Self-Efficacy and Coping Self-Efficacy, 

but also, more importantly, Action and Coping Planning and Recovery Self-

Efficacy.  Though these variables are defined as socio-cognitive, temporal and 

experiential elements also are built into the construct items.  Therefore, through 

the existence of quantitatively different levels of Self-Efficacy variables across the 

stages, these clusters define stages, not merely profiles, of users.   

Upon review of Table 26, one striking observation is the consistency of the 

level of the means across the SASM and demographic/experiential variables for 

the different stages.  For example, the group represented by Stage 1 does not 

display higher scores for one or more SASM or demographic variables yet exhibit 

lower scores for other SASM variables.  In fact, that group shows the same 

relative score for the variable across its stage.  Thus, the combination of SASM 

variable scores for a participant is unambiguous with respect to stage achieved. 

5.1.1 Low intender 

The first stage, Low Intender (Stage 0), reflects the lowest means of all 

SASM variables.  A Low Intender has relatively low levels of intention to be more 

vigilant due to being in denial or to lacking knowledge or relevant experience 

about the problems associated with phishing. These 8% of participants have not 
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Table 26. Copy of Comparison of Means for SASM Variables and Demographic Variables across Stages 
 

Stage Name Statistics

Risk 
Pe rception Intention

Action 
a nd 

Coping 
Planning

Outc ome  
Ex pectanc ie s

Action 
Self-

Efficac y

Coping 
Self-

Effica cy

Recovery 
Self-

Effica cy

Ac tion 
Se lf-

Eff ic acy + 
Coping 

Se lf-
Eff ic acy

Action 
Self-

Effica cy +  
Coping 

Self-
Effica cy +  
Recovery 

Self-
Effica cy

Overall 
Phishing 

Quiz 
Gra de 

(Range =  
0-5)

Self-
Reporte d 

Stage s: 1 -5
Age: Age 
in 201 2

Number 
of Yea rs 
of Higher 

Educa tion

No n-Inten der N 3 3 3 3 33 33 33 33 33 33 3 3 33 3 3 33 3 3

Mean 2 .5 6 2.2 0 1.95 2.42 1.84 2.19 2.23 4 .03 6 .2 6 4.42 1 .7 3 2 3.85 3 .3 2

Minimu m 1 .0 0 1.0 0 1.00 1.00 1.00 1.00 1.00 2 .00 3 .0 0 2 1 1 9.00 1.0

Maxim um 7 .0 0 4.0 0 3.30 7.00 3.50 6.00 5.25 8 .75 14 .0 0 5 5 5 5.00 7.0

Intende r N 18 7 18 7 187 187 187 1 87 1 87 1 87 18 7 1 87 18 7 1 87 18 7

Mean 4 .2 9 4.4 9 3.46 4.73 3.92 3.84 3.71 7 .76 11 .4 7 4.52 2 .1 6 2 4.10 3 .2 2

Minimu m 1 .5 0 1.0 0 1.00 1.75 1.00 1.40 1.00 3 .00 5 .0 0 0 1 1 8.00 .0

Maxim um 7 .0 0 7.0 0 6.00 7.00 7.00 7.00 6.00 12 .25 18 .0 0 5 5 6 1.00 1 2.0

Actor N 17 4 17 4 174 174 174 1 74 1 74 1 74 17 4 1 74 17 4 1 74 17 4

Mean 5 .0 6 5.8 2 4.99 5.64 5.22 5.24 5.09 10 .46 15 .5 5 4.67 2 .9 4 2 7.20 3 .5 2

Minimu m 1 .7 5 4.2 5 1.00 2.00 2.00 2.00 1.00 6 .85 10 .0 0 0 1 1 9.00 .0

Maxim um 7 .0 0 7.0 0 7.00 7.00 7.00 7.00 7.00 14 .00 21 .0 0 5 5 6 6.00 1 3.0
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formed the intention nor developed action/coping plans to remain vigilant 

against phishing attempts.  Even if a Low Intender receives training or learns 

about a friend’s experiences with phishing, he may not be able or ready to absorb 

the new information because his level of action self-efficacy is low. Therefore, 

their lowest level of scores for being a phishing victim, knowing a phishing 

victim, receiving training, reading online or offline material related to phishing 

may reflect ‘reality’ or these scores may reflect that people in this group have 

blinders on with respect to anti-phishing information. Young males from the 

snowball group dominate this group:  they are the youngest group, with a mean 

age of 23.8; 63.6% of these participants were male; 69.7% of these were from the 

Snowball group.  These are ‘high risk young males’ that are typically profiled with 

extremely higher premiums by automobile insurers.  Risk Behavior literature 

(e.g., Downs & Fischhoff, 2009) has focused attention on this particular group 

that has a different perception of risk and invulnerability which often translates 

into lower levels of intention for health- or safety-promoting behavior.  On the 

self-report scale of Stages, these subjects placed themselves between stages 1 and 

2 (out of 5), on average and they received the lowest overall phishing quiz grade 

of 4.4 (mean).   

5.1.2 Intender 

The second stage, Intender (Stage 1), shows growth from the earlier stage.  

These 47% of participants comprised the largest cluster.  While these participants 

have formed a solid Intention to remain more vigilant toward phishing attempts 
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and have a higher Risk Perception toward phishing attempts, they need to focus 

on improving their Action/Coping Planning which will increase their Coping and 

Recovery Self-Efficacies and, ultimately, Behavior toward phishing attempts.  

With their higher levels of Intention and Risk Perception, they are open to anti-

phishing messages, training, and experiences.  Thus, they can absorb the anti-

phishing messages that cues, training, or experiences convey.  Their mean scores 

for the SASM variables were higher than Stage 0’s group but lower than Stage 2’s 

group.  This group was slightly older than Stage 0’s group, with a mean age of 

24.1. Their self-reported Stage was higher at a mean of 2.2 out of 5.  They may 

have moved to this higher stage through experience because they reported higher 

scores, on average, for being a phishing victim, or for knowing a phishing victim.  

Alternatively, their higher mean score for training received, and for online or 

offline materials read may be a contributing factor to their overall higher SASM 

variable levels. 

5.1.3 Actor 

Finally, the third stage, Actor (Stage 2), represents 45% of subjects with 

the furthest movement through the stages.  Not only do they have higher levels of 

Risk Perception with respect to phishing, they have equipped themselves to deal 

with phishing attempts through higher levels of Action/Coping Planning.  

Through their overall highest levels of SASM scores, they can not only absorb 

information and experiences about phishing attempts but also grasp and act 

upon material for coping and recovery in case they do fall for a phishing attack. 
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Their mean age was the highest at 27.2.  On the self-report Stage scale, their 

mean was 2.94 out of 5.  One way that this group may have progressed furthest 

through the stages is reflected in their highest overall means for the experiences 

of being a phishing victim or of knowing phishing victims.  They also reported the 

highest means for knowledge about phishing:  training received, online material 

read, offline material read, and the overall quiz grade (mean = 4.7).  

5.2 Related Research in Health-Related Fields 

 Using the same constructs and measures used to inform this study, 

similar results have been found in health- and safety-related contexts.   Health 

behavior researchers used the social-cognitive variables of Risk Perception, 

Outcome Expectancies, Self-Efficacy, Intention, Action Planning, Coping 

Planning, Coping Self-efficacy and a criterion variable of dental-flossing behavior 

in a discriminant analysis to classify 288 dental patients into 3 groups:  

preintentional, intentional, and actional (e.g., Schüz, Sniehotta, Mallach, 

Wiedemann, & Schwarzer, 2009; Schüz, Sniehotta, & Schwarzer, 2007).   

Because of the longitudinal nature of their data collection, these researchers were 

able to classify the participants at two separate times and compare the two 

classification results.  When a participant was in the preintentional stage at Time 

1, a high level of Action Planning predicted his membership in a higher stage at 

time 2.  If participants who were in the intentional stage in Time 1 had high levels 

of Coping Self-Efficacy and Coping Planning, they either advanced to the next 

stage or did not revert to the previous stage.  Their results clearly showed that 
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people progress from stage to stage based on different levels of the HAPA/SASM 

variables.  Planning activities, in particular, were essential in predicting stage 

movement.   

Classifying participants into distinct groups is especially important in the 

health-related fields for cost-effective promotions.  Lippke, Ziegelmann, & 

Schwarzer (2004) conducted a longitudinal four-wave study of 560 rehabilitation 

patients who were classified into 3 groups:  Non-intender, Intender, and Actor.  

To all participants, they administered a planning intervention without booster 

sessions; the effects of the intervention were maintained for up to one year.  The 

most benefit from the intervention occurred with the Intenders (Stage 1 with 

potential to move up to Stage 2) while there were fewer positive effects for the 

Non-intenders and Actors.  The Intenders who showed increased levels of Action 

Planning as well as Intention maintained their exercise program better when 

compared to Intenders who did not have high levels of action planning. Thus, 

tailoring interventions designed for a particular stage indicate strong potential in 

similar stage models for protective behavior. 

5.3 Related Research in MIS 

Results of this study may provide one possible explanation why users, 

despite training and cues to action, ignore warnings by anti-phishing toolbars 

and browsers (Egelman, Cronor, & Hong, 2008; Wu, Miller, & Garfinkel, 2006). 

As a complement to technical tools that aid IS end-users in identifying phishing 

attempts, researchers have developed anti-phishing training tools in cartoon-like 
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form that make the message more accessible and available (Kumaraguru et al., 

2008, 2010; Sheng et al., 2010).  Additionally, anti-phishing quizzes (Anti-

Phishing Phil, 2011) and educational web page landing pages 

(http://education.apwg.org/r/)  have been created and deployed by organizations 

such as the Anti-Phishing Working Group as embedded training for users who 

respond to fake phishing attempts (Kumaraguru, 2009; Kumaraguru, Sheng, 

Acquisti, Cranor, & Hong, 2007).  Other research studies involving training have 

been examined in the larger context of IS Security (Jenkins, Durcikova, & Burns, 

2011a, 2011b; Jenkins et al., 2010; Puhakainen & Siponen, 2010). However, 

despite these technical and educational tools, both sophisticated and naïve users 

continue to fall for phishing attacks.  As a result, “the technically savvy…[may] 

dismiss end-users as stupid and gullible” (Hong, 2012, p. 77). 

The common denominator of the tools described above is that they have 

been designed generically, not tailored to different stages of ability and 

inclination to process training messages message or to understand the security 

warnings.   If we can extrapolate from the related research in health behavior 

(Lippke et al., 2004; Schüz et al., 2009; Schüz et al., 2007), the presence of stages 

of protective behavior implies that “one-size-fits-all” training and technology 

alerts are a less effective way to change user behavior.  In the Health Behavior 

studies related to the SASM model, Low Intenders are not at high enough levels 

of planning, intention, or efficacies to be able to absorb messages about what to 

do if they fall for a phishing attempt.  Rather, a Low Intender needs a focused 
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message of what to look for in a phishing attempt.  In the second stage (Stage 1), 

an Intender has advanced to higher levels of intention and action plans but, to 

advance to the next stage,  this person needs to know more about  coping plans to 

raise his levels of action/coping planning as well as be confident in his ability to 

recover in case he accepts the phishing bait.  Understanding what characterizes 

the various levels of protective behavior of IS end-users can help us design not 

only stage-appropriate interventions and public service messages but also refine 

alerts and messages from technical aids (Hong, 2012). 

5.4 Limitations 

 Before discussing future research projects and the potential contributions 

of this research, I need to focus on limitations of this study. First, limitations 

stem from the nature of the proposed model, a stage theory model. My current 

data analyses supported three stages through which a user moves; analyses of 

other, larger data sets may discover stable and validated cluster solutions with 

more or fewer stages. However, as described in Chapter 4, tests for the three-

stage solution demonstrated that the three-stage solution is stable; thus, the 

probability of more or fewer stages is low. Second, to address issues of 

generalizability of the current research design, the present model should be re-

evaluated with users in different settings, such as with employees of different 

types of organizations.  The sample used in this particular study was not a 

random sample but was rather a convenience sample comprised primarily of 

student subjects and their referrals. However, students represent a viable subject 
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pool because they are targets of phishing attempts on a regular basis not unlike 

the phishing attacks encountered by general population of IS end-users who use 

surf the Internet and use email. Third, in this exploratory study, neither actual 

nor self-reported user behavior was captured. In the future, capturing user 

behavior will enable researchers to explore the continuum as well as stage aspects 

of this model and to validate the model.  Fourth, as a first step in a research 

program, the present study was not longitudinal; therefore, changes among stage 

membership could not be tracked.  Finally, although the measures were adapted 

from previously validated and reliable measures, the IS end-user context was 

significantly different from health- or safety-related studies.  As a result, the 

current instrument should be re-evaluated to achieve higher precision in the 

control and measurement of the constructs.  

5.5 Future Research  

This exploratory study was a first step toward a program of research to 

study protective behavior by IS end-users with respect to phishing in particular 

and IS security in general.  There are several follow-on research studies that are 

described briefly below.   

First, my findings suggest that not all users are equal based on their 

ratings on socio-cognitive variables with respect to IS secure behavior. Some of 

the measures used in this study, such as Action and Coping Planning and 

Recovery Self-Efficacy, reflect that not only beliefs differ from stage to stage but 

also skill attainment distinguishing stage membership builds in a hierarchical 
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manner similar to the skill theory of cognitive development (Fischer, 1980).  Akin 

to the cognitive developmental stages for children as described by Piaget (1971), 

IS end-users progress through developmental stages of protective behavior. 

Corresponding to each developmental stage of protective behavior, there is a 

distinct approach for communication to the stage members; there are 

expectations for members of specific stages; and, interventions need to be 

tailored to the readiness to receive messages by people in different stages.  

Because I argue that the skills develop hierarchically for the different stages, 

stage members in Stage 0 do not possess the requisite skill set to accept cues or 

training in the same way as stage members in Stage 2.  Thus, researchers in IS 

security should consider these stages when developing models of end-user IS 

secure behavior and when developing training.  Continuum models such as PMT 

and TPB, often used in IS Security research, do not contain a series of 

developmental stages because they contain only one efficacy measure.  In 

contrast, this research suggests that there is a need for more efficacies that 

correspond to growth in protective behavior. To add stages to continuum models 

such as PMT and TPB, these models can be married to stage models such as 

PAPM to create alternative hybrid continuum-stage models.  Prentice-Dunn, 

McMath, and Cramer (2009) describe this type of hybrid model in their study of 

sun protective behavior.  

Second, future research needs to capture user behavior so that researchers 

can explore the continuum as well as stage aspects of this hybrid model.  The 
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current study focused on the stages of the model but other research can examine 

the embedded continuum model that represents predictive relationships among 

the various constructs.  Another benefit of having actual and/or self-reported 

user behavior is that the current model can be validated via cluster analysis and 

analyzed using different statistical methods (e.g., discriminate analysis, 

regression analysis, structural equation modeling).   

Third, future studies should explore the stages and predictive constructs 

longitudinally.  One of the key strengths of a stage model, compared to other 

models used to study IS security, lies in its longitudinal nature.  With 

longitudinal data that includes actual behavior constructs, I may discover that 

people can move backward, as well as forward, through stages similar to the stage 

movement that health behavior change researchers have demonstrated (Lippke et 

al., 2004; Schüz et al., 2007).  Additionally, examining socio-cognitive, 

demographic, experiential, and environmental variables over time for the 

members of the various stages will be crucial in developing interventions that 

could move people from one stage of protective behavior to the next.   

5.6 Contributions 

 Although there are limitations of this research project, this study makes 

several contributions.  This dissertation contributes to the existing research 

stream on IS security and social engineering, specifically focused on phishing.  

First, the research model is a hybrid continuum-stage model adapted from 

health-behavior change models and applied to the phishing context. A key 
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strength of this type of model is that it permits us to examine the intention-

behavior gap better because there are constructs (i.e., Action and Coping 

Planning, Coping Self-Efficacy, and Recovery Self-Efficacy) beyond Intention that 

will enable us to examine the translation from Intention into Behavior at a later 

stage.  Second, the longitudinal nature of the stage part of the model will permit 

researchers in future studies to test empirically causal relationships such as the 

relationship between Intention and Behavior over time and stages that previously 

were only implied by cross-sectional research. Third, exploring and 

characterizing the various stages along which a user must progress toward secure 

IS behavior will help researchers identify to which stage a user has evolved and to 

design interventions to help users reach higher stages of vigilance.  Studying 

vigilance or susceptibility with respect to phishing may not be relevant unless the 

stage of the user can be identified.   

In conclusion, though many research questions remain with respect to 

protective behavior of IS end-users, this study can serve as the initial foundation 

of a research program designed to examine these critical questions in more 

depth.  Chapter 6 describes a research experiment proposed to test the effects of 

interventions designed from the results of the present study. 
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CHAPTER 6: FUTURE RESEARCH 

In chapters 4 and 5, the three stages of the SASM were described and 

characterized.  The purpose of the research experiment detailed in this chapter 

will be to examine longitudinally the effects of stage-appropriate interventions 

designed to move users from one stage of vigilance toward phishing attacks to a 

higher stage.  The research question for the proposed research is as follows:   

To what degree do stage-specific interventions increase IS end-

users’ protective behavior and help end-users to move to higher 

stages of SASM? 

Movement from stage to stage: An external motivator, such as an 

intervention that informs the user that he has just responded to a phishing email, 

is needed for an individual to move from one stage to another. In our study, some 

individuals will be poised to receive an intervention tailored for movement from 

stage 0 to stage 1, while users in stage 1 will not be as receptive to that 

intervention.  Specifically, the first intervention is designed to train users how to 

recognize cues of phishing emails so they can use those cues in practice.  Once a 

user is armed with the knowledge to detect phishing attempts, he is ready to learn 

how to recover if an attack is successful.  The second intervention focuses on 

helping users develop an action and/or coping plan.  Thus, it will most likely take 

several interventions to move an individual to the final stage.  Thus we formally 

state:  
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Hypothesis 1:  Intervention #1 will move subjects from stage 0 to 

stage 1 by providing the following information (Denison, 1999): 

(1) How were you tricked? (2) What does a phisher want? (3) 

How does phishing work? (4) What can you do not to become a 

victim? 

Hypothesis 2:  Intervention #2 will enable users to move from 

stage 1 to stage 2.  For this stage movement to occur, users need 

to learn how to construct action/coping plans to help recovery in 

the event of a successful phishing attack. From stage 1 to 2, 

users will be provided with the following information (Denison, 

1999): (1) Why should phishing be reported? (2) How to develop 

a coping plan if one responded to a phishing email, (3) How to 

develop an action plan if one receives a phishing email, and (4) 

Where should phishing be reported? 

This chapter describes a proposed 3 x 3 research study in which 

participants will take part in a role-play phishing experiment.  This research is 

informed by the results of this dissertation and builds on earlier research in: 1) 

phishing education (Dodge Jr. et al., 2007; Ferguson, 2005; Kumaraguru, 2009; 

Kumaraguru et al., 2007; Kumaraguru et al., 2008, 2010; PhishGuru, 2012); 2) 

phishing susceptibility and countermeasures (Anti-Phishing Phil, 2011; Sheng, 

2009; Sheng et al., 2010); and, 3) interventions designed for Health Behavior 

Stage Theories (Lippke et al., 2004; Weinstein & Sandman, 1992). This next 
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section of this chapter focuses on the proposed research design.  Included in that 

section are the following topics:  research setting, and intervention design. A 

short discussion of the proposed data analysis and a conclusion comprise the 

remainder of the chapter. 

6.1 Research Design 

This longitudinal study will explore what effect stage-appropriate 

interventions have on an IS end-user’s SASM stage.  The two interventions 

designed for this particular experiment are separate single-page informative 

messages that use cartoon characters to convey simple messages.  These 

interventions are re-fabrications of the landing page that was carefully created 

through several iterations by Kumaraguru (2009) and is now incorporated at the 

Anti-Phishing Working Group web site (Figure 6).  Though developed via focus 

groups, the current design at APWG contains a ‘one-size-fits-all’ approach that 

needed to be modified for research about interventions for stages. Thus, one 

intervention for the proposed study was designed to move IS end-users in the 

Low Intender stage to Intender; the second intervention was envisioned to move 

Intenders to Actors. 

To determine what stage a person is in before and after a treatment, I will 

administer pre- and post-experiment survey questions to participants. The on-

line survey instruments, modified from the survey for the main part of this 

dissertation, contain constructs/items identified by a literature review and are 

comprised of previously used constructs and validated items. The pre-survey and 
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experiment participation will be separated by a time of at least two weeks to avoid 

priming and/or recency biases.  The pre-experiment survey questions are a 

subset of the survey used in the dissertation to gather the following data:  

demographics, self-reported stage membership, and SASM items that relate to 

phishing attempts in email.  The SASM items related to phishing attempts at Web 

sites were eliminated to not only shorten the survey but also focus on email 

phishing attempts only.  To avoid any form of education or training in the pre-

experiment survey, the phishing quiz will not be included in the pre-experiment 

survey.  The post-survey, administered one week after the experiment, will 

include:  self-reported stage membership, the same SASM items as in the pre-

experiment survey, and the phishing quiz.  The short phishing quiz, adapted from 

OnGuardOnline.gov, tests knowledge about phishing in Web and email contexts.  

The overall experiment timeline is shown below in Table 27.  The pre-experiment 

survey is contained in Appendix B.   

The one-week delay between the experiment and the post-survey is an 

attempt to capture stage changes that may not occur immediately after the 

experiment.  One major drawback of splitting apart the pre-experiment survey, 

experiment, and post-experiment across several weeks is attrition of the 

participants;  however, participants will be cautioned in the recruiting and 

disclosure material that they will not receive any incentives (e.g., extra credit) 

unless they complete the pre-experiment survey, experiment, and post-

experiment survey.  
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Figure 6. Anti-Phishing Landing Page for APWG  
as Designed by Kumaraguru (2009) 
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Table 27. Experiment Timeline 

 

Pre-Experiment 

Survey Experiment Post-Experiment Survey 

Day 0  Day 14  Day 21 

 

In the online experiment, I will manipulate participants in a 3x3 

experiment crossing stage membership (Stage 0, Stage 1, Stage 2) with 

intervention type (No intervention; Intervention #1; Intervention #2) design.  

Subjects will be randomly assigned to a treatment group.  

Figure 7 depicts the anticipated effects of the research design for this 

experiment. 

No Intervention Intervention #1 Intervention #2

Stage 0 No change Positive change No change

Stage 1 No change No change Positive change

Stage 2 No Change No change No change

Intervention

S
ta

g
e

 
 

Figure 7. Prediction of Effects of Intervention Types on Progression through 
Stages 

 
6.1.1 Research Setting 

The pre- and post-experimental data collections, as well as the experiment, 

will be conducted on-line. The Qualtrics survey tool will be used to administer the 

questionnaires.  No identifying information will be collected. Volunteers younger 

than age 18 will not be participate in the study.   

I anticipate needing approximately 600 subjects (approximately 44 per 

cell) who will complete the pre-survey, experiment, and post-survey for this 

study. Undergraduate business students in MIS classes and general population in 



 
 
 

96 
 

 

the US will be asked to participate in this survey.  Extra credit will be offered for 

student participation and monetary rewards will be offered to participants from 

the general population. Students will be recruited through a general 

announcement made in class as well as through a script posted on the class 

website.   

6.1.2 Experiment 

Two weeks after participants have completed the pre-experiment survey, 

they will be randomly assigned to an intervention within their respective stages. 

Participants’ stages will be determined based on the pre-experiment survey as 

described in Chapter 4. Two weeks after the experiment, a post-experiment 

survey will be administered so that the potential stage progression (or regression) 

can be determined.    

During the experiment, each participant will be asked to play the role of a 

fictitious employee called ‘Kelly Jones’ (the name was chosen for its gender 

neutrality) and access Kelly’s work email at Animal Lingo where he/she is 

employed. Participants will be told in the recruiting, disclosure, and experiment 

instruction materials that the study examines how people handle email effectively 

in day-to-day tasks.  Throughout the task, the participants will have to make 

decisions about how they would process the emails in Kelly’s account, such as 

‘delete the email’. In the instructions for the experiment, they will be directed to 

process Kelly’s email in date-ascending order or first-in-first-out (FIFO) as if the 

email account were their own.  To be able to make judgments about emails, 
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participants will be given a list of Kelly Jones’ accounts, userids, and passwords 

in the instructions.  The order of the 19 emails is shown in Table 28.   

This experiment was modeled on the role-play experiment developed by 

Sheng (2009; 2010) for phishing countermeasures.  As discussed above, the 

interventions are stage-specific modifications of the anti-phishing landing page 

set up by the Anti-Phishing Working Group (http://education.apwg.org/r/) and 

developed by Kumaraguru (2009; 2010).  The ordering of the email and types of 

email messages were modeled after previous work by Sheng (2009; 2010) and 

Kumaraguru (Kumaraguru et al., 2010).   

Table 28. Predefined order of email messages for 'Kelly Jones’ 
 

Email# Email Type Email# Email Type

1 Legitimate-no-link 11 Legitimate-no-link

2 Legitimate-no-link 12 Legitimate-no-link

3 Phishing-account 13 Spam-link-no-account

4 Phishing-no-account 14 Legitimate-link-account

5 Legitimate-no-link 15 Legitimate-no-link

6 Legitimate-link-account 16 Phishing-no-account

7 Spam-link-no-account 17 Phishing-account

8 Legitimate-no-link 18 Legitimate-no-link

9 Legitimate-no-link 19 Legitimate-no-link

10 Intervention (training)  
 

A sample phishing email from an organization at which Kelly Jones does 

not have an account is shown in Figure 8.  The 19 email messages (included in 

Appendix B) are comprised of the following: 

There will be ten legitimate email messages (Legitimate-no-link) that do 

not include any links and that ‘originate’ from Kelly Jones’ co-workers, friends, 

and family.  The participant will have to reply to each of these email messages.   
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There will be two legitimate email messages with links (Legitimate-link-

account) to organizations at which Kelly has an account.  The participant will 

have to click on the link to complete the requested task. The links will take them 

to simulated web sites.  Participants will enter the userid and password for Kelly 

Jones so they will not reveal their own userid and password.   

Also, two spam emails (Spam-link-no-account) will be included.   
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Figure 8. Example of "No Account" Phishing Email 
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Two mock phishing emails with links to organizations at which Kelly has 

an account (Phishing-account) will be included.  Although the participant will be 

asked and/or enticed (to click on links) in the mock phishing emails, she will not 

be able to enter any personal information when a non-legitimate link is clicked 

because 404-Website-Page-Not-Found will display.  Thus, no personal 

information will be collected by the mock phishing attempts.  Furthermore, the 

email userid and password for ‘Kelly Jones’ can only be used in the experimental 

space during the duration of the experiment.  However, importantly, the server 

will keep track of whether the participant clicked on the link or not.  Additionally, 

the participant may or may not report the phishing attempt to the simulated 

workplace’s management via email.   

Two mock phishing emails with links to organizations at which Kelly does 

not have an account (Phishing-no-account) will be included (see example in 

Figure 8).  The participant will be asked to click on the links.  Although the 

participants will be asked and/or enticed to click on links in the mock phishing 

emails, they will not be able to enter any personal information when a non-

legitimate link is clicked because 404-Website-Page-Not-Found will display.  

Thus, no personal information will be collected by the mock phishing attempts.  

Furthermore, the email userid and password for ‘Kelly Jones’ can only be used in 

the experimental space during the duration of the experiment.  However, 

importantly, the server will keep track of whether the participant clicked on the 
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link or not.  Additionally, the participant may or may not report the phishing 

attempt to the simulated workplace’s management via email.   

For treatments that include Intervention materials, one email with a 

Subject Line about Mandatory Annual Training for ‘Kelly Jones’ will also be part 

of the email folder.  This training email will consist of a message that directs the 

recipient to click on the link to Kelly Jones’ mandatory training.  The training 

topics for each Intervention treatment will contain different stage-specific 

training messages, as described below.  To ensure that participants actually click 

on the link and read and process the intervention material, participants will be 

told that they will have to answer questions in a short quiz about the training.  

For the “No Intervention” treatment, one email about vacation destinations will 

be part of the email folder instead of training material.  

Upon signing into the experiment, the experiment domain will randomly 

assign the subject to one of three treatment groups based on stage membership:  

No intervention, Intervention #1, or Intervention #2.  The treatment groups will 

affect whether the participant receives:  a) security training that describes How to 

Avoid Becoming Victim of a phisher (Intervention #1 as shown in Figure 9); b) 

security training on How to Take Action/Cope if a user suspects that she has 

received/responded to a phishing email (Intervention #2 as shown in Figure 10); 

or, c) no security training.  All communication for the experiment is designed to 

be handled by the experimental environment through automated email.   

Intervention Design 
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To design stage-specific interventions, I wanted to leverage the work of 

Kumaraguru (2009) in which he used experiment and focused groups to refine a 

landing page with generic that was adopted by APWG as a part of their official 

anti-phishing training (Figure 6). My goal was to adapt this material so that it is 

stage-specific to provide adequate intervention for members of specific stages 

according to SASM.  

 Because SASM defines three stages of anti-phishing protective behavior,   

two different interventions had to be designed based on the knowledge gained 

from the survey results (Chapter 4) and on previous empirical tests of the PAPM 

model (Weinstein & Sandman, 1992). To progress from Stage 0 to Stage 1, users 

have to increase their levels of Risk Perception, Outcome Expectancies, Action 

Self-Efficacy, Coping Self-Efficacy and Intention. Thus, I adapted the APWB 

landing page to contain the following: (1) How were you tricked? (2) What does a 

phisher want? (3) How does phishing work? And, (4) What can you do not to 

become a victim? These new sections are comprised of entry-level messages 

about phishing attempts.  

 To move users from Stage 1 to Stage 2, SASM predicts that a person has to 

have increased levels for not only all the variables mentioned above (Risk 

Perception, Outcome Expectancies, Action Self-Efficacy, Coping Self-Efficacy and 

Intention) but also, more importantly, Action and Coping Planning and Recovery 

Self-Efficacy. Thus, I designed intervention #2 to focus on ‘how to’ develop a 

coping and action plan if a person accidentally clicks on a phishing link, for 
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Figure 9. Intervention #1: Entry-Level Messages about Phishing Attempts 
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Figure 10. Intervention #2: Focused on Action and Coping Planning 
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example. The material for intervention #2 contained information on: (1) Why 

should phishing be reported? (2) How to create a coping plan if a person has 

responded to a phishing email, (3) How to create an action plan if a person 

receives a phishing email, and (4) Where should phishing be reported?  

6.2 Data Analysis 

Because I plan to collect data from approximately 600 participants, I will 

have a sample size with adequate statistical power.  The goal of the data analyses 

will be to show that movement to higher stages occurs only when the appropriate 

intervention was administered. This will be demonstrated by running an ANOVA 

for a 3x3 experiment crossing stage membership (Stage 0, Stage 1, Stage 2) with 

intervention type (No intervention, Intervention #1, Intervention #2). The 

change in stage membership will be calculated based on centroid values for each 

stage.  Kruskal-Wallis will be used to test for significance of effects by 

intervention type. In addition, all the standard tests of reliability, internal and 

external validity, and factor analyses for each scale will be conducted.  After 

administration of the scales, descriptive statistics regarding size of sample, 

response ranges, and standard deviations for each scale will be provided.   

6.3 Conclusion 

This chapter proposes future research that builds on SASM and proposes 

stage- specific interventions rather than generic to move end-users from lower 

stages to higher stages. Before discussing potential contributions, I will discuss 

the limitations of the proposed methodology. First, subjects are tracked in their 
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role-play of ‘Kelly Jones’ rather than capturing their actual behavior. I may find 

that people are more or less conservative in role-play than in their real behavior. 

Second, the sample proposed in this study is a convenience sample rather than 

random. Thus, biases may be introduced that are of systematic rather than of a 

random nature. However, because this study represents my second data 

collection, I will check the stability of the stages as predicted by SASM, thus 

mitigating potential systematic bias. Finally, while this is a longitudinal study, the 

length is only four weeks. A longer time frame could be used in future research 

studies to assess the long-term effects of the interventions.  

This research-in-progress has three contributions to research and practice. 

First, it assesses the value of stage-specific interventions over time. Extant 

research treats every end-user as being “stage-less”; as a result, the treatments 

applied to educate users have been “one size fits all”. This could have caused the 

mixed results of factors that influence secure behavior (e.g., Dodge Jr. et al., 

2007; Workman, 2008; Wright & Marett, 2010). Second, because skills develop 

hierarchically for the different stages, the interventions have to match the user’s 

stage. A stage-inappropriate intervention will not lead to stage progression. 

Third, because the design proposed in this Chapter allows researchers to track 

movement through stages over period of time, causality can be established. This 

study represents an initial attempt to study the effects of stage-specific anti-

phishing interventions. 
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APPENDIX A: RESEARCH INSTRUMENT 

A.1 Disclosure Form for Snowball Participants 

This is a disclosure form for research participation.  It contains important 
information about this study and what to expect if you decide to participate.  
Please consider the information carefully. Feel free to discuss the study with your 
friends and family and to ask questions before making your decision whether or 
not to participate.  By clicking the “continue” button, you agree to voluntarily 
consent to participate in this study.   Before continuing, please read the 
information below.        
 

1. Why is this study being done?        
 
The purpose of this study is to collect information about your opinions and 
both personal and professional experiences with respect to phishing 
attempts.           
 
2. What will I be asked to do for the research project?        
 
You will be asked to complete questionnaires about your opinions and both 
personal and professional experiences with respect to phishing attempts.  
After you have completed the questionnaires, you will take a short quiz, which 
will be used solely for research purposes.         
 
Once you complete the survey, you will be asked: 1) to provide the name of the 
person who referred the survey link to you so that he/she can receive extra 
credit; and, 2)  to provide your email address if you want to receive the results 
of the study.        
 
3. Can I stop being in the study?        
 
Your participation is voluntary.  You may refuse to participate in this study.  If 
you decide to take part in the study, you may leave the study at any time by 
closing your browser window.  No matter what decision you make, there will 
be no penalty to you.  Your decision will not affect your future relationship 
with The University of Arizona.  If you are a student or employee at the 
University of Arizona, your decision will not affect your grades or your 
employment status.      
 
4. Will my study-related information be kept confidential?        
 
Yes, efforts will be made to keep your study-related information confidential 
to the extent permitted or required by law.  For instance, for the main survey, 



 
 
 

108 
 

 

we are not asking for any personal information and we provide you with a 
randomly-assigned Participant ID, such as ID1001, in order to ensure that 
your data cannot in any way be associated with your identity.  Once you have 
completed the survey, you will click a link that will take you to another site at 
which you will record the name of the person who referred you to this survey 
link so that he/she can receive extra credit.  That personal information will 
not be linked to your or his/her survey answers.     
 

 
5. What do I need for the survey administration?        
 
You need a computer with an Internet connection and a browser.       
 
6. Who can answer my questions about the study?        
 
For questions, concerns, or complaints about the study you may contact the  
Principal Investigator of the study, Mary Burns, at (520) 621-1860 or via 
email at mburns@cmi.arizona.edu. You may also contact the Principal 
Investigator’s advisor, Alexandra Durcikova, at (520) 621-3927.         
 
For questions about your rights as a participant in this study or to discuss 
other study-related concerns or complaints with someone who is not part of 
the research team, you may contact the Human Subjects Protection Program  
at 520-626-6721 or online at http://orcr.vpr.arizona.edu/irb         
 

� Continue to survey 
� Stop, I do not wish to participate in this study 
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A.2 Survey 

In this survey, there are no right or wrong answers. We want to find out your opinions 
and experiences.          
 
In a phishing attempt, an Internet scammer tries to get your personal information 
typically by masquerading as a legitimate organization.        
 
The following block of questions ask you about how likely you think that certain 
events/consequences may occur.  Please indicate how likely you believe these 
consequences may occur.  Please answer N/A if you believe that a question is Not 
Applicable to you. 
 
 

 
Highly 

Unlikely 
Unlikely 

Somewhat 

Unlikely 

Neither 

Unlikely 

nor 

Likely 

Somewhat 

Likely 
Likely 

Highly 

Likely 
N/A 

How likely is it that a successful 

phishing attempt will cause a 

significant disruption in your 

everyday life? 

 

�  �  �  �  �  �  �  �  

How likely is it that a successful 

phishing attempt will result in 

financial losses to you? 

 

�  �  �  �  �  �  �  �  

How likely is it that you will lose 

sensitive data, such as your social 

security number or bank account 

number, due to a successful 

phishing attempt? 

�  �  �  �  �  �  �  �  

 
 

For the following question block, please indicate to what degree you disagree or agree 
with each of the following statements. Please answer N/A if you believe that a question is 
Not Applicable to you. 
 

 
Strongly 

Disagree 
Disagree 

Somewhat 

Disagree 

Neither 

Agree nor 

Disagree 

Somewhat 

Agree 
Agree 

Strongly 

Agree 
N/A 

I believe that my 

personal 

information, such as 

social security 

number or email 

password, is 

vulnerable to 

successful phishing 

attempts. 

 

�  �  �  �  �  �  �  �  
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Please indicate what %age of your monthly email you suspect may be phishing attempts to try to get your 
personal information.    Please give your best estimate. 
� More than 20% 
� 10% - 20% 
� 5% - 10% 
� 1% - 5% 
� Less than 1% 
� N/A 
 
Please indicate what %age of web sites that you visit (or try to visit) each month may be phishing websites 
designed to get your personal information.    Please give your best estimate. 
� More than 20% 
� 10% - 20% 
� 5% - 10% 
� 1% - 5% 
� Less than 1% 
� N/A 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

I believe that my 

everyday life is 

threatened by 

phishing attempts. 

 

�  �  �  �  �  �  �  �  

I believe that my 

financial well-being 

is threatened by 

phishing attempts. 

 

�  �  �  �  �  �  �  �  

Phishing attempts 

affect my everyday 

life. 

 

�  �  �  �  �  �  �  �  

The likelihood that I 

might fall for a 

phishing attempt is 

exaggerated. 

�  �  �  �  �  �  �  �  
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For the following question block, please indicate to what degree you disagree or agree with each of the 
following statements.  Please answer N/A if you believe that a question is Not Applicable to you. 

 
Strongly 

Disagree 
Disagree 

Somewhat 

Disagree 

Neither 

Agree nor 

Disagree 

Somewhat 

Agree 
Agree 

Strongly 

Agree 
N/A 

I think phishing 
attempts are a 
serious problem. 
 

�  �  �  �  �  �  �  �  

I can make a 
difference when it 
comes to 
preventing a 
phishing attempt. 
 

�  �  �  �  �  �  �  �  

There is not much 
that I can do to 
help secure my 
personal 
information 
against phishing 
attacks. 
 

�  �  �  �  �  �  �  �  

By remaining 
vigilant, I can 
make a difference 
in helping to 
secure my 
personal 
information 
against phishing 
attempts. 
 

�  �  �  �  �  �  �  �  

Trying to 
determine if an 
email is a phishing 
attempt is time-
consuming. 
 

�  �  �  �  �  �  �  �  

Trying to 
determine if a web 
site is a phishing 
scam takes time. 

�  �  �  �  �  �  �  �  
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In this survey, there are no right or wrong answers. We want to find out your opinions 
and experiences Think about your primary email account.  The email system may 
categorize some of your email as spam, which can include phishing attempts.  Or, you 
may have to review an email yourself to determine if it is a legitimate email or if it is a 
suspected phishing attempt.        
 
For the following question block, please indicate to what degree you disagree or agree 
with each of the following statements.  Please answer N/A if you believe that a question 
is Not Applicable to you.      
 

 
Strongly 

Disagree 
Disagree 

Somewhat 

Disagree 

Neither 

Agree nor 

Disagree 

Somewhat 

Agree 
Agree 

Strongly 

Agree 
N/A 

Dealing with potential 

phishing attempts is 

annoying. 

�  �  �  �  �  �  �  �  

Monitoring my email 

for potential phishing 

attempts is 

burdensome. 

�  �  �  �  �  �  �  �  

When I have to 

monitor my email 

account for potential 

phishing attempts, 

my productivity slows 

down. 

�  �  �  �  �  �  �  �  

 

 
What is your year of birth? 
 
What is your gender? 
� Male 
� Female 
 
In the space below, please list organizations or individuals, separated by commas, that 
you have contacted in the past either for help dealing with phishing attempts or to report 
these phishing attempts. If you have not contacted any organization or person about 
phishing, please type "N/A" for Not Applicable to you.   
 
Browser software is what you use to access Web pages.  Examples of browser software 
are Chrome, Firefox, and Windows Explorer. Their logos are shown below:   
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For the following question block, please indicate to what degree you disagree or agree 
with each of the following statements.  Please answer N/A if you believe that a question 
is Not Applicable to you.                 
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Strongly 

Disagree 
Disagree 

Somewhat 

Disagree 

Neither 

Agree nor 

Disagree 

Somewhat 

Agree 
Agree 

Strongly 

Agree 
N/A 

I know what person 

or organization to 

contact when I find 

a Web site that is 

designed as a 

phishing scam. 

 

�  �  �  �  �  �  �  �  

Help screens 

relating to alerts 

about potential 

phishing Web sites 

from my browser 

software are 

available. 

 

�  �  �  �  �  �  �  �  

Messages from my 

browser software 

that warn against 

potential phishing 

attempts are easy 

to follow. 

 

�  �  �  �  �  �  �  �  

Adequate 

instructions about 

warnings against 

phishing attempts 

are part of my 

browser software. 

�  �  �  �  �  �  �  �  

My browser 

software includes 

messages on a 

regular basis about 

how to be more 

vigilant toward 

phishing attempts. 

�  �  �  �  �  �  �  �  

 
Think about your primary email account.  The email system may categorize some of your 
email as spam, which can include phishing attempts.  Or, you may have to review your 
email to determine if it legitimate or a suspected phishing attempt. 
           
For the following question block, please indicate to what degree you disagree or agree 
with each of the following statements.  Please answer N/A if you believe that a question 
is Not Applicable to you. 
 

 
Strongly 

Disagree 
Disagree 

Somewhat 

Disagree 

Neither 

Agree nor 

Disagree 

Somewhat 

Agree 
Agree 

Strongly 

Agree 
N/A 

I know what 
person or 
organization to 
contact when I find 
an email that is a 

�  �  �  �  �  �  �  �  
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phishing attempt. 

Help screens 
relating to 
reporting potential 
phishing scams are 
available in my 
email system. 

�  �  �  �  �  �  �  �  

Adequate 
instructions about 
what to do with 
phishing attempts 
are part of my 
email system. 

�  �  �  �  �  �  �  �  

My email system 
posts messages on 
a regular basis 
about how to be 
more vigilant 
toward phishing 
attempts. 

�  �  �  �  �  �  �  �  

       
Browser software is what you use to access or to surf Web pages.  Examples of browser software are Chrome, Firefox, 
and Windows Explorer.      
                                
For the following question block, please indicate to what degree you disagree or agree with each of the following 
statements.  Please answer N/A if you believe that a question is Not Applicable to you. 
 

 
Strongly 

Disagree 
Disagree 

Somewhat 

Disagree 

Neither 

Agree nor 

Disagree 

Somewhat 

Agree 
Agree 

Strongly 

Agree 
N/A 

I am comfortable 

dealing with 

warnings from my 

browser software 

against potential 

phishing attempts 

on my own. 

�  �  �  �  �  �  �  �  

If I wanted to, I 

could easily deal 

with warnings 

against potential 

phishing attempts 

from my browser 

software on my 

own. 

�  �  �  �  �  �  �  �  

I am able to deal 

with warnings from 

my browser 

software against 

potential phishing 

attempts even if 

there is no one 

around to help me. 

�  �  �  �  �  �  �  �  

Adopting security 

technologies to 

warn me about 

phishing attempts 

is important to me. 

�  �  �  �  �  �  �  �  
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Adopting security 

technologies to 

warn me about 

phishing attempts 

is beneficial to me. 

�  �  �  �  �  �  �  �  

Adopting security 

technologies to 

warn me about 

phishing attempts 

is helpful to me. 

�  �  �  �  �  �  �  �  

 

Think about your primary email account.  The email system may categorize some of your 
email as spam, which can include phishing attempts.  Or, you may have to review an 
email yourself to determine if it is a legitimate email or if it is a suspected phishing 
attempt.           
For the following question block, please indicate to what degree you disagree or agree 
with each of the following statements.  Please answer N/A if you believe that a question 
is Not Applicable to you. 
 

 
Strongly 

Disagree 
Disagree 

Somewhat 

Disagree 

Neither 

Agree nor 

Disagree 

Somewhat 

Agree 
Agree 

Strongly 

Agree 
N/A 

I am comfortable 

dealing with 

potential phishing 

attempts in my 

email account on 

my own. 

 

�  �  �  �  �  �  �  �  

If I wanted to, I 

could easily deal 

with potential 

phishing attempts 

in my email account 

on my own. 

 

�  �  �  �  �  �  �  �  

I am able to deal 

with potential 

phishing attempts 

in my email account 

even if there is no 

one around to help 

me. 

�  �  �  �  �  �  �  �  
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Browser software is what you use to access Web pages.  Examples of browser software 
are Chrome, Firefox, and Windows Explorer.         
 
For the following question block, please indicate to what degree you disagree or agree 
with each of the following statements.  Please answer N/A if you believe that a question 
is Not Applicable to you. 
 

 
Strongly 

Disagree 
Disagree 

Somewhat 

Disagree 

Neither 

Agree nor 

Disagree 

Somewhat 

Agree 
Agree 

Strongly 

Agree 
N/A 

My friends think 

that I should 

follow alerts from 

my browser 

software to fend 

off phishing 

attacks. 

 

�  �  �  �  �  �  �  �  

Computer 

specialists that I 

know think that I 

should follow 

alerts from my 

browser software 

to avoid falling 

prey to a phishing 

attack. 

 

�  �  �  �  �  �  �  �  

My friends think 

that I should 

always keep my 

browser software 

up to date to fend 

off phishing 

attacks. 

 

�  �  �  �  �  �  �  �  

I believe that my 

friends follow 

alerts from their 

browser software 

to fend off 

phishing attacks. 

 

�  �  �  �  �  �  �  �  

I am convinced 

that my friends 

keep their 

browser software 

up to date to 

avoid falling prey 

to a phishing 

attack. 

�  �  �  �  �  �  �  �  

 
In the space provided below, how many years of education beyond high school do you 
have?  
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In your university studies, if applicable, was your major or minor related to a computer-
oriented discipline (e.g., MIS, computer science, computer engineering)? 
� Yes 
� No 
Think about your primary email account.  The email system may categorize some of your 
email as spam, which can include phishing attempts.   Or, you may have to review an 
email yourself to determine if it is a legitimate email or if it is a suspected phishing 
attempt.   
          
For the following question block, please indicate to what degree you disagree or agree 
with each of the following statements.  Please answer N/A if you believe that a question 
is Not Applicable to you. 
 

 
Strongly 

Disagree 
Disagree 

Somewhat 

Disagree 

Neither 

Agree nor 

Disagree 

Somewhat 

Agree 
Agree 

Strongly 

Agree 
N/A 

My friends think 

that I should be 

vigilant with my 

email account to 

fend off phishing 

attacks. 

 

�  �  �  �  �  �  �  �  

Computer 

specialists that I 

know think that I 

should be vigilant 

with my email 

account to avoid 

falling prey to a 

phishing attack. 

 

�  �  �  �  �  �  �  �  

I believe that my 

friends are vigilant 

with their email 

accounts to fend 

off phishing 

attacks. 

�  �  �  �  �  �  �  �  

 
Browser software is what you use to access Web pages.  Examples of browser software 
are Chrome, Windows Explorer, and Firefox.       
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For the following question block, please indicate to what degree you disagree or agree 
with each of the following statements.  Please answer N/A if you believe that this 
question is Not Applicable to you. 

 
Strongly 

Disagree 
Disagree 

Somewhat 

Disagree 

Neither 

Agree nor 

Disagree 

Somewhat 

Agree 
Agree 

Strongly 

Agree 
N/A 

It is likely that the 

majority of my 

friends follow the 

alerts of their 

browser software to 

keep their personal 

information safe 

from phishing 

attempts. 

 

�  �  �  �  �  �  �  �  

I am likely to keep 

my browser 

software up to date 

to fend off phishing 

attempts. 

 

�  �  �  �  �  �  �  �  

It is possible that I 

will follow the alerts 

of my browser 

software to protect 

my personal 

information against 

phishing attacks. 

 

�  �  �  �  �  �  �  �  

I am certain that I 

will follow alerts 

from my browser 

software to protect 

my personal 

information against 

phishing attacks. 

�  �  �  �  �  �  �  �  
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Think about your primary email account.  The email system may categorize some of your 
email as spam, which can include phishing attempts.   Or, you may have to review an 
email yourself to determine if it is a legitimate email or if it is a suspected phishing 
attempt.        
 
For the following question block, please indicate to what degree you disagree or agree 
with each of the following statements.  Please answer N/A if you believe that this 
question is Not Applicable to you. 
 

 
Strongly 

Disagree 
Disagree 

Somewhat 

Disagree 

Neither 

Agree nor 

Disagree 

Somewhat 

Agree 
Agree 

Strongly 

Agree 
N/A 

It is likely that the 

majority of my 

friends are vigilant 

with their email 

accounts to keep 

their personal 

information safe 

from phishing 

attempts. 

 

�  �  �  �  �  �  �  �  

I am likely to be 

vigilant with my 

email account to 

fend off phishing 

attempts. 

 

�  �  �  �  �  �  �  �  

It is possible that I 

will be vigilant with 

my email account 

to protect my 

personal 

information against 

phishing attacks. 

 

�  �  �  �  �  �  �  �  

I am certain that I 

will follow advice 

from my email 

software to protect 

my personal 

information against 

phishing attacks. 

�  �  �  �  �  �  �  �  
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How likely is it that sometime in your life… 
 

 
Highly 

Unlikely 
Unlikely 

Somewhat 

Unlikely 

Neither 

Unlikely 

nor Likely 

Somewhat 

Likely 
Likely 

Highly 

Likely 
N/A 

...a security breach of 

your personal 

information will occur 

due to a phishing 

attempt? 

 

�  �  �  �  �  �  �  �  

…your personal 

information will be 

stolen due to a 

phishing attempt? 

 

�  �  �  �  �  �  �  �  

…your personal 

information will be 

compromised due to a 

phishing attack? 

 

�  �  �  �  �  �  �  �  

…your privacy will be 

jeopardized because 

of a phishing attack? 

�  �  �  �  �  �  �  �  

 

 
In which category listed below does your annual income for the past year best fit?   
� Less than $20,000 
� $20,000 - $34,999 
� $35,000 - $49,999 
� $50,000 - $64,999 
� $65,000 - $79,999 
� $80,000 - $94,999 
� $95,000 - $109,999 
� $110,000 - $125,000 
� More than $125,000 
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How likely is it for an average person of your gender and age that sometime in his/her 
life… 
 
 

...a security breach of his/her email account will occur due to a phishing attempt? 

…his/her personal information will be stolen due to a phishing attempt? 

…his/her personal information will be compromised due to a phishing attack? 

…his/her privacy will be jeopardized because of a phishing attack? 

 
Note:  Answer choices for the above 4 questions are provided as an 8-choice Likert scale, 
ranging from 7 choices from Highly Unlikely --- Highly Likely and the option of N/A
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Compared to an average person of my gender and age my chances of getting… 
 

 
Much 

Less 
Less 

Somewhat 

Less 

The 

Same 

Somewhat 

More 
More 

Much 

More 
N/A 

...a security breach of 

my personal information 

due to a phishing 

attempt are... 

 

�  �  �  �  �  �  �  �  

…my personal 

information stolen due 

to a phishing attempt 

are... 

 

�  �  �  �  �  �  �  �  

…my personal 

information 

compromised due to a 

phishing attack are... 

 

�  �  �  �  �  �  �  �  

…my privacy 

jeopardized because of 

a phishing attack are... 

�  �  �  �  �  �  �  �  

 
How serious are the following phishing-related events if they aren’t monitored? 
 

 
Not at all 

Serious 

Not 

Serious 

Somewhat 

Not Serious 

Neither 

Not 

Serious 

nor 

Serious 

Somewhat 

Serious 
Serious 

Very 

Serious 
N/A 

...a security breach 

of your personal 

information 

occurring due to a 

phishing attempt. 

 

�  �  �  �  �  �  �  �  

…your personal 

information being 

stolen due to a 

phishing attempt. 

 

�  �  �  �  �  �  �  �  

…your personal 

information being 

damaged due to a 

phishing attack. 

 

�  �  �  �  �  �  �  �  

…your privacy being 

jeopardized because 

of a phishing attack. 

�  �  �  �  �  �  �  �  
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How serious are the following threats? 
 
 

… a security breach of your personal information due to a phishing attempt. 

… personal information will be stolen due to a phishing attempt. 

…your personal information will be compromised due to a phishing attack. 

… your privacy will be jeopardized because of a phishing attack? 

 
Note:  Answer choices for the above 4 questions are provided as an 8-choice Likert scale, 
ranging from 7 choices from Not at All Serious --- Very Serious and the option of N/A 
 
 
To what extent can the following IS security problems be influenced by your behavior? 
 
The influence of my behavior on… 
 

 
Extremely 

Low 
Low 

Somewhat 

Low 

Neither 

High nor 

Low 

Somewhat 

High 
High 

Extremely 

High 
N/A 

...a security breach of 

my personal 

information occurring 

due to a phishing 

attempt is... 

 

�  �  �  �  �  �  �  �  

…my personal 

information being 

stolen due to a 

phishing attempt is... 

 

�  �  �  �  �  �  �  �  

…my personal 

information being 

compromised due to 

a phishing attack is... 

 

�  �  �  �  �  �  �  �  

…my privacy being 

jeopardized because 

of a phishing attack 

is... 

�  �  �  �  �  �  �  �  
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What is your marital status? 
� Married 
� Divorced 
� Separated 
� Widowed 
� Never Married 

 
 

Think about your primary email account.  The email system may categorize some of your 
email as spam, which can include phishing attempts.  Or, you may have to review an 
email yourself to determine if it is a legitimate email or if it is a suspected phishing 
attempt.      
 
What intentions do you have for the next weeks and months?   I intend to… 
 

 

Don't 

Intend 

at all 

Don't 

Intend 

Somewhat 

Don't Intend 

Neither 

Don't 

Intend 

nor 

Intend 

Somewhat 

Intend 
Intend 

Strongly 

Intend 
N/A 

…monitor my email 

carefully to avoid a 

security breach 

occurring on my 

personal information 

due to a phishing 

attempt. 

 

�  �  �  �  �  �  �  �  

…monitor my email 

conscientiously to avoid 

my data being stolen 

due to a phishing 

attempt. 

 

�  �  �  �  �  �  �  �  

…monitor my email 

thoroughly to avoid my 

data being 

compromised due to a 

phishing attack. 

 

�  �  �  �  �  �  �  �  

…monitor my email to 

avoid my privacy being 

jeopardized because of 

a phishing attack. 

�  �  �  �  �  �  �  �  
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Browser software is what you use to access Web pages.  Examples of browser software 
are Chrome, Windows Explorer, and Firefox.  
      
What intentions do you have for the next weeks and months?  
   
I intend to… 
 

 

Don't 

Intend 

at all 

Don't 

Intend 

Somewhat 

Don't 

Intend 

Neither 

Don't 

Intend 

nor 

Intend 

Somewhat 

Intend 
Intend 

Strongly 

Intend 
N/A 

…monitor the alerts 

from my browser 

software to avoid a 

security breach 

occurring on my 

personal information 

due to a phishing 

attempt. 

 

�  �  �  �  �  �  �  �  

…monitor the alerts 

from my browser 

software to avoid my 

data being stolen due 

to a phishing attempt. 

 

�  �  �  �  �  �  �  �  

…monitor the alerts 

from my browser 

software to avoid my 

data being 

compromised due to a 

phishing attack. 

 

�  �  �  �  �  �  �  �  

…monitor the alerts 

from my browser 

software to avoid my 

privacy being 

jeopardized because of 

a phishing attack. 

�  �  �  �  �  �  �  �  
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Most people would like to further improve their vigilance toward phishing attempts.       
 How about you?        
 
I already have concrete plans… 
 

 
Extremely 

False 
False 

Somewhat 

False 

Neither 

False nor 

True 

Somewhat 

True 
True 

Extremely 

True 
N/A 

…to make sure that 

my browser software 

that fends off 

phishing attempts is 

up to date. 

 

�  �  �  �  �  �  �  �  

…to learn as much as 

possible on-line 

about how to fend 

off phishing 

attempts. 

 

�  �  �  �  �  �  �  �  

…to attend training 

sessions about how 

to fend off phishing 

attempts. 

 

�  �  �  �  �  �  �  �  

…to read messages 

sent by the 

information 

technology 

department of my 

Internet Service 

Provider (ISP) 

regularly about how 

to arm myself against 

phishing attempts. 

 

�  �  �  �  �  �  �  �  

...to review my email 

software's advice 

about dealing with 

phishing attempts. 

�  �  �  �  �  �  �  �  
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Do you already have concrete plans for improving your vigilance toward phishing 
attempts? 
 
 I already have concrete plans… 
 
 

…to make sure that my browser software that fends off phishing attempts is up to date even if something intervenes. 

…to learn as much as possible on-line about how to fend off phishing attempts even if I lose commitment for a short time. 

…to attend training sessions about how to fend off phishing attacks even if I get distracted for a short time. 

…to read messages sent by the information technology (IT) department of my Internet Service Provider (ISP) regularly about how 

to arm myself against phishing attempts even if I get busy for a short time. 

...to review my email system's advice about dealing with phishing attempts. 

 
Note:  Answer choices for the above 5 questions are provided as an 8-choice Likert scale, 
ranging from 7 choices from Extremely False --- Extremely True and the option of N/A 
What do you think will be the result if you improved your vigilance toward phishing 
attempts? 
       
If I improve my vigilance… 
 
 

…there is a much lower chance of a security breach of my personal information occurring due to a phishing attempt. 

…there is a much lower change of my personal information being stolen due to phishing attempt. 

…there is a much lower chance of my personal information being compromised due to a phishing attack. 

…there is a much lower chance of my privacy being jeopardized because of a phishing attack. 

 
Note:  Answer choices for the above 4 questions are provided as an 8-choice Likert scale, 
ranging from 7 choices from Extremely False --- Extremely True and the option of N/A 
Certain barriers make it hard to change one’s vigilance toward phishing attempts.   How 
sure are you that you can overcome the following obstacles?      
   
I can stick to my vigilance toward phishing attempts even… 
 
 

…if my workload is high. 

…If I get distracted. 

…if I am using a new software application. 

…if I get busy. 

 
Note:  Answer choices for the above 4 questions are provided as an 8-choice Likert scale, 
ranging from 7 choices from Extremely False --- Extremely True and the option of N/A 
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Certain barriers make it hard to begin being more vigilant toward phishing attempts.   
How sure are you that you can be more vigilant toward phishing attempts regularly?  
       
I am sure that… 
 
 

…I can ensure that my browser software that fends off phishing attempts is up to date. 

…I can learn as much as possible on-line about how to fend off phishing attempts. 

…I can attend training sessions about how to fend off phishing attacks. 

…I can read messages sent by the information technology (IT) department of my Internet Service Provider (ISP) regularly about 

how to arm myself against phishing attempts. 

...I can review my email system's advice about dealing with phishing attempts. 

 
Note:  Answer choices for the above 5 questions are provided as an 8-choice Likert scale, 
ranging from 7 choices from Extremely False --- Extremely True and the option of N/A 
It is always hard to get started on something new.     
How sure are you that you can start being more vigilant toward phishing attempts?      
   
I am sure I can start adhering to start improving my vigilance toward phishing 
immediately, even if… 
 
 

…I initially have to reconsider my views on being vigilant toward phishing attempts. 

…I have to force myself to start immediately. 

…I have to push myself. 

…I have to change my behavior so that I remain vigilant toward phishing attempts. 

 
Note:  Answer choices for the above 4 questions are provided as an 8-choice Likert scale, 
ranging from 7 choices from Extremely False --- Extremely True and the option of N/A 
 
It is important to be more vigilant toward phishing attempts.    Are you confident you can 
manage that?        
I am sure I can be more vigilant toward phishing attempts regularly, even if… 
 
 

…it takes me a long time to make it a habit. 

…I don't see success at once. 

...I am stressed out. 

…I am tired. 

…I have to start all over again several times until I succeed. 

 
Note:  Answer choices for the above 5 questions are provided as an 8-choice Likert scale, 
ranging from 7 choices from Extremely False --- Extremely True and the option of N/A 
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In spite of good intentions to remain more vigilant toward phishing attempts, small or 
large lapses in vigilance may occur.     
Imagine you stopped being vigilant toward phishing attempts.  How confident are you 
about restarting your vigilance over phishing attempts?     
   
 I am sure I can be vigilant toward phishing attempts again regularly, even if… 
 
 

…I postpone my plans several times. 

…I am not as organized as I should be sometimes. 

…I had it as a low priority for several weeks. 

…I delay following through on my plans for some time. 

 
Note:  Answer choices for the above 4 questions are provided as an 8-choice Likert scale, 
ranging from 7 choices from Extremely False --- Extremely True and the option of N/A 
 
 
I am very sure I can force myself to… 
 
 

…ensure that my browser software that fends off phishing attempts is up to date. 

…learn as much as possible on-line about how to fend off phishing attempts. 

…read off-line (e.g., newspapers, magazines) information about how to fend off phishing attacks. 

…read messages sent by my Internet Service Provider (ISP) about how to arm myself against phishing attempts. 

...review my email system's advice about dealing with phishing attempts. 

 
Note:  Answer choices for the above 5 questions are provided as an 8-choice Likert scale, 
ranging from 7 choices from Extremely False --- Extremely True and the option of N/A 
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How do you feel right now? 
 

 

Clearly does not 

describe my 

feelings 

Mostly does not 

describe my 

feelings 

Somewhat 

describes my 

feelings 

Mostly describes 

my feelings 

Clearly describes 

my feelings 

Furious �  �  �  �  �  

Stressed out �  �  �  �  �  

Good �  �  �  �  �  

Happy �  �  �  �  �  

Elated �  �  �  �  �  

Depressed �  �  �  �  �  

 
For this question, please read the following five statements. Then, choose one out of the 
five statements that applies most to you.         
Have you ever thought of doing something to improve your vigilance toward phishing 
attempts? 
� I have never thought about doing something. 
� I have thought about doing something but it isn't necessary for me to do anything. 
� I have thought about doing something but I am still undecided. 
� I have already planned on doing something, but I haven't done anything yet. 
� I am doing something and intend to continue in the future.      
 
What is your current occupation?  If not currently occupied, what was your last 
occupation? 
� Student 
� Stay-at-home spouse 
� Unemployed 
� Blue collar worker 
� Skilled worked 
� Service or sales domain 
� White collar worker 
� Manager, entrepreneur 
� Professional (physician, professor, lawyer, clergyman, etc.) 
� Retired 
� Other 
 
If you chose 'Other' for the above question, please describe below:  
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If you are currently unemployed or retired (does not apply to students or stay-at-home 
spouse), please indicate your main occupation(s) in the last   five years or earlier:  
 
 
Have you ever been the victim of a successful phishing attempt? 
� Yes 
� No 
 
In the space provided below, please indicate how many times you have been the victim of 
a successful phishing attempt. Please give your best estimate. 
 
 
 
In the space provided below, please briefly describe the consequences, if any, of the 
successful phishing attempt(s). 
 
 
 
Have you identified potential phishing attempts that were not successful? 
� Yes 
� No 
   
In the space provided below, please briefly describe these phishing attempts that were not 
successful.   
 
 
 
In the space provided below, please describe briefly how you spotted these phishing 
attempts that were not successful to avoid being hooked by a phishing attempt. 
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Have you ever known anyone, such as a friend or family member, who was the victim of 
a successful phishing attempt? 
� Yes 
� No 
 
In the space provided below, please indicate how many times that person has been the 
victim of a successful phishing attempt.  Please give your best estimate. 
 
 
 
In the space provided below, please describe the consequences, if any, to that person of 
the successful phishing attempt. 
 
 
 
Have you ever attended training about being vigilant about phishing attempts? 
� Yes 
� No 
 
How long ago (e.g., past few days, last week, last month, two months ago, last year) did 
you attend the most recent training about being vigilant about phishing attempts? Please 
answer in the space provided below. 
 
 
 
Have you ever read material on-line about being vigilant about phishing attempts? 
� Yes 
� No 
 
How long ago did you read this on-line material? Please answer in the space provided 
below. 
Have you ever read material off-line (e.g., newspapers, magazines) about being vigilant 
about how to fend off phishing attempts? 
� Yes 
� No 
 
How long ago did you read this off-line material (e.g., newspapers, magazines)? Please 
answer in the space provided below. 
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PHISHING QUIZ (5 questions) 
This is a quiz to assess your knowledge about phishing attempts.  Please pick the 

best answer out of the choices provided. 
 
Question 1.   
In your email in-box is an email from a bank at which you have an active account.  The 
email includes your name and address, as well as the bank’s logo.  In the email, the bank 
lets you know that there may be an unauthorized transaction on your account. The email 
asks you to click on an embedded link and then provide your user-id and password. 
 Should you click on the link? 
� No, there are better ways to respond to your bank.  If you think that there could be a 

problem with your account, contact your bank by using a phone number or Web 
address that you have verified is legitimate. 

� Yes, if there is an unauthorized transaction on your account, you should contact the 
bank immediately.  The fastest way to contact the bank is by clicking on the link. 

� Yes, as long as the email has your name and the bank's logo, then it is safe to click on 
the link. 

Correct information about the previous question:     
Clicking on the link could make you vulnerable to malware, such as viruses and spyware. 
 Also, the sender of the email may be trying to hook you with a phishing scam.  If you 
think that is the case, you need to forward the phishing attempt email not only to 
spam@uce.gov but also to the bank, using a Web address that you have verified is 
legitimate. 
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Question 2.   
During an Internet surfing session, you receive a pop-up message from your Internet 
Service Provider (ISP) that asks you to click on a link to update your password for your 
email account.  The message states that you will lose account access in 24 hours if you do 
not follow these instructions.  Should you follow these instructions? 
� I trust my Internet Service Provider (ISP), so it is OK to click on the link to update 

my password and provide my personal information to verify my identity. 
� No, do not click on the link in a pop-up.  A legitimate Internet Service Provider (ISP) 

would not ask you to click on a link to update or provide valuable information. 
� Yes, access to your email is too important to risk losing your messages and ability to 

use your account. 
Correct information about previous question:            
A legitimate Internet Service Provider (ISP) would never ask you to click on a link in a 
pop-up message to update or provide personal information. If you have questions about 
the email account, contact your ISP directly with a phone number or Web address that 
you have verified is legitimate.  To deal with the pop-up message, do not click on the 
link; instead, close the pop-up by clicking on the “X” in the upper right hand corner. 
 
 
Question 3.        
In spite of being vigilant, you suspect that you have been hooked by a phishing attempt. 
 You clicked on a link and provided sensitive information in an email designed to look 
like it came from your credit card company.  What organization(s) should you contact? 
� There is no need to contact any organization. Even if you provided personal 

information by clicking on a link in an email, the credit card company has 
sophisticated fraud-detection software that would detect the scammers if they tried to 
use your credit card information. 

� You should contact your email provider. They can delete the outgoing message so 
that the scammers do not have access to your personal information. 

� First, you should contact your credit card company so that they can monitor your 
account closely.  Next, file a complaint at ftc.gov. 

Correct information about previous question:             
The first thing that you should do is to notify your credit card company so that they can 
monitor your account closely.  Next, you should file a complaint at ftc.gov to let them 
know about the problem in general.  Finally, request a free copy of your credit report (see 
www.annualcreditreport.com) and monitor your statements from the credit card for which 
you gave personal information. 
 
Question 4.         
You receive an email from a financial institution at which you currently have 
investments.  The email informs you that the financial institution has suffered a security 
breach.  The email asks you to confirm your mother's maiden name and your date of birth 
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by clicking on the link conveniently provided which directs you to a secure website. 
 When you click on the link, the Web page looks legitimate.  All the words are spelled 
correctly and the grammar is good.  You recognize the logo and other information on the 
Web page. Should you input your data? 
� You should not respond to this request by entering data into a website that you 

accessed from a link in the email.  You need to contact the financial institution with a 
phone number or email address that you have verified is legitimate. 

� You should send this information via email to the sender.  You should not enter your 
data into the website, even if it appears to be leg imitate. 

� Since this is a secure website, you should enter your password on the website. If there 
has been a security breach at your financial institution, you must respond quickly. 

Correct information about previous question:            
You have received a phishing message from a trusted organization.  You should not 
respond to this request.  You should notify the financial institution about this phishing 
attempt by calling them or emailing them directly with a phone number or email address 
that you have verified is legitimate.  Email or Web pages accessed by clicking links in an 
email are not secure ways to provide sensitive information. 
Question 5.         
There are many ways to stay vigilant about phishing attempts.  One way is to monitor 
your credit card statements frequently. How can this help you with respect to phishing 
attempts?  Pick the best choice below. 
� You can familiarize yourself with the credit card company's logo, phone number, and 

web address against which you can compare suspicious phishing attempts. 
� If you review your credit card statement promptly and regularly, you can spot if 

someone is making unauthorized transactions to your account. If you do spot 
irregularities, you can notify the credit card company to handle the problem before 
there are damages. 

� You can make sure that your name is spelled correctly. The first thing that phishing 
scammers do is change the spelling of your name.   

Correct information about previous question:            
If you review your credit card statements regularly, then you can spot problem 
transactions while you can control any damage.  You should also make sure that you 
notify the credit card company if "snail mail" statements, if applicable, are late by more 
than a few days.             
The best way to compare a legitimate logo to a suspicious logo is to compare a website 
that you have verified is legitimate against the suspicious email or website.  Logos can 
look different on paper vs. a computer screen.   
 
Many scammers do not make changes to the name or address on the account.  The 
phishing scammers rely on the fact that many people do not monitor their credit card 
transactions regularly.    
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APPENDIX B: FUTURE RESEARCH 

B.1 Emails for Proposed Experiment 

Email #1: Legitimate-no-link 

From: Linda Jones [Linda.Jones@xyz.com] 

Sent: May 5 2012 14:32 

To: ***@*******.*** 

Subject: Surprise party for Dad – reserve the date, 4/26 

Hi Kelly, 

Dad’s birthday is coming up --- we are having a potluck dinner at your brother’s 

place on Sunday, May 26. There will be about 30 people there, including Joe and 

Connie, who will be on vacation over here that week.   

Your Dad does not know about the party. 

Jan wants to know what you’re thinking about bringing --- there will be about 30 

people there.  Can you let me know?  Thanks! 

Mom 
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Email #2: Legitimate-no-link 

From: Todd Curran [currant@AnimalLingo.com] 

Sent: May 5 2012 15:01 

To: ***@*******.*** 

Subject: Need estimate of billable hours on P.A.S. project last week 

Hey project guru, 

I know that you are keeping a lot of plates spinning over there, but can you give 

me a quick estimate of how many hours you worked last week on the wrap-up for 

PAS?  I’m working with Marie on the client billing and we really need your 

numbers.  Send me a quick email with the number.  You can work with Marie on 

the paperwork tomorrow. 

Go Bulls! 

TC
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Email #3: Phishing-no-account 

From: CitiFinancial Customer Support [support@citifinancial.com] 
Sent: May 5 2012 15:23 
To: ***@*******.*** 
Subject: Check your CitiFinancial account data 
 
 

 

 

Dear CitiFinancial customer, 

Due to malfunction of our database server some of the vital data 
related to your account has been lost. Click here to prove your 
identity. 

Please, update your account information in 3 days or your account 
will be suspended. 

Copyright © 2012 CitiFinancial
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Email #4: Phishing-account 

From: Regions Administrator [support@Regions.com] 
Sent:  May 4 2012 15:07 
To: ***@*******.*** 
Subject: Please Verify Your E-Mail Address 
 
 
 

  
 
 
Regions Account Verification 
 
Due to sweeping changes in security measures across the Regions banking 
system, it has become necessary to validate all customer information linked to an 
internet E-Mail address. To continue receiving the added benefits of having a 
registered E-Mail address with your Regions account, it is important you follow 
the directions outlined below. 
 
In order to proceed with E-Mail validation, you will be required to provide certain 
items of personal information for proper identification. This information will be 
sent directly to the Regions secure servers for proper authentication. Here at 
Regions, we are working around the clock to make your banking experience 
better then ever. We will be adding many new features and security updates in 
the coming weeks to make sure our customers stay as safe as possible. 
 
To make sure your Regions account continues to function normally, please assist 
us in this upgrade as soon as possible. Accounts not validated by May 10, 2012, 
may be deactivated for security purposes. Please bear with us during these 
updates, and we apologize for any inconvenience this may cause. The update 
should not take more then five to ten minutes to complete, and will only be 
required once. 
 
To validate your account now, follow the instructions located on the page below: 
 
http://www.regions.com/servlet/RegionsHome/personal_home.jsp  
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Copyright © 2012 Regions. All Rights Reserved. 

Member FDIC. Equal housing Lender. Equal Opportunity Lender. 

Regions and the Regions logo are trademarks of Regions Inc.  
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Email #5: Legitimate-no-link 

From: Janet Lin [janetlin@AnimalLingo.com] 

Sent: May 5 2012 15:30 

To: ***@*******.*** 

Subject: Need time slot for interview schedule for Krishna Sengupta 

Kelly, 

What is the best time slot for you to meet with Krishna?  Right now, the 1-2, 2-3, 

and breakfast (7:30-9) time slots are open.   

Please get back to me as soon as possible because Jeff wants to send out the 

schedule to Krishna later today. 

Regards, 

Janet
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Email #6: Legitimate-link-account 

From: "service@paypal.com" <service@paypal.com>  
Subject: Credit Card Expiration Approaching  
Date: May 5 2012 15:45 

 
 

 
Dear Kelly Jones,  
 
Your credit card ending in 5034 will expire soon.  
 
To avoid any interruption to your service, please update your credit card  
expiration date by following the steps below. If you do not update your  
credit card expiration date, you may no longer be able to use Instant Transfer  
 
To update your credit card expiration date: 

1.  Log in to your PayPal account  
2.  Go to the Profile subtab  
3.  Click on the 'Credit Cards' link in the Financial Information column 
4.  Choose the radio button next to the credit card you would like to  
update and click 'Edit'  
5.  Enter your credit card verification number  
6.  Enter the new credit card expiration date  
7.  Click 'Save' 

Thank you for using PayPal!  
The PayPal Team  
----------------------------------------------------------------  
                    PROTECT YOUR PASSWORD  
NEVER give your password to anyone and ONLY log in at  
https://www.paypal.com/. Protect yourself against fraudulent websites by  
opening a new web browser (e.g. Internet Explorer or Netscape) and typing  
in the PayPal URL every time you log in to your account.  
----------------------------------------------------------------  
Please do not reply to this e-mail. Mail sent to this address cannot be  
answered. For assistance, log in to your PayPal account and choose the 
"Help" link in the header of any page. 
PayPal Email ID PP031 
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Email #7: Spam-link-no-account 

From: Translator Jobs News <reply@subscribermailexperts.com> 
Sent: May 5 2012 16:09 
Subject: Translators Wanted - Limited Positions Left 

 

 
I'm going to make this quick. Recently we have partnered with a lot more translator 
companies. The demand on us to supply them with translators has been 
enormous!  
 
To sum it up, we have a LOT of companies looking to hire people, and NOT enough 
people to fill all of the jobs! 

 

GET STARTED NOW  

 

 
If you are at least 18 years old, and can speak English and one other language, then 
there is a good chance we can get you in.  
 
So if you're looking for some part time work, or in some cases even full time work, 
you need to hurry because I don't think it is going to take long before things settle 
down and a lot of these positions are filled.  
 
Hope to see you join soon!  
Real Translator Jobs 

  
 
 

This email has been delivered to you by SubscriberMail Experts and has been 
sent out to you on behalf of one of SubscriberMail Experts clients. 

You have received this electronic mailing because you or someone using your 
email address as opted in to receive mail for the particular service or product 

being featured in this newsletter. 

If you have not subscribed to this newsletter 
 

OR 
 

If you would like to cancel your subscription, simply click once on the 
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unsubscribe link below: 
 

Click here to unsubscribe 

Subscriber Mail Experts 
Level 32, Australia Square, 264 George Street  

Sydney, Australia, NSW-2000 
 

Website: Http://subscribermailexperts.com 
Phone Contact: 1-888-490-6111 

Email Contact: contact@subscribermailexperts.com 

Anti-Spam Policy | Report Abuse | Contact Us | About Us|
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Email #8: Legitimate-no-link 

From: Pat Jones [littleranch@abc.com] 

Sent: May 5 2012 16:30 

To: ***@*******.*** 

Subject: Pizza night? 

Kell, 

Crazy here…got to pick up RC from practice but could stop at Pizza Feast on the 

way home.  The Taylors might stop by, so I was thinking 3 pizzas?  What’s your 

topping choice --- and no, no, no ANCHOVIES!!!   

Later, 

P



 
 
 

147 
 

 

Email #9: Legitimate-no-link 

From: John Surrey [surrey2@AnimalLingo.com] 

Sent: May 5 2012 16:16 

To: ***@*******.*** 

Subject: going over project schedule  at Enterprise 1442 at 2 tomorrow? 

Hey, 

Just saw Hana. She says that your team has got a meeting about Finast and the 

schedule for them?  Harry is out of town but I can represent Technical Editing.   

Let me know if that works for you 

 

Thanks,  

Jack 
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Email #10: Training with link to Intervention 

From:  ISACA [ELEARNING@ISACA.ORG] 

Sent: May 5 2012 16:37 

To: ***@*******.*** 

Subject: Register now for Mandatory Training for Kelly Jones 

 

May 6, 2012 

Register now for this mandatory training 
session for Kelly Jones! 

 

Concerned That Security Investments Still Leave You Vulnerable? 
 

ISACA Live Webinar 

Date: Thursday, May 18 2012  
Time: 12 pm (EST) / 11 am (CST) / 9 am (PST) / 17:00 (UTC) 
Duration: 60 minutes 
 
Join us in our upcoming ISACA live webinar!  
 
With the growing internal and external attacks on corporate and government applications and stronger 
regulatory compliance enforcements, investing in data security is a top priority for organizations. Yet 
significant gaps still exist at the very core — the databases that house the corporate crown jewels. A 
recent study by Forrester Consulting found that most organizations don’t have a comprehensive 
enterprise database security strategy resulting in ad-hoc deployment of point solutions focused on 
detection rather than prevention.  
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Email #11: Legitimate-no-link 

From: Robin [robinjones@jklschool.com] 

Sent: May 5 2012 16:42 

To: ***@*******.*** 

Subject: when u coming home? 

got the blue angry Bird. i watched travelchannel about Tokyo. 

can u come home soon with ipad? 

Robin 
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Email #12: Legitimate-no-link 

From:  [barb_elbaz@nopq.com] 

Sent: May 6 2012 08:53 

To: ***@*******.*** 

Subject: Hey Kelly, follow up on training 

Are you folks still interested in the IS Security training module?  We can set that 

up as an on-line course at $40 per person.  Each person has to register.  Upon 

completion of the course, the person will get the certificate of completion for their 

personnel file.   

As an estimate, how many people from your group will be interested? 

Thanks, 

Barb Elbaz, CISSP
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Email #13: Spam-link-no-account 
 
From: Martin gregory [gregorymartin023@qrs.com] 
Sent: May 6 2012 08:57 
To: ***@*****.*** 
Subject: WORK FROM HOME/SCHOOL PART TIME JOB OFFER 
 
Work from SCHOOL and earn $250 weekly... the job will only take 1hr of your 
time daily and it's between Monday and Friday... the job is done at your free 
time... kindly get back to us ASAP if you care to know more about the job offer. 
 
All REPLY SHOULD BE SENT TO THIS LINK BELOW: 
 
Click here! 
 
Regards, 
 
MR MARTIN GREGORY
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Email #14: Legitimate-link-account 

From: American Express [AmericanExpress@email.americanexpress.com] 

Sent: May 6 2012 09:04 

To: ***@*******.*** 

Subject: A Special Invitation To Upgrade Your Card 

 
 

 

Upgrade for Platinum Card® benefits.  
 

. 
  

 

 

 

         

 

   

    

                

 

 

           

 

Benefits of Platinum 
Card membership: 

 

• International benefits: Priority 

PassTM Select,1 No Foreign 

 

Dear KELLY JONES, Member Since 2005, 

 

The Platinum Card Team would like to invite you to explore 

a new level of the American Express® service you already 

                 

 

 

For Your Security: 
 

 

Cardmember: 
KELLY JONES 

 

Account Ending: 
12092 
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Transaction Fees, and Global 

Entry2 
 

• $200 Airline Fee Credit3 
 

• FINE HOTELS & RESORTS4 
 

• Complimentary Airport 

Lounge Access5 
 

 

Upgrade Now 

 

enjoy. We want to share our expertise and show you what's 

possible when world-class benefits and exceptional service 

come together. 

 

Upgrade to the Platinum Card online, or call us at  

1-888-824-4334. Simply provide your RSVP code 

363M7700262851 and zip code 857481936 and apply by 

May 31, 2012. The annual fee is $450. 

 

When you upgrade to the Platinum Card, you can 

access a more exciting American Express Card 

membership. We look forward to helping you make the most 

of every opportunity. 

 

Truly,  

The Platinum Card Team  
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Email #15: Legitimate-no-link 

From:  Kwiatkowski[tkwiatk@AnimalLingo.com] 

Sent: May 6 2012 09:19 

To: ***@*******.*** 

Subject: Congratulations! Visiting PAS next week 

KJ,  

Hey, heard good things about the PAS project.  Jer thought that you really helped 

keep the costs down and the execs from PAS are very happy. 

Strike while the iron is hot, as I learned from Don --- we are back out there to 

meet with them next week, 5/12-5/13.  Do you want to tag along on this trip and 

hear about the follow-up work (and kudos to you) first hand?  Happy clients, 

more business for us.  I thought I could bring you, Raj, Sid, and Phektra.   

Can you fit this trip into your schedule?   

Trin



 
 
 

155 
 

 

Email #16: Phishing-no-account 

From: support@visa.com  
Sent: May 6 2012 09:23  
To: ***@*******.***  
Subject: Barclaycard VISA Billing Dept team  
 
 

 

 

Dear Barcleycard Visa Сardholder: 
 
It has come to our attention that your Visa billing information 
records are out of date. This requires an update of your billing 
information. Please take several minutes out of your online 
experience and update your billing records. You will not run 
into future problems with our services. Please update your 
records carefully. 
  
Please click below to update your billing records 
 

Continue...
Thank you for your time and we appreciate your 

business. 

VISA Billing Dept team. 
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Email #17: Phishing-account 

From: "user-verify@usbank.com" [user-verify@usbank.com] 
Send: May 6 2012 09:25  
To: ***@*******.*** 
Subject: U.S. Bank Account Alert!  
 

 

 

  

 

   
 

  
 

   

Dear U.S Bank customer, 

We recently reviewed your account, and suspect that your U.S Bank account may have been accessed by an 
unauthorized third party. Protecting the security of your account and of the U.S Bank network is our 
primary  
concern. 

Therefore, as a preventative measure, we have temporarily limited access to sensitive U.S Bank account 
features. 
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Click the link below in order to regain access to your account: 

https://www4.usbank.com/internetBanking/RequestRouter?requestCmdId=DisplayLoginPage 

For more information about how to protect your account, please visit U.S Bank Security Center. 

We apologize for any inconvenience this may cause, and appreciate your assistance in helping us maintain 
the integrity of the entire U.S Bank system. 

Thank you for your prompt attention to this matter.  

Sincerely, 

The U.S BANK Security Department Team. 

Please do not reply to this mail. Mail sent to this address cannot be answered. For assistance, log in to your  
U.S Bank account and chose the "Help" link in the header of any page.  

 

 

 

PrivacPrivacy Pledge | Security Standards © 2012 U.S. Bancorp    
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Email #18: Legitimate-no-link 

From:  Henderson[J_Henderson@def.com] 

Sent: May 6 2012 09:27 

To: ***@*******.*** 

Subject: Alumni Fund-Raising Committee Meeting Reminder/Need Alex’s 

contact info 

Kelly, 

It is hard to believe that it’s been 5 years since we graduated --- I do not miss the 

classes but, good friends, that’s different! Kell, it is so great that you volunteered 

to be on the Fund-Raising Committee this year!  Reminder:  we’re having our 

first meeting Saturday afternoon at 2 at the coffee shop in front of the Student 

Union.  Bring all your creative ideas about how we can beat the amount they 

raised last year. 

You know, I’ve been trying to catch up with Alex but I must not have the right 

contact information.  Can you send me Alex’s phone number?   

Great, see you Saturday, 

Jess
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Email #19: Legitimate-no-link 

From: TheDoCompany@ghij.com 

Sent: May 6 2012 10:40 

To: ***@*******.*** 

Subject: Got my computers synced! 

Finally got all the files and calendars on my computers synced.  Boy, what a pain.    
 
Were you thinking about heading to NC in the summer?  Sam is having fun 
visualizing all of us going to that Cherokee Village place because it does sound 
pretty interesting! 
 
Got a ton of work done on Saturday because I was determined to spend  
Sunday doing something fun with my family!!  We didn't do anything major, 
but enjoyed the sunshine, relaxed, and did a little of this and a little of that. 
Much needed and enjoyed. 
 
Hey, can you let me know what month is good for you for planning a trip this 
summer? Sam and I can look into what’s available on VRBO.com. 
 

Talk to you later, 

Hyun



 
 
 

160 
 

 

B.2 Pre-Experiment Survey: Disclosure Form 

This is a disclosure form for research participation.  It contains 
important information about this study and what to expect if you decide to 
participate.  Please consider the information carefully. Feel free to discuss the 
study with your friends and family and to ask questions before making your 
decision whether or not to participate.  By clicking the “Continue to survey” 
button, you agree to voluntarily consent to participate in this study.  Before 
continuing, please read the information below.   
   

1. Why is this study being done? 
  
The purpose of this study is to collect information about your opinions and both 
personal and professional experiences with respect to phishing attempts. 
 Additionally, we are examining more effective ways to handle email.     
 

2. What will I be asked to do for the research project?  
 
For the pre- and post-experiment surveys, you will be asked to complete 
questionnaires about your opinions and both personal and professional 
experiences with phishing attempts.        
 
Once you have completed the pre-experiment survey, you will be redirected to 
another site at which you will be asked to provide your name and course/section 
numbers so that you can receive extra credit.  Also, you will be asked to provide 
your email address so that we can send you an assigned userid and password, as 
well as the URL for the on-line experiment.  You will also be asked if you want to 
receive the results of the study.  Your personal information (e.g., name) will not 
be linked to your survey answers.        
 
Approximately two weeks after you fill out the pre-experiment survey, you will 
complete the experiment.  As part of the experiment, you will interact with an 
email system as a fictitious employee called ‘Kelly Jones’ whose userid and 
password you will be assigned.  By participating in the experiment, you will 
provide us with valuable feedback.   
 
One week after you finish the experimental task, you will be asked to fill out a 
short on-line post-experiment survey and to take a short quiz, which will be used 
solely for research purposes; the results of the quiz will not be sent to your 
instructor.  
    

3. Can I stop being in the study?   
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Your participation is voluntary.  You may refuse to participate in this study.  If 
you decide to take part in the study, you may leave the study at any time.  No 
matter what decision you make, there will be no penalty to you.  Your decision 
will not affect your future relationship with The University of Arizona.  If you are 
a student or employee at The University of Arizona, your decision will not affect 
your grades or your employment status.   
 

4. Will my study-related information be kept confidential?  
 
Yes, efforts will be made to keep your study-related information confidential to 
the extent permitted or required by law.  For instance, for the pre-experiment 
survey, we are not asking for any personal information and we will provide you 
with a randomly-assigned survey id, such as ID1001, in order to ensure that your 
data cannot in any way be associated with your identity.    After you complete the 
pre-experiment questionnaire, we will ask you to record your name, 
course/section numbers, and email address so that you can receive extra credit 
and be emailed your userid/password and URL for the experiment portion of the 
study.  That personal information will not be linked to your survey answers and it 
will be destroyed as soon as:  1) you have completed the experiment and post-
experiment survey; and, 2) we notify your instructor of your participation in the 
experiment. 
 

5. What do I need for the pre-experiment survey, experiment, and 
post-experiment survey?     

 
You need a computer with an Internet connection and a browser.  
      

6. Who can answer my questions about the study? 
     
For questions, concerns, or complaints about the study you may contact the 
Principal Investigator of the study, Mary Burns, at (520) 621-1860 or via email at 
mburns@cmi.arizona.edu. You may also contact the Principal Investigator’s 
advisor, Alexandra Durcikova, at (520) 621-3927.      
For questions about your rights as a participant in this study or to discuss other 
study-related concerns or complaints with someone who is not part of the 
research team, you may contact the Human Subjects Protection Program at 520-
626-6721 or online at http://orcr.vpr.arizona.edu/irb 

 
� Continue to survey 
� Stop, I do not wish to participate in this study 



 
 
 

162 
 

 

B.3 Pre-Experiment Survey 

In this survey, there are no right or wrong answers. We want to find out your opinions and 
experiences.        
 
In a phishing attempt, an Internet scammer tries to get your personal information typically by 
masquerading as a legitimate organization.  
 
The following block of questions ask you about how likely you think that certain 
events/consequences may occur.  Please indicate how likely you believe these consequences may 
occur.  Please answer N/A if you believe that a question is Not Applicable to you. 
 

 
Highly 

Unlikely 
Unlikely 

Somewhat 
Unlikely 

Neither 
Unlikely 

nor Likely 

Somewhat 
Likely 

Likely 
Highly 
Likely 

N/A 

How likely is it that a 
successful phishing 
attempt will cause a 

significant disruption in 
your everyday life? 

�  �  �  �  �  �  �  �  

How likely is it that a 
successful phishing 

attempt will result in 
financial losses to you? 

�  �  �  �  �  �  �  �  

How likely is it that you 
will lose sensitive data, 

such as your social 
security number or 

bank account number, 
due to a successful 
phishing attempt? 

�  �  �  �  �  �  �  �  
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For the following question block, please indicate to what degree you disagree or agree with 
each of the following statements. Please answer N/A if you believe that a question is Not 
Applicable to you. 
 

 Strongly 
Disagree 

Disagree Somewhat 
Disagree 

Neither 
Agree nor 
Disagree 

Somewhat 
Agree 

Agree Strongly 
Agree 

N/A 

I believe that my 
personal information, 
such as social security 

number or email 
password, is 
vulnerable to 

successful phishing 
attempts. 

�  �  �  �  �  �  �  �  

I believe that my 
everyday life is 
threatened by 

phishing attempts. 

�  �  �  �  �  �  �  �  

I believe that my 
financial well-being is 

threatened by 
phishing attempts. 

�  �  �  �  �  �  �  �  

Phishing attempts 
affect my everyday life. 

�  �  �  �  �  �  �  �  

The likelihood that I 
might fall for a 

phishing attempt is 
exaggerated. 

�  �  �  �  �  �  �  �  

 
Please indicate what percentage of your monthly email you suspect may be phishing attempts to 
try to get your personal information.    Please give your best estimate. 
� More than 20% 
� 10% - 20% 
� 5% - 10% 
� 1% - 5% 
� Less than 1% 
� N/A 
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For the following question block, please indicate to what degree you disagree or agree with each of 
the following statements.  Please answer N/A if you believe that a question is Not Applicable to 
you. 
 

 Strongly 
Disagree 

Disagree Somewhat 
Disagree 

Neither 
Agree nor 
Disagree 

Somewhat 
Agree 

Agree Strongly 
Agree 

N/A 

I think phishing 
attempts are a serious 

problem. 
�  �  �  �  �  �  �  �  

I can make a 
difference when it 

comes to preventing a 
phishing attempt 

�  �  �  �  �  �  �  �  

There is not much 
that I can do to help 
secure my personal 
information against 

phishing attacks. 

�  �  �  �  �  �  �  �  

By remaining vigilant, 
I can make a 

difference in helping 
to secure my personal 
information against 
phishing attempts. 

�  �  �  �  �  �  �  �  

Trying to determine if 
an email is a phishing 

attempt is time-
consuming. 

�  �  �  �  �  �  �  �  

 
Think about your primary email account.  The email system may categorize some of your email as 
spam, which can include phishing attempts.  Or, you may have to review an email yourself to 
determine if it is a legitimate email or if it is a suspected phishing attempt.   For the following 
question block, please indicate to what degree you disagree or agree with each of the following 
statements.  Please answer N/A if you believe that a question is Not Applicable to you.  
 

 Strongly 
Disagree 

Disagree Somewhat 
Disagree 

Neither 
Agree nor 
Disagree 

Somewhat 
Agree 

Agree Strongly 
Agree 

N/A 

Dealing with 
potential phishing 

attempts is annoying. 
�  �  �  �  �  �  �  �  

Monitoring my email 
for potential phishing 

attempts is 
burdensome. 

�  �  �  �  �  �  �  �  

When I have to 
monitor my email 

account for potential 
phishing attempts, 

my productivity slows 
down. 

�  �  �  �  �  �  �  �  

 
 
What is your year of birth? 
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What is your gender? 
� Male 
� Female 

 
For the following question block, please indicate to what extent you disagree or agree with each of 
the following statements.  Please answer N/A if you believe that a question is Not Applicable to 
you. 
 

 Strongly 
Disagree 

Disagree Somewhat 
Disagree 

Neither 
Agree nor 
Disagree 

Somewhat 
Agree 

Agree Strongly 
Agree 

N/A 

I know what person 
or organization to 

contact when I find 
an email that is a 
phishing attempt. 

�  �  �  �  �  �  �  �  

Help screens relating 
to reporting potential 

phishing scams are 
available in my email 

system. 

�  �  �  �  �  �  �  �  

Adequate instructions 
about what to do with 
phishing attempts are 

part of my email 
system. 

�  �  �  �  �  �  �  �  

My email system 
posts messages on a 
regular basis about 

how to be more 
vigilant toward 

phishing attempts. 

�  �  �  �  �  �  �  �  

 
For the following question block, please indicate to what degree you disagree or agree with each of 
the following statements.  Please answer N/A if you believe that a question is Not Applicable to 
you. 
 

 Strongly 
Disagree 

Disagree Somewhat 
Disagree 

Neither 
Agree nor 
Disagree 

Somewhat 
Agree 

Agree Strongly 
Agree 

N/A 

I am comfortable 
dealing with potential 
phishing attempts in 
my email account on 

my own. 

�  �  �  �  �  �  �  �  

If I wanted to, I could 
easily deal with 

potential phishing 
attempts in my email 
account on my own. 

�  �  �  �  �  �  �  �  

I am able to deal with 
potential phishing 

attempts in my email 
account even if there 
is no one around to 

help me. 

�  �  �  �  �  �  �  �  
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In the space provided below, how many years of education beyond high school do you have?   

 
In your university studies, if applicable, was your major or minor related to a computer-oriented 
discipline (e.g., MIS, computer science, computer engineering)? Please answer N/A if the 
question is Not Applicable to you.   
� Yes 
� No 

� N/A 
 

For the following question block, please indicate to what degree you disagree or agree with each of 
the following statements.  Please answer N/A if you believe that a question is Not Applicable to 
you. 
 

 Strongly 
Disagree 

Disagree Somewhat 
Disagree 

Neither 
Agree nor 
Disagree 

Somewhat 
Agree 

Agree Strongly 
Agree 

N/A 

My friends think that 
I should be vigilant 

with my email 
account to fend off 
phishing attacks. 

�  �  �  �  �  �  �  �  

Computer specialists 
that I know think that 

I should be vigilant 
with my email 

account to avoid 
falling prey to a 
phishing attack. 

�  �  �  �  �  �  �  �  

I believe that my 
friends are vigilant 

with their email 
accounts to fend off 

phishing attacks. 

�  �  �  �  �  �  �  �  
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In this survey, there are no right or wrong answers. We want to find out your opinions and 
experiences. For the following question block, please indicate to what degree you disagree or 
agree with each of the following statements.  Please answer N/A if you believe that this question is 
Not Applicable to you. 
 

 Strongly 
Disagree 

Disagree Somewhat 
Disagree 

Neither 
Agree nor 
Disagree 

Somewhat 
Agree 

Agree Strongly 
Agree 

N/A 

It is likely that the 
majority of my friends 
are vigilant with their 

email accounts to keep 
their personal 

information safe from 
phishing attempts. 

�  �  �  �  �  �  �  �  

I am likely to be 
vigilant with my email 

account to fend off 
phishing attempts. 

�  �  �  �  �  �  �  �  

It is possible that I will 
be vigilant with my 

email account to 
protect my personal 
information against 

phishing attacks. 

�  �  �  �  �  �  �  �  

I am certain that I will 
follow advice from my 

email software to 
protect my personal 
information against 

phishing attacks. 

�  �  �  �  �  �  �  �  

 
How likely is it that sometime in your life... 
 

 Highly 
Unlikely 

Unlikely Somewhat 
Unlikely 

Neither 
Unlikely 

nor Likely 

Somewhat 
Likely 

Likely Highly 
Likely 

N/A 

...a security breach of 
your personal 

information will occur 
due to a phishing 

attempt? 

�  �  �  �  �  �  �  �  

…your personal 
information will be 

stolen due to a 
phishing attempt? 

�  �  �  �  �  �  �  �  

…your personal 
information will be 

compromised due to a 
phishing attack? 

�  �  �  �  �  �  �  �  

…your privacy will be 
jeopardized because of 

a phishing attack? 
�  �  �  �  �  �  �  �  
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How likely is it for an average person of your gender and age that sometime in his/her life… 
 

 
...a security breach of his/her email account will occur due to a phishing attempt? 

…his/her personal information will be stolen due to a phishing attempt? 

…his/her personal information will be compromised due to a phishing attack? 

…his/her privacy will be jeopardized because of a phishing attack? 

 
Note:  Answer choices for the above 4 questions are provided as an 8-choice Likert scale, ranging 
from 7 choices from Highly Unlikely --- Highly Likely and the option of N/A 

 
 
Compared to an average person of my gender and age my chances of getting… 
 

 Much 
Less 

Less Somewhat 
Less 

The 
Same 

Somewhat 
More 

More Much 
More 

N/A 

...a security breach of my 
personal information due to a 

phishing attempt are... 
�  �  �  �  �  �  �  �  

…my personal information 
stolen due to a phishing attempt 

are... 
�  �  �  �  �  �  �  �  

…my personal information 
compromised due to a phishing 

attack are... 
�  �  �  �  �  �  �  �  

…my privacy jeopardized 
because of a phishing attack 

are... 
�  �  �  �  �  �  �  �  

 
 
In which category listed below does your annual income for the past year best fit? 
� Less than $20,000 
� $20,000 - $34,999 
� $35,000 - $49,999 
� $50,000 - $64,999 
� $65,000 - $79,999 
� $80,000 - $94,999 
� $95,000 - $109,999 
� $110,000 - $125,000 
� More than $125,000 
� I do not wish to disclose data about my annual income. 
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How serious are the following phishing-related events if they aren't monitored? 
 

 Not at 
all 

Serious 

Not 
Serious 

Somewhat 
Not Serious 

Neither 
Not 

Serious 
nor 

Serious 

Somewhat 
Serious 

Serious Very 
Serious 

N/A 

...a security breach of 
your personal 
information 

occurring due to a 
phishing attempt. 

�  �  �  �  �  �  �  �  

…your personal 
information being 

stolen due to a 
phishing attempt. 

�  �  �  �  �  �  �  �  

…your personal 
information being 
damaged due to a 
phishing attack. 

�  �  �  �  �  �  �  �  

…your privacy being 
jeopardized because 
of a phishing attack. 

�  �  �  �  �  �  �  �  

 
 
How serious are the following threats? 
 

 

… a security breach of your personal information due to a phishing attempt. 

… personal information will be stolen due to a phishing attempt. 

…your personal information will be compromised due to a phishing attack. 

… your privacy will be jeopardized because of a phishing attack? 

 
Note:  Answer choices for the above 4 questions are provided as an 8-choice Likert scale, ranging 
from 7 choices from Highly Unlikely --- Highly Likely and the option of N/A
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In this survey, there are no right or wrong answers. We want to find out your opinions and 
experiences.         
To what extent can the following computer security problems be influenced by your behavior?      
The influence of my behavior on… 
 

 Extremely 
Low 

Low Somewhat 
Low 

Neither 
High nor 

Low 

Somewhat 
High 

High Extremely 
High 

N/A 

...a security breach of 
my personal information 

occurring due to a 
phishing attempt is... 

�  �  �  �  �  �  �  �  

…my personal 
information being stolen 

due to a phishing 
attempt is... 

�  �  �  �  �  �  �  �  

…my personal 
information being 

compromised due to a 
phishing attack is... 

�  �  �  �  �  �  �  �  

…my privacy being 
jeopardized because of a 

phishing attack is... 
�  �  �  �  �  �  �  �  

 
What intentions do you have for the next weeks and months?   I intend to… 
 

 Don't 
Intend 
at all 

Don't 
Intend 

Somewhat 
Don't 

Intend 

Neither 
Don't 

Intend 
nor 

Intend 

Somewhat 
Intend 

Intend Strongly 
Intend 

N/A 

…monitor my email 
carefully to avoid a 

security breach 
occurring on my 

personal information 
due to a phishing 

attempt. 

�  �  �  �  �  �  �  �  

…monitor my email 
conscientiously to avoid 
my data being stolen due 

to a phishing attempt. 

�  �  �  �  �  �  �  �  

…monitor my email 
thoroughly to avoid my 

data being compromised 
due to a phishing attack. 

�  �  �  �  �  �  �  �  

…monitor my email to 
avoid my privacy being 

jeopardized because of a 
phishing attack. 

�  �  �  �  �  �  �  �  
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What is your   marital status? 
� Never Married 
� Married 
� Separated 
� Divorced 
� Widowed 
� Never Married 

� I do not wish to disclose my marital status. 
 
Most people would like to further improve their vigilance toward phishing attempts.       How 
about you?       I already have concrete plans… 
 

 Extremely 
False 

False Somewhat 
False 

Neither 
False 

nor True 

Somewhat 
True 

True Extremely 
True 

N/A 

…to learn as much as 
possible on-line about 

how to fend off phishing 
attempts. 

�  �  �  �  �  �  �  �  

…to attend training 
sessions about how to 

fend off phishing 
attempts. 

�  �  �  �  �  �  �  �  

…to read messages sent 
by the information 

technology department of 
my Internet Service 

Provider (ISP) regularly 
about how to arm myself 

against phishing 
attempts. 

�  �  �  �  �  �  �  �  

....to review my email 
system's advice about 
dealing with phishing 

attempts. 

�  �  �  �  �  �  �  �  

 
 
Do you already have concrete plans for improving your vigilance toward phishing attempts even if 
obstacles arise?       I already have concrete plans… 
 

 
…to learn as much as possible on-line about how to fend off phishing attempts even if I lose commitment for a short 

time. 

…to attend training sessions about how to fend off phishing attacks even if I get distracted for a short time. 

…to read messages sent by the information technology (IT) department of my Internet Service Provider (ISP) regularly 
about how to arm myself against phishing attempts even if I get busy for a short time. 

...to review my email system&#39;s advice about dealing with phishing attempts even if I get distracted for a short 
time. 

 
Note:  Answer choices for the above 4 questions are provided as an 8-choice Likert scale, ranging 
from 7 choices from Highly Unlikely --- Highly Likely and the option of N/A 
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What do you think will be the result if you improved your vigilance toward phishing attempts?       
If I improve my vigilance… 
 

 
…there is a much lower chance of a security breach of my personal information occurring due to a phishing attempt. 

…there is a much lower change of my personal information being stolen due to phishing attempt. 

…there is a much lower chance of my personal information being compromised due to a phishing attack. 

…there is a much lower chance of my privacy being jeopardized because of a phishing attack. 

 
Note:  Answer choices for the above 4 questions are provided as an 8-choice Likert scale, ranging 
from 7 choices from Highly Unlikely --- Highly Likely and the option of N/A 

 
 
In this survey, there are no right or wrong answers. We want to find out your opinions and 
experiences. Certain barriers make it hard to change one's vigilance toward phishing attempts.   
How sure are you that you can overcome the following obstacles?       I can stick to my vigilance 
toward phishing attempts even… 
 

 
…if my workload is high. 

…If I get distracted. 

…if I am using a new software application. 

…if I get busy. 

 
Note:  Answer choices for the above 4 questions are provided as an 8-choice Likert scale, ranging 
from 7 choices from Highly Unlikely --- Highly Likely and the option of N/A 

 
Certain barriers make it hard to begin being more vigilant toward phishing attempts.   How sure 
are you that you can be more vigilant toward phishing attempts regularly?       I am sure that… 
 

 
…I can learn as much as possible on-line about how to fend off phishing attempts. 

…I can attend training sessions about how to fend off phishing attacks. 

…I can read messages sent by the information technology (IT) department of my Internet Service Provider (ISP) 
regularly about how to arm myself against phishing attempts. 

...I can review my email system's advice about dealing with phishing attempts. 

 
Note:  Answer choices for the above 4 questions are provided as an 8-choice Likert scale, ranging 
from 7 choices from Highly Unlikely --- Highly Likely and the option of N/A 
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It is always hard to get started on something new.    How sure are you that you can start being 
more vigilant toward phishing attempts?       I am sure I can start adhering to start improving my 
vigilance toward phishing immediately, even if… 
 

 
…I initially have to reconsider my views on being vigilant toward phishing attempts. 

…I have to force myself to start immediately. 

…I have to push myself. 

…I have to change my behavior so that I remain vigilant toward phishing attempts. 

 
Note:  Answer choices for the above 4 questions are provided as an 8-choice Likert scale, ranging 
from 7 choices from Highly Unlikely --- Highly Likely and the option of N/A 

 
It is important to be more vigilant toward phishing attempts.    Are you confident you can manage 
that?       I am sure I can be more vigilant toward phishing attempts regularly, even if… 
 

 
…it takes me a long time to make it a habit. 

…I don't see success at once. 

...I am stressed out. 

…I am tired. 

…I have to start all over again several times until I succeed. 

 
Note:  Answer choices for the above 5 questions are provided as an 8-choice Likert scale, ranging 
from 7 choices from Highly Unlikely --- Highly Likely and the option of N/A 

 
In spite of good intentions to remain more vigilant toward phishing attempts, small or large 
lapses in vigilance may occur.    Imagine you stopped being vigilant toward phishing attempts.  
How confident are you about restarting your vigilance over phishing attempts?       I am sure I can 
be vigilant toward phishing attempts again regularly, even if… 
 

 
…I postpone my plans several times. 

…I am not as organized as I should be sometimes. 

…I had it as a low priority for several weeks. 

…I delay following through on my plans for some time. 

 
Note:  Answer choices for the above 4 questions are provided as an 8-choice Likert scale, ranging 
from 7 choices from Highly Unlikely --- Highly Likely and the option of N/A
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I am very sure I can force myself to… 
 

 
…learn as much as possible on-line about how to fend off phishing attempts. 

…read off-line (e.g., newspapers, magazines) information about how to fend off phishing attacks. 

...review my email system's advice about dealing with phishing attempts. 

 
Note:  Answer choices for the above 3 questions are provided as an 8-choice Likert scale, ranging 
from 7 choices from Highly Unlikely --- Highly Likely and the option of N/A 

 
How do you feel right now? 
 

 
Clearly does not 

describe my 
feelings 

Mostly does not 
describe my 

feelings 

Somewhat 
describes my 

feelings 

Mostly describes 
my feelings 

Clearly describes 
my feelings 

Furious �  �  �  �  �  

Stressed 
out 

�  �  �  �  �  

Good �  �  �  �  �  

Happy �  �  �  �  �  

Elated �  �  �  �  �  

Depressed �  �  �  �  �  

 
 
For this question, please read the following five statements. Then, choose one out of the five 
statements that applies most to you.        Have you ever thought of doing something to improve 
your vigilance toward phishing attempts? 
� I have never thought about doing something. 
� I have thought about doing something but it isn't necessary for me to do anything. 
� I have thought about doing something but I am still undecided. 
� I have already planned on doing something, but I haven't done anything yet. 

� I am doing something and intend to continue in the future. 
 
What is your current occupation?  If not currently occupied, what was your last occupation? 
� Student 
� Stay-at-home spouse 
� Unemployed 
� Blue collar worker 
� Skilled worker 
� Service or sales domain 
� White collar worker 
� Manager, entrepreneur 
� Professional (physician, professor, lawyer, clergyman, etc.) 
� Retired 
� Other, please describe below ____________________ 

 
If you are currently unemployed or retired (does not apply to students or stay-at-home spouse), 
please indicate your main occupation(s) in the last five years or earlier:  
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In this survey, there are no right or wrong answers. We want to find out your opinions and 
experiences. Have you ever been the victim of a successful phishing attempt? 
� Yes 
� No 
 
In the space provided below, please indicate how many times you have been the victim of a 
successful phishing attempt. Please give your best estimate. 
 
In the space provided below, please briefly describe the   consequences, if any, of the successful 
phishing attempt(s). 
 
 
Have you identified potential phishing attempts that were not successful? 
� Yes 
� No 
 
In the space provided below, please briefly describe these phishing attempts that were not 
successful.   
 
In the space provided below, please describe briefly how you spotted these phishing attempts that 
were not successful to avoid being hooked by a phishing attempt. 

 
 
Have you ever known anyone, such as a friend or family member, who was the victim of a 
successful phishing attempt? 
� Yes 
� No 
 
In the space provided below, please indicate how many times that person has been the victim of a 
successful phishing attempt.  Please give your best estimate. 
 
In the space provided below, please describe the   consequences, if any, to that person of the 
successful phishing attempt. 
 
 
Do you remember seeing any public service announcements or messages to make you aware of 
phishing and its consequences? 
� Yes 
� No 
 
If you answered yes to the above question, when do you remember seeing the public service 
messages? 
� Within the past week 
� One week to one month ago 
� One month to three months ago 
� Three months to six months ago 
� Six months to one year ago 
� Over one year ago
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You have reached the end of the pre-experiment survey.        
 
Continue and you will be redirected to another web site so that you can sign up to complete the 
experiment approximately two weeks from now.   
 
Also, you will be asked for your name and course/section number to receive extra credit in your 
course for completing the pre-experiment survey, the experiment, and the post-experiment 
survey.   
 
Also, if you wish, you may indicate if you want us to email you the results of this survey.  Your 
survey responses will NOT be linked to your personal information, such as your name or email 
address.            
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