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Abstract 

The goal of the project was to design and implement and laser-based remote listening device capable of 

covertly monitoring conversations taking place behind a reflective surface such a car or house window. 

The remote listening device design achieves this objective using an infrared laser and specular reflection 

at ranges exceeding twenty feet. The project was sponsored by Lockheed Martin Advanced Technology 

Center. Such covert monitoring devices are possess a number of defense related applications. 
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1.0 Introduction: 

1.1 Executive Summary 
There currently exists a void for a long range covert listening device capable of 

being easily deployed against an adversary in a vehicle. Existing system designs focus on 
retrieving audible sound between lOO-3000Hz, i.e. sensitive receivers, wireless 
transmitters, etc. These systems functionality becomes useless when the target has a 
physical medium between themselves and the receiver i.e. in an enclosed car. A reflected 
light based system would be capable of retrieving the remote audio despite the limitations 
other designs encounter. 

The objective of developing a Remote Listening Device is to construct a system 
capable of receiving a conversation held inside a vehicle. This concept has enormous 
implications for use in military, government, commercial, and law enforcement 
applications. The design will incorporate a laser light source, collection aperture, detector, 
and data-processing backend. The laser will be emitted against the target window, while 
the collections system and detector will capture the diffuse scattering of the reflection in 
order to be processed into an audio signal. 

Initially, the device will be tested against a window with a constant signal generator 
mounted behind it to provide a proof of concept and baseline. Once the system is receiving 
a reliable signal, the signal generator will be replaced with a speaker system to try and 
capture the changing frequencies of a human voice. Finally the device will be tested in real
world conditions outside of the lab in order to finalize the product. If the device performs 
exceptionally well, an alternate goal of using reflected sunlight to transmit the signal will be 
explored using the same process. 

The final product of this project will be a device capable of being focused on a 
window mounted in a remote car, which has a conversation taking place inside, and listen 
in covertly and reliably. 

1.2 Mission Statement and Background 
The mission statement is stated as the following: "Design, fabricate and test a device 

to listen to conversations produced by people talking at normal levels in a car or room. 
Recommended approach is to reflect a suitable laser from the window of the car or room 
and use a telescope and electronics to detect the conversation. Students are encouraged to 
also try using sunlight from a mirror reflection off the window as a possible source. 



 

 

However the laser technique must be first implemented before the sunlight source is 
attempted." 

The problems associated with current market designs is the need to be positioned 
correctly to receive the direct reflection, and the additional interference introduced due to 
the device not having an integrated light source. Some devices that exist can overcome the 
light source issue, but they come at a significantly higher cost which makes them very cost 
prohibitive, as well as still requiring the direct reflection off the surface to function. 

Receiving the diffuse light scattered during reflection would allow a device to 
operate from all reasonable angles. As such, there exists no device which is designed to 
capture the diffuse scattering of a reflected laser source and convert it to an audio signal. 
From this mission statement and background information, design requirements and goals 
were created in order to determine final product performance. 

1.3 Customer Description 
This project is sponsored by Richard Tansey at Lockheed Martin Advanced 

Technology Center. Dr. Tansey has a PhD in Physics, patents in electro-optics, and research 
interests in remote sensing, low light sensors, laser design, etc. 

1.4 Project Scope and Expectations 
In this project, the device will be designed for ranged audio detection in an enclosed 

vehicle. This objective will be achieved by the use of a unit that will emit, detect, and 
analyze a laser light source. The light source that is emitted will be aimed at a glass window 
on a vehicle in order to detect the vibrations caused by a standard conversation. The 
method that will interpolate the signal will consist of a hardware and software system. This 
will convert the feedback from the light source into the audio signal being detected. 

This project is expected to be operable by a single trained person, be reasonably 
portable, and safe to the target. The product is only designed to be targeted at glass 
windows in a car, additional variables might exist for other surfaces which are not tested. 
Additionally, it is desired that the device reach a certain degree of accuracy with the 
received signal, and be able to interface with standard audio equipment. 

1.5 Changes Since Critical Design Review 
The changes since our critical design review have been very minimal. The only 

change since our CDR is the signal collection system. We have moved from a cylindrical 
mount that houses all of the optical components to mounting all components on posts, but 
keeping the large diameter collection lens in a barrel. The posts were mounted using %-20 
screws and washers to correct for height. The aluminum plate had a slit added to it so the 
optics could be slid along the optical axis for proper alignment. 



 

 

 

 

 

 

 

The last change that we made was the alignment system. Our original design 
incorporated a flip mirror to direct the light to a webcam so that we could view where the 
system was aimed. In the final design we placed the flip mirror on a rotating post so it 
could be moved into the optical axis. This was done because the aberrations were to great 
with the other method and no image was obtainable. 

2.0 System Requirements: 

2.1 Customer Requirements 
The device must be capable of collecting scattered light from a car window and 

converting the signal into an audio signal of a conversation. The system must be able to 
detect frequencies between 100-3000Hz in order to cover most of the range used by the 
human voice. In order to be remote and covert, the system must be able to receive a usable 
signal from at least 20ft. Since cost and size are huge factors in product choice for 
individuals, the device must cost less than $3,000 and weigh no more than 70lbs. Above all, 
the device and laser light emitted must not be dangerous to anyone. 

2.2 Desired Requirements 
• Covert 

Use of a near-infrared (NIR) laser source so it is undetectable by the target 
• Additional light sources 

Use of reflected sunlight as the signal source, which would eliminate a large cost, 
weight, and dangerous aspect from the device. 

3.0 Summary of PDR Results: 
The primary goal of the preliminary design review (here after PDR) was to take the 

rough design outline that was conceived following the concept of operations and systems 
requirements review, and examine various paths of fulfilling our system design 
requirements. The PDR was structured such that our team would explore at least three 
different designs that could be used to complete our project Our group was in good 
agreement going into the PDR about what general form our design was going to take, due 
to this it was decided that our PDR would focus on creating different design options and 
tradeoff studies for the most important systems within our design. The systems that we 
analyzed were: the light emission system, the light collection system, the detector system, 
the alignment system, and the signal processing system. 

• The light emission system is the means by which our device will illuminate the 
target with light that will then be reflected off a vibrating surface picking up 
vibration information. Our primary design options were a diode laser or an LED 



 

 

 

 

 

 

array with a collimating lens system. Due to the higher irradiance and lower 
divergence ofa diode laser, we chose to use an 830nm 10 mW continuous wave 
laser. 

o The light collection system is what our device will use to collect light reflected off of 
the target surface, and then focus this light onto the detector in our system. There 
were three viable design options that we considered for this system. The first was a 
reflecting telescope system, the second was a commercial off the shelf zoom lens, 
and the third was a custom made lens system. At the time our conclusion was that a 
commercial off the shelf zoom lens would provide the optimum balance between 
cost, light gathering capability, and size. 

o The detector system is what will turn the collected optical signal from our system 
into a useable electrical signal. There were a number of detectors examined for our 
system, it was decided based on noise equivalent power and frequency response 
that the NewFocus 2001FS-M would be the optimal detector for the frequencies and 
intensities of light that we would be dealing with. This detector will be paired with a 
narrow bandwidth wavelength filter that will allow us to filter out any unwanted 
wavelengths oflight and drastically reduce optical noise. 

o The alignment system is what will allow us to point our system and know that we 
are aimed correctly and receiving signal reflected from our target. The major design 
options considered were: bore sighting a visible laser so that we could see where 
our reflected beam was going, using a flip mirror or beam splitter to divert the 
signal going to our detector onto a webcam and image in real time what our system 
is seeing, or using a dual red dot sight alignment system to aim our light collector 
and emitter at the target. Based on the added ability to see what our target is 
looking at, we opted to use a beam splitter to image our target in real time. 

o The signals processing system is the system that will take the raw output voltage or 
current signal from our detector and turn it into useable audio sound. We concluded 
that the method that would allow us the most flexibility in our signal filtering and 
formatting was to use LabView possibly in tandem with MatLab to do all our signals 
processing. 

In the month following the PDR, our system has undergone some changes. The 
major changes are that we plan to use 100 mW 808nm modulated laser for our light 
emitter. This change was made because this laser will allow us more flexibility in the 
output power from our system. While our final system will still be limited to 10 mW max 
output power for safety reasons, this extra power will make testing and optimization of our 
system in lab easier. In addition, since the laser is modulated, we will be using amplitude 
modulation to further reduce noise in our signal. Another change since the PDR is that we 
have opted to go with a custom designed light collection system based around a 5 inch 
aperture lens. This choice was made based on a radiometric analysis which indicated that 



 

 

 

 

 

 

the 3 inch aperture of a standard zoom lens would not produce as much signal as was 
desired for our system. In addition this will allow us to have an intermediate area within 
the lens of collimated light that will allow our system to use a very narrow wavelength 
filter. These comprise the major results of our preliminary design review, and the major 
changes to our system that have followed. 

4.0 High Level Overview: 
This section will give a high level design behind the remote listening device. The 

device will be able to detect an audio signal in an enclosed vehicle. This will be 
accomplished by using a modulated laser source to bounce off the window of the vehicle. 
The return signal will be collected and processed through an integrated software system. 
After the signal processing the system will be able to interface with standard audio 
listening devices and recording devices. You can see a visual depiction of the basic setup in 
Figure 1 below. 

Figure 1: High Level Design 

Reflected Light -+' 

..::. ~ Sound 
~ 

Remote 
Listening 
Oevice 

<If-- Window 

Data ProcessIng 
System 

Processed 
data to user 

The device will consist of the following: 

• A light emission source to illuminate the intended target 
• A light collection system to increase the amount oflight collected 
• A detector to detect the modulation in the light collected 
• A data processing system to demodulate the signal into an audible 

conversion 



 

 

5.0 Subsystem/Sub-assembly and Interface Design 
(Hardware) : 

The Remote Listening Device is comprised of five main hardware subsystems. The 
laser subsystem to emit light, the collection system to receive and focus the reflected signal, 
the detector to convert the optical signal into an electrical signal and output it to the 
backend signal processing system and a webcam for alignment The fifth main hardware 
system is the framing and mounting structure used to hold and align the system. Each 
subsystem and its components will be fully discussed in the sections to follow. 

5.1 Laser Subsystem 
The laser subsystem was designed to emit a coherent beam oflight that will be able 

to pick up modulations due to the vibrating target window. These modulations can then be 
transformed into a useable electrical signal by the detector. It consists of a laser, its power 
supply and a mechanical housing. Choosing a laser came down to four main parameters: 
the wavelength at which it emits, the output power, safety, and the cost. We want to 
covertly listen to conversations, so this limits the range of wavelengths that we can use to 
the ultraviolet region and the infrared region. Using ultraviolet light would give us near 
100% reflection off of the window, but its rays are dangerous when used near human eyes 
and skin. This option was quickly defeated. We then looked at using infrared light Using 
infrared light does not give us as much reflectivity as the Ultraviolet light does, but it is still 
invisible to the human eye and not harmful to the human skin. It can still be damaging to 
the human eye, as any laser can, when the power is high enough and exposure time is long 
enough. The choice for choosing a laser then came down to finding a safe and cost effective 
infrared laser. 

The laser that we ended up choosing is the LRD-0808-TFR from Laserglow 
Technologies. It has an output power of 165mW, which can cause cataracts to the human 
eye. The output power is knocked down to a safe 10mW (Class IIIb) by the use of a neutral 
density (ND) filter with a 90% extinction ratio. The neutral density filter was placed near 
the output face of the laser, to limit back reflections. The ND filter could not be placed 
directly on the output face of the laser because of a size difference between the two. The 
next logical spot was to place the filter on the inside of the housing near the opening. The 
laser emits at a wavelength of 808nm, which is in the near infrared region of the 
electromagnetic spectrum and is undetectable by the human eye. The laser is a diode
pumped solid-state laser (DPSSL) that uses a semiconductor material to lase. Powered by 
standard AC power and cooled by air, this laser is ideal for our device since it can be used 
covertly and wherever there is electricity. Mechanical Drawings of the laser and power 
supply are displayed in the Appendix along with the data sheet for the laser. The 
assembled lase subsystem is shown below in Figure 2. 



 

 

FIgure 2: FlnaUzed Laser SUbsystem 

5.2 Collection subsystem 
The collection subsystem is an all optical system that was designed to collect the 

modulated signal from the window and focus it onto a detector for post processing. The 
main design considerations were that it needed to collect the low intensity light being 
reflected off the window and optically filter the collected signal to help reduce the noise. 
We wanted to design the collection system to collect the most light possible. We are 
expecting to collect very little light since we want to be able to pick up the non-direct 
reflection off of the window. This would allow us to collect the signal from anywhere and 
not have to be concerned with aligning the system to the direct reflection. This was 
achieved by using radiometric calculations and assuming that we are getting a percent of 
1% of the light reflected off the window. A table including the results from these 
calculations is included in Appendix A From these calculations we determined that we 
needed an B inch (200mm) diameter lens at the front of our collection system. We found a 
plano-convex lens from Edmund Optics that had an B inch diameter with a 16 inch 
(400mm) focal length. Knowing the parameters for our collection lens and that we wanted 
to use an optical bandpass filter. we could begin designing this subsystem. Optical filters 
have the inherent property that the transmissivity varies greatly with the angle of 
incidence on the filter. Due to this effect, we decided to design an optical system that 
produces collimated light [light that does not diverge) incident on the filter. This means 
that the angle of incidence on the filter will be zero degrees. which should allow maximum 
transmission at our laser wavelength. Collimated light was achieved by placing a negative 
lens (diverging lens) behind the 8 inch collection lens a distance equal to the sum of the 
focal lengths of the two lenses. This forms a Galilean telescope. The filter was then placed 
after the negative (collimation) lens. 

We chose to use an optical bandpass filter from Edmund Optics with a SOnm 
bandwidth centered around BOOnm. This allowed us to filter out the optical noise outside 



 

 

the wavelength range of our laser to help improve the signal to noise ratio of our signal. 
The bandpass filter blocks wavelengths outside of the "window" by causing the waves to 
destructively interfere with themselves, thus not letting those wavelengths through. 

The last optical element of the collection subsystem is the focusing lens. This lens 
takes the collimated light that has been filtered and focuses it onto our detector. This lens 
is a positive (bi-convex) lens (converging lens) and needed to have a relatively short focal 
length in order to minimize the spot size and decrease the length of the subsystem. We 
chose a 20mm diameter, 20mm focal length lens from Edmund Optics. This is a fast lens 
(F /1) and had the shortest focal length given that the lens needed to have a diameter 
greater than our beam diameter, in order to focus our entire signal onto the detector. 

Our finalized collection subsystem is shown in Figure 3 below. Before being built, 
the system was modeled in Zemax, an optical design software, to ensure that the design 
was feasible given our off the shelf components and that we could produce collimated light 
for the bandpass filter. We verified that our design would produce collimated light. The 
model also verified that the optical system could focus the light to a spot size smaller than 
the active area of the detector. In the model, the reflected light enters the system from the 
left by passing through the 8 inch lens and then gets collimated by the negative lens. The 
collimated light passes through the optical bandpass filter and is then focused on to the 
detector by the positive lens. Figure 4 shows the assembled collection subsystem. 

Figure 3: ZD Layout of Collection Subsystem 



 

 

FIgure 4: FtnaUzed Collection Subsystem 

5.3 Detector Subsystem 
The detector subsystem is responsible for converting the optical signal collected by 

the collection system into a useable electrical signal that can be measured and manipulated 
by a computer. The design of our detector subsystem was constrained by several factors. 
The ligbt was going to be near infrared, the light collected was going to be low intensity, 
and the cutoff frequency only needed to be in the 10kHz range. 

Knowing that the detector would be used in the near infrared(NlR) made the 
selection of the detector material easy. Silicon photodetectors are the obvious choice for 
affordable detectors in the 0.6-1.1"m wavelength range. The silicon band gap of1.13 
microns causes the responsivity curve to peak in this NIR range, where responsivity is the 
measure of conversion efficiency between photon power and electrical current. A graph of 
the responsivity curve for our detector is presented in Figure 5 below as was reported in 
the NewFocus 2001 FS-M users manual. 

FIgure 5: Detector respooslvlty curve 
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The other key parameters (cutoff frequency and low intensity measurement) were 
both used to pick the specific detector that the system would use. The cutoff frequency of 
approximately 10kHz is very low in terms of detector operations, this was so low that it 
meant that detector area and capacitance would have virtually no impact on our ability to 
measure the signal frequencies we were interested in, regardless of the detector we chose. 
This allowed us to focus on finding the detector with the best noise equivalent power rating 
that we could find. Noise equivalent power(NEP) is the measure of how much signal power 
is required to get above the noise floor of the detector, and therefore a very low NEP is 
desirable because it implies that the detector is capable of detecting even very faint optical 
signals. 

Based on these factors we were able to make a detector selection. We compared a 
number of different types of detectors based on these criteria as well as some others, and 
used a decision matrix to find the best detector for our project This decision matrix, 
complete with values, can be found below in Table 1. The best choice was found to be the 
NewFocus FS-M. This detector is slow in terms of most detectors (cutoff frequency around 
200kHz) but well fast enough for the purpose of this project, but it has a very low NEP 
(0.25 pW j(Hz)1/2 at the maximum gain setting.) In addition this detector has an adjustable 
built-in high pass filter, low pass filter, and variable gain setting. These built-in adjustment 
settings allow us to perform some initial signals processing so that the electrical signal 
output by the detector is above the minimum voltage threshold for our analog to digital 
converter. The detector used in our system was graciously lent to us by our sponsor, Dr. 
Richard Tansey. 



 

 

Table 1: Detector selection matrix 

~ewFocus 'I'hor Labs ~ewport 1621 Newport 818-SL-
~001 FS-M PDA100A-EC ~anosecond L/DB 

Pbotodetector 

Parameters ~eight pption 1 Option 2 Option 3 Option 4 

Cost ~.18 ~.068 0.176 0.113 0.146 

Frequency 
Range p.18 p.176 0.176 0.176 0.176 

Noise 
Equivalent 
Power ~.29 ~.294 0.035 r. 0.134 

Wavelength 
Range ~.18 ~.176 0.176 0.176 0.176 

Max Gain ~.12 ~.118 0.024 0.012 0.000 

Size ~.06 ~.004 0.016 0.007 0.059 

'I'otal Value 1 ~.836 0.604 0.484-0.774 0.691 

5.4 Alignment Subsystem 
The design choice to use a NIR laser as the illumination source for this system is nice 

in terms of the functionality of the product, but it adds a number of additional constraints 
and considerations to the system design. One of these design considerations was that 
because we could not see the illuminating beam, it was no longer possible to easily see the 
reflected beam as it was with the HeN e laser that was used to test our design concept in lab. 
In order to remedy this, as well as provide some additional functionality to our system, we 
decided we needed an alignment system that was capable of collecting video of the area 
being observed by our collection system, both in visible light as well as in the near infrared, 
and was also able to move out of the way of the beam path so that all the light makes it to 
the detector when performing audio surveillance. 

In order to accomplish this, it was decided that a webcam was the best choice to 
collect real time video signal. This was due to the fact that webcams are readily available, 
inexpensive, easy to use, and capable of seeing in the near IR. The webcam chosen for our 
system was the HP QP896AT, which was small, relatively easy to mount, and under twenty 
dollars. An image of the webcam is presented below in Figure 6. 



 

 

FIgure 6: HP QP896AT Webcam 

The larger challenge in this subsystem was designing a way to easily change 
between the audio surveillance mode of operation, and the video surveillance/visual 
alignment mode of operation. Several ideas were discussed. Initially we considered 
inserting a beam splitter into the path that would allow some of the light to pass through to 
the detector while simultaneously reflecting some light to the webcam for operation. This 
method was dismissed because it would attenuate the signal getting to the detector by 
approximately half, which is not acceptable in system where every photon is needed to 
improve the signal to noise ratio. Another method which was discussed was to build a flip 
mirror system that would essentially flip a small first surface mirror into the beam path 
and reflect the beam at a 90 degree angle to the webcam, and then flip out of the beam path 
when the system is aligned so that all of the light makes it to the detector. 

This flip mirror system was decided to be the best option, and was chosen to be 
used in the system. There were commercial flip mirror systems available which would 
likely have worked, but which cost over a hundred dollars. To save money, it was decided 
that we would build our own. This was done, but when testing in lab we found that 
aberrations in the collimated beam following the collimation lens were so severe that the 
image seen by the webcam was useless. This meant that we had to improvise a new 
solution for alignment 

By testing in lab we found that while the beam was two aberrated after focusing by 
the collection lens, it was not too aberrated near the collection lens. This is due to the fact 
that at the back surface of the collection lens, particularly near the center of the lens, the 
large collection lens acts basically like a plane parallel plate, or in other words a simple 
glass window. Using this knowledge we devised an improvised swing arm system that 
would swing the webcam into position behind the large lens. This swing arm was 
composed of cantilever attached to a cylindrical post, which rested in a post holder that 
allowed rotational movement The swing arm and post holder were both made out of 
aluminum. The USB cable from the webcam was then routed out of the box so that it could 
easily be connected to a laptop. For a simple, inexpensive system, this alignment system 
has proven to add an easy way to align our collection system. 



 

 

5.5 Mechanical Support Subsystem 
The mechanical design is relatively simple aside from one critical component. The 

components will be housed in two separate 6061 T6 aluminum boxes with 80/20 
aluminum T-Slot framing. The laser and power supply will have its own housing while the 
light collection system, optical filters, and detector will be in a separate housing. The 
housing for both the laser and collection system will be separate in order to increase the 
ease with which the reflected signal can be aligned and detected. The laser source will be 
positioned and rotated about 70-900 from the main axis of the collection system housing. 
Allowing the laser to be angled towards the housing when reflecting off the target surface 
increases the amount of reflected light into the collection system for detection. 

5.5.1 Optical Component Mounting 
All components contained inside the collection system housing are mounted on 

standard optical posts and secured to the breadboard with traditional %-20 hex bolts of 1h 
inch length. The breadboard is machined to allow adjustments in the position of the optical 
filters - which serves to future proof the board if additional components require addition 
or replacement is required. 

5.5.2 Housing 
The laser and collection system housing's will be constructed from T-Slot 1 inch

square aluminum framing, with precision machined aluminum panels for critical 
components. Only the front side and bottom plate of both housings are machined 
aluminum plate - the other four sides are painted Acrylic which significantly reduces the 
overall weight of the system. 

Using T-Slotted framing with panels greatly increases the modularity of the system, 
as it becomes simplistic to assemble/disassemble the entire system for transport. The 
frame also increases the overall rigidity to reduce vibrations interfering with the detected 
signal. 

5.5.3 Main Lens Barrel 
The main collection lens is 200 millimeter in diameter with a focal length of nearly 

16 inches. The lens is used to focus all available incoming light to a single point for filtering, 
detection, and analysis. The lens barrel was precision machined from a single solid 9 inch 
diameter round shaft, which was mounted on a 14 inch lathe. In order to maintain the 
precise focal point required for detection, the inside diameter of the lens barrel was 
machined to be 200 millimeter nominal with less than 20 of overall taper. The lens barrel 
achieved a tolerance of 1/20th of 1 millimeter with less than 0.50 taper. 

The barrel with secured lens was mounted through a CNC-milled 6061 aluminum 
plate in the front face of the collection system. The barrel is secured with four %-20 set 



 

 

screws which are positioned 900 apart around the outside diameter of the barrel. The set 
screws allowed for minute adjustments to be made to align the barrel with the main axis of 
the housing, and then were further equally tightened to securely mount it in place. A 
schematic drawing the lens barrel can be found in Appendix A 

S.l Electrical Hardware Subsystem 
The electrical hardware subsystem serves two main purposes: to translate the analog 

sensor signal to a digital signal and to provide this data to the software subsystem. The electrical 
hardware subsystem consists solely of the National Instruments USB-6009 data acquisition (DAQ) 
unit. The DAQ contains a 14-bit anaIog-to-digital converter (ADC) and a maximum sample rate of 
48 ksps. In addition, the tool is designed to connect to a computer via USB and use Lab VIEW for the 
hardware-software interface. 

6.0 Algorithm Description & Interface Document: 

The Remote Listening Device project incorporates several software tools. LabVIEW 
operates in conjunction with National Instruments data acquisition hardware to obtain and 
store the photo-detector signal. Post-acquisition signal processing may then be performed 
using whatever software tools the user is most competent and comfortable with. Two post
acquisition processing tools were explored: custom MATLAB code which offers a great deal 
of control over signal manipulation at the cost writing time-consuming code; and Adobe 
Audition, a commercial software tool designed specifically for audio editing and 
restoration, which offers many built-in features but does not allow for the same control 
over signal manipulation specifics. 

6.1 Lab VIEW lor Signal Acquisition and Signal Storage 
The basis for the LabVIEW code is rather straightforward. Its primary purpose is to 

acquire the photo-detector signal and store it in a lossless file format such as a WAY for 
later processing. This involves a number of other steps including correctly interfacing with 
hardware, setting an appropriate sample rate, and incorporating basic while loop timing .. 
Experimental results consistently showed noise at frequencies of 3.5 kHz and above. 
Because of this, the LabVIEW code performs some preliminary filtering using a low-pass 
filter with a 3.2 kHz cutoff frequency. If desired, the LabVIEW code is capable of playing the 
unprocessed photo-detector signal to the user in real-time. For the specific layout of the 
LabVIEW Diagram Panel please see the appendix. 

6.2 MA TLAB lor Band-pass and Notch Filtering 



 

 

Figure 7: MaUab filtering Scheme Overview 
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MAT LAB code was written to perform ideal band-pass and notch filtering of the 
signal data. The code was flexible enough to allow the user to easily modify the band-pass 
cutoff frequencies. Additionally, the code allows the user to incorporate an arbitrary 
number of notch filters to remove noise known to occur at specific frequencies (e.g. 60 Hz 
hum and multiples thereof). Because 60 Hz hum is created by large mechanical generators 
which may not always rotate at precisely 60 Hz, it is important to allow the user to vary the 
widths of the notch filters. The MATLAB code is also capable of removing white noise via a 
simple but non-linear filtering process. These filtering schemes produced noticeably better 
audio quality. The following illustration is of the filtering process. Please see the appendix 
for the actual code. 

Figure 8: MA11AB plots showing the original audio data, band-pass and notch-filtered data, and white noise filtered data. 
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Filtered Audio in Frequency Domain 

6.3 Adobe Audition lor Audio Editing and Restoration 
Adobe Audition software allowed for quick audio enhancement Given proper 

system alignment, the speech within the acquired photo-detector signal was usually 
understandable after a simple normalization process in Adobe Audition. This served to 
increase signal amplitude (and therefore volume) by one to two orders of magnitude. 



 

 

 

 

 

 

If the speech remained unclear at some times, a number of other Adobe Audition 
features could be employed to further enhance the audio. The application of a high-order 
band-pass filter usually helped remove more of the noise present at 3.5 kHz frequencies 
and above. Beyond this, Adobe Audition can be used to create noise profile and further 
remove background noise. 

The following include some key built-in features used for the this project 

• Normalization to increase signal amplitude, and therefore volume. 

• Hard-limiting to truncate spikes and allow for better normalization. 

• Noise profile creation to remove background noise. 

• High-order band-pass filtering - to retain only voice-range frequencies. 

7.0 Analysis: 

7.1 Mechanical Subsystem 
The mechanical analysis was done to determine the effects of vibration on the 

system. To determine this we can find the resonant frequency of the entire system by using 
Equation 1. 

Equation 1: Resonant Frequency 
K is the stiffness of the material which is a constant property of aluminum. M is the 

mass of the housing. The mass of all the components inside has to be considered in this 
mass because this will affect the resonant frequency as well. We can use this method to 
determine the resonant frequency of the system in order to incorporate rubber dampeners 
that will be used to connect the housing to the tripod. Equation 2 shows the total deflection 
for the housing with respect to the base. 

J;N = g T(I. ) CZl".,)( ~ } PSD"" 

Equation 2: Deflection of Housing 
In the equation above g is the force of gravity, 9.8m/sz, fn is the resonant frequency 

in Hz, T is the transmissibility of the system which can be calculated using Equation 3 
below. 



 

 

T = isolated !lIOliOIl x = 
basemOl iOIl 1/ (1_ ;2.)1 +(2: c,r 

Equation 3: Transmissibility of the System 
Q is the maximum amplification at resonance which is a function of the critical 

dampening ratio. These values can be calculated using the equations below. 

I 
Q =2C , 
Equation 4: Maximum Amplification at Resonance 

C 
CR =-

Cc 
Equation 5: Critical Dampening Ratio 
In the equation above C is the system dampening. and Cc is the critical dampening 
coefficient and it has the relationship below. 

Cc = 2mw 
Equation 6: Critical Dampening Coefficient 

The final variable in the equation is PSB..,E, which is the power spectral density of 
the base and itis estimated to be lO-'G'/Hz, for an area with light traffic. As mentioned 
earlier we want to minimize the deflection caused by this resonance, so rubber dampeners 
are used to minimize the transmissibility. Figure 2 in Appendix A shows the 
transmissibility as a function of the ratio between system frequency and resonant 
frequency. It can be seen that as the critical dampening ratio approaches one that the 
transmissibility reaches a minimum, but this is very difficult to do. Rubber is a cheap 
efficient material with a critical dampening ratio of about 0.05. 

7.2 Optical Subsystem 
The optical analysis was done to confirm that the system would collect enough light 

so that we could filter and analyze the signal so that we could get a comprehensible 
conversation. The analysis primarily consists of radiometric calculations to determine the 
flux on the detector based on lens size, detector size, and solid angle. We first had to 
determine the irradiance on the window, which can be found by determining the spot size 
on the window. Below is the equation for determining the spot size. 

E = DB * (J * 2 + DB 
Equation 7: Spot Size on the Window 



 

 

In the equation above DB is the beam diameter when it leaves the laser cavity and 0 
is the divergence of the laser. Although the laser has a Gaussian beam so its divergence is 
not completely linear this is a sufficient approximation to calculate the spot size. The extra 
addition of the original beam diameter is added because the first part of the equation is 
solving for the added size due to the divergence. Assuming that the radiance is constant 
along all rays we can determine the irradiance on the window by the relation in Equation 8. 

E = -=------=-:-
Spot Size 

Equation 8: Irradiance on the Window 
In the equation q, corresponds to the flux or power of the laser. The units of 

irradiance are W /mm2. We want to maximize the irradiance on our window so we wanted 
a small spot size which is why we want a laser with low divergence and high power. 

Next we need to determine the radiance that is reflected from the window. This is a 
function of the Bidirectional Reflectance Distribution Function, or BRDF. This cannot be 
calculated and can only be measured experimentally. We assumed that 0.01 % will be 
reflected back off the window. A figure showing the reflected radiance off a surface as a 
function of the BRDF can be seen below. 

Figure 9: Bidirectional Reflectance Distribution Function of Aluminum 
The figure above shows the BRDF for aluminum. The picture shows incident light on 

the left coming down to an aluminum surface and the distribution on the right corresponds 
to the radiance of the reflected light. The BRDF for a glass window is much lower but will 
have relatively the same shape. The reflected radiance can be calculated using the equation 
below. 

L = BRDF*E 
Equation 9: Reflected Radiance 
In the equation L is the reflected radiance and E is the irradiance incident on the window. 



 

 

Next we had to determine the amouDt of nUl[ Incident on the detector which Is a 
function of the reflected radiance, area of the spot size, and the projected solid angle 
subtended by the lens as seen from the window. Projected. solid angle Is the two 
dimensional ~e in three dimensional spate that an object subtends .t a point, or , 
measure of bow large that object appears to an observer looking from that point We want 
to muimize the power on our detl!ctor so we waDt to have 'large lens to collect more light 
thus Increas1Dg the solid angle. The equation for solid angle can be seen In Equation 10. 

n=rr *sin(oif 
Equatlon 10: Projected SoUd Angle 

In the equation 1hf1 is the half angle of a right circular cone and can be found using 
trigonometry between the window and the lens. The calculation to nod the fllll[ on the 
detector can be seen below in Equation 11. 

<p = L * A*n 
Equatlon 11: IlTI.dlance on the Window 
All of these variables hn-e been previously stated and calculated. 

The Exall Spreaddleet, Table 1, used to calculate th .. e values can be viewed in Appendix A. 

'1.3 Electrical Subsptem 
Des1&n of OptIonal HI&h·Pus RC FlJter 

The Nation.llinstruments USB·6009 dltaacqulsl.tIoo unit ooot.lnsa 14·blt analope-to-d1&ftal 
converter. This me;au: the :maioC ~11IIiIiY be brolo:a into Z'4 -16384 discrete hl!iibtli. 
Quantization error is mlnillllud when the t"lIlIIe of the lIlWol sipal minImIzer!. One 

apmmetttallJ obsernd maM for mlnimlzlnl the ranp of the malol.ll.gnal was to rllDOft thl DC 
bIaI pr.mt In thll1&nal Thil WlUI acbIlVeci ulln( a Ilmpil blsh-pu11 ac ftltv. Thllarpst readily 
aftllable capadtorWlUl 0.1 1iF. A 390 )d;I te.IIstor Is Ihown to produce a cutDfffrequency ofrolllhlY 

4 Hz, end therefore effectively remove lIlY DC bias. ThIs was the onJ;y maIyIls required fortbe 
elKt:rto:a111lllDl111n( portion of thl proJIct. other than the strallhtforward application ofthl 
Nyqullt-Shannon ampHllI theorem to lilmmiDl thl Ample rate r.c(uIremmt for thl dati. 
acqulll.tion iw"dware. 



 

 
















 




 



 

 

finding a webcam that will image 808nm light. It also had to be cheap and easy to mount in 
our system. They were also in charge of making sure the webcam integration would not 
block any of the incoming light to the detector. We also had one person overseeing, and 
managing the different tasks in order to keep the progress moving forward toward our 
overall objective. This would ensure that all of the different timelines would intertwine, 
and effectively maximizing everyone's performance. The initial plan had all of the 
machining and assembly complete and the programming mostly complete by the end of 
February. This was pushed back due to delays in component arrival into late March. This 
delayed our final assembly into April. A calendar detailing this process break down can be 
found in Appendix C. 

In order to prove our concept we had to have access to the labs offered in the optical 
sciences and engineering building. The setup needed to have a high degree of precision. We 
aligned a SmW helium neon laser to an optical rail and used a pinhole with a reference 
height to ensure the laser was parallel to the rail. After this we used a piece of glass held 
vertically by two steel rods. The glass was adjusted using two translation stages secured to 
the optical table. Next we placed another rail after the window in the direction of the 
spectral reflection. Using the reference pinhole we were able to see if the reflection was 
still parallel with the second optical rail and make sure the second rail was aligned. Since at 
this point we did not have our optical elements in lab yet we used a 2.5 inch lens as our 
collection element. We originally used a large area silicon diode provided in lab. Both of 
these items were mounted on the rail using posts and rail carriers provided by the lab. We 
connected the diode to an oscilloscope. Last we placed speakers behind the window to 
attempt to modulate the window. This attempt was unsuccessful and we determined that 
the diode we used was too low of quality to detect our light source. A schematic drawing of 
this original proof of concept test setup is provided in Appendix A. 

Our second attempt had one major modification. This was obtaining the detector we 
would be using for our final design. Our first test we performed was basic but necessary. 
We blocked the signal using a note card and then removed it to see if the oscilloscope 
would detect it. After this was accomplished we tapped on the glass to see if the vibration 
would be detected. This was also a success. Initially, we played different types of music to 
see the effects on the oscilloscope. We could see oscillation that correlated to the music to 
a slight degree. As we chose songs with a more prominent bass we notice a more dominate 
signal on the oscilloscope. There were still sections of the songs that had no defining 
features on the scope this lead us to believe that the signal we were picking up was 
dampened heavily. We attempted to modulate our signal to see if this would help any of the 
results. When we the analyzed the results we found that there was a correlation to 
frequency and location on the square wave modulation. We found that lower frequencies 
tend to be at the beginning of the square wave and the higher frequencies were at the end 



 

 

of the wave. This was an informative discovery but this square wave modulation was 
abandoned. It was abandoned because of our detector's ability to amplify the signal 
through its gain setting. We were able to get a good response on our oscilloscope. 

The next step was to integrate a digital process to demodulate the collected signal 
back into a reconstructed audible frequency. We first started with a combination of 
MatLab and Lab VIEW. Lab VIEW was used to interface with our data acquisition for 
collection the signal from window. We exported it to MatLab for signal filtering. This choice 
was made because of our familiarity with MatLab. The implementation allowed us to 
reconstruct a wave file and analyzing its frequency range. From this we could filter noise 
and play the audio form of the file. As time progressed our group's familiarity with 
LabVIEW grew and we learned how to integrate filters into our code. This integration 
allowed for real time processing for our collected signal. This lead to our final code for 
LabVIEW which included a filtered wave plot and its Fourier transform for additional spot 
filtering. We still utilized other programs for additional signal processing to refine our 
output. This included additional MatLab processing and Adobe Digital Processing. 

The last stage of our design implementation is the finalized construction of the 
remote listening device. At this point of the design we have obtained all of the parts need 
for assembly. We replaced the test lens with our lens system we designed and integrated 
our optical filter. The HeNe laser originally used was replaced with the 808nm 160mW 
laser. Once we aligned the optical components of the system we constructed the housing 
around it. The next step was to implement the web cam. The construction consisted of a 
swing arm that positioned the camera in front of the main collection lens. We aligned the 
spot to the detector and position the camera so the spot will be centered. This gave us a 
good reference to where the collection spot should be to align the system. We did finalized 
testing to meet the objective of 20 feet away from the target. A schematic drawing of the 
system components is provided in Appendix A. 

9.0 Operation Manual: 

9.1 Setup 
To begin the setup process it is best to begin by removing the Acrylic planes that 

enclose the laser emitter system and the signal collection system. To remove these use a 
3/16" allan wrench to listen the screws for the mechanical structure. After removing the 
Acrylic windows we can turn on the laser emitter by turning the turn to the on position and 
turning the switch on on the back of the power source. 

N ext we need to align the system. This will prove to be the most challenging task. 
Use the IR detection card to view where the laser is leaving the laser emitting system and 



 

 

 

track the beam to see where it hits the oscillating window. Continue to use the IR detection 
card to track the beam to the signal collection system. The beam should hit the 8" lens at 
about the center. If there is any misalignment it should be a little low. Next place the IR 
detection card behind the lens to confirm the laser is passing through the lens. Follow the 
path of the laser to ensure it passes through the two lenses and band pass filter. The 
collection system may need to be adjusted by means of shims or rotating the back end to 
align the system. 

Once the spot is focused on the detector we need to connect the detector to the data 
acquisition tool. To do this we use a BNC to alligator clip connector to complete the circuit 
between the detector and data acquisition tool. The data acquisition tool connects to a 
computer via a USB connection. Once this process is complete we need to start the signal 
processing software. The computer being used needs to have LabVIEW on it for the system 
to work. Open the LabVIEW program, RLD, to run the program. Once the program is 
running we should hear an audible noise due to electrical noise. If the alignment is correct 
we should be able to detect the audio from within the enclosed system. 

9.2 Troubleshooting 

If the system is malfunctioning the problem is most likely due to misalignment in 
the system. Use the IR detection card to check the alignment to ensure that the laser is 
refracting through the system properly. If the laser is not refracting properly adjust the 
angle of the laser or the signal collection system. Other methods to ensure the system is 
aligned are using something to modulate the signal by chopping the reflecting beam and 
view the changes in the output. If the output remains unchanged then the system is not 
aligned properly. 

If excessive noise appears in the output wavefile this may be due to incorrect 
settings of the gain or high/low pass filters of the detector. There is no correct setting for 
these filters, it is best to use a known signal and vary the gain and filter settings for optimal 
signal output. 

10.0 Requirements Review and the Acceptance Test 
Plan: 

Part 1: The Acceptance Test Plan: 
1 Acceptance Test Plan Overview 

1.1 Purpose 



 

 

 

 

 

 

The acceptance test plan (here after ATP) is a structured procedure created to 
measure the success of our project and verify that our design has met all necessary system 
requirements. The ATP will describe: the testing approach, test procedure, team member 
roles as they pertain to testing for acceptance, the general test configuration, and identify 
the necessary tests that will be employed. 

1.2 Background 

In the original concept of operations for this project we laid down some basic needs 
that our remote listening device must fulfill. Following this initial conception of our design, 
our systems requirements review laid down the firm requirements that our system needs 
to meet in order to be considered a success. These have since been modified slightly as the 
goals of our project have progressed over time, but almost all of our initial project goals 
remain the same. Put simply, the goal of this project is to create a remote listening device 
that is capable of detecting conversation from within a vehicle at a maximum range of at 
least 20 feet. In addition this system needs to be operable without being detected by targets 
within the vehicle, and our project must be able to be designed and built for less than three 
thousand dollars. 

1.3 Scope 

This document shall describe the tests required to verify that our project meets all 
of the system requirements established by our system requirements review memorandum. 
It shall establish tests only for acceptance in these previously specified areas, and shall not 
delve into tests which would verify performance outside of the scope of our specified 
system requirements. The goal of this document is to provide an outline for the general 
process that our testing will follow as well as a list of specific tests that will be required to 
verify final system acceptance based on our requirements. 

2 Test Plan 

2.1 Testing Approach 

The testing for this project will be conducted in two major phases. Phase 1 consists 
of preliminary testing and subsystem/component testing that we will perform in order to 
verify the performance of our design theory as well as assure that all our system 
components are operating up to manufacturer spec. Phase 2 testing will consist of 
validating our final as-built system. This will be broken down in to two stages: testing the 
limitations of our system in a controlled laboratory setting, and testing our system 
outdoors in real world application scenarios. 

Phase 1 Testing: 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

After the completion of acceptance testing, the results will be sent to the customer 
for customer approval. 

The testing is expected to take approximately 60 days to complete. 

2.3 Roles and Responsibilities 

The roles and responsibilities for the acceptance testing fall into three major groups. 
There are team responsibilities, test coordinator responsibilities, and test conductor 
responsibilities. 

• The team as a whole is responsible for ensuring that our product meets all 
the system requirements. As such, it is our duty to make sure that acceptance 
testing is conducted on our product for all system requirements. 

• The test coordinator is responsible for making sure that the test being 
conducted is set up such that it will constitute a valid test for acceptance. 
They are responsible for assuring that the testing happens according to the 
test procedure, and that all relevant data is collected from the test. Following 
the test and any necessary data reduction, the test coordinator is responsible 
for assigning a Pass or Fail to the test, based on the systems performance. 
Also, if it should so happen that during the test it becomes apparent that the 
test will not constitute a sufficient test for acceptance, the test coordinator is 
responsible for spearheading the effort to design a new test for acceptance 
that will generate a satisfactory result. 

• The test conductors shall be constituted of all other team members who are 
conducting the test (i.e. those who are not acting as the test coordinator.) 
These team members shall be responsible for making sure that the test is set 
up correctly to the best of their expertise, and that all data is recorded 
accurately and truthfully. If any of the test conductors have revelations while 
conducting the test regarding the validity of the test or other relevant input, 
it is their responsibility to bring up these insights with the test coordinator. 

2.4 Test Configuration 

The general procedure for the test is described below: 

• The Acceptance Test Case Specification Form will be filled out prior to the 
test 

o The Acceptance Test Case Specification Form is the document 
wherein relevant test observations and data will be recorded during 



 

 

 

 

 

 

 

 

 

 

 

the test. It is also the document that will describe the procedure and 
objectives for the test. 

o The Acceptance Test Case Specification Form with field explanations 
is included in Appendix A at the end of this report. 

• The test will be set up as per the Test Case Specification Form 
o This includes not only setting up any equipment and parts for the test, 

but also adjusting ambient conditions when applicable (i.e. changing 
light levels or reducing ambient sound while the test is being 
conducted.) 

• The test will be conducted 
o While the test proceeds, all necessary data shall be recorded 

• Following the conclusion of the test all equipment will be shut off 
• Any necessary data reduction will be performed on the collected test data 
• A grade of Pass or Fail will be assigned by the test coordinator 

2.5 Tests for Acceptance 

Table 3 in Appendix A contains a list of the tests for acceptance that are required for 
this project. Included for each test is the testing phase that the test will fall under, the basic 
testing procedure, and system requirement under test. 

Part 2: Requirements Review based on Final Design: 
At this stage in the design, our team has completed our prototype and we can 

compare the design to our system requirements. In Table 7 below is a list of our system 
requirements, and the basis behind our conclusion that the requirement will be satisfied. In 
some cases there is a reasonable amount of uncertainty in our ability to gauge whether or 
not the requirement will be fulfilled, so there is also a column labeled "Degree of Certainty" 
which describes the level to which we are confident our system will be able to meet the 
requirement. The primary area that we have uncertainty in is the level of signal contrast 
that we will have in the light returned from the target. We are reasonably certain that at 20 
feet our system should be able to collect return signal from the target, but we do not know 
precisely how much signal will be required to generate reasonably clear audio signal data. 

Table Z: Requirements Reviewed based on Final Desiln 

System Requirement Test for Acceptance Status 
System shall work at Vary distance from product to Complete 
ranges of at least 20 feet target and assess performance 



 

 

System shall be able to Test product on car with known Incomplete 
detect conversation in sound in it to assess performance 
vehicle 

System shall not be Sit in car while product operates Complete 
detectable by target and assess visibility oflight 

source 

System shall not be Measure output power, ifless Complete 
dangerous to targets or than class IIIb, the product is safe 
pedestrians 

System shall cost no more Total system cost was about Complete 
than $3000.00 $2400 

System shall weigh less Weigh final system to test Complete 
than 70 lbs compliance 

We have tested and completed all system requirements except for the requirement of 
detecting a signal within a closed vehicle. The primary difficult with completing this requirement 
was due to the late completion time of our project. We only had one week between completion of 
our project and submission of this report. This was due to problems with ordering parts. With 
regards to finishing this project we would be more proactive with the ordering process. We would 
follow up on all orders to ensure that parts have been ordered as well as proper timely shipment of 
orders. 

Ifwe were to change things within our design it would be the alignment system. The use of 
reflective optics could be advantageous if we are trying to detect the diffuse reflection from the 
window. This would also allow us to cut down on the size of the light collection system. Also, if we 
had more time and money we would have used adjustable height post holders. This would made 
alignment for the system much easier. Unfortunately, in our design we use posts and washers to 
adjust the height which proved to work for our design, but adjust post holders would allow for 
individual optic adjustment thus making overall alignment simpler. The final change we would 
make to the design would be attempting the analog approach compared to the digital approach to 
signal processing. Analog signal processing would be much more user friendly as well as being the 
best option financially. An analog approach would allow the use to plug headphones into the 
circuitry and listening to the output waveform compared to opening a computer, running a 
software program, and listening to the waveform. 

11.0 Closure: 
Over the last 9 months our team has worked to create a new product from the 

ground up. Our initial scope of work was to design, fabricate, and test a device capable of 

listening to conversation produced by people speaking at a normal volume within a car or 



 

 

behind a window. From the very beginning we had a design concept in mind that would 
utilize an infrared laser and reflect it off of a window behind which as conversation was 
being held. This reflected beam was to be collected and focused on a detector, which would 
read variations in the signal intensity as a modulated signal which could be reconverted in 
to audible sound. Despite have a good grasp of the concepts that would be used, it took a lot 
of hard engineering to produce a working prototype by the end of the class. 

The primary challenge that we battled all throughout this project was how we were 
going to get enough signal back to our detector to produce a signal that was clear enough 
for us use. Initially we went into this project with the idea that our product would be 
capable of working on the diffuse scattered light reflected in all angles by the window. This 
operating condition would have been optimal because it is much easier to simply point a 
collection system at the window, rather than having to align it with a reflected laser beam. 
In addition, it would have allowed us to create a system that was all contained within one 
box. Unfortunately, we were not able to reliably verilY that this would be possible in lab, 
and were forced to scale back our design to require the collection of the direct reflected 
laser beam from the window surface. This is one of area where a combination of the 
physics and the budget constrained the functionality of our product. While we believe that 
there are ways that this could be done physically, it would require a substantial increase in 
the funding of the project to produce results. 

Another challenge that we faced in this project was due to the difficulty in aligning a 
system around a laser source that was visible to the human eye. While our laser scored 
high marks for covertness, it made alignment of the system very tedious and difficult. 
Despite this, we were able to solve the problem relatively simply in lab by tracking the 
beam path with an index card that fluoresced due to NIR excitation. While this method 
worked in lab, it would be quite difficult to remain covert while trying to align the system 
with this method in the field. This is another area that likely limits the practicality and 
functionality of our product. 

Despite the hiccups that we have encountered in the process of the designing, 
fabricating, and testing our system, we feel that we have accomplished a significant 
achievement with the creation of the Covert IR-Laser Remote Listening Device. We started 
with nothing but an idea, and designed, prototyped, built, and tested a working product 
with only a $3000.00 budget. We built a product capable of detecting and recording sound 
at ranges of at least 20 feet, and a product which can operate covertly without any visible 
signature to any targets behind the window. 

With additional funding and time, this product could easily be turned into a 
practical, useable technology. By exploiting phase sensitive detection, or implementing a 
position sensitive detector, it would likely be possible to turn this product into remote 



 

 

listening device that is not constrained by the need to collect the direct reflected beam. 
Hopefully in the future more time and effort will be invested in this very promising new 
technology. Covert surveillance is one of the tools needed by the national security and law 
enforcement agencies, with some more research and development this technology could be 
out there helping to save lives. 
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Appendix A: Figures and Tables 

The following is a description of the content of key fields in the test case form. 

Test Case: 

Test Phase: 

Version: 

Executed By: 

Witnessed By: 

A sequential number assigned to the test case for tracking 
purposes using an X.YY number scheme where X is the test 
phase and YY is a sequential number. 

The number of the test phase that will be verified by this test 
case. A breakdown of the two test phases is described in the 
Acceptance Test Plan. 

The version numbers «product or product 
component» used for this test case. 

The person executing or performing the test This person will 
sign/date each test case at the conclusion of the test. 

The person witnessing the test on behalf of the 
client This person will sign/date each test case at the 
conclusion of the test. 

Test Scenario Objectives: The objective of this test case. Test cases are developed to be 
narrow in scope and verify a single aspect of the functions 
represented by a functional group. 

Instructions: 

Pre-test Configuration: 

STEP: 

Action: 

Expected Result: 

General overall instructions to perform the test. 

Any special pretest setup or configuration, or required test 
equipment for this test. 

A number (sequential) associated with the step to be 
performed in the test scenario. Each step should be followed in 
sequence. 

The action to be performed for this step. 

The expected result in response to the action taken. The 
expected result will be used to determine pass/fail for this step 



 

 

P/F: 

Comments: 

of the test. The expected result will indicate the acceptance 
thresholds for each performance measure. 

Pass/Fail - based on criteria identified in the expected result. 

Additional comments concerning this step of the test. Any 
relevant observations or issues should be noted here and 
additional pages used as necessary. This information will be 
used to generate the final report results. 



Acceptance Test 
Case Specification Form 

version 

I 
Test case: 1.02 ~T_e_st_p_ha_s_e_: _1 _______________ -1 

" «name» c 

version 

I Executed By I Date II WItnessed By I Date 

Test Scenario Objective: . 

Instructions: . 

Pre-test Conditions: 

STEP ACTION EXPECTED RESULT P/F COMMENTS 
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2 
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4 

5 
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Figure 2: Transmissibility Curve 
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Subsyste Description Compan Part Quantit Price Delivery 
m y Number y (Each) Time 

Ligbt BOBnmNIR Laserglo LRD-OBOB- 1 $4B1.00 4-6 Weeks 
Emitter Collimated Diode w TFR-00100-

Laser System 10 

1/2" Diameter ND Thorlabs NE510B 1 $19.50 2 Weeks 
Filter, Optical 
Density: 1 

Light 200kHz Silicon Newport 2001-FS-M 1 $B60.00 2-4 Weeks 
Collector Photoreceiver 

HP-2100 Webcam Best Buy VT643AA#A 1 $9.99 1 Week 
BA 

12.5mmx 12.5mm Edmund NT43-790 1 $13.50 2 Weeks 
x2mm First Optics 
Surface Aluminum 
Mirror (Flat) 

340mmFocai Anchor AZ20B96 1 $18.00 2 Weeks 
Length Sin Optics 
Diameter Bi-
Convex Lens 

12.5mmDia. Semrock LL01-BOB- 1 $295.00 2 Weeks 
BOBnm MaxLine 12.5 
laser clean-up 
Filter (3.1nm 
FWHM 
Bandwidth) 

Housing 12" x 12",1/4" McMaste 9246K13 1 $19.00 2 Weeks 
Thick Aluminum r-Carr 
(6061) Sheet for 
Optical 
Breadboard 
24" x24" 20 McMaste BBBB5K33 1 $55.B2 2-4 Weeks 
Guage 316 r-Carr 
Stainless Steel 
Sheet Metal for 
Cover 
1/4-20 Hex Head McMaste 9012BA247 2 $6.13 2 Weeks 
Socket Head Cap r-Carr 
Screws (Qty: 25) 

1/4-20 Steel McMaste 95475A542 1 $12.69 2 Weeks 
Threaded Studs, r-Carr 
l"long (Qty: 100) 

1/4-20 Hex Nuts McMaste 90473A029 1 $2.33 2 Weeks 
(Qty: 100) r-Carr 



 

 

1/4-20 Rubber McMaste 90130A029 1 $8.57 2 Weeks 
Washers (Qty: r-Carr 
100) 
M4 Threaded Stud McMaste 93805A263 2 $0.58 2 Weeks 
(25mmLong) r-Carr 

Loctite No. 220 McMaste 1810A315 1 $11.50 2 Weeks 
(10mL Bottle) r-Carr 
M4 (Male) to 1/4- Newport TA-M4Q20- 1 $29.99 2 Weeks 
20 (Male) Thread 10 
Adapter (Qty: 10) 

Libec Aluminum Libec T68 1 $161.95 2-4 Weeks 
Tripod (Order 

From 
www.ad 
orama.c 
om) 

Electrical Data Acquisition National NI USB-6009 1 $279.00 2 Weeks 
tool Instrum 

ents 

Operational ST us741 2 $0.44 2 Weeks 
Amplifier Mieroele 

ctronies 

Total Cost: $2,571.5 
8 

Table 2: BIll of MaterIals 

Test Test System Test for Acceptance 
Case Phase Requirement 
1.01 1 System shall detect Vary single frequency source 

sound in human from 100 to 3000 Hz and observe 
voice frequency response 
range 

1.02 1&2 System shall work at Vary distance from product to 
ranges of at least 20 target and asses performance 
feet 

1.03 1&2 System shall be able Test product on car with known 
to detect sound in it to assess performance 
conversation in 
vehicle 

2.01 2 System shall not be Sit in car while product operates 
detectable by target and assess visibility oflight 

source 



 

 

2.02 2 System shall not be Measure output power, ifless 
dangerous to targets than class IIIb, the product is safe 
or pedestrians 

2.03 2 System shall cost no Evaluate bill of materials and 
more than $3000.00 final parts as ordered to assure 

total cost is within budget 

2.04 2 System shall weigh Weigh final system to test 
less than 70 Ibs compliance 

Table 3: Tests for Acceptance 
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Figure 11: Risk Analysis Chart 
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Table 4: Gantt Chart - Timeline showing important milestones and the dates of completion 
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Figure 12: Mechanical Drawing of Laser 
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Figure 13: 3-D Drawing ofLaser 
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Figure 14: Mechanical Drawing of Power Source 
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Figure 15: 3-D Drawing of Power Source for Laser 
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Table 6: Laser Specification Sheet 
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Figure 16: Mechanical Drawing of Detector 
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Figure 10: Final system schematic layout 
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Appendix B: Budget and Materials List 
Date Pa ee Rev Ex Descri ion 

Expenses 

1/6/12 Thorlabs 29.17 1/2" Diameter ND Filter. 

1/6/12 Anchor Optics 26.27 340mm Focal Length 5in diameter Bi-Convex Lens. 

1/17/2012 National Instruments 285.30 Multifunction DAQ 

1/23/2012 LaserGlow Technologies 528.74 808nm NIR Collimated Diode Laser System. 

2/3/2012 Edmund Optics 105.93 PCX Condenser Lens 200mm. 

2/10/2012 Edmund Optics 74.62 Double convex lens and plano convex lens. 

2/27/2012 Discount Steel 136.57 Aluminum Round Bar. 

2/27/2012 Edmund Optics 206.85 Wave mirror and interface filter. 



 

 

  

       

 

 

  

 

      

       

  

 

  

  

 

 

 

  

 

    

   

  

 

 

    

  

 

 

 

  

 

    

 

 



 

 

  

       

 

 

 

 

 

 

 

 

 

 

 

 

 

   

    

 

 

 

 

 

  

  

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

  

  

 

 

 

  

 

 

 

   

  

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

  

 

 

 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

  

 

   

 

 

 

 

 

  

   

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

  

 

 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

       

     

 

 

  



 

 

 

 

 

 

 

 

  

 

 

 

  

 

  

       

     

  

  

  

       

 

 

 

  

       

   

  

  

   

 

  

 

 

 

  

      

  

 

 

  

  

  

 

   



 

 

   

   

  

   

  

  

 

 

   

 

     

 

 

 

  

       

   

 

 

 

  

   

 



 

 

Appendix D: Team Member Contributions 

Nicholas Melena: 

One of my largest contributions to this product was to serve as the expert and guide 
in the theory and physics behind our product and the interaction oflight and sound with 
windows. In this role I assessed the impact of acoustic vibrations on a window, and the 
correlation that these would have on light incident on a vibrating window. I was also 
responsible for analyzing the impact that reflection and propagation has on the laser light 
used in our system in terms of coherence, polarization, attenuation, and other key 
parameters that affect the ability to gather reflected light and produce a useable signal. In 
addition to this also used my knowledge of semiconductor physics to choose the type of 
detector and the specific model of detector that would be best suited for our product 
(based on the photon energies output by our laser and the intensities we expected to 
observe.) 

In addition to this largely theory based roll, I also served as a contributor in the 
designing, building, and testing of our system. I was responsible for designing and building 
the webcam alignment system which is used to aim our collection system, and which we 
can use to see the infrared spot produced by our laser(which is invisible to the naked eye.) 
This entailed creating from scratch a cantilevered swing arm system which had to be 
located at an appropriate image plane. I found this plane and secured the webcam and 
swing arm in place so that the alignment system would produce an accurate image of 
where the system was pointing. I also selected the detector used in our system, and have 
worked with the team assembling and testing the system as a whole and in pieces as our 
project has progressed. In lab, and when testing I am the detector expert I am generally the 
best able to adjust and dial in the photodetector used in our system, and get it to produce a 
useable signal that isn't noise limited. Some other tasks that I have had during the 
fabrication and testing of our system were the aligning and setting up of optical rails with 
all of our test components (lenses, pinhole, detector.) These would have to be set up and 
taken down each time we tested our lab prototypes due to the constraints of our access to 
the optics lab that we operated out of. Another one of the difficult tasks in lab was to align 
all of the components in our collection system in our final box. Due to the purposefully 
loose design of our component track, I worked to position and align the components as 
they were secured in place. 

Another aspect of my contribution to this team and this product was in terms of the 
deliverables and documents prepared for class. For the many presentations that were given 
in class I prepared my share of the slides and was an tried to be an expert in most of the 
systems used in our project so that I could assist my team in fielding questions. I also 



 

 

worked as the systems architect to design and layout the basic high level system designs 
used in the early stages of our project. The original high level block diagram created for our 
system proved to be a very useful graphical description of our system concept and wound 
up being used in almost all of our presentations and reports. I used my knowledge of 
PowerPoint to layout most of the poster which was created for design day. Of course in 
addition to these I also contributed my fair share to each of the documents written for the 
course, creating documents such as the acceptance test plan for the project. 

Charles Mackin: 

I contributed to the group in a number of ways. Firstly, I made sure to attend all 
group meetings and volunteered to help on assignments and presentations in whatever 
capacity possible. During the first semester of the academic year, I logged the times, places, 
and outcomes of our group meetings for the engineering notebook. 

As the team's only electrical engineering student, my background was especially 
useful in matters regarding the electronic portions of the design. I made the decision to 
pursue a digital signal processing based approach as opposed to an analog one. This would 
allow for more signal processing flexibility since it is much easier and less time-consuming 
to change lines of code than it is to redesign analog circuitry and find/order new 
components. 

Once the decision was made to pursue a digital signal processing approach, I was 
responsible for choosing the data acquisition hardware. This meant evaluating the price 
and performance of different data acquisition units from different vendors. I eventually 
made the decision to dedicate almost ten percent of the budget towards purchasing the 
best possible data acquisition unit in terms of bit resolution. The data acquisition sampling 
rate requirement was deemed more than adequate based on the range of the human voice 
and the Shannon-Nyquist sampling theorem. However, without any experimental signal 
data to provide a signal-to-noise ratio estimate, it was impossible to determine whether or 
not the data acquisition unit's bit resolution was sufficient for our purposes. In retrospect, 
given that our design worked, dedicating ten percent of the budget towards purchasing a 
14-bit data acquisition unit proved a good decision. 

I probably had the most programming experience of the team members. Because of 
this, I was tasked with learning the basics of LabVIEW for our data acquisition, preliminary 
signal manipulations, and signal storage. This entailed working through online LabVIEW 
tutorials and attending National Instruments LabVIEW workshops at the University of 
Arizona. 



 

 

I was also tasked with producing MATLAB code capable of performing a variety of 
flexible filter operations. The code I wrote allows the user to select cutoff frequencies for 
band-pass filtering. In addition, the user is able to run the audio data through an arbitrary 
number of notch filters to reduce noise known to occur as specific frequencies (e.g. 60 Hz 
hum). The code is capable of noticeably enhancing audio quality. 

Developing flexible filtering and audio restoration code in MATLAB proved rather 
time-consuming and led to the investigation of commercial audio editing software. I 
eventually decided Adobe Audition would either complement or replace many of the 
functions previously designed in MATLAB. At this point, I had developed a reasonably 
streamlined system for digitally processing the audio data for our remote listening device 
design. 


