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ABSTRACT 

Information represented as binary data residing in 

computer systems can be shared if the computers are 

interconnected by local area networks (LANs). Sensitive 

information sharing is more complex than non-sensitive 

information sharing since users are not permitted the same 

degree of sensitive information accessibility. A LAN 

designer must develop a system model and operational 

procedures which provide an efficient networking capability 

to the users and also provide protection for sensitive 

information which may be accessed through the LAN. A suite 

of communications protocols is the primary tool which will 

allow for the efficient sharing of information between LAN 

users. Cryptographic techniques protect sensitive 

information and form the basis for secure LAN operational 

procedures which are implemented through the exchange of 

cryptographic parameters using communications protocols. 

Proper selection and application of protocol features enable 

LANs to provide efficient networking and security features 

to its users using available technology. 

xi 



1. INTRODUCTION 

The purpose of this thesis is to develop a 

communications system model and present an analysis of 

security requirements for protecting sensitive information 

transferred between system components. As depicted in 

Figure 1, the thesis is organized into five chapters and an 

appendix. Chapter 1, Introduction, describes the problem to 

be analyzed and presents the thesis objectives. Chapter 2, 

Background, presents detailed background material needed to 

establish a common baseline between the issues addressed in 

the thesis and also presents the thesis approach. Chapter 

3, System Protocols, describes the protocols within the 

system which enable it to implement security mechanisms. 

Rationale for selection of the protocols is also presented. 

Chapter 4, System Security Model and Operational Procedures, 

introduces the system security model which is used to 

describe system access control, authentication and secure 

connection management operational procedures. Chapter 5, 

Conclusions, presents recommendations and suggestions for 

future work. The Appendix is a list of Abbreviations and 

Acronyms along with the page where each abbreviation or 

acronym is defined within the thesis text. 
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Problem Definition 

Information is knowledge that can be communicated by 

any means. If the unauthorized disclosure, alteration, 

loss, or destruction of the information can cause 

perceivable damage to someone or something then the 

information is termed sensitive and requires protection. A 

typical example is information regarding the national 

defense and foreign relations of the United States. This 

type of sensitive information is classified in one of three 

hierarchial sensitivity levels, namely, Top Secret (TS), 

Secret (S), or Confidential (C). 

Information processing by organizations has been 

greatly enhanced by digital computer systems whose use has 

proliferated within the past two decades. This is 

particularly true for large organizations such as the United 

States Department of Defense (DoD). The organizational 

elements within the DoD are numerous and essentially are a 

microcosm of society with many different functional 

responsibilities. The DoD computer system users are often 

required to access information maintained in computer 

systems under the operational control of users external to 

their community of interest. Conversely, they may also be 

required to provide access to information, sensitive or 

otherwise, under their operational control. Sensitive 

information represented as binary data requires special 

protective measures when processed by a digital computer 
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system or transferred as a serial bit-stream over digital 

data links. 

Sharing of information between distributed computer 

systems can be facilitated by interconnecting the computer 

systems via reliable, high bandwidth packet switching 

networks. A network which provides these capabilities and 

also covers a geographical area of 0.1 to 25 Kilometers 

(Km), (Stallings 1984a, p. 3), can be categorized as a local 

area network (LAN). A LAN typically interconnects computer 

systems located throughout a building, in adjacent 

buildings, or, in some cases, an entire military 

installation. There may also be a requirement to 

interconnect a LAN to other networks located outside the 

installation. If the LAN is used by organizational elements 

with differing functional responsibilities, (e.g., office 

automation, engineering and data processing centers), then 

it can be denoted as a general purpose LAN. 

A general purpose LAN will often be required to 

interconnect heterogeneous computer systems built by 

different manufacturers. These computer systems generally 

have different internal architectures and will often use 

hardware, software and communications protocols that are 

proprietary. If heterogeneous computer systems are 

interconnected by a LAN then they must use the same external 

communications protocols if they wish to exchange 

information over the LAN. A standard suite of external 
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communications protocols which could be implemented by any 

computer manufacturer would be of great benefit to users of 

a general purpose LAN interconnecting heterogeneous computer 

systems. 

Information exchange through a general purpose LAN 

presents unique problems to the users who maintain sensitive 

information in their computer systems since some of the LAN 

users may not be authorized access to portions of the 

sensitive information. A LAN user is permitted access to 

sensitive information only if he or she has a clearance for 

its sensitivity level and a need-to-know or job related 

requirement to use the information. The problems are 

compounded when different levels of sensitive information or 

perhaps sensitive and non-sensitive information are 

maintained in the same computer system. Although 

organizational guidelines for protecting the information may 

be established, the user maintaining the sensitive 

information is ultimately responsible for its protection and 

must be assured that the identity of the user requesting 

computer system access is authentic prior to determining if 

access should be granted. Once access has been granted, the 

user must also have a method of protecting the information 

while it is being transmitted over a digital data link. 

Since one of the uses of a digital computer system 

is the automation of many routine human activities, it would 

be beneficial to a user if a computer system attached to a 
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LAN or the LAN components themselves could be trusted to 

automatically authenticate a user's identity, determine if 

access should be granted and establish a secure data link 

between correspondent computer systems. However, few 

computer systems or LAN components currently incorporate 

these attributes into their design and therefore cannot be 

trusted to protect sensitive information-

Prior to the detailed design of individual hardware 

and/or software components which may be interconnected to 

form a system, a system level design should be developed to 

insure that the interactions between the various system 

components are fully identified and understood. This is 

particularly true for security related attributes since an 

incorrect system design could cause a compromise of the 

sensitive information maintained by the system. If the 

system is defined to be a general purpose LAN then 

interactions between the computer systems attached to the 

LAN occur through a sequence of operational procedures based 

on a set of system communications protocols. 

A LAN system design goal is to maximize network 

throughput performance and still maintain the integrity of 

the data transferred across the network. Adding security 

related features to the system operational procedures will 

affect system performance by increasing the network overhead 

requirements. Therefore, the system must be optimized to 

insure that the sensitive information transferred between 
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system components is not compromised while, at the same 

time, the decrease in system performance due to increased 

network overhead is kept to a minimum. This problem is 

compounded when the LAN interconnects a set of heterogeneous 

computer systems. 
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Thesis Objectives 

The primary thesis objective is to develop a model 

of a secure communications system composed of heterogeneous 

computer systems interconnected by a general purpose LAN and 

analyze the security requirements needed to protect 

sensitive information transferred between components of the 

system. The system is to be developed from material 

regarding four separate topics which are currently being 

addressed by the DoD, namely, LAN technical issues, 

International Organization for Standardization (ISO) Open 

Systems Interconnection (OSI) layered communications 

architecture, LAN sensitive information management and 

cryptographic information protection issues. To date these 

topics have not been integrated into a single system so that 

they can be subjected to system analysis techniques. This 

thesis develops this system and the analytical results can 

then be used as the basis for further developmental work in 

the various areas to be addressed. 

Another thesis objective is to show how the system 

is made secure through a series of access control and 

authentication operational procedures. These procedures are 

based on the services provided by a suite of standard 

protocols containing features which implement security 

mechanisms using cryptographic techniques. The standard 

protocols are publicly available and can be implemented with 

currently available software and hardware technology. The 
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system operational procedures and protocol suite will be 

analyzed in detail particularly regarding security related 

mechanisms. 

The thesis does not address related data security 

issues such as physical security, administrative controls 

and surveillance mechanisms. However, the relationship of 

these issues to the system model will be discussed when 

appropriate. 



2. BACKGROUND 

This chapter presents the background material needed 

to develop the system security model and perform the 

security requirements analysis. The material presented 

addresses LAN technical issues, the ISO OSI layered 

communications architecture, LAN sensitive information 

management and cryptographic information protection issues. 

The material does not attempt to cover all aspects of these 

four broad topics and is limited to specific facts relevant 

to analyzing the system protocol suite, developing the 

system security model and analyzing the system operational 

procedures. 

A presentation of the approach for meeting the 

thesis objectives concludes the chapter. The approach is 

based on the background material presented in Chapter 2. 

10 
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LAN Technical Issues 

In contrast to most existing large global networks 

such as the telephone system, LANs are usually owned and 

operated by a single organization. A LAN offers a reliable, 

high performance networking capability to its users with 

typical performance characteristics of error rates of 10~® 

to 10~H and data rates of 1 to 20 Megabits per second 

(Mbps). LANs are particularly useful for applications which 

require resource sharing and single terminal access to 

multiple systems. LANs generally experience lower 

communications costs than those of long haul networks (LHNs) 

which means that the cost performance tradeoffs are thus 

significantly different (Stallings 1984a, p. 3, p. 69). 

A typical, somewhat simplified, general purpose LAN 

system configuration is depicted in Figure 2. As shown in 

Figure 2, the LAN consists of active Communications 

Interface Units (CIUs) that connect a variety of user 

devices (computer systems) to a passive transmission medium. 

The CIUs are composed of hardware and software which provide 

a physical and electrical interface between the user devices 

and transmission medium and which implement a suite of 

communications protocols. Since the user devices attached 

to the LAN perform different functions they are most likely 

heterogeneous and the physical connection of a device to the 

LAN does not, by itself, guarantee functional 
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interoperability between processes because different 

communications protocols may be used. 

The general purpose LAN not only can interconnect 

user devices locally, it may also provide connectivity to 

LHNs and other LANs. Local communications between user 

devices which do not leave the LAN are called intra-LAN 

communications while communications between user devices on 

different LANs or between a LAN and LHN are called 

internetworking communications. Burg, Chen and Folts (1984, 

p. 13 7) suggest that most LAN communications will be the 

intra-LAN type with seventy to ninety percent of 

communications remaining on the LAN between local users. 

Stallings (1984a, p. 68) has categorized three types 

of local networks, i.e., LAN, high speed local network 

(HSLN) and computerized branch exchange (CBX). The HSLN and 

CBX types of local networks will not be addressed since they 

are not applicable to the thesis objectives. The LAN 

characteristics discussed below distinguish the LAN used for 

the system model from other LANs and also from other local 

networks. 

Type 10BASE5 LAN Characteristics 

The LAN characteristics discussed will be primarily 

concerned with the parameters for the Type 10BASE5 

implementation identified in the Institute of Electrical and 

Electronics Engineers (IEEE) Std. 802.3-1985 (p. 18). Type 
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10BASE5 means a 10 Mbps baseband medium whose maximum 

segment length is 500 Meters (M). This is done for the sake 

of brevity since a detailed discussion of implementations 

other than 10BASE5 is not a thesis objective. Table 1 

summarizes representative Type 10BASE5 characteristics. 

Switching Technique. The Type 10BASE5 LAN uses the 

packet switching technique whereby the length of a message 

data unit that may be transmitted through the LAN is limited 

to some predetermined maximum value, typically one thousand 

to a few thousand bits (Stallings 1984a, p. 31).1 These data 

units are denoted as packets and if the length of the 

message exceeds the predetermined maximum value then the 

message is divided into packets which are transmitted one at 

a time. Network addressing and control information are 

appended to each packet at the transmitting station and 

removed at the receiving station. Other local network 

switching techniques include circuit switching which is used 

by the CBX type of local network. 

Transmission Technique. The Type 10BASE5 LAN uses 

the baseband transmission technique whereby the entire 

bandwidth of the transmission medium is used for digital 

signaling. The digital signals are transmitted onto the 

medium as voltage pulses and a Manchester coding scheme is 

used to represent binary digits. The other common LAN 

transmission technique is broadband which uses frequency 

division multiplexing (FDM) and analog signaling in the 
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Switching Technique Packet Switching 

Transmission Technique Baseband w/Manchester 
Encoding 

Topology Bus 

Medium Access Control CSMA/CD 

Transmission Medium 50 Ohm Coaxial Cable 

Maximum Transmission Speed 10 Mbps 

Maximum Distance 500 M w/o Repeater Sets 

Table 1 - Type 10BASE5 LAN Characteristics 
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radio frequency (RF) range and often uses frequency shift 

keying (FSK) modulation techniques. 

Topology. The term topology, in the context of a 

communications network, refers to the way in which the end 

points or stations of the network are interconnected 

(Stallings 1984a, p. 53). The Type 10BASE5 LAN uses the bus 

topology (see Figure 3) whereby a transmission from any 

attached station propagates throughout the medium and can be 

received by all other attached stations. Such a medium is 

referred to as multipoint or broadcast. Although stations 

are physically connected to the transmission medium and 

hence to each other, communications between stations 

actually occurs via logical data links. Direct physical 

connection through a dedicated communications path 

established between two stations is a circuit switching 

technique commonly used in the telephone system or the CBX 

type of local network. Other types of network topologies 

include the star, ring and tree. 

Medium Access Control. For a bus topology LAN it is 

possible for two or more attached stations to 

transmit simultaneously which requires some means of 

controlling access to the transmission medium if two 

stations are to exchange data. The Type 10BASE5 LAN uses 

the Carrier Sense Multiple Access with Collision Detection 

(CSMA/CD) medium access control technique as defined in IEEE 

Std. 802.3-1985. CSMA/CD is random in the sense that 
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stations attempt to access the medium at will and at random 

times. To transmit, a station waits (defers) for a quiet 

period on the medium (that is, no other station is 

transmitting) and then sends the intended message in 

bit-serial form. If, after initiating a transmission, the 

message collides with that of another station, then each 

transmitting station intentionally sends a few additional 

bytes to ensure propagation of the collision throughout the 

system. The station remains silent for a random amount of 

time (backoff) before attempting to transmit again (IEEE 

Std. 802.3-1985, p. 13). The other commonly used medium 

access control techniques are the Token Bus (IEEE Std. 

802.4-1985) and the Token Ring (IEEE Std. 802.5-1985). 

These are regulated access techniques, that is, some 

algorithm is used to regulate the sequence and time of 

station access. 

Transmission Medium. The Type 10BASE5 LAN uses 50 

Ohm coaxial cable because, for digital signals, the 50 Ohm 

cable suffers less intense reflections from the insertion 

capacitance of the taps, and provides better immunity 

against low frequency electromagnetic noise than the 

standard community antenna television (CATV) 75 Ohm coaxial 

cable used in broadband systems (Stallings 1984a, p. 76). 

Other transmission media used for LANs include twisted pair 

cable and optical fiber. 
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Maximum Transmission Speed. The maximum 

transmission speed for a Type 10BASE5 LAN is defined to be 

10 Mbps. This is a constraint imposed by the original 

designers of the Ethernet upon which the Type 10BASE5 LAN 

specifications are based. The constraint is based on the 

speed of the integrated circuits available in the 1970s. 

Maximum Distance. The maximum segment length of the 

Type 10BASE5 LAN is 500 M. The maximum transmission path 

can be increased using repeater sets. The maximum 

transmission path consists of five segments, four repeater 

sets and various interface unit cabling (IEEE Std. 

802.3-1985, p. 118). Distances of up to 25 Km or more can 

be attained with other implementations such as broadband. 

Relationship to LHNs 

Schneidewind (1983, p. 17) has identified several 

significant differences in the characteristics that 

distinguish a LAN and LHN. Table 2 is taken from 

Schneidewind and shows a comparison of LAN and LHN 

characteristics. 
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CHARACTERISTIC LOCAL NETWORK LONG-DISTANCE NETWORK 

Typical 
Bandwith 

10 million bits 
per second. 

56,000 bits per 
second. 

Acknowledgment One message 
acknowledged at a 
time. 

N messages 
acknowledged at a 
time. 

Message Size 
and Format 

Small (simple 
header). No need 
to divide message 
into packets. 

Large (complex 
header). Need to 
divide into packets. 

Network 
Control 

Minimum 
requirement due 
to small number 
of links and 
simple topology. 

Extensive due to large 
number of nodes and 
links and complex 
topology. 

Flow/ 
Congestion 
Control 

Minimum due to 
high bandwidth 
and simple 
topology. 

Extensive due to low 
bandwidth and complex 
topology. 

Error Rate Relatively low, 
Operated in benign 
environment. 

Relatively high. 
Operated in noisy 
environment of 
telephone network. 

Message 
Sequence 
and Delivery 

Minimum problem 
due to simple 
topology (e.g., 
bus or ring). 

Major problem due to 
complex topology 
(e.g., mesh). 

Table 2 - Comparison of LAN and LHN Characteristics 
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CHARACTERISTIC LOCAL NETWORK LONG-DISTANCE NETWORK 

Standard 
Architecture 

Usually only two 
or three bottom 
layers provided. 

Frequent use of all or 
many ISO layers. 

Routing None required due 
to simple 
topology. 

Major problem due to 
complex topology. 

Delay Time Small due to short 
distance and 
medium (e.g., 
coaxial cable) . 

Large due to distance 
and medium (e.g., 
satellite). 

Addressing Simple intra-
network 
communication due 
to simple topology. 
Complex inter
network 
communication due 
to the use of 
LHN(s). 

Complex because of 
many nodes and links. 

Table 2 - Continued 
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The ISO OSI Layered 
Communications Architecture 

To reduce network communications design complexity, 

network architectures can be organized as an hierarchial set 

of layers, each one built upon its predecessors. Each layer 

performs a related subset of the functions required to 

communicate with another system and offers certain services 

to the higher layers. The details on how the services are 

actually implemented are shielded from the next higher 

layer. By defining the functions of a layer so that changes 

in one layer do not require changes in other layers, network 

communications design complexity is reduced from one overall 

problem into a number of more manageable subproblems. 

This is the approach that the ISO has taken with 

their OSI Reference Model. The OSI Basic Reference Model is 

defined in ISO 7498-1984. The ISO layered architecture 

consists of seven layers as depicted in Figure 4. Layers 1 

and 2, (Physical Layer and Data Link Layer), are concerned 

with functions for gaining access to and controlling 

operation over, the medium to which a station is attached. 

Layers 3 and 4, (Network Layer and Transport Layer), are 

concerned with end-system-to-end-system connectivity and 

layers 5, 6 and 7, (Session Layer, Presentation Layer and 

Application Layer), are concerned with network functions 

beyond reliable data transfer. It is important to note that 

the OSI Reference Model only provides a framework for the 
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development of standards which would allow heterogeneous 

computer systems to be "open" to each other and does not 

address specific implementations. However, the ISO has 

developed various service and protocol standards which 

implement the functions of each layer. 

The boundary between the Transport Layer and Session 

Layer is the key protocol demarcation line in the OSI 

Reference Model. The protocols under this line are all 

concerned with reliable and cost effective data transfer. 

If it is necessary to ensure reliability, then protocols 

below the boundary line must be able to correct any errors 

introduced between end systems. Above this line, protocols 

perform common functions that are data transfer independent, 

such as the resolution of syntax differences (code 

conversion) or the coordination associated with a file 

transfer. Therefore the OSI protocol standards for the 

Session Layer and above apply just as much to an "open" on a 

LAM as they do to an "open" system on a LHN (Burg, et al 

1984, p. 133). 

The discussions in the thesis will be primarily 

concerned with the security services and mechanisms which 

will allow secure data transfer on a LAN. Protocols for the 

Session Layer and above will not be discussed in detail. 

Also, since communications hardware is reasonably standard 

and generally presents few interoperability problems, the 

Physical Layer will not be discussed. The thesis will 
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address the interaction between ISO protocols and services 

for the Data Link Layer, Network Layer and Transport Layer 

particularly regarding security services and mechanisms. 

The ISO OSI Concepts and Terminology 

ISO 7498-1984 contains unique ISO OSI concepts and 

terminology which must be understood prior to discussing the 

ISO protocols. Figure 5 illustrates some of the OSI 

concepts which will be pertinent to the thesis objectives. 

Much of the material for this discussion is summarized from 

Zimmermann (1980). 

Any layer can be referred to as the (N)-layer, while 

its next lower and next higher layers are referred to as the 

(N - l)-layer and the (N + 1)-layer, respectively. The same 

notation is used to designate all concepts relating to 

layers, e.g., entities in the (N)-layer are termed 

(N)-entities. An (N)-entity implements functions of the 

(N)-layer and also the protocol for communicating with 

(N)-entities in other systems. Examples of entities are a 

process in a multiprocessing system or a subroutine. There 

might be multiple identical (N)-entities at the same 

(N)-layer or there may also be differing (N)-entities 

corresponding to different protocol classes at the same 

(N)-layer. Entities located at the same layer within 

different systems are called peer entities. 
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Except for the highest layer which operates for its 

own purpose, (N)-entities distributed among the 

interconnected open systems work collectively to provide the 

(N)-service to (N + l)-entities as depicted in Figure 5. In 

other words, the (N)-entities can add value to the 

(N - 1)-service they get from the (N - 1)-layer and offer 

this value added service, i.e., the (N)-service to the 

(N + l)-entities. 

The point at which (N)-services are provided by an 

(N)-entity to an (N + 1)-entity is referred to as an 

(N)-service access point or (N)-SAP. Each (N)-SAP is 

identified with an (N)-address which uniquely identifies the 

(N)-SAP at the interface between the (N)-layer and the 

(N + l)-layer. 

The following example of these concepts will serve 

to clarify these issues. If the Transport Layer is denoted 

as the (N)-layer, then the Network Layer is the 

(N - l)-layer and the Session Layer is the (N + l)-layer. A 

transport entity ((N)-entity) uses network services 

((N - l)-services provided by a network entity 

((N - 1)-entity) through a network SAP (NSAP), i.e., 

(N - 1)-SAP. In turn, the transport entity provides 

transport services ((N)-services) to a session entity 

( (N + 1)-entity) through a transport SAP (TSAP), i.e., 

(N)—SAP. 
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If two peer session entities want to exchange data, 

a transport connection ((N)-connection) is established 

between two respective TSAPs. The transport connection is 

established using a transport protocol ((N)-protocol). The 

two peer session entities then communicate by using their 

respective transport services. The units of data with which 

they communicate are called transport protocol data units 

(TPDUs), i.e., (N)-protocol data units (PDUs). Therefore, 

an (N)-layer peer-to-peer protocol is implemented through 

the exchange of (N)-PDUs between (N)-entities. The units of 

data that the Network Layer will transmit between transport 

entities are known as network service data units (NSDUs), 

i.e., (N - 1)-service data units (SDUs). A TPDU presented 

to the Network Layer becomes a NSDU. 

Data Link Layer 

The purpose of the Data Link Layer is to provide a 

functional and procedural means to establish, maintain and 

release data link connections and to add reliability to the 

potentially unreliable raw bit-stream service produced by 

the Physical Layer. The Data Link Layer includes functions 

for the synchronization, recognition, management and error 

control of data transmitted between peer network entities. 

In packet switching networks these functions are performed 

through a data encapsulation mechanism called framing. 
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An example of a traditional layer 2 link control 

protocol which uses framing is the bit-oriented ISO High 

Level Data Link Control (HDLC) (ISO 3309-1984, ISO 4335-1984 

and ISO 7809-1984). Bit-oriented protocols treat a block of 

data as a bit-stream rather than a character stream. 

Network Layer 

The purpose of the Network Layer and underlying 

layers 1-2 is to provide a subnetwork independent network 

service to the Transport Layer. A subnetwork is a set of 

one or more intermediate open systems consisting of physical 

equipment and/or transmission facilities which provides 

relaying and through which end open systems may establish 

network connections. A subnetwork is a representation 

within the OSI Reference Model of a real network such as a 

carrier network, a private network, or a LAN (ISO 7498-1984, 

p. 29). The network service will allow for the transparent 

exchange of data between peer transport entities. The 

Network Layer provides message routing between end systems, 

either of the same subnetwork or any other subnetwork, 

whether or not these subnetworks are separated by any 

physical distance. An example of a Network Layer protocol 

is the DoD Internet Protocol (IP) (Military Standard 

(MIL-STD) 1777 1983). 
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Transport Layer 

The purpose of the Transport Layer and underlying 

layers 1-3 is to provide a network independent transport 

service to the transport service user (TS-user). The 

TS-user can be a session entity or an application process. 

The transport service will allow for the transparent 

exchange of data between peer TS-users in different OSI end 

systems. As depicted in Figure 4, the Transport Layer is 

the lowest layer of true end-system-to-end-system 

significance where the ends are defined as correspondent 

transport entities. The Transport Layer can call upon and 

optimize the network services provided by the Network Layer 

and underlying layers 1-2 to actually move data between end 

systems. An example of a Transport Layer protocol is the 

DoD Transmission Control Protocol (TCP) (MIL-STD-1778 1983). 

Connection Mode and Connectionless Mode Transmission 

There are two divergent packet switching network 

approaches regarding the reliable transmission of data units 

(packets) from one correspondent OSI end system to another. 

Transmission is considered reliable if the packets are 

delivered error free, in sequence and with no losses or 

duplications. The divergence in transmission approaches is 

concerned with the distribution of the responsibility for 

providing reliable data transmission services between end 

system and network. The first approach is the connection 
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mode (virtual circuit) school of thought which believes in 

added functionality within the network and reduced 

functionality in the end systems. The second approach is 

the connectionless mode (datagram) school of thought which 

believes in minimum functionality within the network and 

requires maximum functionality in the end systems. 

The connection mode transmission approach for 

providing reliability is based on the properties of 

conditioned, dedicated line communications which were 

prevalent prior to the advent of packet switching 

technology. Conditioned, dedicated lines provide a low 

transmission error rate and inherently insure that the 

sequentiality of the transmitted data is maintained. 

Therefore, the function of the network is to not only move 

bits from one end system to another but to ensure that the 

transmission is error free and that the bits arrive in 

proper sequence. 

An (N)-connection proceeds through three distinct 

phases: Connection establishment, data transfer and 

connection release. During the connection establishment 

phase, parameters and options which will govern the 

transmission of data can be negotiated between correspondent 

peer (N)-entities. A connection can be established between 

peer (N)-entities within any OSI layer. The connection is 

not only established between peer (N)-entities it is also 
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established between each (N)-entity and an (N - 1)-entity at 

the next lower layer. 

The connectionless mode transmission approach for 

providing reliability is based on the properties of 

distributed networks which evolved with the advent of packet 

switching technology. This approach views the network as 

being inherently unreliable and the function of the network 

is to merely move bits from one end system to another. The 

responsibility for recovering from errors and maintaining 

sequentiality of packets remains with the end systems. 

For connectionless mode transmission, an 

(N)-connection is not established between peer (N)-entities. 

However, an association is required between each (N)-entity 

and an (N - 1)-entity. All the information required to 

deliver an (N)-PDU, as well as the data itself, is presented 

to the (N - 1)-layer in a single interaction. The 

(N - 1)-layer is not required to relate this interaction to 

any previous or subsequent interaction. 

It is important to note that an (N)-connection 

established between correspondent peer (N)-entities in one 

layer does not depend upon a connection being established 

between peer entities at other layers. For example (Figure 

6), a transport connection between peer session entities 

does not require a network connection between peer transport 

entities or a data link connection between peer network 
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entities. If a transport connection is established between 

peer session entities and the lower layers use 

connectionless mode transmission, the Transport Layer is 

responsible for the reliable transmission of data from one 

OSI end system to another. Thus, the Transport Layer is an 

important interface which plays a dual role. From one 

perspective, the peer session entities are correspondent end 

systems which rely on the Transport Layer and underlying 

layers 1-3 to provide a virtual circuit network service 

which is totally responsible for the reliable transmission 

of data. From another perspective, the Network Layer and 

underlying layers 1-2 form an unreliable network which 

provides a datagram network service and depends on the end 

system, {i.e., the Transport Layer), to provide reliable 

transmission of data. 

The ISO OSI Security Architecture 

The ISO is currently developing an addendum to ISO 

7498-1984 (Working Group (WG) 16.1 Paris 39) which defines 

the general OSI security architectural features needed to 

protect communications between open systems. The addendum 

provides a framework for improving existing standards or 

developing new standards in the context of OSI in order to 

allow secure communications. The addendum provides a 

general description of security services and of related 

mechanisms, which may be provided by layers of the OSI 
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Reference Model and defines the positions within the OSI 

Reference Model where the services and mechanisms may be 

provided. 

The ISO OSI Security Services. The following are 

OSI security services defined in WG 16.1 Paris 39 which are 

pertinent to the thesis objectives. 

a. Peer Entity Authentication. Peer entity 

authentication is the positive identification of a peer 

entity in an association. This service is provided at the 

establishment of a connection in order to provide a high 

degree of confidence that the connection has been 

established with the addressed peer entity (and not to an 

entity attempting a masquerade or a replay of a previous 

establishment). 

b. Data Origin Authentication. Data origin 

authentication is the positive identification of the source 

or sender of data received. This service provides assurance 

that data has not been transferred from any source other 

than the one claimed. 

c. Data Confidentiality. Data confidentiality is 

the property that data is not made available or disclosed to 

unauthorized individuals, entities, or processes. This 

service provides for the protection of data from 

unauthorized disclosure and may be applied to connection 

mode or connectionless mode transmission. 
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d. Data Integrity. Data integrity is the property 

that data has not been exposed to accidental or malicious 

alteration or destruction. This service detects active 

attacks and may be applied to connection mode or 

connectionless mode transmission. 

e. Access Control. Access control is the limiting 

of rights or capabilities of one entity to communicate with 

other entities, or to use functions or services in open 

systems. This service provides protection against 

unauthorized use of the resources accessible via OSI. 

The ISO OSI Security Mechanisms. The following are 

OSI security mechanisms defined in WG 16.1 Paris 39 which 

may be incorporated into the (N)-layer in order to provide 

the services identified above to the (N + 1)-layer. Table 3 

provides a summary of the mechanisms which implement the OSI 

security services. These mechanisms will be discussed in 

detail in the remaining sections of Chapter 2. 

a. Authentication Exchange Mechanisms. Two OSI 

authentication exchange mechanisms may be applied: 

Passwords supplied by a source and checked by the recipient; 

and cryptographic techniques. The mechanisms may be 

incorporated into the (N)-layer in order to provide peer 

entity authentication or data origin authentication. If the 

mechanism does not succeed in authenticating the entity or 

data, this will result in rejection of the connection or 

data and also possibly cause an entry in a security audit 
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trail and/or signal the security-relevant failure to a 

Network Security Management Center (NSMC). Peer entity 

authentication may be unilateral or bilateral, the latter 

involving mutual authentication. 

b. Encipherment. Encipherment (encryption) is the 

rendering of plaintext unintelligible by means of an 

encoding mechanism. Encipherment can provide data 

confidentiality and also plays a part in a number of other 

security mechanisms. 

c. Data Integrity Mechanisms. There are two 

aspects of data integrity: The integrity of a single data 

unit or field; and the integrity of a stream of data units 

or fields. In general, different mechanisms are used to 

provide the two types of integrity, although provision of 

the second without the first is not practical. Protecting 

the integrity of a single data unit is accomplished with 

manipulation detection codes or cryptographic 

checkfunctions. Protecting the integrity of a sequence of 

data units requires additionally some form of sequence 

numbering and may use time stamping. 

d. Notarization Mechanism. A notarization 

mechanism provides assurance of the integrity, origin and/or 

receipt of information communicated between entities by the 

trusted mediation of another entity. A service employing 

such a mechanism may require the use of a particular or 

special protocol. 
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e. Access Control Mechanisms. These mechanisms use 

the authenticated identity of an entity or trusted 

information about the entity, (such as membership of a known 

set of entities or the capabilities or credentials of the 

entity), in order to determine and enforce the access rights 

of the entity. When the entity attempts to use an 

unauthorized resource the access control function will 

reject the attempt and may additionally report the incident 

for the purposes of generating an alarm and/or forming part 

of an audit trail. 

Placement of Security Services and Mechanisms in the 

ISO 0S1 Reference Model. WG 16.1 Paris 39, Section 7 

indicates the layers of the OSI Reference Model in which 

particular security services and mechanisms can be provided. 

With the exception of layers 2 and 5, some type of security 

service can be provided at any layer. The ISO has chosen 

not to provide security services at layers 2 and 5 because 

there are no additional benefits provided at those layers 

that cannot be provided at the adjacent (N + 1)-layer or 

(N - l)-layer. However, since the thesis is only concerned 

with secure data transfer, only layer 4 (Transport Layer) 

security services and mechanisms will be discussed. 

The reasons for locating security services and the 

associated mechanisms in the Transport Layer are discussed 

in detail in Voydock and Kent (1983). In summary, (Voydock 

and Kent 1984, p. 434), end-to-end security mechanisms seem 
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to be most appropriate for an OSI environment and the 

Transport Layer is the lowest layer in which such mechanisms 

can be implemented (see Figure 4) . By putting the 

mechanisms there, the maximum amount of end-to-end 

information is protected. Also, the Transport Layer 

contains elaborate transmission error recovery mechanisms 

that can be easily augmented to support security. Adding 

such mechanisms to a protocol above the Transport Layer 

would considerably complicate that protocol and, for the 

most part, duplicate mechanisms already present in the 

Transport Layer. 
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LAN Sensitive 
Information Management 

Protection of sensitive information is a primary 

issue of concern when computer systems are interconnected by 

a broadcast LAN such as the Type 10BASE5 LAN. This is 

because sensitive information maintained in computer systems 

attached to the LAN can potentially be accessed by any other 

computer system on the same LAN or, if the LAN is connected 

to a LHN, by computer systems external to the LAN. If the 

LAN is denoted as general purpose then some of the LAN users 

may not be authorized access to the sensitive information. 

Also, when packets of sensitive information are transmitted 

onto a broadcast LAN they can be read by any device attached 

to the LAN even if the device does not belong to an 

authorized user. Unauthorized monitoring of the LAN medium 

is called wiretapping. 

A computer system can be considered as a component 

of a larger Automatic Data Processing (ADP) system. An ADP 

system is an assembly of a computer system, facilities, 

personnel and procedures configured for the purpose of 

classifying, sorting, calculating, computing, summarizing, 

storing and retrieving data and information with a minimum 

of human intervention (DoD Directive 5200.28 1978, Encl. 2, 

p. 1). Stand alone ADP systems which maintain sensitive 

information are usually in physically controlled areas whose 

access is under the administrative control of the ADP system 



42 

operating personnel. The mechanisms of user identification, 

authentication and access control within a single stand 

alone time sharing computer system, although not necessarily 

easy to implement, are well understood. For example, 

authentication by password checking at login time is widely 

accepted. More exotic and sophisticated authenticators, 

such as magnetic cards, fingerprint readers and even voice 

print readers are also available (Karger 1985, p. 27). 

When LANs are involved, authentication and 

authorization policies tend to be less well understood and 

difficult to implement. One technique is the separation of 

data channels in accordance with user security authorization 

levels. For a baseband LAN this can be accomplished by 

using physically separate LANs for each security level or in 

the case of a broadband LAN, separate frequencies can be 

assigned for each security level (Shirey 1982, p. 30). In 

either case, the LAN can be used only by those users 

authorized access to the security level of the sensitive 

information maintained in the attached computer systems. 

These techniques are difficult to implement for a general 

purpose LAN whose users are authorized access to different 

security levels. 

Sensitive information transmitted onto the LAN 

medium can be protected against wiretapping by installing 

the medium in a hardened cable path known as a protected 

distribution system (PDS). A PDS is constructed of 
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thickwalled steel conduit whose joints are welded to prevent 

disconnection of the PDS by other than forcible means. 

However, a PDS does not prevent authorized LAN users from 

reading sensitive information packets on a broadcast LAN. 

The ISO, as previously discussed, has identified 

security services and mechanisms in its OSI architecture. 

These services and mechanisms are incorporated into 

protocols which are used to exchange authentication and 

secure transport connection establishment parameters and 

also can assist access control procedures on a general 

purpose broadcast LAN. The protocols can then be 

implemented by trusted CIUs which are relied upon to help 

enforce network security policies. A LAN user who is 

required to maintain sensitive information could benefit 

from a trusted CIU which would automatically provide an 

authentication service, guarantee that the information 

transmitted onto the medium is protected from unauthorized 

disclosure or alteration and still allow information sharing 

between users who are authorized access to different levels 

of sensitive information. 

LAN Security Threats 

A computer system attached to a LAN is vulnerable to 

several types of attacks. If an intruder can gain access to 

a computer system under another user's account, then the 

intruder can access the user's data files and all other 
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information permitted to the user. Similarly, if a process 

can spoof legitimate users logging into the system into 

believing that they are conversing with the system, the 

process might be able to obtain confidential information 

from these users (e.g., their login passwords) (Denning 

1983, p. 7). This type of threat is denoted as 

masquerading. Protection against masquerading requires that 

the system and user be able to mutually authenticate each 

other. Access to computer systems and entry to buildings 

should be controlled according to the identity of the 

person, but like many human skills and abilities that we 

take for granted (such as language and vision), recognizing 

a person is hard for a computer system (Davies and Price 

1984, p. 179). 

There are two basic types of attacks on LAN 

security; passive attacks and active attacks 

(masquerading, for example, is an active attack). The 

threats to information channel security are known as passive 

and active wiretapping. Passive wiretapping refers to the 

interception of messages usually without detection. Active 

wiretapping refers to deliberate modifications made to a 

message stream. 

The main threat posed by passive wiretapping is the 

disclosure of message contents to unauthorized individuals. 

Passive wiretapping can also be used to monitor traffic flow 

through a network to determine who is communicating with 
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whom. In some situations, the fact that two communicants 

are communicating may in itself be sensitive information 

even though the information transmitted is not sensitive. 

This type of threat is known as traffic analysis. 

Broadcast LANs are also vulnerable to a type of 

passive attack known as leakage. Leakage refers to the 

transmission of data to unauthorized users by processes with 

legitimate access to the data (Denning 1983, p. 6). 

Active wiretapping poses several different threats 

to a message stream. Messages can be modified by new false 

data, new false messages can be injected, replays of 

previous legitimate messages can be injected, or messages 

can be deleted. 

Security Policy 

Security policy is the set of laws, rules and 

practices that regulate how an organization manages, 

protects and distributes sensitive information (Computer 

Security Center Standard (CSC-STD) 001-83 1983, p. 113). 

Broad, generalized security policy guidelines are 

established at the higher echelons of large organizations 

like the DoD. These guidelines are provided in documents 

such as Executive Orders and DoD Directives. The lower 

organizational echelons must implement the general security 

policy guidelines as they apply to their specific 

requirements. Different lower organizational elements may 
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have different security policies and still meet the general 

security policy guidelines. 

Currently, the implementation of an organizational 

element security policy is primarily a manually controlled, 

administrative function. The recent advent of computer 

based automated systems such as electronic mail has led to a 

corresponding requirement to automate certain aspects of 

security policy. With a few exceptions such as the 

Honeywell Secure Communications Processor (SCOMP) or UNIX V 

operating system (OS), security features are not 

incorporated into the design of most computer systems. 

There are add on security software or hardware packages 

available which offer a limited degree of security. 

However, these add on features only solve a few specific 

security related problems and do not address the more 

general topic of security policy. Prior to designing 

security features into a computer system, an explicit and 

well defined security policy must be established. Secure 

computer system design criteria can then be developed from 

the security policy. 

Authentication in a LAN 

Peer entity and data origin authentication protect 

sensitive information from replays of a previously 

successful connection establishment sequence, replays of 

previous messages and can assist in protecting from 
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masquerading. Authentication mechanisms using cryptographic 

techniques will be discussed in Chapters 3 and 4. 

The authentication mechanisms can be implemented in 

each CIU, available for use by all LAN Stations at some 

centralized network Authentication Center (AC), or a 

combination of both. Mutual authentication would require 

some type of authentication mechanism in each CIU so that 

authentication could be performed between each LAN Station 

as well as between each LAN Station and centralized network 

AC. 

Access Control in a LAN 

A secure computer system is required to control, 

through use of specific security features, access to 

information such that only properly authorized individuals, 

or processes operating on their behalf, will have access to 

read, write, create, or delete information (CSC-STD-001-83 

1983, p. 3). The security features must be based on the 

abstract concept of a reference monitor which enforces the 

authorized access relationships between subjects and objects 

of a system. A subject is an active entity, generally in 

the form of a person, process, or device that causes 

information to flow among objects or changes the system 

state. An object is a passive entity that contains or 

receives information. Access to an object potentially 

implies access to the information it contains. Examples of 
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objects are: Records, blocks, pages, segments, files, 

directories, directory trees, and programs, as well as bits, 

bytes, words, fields, processors, video displays, 

keyboards, clocks, printers and network nodes (CSC-STD-001 

-83 1983, pp. 112-113). 

The reference monitor concept was introduced in a 

report for the Electronic Systems Division (ESD) of the 

United States Air Force (Anderson 1972). The concept was 

originally applied to single, stand alone computer systems. 

If one can consider a computer system as an entity that must 

in some instances implement or enforce a security policy, 

then by extension, one can consider a network as an entity 

(system) that must in some instances also implement or 

enforce a security policy (Anderson 1985, p. 77). 

A reference validation mechanism implements the 

reference monitor concept by validating each reference to 

data or programs by any user (program) against a list of 

authorized types of reference for that user. The following 

three design requirements must be met by any reference 

validation mechanism. 

a. It must be tamper proof. 

b. It must always be invoked. 

c. It must be small enough to be subject to 

analysis and test, the completeness of which can be assured 

(Anderson 1972). 
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A security kernel is an example of a reference 

validation mechanism. The relationship of the security 

kernel and reference monitor is shown in Figure 7. The 

objective of the security kernel is to isolate the access 

checking mechanisms in a small system nucleus which mediates 

all access requests to ensure they are permitted by the 

system's security policy. The security of the system is 

established by proving the protection policies meet the 

requirements of the system and that the kernel correctly 

enforces the policies. 

There are two basic means of controlling access to 

information that must be considered in the design of any 

secure LAN. These two means are discretionary access 

control and mandatory access control. 

Discretionary Access Control. Discretionary access 

control is a means of restricting access to information 

based on the identity of the individual and/or groups to 

which they belong. The controls are discretionary in the 

sense that a subject with a certain access authorization 

may, at its discretion, be capable of passing (perhaps 

indirectly) that access type or a subset on to any other 

subject (Downs, Rub, Kung and Jordan 1985, p. 208). A 

typical mechanism for enforcing discretionary access control 

is an access list containing the name associated with a 

process which can access the information maintained in the 

user's data base along with a corresponding list of named 
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individuals and a list of groups of named individuals with 

their respective modes of access to the process. 

Discretionary access control allows the LAN users to 

exercise the need-to-know criteria and restrict an 

individual from accessing a user's data base even if the 

individual has formal authorization to do so. The user has 

ultimate responsibility for insuring that his data base is 

protected from unnecessary access and potential compromise 

and can restrict access permission to those individuals with 

a clear need-to-know. 

Mandatory Access Control. Mandatory access control 

is a means of restricting access to objects based on the 

sensitivity of the information contained in the objects and 

formal authorization of subjects to access information of 

such sensitivity. The objects are assigned a sensitivity 

label which describes the sensitivity of the information and 

which is used as the basis for mandatory access control 

decisions. 

The formal security authorization parameters used in 

mandatory access arbitration can be maintained by a system 

security administrator in a centralized network data base. 

Insuring that the sensitivity labels accurately represent 

information maintained in the various data bases distributed 

throughout the LAN is primarily the responsibility of the 

LAN users with assistance provided by the security 

administrator. 
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Security Modes of Operation 

The system high and multilevel security modes of 

operation are two of four security modes of operation 

defined in DoD Directive 5200.28. The other two modes, 

dedicated and controlled, will not be discussed. 

For the system high security mode of operation, all 

equipment is protected in accordance with requirements for 

the most classified information processed by the system. 

All users are cleared to that level, but some users may not 

have a need-to-know for some of the information. 

For the multilevel security mode of operation, some 

users having neither a security clearance nor a need-to-know 

for some information processed by the LAN can have access to 

the LAN. Separation of personnel and material is 

accomplished by a computer OS or software. 

Trusted Computer System 

A computer system is said to be trusted if it 

employs sufficient hardware and software integrity measures 

to allow its use for processing sensitive information. This 

definition can be extended to include a network. A security 

policy which clearly identifies the required hardware and 

software integrity measures and which creates a basic 

protection environment for the trusted computer system must 

be developed. The heart of a trusted computer system is the 

Trusted Computing Base (TCB) which contains all of the 
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elements of the system responsible for supporting the 

security policy and supporting the isolation of objects 

(code and data) on which the protection is based. The 

ability of a TCB to correctly enforce a security policy 

depends solely on the mechanisms within the TCB and on the 

correct input by system administrative personnel of 

parameters (e.g., user's clearance) related to the security 

policy (CSC-STD-001-83 1983, p. 114). 

The National Computer Security Center has developed 

trusted computer system evaluation criteria (CSC-STD-001-83 

1983) which provide a basis for the evaluation of the 

effectiveness of security controls built into ADP system 

products. These criteria were developed with three 

objectives in mind: 

a. To provide users with a yardstick with which to 

assess the degree of trust that can be placed in computer 

systems for the secure processing of classified or other 

sensitive information. 

b. To provide guidance to manufacturers as to what 

to build into their new, widely available trusted commercial 

products in order to satisfy trust requirements for 

sensitive applications. 

c. To provide a basis for specifying security 

requirements in acquisition specifications. 
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The criteria are divided into four divisions: D, C, 

B, and A ordered in a hierarchial manner with the highest 

division (A) being reserved for systems providing the most 

comprehensive security. Each division represents a major 

improvement in the overall confidence one can place in the 

system for the protection of sensitive information. Within 

divisions C and B there are a number of subdivisions known 

as classes. The classes are also ordered in a hierarchial 

manner with systems representative of division C and lower 

classes of division B being characterized by the set of 

computer security mechanisms that they possess. The class 

B3 TCB most closely matches the thesis objectives and will 

be the only criteria discussed. 

Division B criteria supports the notion of a TCB 

that preserves the integrity of sensitivity labels and uses 

them to enforce a set of mandatory access control rules. 

Systems in this division must carry the sensitivity labels 

with major data structures in the system. The system 

developer also provides the security policy on which the TCB 

is based. The class B3 TCB must satisfy the reference 

monitor requirements that it mediate all accesses of 

subjects to objects, be tamperproof and be small enough to 

be subjected to analysis and tests. To this end, the TCB is 

structured to exclude code not essential to security policy 

enforcement, with significant system engineering during TCB 

design and implementation directed toward minimizing its 
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complexity. A security administrator is supported, audit 

mechanisms are expanded to signal security relevant events 

and system recovery procedures are required. 
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Cryptographic Information 
Protection Issues 

Cryptography is the science and study of secret 

writing whereby intelligible information (plaintext) is 

transformed into unintelligible information (ciphertext) by 

a secret method of writing called a cipher. The process of 

transforming plaintext into ciphertext is called encryption 

(encipherment) and the reverse process of transforming 

ciphertext into plaintext is called decryption 

(decipherment)^. Encryption techniques can be used directly 

to protect sensitive information transmitted on a LAN from 

passive attacks and certain types of active attacks. It can 

also be combined with other measures to detect more complex 

active attacks and to provide LAN authentication and access 

control services. 

LAN communications security can be defined as the 

protection of information transmitted over the LAN against 

unauthorized disclosure (secrecy) or alteration 

(authenticity). This section will discuss various 

cryptographic information protection issues as they apply to 

LAN communications security. The use of cryptographic 

techniques for peer entity authentication and access control 

will be discussed in Chapter 4. Other communications 

security methods and cryptographic protection of information 

1. Unless otherwise noted, all discussions 
concerning encryption will also apply to decryption. 
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stored in a computer system (file security) will not be 

discussed. Since a thesis objective is to show how 

cryptography can be used to protect a network of computer 

systems, all cryptographic discussions will assume that 

information is expressed in binary form. Much of the 

material for this section is from Denning (1983), Davies and 

Price (1984) and Meyer and Matyas (1982). 

Cryptosystems 

A cryptosystem requires two basic elements: A 

cryptographic algorithm (a procedure, or a set of rules or 

steps that are constant in nature); and a set of variable 

cryptographic keys (relatively short sequences of numbers or 

characters). The cryptographic algorithm can be either 

publicly known, (e.g., the Data Encryption Standard (DES)), 

or secret, (e.g., algorithms used to process DoD classified 

information). 

A generalized cryptosystem can be depicted as shown 

in Figure 8. In this system, a plaintext message M is 

encrypted by the encryption transformation E^ to produce the 

ciphertext 

C = EK(M). 

The transformation E^ consists of the encryption algorithm E 

and an associated key K. To regain M, the decryption 

transformation Dj^ is applied to C. The transformation D^ 
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consists of the decryption algorithm D and key K. Secrecy 

requires that only the decryption transformation Dr be 

protected. The encryption transformation Er can be revealed 

if it does not give away D^. Authenticity requires that 

only the encryption transformation E^ be protected. The 

decryption transformation can be revealed if it does not 

give away E^. 

There are two types of cryptosystems, symmetric (one 

key) and asymmetric (two key) (Simmons 1979, p. 305). The 

symmetric cryptosystem will be the only type discussed 

because of its applicability to the thesis objectives. The 

asymmetric, (also known as public key), cryptosystem will 

not be discussed because the algorithms are too intensive in 

key generation and encryption processing when implemented 

with current technology. This causes slow throughput and 

makes it unsuitable for high speed LAN data transmission 

applications. 

The symmetric cryptosystem is also known as the 

conventional or classical cryptosystem because it was the 

only type in existence until the recent advent of the 

asymmetric cryptosystem. For a symmetric cryptosystem, the 

encryption and decryption keys are the same (one key) and 

the general method of encryption is known. This means that 

the transformations E^ and Dk can be easily derived from 

each other. Thus, if both E^ and are protected, both 

secrecy and authenticity can be achieved. 



60 

Types of Ciphers 

There are two basic types of ciphers; transposition 

and substitution. A transposition cipher rearranges bits or 

characters in the data according to some scheme. 

Transposition ciphers, consisting of rearrangements of 

plaintext letters, were used by the Greeks as early as 400 

B.C.. A substitution cipher replaces bits, characters, or 

blocks of characters with substitutes without changing their 

sequence. This type of cipher is sometimes referred to as a 

Caesar cipher because it was used by Julius Caesar. 

A third type of cipher, the product or substitution-

permutation cipher, is actually a combination of 

transpositions and substitutions. The product cipher is the 

primary type used in unclassified computer applications and 

is the basis for the DES algorithm. 

Block Ciphers 

Block ciphers are one of two fundamentally different 

approaches which can be used to achieve strong cryptographic 

based protection schemes (the other approach, stream 

ciphers, will not be discussed in detail). Given a 

plaintext message M, a block cipher breaks M into 

successive blocks , M2»-».» and encrypts each M-^ with the 

same key K; that is, 

EK(M) = EK(M1)EK(M2)••• • 
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A block cipher is depicted in Figure 9. A string of 

input bits (input vector) of fixed length (an input block) 

is transformed into a string of output bits (output vector) 

of fixed length (an output block). Block ciphers have the 

property that every bit in the output block depends jointly 

on every bit in the input block and on every bit in the key. 

A cipher's blocksize (the number of bits in a block) is 

determined by considerations of cryptographic strength and 

each input block is encrypted or decrypted by the same key 

(i.e., key length = input block length). 

Because of their ability to encrypt entire blocks of 

data, block ciphers generally operate faster than stream 

ciphers. This offers an advantage where large blocks of 

data must be transferred, e.g., a file transfer operation. 

There are two basic modes of encryption which can be 

used with block ciphers. The first, Electronic Codebook 

(ECB) mode, uses the properties of a block cipher directly 

and is sometimes referred to as the "native mode". The 

second, Cipher Block Chaining (CBC) mode, employs feedback 

methods (chaining) which strengthen the cipher by 

establishing dependencies to past information. 

ECB Mode of Encryption. The ECB mode of encryption 

is depicted in Figure 10. For this mode, a plaintext vector 

X  =  ( x i » X 2 » • • • » )  
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is encrypted by the function fj^ to produce the ciphertext 

vector 

Y = (yi»y2»•••»Yb)• 

K is a key in the set £K1,K2,...,Kn} of possible keys and f^ 

is a function in the set { fjQ » fR2 • • • • > ^Kn} one-to-one 

functions corresponding to those keys that transforms an 

input block (X) of b bits into an output block (Y) of b 

bits. The ECB mode of decryption is also depicted in Figure 

10 and is identical to the encryption process except that 

the input block is now the ciphertext vector Y which is 

decrypted by the function f£l to produce the plaintext 

output block X. 

The analogy to a codebook arises because the same 

plaintext (ciphertext) block always produces the same 

ciphertext (plaintext) block for a given key. Thus a list 

(or codebook) of plaintext (ciphertext) blocks and 

corresponding ciphertext (plaintext) blocks theoretically 

could be constructed for any given key. This can be an 

undesireable property in certain applications where the data 

to be encrypted may contain patterns that are longer than 

the cipher's blocksize. These plaintext patterns may result 

in similar patterns in the ciphertext which could be 

exploited by an opponent. 
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A single transmission bit error in an ECB ciphertext 

block will propagate throughout the entire block and will 

cause the corresponding decrypted plaintext block to have an 

average error rate of fifty percent. However, an error in a 

single ECB ciphertext block will not affect the decryption 

of other blocks, i.e., there is no error extension between 

blocks. This means that an active wiretapper may be able to 

change the order of ciphertext blocks, delete selected 

blocks, or duplicate particular blocks without risk of 

discovery. 

The ECB mode of encryption is generally unsuitable 

for data communications. This is particularly true for 

communications which require rigid protocols and format 

messages. On the other hand, ECB is a desirable method of 

providing certain secure system management messages (e.g., 

encoding keys for downline loading). 

CBC Mode of Encryption. The CBC mode of encryption 

depicted in Figure 11 can be used for applications which 

require the high speed provided by block ciphers. As the 

first step in the encryption process, the initial plaintext 

input block vector X(l) is combined with a pseudo-random bit 

pattern IV by an Exclusive-OR operation, (i.e., modulo 2 

addition), to produce a vector 

x ' ( l )  =  X ( l )  ©  I V .  
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The pseudo-random bit pattern IV is denoted as the 

initialization vector. As the next step, the vector x'(l) is 

encrypted by the function to produce the initial 

ciphertext output block vector Y(l). A chaining process is 

then continued with each plaintext input block vector being 

combined with the preceeding ciphertext output block vector. 

The CBC decryption process depicted in Figure 11 is the 

inverse of the encryption process. The Exclusive-OR 

operation is used in the encryption and decryption processes 

because, 

x'(i) = X(i) © Y(i - 1) 

and, 

X(i) = x'(i) © Y(i - 1) • 

In effect, chaining permits noise to be introduced 

into the encryption process and eliminates some of the 

weaknesses associated with the ECB mode of encryption. By 

introducing a pseudo-random IV at the start, different 

ciphertext is produced from a given plaintext block and key 

thereby eliminating ciphertext patterns produced from 

plaintext. 

Chaining also introduces an error extension property 

into the encryption process which can be used to detect 

certain active wiretapping attacks. One or more bit errors 

in a single ciphertext block will affect the decryption of 
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the corresponding plaintext block as well as the next 

plaintext block thereby providing an error extension 

characteristic. Plaintext blocks after the second are not 

affected by a ciphertext error and the system recovers and 

continues to work correctly thereafter. This type of system 

is therefore said to be self-synchronizing. 

Error extension can be used to detect active 

wiretapping attacks because an attempt by an intruder to 

alter selected bits of ciphertext generated in the CBC mode 

leads to random changes in the decrypted message which 

should be obvious to the recipient. A single bit alteration 

in one ciphertext block will result in random changes in the 

corresponding plaintext block; note, however, that the 

exactly corresponding bit will be affected in the next 

plaintext block. A garbled plaintext block in a CBC mode 

decipherment should be taken as a warning to mistrust the 

plaintext of the next block. It is safer to discard the 

whole message and request complete retransmission (Davies 

and Price 1984, p. 134). 

CBC Mode Message Authentication. The CBC mode of 

encryption can also be used to implement a data integrity 

mechanism based on cryptographic checksums. A cryptographic 

checksum refers to any fixed length block functionally 

dependent on every bit of the message, so that different 

messages have different checksums with high probability 

(Denning 1983, p. 147). For CBC authentication, a message 
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is encrypted in the normal CBC manner but the cipher is 

discarded. If the number of data bits is not a multiple of 

the blocksize, then the last data bit is appended with zeros 

on the right to form an integral number of blocks. The most 

significant m bits of the final output block are used as the 

cryptographic checksum. Figure 12 depicts how CBC mode 

cryptographic checksums are generated. 

The cryptographic checksum is then appended to the 

message to be transmitted. Since the checksum is computed 

over the whole message, the message content cannot be 

falsified without detection and only those knowing the 

secret key can recompute the checksum for the received 

message and verify that the message has not been modified by 

comparing the computed checksum with the transmitted 

checksum. 

Note that computation of a cryptographic checksum is 

a separate operation from the encryption of a bit-stream to 

be transmitted onto the medium. In fact, checksums can be 

computed and appended to a plaintext message which requires 

data integrity but not data confidentiality. The use of 

checksums can also be combined with other measures to detect 

active wiretapping attacks such as replay of previous 

legitimate messages or message deletion. 
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The Data Encryption Standard (DES) 

In 1977 the National Bureau of Standards (NBS) 

announced the Data Encryption Standard (DES) which is to be 

used by federal departments and agencies for the 

cryptographic protection of sensitive, but unclassified 

computer data (Federal Information Processing Standards 

Publication (FIPS PUB) 46 1977, pp. 1-2). The DES specifies 

a mathematical cryptographic algorithm for encrypting and 

decrypting binary data which is based on an algorithm 

developed by the International Business Machines (IBM) 

Corp.. The publicly known algorithm is part of a symmetric 

cryptosystem which transforms a 64-bit binary value into a 

unique 64-bit binary value based on a 64-bit cryptographic 

key. Of the sixty four bits in the key, only fifty six 

enter directly into the algorithm while eight bits are used 

for error detection. The fifty six bits are randomly 

generated and the eight error detecting bits are set to make 

the parity of each 8-bit byte of the key odd. Therefore, 

for fifty six randomly generated bits there are 2^6 = 7 x 

1016 possible keys. 

The DES algorithm is depicted in Figure 13 (Denning 

1983, p. 91). An input block T is first transposed under an 

initial permutation IP, giving T0 = IP(T). After it has 

passed through sixteen iterations of a function f, it is 

transposed under the inverse permutation IP~1 to give the 

final result. The function f combines substitutions and 
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permutations which are based on tables of predetermined 

values. The key itself also undergoes a similar, but 

separate, set of substitutions and permutations. 

The DES algorithm can be used as a block cipher 

operated in the ECB or CBC encryption modes and can also be 

configured to operate as a stream cipher in the Cipher 

Feedback (CFB) and Output Feedback (OFB) encryption modes 

(FIPS PUB 74 1981 and FIPS PUB 81 1980). Only the ECB and 

CBC modes will be discussed. 

The DES algorithm specified in FIPS PUB 46 can only 

be implemented in hardware. The American National Standards 

Institute (ANSI) has specified an identical algorithm termed 

the Data Encryption Algorithm (DEA) which does not forbid a 

software implementation (ANSI X3.92-1981). The ISO has also 

used the ANSI approach and allows the use of both hardware 

and software implementations of their DEA-1 (ISO/Draft 

Proposal (DP) 8227 ). The ANSI has adopted the DES modes of 

operation specified in FIPS PUB 81 without change (ANSI 

X3.106-1983). The ISO has also adopted the DES modes of 

operation but the ISO document (ISO/DP 8372) is worded to 

apply to any 64-bit block cipher algorithm. 

Placement of an Encryption Mechanism in an OSI Broadcast 
LAN 

There are two basic network encryption methods; link 

encryption and end-to-end encryption (E3) (a third method, 

node encryption, will not be discussed). If the network 
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consists of a broadcast LAN which interconnects individual 

distinct OSI supporting computer systems, then the network 

encryption methods are constrained by the broadcast LAN 

characteristics. Also, since the computer systems support 

OSI, discussions are limited to OSI security services and 

mechanisms. 

Link Encryption. Link encryption is normally used 

to protect information exchanged between two computer 

systems which are connected by dedicated point-to-point 

links. This network encryption method can be implemented at 

the Physical Layer or Data Link Layer (Federal Standard (FED 

STD) 1026 1983 and ANSI X3.105-1983) but in the context of 

OSI, no security services are provided in layer 2 which 

means link encryption can only be performed at the Physical 

Layer. 

Physical Layer link encryption is depicted in Figure 

14. An encryption mechanism, (e.g., a DES algorithm), 

resides in the data encryption equipment (DEE) which is 

placed in the interface between the data terminal equipment 

(DTE) and data circuit terminating equipment (DCE). 

Encryption is performed on the output side of the DTE such 

that the serial bit-stream provided to the DCE is completely 

encrypted. The DCE, typically a modulator/demodulator 

(modem), converts the digital input signals into analog 

output signals which are suitable for transmission onto the 

medium. 
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Physical Layer link encryption cannot be used for 

intra-LAN communications on a broadcast LAN. This is 

because a bus topology LAN requires that the network 

addressing and control information which is appended to each 

packet remain intelligible. Physical Layer link encryption 

would encrypt this information as well as the user data. 

However, link encryption can potentially be used for 

protecting internetworking communications between a LAN and 

an external network. 

End-to-End Encryption. End-to-end encryption (E3), 

(again, in the context of OSI), can be used to 

cryptographically protect information at one of the higher 

OSI layers while allowing the network addressing and control 

information to remain intelligible. Standardization efforts 

by the ANSI have concentrated on layers 4 and 6 and since 

the thesis is only concerned with secure data transfer, the 

discussions will be limited to Transport Layer E3. The 

layer 4 ANSI standard is available as Draft ANSI X3T1-85-50 

(1985). 

Transport Layer E3 is depicted in Figure 15. The E3 

mechanism is under the direct control of a secure transport 

entity. An (N + 1)-PDU presented to the Transport Layer by 

a TS-user becomes a transport SDU (TSDU). The TSDU is 

encrypted by the E3 mechanism, the secure transport entity 

appends the Transport Layer network addressing and control 

information to the encrypted TSDU and then presents the 
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resultant TPDU to the Network Layer for further processing. 

Therefore, only the user data portion of the TPDU is 

actually encrypted and the layer 1-4 network addressing and 

control information is still intelligible. 

Transport Layer E3 and proper cryptographic key 

management protect the user data transmitted on a broadcast 

LAN from the passive threats of the unauthorized disclosure 

of message contents and leakage. However, these measures 

will not protect against the threat of a traffic analysis 

attack. A passive wiretapper can monitor the flow of 

packets on the LAN medium and determine who is communicating 

with whom since the network addressing information appended 

to each packet is unencrypted. 

Transport Layer E3 and proper cryptographic key 

management will also protect the message stream against the 

active threats of message modification by new false data and 

injection of new false messages since it would be infeasible 

for an active wiretapper to create new ciphertext that 

decrypts into meaningful plaintext without possession of 

an authorized cryptographic key. However, these measures 

will not, by themselves, protect the message stream against 

the active threats of the replaying of previous legitimate 

messages, message deletion, or masquerading. They must be 

used in conjunction with error control, message accounting, 

message authentication and access control measures to 

provide protection against these threats. 
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Network Cryptographic Key Management 

The security provided by any encryption technique 

depends on the protection provided for the cryptographic 

keys. Key management includes every aspect of the handling 

of keys including generation, storage, distribution, 

application and eventual destruction. Since distribution, 

or sharing, of secret keys is one of the major problems in 

using cryptographic techniques for LAN communications 

security, the thesis will only address key distribution 

issues. 

If two LAN users wish to communicate in a secure 

manner, a conventional cryptosystem would require that they 

both share the same secret key which must be distributed to 

each user by some secure means. A traditional technique is 

to manually distribute time critical keying material by 

courier. However, a LAN with n users has (n^ - n)/2 

different key pairs which must be maintained and accounted 

for. For example, a LAN with 100 users would require 4950 

separate key pairs. Clearly, manual key distribution could 

become impractical for a large, general purpose LAN and a 

method to automatically distribute keys would greatly 

benefit the LAN users. 

One approach to automated key distribution which 

will be addressed in the thesis is the use of a centralized 

network Key Distribution Center (KDC). The KDC operates 

jointly with a centralized AC which implements a 
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notarization mechanism. When a secure transport connection 

is requested by a TS-user, the CIUs and the AC will 

authenticate the peer TS-users and then the KDC distributes 

a unique key, termed a key encryption key (KEK), to each 

CIU. The KEK is then used to encrypt another key known as 

the session key or data encryption key (DEK) which is used 

to encrypt TSDU user data transferred between the TS-users. 

When the transport connection is released, the KEK and DEK 

are destroyed. 
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Thesis Approach 

As stated in Chapter 1, the primary thesis objective 

is to develop a system security model and analyze the 

operational procedure requirements needed to provide for the 

secure transfer of sensitive information between system 

components. A system model must already exist prior to 

performing an operational procedure requirement analysis. 

The system model and resultant requirements analysis are 

based on the concepts addressed in the four major topics 

presented in Chapter 2. 

Prior to presenting the system model and 

requirements analysis, a detailed description of the system 

protocol suite is presented. Protocols are treated 

separately and in detail because this is the primary means 

of establishing a secure system state. The relationship of 

the four Chapter 2 topics, system protocols, system model 

and subsequent requirements analysis is depicted in Figure 

16.  

The system security model is then presented. The 

model consists of trusted and untrusted heterogeneous 

computer systems as well as a trusted NSMC connected through 

trusted CIUs to a Type 10BASE5 general purpose LAN. All 

computer systems are assumed to have the capability to 

enforce discretionary access control and the trusted 

computer systems can enforce mandatory access control as 

well. 
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The CIUs contain the hardware and software required 

to provide an interface to the Type 10BASE5 LAN and also 

implement a full 7-layer suite of ISO protocols. Since the 

CIUs implement ISO protocols, the system is OSI-compatible 

and full interoperability is assured. Because of the OSI 

compatability, OSI terminology will be used extensively. 

The CIUs also implement a Transport Layer E3 mechanism using 

the DES algorithm. The DES algorithm operates in the ECB 

and CBC modes of encryption. 

The NSMC contains a centralized network KDC and AC 

which operate jointly to implement an OSI notarization 

mechanism. Only intra-LAN communications are discussed 

because most LAN communications are intra-LAN and 

internetworking communications is an issue which can be 

treated separately. 



3. SYSTEM PROTOCOLS 

This chapter presents a detailed description of the 

layer 2-4 system protocols. Rationale for selecting each 

protocol as well as the constraints that each protocol 

imposes on the remainder of the protocol suite are 

discussed. The selection of the protocols is based, in 

part, on the topics discussed in Chapter 2 (see Figure 16). 

Emphasis is placed on describing protocol security 

mechanisms which implement OSI security services. A 

detailed analysis of the (N)-PDU structures and encoding is 

performed including all aspects of the various network 

control and addressing parameters. Protocols for layer 1 

and layers 5-7 are not discussed. 

The system protocol suite to be described is 

depicted in Figure 17. Figure 17 also depicts the 

relationship that various (N)-layer services have to the 

appropriate (N + l)-layer. The protocol suite provides a 

connection mode transport service with an underlying 

connectionless mode network service. The numbers shown are 

for the ISO or IEEE standard corresponding to the related 

OSI layer. It should be noted that the IEEE standards are 

also draft ISO standards which makes the protocol suite 

OSI-compatible. 

84 
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The IEEE 802 Committee Standards 

The IEEE 802 committee has developed a set of LAN 

standards for implementing OSI layers 1-2. As depicted in 

Figure 18, the standards are in the form of a three layer 

architecture which encompasses the functionality of the two 

lowest OSI layers. In addition to a Physical Layer, the 

Data Link Layer has been divided into two sublayers known as 

the Logical Link Control (LLC) and Media Access Control 

(MAC). The LLC sublayer is defined in IEEE Std. 802.2-1985 

and will operate with any one of three different MAC 

sublayers which are defined in IEEE Std. 802.3-1985 

(CSMA/CD), IEEE Std. 802.4-1985 (Token Bus) and IEEE Std. 

802.5-1985 (Token Ring). Only IEEE Std. 802.3-1985 will be 

discussed in the thesis. The Physical Layer, MAC and 

sometimes portions of the LLC are normally implemented in 

hardware while the remainder of the OSI layers are hardware 

independent. 

Together the LLC and MAC provide a bit-oriented 

protocol which is modeled after the ISO HDLC. The HDL C 

assembles a frame by appending fields consisting of an 

integral number of 8-bit octets (bytes) to the user data. 

The fields contain the binary encoded information needed to 

perform the Data Link Layer functions. However, traditional 

layer 2 link control protocols cannot be used for a 

broadcast LAN application because they do not have the logic 
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required to manage multiple source, multiple destination 

links. 

The primary differences between the HDLC and LLC/MAC 

are that the MAC provides source address information in 

addition to the destination address information found in an 

HDLC header and the LLC provides source and destination SAP 

addresses which is a feature not found in the HDLC. Also, 

the LLC can provide a connectionless mode data link service 

in addition to the connection mode service offered by the 

HDLC. 

The IEEE 802.3 MAC Sublayer 

The purpose of the IEEE 802.3 MAC sublayer is to 

allow the local LLC sublayer entity to exchange LLC PDUs 

with peer LLC sublayer entities (IEEE Std. 802.3-1985, p. 

20). The IEEE 802.3 MAC sublayer defines a medium 

independent facility, built on the medium dependent physical 

facility provided by the Physical Layer and under the access 

layer independent LAN LLC sublayer (IEEE Std. 802.3-1985, p. 

28) . 

The MAC performs two functions generally associated 

with a data link control procedure, namely, framing and 

media access management. The MAC implements the framing 

mechanism by appending Destination Address (DA), Source 

Address (SA), Length and Frame Check Sequence (FCS) fields 

to an LLC PDU. The media access management function deals 
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with medium allocation (collision avoidance) and contention 

resolution (collision handling) required for the CSMA/CD 

media access method. 

The Type 10BASE5 LAN specified in IEEE Std. 

802.3-1985 has converged with the Ethernet specification 

developed by Digital Equipment Corp., Intel Corp. and Xerox 

Corp. (1982) and has also been adopted as a federal standard 

in FIPS PUB 107 (1984). The Ethernet has been widely 

implemented by various vendors and is commonly used for a 

general purpose LAN which interconnects computer systems 

located throughout a building or in adjacent buildings. 

Because of its distance limitations it is not generally 

suitable for an installation wide LAN. 

The structure and encoding of the MAC frame are 

depicted in Figure 19. The Preamble and Start Frame 

Delimiter (SFD) fields are actually appended by the Physical 

Layer portion of IEEE Std. 802.3-1985 and are not included 

in the calculation of frame overhead. The Preamble consists 

of 7-octets with an identical value of (1010 1010)2« This 

alternating pattern of ones and zeros appears as a sine wave 

to the receiver and is used to synchronize the receiver to 

an incoming signal. The SFD field contains the value (1010 

1011)2- When the receiver detects two consecutive ones it 

knows that the next bit is the initial bit of the frame. 

The Type 10BASE5 LAN requires a 48-bit address size. 

Therefore the DA and SA fields are 6-octets containing a 
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48-bit destination or source address. The DA field 

specifies the station for which the frame is intended. The 

first DA field bit (least significant bit (LSB)) is set to 

zero which indicates that the address is associated with a 

particular station attached to the LAN. The second bit is 

set to one which indicates that the address is assigned 

locally. The SA field specifies the station sending the 

frame. The first field bit is always set to zero and the 

second bit is set to one which indicates that the address is 

assigned locally. 

The Length field is a 2-octet field whose value 

indicates the number of LLC PDU octets in the LLC Data 

field. If the value is less than the minimum number 

required for proper operation of the protocol, a Pad field 

will be added at the end of the LLC Data field but prior to 

the FCS field. 

The Type 10BASE5 LAN specifies a maximum frame size 

of 1518-octets and a minimum frame size of 64-octets. If 

the frame size of the frame to be transmitted is less than 

the minimum frame size, (i.e., 64-octets), then the MAC 

appends extra bits in units of octets, after the end of the 

LLC PDU but prior to calculating and appending the FCS. The 

extra bits are denoted as the Pad field and the number of 

octets are sufficient to ensure that the frame, from the DA 

field through the FCS field inclusive, is at least 

64-octets. The value of the Pad field is unspecified. 
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A cyclic redundancy check (CRC) is used by the 

transmit and receive algorithms to generate a CRC value for 

the FCS field. The FCS field contains a 4-octet (32-bit) 

CRC value. This value is computed as a function of the 

contents of the DA, SA, Length, LLC PDU and Pad fields (that 

is, all fields except the Preamble, SFD and FCS). The 

encoding is defined by the following generating polynomial 

G(X) = X32 + X26 + X23 + X22 + X16 + X12 + X11 + 

X10 + X8 + X7 + X5 + X4 + X2 + X + 1. 

The IEEE LLC Sublayer 

The purpose of the IEEE LLC sublayer is to provide a 

medium independent data transfer service to the Network 

Layer. IEEE Std. 802.2-1985 identifies two types of data 

link control operations for data communication between LLC 

SAPs (LSAPs). In addition to two types of data link control 

operations, two LLC classes are also specified. For the 

Type 1 unacknowledged connectionless operation, LLC PDUs are 

exchanged between LLC sublayers without the need for the 

establishment of a data link connection. In the LLC 

sublayer these LLC PDUs are not acknowledged, nor is there 

any flow control or error recovery. For the Type 2 

connection oriented operation, a data link connection is 

established between two LLC sublayers prior to exchanging 

information bearing LLC PDU's. A Class I LLC supports Type 
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1 operation only whereas a Class II LLC supports both Type 1 

and Type 2 operations. 

Only the Type 1 Class I LLC will be addressed in the 

thesis. This is because, as will be shown, the 

Transport Layer protocol will provide essential recovery and 

sequencing services so that these do not need replicating in 

the Data Link Layer. The Type 1 Class I LLC has also been 

adopted as a federal standard in FIPS PUB 107 (1984). 

The Type 1 Class I LLC defines three LLC unnumbered 

format (U-format) command and response PDUs. The LLC 

unnumbered information (UI) command PDU is applicable to 

Type 1 operation only and is used to send information to 

another LLC sublayer. Receipt of the LLC UI command PDU is 

not acknowledged at the LLC level, therefore, the LLC UI PDU 

may be lost if a data link connection exception (such as a 

transmission error or a receiver busy condition) occurs 

during the transmission of the command PDU. The other two 

Type 1 LLC command and response PDUs, namely the exchange 

identification (XID) and test (TEST) PDUs, will not be 

discussed. 

The structure and encoding of the LLC UI PDU are 

depicted in Figure 20. The Destination SAP (DSAP) Address 

consists of 1-octet which identifies the SAP for which the 

LLC information field is intended. The first DSAP Address 

bit (LSB) is set to zero which indicates that the address is 

an individual DSAP address. The Source SAP (SSAP) Address 
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also consists of 1-octet which identifies the specific SAP 

from which the LLC information field was initiated. The 

first SSAP Address bit (LSB) is set to zero which indicates 

that the UI PDU is a command PDU. The Control field will 

always have a constant value of (1100 1000)2 for a Type 1 UI 

command PDU. The remainder at the LLC UI PDU consists of 

the network PDU (NPDU) provided by the Network Layer. 
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The ISO Network Service 

The ISO network service can be either connection 

oriented (CONS) or connectionless (CLNS). The CONS is 

defined in ISO/Draft International Standard (DIS) 8348 

(1984). The CLNS is defined in ISO/DIS 8348, Draft Addendum 

(DAD) 1 (1984). 

When a direct logical data link can be established 

between transport entities, as is the case with a broadcast 

LAN, there is no need for the message routing function 

provided by the Network Layer. In addition to message 

routing, the Network Layer can also perform other functions 

such as network addressing, sequencing of data units, flow 

control and error control across a series of data links 

connected in tandem. However, since any station on a 

broadcast LAN is logically adjacent to any other station and 

since network addressing can be provided at the Data Link 

Layer and sequencing of data units, flow control and error 

control can be provided at the Transport Layer, there is no 

need for redundant functionality and a fully implemented 

network service is not required for intra-LAN communications 

on a broadcast LAN. Therefore, the thesis assumes the use 

of the CLNS as specified in ISO/DIS 8348, DAD1. 
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The ISO CLNS Protocol 

An appropriate question at this point is, why isn't 

the Network Layer ignored for intra-LAN communications? The 

answer is that it could very well be ignored and that the 

Data Link Layer could interface directly with the Transport 

Layer. However, ISO/DIS 8473 (1984) defines a CLNS protocol 

commonly known as the "ISO Internet Protocol (IP)" which 

provides full CLNS functionality for internetworking 

communications external to a LAN. Since a LAN consists of 

source and destination end systems connected by a single 

subnetwork, ISO/DIS 8473 also allows for the use of a 

protocol subset known as the "Inactive Network Layer 

Protocol". The NPDU specified for the Inactive Network 

Layer Protocol is assembled by a network entity appending a 

single octet to an NSDU. 

Since one of the OSI architectural concepts is to 

allow the use of differing (N)-entities corresponding to 

different protocol classes at the same (N)-layer, it is 

possible to use the same protocol standard for 

internetworking and intra-LAN communications. If the 

requirement is for internetworking communications, the LLC 

DSAP and SSAP Address fields will specify the addresses of 

network entities which implement the ISO IP. 

Correspondingly, if the requirement is for intra-LAN 

communications, the LLC DSAP and SSAP Address fields will 

specify the addresses of network entities which implement 
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the Inactive Network Layer Protocol thereby allowing for 

more efficient throughput by using only 1-octet for Network 

Layer overhead. To answer the question posed at the 

beginning of this section, the Network Layer cannot be 

ignored because there must be a field reserved in the frame 

header which identifies whether the Network Layer implements 

the ISO IP or the Inactive Network Layer Protocol. 

Inactive Network Layer PDU Structure and Encoding 

The structure and encoding of the Inactive Network 

Layer PDU are depicted in Figure 21. The Network Layer 

Protocol Identifier (ID) field consists of 1-octet which 

indicates if the NPDU implements the ISO IP or the Inactive 

Network Layer Protocol. The Network Layer Protocol ID field 

will have a value of (0000 0000)2 for the Inactive Network 

Layer Protocol. The remainder of the Inactive Network 

Layer PDU consists of the TPDU provided by the Transport 

Layer. 
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The ISO Transport Service 

The ISO transport service can be either connection 

oriented or connectionless. The connection oriented 

transport service is defined in ISO/DIS 8072 (1984). The 

connectionless transport service is defined in ISO/DIS 8072, 

DAD1 (1984). 

The rationale for locating OSI security services and 

the associated mechanisms in the Transport Layer was 

discussed in Chapter 2. Implementing the Transport Layer 

security services and mechanisms require the use of the 

connection oriented transport service. Also, the ISO 

session protocol assumes the use of the connection oriented 

transport service (ISO/DIS 8327 1984, p. 12). This 

rationale can be extended to include other TS-users. 

Therefore, the thesis assumes the use of the connection 

oriented transport service as specified in ISO/DIS 8072. 

The connection oriented transport service offers, as 

a minimum, the following basic services to a TS-user: 

a. The means to establish a transport connection 

with another TS-user for the purpose of exchanging TSDUs. 

b. Associated with each transport connection at its 

time of establishment, the opportunity to request, negotiate 

and have agreed by the transport service provider 

(TS-provider) a certain quality of service (QOS) as 

specified by means of QOS parameters. 
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c. The means of transferring TSDUs on a transport 

connection. 

d. The means by which the receiving TS-user may 

control the rate at which the sending TS-user may send 

octets of data (i.e., flow control)2. 

e. The means of transferring separate expedited 

TSDUs when agreed to by both TS-users. 

f. The unconditional and therefore possibly 

destructive release of a transport connection (ISO/DIS 8072 

1984, p. 6). 

In addition to the basic transport services 

discussed above, Draft ANSI X3T1-85-50 (1985, pp. 8-10) 

identifies the following transport service cryptographic 

data protection services: 

a. Connection verification. 

b. Data confidentiality. 

c. Data integrity. 

These services will be discussed in detail in later 

sections. 

2. The transport service flow control and expedited 
data services will not be discussed. The flow control 
service does not use or directly affect transport security 
services. The expedited data service can be viewed as a 
special data transfer service and does not require any 
unique transport security services other than those required 
for normal data transfer. 
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The ISO Connection Oriented Transport Protocol 

The transport protocol is the keystone of the whole 

concept of a computer communications architecture (Stallings 

1984b, p. 201). In ISO/DIS 8073 (1984) the ISO has defined 

a common TPDU structure and encoding scheme for use with 

five classes of connection oriented transport protocols. 

Selection of a transport protocol class can be negotiated 

between peer TS-users and the transport protocol selected 

depends on the quality of the network service provided by a 

given network connection. However, since the CLNS does not 

provide a network connection, the network service is 

considered unreliable and the transport protocol is totally 

responsible for providing reliable transmission of data. 

When the CLNS is used with a connection oriented transport 

protocol, the transport protocol class is not negotiable and 

the class used is always the one which offers the most 

reliable service. 

ISO/DIS 8073 identifies three network services which 

have been typed with respect to error behavior in relation 

to user requirements. Type A and type B network services 

assume that a network connection is established and are 

therefore not applicable to the thesis objectives. The type 

C network service is defined as a network service with 

unacceptable residual error rate (RER) (ISO/DIS 8073 1984, 

p. 17 as modified by ISO/DIS 8073, DAD2 1984). RER is a QOS 

parameter used to determine transport service performance 
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during data transfer. RER is the ratio of total incorrect, 

lost and duplicate TSDUs to total TSDUs transferred across 

the transport service boundary during a measurement period 

(ISO/DIS 8072 1984, p. 14). RER can be expressed as 

follows; 

T e  +  T i  +  T x  

RER = 
T  

where, 

Te = Incorrect TSDUs 

T1 = Lost TSDUs 

Tx = Extra TSDUs 

T = Total TSDUs. 

Of the five classes of transport protocols 

identified in ISO/DIS 8073, only the Class 4 can be used 

with a type C network service. The Class 4 transport 

protocol, commonly denoted as the TP-4, is the most complex 

of the five classes and provides the characteristics of 

Class 3 plus the capability to detect and recover from 

errors which occur as a result of the low grade of service 

available from the network service provider (NS-provider) . 

The kinds of errors to be detected include; TPDU corruption, 

TPDU delivery out of sequence, TPDU loss and TPDU 

duplication. These errors may affect control TPDUs as well 

as data TPDUs. The TP-4 is the only transport protocol 
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class approved for operation with the CLNS and ISO/DIS 8073, 

DAD2 modifies ISO/DIS 8073 to enable this operation. 

The TP-4 is primarily intended to be used When the 

network service is considered unreliable. Therefore, why 

would a network system designer select the TP-4 for a LAN 

application since a LAN is known to be inherently reliable, 

(i.e., error rates of 10-^ to 10-11)? The reason is that 

there are factors other than network service reliability 

that must be considered when selecting a transport protocol 

for a LAN application. First, as previously stated, the 

TP-4 is the only transport protocol class approved for use 

with the CLNS. This factor by itself does not necessarily 

have technical merit since one of the less complex classes 

may work as well on a LAN as the TP-4 but it must be 

considered if the LAN is being designed in accordance with 

ISO standards. Second, most of the parameters which add 

complexity to the TP-4 are negotiated during transport 

connection establishment and then used during data transfer 

operations. Since the LAN technical characteristics should 

be well known to the designer, only those TP-4 parameters 

which match the LAN technical characteristics need be 

negotiated. The more complex parameters can usually be 

ignored for an intra-LAN application. Third, the TP-4 would 

have to be considered for an internetworking application 

especially if the quality of network service is 

questionable. Therefore, if the LAN has an internetworking 
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conununications requirement then the designer would only have 

to implement one transport protocol class for both intra-LAN 

and internetworking communications. Fourth, use of a 

transport protocol class other then TP-4 would require the 

establishment of a network connection which has been shown 

to be unnecessary for a LAN application. If the CONS is 

used with the TP-4 it would only add unneeded overhead. 

Fifth, if the responsibility for the reliable transmission 

of data were to reside with a Type 2 LLC service then a less 

complex transport protocol class would be used. However, 

the LLC does not offer any OSI security services. 

The ISO TP-4 Cryptographic Protection Functions and 
Procedures 

The cryptographic data protection services 

identified in Draft ANSI X3T1-85-50, (i.e., transport 

connection verification, data confidentiality and data 

integrity), can all be provided by the ISO TP-4. With the 

exception of access control, the ISO TP-4 also provides the 

ISO OSI security services identified in WG 16.1 Paris 39, 

(i.e. peer entity authentication, data origin 

authentication, data confidentiality and data integrity). 

Access control can be augmented with cryptographic 

techniques but also requires other higher OSI layer measures 

and will be discussed in Chapter 4. 

The ISO TP-4 provides a transport connection 

verification service which includes the OSI peer entity 
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authentication service identified in WG 16.1 Paris 39. The 

TP-4 peer transport entities exchange cryptographic 

parameters during the connection establishment phase and 

negotiate the type of data protection services which will be 

provided during the data transfer phase. Transport 

connection verification insures that both transport peer 

entities possess the necessary cryptographic key information 

to affect data encryption or cryptographic checksum 

generation. The TP-4 uses mutual connection verification 

procedures whereby the two communicants mutually verify the 

integrity of a transport connection by means of an exchange 

of parameter values. 

The layer 4 data confidentiality service can be 

negotiated during the transport connection establishment 

phase. Data confidentiality provides TSDUs with protection 

against passive wiretapping and leakage during the data 

transfer phase. If the data confidentiality service is 

negotiated, then the CBC mode of encryption is used to 

encrypt data on an 8-octet (64-bit) block-by-block basis. 

The layer 4 data integrity service can also be 

negotiated during the transport connection establishment 

phase. The data integrity service includes the OSI data 

origin authentication service identified in WG 16.1 Paris 

39. If the data integrity service is negotiated, then a 

cryptographic checksum denoted as the Cryptographic Message 
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Authentication Code (CMAC) is appended to all TPDU types 3. 

In the event of a CMAC failure the received TPDU is to be 

discarded and a protocol error reported. When used in 

conjunction with a TPDU sequence numbering scheme, data 

integrity provides protection against the active attacks of 

message replay and deletion. 

TP-4 PDU Structure and Encoding 

The generalized structure for all TPDUs is depicted 

in Figure 22. The structure basically consists of a 

Transport Layer header appended to TS-user provided Data 

fields, (i.e., a TSDU). The Transport Layer header consists 

of a Length Indicator (LI) field, a fixed part and a 

variable part. This generalized structure is used with 

seven types of TP-4 PDUs as follows^: 

CR TPDU Connection Request TPDU 

CC TPDU Connection Confirm TPDU 

DT TPDU Data TPDU 

AK TPDU Data Acknowledge TPDU 

DR TPDU Disconnect Request TPDU 

DC TPDU Disconnect Confirm TPDU 

ER TPDU Error TPDU. 

3. The CMAC is actually denoted as the Message 
Authentication Code (MAC) in Draft ANSI X3T1-85-50. It will 
be called the CMAC in the thesis to avoid confusion with the 
Media Access Control (MAC). 

4 .  The Expedited Data (ED) and Expedited 
Acknowledge (EA) TPDUs will not be discussed. 
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Figure 22 - Generalized TPUU Structure 
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The LI field contains a binary encoded value which 

represents the TPDU header length in octets including 

parameters, but excluding the LI field and Data fields, if 

any. The LI field can contain a maximum value of two 

hundred fifty four (1111 1110)2. The fixed part contains 

frequently occurring parameters including the code which 

identifies the TPDU type. The number and type of parameters 

that may be contained in the fixed part may vary depending 

on the TPDU type and in certain cases, by the protocol class 

and the formats in use, (i.e., normal or extended). 

Protocols for layers 2-3 have no direct affect on the 

parameters of the fixed part, however, they will affect the 

encoding of some of the fields. 

The variable part is used to define less frequently 

used parameters. The number of parameters that may be 

contained in the variable part is indicated by the length of 

the variable part which is LI minus the length of the fixed 

part. The parameters in the variable part may occur in any 

order and are structured into three parts. The first part 

is a single octet which identifies the type of parameter. 

The second part is also a single octet and indicates the 

length of the parameter in numbers of octets. The third 

part contains the value of the parameter and may be one or 

more octets in length. Protocols for layers 2-3 will affect 

the variable parameters which can be negotiated during the 

connection establishment phase. Only those parameters 
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applicable to the system protocol suite (see Figure 17) will 

be discussed. Some of the other parameters such as QOS 

parameters would have an application for internetworking 

communications but not intra-LAN communications. 

Connection Request (CR) TPDU Structure and Encoding. 

The CR TPDU structure and encoding are depicted in Figure 23 

and Figure 24. Figure 23 depicts the LI field, fixed part 

and non-security related parameters in the variable part of 

the CR TPDU while Figure 24 depicts the security related 

parameters of the variable part. 

Octet 1 is the LI field which contains a value of 

sixty two (0011 1110)2* Sixty two represents the header 

length in octets (excluding the LI field) of the CR TPDU to 

be addressed in the thesis. Octet 2, bits 8-5 define the 

TPDU Type. In this case a value of (1110)2 represents a CR 

TPDU. Octet 2, bits 4-1 will contain a variable value for 

the initial Credit (Cdt) Allocation. Credit Allocation is a 

transport flow control technique which makes use of the fact 

that the DT TPDUs are numbered (see Footnote 2, p. 101). At 

any time, the sender is allowed to transmit only a "window" 

of sequence numbers. Each time a DT TPDU is sent, the 

window is narrowed by one. From time to time, the receiver 

will issue a credit, allowing the sender to widen the window 

by the granted amount. Credit Allocation and acknowledgment 

are independent of each other. Thus a TPDU may be 
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acknowledged without granting new credit and vice versa 

(Stallings 1984b, p. 211). 

Octets 3 and 4 are the Destination Reference 

(Dst-Ref) fields which contain identical values of (0000 

0000)2' The Dst-Ref fields are zero because only the 

destination transport entity can select a Dst-Ref value. 

Octets 5 and 6 are the Source Reference (Src-Ref) fields 

which contain values selected by the transport entity 

initiating the CR TPDU that identify the requested transport 

connection. Since the values in the Src-Ref fields are 

variable they are shown as unspecified in Figure 23. Octet 

7, bits 8-5 define the preferred Transport Protocol Class 

(Clss) to be operated over the requested transport 

connection. In this case a value of (0100)2 represents the 

TP-4. Octet 7, bits 4-1 define Options (Opts) requested for 

the transport connection. Bits 4-3 are always zero and bit 

1 is a don't care value when the TP-4 is used. Bit 2 

contains a value of one which indicates that the extended 

format option has been requested. The extended TPDU format 

(31-bit sequence number) must be used as the data 

confidentiality and data integrity services depend on it. 

(A protected connection exists only for the duration of its 

sequence number space and must be broken and re-established, 

if necessary, if this field overflows) (Tardo 1985, p. 28). 

Octets 8-10 represent the first variable part 

parameter, in this example, Calling Transport SAP ID 
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(TSAP-ID). Octet 8 is coded for the Calling TSAP-ID with a 

value of (1100 0001)2> The parameter value in octet 10 has 

been chosen to have a length of 1-octet for this example 

although other lengths are possible and are user-defined. 

Octets 11-13 represent the Called TSAP-ID parameter with 

octet 11 coded for a value of (1100 0010)2 • Again, the 

parameter value in octet 13 has been chosen to have a length 

of 1-octet for this example. 

Octets 14-16 represent the TPDU Size parameter. The 

TPDU Size is coded for 1024-octets in octet 16 which is the 

proposed maximum TPDU size (in octets including the header) 

to be used over the requested transport connection. 

Possible values for TPDU Size identified in ISO/DIS 8073 

(1984, p. 82) are 128-octets, 256-octets, 512-octets, 

1024-octets, 2048-octets, 4096-octets and 8192-octets. The 

value of 1024-octets was requested because of the constraint 

of 1518-octets imposed by the Type 10BASE5 LAN. 

Octets 17-20 represent the Checksum parameter which 

is only used with the TP-4 to detect corruption of TPDUs by 

the NS-provider. The sending transport entity transmits 

TPDUs with the Checksum parameter set such that the 

following formulas are satisfied; 
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L 

a^ = 0 (modulo 255) 

i = 1 

and, 

L 

iai = 0 (modulo 255) 

i = 1 

where, 

i = Number (i.e., position) of an 

octet within the TPDU 

a^ = Value of octet in position i 

L = Length of TPDU in octets. 

Octets 21-23 represent an Additional (Additnl) 

Options parameter. Bits 8-5 of octet 23 are set to zero 

when sending the TPDU and ignored upon receipt. Bits 4-3 

contain don't care values when the TP-4 is used. When bit 2 

is set to zero this indicates that the Checksum parameter is 

requested for use with all types of TPDUs for the duration 

of the transport connection. When bit 1 is set to zero this 

indicates that the expedited data transfer service has not 

been requested. 

Octets 24-29 represent the first security related 

parameter in the variable part of the CR TPDU header. The 
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CMAC parameter provides data integrity services for 

cryptographically protected TPDUs and is mandatory for CR 

TPDU types. The CMAC is computed over the entire CR TPDU, 

including the LI field, and for computational purposes only, 

the CMAC parameter field contains a zero value. The 

computed CMAC is then placed in the CMAC parameter field 

which has a length of 4-octets. Since the TP-4 uses the 

Checksum parameter, it is also computed as part of the CMAC 

but only if the Checksum parameter formulas are satisfied, 

i.e., the TPDU it not corrupted. The CMAC parameter 

encoding in octet 18 is still to be determined by the ANSI. 

Octets 30-39 represent a Verification Value (VV) 

parameter which is used when a connection verification 

service is requested. Octets 32-39 contain a 64-bit pseudo

random number (RN) denoted as RNl which is provided by the 

initiator to the responder. The connection verification 

procedure using RNl will be discussed in Chapter 4. The W 

parameter encoding in octet 30 is still to be determined by 

the ANSI. 

Octets 40-63 represent Cryptographic (Crypto) 

Control parameters which are negotiated during the 

connection establishment phase. Octet 42 represents the 

Algorithm and Mode of Encryption parameter requested for use 

during the duration of the transport connection. When bit 1 

is set to zero this indicates that the DEA-1 algorithm 

operated in the CBC mode of encryption has been requested. 
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Values for bits 8-2 are unspecified for the example 

addressed in the thesis. Octet 43 represents the Protection 

(Protect) Services requested. Bits 8 and 2 are reserved for 

future use. Bit 7 set to zero indicates that the CMAC is 

requested for use on all ciphertext user data. Bits 6-5 

contain a value of (11)2 which indicates that encryption 

using independent TPDU-IVs is requested (this is the 

preferred method with TP-4). Bits 4-3 contain a value of 

(01)2 which indicates that a data integrity service using a 

4-octet CMAC is requested. Bit 1 set to one indicates that 

a connection verification service is requested. 

Octets 44-53 represent the DEK parameter to be used 

for user data encryption during the requested transport 

connection. When bit 5 of octet 44 is set to one this 

indicates that the eight error detecting bits are set to 

make the parity of each 8-bit octet of the DEK odd. The 

value of the DEK contained in octets 46-53 is not the value 

of the DEK itself since disclosure of the DEK to a 

wiretapper could nullify the protection afforded by data 

encryption. The value in octets 46-53 is actually the DEK 

encrypted under the KEK and is denoted as the EDEK. The KEK 

is distributed by using system key distribution operational 

procedures which will be discussed in Chapter 4. 

Octets 54-63 represent the TPDU-IV parameter which 

is required for the requested CBC mode of encryption. The 

TPDU-IV value is not used directly for data encryption, 
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instead, it is used to derive a value known as the Starting 

Variable (SV). This procedure will be discussed in 

Chapter 4. 

If the TS-user data to be transferred over the 

requested transport connection did not require cryptographic 

protection then it would be possible to append up to 

32-octets of user data to the CR TPDU. However, since it is 

assumed that the TS-user data does require cryptographic 

protection, no Data fields are appended to a CR TPDU 

requesting security services. This is because the security 

service handshaking procedures must be satisfactorily 

completed prior to actual data transfer. 

Connection Confirm (CC) TPDU Structure and Encoding. 

The CC TPDU structure and encoding are depicted in Figure 

25. When the destination transport entity receives a CR 

TPDU it decodes the parameters that the source transport 

entity has requested for the transport connection. If it 

agrees with the requested parameters then the CC TPDU will 

contain an identical set of parameters as the CR TPDU except 

as noted below. 

Octet 2, bits 8-5 will be coded for the CC TPDU and 

contain a value of (1101)2« The Dst-Ref fields, i.e., 

octets 3-4, will contain values selected by the transport 

entity initiating the transport connection. In other words, 

the Src-Ref fields of the CR TPDU now become the Dst-Ref 

fields of the CC TPDU. Therefore the CC TPDU Src-Ref 
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Figure 25 - CC TPDU Structure and Encoding 
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fields, i.e., octets 5-6, contain the reference selected by 

the transport entity initiating the CC TPDU to identify the 

confirmed transport connection. 

Since the CC TPDU is not identical to the CR TPDU, 

octets 19-20, i.e., Checksum value, will be different from 

the associated octets in the CR TPDU. Similarly, the CMAC 

value in octets 26-29 will be different. The CC TPDU W 

parameter value will also be different. Octets 32-39 will 

contain a 64-bit pseudo-random number derived from RN1 using 

a connection verification procedure which will be discussed 

in Chapter 4. 

Data (DT) TPDU Structure and Encoding. The TPDU 

structure and encoding are depicted in Figure 26. Since, as 

will be shown, the length of the header for a DT TPDU with 

encrypted Data fields can vary, the LI field is shown as 

unspecified. For the DT TPDU, the TPDU Type field (octet 2) 

uses a full octet and contains a value of (1111 0000)2* 

Octets 3-4 will contain the value of the reference 

identifying the requested transport connection at the remote 

transport entity. This may or may not be the reference 

selected by the transport entity that initiated the 

transport connection. This would depend on whether the 

connection was established for a read or write operation. 

This will be discussed in more detail in Chapter 4. 
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Since the extended TPDU format was requested by the 

initiating transport entity during the connection 

establishment phase, octets 5-8 contain a 31-bit DT TPDU 

Sequence Number (TPDU-Nr) that indicates the order in which 

the DT TPDU was transmitted by a transport entity. The 32nd 

bit of the 4-octet field, i.e., bit 8 of octet 5, is used as 

an end of TSDU mark (EOT). When the EOT bit is set to one, 

this indicates that the current DT TPDU is the last data 

unit of a complete DT TPDU sequence. 

Octets 9-12 contain the first variable part 

parameter. This is the Checksum which had been requested 

for use on all DT TPDUs during the connection establishment 

phase. Octets 13-18 contain the CMAC parameter which had 

been requested for use on all ciphertext user data. Octets 

19-28 may or may not contain a W parameter. If the DT TPDU 

is used as the third step in a three-way handshaking 

connection establishment procedure then the W parameter 

would be present since a mutual connection verification 

service was negotiated. 

The CBC mode of encryption requires that Data fields 

be an integral multiple of 8-octets in length for 64-bit 

block ciphers such as one which would use the DEA-1 

algorithm. Data fields which are not an integral multiple 
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of 8-octets in length must be padded prior to encryption^. 

Padding is appended as required and all Pad octets are to 

have zero plaintext value. The Pad parameter for this 

example begins at octet 29. The parameter type and length 

fields in octets 29-30 are not encrypted but the parameter 

value fields beginning with octet 31 are. For an n-octet 

Pad, the first n octets of ciphertext are transmitted as the 

Pad value. The length of the Pad value will vary from TPDU 

to TPDU from a minimum of 1-octet to a maximum of 7-octets. 

Encryption of the Pad and Data fields is done under 

the DEK which was exchanged as the encrypted EDEK value 

during the connection establishment phase. Data encryption 

is performed using the CBC mode of encryption with an SV 

derived from the TPDU-IV exchanged during connection 

establishment. Since the negotiated TPDU maximum size is 

limited to 1024-octets by the Type 10BASE5 LAN, the number 

of actual user data octets which can be appended to a DT 

TPDU is equal to one thousand twenty four minus the sum of 

the number of DT TPDU header octets plus the number of Pad 

octets. 

5. This padding is not the same as the padding 
required for the Type 10BASE5 Medium Access Control (MAC) 
sublayer. MAC sublayer padding is used to insure that the 
frame size of the frame to be transmitted is 64-octets for 
those frames less then 64-octets. 
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Data Acknowledge (AK) TPDU Structure and Encoding. 

The AK TPDU structure and encoding are depicted in Figure 

27. As with the DT TPDU, the AK TPDU LI field value will 

vary depending on various factors to be discussed below. 

For an extended format AK TPDU, the TPDU Type field (octet 

2) will use a full octet and contain a value of (0110 

0000)2* The Dst-Ref fields of octets 3-4 contain the value 

of the transport connection reference selected by the 

destination transport entity. Octets 5-8 are the Sequence 

Number Response (Yr-TU-Nr) fields indicating the next 

expected DT TPDU number. This is a 31-bit number with the 

32nd bit, bit 8 of octet 5, always set to zero. For 

extended format, octets 9-10 contain a 16-bit Credit value 

used for flow control. 

Octets 11-14 contain the Checksum parameter which is 

the first variable part parameter. Octets 15-20 contain the 

CMAC parameter. Octets 21-30 may or may not contain a W 

parameter. If the AK TPDU is used as the third step in a 

three-way handshaking connection establishment procedure 

then the W parameter would be present since a mutual 

connection verification service was negotiated. 

Disconnect Request (PR) TPDU Structure and Encoding. 

The DR TPDU structure and encoding are depicted in Figure 

28. The value in the LI field will vary depending on 

whether the W parameter is used as the third step in a 

three-way handshaking connection establishment procedure. 
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The TPDU Type field (octet 2) will be coded for the DR TPDU 

and contain a value of (1000 0000)2- T^le Dst-Ref fields of 

octets 3-4 and the Src-Ref fields of octets 5-6 contain the 

transport connection reference selected by the destination 

and source transport entities respectively. Octet 7 is the 

Reason field which defines the reason for disconnecting the 

transport connection. Table 4 summarizes the DR TPDU Reason 

values applicable to this example. 

The variable part parameters begin with the Checksum 

parameter in octets 8-11. There is also a CMAC parameter in 

octets 12-17. Octets 18-27 may or may not contain a W 

parameter depending on whether the DR TPDU is used as the 

third step in a three-way handshaking connection 

establishment procedure. It is possible to append up to 

64-octets of TS-user data to a DR TPDU. However, this data 

is never encrypted and since it is assumed that the TS-user 

data requires cryptographic protection, there are no Data 

fields appended to the DR TPDU. 

Disconnect Confirm (DC) TPDU Structure and Encoding. 

The DC TPDU structure and encoding are depicted in Figure 

29. The value of the LI field is (0001 0000)2- The TPDU 

Type field (octet 2) is coded for the DC TPDU and contains a 

value of (1100 0000)2- The Dst-Ref fields of octets 3-4 and 

the Src-Ref fields of octets 5-6 contain the transport 

connection reference selected by the destination and source 

transport entities respectively. The variable part 
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Reason Encoding 

Reason not specified (0000 0000)2 

Congestion at TSAP (0000 0001)2 

Session entity not attached to TSAP (0000 0010)2 

Address unknown (0000 0011)2 

Normal disconnect initiated by 
session entity 

(1000 0000)2 

Remote transport entity congestion 
at connect request time 

(1000 0001)2 

Connection negotiation failed (i.e., 
proposed class(es) not supported) 

(1000 0010)2 

Duplicate source reference detected 
for the same pair of NSAPs 

(1000 0011)2 

Mismatched references (1000 0100)2 

Protocol error (1000 0101)2 

Reference overflow (1000 0111)2 

Header or parameter length invalid (1000 1010)2 

Cryptographic services negotiation 
failed (i.e., requested services, 
algorithm, or mode not supported) 

(1001 0000)2 

Connection verification failed (1001 0001)2 

Integrity failed to verify (i.e., 
valid CMAC) 

(1001 0010)2 

KEK invalid (1001 0011)2 

DEK parity error (1001 0101)2 

Table 4 - Disconnect Request (DR) TPDU Reason Values 
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parameters are the Checksum in octets 7-10 and the CMAC in 

octets 11-16. No Data fields are appended to a DC TPDU. 

Error (ER) TPDU Structure and Encoding. The ER TPDU 

structure and encoding are depicted in Figure 30. The value 

of the LI field varies depending on the length of the 

Invalid TPDU parameter to be discussed below. The TPDU Type 

field (octet 2) is coded for the ER TPDU and contains a 

value of (0111 0000)2« The Dst-Ref fields of octets 3-4 

contain the value of the transport connection reference 

selected by the destination transport entity. Octet 5 is 

the Reject Cause field which defines the cause for rejecting 

the TPDU. The following are valid causes for TPDU 

rejection: 

(0000 0000)2 = Reason not specified 

(0000 0001)2 = Invalid parameter code 

(0000 0010)2 = Invalid TPDU type 

(0000 0011)2 = Invalid parameter value 

(0000 0101)2 = CMAC does not verify. 

The variable part parameters include the Checksum in 

octets 6-9 and the CMAC in octets 10-15. An Invalid TPDU 

parameter begins at octet 16. The Invalid TPDU parameter 

value contains the bit pattern of the rejected TPDU header 

up to and including the octet which caused the rejection. 

For cryptographically protected TPDUs the Invalid TPDU 

parameter will not contain decrypted Data Fields. 
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Frame Structure and Encoding 

Figure 31 depicts the complete frame which is 

assembled from the various (N)-layer PDUs. The actual 

framing mechanism is implemented at the MAC sublayer which 

appends addressing and control fields to an LLC PDU. These 

addressing and control fields are not only appended to 

preceed the LLC PDU provided by the LLC sublayer, there are 

also control fields (i.e., Pad and FCS fields) appended 

which follow the LLC PDU. Thus the LLC PDU is "framed" by 

MAC sublayer addressing and control fields. 

It is important to note that since layers 1-3 

provide a CLNS to the Transport Layer the type of TPDU 

provided from the Transport Layer to the Network Layer has 

no affect on the structure and encoding of the addressing 

and control fields appended by layers 1-3. For example, a 

CR TPDU will be treated exactly the same as a DR TPDU by 

layers 1-3. 

Frame overhead, excluding the TPDU and Pad fields is 

as follows: 

Network Layer = 1 octet 

LLC Sublayer = 3 octets 

MAC Sublayer = 18 octets 

Total = 22 octets 
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Since the Type 10BASE5 LAN requires a minimum frame size of 

64-octets, any frame which contains a TPDU less than 

42-octets in length will require MAC sublayer padding. This 

includes all TPDUs except the CR TPDU, CC TPDU and possibly 

the DT TPDU. All frames, with the exception of one 

containing a DT TPDU, will be pure overhead because Data 

fields require cryptographic protection and only the DT TPDU 

can provide this service. A frame containing a DT TPDU 

could have overhead ranging from a maximum of 

63/64 x 100 = 98.44% 

to a minimum of 

50/1024 x 100 = 4.88%. 
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System Service Primitives 

(N)-services are specified by describing the 

information flow at the interfaces between the (N)-user and 

the (N)-layer (or sublayer). This information flow is 

modeled by discrete, instantaneous interface events, which 

characterize the provision of a service. Each event 

consists of passing a service primitive from one layer (or 

sublayer) to the other through an (N)-SAP associated with an 

(N)-user. Service primitives convey the information 

required in providing a particular service. These service 

primitives are an abstraction in that they specify only the 

service provided rather than the means by which the service 

is provided. This definition of service is independent of 

any particular interface implementation (IEEE Std. 

802.2-1985, p. 22). 

Services are specified by describing the service 

primitives and parameters which characterize each service. 

A service may have one or more related primitives which 

constitute the interface activity which is related to the 

particular service. Each service primitive may have zero or 

more parameters which convey the information required to 

provide the service (IEEE Std. 802.2-1985, p. 22). 

Table 5 lists the system service primitives and 

associated parameters required to implement the system 

protocol suite depicted in Figure 17 including the TP-4 

security mechanisms. Table 5 only shows a partial list of 
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Primitive Parameter 

IEEE 802.3 MAC Service 

MA DATA request destination address 
M_SDU 

MA DATA indication destination address 
source address 
M_SDU 

MA DATA confirm transmission status 

IEEE Type 1 LLC Service 

L DATA request 
indication 

destination address 
source address 
L_SDU 

ISO Inactive Network Layer Service 

N UNIT DATA request 
indication 

N_SDU 

ISO Transport Service 

T CONNECT request 
indication 

called address 
calling address 

T CONNECT response 
confirm 

responding address 

T DATA request 
indication 

T_SDU 

T_DISCONNECT request 
indication 

disconnect reason 

Table 5 - System Service Primitives 
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the primitives and parameters identified by the appropriate 

IEEE or ISO standard. The primitives and parameters not 

shown are not applicable to the thesis example. The 

primitives request, indication, response and confirm are 

generic types which can be used to describe any 

(N)-user/(N)-layer interaction making use of those primitive 

types. 

The IEEE 802.3 MAC Service Primitives 

The MAC service destination address parameter used 

with the system protocol suite specifies an individual MAC 

entity DA field address associated with a particular station 

attached to the LAN. The MAC source address parameter is 

also an individual address as specified by the SA field of 

an incoming frame. The M_SDU parameter specifies the MAC 

SDU to be transmitted. The transmission status parameter is 

used to pass status information back to the local requesting 

LLC entity. It is used to indicate the success or failure 

(for example, excessive collisions) of the previously 

associated MA_Data.request primitive. 

The IEEE Type 1 LLC Service Primitives 

The Type 1 LLC service destination address parameter 

specifies the DSAP field address for which the UI PDU 

information field is intended. The Type 1 LLC source 

address parameter specifies the SSAP field address from 
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which the UI PDU was initiated. The L_SDU parameter 

specifies the LLC SDU to be transmitted. 

The ISO Inactive Network Layer Service Primitives 

The only parameter associated with the Inactive 

Network Layer service primitives is the N_SDU parameter 

which specifies the NSDU to be transmitted. 

The ISO TP-4 Service Primitives 

The TP-4 service called address parameter specifies 

the TSAP-ID field address of the TSAP with which the 

transport connection is to be established whereas the 

calling address parameter specifies the TSAP-ID field 

address of the TSAP from which the transport connection is 

requested. The responding address parameter specifies the 

TSAP-ID field address of the TSAP to which the transport 

connection has been established and is identical to the 

called address parameter. The T_SDU parameter allows the 

transfer of TSDUs between peer TS-users without modification 

by the TS-provider. The disconnect reason parameter gives 

information indicating the cause of the transport connection 

release. 

System Service Time Sequence Diagrams 

Figures 32 and 33 depict time sequence diagrams for 

the layer 2-4 services discussed in the thesis. Figure 32 

depicts the layer 2-3 interactions which are common to all 
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NS-User NSAP LS-User LSAP MS-User M3AP 

NJJKIT DATA* 
request 

LJDATA 
request 

MA_DATA 
request 

MAJDATA 
confirm 

Figure 32 - ISO OSI Layer 2-3 Time Sequence Diagram 
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MSAP MS-User LSAP LS-User NSAP KS-User 

IvlA DATA 
indication 

L__DATA 
indication 

NJJNIT DATA 
indication 

Figure 32 - Continued 



141 

TS-User TSAP TSAP TS-User TS-User TSAP TSAP TS-User 

T__CONNECT 
request 

T_CONNECT 
confirm 

T_CONNECT 
indication 

T_CONNECT 
response 

T_CONNECT 
request 

T_DISCONNECT 
indication 

T_C0KN2CT 
indication 

^DISCONNECT 
request 

Successful TC Establishment Rejection of TC Establishment 
Request by TS-User 

TS-User TSAP TSAP TS-User TS-User TSAP TSAP TS-User 

T_CONNECT 
request 

T_DIS CONNECT 
indication 

TJDATA 
request 

T_DATA 
indication 

Rejection of TC Establishment 
Request by TS-Provider 

Normal Data Transfer 

Figure 33 - ISO OSI Layer 4 Time Sequence Diagrams 
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TS-User TSAP TSAP TS-User TS-User ISAP TSAP TS-User 

T_DIS C ONNEC T 
request 

T__DI SCOKN3CT 
request 

T_DISCONNECT 
indication 

T_DISCONNECT 
request 

TO Release Initiated by 
TS-User 

TC Release Initiated by both 
TS-Users 

TS-User TSAP TSAP TS-User TS-User TSAP TSAP TS-User 

^DISCONNECT 
indication 

T_DISCONNECT 
indication 

T_DISCONNECT 
request 

r_DI5C0KN3CT 
indication 

TC Release Initiated by 
TS-Provider 

TC Release Initiated by 
TS-User and TS-Provider 

Figure 33 - Continued 
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N_Unit_Data.request primitives generated by a network 

service user (NS-user) or N_Unit_Data.indication primitives 

generated by a NS-provider. If a NS-user, in this case, a 

transport entity, wants to transmit a TPDU to a peer 

transport entity it passes the N_SDU parameter via an 

N_Unit_Data.request primitive through an NSAP to a network 

entity. Upon receipt of the N_Unit_Data.request primitive 

the network entity passes the L_SDU parameter via an 

L_DATA.request primitive through an LSAP to an LLC entity. 

The LLC entity then provides addressing parameter 

information for the L_SDU parameter and passes an M_SDU 

parameter via an MA_Data.request primitive through a MAC SAP 

(MSAP) to a MAC entity. The MAC entity then provides 

addressing parameter information for the M_SDU parameter and 

the frame is transmitted onto the medium to the peer MAC 

entity. Upon receipt of the frame, the peer MAC entity 

starts an interaction process which is the reverse of the 

one just described. The difference it that the primitives 

are generated by the (N)-service providers rather than the 

(N)-service users and are indication primitives instead of 

request primitives. 

Figure 33 depicts the layer 4 interactions which are 

initiated by a TS-user or TS-provider. It should be noted 

that regardless of what type of primitives are generated by 

the TS-user or TS-provider, they are all treated as an 

N_Unit_Data primitive when passed to the Network Layer. 
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This is because the Network Layer and underlying layers 

implement the CLNS. The layer 4 interactions will be 

discussed in detail in Chapter 4. 



4. SYSTEM SECURITY MODEL AND OPERATIONAL PROCEDURES 

This chapter presents the system security model 

developed from the topics presented in Chapter 2 (see Figure 

16) and also analyzes the resultant operational procedure 

requirements. The model consists of trusted and untrusted 

heterogeneous computer systems (LAN Stations) as well as a 

trusted NSMC connected through ti'usted CIUs to a Type 

10BASE5 general purpose LAN. 

The operational procedures are of two basic types; 

system operational security management procedures and TP-4 

transport connection security management procedures. The 

system level procedures can be further divided into two 

basic types; network access control and authenticiation 

procedures as well as process-to-process access control and 

authentication procedures. 

The TP-4 transport connection security management 

procedures are based on the services provided by the system 

protocol suite (see Figure 17) particularly regarding OSI 

security services and mechanisms. The TP-4 procedures are 

independent of the system level procedures whereas the 

system level procedures depend on the TP-4 procedures. 

145 



146 

System Security Model 

Walker (1985, p. 63) has identified four different 

network security models ranging from simple, untrusted 

networks interconnecting untrusted computer systems, to 

complex trusted networks making security policy decisions 

from process control information supplied by the computer 

systems attached to the networks. The latter model is most 

appropriate to the thesis objectives and has been denoted as 

a Level 4 model by Walker. The Level 4 model will be used 

as the basis for developing a system security model 

appropriate to the thesis objectives. 

The system security model is depicted in Figure 34. 

The model consists of LAN Stations and a centralized NSMC 

attached through CIUs to a general purpose Type 10BASE5 LAN. 

The LAN Stations consist of heterogeneous computer systems 

which may or may not process non-sensitive information as 

well as different levels of sensitive information. The CIUs 

contain the software and hardware which will implement the 

system protocol suite identified in Figure 17 including the 

TP-4 security mechanisms. It is also assumed that the CIUs 

implement ISO layer 5-7 protocols so that full 

interoperability between the heterogeneous "open" computer 

systems is guaranteed. The centralized NSMC contains an AC 

which implements an OSI notarization mechanism, a KDC and 

security relevant audit mechanism. 
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Table 1 Table 3 Table 5 
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CIU1 

LS3 

TCB3 

CIU3 

NSMC 

KDC 

AC 

CIU5 

MEDIUM 

OS2 

C 
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D 

LS2 

Table 2 

TCB4 

I 
G 

I 
H 

LS4 

Table 4 

Figure 34 - System Security Model 
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LAN Station Security Requirements 

A LAN Station (LS) can be an untrusted computer 

system whose OS processes sensitive information in a system 

high security mode of operation (LSI and LS2), or a trusted 

multiprocessing computer system with a TCB-class OS capable 

of concurrently processing different levels of sensitive 

information in a multilevel security mode of operation (LS3 

and LS4). It is assumed that the trusted LAN Stations 

(i.e., LS3 and LS4), have been designed to meet the class B3 

or better trusted computer system evaluation criteria 

defined in CSC-STD-001-83 (1983). Therefore, the trusted 

LAN Station TCB-class OSs contain the software which 

satisfies the reference monitor concept developed by 

Anderson (1972) and also preserves the integrity of the 

sensitivity labels and uses them to enforce mandatory access 

control. 

Each LAN Station OS contains LAN support software 

which will allow it to interface to the Type 10BASE5 LAN 

through a CIU. If the LAN Station is trusted then the TCB 

portion of the OS contains the LAN support software. Walker 

(1985, p. 63) indicates that the current trusted computer 

system evaluation criteria in CSC-STD-001-83 (1983) does not 

include the requirements for a TCB to support networking 

software and that this type of evaluation criteria needs to 

be developed. 
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It is assumed that each LAN Station has a 

discretionary access control capability enforced by an 

access list residing in a process look-up table in its OS. 

The process table contains not only the name associated with 

each LAN station but also the name associated with each 

process for which it has access control but also the name 

associated with each LAN Station which can be accessed 

through the network. 

The trusted LAN Stations also have a mandatory 

access control capability which is enforced by a reference 

monitor, such as a security kernel, residing in its TCB (see 

Figure 7). The trusted LAN Station process tables must also 

contain the current security level of each process for which 

it has access control as well as the security level range of 

each LAN station which can be accessed through the network. 

Because LAN Station security level information is very 

stable, updates of the trusted LAN Station process tables 

are easily accomplished by periodic manual table updates by 

a security administrator (Walker 1985, p. 65). 

Finally, it is also assumed that each LAN Station 

implements its own local user identification mechanism such 

as password checking or some other more sophisticated means. 

These types of mechanisms will not be discussed in the 

thesis. 
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CIU Security Requirements 

The CIUs are identical and provide all LAN Stations 

with a trusted interface to the network. Since the CIUs 

implement a full suite of functionally equivalent layer 1-7 

ISO protocols, interoperability is assured. The TP-4 

security mechanisms will provide cryptographically secure 

transport connections between LAN Station processes using 

Transport Layer E3. A connection verification service 

provides peer entity authentication and detects connection 

replay attempts. A data integrity service is also provided. 

Since the data which is transferred across the LAN 

Station and CIU interface is plaintext, the CIU must be 

trusted not to modify the text data stream. Again, trusted 

computer evaluation criteria contained in CSC-STD-001-83 

(1983) does not address this requirement. So it is assumed 

that the CIUs are trusted to some criteria class which would 

allow them to interoperate directly with trusted computer 

systems designed to meet at least class B3 or better 

criteria. 

As described above, the system security model 

involves process-to-process access control between the LAN 

Stations themselves. If the network proper is considered to 

be the CIUs, NSMC and Type 10BASE5 LAN, then a degree of 

access control can be performed by the network. The network 

is said to be trusted but in reality, the portions of the 
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CIUs which implement the CLNS and Type 10BASE5 LAN contain 

no security relevant mechanisms and are therefore untrusted. 

NSMC Security Requirements 

The final major system model component is the NSMC. 

The NSMC must be trusted to the highest security level which 

may be processed on the network. It must also meet the 

trusted computer system evaluation criteria of the LAN 

Station(s) rated at the highest class of evaluation 

criteria, i.e., class B3 or better. The AC and KDC 

contained in the NSMC work jointly with the CIUs to provide 

a network level access control. The operational procedures 

for providing this capability will be described in the next 

section. 

Considerable duplication of effort can exist if the 

LAN Stations and network perform the access control and 

authentication procedures to allow specific processes to 

communicate. However, a process-to-process access control 

check in the AC cannot be as accurate as those within the 

individual LAN Stations. The AC also uses mandatory access 

control and as such, can access a process table containing 

the name and security level of every process as well as 

every LAN Station which can be accessed through the network. 
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System Operational 
Security Management Procedures 

The procedures for system operational management 

include those required to establish a session between LAN 

Station processes, transfer data between the processes and 

end the session. If the session must be secure then system 

access control, authentication and key distribution security 

management procedures must be used to establish a secure 

process-to-process session between LAN Stations. This 

section will describe how the system security management 

procedures affect the overall operational procedures. A 

detailed description of the TP-4 transport connection 

security management procedures will be described in the next 

section. 

If a LAN Station process wants to establish a 

session with a peer LAN Station process, the processes must 

first go through a network access control and authentication 

procedure prior to obtaining a session-unique KEK from the 

KDC. Process-to-process access control and authentication 

procedures may then be used depending on the interactions 

involved. If the network and process-to-process access 

control authentication procedures are successful, a session-

unique DEK provided by the initiating LAN Station CIU will 

allow for cryptographically secure ClU-to-CIU data transfer. 

If the data transfer is to take place from the initiating 

process to the responding process then the procedure is a 
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write procedure. If the data transfer is to take place from 

the responding process to the initiating process then the 

procedure is a read procedure. 

There are basically four trusted/untrusted LAN 

Station process interactions. These interactions will be 

described below in terms of the system security model 

depicted in Figure 34. 

Trusted LAN Station Process to Trusted LAN Station Process 
Security Procedures 

This interaction involves two processes residing in 

LS3 and LS4 respectively. Both LAN Stations are trusted to 

meet class B3 or better criteria and access to a process 

residing in either LAN Station is controlled by the 

corresponding TCB. Either process is authorized to process 

sensitive information at different security levels in the 

multilevel security mode. 

The procedure begins when process E in LS3 informs 

TCB3 that it wishes to establish a session with process G in 

LS4 at security level S. TCB 3 receives the request and 

checks its process table to determine if process E is within 

the security level range of LS4. The TCB3 process table, as 

with all trusted LAN Station TCB process tables, lists all 

names and security levels of the processes for which it has 

access control as well as the names and security level 

ranges of the LAN Stations which can be accessed through the 

network. Note, however, that the LAN Station TCB process 
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tables do not list individual processes which do not reside 

in their LAN Station. 

If TCB3 determines that the security level of 

process E is outside the security level of LS4 the session 

request is denied. If within, TCB3 attempts to establish an 

interim session with the NSMC AC. The interim session is 

established when a CIU3 transport entity successfully 

establishes a secure transport connection with a peer 

transport entity in CIU5 using the procedures to be 

described in the next section. All data transferred between 

TCB3 and the AC can now be encrypted under a DEK provided by 

CIU36. 

TCB3 now informs the AC that process E wants to 

establish a session with process G at security level S. 

Upon receipt of this request the AC checks its process table 

to determine if security level S is within the security 

level range of process G. Unlike the LAN Station process 

tables, the AC process table lists all names and security 

levels of all individual processes as well as LAN Stations 

6. A DEK value is sent from a LAN Station CIU to 
the NSMC CIU as the security related EDEK parameter in the 
variable part of a CR TPDU header (see Figure 24). The EDEK 
parameter is computed by encrypting DEK under a KEK 
previously provided to the CIUs. This KEK can be provided 
to the CIUs by a number of techniques including manual 
distribution, using an identifier to select from a KEK 
look-up table, or distribution during a previous session. 
The thesis does not address a specific technique for 
distributing this KEK and assumes that it has been 
previously provided in some secure manner. 
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accessible through the network. If security level S is not 

within the range or process G, the AC informs TCB3 that the 

session is denied and the interim session is ended. 

If security level S is within the range of process 

G, the AC attempts to establish a second interim session 

with the LS4 TCB4. This second interim session is 

successfully established when a secure transport connection 

is established between peer transport entities in CIU4 and 

CIU5. When the second interim session is established, the 

AC informs the KDC to issue a session-unique KEK to CIU3 and 

CIU4. Once the session-unique KEK has been distributed the 

two interim sessions between TCB3/AC and TCB4/AC are ended 

and the network access control and authentication procedures 

are completed. 

The process-to-process access control and 

authentication procedures now begin with TCB3 requesting a 

CIU3 transport entity to establish a secure transport 

connection with a peer CIU4 transport entity. Once the 

transport connection has been successfully established, TCB3 

informs TCB4 that process E wants to establish a session 

with process G at security level S. TCB4 receives the 

request and checks its process table to determine what 

security level process G is currently processing. It could 

well be that process G may be processing information at a 

security level lower than S, (for example, C), even though 

it is authorized to process information at security level S. 
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If this is the case, TCB4 informs TCB3 that the session 

request is denied and the transport connection is released. 

If TCB4 determines that process G is currently 

operating at security level S it informs TCB3 that the 

session is successfully established and data transfer 

between process E and process G can begin. Data is 

encrypted under a DEK provided by CIU3. The DEK value was 

sent from CIU3 to CIU4 as the security related EDEK 

parameter during connection establishment. The EDEK 

parameter was computed by encrypting DEK under the KEK 

previously provided by the KDC. 

Trusted LAN Station Process to Untrusted LAN Station Process 
Security Procedures 

This interaction involves two processes residing in 

LSI and LS3 respectively. LSI is an untrusted LAN Station 

which is operating at security level S in the system high 

security mode. As previously stated, LS3 is trusted and its 

processes are authorized to process sensitive information in 

the multilevel security mode. 

The procedure begins when process E in LS3 informs 

TCB3 that it wishes to establish a session with process A in 

LSI at security level S. TCB3 receives the request and 

checks its process table to determine if process E is within 

the security level range of LSI. If TCB3 determines that 

the security level of process E is outside the security 

level range of LSI the session request is denied. Since LSI 
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is operating at security level S in the system high security 

mode, all processes in LSI can only operate at security 

level S. Therefore a session will be successfully 

established between process E and process A providing 

interim sessions can be established between TCB3/AC and 

OS1/AC and a secure transport connection can be established 

between CIU1 and CIU3. 

Untrusted LAN Station Process to Trusted LAN Station Process 
Security Procedures 

This interaction is the reverse of the one just 

discussed. There are several differences primarily 

regarding at which points in the procedure the session 

request can be denied. Since 0S1 does not implement 

mandatory security access control it can only use 

discretionary access control to determine if LS3 can be 

accessed through the network. Therefore it first relies on 

the network access control and authentication procedures to 

determine if the security level of process A is equal to 

that of process E. Since it is, TCB3 will then use process-

to-process access control and authentication procedures to 

determine if the current processing state of process E is 

equal to process A. If both network and process-to-process 

procedures are successful, the session can be established. 
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Untrusted LAN Station Process to Untrusted LAN Station 
Process Security Procedures 

For this interaction, two processes residing in LN1 

and LN2 are involved. Since both 0S1 and 0S2 can only 

implement discretionary access control, mandatory access 

control must be implemented by the AC using network access 

control and authentication procedures. Details of these 

procedures have been previously discussed above. 
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TP-4 Transport Connection 
Security Management Procedures 

The procedures for TP-4 transport connection 

management include those required for each of the distinct 

(N)-connection phases, (i.e., connection establishment, data 

transfer and connection release), negotiation of parameters 

during connection establishment, flow control, expedited 

data transfer, error control and error recovery. If the 

connection must be secure then the transport cryptographic 

data protection services may affect the connection 

management procedures discussed above. With the exception 

of flow control and expedited data transfer (see Footnote 2, 

p. 101), this section will describe how the TP-4 

cryptographic data protection services affect the connection 

management procedures. 

The management of the security procedures for the 

(N)-connection phases and the negotiation of security 

related parameters during connection establishment will be 

described in the context of the generation of system 

primitives and the subsequent exchange of TPDUs between peer 

TS-users. For the purpose of these discussions a TS-user is 

defined as a LAN Station process or NSMC process plus the 

portion of the attached CIU software which implements the 

ISO layer 5-7 protocols. The error control and recovery 

discussions will be limited to the security related 

procedures. 
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Connection Establishment Security Procedures 

Connection establishment is the most critical phase 

in the management of a secure transport connection. The 

data transfer and subsequent connection release phases 

cannot be performed if the procedures of the connection 

establishment phase are not managed successfully. It is 

during connection establishment that the cryptographic data 

protection services which will be used for data transfer are 

negotiated between peer transport entities. The 

cryptographic data protection services are established 

through the exchange of Cryptographic Control parameters 

such as Algorithm and Mode of Encryption, Protection 

Services, DEK and TPDU-IV. 

In the TP-4 protocol, a connection is established 

using a three-way handshaking procedure whereby the TS-user 

initiating the connection transmits a CR TPDU to the 

receiving TS-user, the receiving TS-user responds with a 

CC TPDU and then the initiating TS-user acknowledges 

receipt of the CC TPDU by transmitting a DT TPDU or AK TPDU 

back to the receiving TS-user. Upon receipt of a 

T_Connect.request primitive passed by the TS-user through a 

TSAP (see Figure 33), a transport entity assembles a CR 

TPDU. The transport entity (NS-user) then generates an 

N_Unit_Data.request primitive and passes it through a NSAP 

to a network entity (see Figure 32). The resulting NSDU is 

then processed by the layer 2-3 interactions described in 
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Chapter 3. A description of the computation of the CMAC and 

EDEK security related parameters by the initiating transport 

entity as well as connection verification procedures using 

the VV security related parameter will be provided below. 

When the receiving transport entity receives an 

N_Unit_Data.indication primitive from the NS-provider, it 

decodes the TPDU header parameters, determines that it is a 

CR TPDU and passes a T_Connect.indication primitive through 

a TSAP to the receiving TS-user providing that the TPDU was 

received uncorrupted, there were no protocol errors and the 

requested security and non-security related parameters are 

acceptable. The TS-user then passes a T-Connect.response 

primitive through a TSAP back to the transport entity to 

signal the assembly of a CC TPDU. Once the CC TPDU has been 

assembled the transport entity generates an 

N_Unit_Data.request primitive and passes it through a NSAP 

to the network entity. The resulting NSDU is then processed 

by the layer 2-3 interactions described in Chapter 3. 

When the initiating transport entity receives an 

N_Unit_Data.indication primitive from its NS-provider, it 

decodes the TPDU header parameters, determines that it is a 

CC TPDU and passes a T_Connect.confirm primitive through a 

TSAP to the initiating TS-user providing that the TPDU was 

received uncorrupted and there were no protocol errors. The 

third step in the three-way handshaking procedure can now be 

managed in one of two different ways. If the TS-user 
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requested the connection for a write procedure and has data 

to send, it generates a T_Data.request primitive as a signal 

for the transport entity to assemble a DT TPDU. If the 

TS-user requested the connection for a read procedure and is 

expecting data, the transport entity will assemble an AK 

TPDU^. The receiving TS-user will be prepared to accept 

either a DT TPDU or AK TPDU at this point. Transmission of 

a DT TPDU or AK TPDU by the initiating TS-user completes the 

three-way handshaking procedure and the connection is 

successfully established. 

CMAC Computation. If the security related CMAC 

parameter does not verify during any (N)-connection phase, 

this is a protocol error and the transport entity receiving 

the erroneous TPDU will assemble an ER TPDU with the Reject 

Cause field coded for "CMAC does not verify" . The CMAC 

parameter computation for all TPDU types is described in 

Draft ANSI X3T1-85-50 (1985, p. 22) and depicted in Figure 

11. A CMAC is computed for all TPDUs by using a variant of 

the DEK termed a data authentication key (DAK). For TPDUs 

originated by the initiator, an initiator DAK (IDAK) is used 

to compute the CMAC. When using DEA-1, the IDAK is derived 

by inverting the first 4-octets of the DEK. A 4-octet CMAC 

7. Management of the write or read procedures which 
results in the assembly of a DT TPDU or AK TPDU is performed 
at the higher OSI layers, (i.e., layers 5-7), or by an 
application process. 
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is computed by the initiator by performing CBC mode 

encryption under the IDAK of the assembled TPDU using an SV 

of zero (SV computation will be discussed below). If the 

TPDU is not a multiple of 8-octets in length then it is 

padded with trailing zero octets prior to CBC encryption of 

the last block. The Pad octets are not transmitted with the 

TPDU. The first 4-octets of the last ciphertext block are 

then used as the CMAC value and placed in the variable part 

of a TPDU header. 

For TPDUs originated by the responder a variant of 

the DEK termed the responder DAK (RDAK) is used to compute 

the CMAC. When using DEA-1, the RDAK is derived by 

inverting the last 4-octets of the DEK. The CMAC is then 

computed as described above. The use of different DAKs by 

direction prevents TPDUs from being turned around. The TPDU 

Dst-Ref and Src-Ref fields cannot be relied upon to be 

different. 

EDEK Computation. The DEK is always explicitly 

provided by the initiator as an EDEK value in the variable 

part of a CR TPDU header (see Figure 24). The EDEK is 

computed by ECB mode encryption of the DEK under a KEK (the 

ECB mode of encryption does not use an SV). The KEK is 

distributed by a KDC using the operational procedures 

described in the previous section. Other KEK management 

procedures are not addressed in the thesis. Upon receipt of 

a CR TPDU the responder decrypts the EDEK value using the 
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ECB mode and determines the DEK to be used for the data 

transfer phase. The EDEK is then sent back to the initiator 

in the variable part of a CC TPDU header (see Figure 25) to 

confirm that the DEK value is acceptable. 

Connection Verification Procedures. The connection 

verification procedures are described in Draft ANSI 

X3T1-85-50 (1985, pp. 17-18). The integrity of a connection 

is verified by means of an exchange of parameter values in 

the VV field of the variable part of a TPDU header. If only 

the CR and CC TPDUs carry the W field then only unilateral 

verification to the initiator can be performed. If the 

additional third W is provided then the verification can be 

mutual. 

The procedure begins with the initiator providing an 

8-octet, 64-bit pseudo-random number RN1 as a W value in 

the variable part of a CR TPDU header (see Figure 24). The 

initiator and responder then use the DEK as a verification 

key (KV) and encrypt RN1 using the ECB mode of encryption. 

The resultant ciphertext is an interim value which is 

treated as two concatenated 4-octet, 32-bit values denoted 

as RN2 and RN3; RN2 being the most significant and RN3 being 

least significant. The responder then combines RN2 with a 

random or pseudo-random 4-octet, 32-bit value by an 

Exclusive-OR operation to produce RN4 and concatenates RN4 

with RN3 thereby replacing RN2. The responder then uses ECB 

mode encryption and encrypts RN4 concatenated with RN3 under 
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KV. This encrypted value is used by the responder as the W 

value in the variable part of a CC TPDU header (see Figure 

25). 

Upon receipt of the CC TPDU the initiator decrypts 

the received W value using KV thereby recovering RN4 

concatenated with RN3. The RN3 value is then compared with 

the presumed like quantity independently derived by the 

initiator. The responder is unilaterally verified to the 

initiator if the two versions of RN3 are equal. 

If the verification is to be mutual, the initiator 

then complements RN4 to yield RN5, replaces RN4 with RN5 and 

encrypts the concatenation of RN5 and RN3 under KV using ECB 

mode encryption. The result is sent to the responder as the 

W value in the variable part of a DT or AK TPDU header (see 

Figures 26 and 27) as appropriate. The responder then 

decrypts the received W value using KV and recovers RN5 

concatenated with RN3. The responder complements RN4 and 

compares the result with the received RN5. The initiator is 

verified to the responder if the two versions of RN5 are 

equal. 

Data Transfer Security Procedures 

Once the connection establishment procedures have 

been satisfactorily completed and the connection mutually 

verified, the data transfer phase can begin. For a write 

procedure data transfer can begin with the third step 
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in the three-way handshaking procedure. For a read 

procedure the responding TS-user must await receipt of an AK 

TPDU before data transfer can begin. In either case, 

generation of a T_Data.request primitive will signal the 

appropriate transport entity to assemble a DT TPDU. 

The security related parameters in the variable part 

of a DT TPDU header contain a CMAC (computed as described 

above) and, for a write procedure, a W value (see Figure 

26). The Data part contains TS-user data which has been 

encrypted using the CBC mode of encryption under the DEK and 

SV. SV computation is performed by combining the first 

8-octets (after the LI field) of the fixed part of a DT TPDU 

header (see Figure 26) with the TPDU-IV parameter in the 

security related variable part of the CR TPDU header (see 

Figure 24) by an Exclusive-OR operation and then encrypting 

the result under the DEK using ECB mode encryption. The 

resultant SV is a pseudo-random number which will be 

different as long as the DT TPDU sequence number in octets 

5-8 (see Figure 26) is different. Since the fixed part of 

the DT TPDU is less then 8-octets, it is padded with a 

trailing zero octet prior to the Exclusive-OR operation. 

Connection Release Security Procedures 

If the connection has been successfully established, 

a TS-user who wants to release the connection will generate 

a T_Disconnect.request primitive and pass it through a TSAP 
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to a transport entity to signal the assembly of a DR TPDU. 

Once the DR TPDU has been assembled the transport entity 

generates an N_Unit_Data.request primitive and passes it 

through a NSAP to the network entity. The resulting NSDU is 

then processed by the layer 2-3 interactions described in 

Chapter 3. 

When the peer transport entity receives an 

N_Unit_Data.indication primitive from its NS-provider, it 

decodes the TPDU header parameters, determines that it is a 

DR TPDU and passes a T_Disconnect.indication primitive 

through a TSAP to its TS-user providing that the TPDU was 

received uncorrupted and there are no protocol errors. The 

TS-user will now generate a T_Disconnect.request primitive 

and pass it through a TSAP to the transport entity to signal 

the assembly of a DC TPDU. Upon receipt of an error free 

DC TPDU by the destination transport entity and subsequent 

generation of a T_Disconnect.indication primitive, the 

connection is released. 

The only security related parameter used in the 

DC TPDU header is a CMAC value (see Figure 29). The DR TPDU 

also uses a CMAC value in the variable part of its header 

(see Figure 28). However, the DR TPDU header may also 

contain a W value if the DR TPDU is used as the third step 

in a three-way handshaking procedure. There are also 

security related Reason values in octet 7 of the DR TPDU 

(see Figure 28 and Table 4). 
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Error Control and Recovery Security Procedures 

As discussed in Chapter 1, transmission of data on a 

LAN is considered reliable if the packets are delivered 

error free, in sequence and with no losses or duplications. 

The TP-4 is the only ISO transport protocol class to provide 

this type of reliability. The TP-4 provides the capability 

to detect and recover from TPDU corruption, TPDU delivery 

out of sequence, TPDU loss and TPDU duplication. 

TPDU corruption is detected by the TP-4 through the 

use of the Checksum parameter which can be optionally 

selected for use on all TPDU types during connection 

establishment. In addition to the TP-4 error detection 

capabilities, a Type 10BASE5 LAN can detect corrupted frames 

by the use of the CRC in the MAC frame FCS field (see Figure 

19). An additional DEK parameter error detecting capability 

can also be optionally provided during connection 

establishment. vtfhen bit 5 of the DEK parameter field of a 

CR TPDU is set to one this indicates that the eight error 

detecting bits specified for the DEA-1 algorithm are set to 

make the parity of each 8-bit octet of the DEK odd (see 

Figure 24). If a corrupted TPDU, frame or DEK parameter is 

detected by one of the above means then the associated TPDU 

or frame is discarded. 

Error control of TPDU delivery out of sequence, TPDU 

loss and TPDU duplication is only performed by the TP-4 

and is not as straightforward as the error detection 
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procedures described above. Elaborate mechanisms are 

required to cope with these types of transmission errors and 

the TP-4 has been designed to provide these mechanisms. 

This was part of the rationale for locating the OSI security 

services and mechanisms in the Transport Layer since the 

TP-4 error control mechanisms can be easily augmented to 

support security. The primary TP-4 error control mechanisms 

besides the Checksum parameter are DT TPDU sequence 

numbering, a positive acknowledgment scheme using AK TPDUs, 

use of acknowledgment timers and large DT TPDU sequence 

number spaces. 

DT TPDU sequence numbering controls TPDU delivery 

out of sequence errors since it is a logically simple task 

for a receiving transport entity to re-order received 

DT TPDUs on the basis of sequence numbers. A transport 

entity allocates the sequence number zero to the TPDU-Nr of 

the first DT TPDU which it transmits for a transport 

connection (see Figure 26). For subsequent DT TPDUs sent on 

the same transport connection, the transport entity 

allocates a sequence number one greater than the previous 

one. When a DT TPDU is retransmitted as part of normal 

error control and recovery procedures, the TPDU-Nr parameter 

is the same value as in the first transmission of that DT 

TPDU. 

The TP-4 sequence numbering scheme can be used in 

conjunction with a CMAC parameter to protect against the 
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active LAN security threats of the replay of a previous 

legitimate message and message deletion. Since a CMAC is 

computed over the entire DT TPDU including the TPDU-Nr 

fields and Data fields, the sequence number and message 

contents cannot be falsified without detection. Since each 

transport entity knows which sequence number to expect next, 

message replay and deletion are detectable by the receiving 

transport entity. A data integrity service using the CMAC 

requires that the DT TPDU sequence number space not repeat. 

Therefore the extended TPDU format using a 31-bit sequence 

number must be negotiated during connection establishment. 

A TPDU can be lost either by failing to arrive at 

its intended destination or being discarded due to 

corruption enroute to its destination. For this purpose, 

the TP-4 uses a positive acknowledgment scheme to detect 

lost TPDUs. Also, if a TPDU is lost in transit to its 

destination, there is an acknowledgment timer associated 

with each TPDU as it is sent. If the timer expires before 

the TPDU is acknowledged, the sender must retransmit it. 

The TP-4 uses AK TPDUs as a positive acknowledgment. For 

efficiency a cumulative acknowledgment is used whereby one 

AK TPDU per TPDU is not required. The AK TPDU Sequence 

Number Response parameter indicates the next expected 

DT TPDU number and the sender interprets that number to mean 

that all previous TPDUs have been successfully received (see 

Figure 27). 
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The only security related parameters associated with 

an AK TPDU are a CMAC and possibly a W. The CMAC will be 

present in the variable part of an AK TPDU header if a data 

integrity service was negotiated during connection 

establishment. If the AK TPDU is used as the third step in 

a three-way handshaking connection establishment procedure 

then a VV parameter will be present. 

A duplicate TPDU results when an AK TPDU is lost. 

One or more TPDUs will be retransmitted and, if they arrive 

successfully, they may be duplicates of previously received 

TPDUs. There are no security related procedures other than 

those required for normal DT TPDU/AK TPDU interactions. 

Duplicate TPDU TP-4 error control will not be discussed in 

the thesis. 

The final security related TP-4 error control 

procedure has been previously addressed. If a CMAC 

parameter does not verify, the receiving transport entity 

discards the TPDU and assembles an ER TPDU. The ER TPDU is 

then transmitted to the sending transport entity as a 

notification of a protocol error with the Reject Cause field 

of the ER TPDU coded for "CMAC does not verify" (see Figure 

30). For cryptographically protected TPDUs the Invalid TPDU 

parameter does not contain decrypted Data fields. 



5. CONCLUSIONS 

This thesis has shown that it is possible to 

implement LAN communications security using currently 

available standards and technology. The security mechanisms 

are enforced at the Transport Layer with the underlying 

network service transparent to any security relevant 

services. This means that the security mechanisms can be 

implemented for both intra-LAN and internetworking 

communications. Implementing the security mechanisms at a 

lower OSI layer would complicate the internetworking 

communications requirements. 

Since the network service is transparent to the 

security relevant services, the choice of medium access 

technique for use on the LAN is immaterial to security 

requirements. Because the CLNS is used with a connection 

oriented transport service the only constraint imposed by 

the Type 10BASE5 LAN on the remainder of the protocol suite 

is the limiting of the maximum frame size to a 1024-octet 

DT TPDU. 

The primary means of enforcing network access 

control and authentication procedures is by a trusted CIU. 

A suggested CIU hardware configuration is depicted in Figure 

35. This configuration uses single board computers (SBCs) 

interconnected through a common bus. The user interface is 
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Figure 35 - Suggested CIU Hardware Configuration 
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directly to the TP-4 SBC as shown in Figure 35. If the CIU 

were to implement ISO layer 5-7 protocols then the user 

interface would be at some other point in the CIU. The 

security SBC would contain a hardware-implemented DES 

algorithm plus the security relevant software needed to 

implement the TP-4 security services. The security SBC 

should not connect directly to the common bus because of the 

possible of mixing plaintext user data with ciphertext on 

the same bus. Therefore the security relevant mechanisms 

are isolated from non-security relevant mechanisms except 

through the TP-4 SBC/security SBC interface. 

The process-to-process access control and 

authentication procedures must be implemented within the LAN 

Stations or NSMC. The process-to-process procedures depend 

on the network procedures providing trusted access control 

and authentication services. The network procedures, 

however, are independent of any process-to-process 

procedures. 

Disadvantages 

The major disadvantage is the increase in processing 

time required to implement the security mechanisms and the 

network access control and authentication procedures. A 

security requirement/network performance analysis should be 

performed to determine if the decrease in network 
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performance is warranted based on the need for secure 

communications. 

Another disadvantage is that class B3-approved TCBs 

are not widely available at the present time. Some of the 

lower classes such as B1 are becoming available and several 

efforts are currently in progress to develop B3 or better 

TCBs. 

Finally, the DES algorithm, as stated, is not 

approved for use in processing classified information. The 

thesis addressed the DES because it is publicly available 

and can be discussed openly. There are secret algorithms 

which are being made available for commercial use and which 

are approved for the processing of classified information. 

The principles discussed in the thesis regarding block 

ciphers could be applied to a secret algorithm as well as 

the DES. 

Implementation Difficulty 

If the configuration shown in Figure 35 were to be 

implemented the TP-4 source code would either have to be 

developed or purchased. This is also true for the ISO IP 

source code. The security relevant software for the 

security SBC must also be developed although this is not 

as difficult a task as developing the TP-4 or ISO IP source 

code. Also, implementing a class B3 TCB for the LAN 
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Stations or NSMC is beyond the scope of any realistic near 

term efforts. 

Suggestions for Future Work 

The security SBC depicted in Figure 35 could be 

developed at the present time without the need of the TP-4 

SBC. The interface between the security SBC and TP-4 could 

also be developed. Since a major disadvantage is the 

increase in processing time, a performance analysis could be 

performed to determine the impact that network access 

control and authentication procedures have on overall 

network performance. 



APPENDIX 

LIST OF ABBREVIATIONS AND ACRONYMS 

Abbreviation/ Definition Page 
Acronym Defined 

AC Authentication Center 47 

Additnl Additional Options Parameter 115 

ADP system Automatic Data Processing system 41 

AK TPDU Data Acknowledge TPDU 107 

ANSI American National Standards 73 
Institute, Inc. 

B.C. before Christ 60 

C Confidential 3 

CATV community antenna television 18 

CBC Cipher Block Chaining mode of 61 
encryption 

CBX computerized branch exchange 13 

CC TPDU Connection Confirm TPDU 107 

Cdt Credit Allocation transport flow 110 
control technique parameter 

CFB Cipher Feedback mode of encryption 73 

CIU Communications Interface Unit 11 

CLNS connectionless network service 96 

Clss Transport Protocol Class parameter 113 

CMAC Cryptographic Message Authentication 107 
Code 

CONS connection oriented network service 96 

177 
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116 

45 

16 

88 

96 

162 

107 

74 

73 

74 

80 

57 

96 

3 

73 

107 

93 

113 

107 

74 

107 

61 

Connection Request TPDU 

cyclic redundancy check 

cryptographic 

Computer Security Center Standard 

Carrier Sense Multiple Access with 
Collision Detection medium access 
control technique 

Destination Address parameter 

ISO Draft Addendum 

data authentication key 

Disconnect Confirm TPDU 

data circuit terminating equipment 

Data Encryption Algorithm 

data encryption equipment 

data encryption key 

Data Encryption Standard 

ISO Draft International Standard 

United States Department of Defense 

ISO Draft Proposal 

Disconnect Request TPDU 

Destination SAP Address parameter 

Destination Reference parameter 

Data TPDU 

data terminal equipment 

Expedited Acknowledge TPDU 

Electronic Codebook mode of 
encryption 
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ED TPDU Expedited Data TPDU 107 

EDEK Encrypted DEK parameter 117 

EOT end of TSDU mark 122 

ER TPDU Error TPDU 107 

ESD Electronic Systems Division 48 

E3 end-to-end encryption 73 

FCS Frame Check Sequence parameter 88 

FDM frequency division multiplexing 14 

FED-STD Federal Standard 74 

FIPS PUB Federal Information Processing 71 
Standards Publication 

FSK frequency shift keying 16 

HDLC ISO High-Level Data Link Control 29 
bit-oriented protocol 

HSLN high speed local network 13 

IBM International Business Machines Corp. 71 

ID Identifier 98 

IDAK initiator DAK 162 

IEEE Institute of Electrical and 13 
Electronics Engineers, Inc. 

INLP Inactive Network Layer Protocol 133 

IP Internet Protocol 29 

ISO International Organization for 8 
Standardization 

IV initialization vector 67 

KDC Key Distribution Center 79 

KEK key encryption key 80 

Km Kilometer 4 
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KV verification key- 164 

LAN local area network 4 

LHN long haul network 11 

LI Length Indicator 107 

LLC Logical Link Control 86 

LS LAN Station 148 

LSAP LLC SAP 92 

LSB least significant bit 91 

M Meter 14 

MAC Media Access Control 86 

Mbps Megabits per second 11 

MIL-STD Military Standard 29 

modem modulator/demodulator 74 

MSAP MAC SAP 143 

NBS National Bureau of Standards 71 

NPDU network PDU 95 

NSAP network SAP 27 

NSDU network SDU 28 

NSMC Network Security Management Center 38 

NS-provider network service provider 103 

NS-user network service user 143 

OFB Output Feedback mode of encryption 73 

Opts Options parameter 113 

OS operating system 46 

OS I Open Systems Interconnection layered 
communications architecture 

8 
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PDS protected distribution system 42 

PDU protocol data unit 28 

Protect Protection Services parameter 117 

QOS quality of service 100 

RDAK responder DAK 163 

RER residual error rate 102 

RF radio frequency 16 

RN pseudo-random number 116 

S Secret 3 

SA Source Address parameter 88 

SAP service access point 27 

SBC single board computer 172 

SCOMP Honeywell Secure Communications 46 
Processor 

SDU service data unit 28 

SFD Start Frame Delimiter parameter 89 

Src-Ref Source Reference parameter 113 

SSAP Source SAP Address parameter 93 

SV Starting Variable parameter 118 

TCB Trusted Computing Base 52 

TCP Transmission Control Protocol 30 

TP-4 ISO Class 4 transport protocol 103 

TPDU transport PDU 28 

TPDU-Nr DT TPDU Sequence Number parameter 122 

TS Top Secret 3 

TSAP transport SAP 27 
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TSAP-ID Transport SAP ID parameter 114 

TSDU transport SDU 76 

\ 

TS-provider transport service provider 100 

TS-user transport service user 30 

U-format PDU unnumbered format PDU 93 

UI PDU unnumbered information PDU 93 

W Verification Value parameter 116 

WG Working Group 34 

XID PDU exchange identification PDU 93 

Yr-TU-Nr Sequence Number Response parameter 124 
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