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ABSTRACT 

The object of interest in this research is the evaluation of the combined 

routing and flow control scheme proposed by Muralidhar and Sundareshan. This 

scheme is a two-level hierarchical one designed for implementation in large packet-

switched networks of the datagram type. A modified design for the higher level 

control using results from positive system theory is proposed as an attempt to 

improve the performance. Then a detailed performance evaluation of Muralidhar 

and Sundareshan's scheme and its modified version proposed here is conducted 

using discrete-event simulation. 

The application of positive system theory to the combined routing and flow 

control algorithm proposed by Muralidhar and Sundareshan proved to be quite 

effective in improving the overall performance only in the initial transient period. 

The fact that the improvement is restricted to a particular time period appears to 

be attributable to poor buffer management and certain other fundamental problems 

with Muralidhar and Sundareshan's scheme. These problems are identified and arc 

described in detail. 

The development of an improved algorithm using results from positive sys

tem theory, the performance evaluation using recent techniques in discrete-event 

simulation, and the identification of specific fundamental problems in the scheme 

proposed by Muralidhar and Sundareshan are considered to be the three major 

contributions of the work presented in this thesis. 

viii 



CHAPTER 1 

INTRODUCTION 

Increasing demands on office automation Bystems, audio/video communi

cations, and systems for sharing databases distributed geographically have led to 

the emergence of computer communication networks, also called data communica

tion networks. Thousands of these networks are deployed worldwide to enhance the 

ability of data users to communicate with one another. These systems range from 

small networks interconnecting data terminals and computers within a single build

ing or campus-like complex, to large geographically distributed networks covering 

entire countries or, in some cases, spanning the globe. 

Some networks use the circuit-switched technology which is basically the 

switching employed in present-day telephone networks. In circuit-switched net-
11 

works, which generally may transmit voice or data, a private transmission path is 

established between any pair or group of users attempting to communicate and is 

held as long as communication is required. 

Other networks use packet-switched technology. The history of packet-

switched networks, also called store-and-forward networks, is more recent than that 

of circuit-switching, beginning with some initial studies in the mid-1960s, intensive 

interest and development in the late 1960s and early 1970s, and full development 

from that time on. In this type of networks, blocks of data called packets are 

transmitted from a source to a destination. Source and destination can be user 

terminals, computers, printers, or any other types of datarcommunicating devices. 

1 
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In this technology, packets from multiple users share the same distribution and 

transmission facilities. 

Under the packet-switched networks classification, two different versions of 

packet handling exist: virtual circuit and datagram. When the virtual circuit (VC) 

implementation is used, a "virtual" circuit connection must be set up between a 

pair of users (or processes) .wishing to communicate with each other before the data 

transfer can be commenced. The establishment of this circuit implies dedication of 

resources of one form or another along the network path. A typical virtual circuit 

implementation assigns a fixed path to each connection at set-up time. A virtual 

circuit ID number, stamped in the packet header, uniquely identifies the packets 

belonging to a connection, and is used to route packets to the destination using 

routing maps implemented at each intermediate node at setup time. 

As opposed to the virtual circuit implementation, the datagram implemen

tation does not require any circuit set-up before transmission. Each packet iB in

dependently submitted to the network, and explicitly carries in its header all the 

information required for its delivery to the destination (i.e., its source and destina

tion addresses.) 

The proliferation of various communication architectures, containing host 

computers of many varieties and from different manufacturers, enhanced the ability 

of members of a family of intelligent systems to communicate but created possible 

barriers between systems of different manufacturers. This fact led the International 

Organization for Standardization (ISO) to launch an intensive effort to develop a 

worldwide communication architecture standard that would allow systems to com

municate openly. This effort, begun in 1978, culminated in 1983 in an international 

standard for a Reference Model for Open Systems Interconnections (OSI), shown in 

Figure 1-1. The goal here is to set a layered architecture of different protocols (i.e., 
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a set of standard conventions) that would meet the functional requirements at the 

user stations to ensure that the data is delivered in the form required by the user. 

End user 

t 
Application layer 

Presentation layer 

Session layer 

Transport layer 

Network layer 

Data link layer 

Physical layer 

Physical medium 

Fig. 1—1 OSI Reference Model 

The OSI architecture and others like it recognize that there are essentially 

two parts to the complete communications problem. The first part of the problem 

involves the communication network: data delivered by an end user to a network 

must arrive at the destination correctly and in a timely fashion. The second part of 

the problem is to ensure that the data ultimately delivered to the end user at the 

destination is recognizable and in the proper format for its correct use. Network 

protocols handle the first part of the problem, and higher-level protocols, (also called 

end user protocols), handle the second part of the problem. The two groups —... 

network protocols and higher-level protocols— are typically broken down further 

into a series of layers (or levels) each of which provides a particular service. The OSI 

End user functions 

Network functions 
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Reference Model consists of seven layers. The bottom three layers —physical, data 

link, and network— provide the network services. Protocols implementing these 

layers must appear in every network node. The upper two layers—application 

and presentation— are responsible for presenting the data to the end user in a 

recognizable format. As for the two remaining layers —transport and session— they 

are involved with network access problems (i.e., transport level flow control, access 

rights in setting up communications sessions, breaking up messages into packets at 

entry points and reassembling packets into messages at exit points.) Therefore, the 

upper four layers must appear only at nodes that are entry and exit points to the 

communications subnet, and are therefore associated with the end users, not the 

network. 

The data link layer and the physical layer below it provide an error-free 

communication link between two nodes in a network. The function of the physical 
* * 

layer iB to ensure that a bit entering the physical medium at one end of a link gets 

through to the other end. Using this underlying bit transport service, the purpose 

of the data link protocol is to ensure that blocks of data are transferred reliably 

(error free) across a link. This procedure generally requires synchronizing on the 

first bit in a block, recognizing when the block ends, detecting bit errors when they 

occur, and providing for their correction in some manner. (Usually, thiB is done by 

requesting retransmission of a block found to have one or more bits in error.) 

The function of the network layer is to route the data through the network, 

or through multiple networks if necessary, from source to destination. This layer also 

provides for flow or congestion control, to prevent network resources (nodal buffers 

and transmission links) from filling up, possibly leading to deadlock situations. 

A packet transmitted through the network from one end user to another 

thus generally consists of the actual information Bent out by a user plus control 
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information added at the various layers that will have to be stripped off as the 

packet arrives at the destination and starts working its way up through the layers. 

Although the merits of layered architecture in solving the data communi-

cation problem are clear, it is not clear nowadays which layered architecture is the 

most convenient one. The detailed functions of the OSI layers are not fully defined 

yet, and as a consequence, the OSI architecture is still not accepted widely as the 

international standard and most existing networks do not have layers that quite 

correspond to the OSI architecture. 

1.1 Problem of Interest 

A packet-switched network may be thought of as a distributed pool of 

productive resources (channels, buffers, and switching processors) that are shared 

dynamically by a community of competing users wishing to communicate with each 

other. Dynamic resource sharing is what distinguishes packet-switching from the 

more traditional circuit switching approach, in which network resources are dedi

cated to each user for an entire session. The key advantages of dynamic sharing are 

greater speed and flexibility in setting up user connections across the network and 

more efficient use of network resources after the connection is established. 

These advantages of dynamic sharing do not come without a certain danger, 

however. Indeed, unless careful control is exercised on the user demands, the users 

may seriously abuse the network. In fact, if the demands are allowed to exceed the 

system capacity, highly unpleasant congestion effects occur which rapidly neutralize 

the delay and efficiency advantages of a packet-switched network. 

This problem of adequately sharing network resources and preventing con

gestion from occuring is the goal of two control functions: routing and flow control. 
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Since one of the key motivations for using packet-switched networks, as we men

tioned earlier, is the efficient sharing of network resources, it is natural that the 

protocols supervising the sharing of such resources (mainly the routing and flow 

control protocols), play a major role in the design and operation of packet-Bwitched 

networks. In fact, the major thrust of current work is to develop adaptive routing 

and flow control procedures for packet-switched networks. The routing and flow 

control functions required become quite complex as the demand for quality service 

increases. Typical performance requirements from the users are minimum delay 

for transfer of data and fair allocation of resources. The performance requirements 

from the owners of the network are increased throughput, and better utilization of 

the network resources. 

Traditionally, the routing and flow control schemes were developed inde

pendently. Routing, whose function iB to provide the best possible path for the 

data packet from source to destination, is generally developed under some mathe

matical optimization framework. Flow control, whose function is to appropriately 

limit the external traffic from entering the network to avoid congestion, is generally 

developed using heuristic arguments. However, it is increasingly felt and shown 

that there is an interrelation between the routing and flow control functions, and 

several attempts have been made to integrate the routing and flow control functions 

in order to provide an integrated (or combined) scheme with a greater efficiency. 

The main objective of thiB thesis is to study the performance of one specific 
* « 

combined routing and flow control scheme that has been developed recently [l], and 

attempt to improve its performance using results from positive system theory. The 

scheme in [l] is a two-level hierarchical scheme designed to be applied to packet-

switched networks of the datagram type. 
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1.2 Organization of the Thesis 

This thesis is organized as follows. In Chapter 2, a literature survey describ

ing the earlier approaches to the problems of routing, flow control, and combined 

routing and flow control is given. 

Chapter 3 studies in detail the two-level hierarchical scheme of Muralid-

har and Sundareshan [1], and provides an alternative higher level control scheme 

based on results from positive system theory, with the objective of improving overall 

network performance. 

Xn Chapter 4, an overview of performance evaluation using discrete-event 

simulation is discussed and some related problems are examined. Also, a detailed 

performance evaluation of the combined routing and flow control scheme proposed 

in [1] is provided and simulation results comparing [1] to the improved version using 

positive system theory are given. 

Finally, some conclusions and future directions for the design of hierarchical 

schemes for routing and flow control are given in Chapter 6. 

The major contributions of this work are: 

(i) An improved combined routing and flow control algorithm using results in 

positive system theory is developed. The scheme is a two-level hierarchical one, 

particularly suitable for application to large computer communication networks 

of the datagram type. • 

(ii) The performance evaluation of computer communication networks is studied 

using discrete-event simulation. Average power, throughput, and delay were 

particularity examined as performance criteria. 

(iii) A critical evaluation of the algorithm proposed in [1] from a practical imple

mentation viewpoint is given, and an identification is made of specific problems 
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to overcome for resulting in performance improvements. This, in my opinion, 

is a significant contribution since some of the issues that were uncovered are 

of fundamental importance in developing an implementable combined routing 

and flow control scheme that can deliver the full benefits that it is capable of. 



CHAPTER 2 

A SURVEY OF ROUTING AND FLOW CONTROL SCHEMES 

A computer network consists of computers and communication resources 

and customers that want to use them. The resources are generally sharable, and 

therefore coordination is required among the customers for their efficient and fair 

use. This coordination is obtained via network procedures or protocols which are 

rules governing the access to resources, the establishment of connections, and the 

exchange of data through the network. In this chapter, we discuss two internal 

protocols (implemented at the network and transport layers), routing and flow con

trol, whose tasks are to protect the communication resources, that is, the resources 

required for the transfer of data from the entry to the exit point of the network. 

The function of routing and flow control procedures b to control the traffic within 
i 

the network to improve the efficiency of the data transfer. 

The goal of the routing protocol is to provide the best collection of paths 

between the source and the destination, given the traffic requirements and the 

network configuration. The definition of best path may vary depending on the 

nature of the traffic (i.e., interactive, batch, digitized voice) and the existence of 

constraints not necessarily related to performance (i.e., political, legal, policy, and 

security.) However, best paths are generally regarded in the literature as the paths 

of minimum delay. 

The goal of the flow control is to control the admissions to the network 

so that resources are efficiently utilized, and at the same time, user performance 

9 
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requirements are satisfied. This control is very critical, since the throughput in 

an uncontrolled network tends to increase steadily for increasing offered traffic, 

until capacity limits are reached, after which congestion sets in, leading to severe 

performance degradation and possibly deadlocks. An essential function of flow 

control is, therefore, the prevention of deadlocks that may arise as a consequence 

of congestion. 

The problems of routing and flow control were traditionally attempted in

dividually. However, exploiting the interrelation between routing and flow control 

functions to develop integrated schemes is becoming very prominent. 

Several excellent survey papers describing the routing schemes exist in the 

literature [2-4]. Also, there are several survey papers that describe the flow control 

schemes [2] [5-7]. Finally, there are several excellent textbooks specializing in com

munication networks and their related problems and protocols that fully survey the 

routing and flow control problems [8-10]. 

The organization of the chapter is as follows. Section 2.1 describes some of 

the important flow control schemes. A few of the more popular routing schemes are 

described in Bection 2.2. In section 2.3, some existing integrated routing and flow 

control schemes are described. 
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2.1 Flow Control 

A packet-switched network may be thought of as a distributed pool of 

productive resources (channels, buffers, and switching processors) that must be 

shared dynamically by a community of competing users (or processes) wishing to 
j-

communicate with one another. Unless careful control is exercised on the user 

demands, the users may Beriously abuse the network. In fact, if the demands are 

allowed to exceed the system capacity, highly unpleasant congestion effects occur. 

The type of congestion that occurs in an overloaded packet network is not unlike that 

observed in a highway network. During peak hours, the demands often exceed the 

highway capacity, creating large backlogs. By properly monitoring and controlling 

the offered load, many of these congestion problems may be eliminated. In a highway 

system, it is common to control the input by using access ramp traffic lights. The 

objective is to keep the interference between transit traffic and incoming traffic 

within acceptable limits, a!nd to prevent the incoming traffic rate from exceeding 

the highway capacity. 

Similar types of controls are used in packet switched networks, and are 

called flout control procedures. As in the highway system, the basic principle is to 

keep the excess load out of the network. The techniques, however, are much more 

sophisticated since the elements of the network (i.e., the switching processors) are 

intelligent, can communicate with each other, and therefore can coordinate their 

actions in a distributed control strategy. The main functions of flow control in a 

packet network are: 

1) prevention of throughput degradation and loss of efficiency due to overload, 

2) deadlock avoidance, 

3) fair allocation of resources among competing users, and 
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4) speed matching between the network and its attached users. 

Throughput degradation and deadlocks occur because the traffic that has 

already been accepted into the network (i.e., traffic that has already been allocated 

network resources) exceeds the nominal capacity of the network. To prevent over-

allocation of resources, the flow control procedure includes a set of constraints (on 

buffers that can be allocated, on outstanding packets, on transmission rates, etc.) 

which can effectively limit the access of traffic into the network or, more precisely, 

to selected sections of the network. These constraints may be fixed, or may be 

dynamically adjusted based on traffic conditions. 

Unfairness is a natural byproduct of uncontrolled competition. Some users, 

because of their relative position in the network or the particular selection of network 

and traffic parameters, may succeed in capturing a larger share of resources than 

others, and thus enjoy preferential treatment. One of the functions of flow control, 

therefore, is to prevent unfairness by placing selective restrictions on the amount 

of resources that each user (or user group) may acquire, in spite of the negative 

effect that these restrictions may have on dynamic resource sharing and, therefore, 

overall throughput efficiency. The problem of fairness is considerably more difficult 

to deal with than the problem of total throughput degradation because a general, 

unambiguous definition of fairness is not always possible in a distributed resource 

sharing environment. 

Efficiency and congestion control benefits of flow control do not come for 

free. In fact, flow control (as with any other form of control in a distributed net

work) may require some exchange of information between nodes to select the con

trol strategy and possibly, some exchange of commands and parameter information 

to implement that strategy. This exchange translates into channel, processor, and 

storage overhead. Furthermore, flow control may require the dedication of resources 
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(i.e., buffers, bandwidth) to individual users, or classes of users, thus reducing the 

statistical benefits of complete resource sharing. This tradeoff between gain in effi

ciency (due to controls) and loss in efficiency (due to limited sharing and overhead) 
4 | 

is illustrated by the curves in Fig. 2-1, showing the effective throughput as a func

tion of offered load. The ideal throughput curve corresponds to perfect control as it 

could be implemented by an ideal observer, with complete and instantaneous net

work status information. Ideal throughput follows the input and increases linearly 

until it reaches a horizontal asymptote corresponding to the maximum theoretical 

network throughput. The controlled throughput curve is a typical curve that can be 

obtained with an actual control procedure. Throughput values are lower than with 

the ideal curve because of imperfect control and control overhead. The throughput 

curve under the uncontrolled case follows the ideal curve for low offered load; for 

higher load, it collapses to a very low value of throughput and, possibly, to a dead

lock. Clearly, controls buy safety at high offered loads at the expense of somewhat 

reduced efficiency. The reduction in efficiency is measured in terms of higher delays 

for light load, and lower throughput at saturation. 

Flow control offers solutions to the three problems just discussed (main

taining efficiency, fairness, and freedom from deadlock) by setting a set of rules 

that properly regulate and (if necessary) block the flow of packets internally in the 

network as well as at network entry points. Actually, flow control is a multilayer 

distributed protocol and multiple levels of flow control are generally implemented 

in a network. These levels are identified [5] as: 

1) Hop Level: This level of flow control attempts to maintain a smooth flow of 

traffic between two neighboring nodes in a computer network, avoiding local 

buffer congestion and deadlocks. (Hop level flow control is implemented at the 

link layer of the OSI reference model.) 
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^ig* 2—1 Flow Control Performance Tradeoffs 

Transport level 
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o—o 6--O  

Fig. 2-2 Flow Control Levels 
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2) Entry-to-Exit: This level of flow control is generally implemented as a protocol 

between the source and destination nodes, and has the purpose of preventing 

buffer congestion at the exit node. (Entry-to-exit flow control is implemented 

at the network layer of the OSI reference model.) 

3) Network Access Level: The objective of this level is to throttle external inputs 

based on measurements of internal (as opposed to destination) network con

gestion. (Network access level flow control is implemented at the network layer 

of the OSI reference model.) 

4) Transport Level: This is the level of flow control which provides for the reliable 

delivery of packets on the "virtual" connection between two remote processes. 

Its main purpose is to prevent congestion of user buffers at the process level 

(i.e., outside of the network.) (Transport level flow control is implemented 

at the transport layer of the OSI reference model.) The diagram in Fig. 2-2 

illustrates these levels of flow control for a typical network path. In practice, 

networks may not always mechanize all of the above four levels of flow control• 

with distinct procedures. Zt is quite possible, for example, for a single flow 

control mechanbm to combine two or more levels of flow control. On the other 

hand, it is possible that one or more levels of flow control may be missing in 

the network implementation. 

In the following, we will restrict our survey of flow control schemes to the 

ones implemented at the network layer of the OSI reference model. These are the 

entry-to-exit and network access flow controls. 

2.1.1 Entry-to-Exit Flow Control 

The main objective of the entry-to-exit (ETE), also called end-to-end, flow 

control is to prevent buffer congestion at the exit node due to the fact that remote 
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sources are sending traffic at a higher rate than can be accepted by the hosts (or 

terminals) fed by the exit node. 

While the main objective of ETE controls is to protect the exit node from 

congestion, an important byproduct is the prevention of global (i.e., internal) con

gestion. Virtually, all ETE controls are based on a window scheme that allows only 

up to W sequential messages to be outstanding in the network before an end-to-end 

acknowledgement (ACK) is received. If the network becomes congested, messages 

and ACK's incur high end-to-end delays. These delays, combined with the restric

tion on the total number of outstanding messages, effectively contribute to reduce 

the input rate of new packets into the network. 

The major variation in an ETE window scheme is whether the window size 
i • 

is fixed (W = constant) or the window size is dynamically controlled and adjusted 

by the queue size at the exit node. Although window mechanisms are very popular, 

we will not discuss them further. The reason is that we are interested in datagram 

networks, and networks designed on the basis of the datagram approach like [1] 

do not generally incorporate a window flow control at the network layer readily. 

Instead, they commonly incorporate congestion control at the input to the network, 

blocking new arriving packets if the number already present at an input queue or in 

the network exceeds some threshold. These flow control schemes are hence known 

as network access flow control procedures. 

2.1.2 Network Access Flow Control 

The objective of network aeeeaa (NA) flow control is to throttle external 

inputs based on measurements of internal network congestion. Congestion measures 

may be local (i.e., buffer occupancy in the entry node), global (i.e., total number of 

buffers available in the entire network), or selective (i.e., congestion of the path(s) 



leading to a given destination.) The congestion condition is determined at (or is 

reported to) the network access points and is used to regulate the access of external 

traffic into the network. Three prominent NA flow control implementations will be 

discussed: the isarithmie scheme, which is a global congestion prevention scheme 

based on the circulation of a fixed number of permits [11]; the input buffer limit 

scheme, which is a local congestion control scheme that sets a limit on the number 

of inputs packets stored at each node [12,13]; and the choke packet scheme, which is 

a selective congestion control scheme based on the delivery of special control packets 

from the congested node back to the traffic sources [14]. 

The Isarithmie Scheme 

Since the primary cause of network congestion is the excessive number of 

packets stored in the network, an intuitively sound congestion prevention principle 

consists of setting a limit on the total number of packets that can circulate in the 
P* 

network at any one time. An implementation of this principle is offered by the 

isarithmie scheme. 

The isarithmie scheme is based on the concept of a "permit", i.e., a ticket 

that permits a packet to travel from the entry point to the desired destination. 

Under this concept, the network is initially provided with a number of permits, 

several held in store at each node. As traffic is offered by a host to the network, 

each packet must secure a permit before admission into the network is allowed. 

Each accepted packet causes a reduction of one in the store of permits available at 

the accepting node. The accepted data packet is able to traverse the network, until 

its destination node is reached. When the packet is handed over to the destination 

subscriber, the permit which has accompanied it during its journey becomes free 

and is added to the permit store of the node in which it now finds itself. 
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The main limitation of the isarithmic scheme is the development of schemes 

by which the permits are redistributed fairly throughout the network [15], instead 

of naturally accumulating in certain nodes of heavy traffic in the network at the 

expense of other less traveled nodes. Also, a delicate problem in isarithmic control 

is the bookkeeping of permits, to avoid unauthorized generation or disappearance 

of permits. In spite of these limitations, the isarithmic scheme proved to be very 

effective in weakly controlled networks (namely, networks without hop level flow 

control), eliminating congestion and deadlocks. 

Critical parameters in the isarithmic scheme design are the total number 

of permits P in the network and the maximum number of permits L that can be 

accumulated at each node. Experimental results [36] show that optimal performance 

is achieved for P — 3JV, where N = total number of nodes, and L — Z. An excessive 

number of permits in the network would lead to congestion. An excessive value of L 

would lead to unfairness, accumulation of permits at a few nodes, and throughput 

starvation at the others. 

Input Buffer Limit Scheme 

The input buffer limit (IBL) scheme differentiates between input traffic 

(i.e., traffic from external sources) and transit traffic, and throttles the input traffic 

based on buffer occupancy at the entry node. IBL is a local network access method 

since it monitors local congestion at the entry node, rather than global congestion 

as does the isarithmic scheme. Entry node congestion, on the other hand, is often a 

good indicator of global congestion because the well known backpressure effect will 

have propagated internal congestions back to the traffic sources. 

Many versions of IBL control exist. Here we describe a version proposed by 
• r* 

Lam and Reiser [12] and analytically evaluated in an elegant model. Two classes of 



traffic —input and transit— are considered in this proposal. Letting NT  be the total 

number of buffers in the node and NJ the input buffer limit (where JVj < JVr)» the 

following constraints are imposed at each node: 1) number of input packets < Nj, 

a n d  2 )  n u m b e r  o f  t r a n s i t  p a c k e t s  <  N T -

The analytical and simulation results [12] show that there is an optimal 

ratio NI/NT, which maximizes throughput for heavy "offered load. A good heuristic 

choice for NI/NT is the ratio between input message throughput and total message 

throughput at a node. Nevertheless, throughput performance does not change sig

nificantly even for relatively large variations of the ratio NI/NT around the optimal 

value, thus implying that the ZBL scheme is robust to external perturbations such 

as traffic fluctuations and topology changes. 

Choke Packet Scheme 

The choke packet (CP) scheme, proposed for the Cyclades network [14], 

is based on the notion of trunk and path congestion. A trunk (link) is defined to 

be congested if its utilization (measured over an appropriate history window with 

exponential averaging) exceeds a given threshold (i.e., 80 percent.) A path is con

gested if any of its trunks is congested. Path congestion information is propagated 

in the network together with routing information and thus, each node knows hop 

distance and congestion status of the shortest path to each destination. 

When a node receives a packet directed to a destination whose path is 

congested it takes the following actions. If the packet is an input packet that comes 

directly from a host, then the packet is dropped. If the packet is a transit packet, it is 

forwarded on the path; but a "choke" packet (namely, a small control packet) is sent 

back to the source node informing it that the path to that destination is congested 

and instructing it to block any subsequent input packets to this destination. The 
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path to the destination is gradually unblocked if no choke packets axe received 

during a specific time interval. 

Simulation experiments [14] show that the CP scheme can introduce sub

stantial throughput improvements (with respect to the uncontrolled case) in sus

tained load conditions, asymptotically achieving the ideal performance for infinite 

load. 
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2.2 Routing 

Routing algorithms are used to guide packets through the network to their 

correct destinations. The packets may be constrained to follow a virtual circuit, or 

they may be moving in a datagram mode. In either case, a path or a set of paths 

must be set up to connect a given source with a given destination. 
I r 

Generally, routing problems are solved in a mathematical optimization 

framework. They all try to minimize the "cost" of moving the packet from a source 

to a destination. In general, the cost is taken as the time the packet spends inside 

the network (referred to as packet delay), although other cost functions (such as 

link length,) may be used. 

Routing algorithms can be variously classified. They can be classified into 

static, quasi-static, and adaptive depending on how fast the routing policies change 

according to fluctuations in traffic demand and changes in the topology of the net

work. In quasi-static schemes, the routing tables are updated at periodic intervals of. 

time. These schemes are quite satisfactory when the offered traffic statistics change 

Blowly over time and there are no frequent large deviations from the averages. In 

adaptive schemes, the routing tables are updated instantaneously. The routing is 

computed for each packet independently when it arrives at the node. Although 

adaptive schemes take care of the changes in the load and topology efficiently, they 

may become extremely expensive to implement. Further, the complexity of these 

schemes increases with possibilities of instability. 

Routing algorithms can BIBO be classified into centralized, decentralized, and 

hierarchical. In the centralized algorithms, the routing policy is decided upon and 

computed at a centralized location (i.e., at the Network Control Center.) Con

sequently, the global network information (topology, traffic rates, etc.) must be 
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available at this location. Centralized schemes are prone to reliability problems 

from the centralized location being a single point of failure. On the other hand, 

in decentralized algorithms, each node computes the updates based on an informa

tion exchange with other nodes. The decentralized schemes are more reliable and 

modular. They are also easy to implement but suffer from increased information 
• « 

overheads and in general cannot attain overall optimum performance. The tradeoffs 

existing between information overhead and optimality can be made use of to de

sign hierarchical schemes. Such schemes lie in between completely centralized and 

completely decentralized schemes. 

A classification of routing schemes can also be made on the basis of perfor

mance objective. Here, we differentiate two classes, user optimization and system 

optimization. In system optimization, the paths between all source-to-destination 

pairs are optimized jointly according to a common objective. With user optimiza

tion on the other hand, each source-to-destination requirement iB optimized inde

pendently ("selfishly'', one may say) until a competitive equilibrium is reached. It 

turns out that the routing solutions obtained using these distinct criteria are not 

very different [2], especially for large networks with uniform requirements. Concep

tually, however, it is important to distinguish between the two approaches. 

Finally, routing algorithms can be classified according to their intended 

implementation, that is virtual circuit and datagram implementation. 

In the following, we will use yet another classification based on the strat

egy used in approaching the routing problem. Three representative methods exist 

based on formulation of the routing problem using graph theory, queueing the

ory, and state models. Consequently, three classes of algorithms will be described: 

the shortest path algorithms, the flow deviation method algorithms, and algorithms 

based on a state model. There are two reasons for this classification. The first one is 
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that this is how the algorithms are best known in the literature. Secondly, many ex

isting algorithms are variations based on one of these three basic classes. However, 

before starting our description, we will first dedicate a section to the description of 

routing tables. 

2.2.1 Routing Table Representation 

Most commonly, a routing policy is represented by a set of routing tables, 

one in each node, indicating how the traffic arriving at that node must be routed 

on the outgoing links. As a packet with a specific identification reaches a node, it 

is directed by an entry in the routing table to the appropriate outgoing link. The 

packet identification consists of the address of the final destination and the virtual 

circuit ID number for virtual circuit implementation, and the address of the final 

destination only for datagram implementation. 

•0 

2 

k R* r*l 
-fc 
r»2 RT AT 

Fig. 2-3 Routing Table at Node % 
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The routing table for node t is an JV x matrix where N — number 

of nodes in the network and Ai = number of neighbors of node i. r£-, the j — fcth 

element of R^*\ is the fraction of traffic directed to k which, upon arrival at node t, 

is routed through neighbors (Figure 2-3.) Clearly, by definition: Y^L\ rij = 1V i. 

The actual distribution of the incoming traffic to the outgoing links may be done 

randomly using the values as probability weights. 

If for any node i there is only one permissible outgoing link from i to any 

destination k, that is, there is a single value of r£- = 1 among a row of zeros in the 

routing table then the routing policy is refered to as a fixed (or single-path) 

routing policy, since only one path is used from any node i to any destination k. In 

general, however, a static routing solution is a multipath solution, allowing for the 

simultaneous use of several routes in order to minimize delays. 

The routing table representation may also be used, for adaptive and quasi-

static policies. In that case, the entries rjy will vary with time, following the changes 

in network conditions or be updated at regular intervals of time respectively. 

2.2.2 Shortest Path Algorithms 

The shortest path problem has the objective of finding the path which 

joins two given nodes and has minimum total length. The length to be minimized 

can arbitrarily be chosen as the link distance, link delay, or any other appropriate 

function. The solution to the shortest path problem involves the use of a number 

of simple graph theoritic algorithms. In the following, we discuss two algorithms 

most commonly used in communication networks. The first one, due to Dijkstra 

[16,17], is adapted to centralized computation, while the second, a form of Ford and 

Fulkerson's algorithm [18], is particularity useful in distributed routing procedures. 

It should be noted that these two algorithms have been assumed to be operating 
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under static conditions of topology and link costs. (Their convergence has been 

proved in the literature for this case only.) Furthermore, such algorithms are known 

to become unstable if the link costs are dependent on link flows. Both algorithms 

start by assigning an appropriate cost function to each link (i.e., link length, link 

delay, etc...) 

Centralized routing 

This algorithm finds shortest paths from a single source node to all other nodes 

of the network. The algorithm is a step-by-step procedure where, at every step, 

the number of nodes in the set N of nodes closest to the source is increased. By 

the fcth step, the shortest paths to the k nodes closest to the source will have been 

calculated, and the set N consists of these nodes. At the [k+ l)th step, the distance 

between all nodes that do not belong to N and the source are evaluated, and only 

one node (the one that achieves minimtim distance) is added to N. More precisely, 

let be the length of the link from node t to node j, with /(t,j) taken to be +00 

when no link exists. Let Z?(n) be the distance from the source to node n along the 

shortest path restricted to nodes within N. Let the nodes be indicated by positive 

integers with 1 representing the source. 

1) Initialization. Set N — {1}, and for each node v not in Nt set I?(v) = /(l,v). 

2) At each subsequent step, find a node w not in JV for which D[w)  is a minimum, 

and add w to N. Then update the distances £(v) for the remaining nodes not 

in N by computing 

2?(v) *- Min[i?(v),17(ur) +Z(tu,v)]. 

In order to compute the routing tables, a shortest path tree has to be 

generated for each node as the source node. It should be noted also that tree 
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construction for each node requires global information about the whole network 

which must be present at a central location. 

Decentralized routing 

This algorithm is an iterative procedure which is used to find the shortest paths 

from all nodes to node 1, considered now as the common destination. To keep 

track of the shortest paths, each node v is labeled with a pair (n,D(v)) where 

D{v) represents the current iterate for the shortest distance from the node to the 

destination and n is the number of the next node along the currently computed 

shortest path. 

1) Initialization. Set D( 1) = 0 and label all other nodes (.,+oo). 

2) Update D[v)  for each nondestination node v by examining the current value 

D{w) for each adjacent node w and performing the operation 

2?(v) <— Min[Z7(u;) 

Update of node v's label is completed by replacing the first argument n by 

the number of the adjacent node which minimizes the above expression. Step 2) is 

repeated at each node until no further changes occur, at which time the algorithm 

terminates. 

The algorithm requires repeated application for each destination node, re

sulting in a set of labels for each node, each label giving the routing information 

(next node) and distance to a particular destination. Note that in this case, the 

algorithm can be conveniently implemented in a distributed fashion, in which case 

each node requires only information from its neighbors. 
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It should be noted that by choosing proper functions for /(i, j), the algo

rithms can be implemented to obtain either a minimum distance routing scheme or 

a minimum delay routing scheme. 

2.2.3 Flow Deviation Algorithms 

The flow deviation algorithms belong to the class of sophisticated routing 

algorithms that try to achieve optimal performance. The basic idea behind them 

is to deviate the link flows JP,y from a set of paths to another so as to minimize a 

certain cost function. 

The flow deviation algorithms formulate the optimal routing problem as 

follows: minimize a cost function that depends on the flows carried by the links. 

Typically, if one wishes to minimize the delay incurred by a packet on a link 

(t — j), the cost function has the form 

E D»(F<i) 
(*»/) 

where is the total flow (in data units/sec) carried by link (« — j ) .  Commonly, 

the total link flow JFVy constitutes of several flow components A/. depending on 

the routing strategy used. For example, in VC networks, routing paths p € Pw, 

where Pw is the set of all possible paths between all sources and destinations, are 

set between origin and destination (OD) purs, and it is possible that different 

paths share (or pasB through) the same link (i — j). In datagram networks, routing 

policies axe implemented according to the packet's final destination k, and in this 

case, the total flow is the sum of all flows /,*• directed to various destinations 

and passing through link (•— j), i.e., F,y = /,*. Regardless of the routing policy 

used, one can visualize that every link is composed of different superimposed paths 

corresponding to the different flow components, and hence the total link flow Fii 
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constitutes of the sum of these path flows that we shall refer to as xp and Fii can 

be given as: 

= £ *•> 
•II ptiba p • hkrlns (i-j) 

and Xp is the flow (in data units/sec) of path p. 

In general, the flow components xp are constrained by network resource 

capacities. They can be constrained by the capacity of the link i.e., 

iCaiip&tha xp ^ C7,y, or by the amount of traffic ej accepted by the OD pair 

(», k). For the sake of illustration, we will consider the second case, and the mini

mization problem can now be expressed in terms of the unknown path flow vector 

x — {xp | p e Pw} and written as 

Minimize Di} [ xp], 
( i , j )  all paths 

Subject to ^ xp = cf, V (t, k) 
p€P-

X p  > o  V p e P „  .  

This formulation poses the routing problem as a convex multicommodity flow prob

lem with a convex constraint; therefore, there is a unique local minimum which is 

also the global minimum and can be found using any downhill search technique. 

Centralized solution 

A new downhill search algorithm called flow deviation, was developed by 
i r 

Fratta, Gerla, and Kleinrock [19]. This algorithm is a special case of the so called 

Frank-Wolfe method for solving general, nonlinear programming problems with a 

convex constraint set. The flow deviation algorithm finds the optimal solution 

although its convergence rate near the optimum tends to be very slow. In the 

following, we will summarize this algorithm. 
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Given a feasible path flow vector x = {zp}, find a minimnm first derivative 

length (MFDL) path for each OD pair. (The first derivatives D[j are evaluated at 

the current vector x.) Let £ = {2P} be the vector of path flows that would result 

if all inputs e* for each OD pair (t, k) are routed along the corresponding MFDL 

path. Let a* be the stepsize that minimizes D[x + ac(aJ — x)] over all a € [0, lj, i.e., 

D\x + a* (2 — x)] = min D[x + a(s — x)] . 

The new set of path flows x p ( t  +1) is obtained by updating the current path flows 

xp(i) as 

xp(t + l) = x p ( t )  +  a* ( s p -x p ) t  Vp€P w ,  weW 

and the process i s  repeated until no significant change in XP occurs. 

Decentralized solution 

The optimal solution to the multicommodity flow problem can also be ob

tained via a distributed algorithm. This solution approach is due to Gallager [20] 

and is summarized in the following. The decentralized solution differs from its 

centralized counterpart in the way the MFDL D'i}- (called the incremental delay) 

are computed for every OD pair. In this scheme, it is assumed that every node 

t knows the value of D'^ on all its outgoing links. Each node * stores a matrix 

IDT(*\ called the incremental delay table, whose entry IDT^(k,j) represents the 

estimated incremental delay produced by routing a unit of ^-traffic (i.e., traffic 

with final destination k) through neighbor /. Also stored in node t is the routing 

table R('K From IDTW and JZW, the vector IDV^ (incremental delay vector) is 

computed as follows: 

JDVW(Jfc) = £ rfy IDT^(k , j )  
j€Ai  
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JjDy(0(fc) represents the incremental delay produced by injecting a unitary incre

ment of A>traffic into node t. 

Each node periodically exchanges IDVs with the neighbors. After the 

exchange, the IDTW tables get updated in the following way: 

I D T ^ { k J )  =  D ' i 3 -  +  I D V W { k )  

The routing tables are also updated. The idea is to deviate the flow from high 

incremental delay to low incremental delay routes, resulting in reduced delay. Thus 

letting j* be the minimizer of IDT^(k,j), for j G A,, the routing tables are 

updated as follows: 
rfy = 4i- + 6' 

r% = r£. - 6'I j * j-

where 8' and S'l are small positive quantities properly selected so as to satisfy the 

constraints: (l) YLjea{ 
rij = 1 an(^ (2) ^ > 0. 

A very unpleasant effect of routing in datagram networks is looping. Loop

ing occurs when a packet passes via the same node more than one time in the way 

to its final destination. In order to prevent loops during the update above process, 

Gallager algorithm sets some additional rules that must be observed. In partic

ular, the updating must start from the destination node (say, k) and propagate 

back to the origins; that is, a node i cannot update its tables until it has received 

Jj?y (i)(fc) from each of its downstream (i.e., all the neighbors to which it is sending 

traffic with final destination k) neighbors j, with k ^ j and j £ B* where B* is the 

set of blocked nodes. [20] defines the set B * of blocked nodes I for every node i and 

destination k, as the nodes for which = 0 and the algorithm is not permitted 

to increase rj} from 0. In addition to performing the above table updates\ every 

node % detects if any of the links (i — /) are improper for a given destination, that 
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is if the delays computed on that link are intolerable. Improper delays are signs 

of looping, hence the node accordingly sets rjj = 0 and flags node I as a blocked 

node with respect to the particular destination k. After a node has completed the 

update, it will broadcast its IDV to its upstream neighbors. When the rules are 

carefully followed, this procedure converges to the optimal solution found by the 

flow deviation algorithm. 

2.2.4 Routing Algorithms Based on a State Model 

The state model representation can be used effectively to obtain routing 

schemes which are dynamic in nature. Such schemes can provide a globally optimum 

performance. In the following, an application of optimal control theory for dynamic 

routing in networks (21,22] is described. The method makes use of the dynamic 

state equation using queue lengths at the nodes as states. 

For a concise description, let x* (t) denote the queue length at node i  for the 

traffic destined to k at t. Let Fjjit) and e*(i) respectively denote the instantaneous 

flow on link (t— j) carrying traffic to k and the instantaneous external traffic entering 

at node i destined to k at t. Let M = 1,2,..., N denote the ordered set of network 

n o d e s  a n d  l e t  L  d e n o t e  t h e  s e t  o f  l i n k s .  F o r  a n y  t  €  M ,  l e t  0 { i )  C  M  a n d  I  ( i )  C  N  

be defined by 0(t) = {j : Hnk(i — j) S £,} and J(«) = {j : link(j — t) € £}. The 

continuous time state model for data networks is obtained from the flow conservation 

equation and is given by: 

ifw = efw + E 
m G /(»') 3  e  0 ( i )  

An expression for the average delay D  is given by: 
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where w j ?  is a weighting constant for the (t, k )  pair and is determined from 

= rr~r (' £ e?M]dt • 
*> ~ l° J<- (.-,<=) 

Defining the column vectors X(i), E [ t ) t  jF*(4) and W ,  whose components are x $ ( t ) ,  

(£), (0» an^ wi > the state equation can be written in the compact form 

X { t )  =  B F [ t )  +  E { t )  

and, ( T  denotes the transpose), 

D  =  f ' W T X [ t )  d t  ,  
Jt0 

where B  is a constant matrix of appropriate dimension whose elements take one of 

the values 0, -f-1, or -1. 

The minimum delay routing problem can then be posed as the linear op

ti m a l  r e g u l a t o r  p r o b l e m  o f  f i n d i n g  t h e  c o n t r o l  v e c t o r  F * { t )  i n  t h e  f o r m  F * [ t )  =  

f(X,t), t0 < t < tf that transfers a given initial state X(t0) to the final state 

X(tf) = 0 such that the objective function D is minimized subject to the state 

constraint, JC(<) > 0, and control constraints /,*(£) < Cij where Cty is the 

c a p a c i t y  o f  t h e  l i n k  ( i  —  j ) .  

Using the standard Hamilton-Jacobi theory, a necessary condition for F * ( t )  

to be optimal is qT(t)BF*[t) < qT(t)BF(t) where F(t) is any admissible flow and 

and q[t) satisfies the co-state equation —dq(t)/dt — W +p(t), q{tf) = 0, where 

p(t) denotes the set of Lagrange multipliers {p,-y(£)} which are introduced to take 

care of the X(t) >0 constraint. Componentwise, p»y(t) satisfy x?pij(t) = 0 and 

P i j{ t )  <  0 .  

Obtaining an explicit expression for the flows F *  (i) is extremely difficult 

because of the computational complexity and convergence problems of the co-state 



33 

equation. However, for a simple case reported in [22], the optimal routing is to 

route the traffic only in the direction where the difference between the co-states 

is negative that is q!$ (f) — Qi(t) < 0. Furthermore, at the implementation level, 

problems associated with loop freedom and instabilities attain a higher dimension 

with dynamic routing. 



2.3 Combined Routing and Flow Control Schemes 
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The routing and the flow control procedures were traditionally handled in

dependently of each other. In addition, the routing was mainly designed using an 

optimization approach and flow control mainly by a heuristic approach. In order 

to fully exploit the efficiency of routing or flow control schemes, it is necessary to 

understand the interrelations between flow control and routing. However, these 

interrelations have been identified only recently [23-26]. For example, when study

ing routing schemes independently of flow control schemes, it has been shown that 

dynamic routing leads to better performance than quasi-Btatic routing. However, 

it was shown in [25], that dynamic routing actually worsens the performance in a 

network protected by flow control. This relation between routing and flow control is 

most simply understood by recalling that most adaptive routing policies are a func

tion of traffic levels (or link flows) and that traffic levels themselves are determined 

by flow control. 

Although it has been shown that poor routing can cause congestion in com

munication networks, one cannot Btate reciprocally that a "good" routing scheme 

can relieve any local congestion already occured in the network. When the conges

tion occurs due to excessive traffic admitted into the network, the routing scheme 

will, at best, spread the congestion over the entire network or subject the packets 

to intolerable delays by taking longer paths to avoid local congestion. So, while 

routing and flow control are both necessary to protect network resources, it is their 

interrelation that determines network performance. 

This interrelation [10], depicted by Figure 2-4, can be explained as follows. 

Under light loads, all of the offered load is carried by the network, i.e., throughput = 

offered load, and the interrelation between routing and flow control is insignificant. 



35 

Offered load Delay-Throughput 

Rejected load 

Flow Control Routing 

Fig. 2-4 Interaction of Routing and Flow Control 

However, under moderate and heavy loadB, a portion of the offered load 

will be rejected by the flow control algorithm, i.e., 

Throughput — Offered load — Rejected load 

and routing interacts with flow control in determining the performance curves. 

Thaker and Cain [26], illustrated the interrelation of routing and flow con

trol by obtaining the steady state performance curves (throughput vs. offered load 

and delay vs. throughput,) for an arbitrary network, with fixed window flow control 

and bifurcated shortest path routing. They recorded the changes in the performance 

curves as a function of the window size Nw used in the flow control. They observed 

that, under moderate and heavy loads, the larger the window size Nw (i.e., the 

weaker the flow control exercised on the network), the larger the throughput at

tained but also the larger the delays tolerated. Under light loads, however, no 



Nw = 8 

Less flow 

Control 

A/C 

Fig. 2-5 Throughput vs. Offered load 

for Combined Routing and Flow Control 

Less flow 
control 

l /C  

Fig.2-6 Average Delay vs. Throughput 
for Combined Routing and Flow Control 



37 

noticeable difference in performance was observed. Such performance curves are 

shown in Figures 2-5 and 2-6. 

The explanation of this interrelation, as shown in Figure 2-4, is that the 

traffic accepted into the network will experience an average delay per packet that 

will depend on the routes chosen by the routing algorithm which in turn depends 

on the traffic levels allowed in the network by the flow control. Throughput will 

also be greatly affected (if only indirectly) by the routing algorithm because typical 

flow control schemes operate on the basis of striking a balance between throughput 

and delay, i.e., they start rejecting offered load when delay starts getting excessive. 

Taken together, these results indicate that it is quite dangerous to study 

flow control or routing as isolated mechanisms, and before any conclusions can be 

drawn about the performance of a particular flow control algorithm, the overall 

objectives of a particular network must be very carefully thought out (i.e., the 

tradeoff between delay and throughput, the level of blocking accepted, etc...) 

Because of the recentness and small number of integrated routing and flow' 

control schemes in the literature [l] [27-31], no formal classification has yet been 

given. In the following, we will discuss a scheme due to Gallager and Golestaani 

[30] that has stirred a lot of attention in the literature. 

Gallager and Golestaani Scheme [30] 

In this scheme, the flow control strategy is part of an optimization procedure 

in the same fashion as routing. The scheme is intended for decentralized, quasi-static 

application. 

The first step in the formulation of this optimization problem is the devel

opment of a suitable objective function for flow control. Let 7,/ denote the nodal 

throughput of node t destined for node j in data units/sec. Let -yjy denote the same 
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nodal throughput for the case when the network is not protected by flow control. 

As we know, under heavy loads, the flow control rejects some of the offered load 

reducing 7?-. The difference between 7?. and 7,-y represents what the customer de

sires from the network and the actual throughput. The objective function can then 

be taken as the user dissatisfaction and can be written as: 

piAii}) = (^) 

where ay and are positive constants which are chosen for each OD pair (1, j). 

The larger aij and are, the more sensitive the system will be to the control of 

flow through the reduction of 7ij X P,y (7,7). By defining — 7?. — 7,-y as the 

amount of overflow traffic and replacing in the objective function above, one obtains 

One can see from the above expression that the user dissatisfaction is a convex 

function of Kij, with infinite dissatisfaction when Kij = 7,*y. This is very much the 

same as the incremental delay objective function D'(Fij) in each of the links of the 

network. This similarity suggests that if,7 be treated as the maximum allowable 

flow in a fictitious direct link between origin i and the destination. Controlling the 

flow into the network can be viewed as diverting flow onto the fictitious link. 

The combined objective function T for routing and flow control becomes 

mi) = £ vm + 
(i,j> ^ " 

and the optimization problem can now be solved as in the routing only case, i.e., 

by application of the flow deviation method (centralized or decentralized.) 



CHAPTER 3 

A COMBINED ROUTING AND FLOW CONTROL ALGORITHM 

VIA POSITIVE SYSTEM THEORY 

After examining the different methods discussed in the literature to im

plement routing and flow control, we Btudy the scheme developed by Muralidhar 

and Sundaxeshan [1] in greater depth in the present chapter. Our aim is to apply 

positive system theory results to the selection of the higher level controls with the 

objective of improving the overall performance of that scheme. 

3.1 Model Description 

The combined routing and flow control scheme for packet-switched net

works of the datagram type as developed by Muralidhar and Sundareshan [1] is 

a two-level hierarchical adaptive scheme. It is novel in different respects. First, 

the methods of modern control theory are used to pose the problem in the frame

work of feedback stabilization. It may be noted that the modeling of computer 

communication networks is traditionally performed using queueing theory and that 

only recently has the state model approach been advocated [21]. The state model 

approach is desirable due to many advantages, especially its departure from the 

need for calculating the quantities of interest (i.e., delay and throughput) explicitly 

in closed form. Instead, the state model approach is aimed at the development of 

models which directly lead to efficient algorithms that can handle the quantities of 

interest. However, the state model approach was used in the literature [21,32] for 

30 
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modeling purposes only (that is modeling the data network), and was not pursued 

as far as to develop a realistic and specific algorithmic solution to flow control as in 

[1]. 

Secondly, the state model as developed in [1] is more realistic in that it 

takes into consideration the finite buffer capacity available to any node and the 

finite link capacity constraints, while the majority of the earlier schemes assume 

unconstrained link and buffer capacities. 

Finally, since routing and flow control intrinsically act against each other in 

the sense that the former while seeking to minimize delay tends to reduce through

put, the scheme does not combine the different objective functions for routing and 

flow control into a single scalar function for optimization purposes (as for instance 

in [30].) Instead, the different objective functions are handled individually at differ

ent levels of the two-level hierarchy: the minimization of delay (routing problem) 

is treated at the lower level, while the maximization of throughput (flow control 

problem) is treated at the supervisor level. 

Following the notation of [l], let M — 1,2,..., JV denote the ordered set of 

network nodes and let Z denote the set of links. For any i € -V, let 0 (») C M and 

I ( i )  C  M be  def ined  by  0( i )  = { / :  l ink(»— j )  G  £ }  and I  ( j )  — { /  :  l inkf j—t)  6  L} .  

For any (»— j) G £, let denote the link capacity in units of traffic (bits or packets) 

per second. Let t denote the discrete time variable taking values 0, r, 2r,... . 

Let W C M x M denote the set of ordered pairs (t, A), referred to as source-

destination purs. For any («, k) € W, let Ajfc(t) be the average rate of traffic demand 

(in bits/s or packets/s) incoming at • to destination k. Also, let «»*(£) < A»*(0 be 

the average rate at which the i-to-fc traffic is accepted into the network. Let 

denote the average flow (in bits/sec or packets/s) in link (t — j) of traffic with 

destination k E M. 
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Hereafter, we will refer to the traffic component with destination k € M as 

the k — type traffic. We shall also assume the presence of buffers at each node for 

different traffic types touching that node. Let 6,fc denote the buffer capacity (in 

bits or packets) at node t for the fc-type traffic. Let x,fc(£) denote the amount of k— 

type traffic accumulating (in bits or packets) at node i (t ̂  k) at time t. 

Starting with the fundamental flow conservation equation (flow in = flow 

out at any node), the dynamics of the fc-type traffic component at node » can be 

modeled as: 

*.•*(*+r) = *ifc(t) + ije.-fc(0+ Yh /«"*(*)- £ /•/(*)] U) 
mei(i) j'eo(0 

where the state variable denotes the length of the fc-type traffic queue at node ». 

Evident ly ,  the  bas ic  contro l  objec t ive  i s  to  appropr iate ly  se lec t  the  var iab les  C i k ( t )  

(flow control problem) and Uik (t) (routing problem) subject to the constraints: 

T, /o'C) < c<i V(i-j)e£ Vf (ci) 
k e u  

(link capacity constraint) 

and xik ( t )  <  b i k  V(»\ k)eM xX, i^k, Vt (C2) 

( buffer capacity constraint) 

Selection of basic flow control problem 

The principal objective of any end-to-end flow control scheme is to some

how limit the amount of external traffic entering the network in order to prevent 
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length of the queue at that node, with the restriction that y»*(t) cannot exceed 0ik. 

The following assignments formalize this idea: 

y,"fc(i + r) = (3* (4) 

vHt )  = («,*+££) (5) 

where ce,fc > 0 is a f l ow  con t ro l  parameter  to be determined adaptively by 

the higher level control and whose value remains constant between 

two updating instants. 

Substituting (4) and (5) in (2) gives: 

hk - (ouk + 
bi 

«.•*(') = ; [ft* - («<* + (6) 

• 

(packets) 

Fig* 3—1 Flow Control Mechanism 
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congestion. In [1], an innovative scheme consisting of a mixture of feedback con

trol with a variation of the input buffer limit flow control scheme [12] is used to 

determine (the accepted input rate of the i-to-k traffic.) 
i 
As in the input buffer limit scheme [12], let us consider a division of buffer 

b{k at node « into: 

bi" = ft* + (»(*-&*) 

where transit packets can access all the buffers (&;*), while the external packets can 

only access (/?,•*) with Pik C bik. That means that external traffic is segregated 

upon but this is natural in flow control schemes [36] since one would rather prevent 

new traffic from entering the network than tolerate the loss, due to congestion, of 

information packets already accepted into the network. In other words, providing 

higher availability of buffers to transit traffic is in conformity with the policy of 
i  ̂

protecting the network resources as transit traffic would have already utilized certain 

network resources. The difference between [1] and [12] in the implementation of the 

input buffer limit is that [12] does not have separate buffers allocated to different 

traffic types from among the total pool of buffers available to node t. 

Let Vi k ( t )  denote the portion of Xi k { t )  due to external A:-type traffic incom

ing at node t. Then from the flow conservation equation: 

«i*(0 = + • (2) 

From the input buffer limit, it is evident that y»*(i) cannot exceed the allocated 

buffer space and hence has to obey the following constraint: 

».'(<) < /?.'(<) vt . (3) 

Let us now use £»fc(t) to determine in a feedback manner. The idea 

is to reduce the acceptance rate of external traffic at a node proportionally to the 
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The above feedback mechanism for controlling the input rate Cik ( t )  is de

scribed graphically in Figure 3-1. The properties of this flow control scheme are: 

1) If of = 0 (no flow control), equation (6) reduces to 

e»fc(0 = ^-[l — The assignment of e*($) in this fashion results in 

an inappropriate flow control policy. As an example consider the case when 

= Pik and Xi k ( t )  <  bi k .  In this case, «*(t) > 0, while effectively there is 

no buffer space to contain the admitted external packet (y*(t) = /?*.) 

2) When a J > 0 (with flow control), it is readily seen from equation (6) that 

«i*(0 = 0 for xi k ( t )  >  . ,  H %
a k  ,, k ,  Vf (7) Pi k  

[acik+{3ik /b i k ]  

3) The maximum input rate is possible only when all buffers are empty; i.e., 

«i*(t) =0 =>> ak = packets/sec 

4) One could argue that the feedback mechanism for controlling e;fc(t) should be 

implemented as a function of y»fc(i) instead of the total A;-type traffic queue 

Xik(t). In this implementation, the reduction of the acceptance rate e£(t) is 

a function of the external fc-type traffic queue yj*(t). Such a flow control 

policy makes sense in an input buffer limit environment since external traffic 

can occupy at best a small fraction of the total buffer space available to the 

node, and that there is no deterministic relation between yi*(t) and x,-*(t). So, 

assuming the case where the input buffer limit is full (i.e., ys-*(£) = /?*) but 

the total buffer available to the node is not, the present flow control wrongly 

admits external packets even though there is no space for them in the buffer 

pool. Unfortunately, Vik[t) IB not available directly as a state variable according 

to the present development of the state model. So although not optimal for 

throughput performance as we shall see, the present scheme does provide an 

adequate flow control mechanism. 
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Selection of c.-yfc: basic routing prnhlpm; 

For a motivation for the routing model, note that during an interval of 

length r (one discretization period), the number of fc-type packets flowing out of 

node » on link (x — j) — J0
r fijk{t)dt = when r is small. Intuitively, one 

would desire that this outflow be proportional to the number of packets waiting to 

be cleared, and hence 

r/«/fc(0 = e«y *»*(') ' (*-j) € L, ke M (8) 

where c,yfc is the routing parameter of link (» — j) with respect to destination k 

to be determined adaptively by the lower level control and whose 

value is constant between two updating instants. 

The properties of (8) axe: 

X) The routing problem is formulated as the problem to solve for the routing 

parameters using the state variables £,-*(£)'s in a feedforward manner. 

2) The bounds on the selection of £,jk can be readily inferred from (8) as: 

0 < dj* < 1 , V(* - j) keM (C3) 

Furthermore, we obtain (C4) from substituting (8) in the link capacity 

constraint (C2): 

V djkxik(t) < Ci, , V i € M ,  V t ( C 4 )  

Both (C3) and (C4) are constraints to be satisfied by the controls when 

selecting 
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3) The convenience of the routing parameters e,yfc is that they can be related 

to the familiar routing variables r,j* as: 

f..* fc rif
k = J*3 = 

SyeO(<) /»/* ^j'GO(i) e*3k 

and hence an implementation of the routing scheme can be made in terms 

of rijk as is currently done in many practical networks. 

At this point, it is possible to present a meaningful state model for a single 

source-destination pair. By substituting equations (6) and (8) into (X) and using 

the normalized value of r = 1, the controlled model for the A:-type traffic at node t 

can be given as: 

+ 1) =Xik { t )  + [ft* - (a,-* + + J2  emi*Smfc(0 ~ X) «#**••*(*)] 
» mej(.) ieO(<) 

=(1 - rn k  -  ̂ j - )x i k [ t )  + ^2  € mi k x m
k ( t )  +  0 i k  , i^k (9) 

6-' 

where r j i k  = oi i k  + ]CyeO(t) combined, routing and flow control 

parameter for the i-to-fc traffic. This newly defined parameter 

functions as a unified performance indicator for solving the 

combined routing and flow control problem. 

Equation (9) describes the queue behaviour of the Ar-type traffic at node «. Hence, 

considering the different types of traffic flowing in the network at various nodes, 

one obtains the overall system: 

X(t + 1) = AX(i) + B 

where 

(*M)r = [(**(<))T(*W- (x"(t))r] 
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(X*(i))T = [*ifc(t) *afc(0.» *wfc(0 ]» = 

and 

A =  diag [A 1  A 2 . . .  J4w] 

B T  = [(B 1 ) 3 ,  (B 2 ) T . . . (B N F\  

with 

<1 — Vik  — 0ik/bik  ^aiCai f c  • •• t>Ni£Nik  > 
6i2£l2k l — t}2k—02 */^2* ... 1>N2*N2k 

A = . 
• • I * • * • I 

^ f>lN£lNk  S2N€2Nk  1 ~VNk  — 0Nk/1>Nk J 

and 

(B*)r = /?„'] 

where 

rjik = af  + £,•,•*, », k  =  1 ,2 , . . . ,  N( i  ̂  A;) 
j€0(0 

and 
f 1, j e 0(») • 

^j = |o, y i o(i) . 

Now, an insight into the solution can start talcing shape. Specific algorithms 

have  to  be  deve loped to  determine  e , / f c  V (»  — j )  £  £  and V k  £  M,  a, f c  V » 6  M 

and V k € M, and rjik Vie)/ and V k € M. The relation of these control 

parameters to the original ak>B and /,jfc's of equation (X) can be readily obtained 

from equations (6) and (8). The selection of the control parameters has to be 

performed in such a way as to obey the constraints that are present and optimize the 

respective objective functions for overall improvement of network performance. In 

[1], a lower level control applied in a decentralized fashion at every node determines 

the e»;fc's with the objective of minimizing delay. An upper level control applied 
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centrally at a network control center determines the r?,-fc's with the objectives of 

maximizing throughput and preserving the overall stability of the system. Finally, 

the Oi*'s are determined as or,* = f]ik — YljeO(i) 

Herein, we will adopt both the state model given above and the lower level 

control as developed in [1] and described in section 3.3 . However, the stability of 

the system will be studied using results of positive system theory and consequently 

a modified higher level control will be developed in section 3.4. The exact deter

mination of the higher level control will be deferred until section 3.4, after we have 

looked at the stability of the system. 
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3.2 Basic results from positive system theory 

A positive linear system [37] is a linear system in which the state variables 

are always positive (or at least nonnegative) in value. The first important property 

of positive linear systems is that concerning the dominant eigenvalue and its associ-

ated eigenvector, as described by the Frobenius-Perron theorem. The existence and 

positivity of the dominant eigenvalue and the corresponding eigenvector essentially 

reduces the computation of long-term performance to an eigenvector calculation. 

The second property of positive systems is a remarkable connection between 

stability and positivity. For positive systems, there is a direct correspondence be

tween the existence of a positive equilibrium point and stability. Thus, if a positive 

equilibrium is found, it is stable. Conversely, if the system is stable, the correspond

ing equilibrium point is nonnegative. 

A third major result comes under the heading of comparative statics, which 

is applicable to stable systems. Consider a stable system at rest at its equilibrium 

point. If some parameter of the system is slightly modified, the system moves to a 

new equilibrium point. Comparative statics refers to the question of how the change 

in equilibrium point is related to the parameter change that produced it. For general 

linear systems, of course, not much can be said to describe this relationship. For 

positive systems, however, it can be shown that positive changes (such as increasing 

a term in the A matrix) produce corresponding positive changes (increases) in the 

components of the equilibrium points. This result and others of a similar nature, 

mean that significant qualitative conclusions can be inferred about the behaviour 

of a positive system even though the values of the parameters may not be known 

precisely. 
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The reason for our interest in positive systems is that the state model of the 

communication network as developed in [l] is such a system, since the state variable 

represents the queue length of the fc-type traffic at node i and is nonnegative 

(i.e., Xik(t) >0 V i, k G M x J/.) In the following we will summarize, from positive 

systems theory,the relevant results needed to develop the higher level controls and 

to conduct the stability analysis of the next section. [37] may be referred for proofs 

and further discussions. 

Consider a non-homogeneous discrete-time linear system of the form: 

x (k  + 1) = Ax(k )  -j- b  (10) 

Result 1: 

System (10) is said to be positive if A > 0 and 6 > 0. By A > 0 it is meant 

that t he  elements of the matrix A are greater or equal to zero, i.e., ay > 0 V i, j. It is 

easy to see that these conditions on the matrix A and the vector b exactly correspond 

to the condition that the solution of (10) is nonnegative for any nonnegative initial 

vector x(0). It is quite clear that these conditions are sufficient. And, to see that 

b > 0 is sufficient, just assume x(0) = 0. To see that A > 0 is sufficient, consider 

large positive x(0)'s. 

Result 2: 

If the system (10) is asymptotically stable, its equilibrium point is nonneg

ative; and conversely if there is a nonnegative equilibrium point for some b > 0, the 

system is asymptotically stable. This result is stated formally as: 

Given A > 0 and b > 0, the matrix A has all of its eigenvalues strictly 

within the unit circle of the complex plane if and only if 

there is an x> 0 satisfying 
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x = Ax + b 

Result 3; 

Consider the time-invariant system of (10), where A > 0, b > 0. Assuming 

that the system is asymptotically stable and has the unique nonnegative equilibrium 

point x, the following theorem investigates how x changes if some elements of either 

the matrix A or the vector b (or both) are increased. 

Suppose x and y are, respectively, the equilibrium points of 

the two positive systems 

x ( k  +  1)  =  Ax{k )  +  b  

y {k  +  1)  =  Ay{k )  +  b  

Suppose aho that both systems are asymptotically stable and that 

A> A, b>b. Then y > x. 

In the following two sections, these powerful results will be used to study 

the stability of the present system and to derive the necessary control algorithms. • 
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3.3 Algorithmic Solution 

In section 3.1, we saw that the network can be modeled as: 

X(i  +  1)  =  AX[ t )  +  B  (11) 

or 

where 

/ X l { t  +  1 ) \  f A 1  0 . . .  0 ^ xnt )  \  ( Bl \ 
X*{t  +  l )  

• 
0  A 2  . . .  0  
• • • • 

*.(.) + B* 
• • 

c.x*(t + l)J 
• • * • 
0  0  . . .  A")  <X"{ t )J  

• 

<B N  J  

(X k ( t ) f  -= [ Xik(t) xa
fc(i)-.. «JV*(0 ], A: = 1,2,. , . ,N  

(12) 

{B K F =  [fok 0 2
k . . .  ( 3 N

k \  

A k  -

(1  — i f i*  — P \ k /b \ k  ^aiCai*  
^ia€ia* 1 — V2k 

— p2k/t>2k 
• • • 

Sin^Nik "N 
6N2*N2k 

\ SlN^lNk i>21V*2Nk •••  1  — *7 Nk — 0Nk/t>Nk ) 

and 

rnk = <*ik+ ^2 Cijk, iik = l,2,...,N(i^k) 
ieO( i )  

In the above expressions, it is understood that for i  = j ,  x j  = 0, rji3 = 0, 

cti' = 0, and /?»J = 0. Furthermore, from (12), it is evident that the parts of (11) 

corresponding to flows of different types of traffic are disjoint, and hence, one may 

examine the behaviour of these individually by considering 

X*(t + 1) = A k X k { t )  +  B k  fc = 1,2, ...,iV (13) 
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3.3.1 Stability Analysis 

Let us study the stability of (11) using the positive system theory results 

given in section 3.2. 

X) The system (11) is a positive linear system since the state variable x(t) 

represents queue lengths that can only attain nonnegative values. From result 1 of 

section 3.2, system (11) is positive if A > 0 and B > 0, i.e., if Ak > 0 and Bk > 0. 

The condition that Bk > 0 is readily satisfied since /?,-* denotes the maximum buffer 

space allocated to the external fc-type traffic at node t and is always nonnegative, 

i.e., /?,'* > 0 Vt, k E N. The condition that Ak > 0 is satisfied if 

mk<l-zjr Vi,k£N (14) 
Oi  

2) From Gershgorin's theorem [38] which states that the eigenvalues of A h  

are inside the circles with centers (1 — tjik — Pik/bk) and radii Y^N
jJ~j

t
ikh 

each subsystem represented by (13) and, therefore the composite system (11) as 

a whole is asymptotically stable with Spec (A*) C {z : \z\ < 1}, if the following 

condi t ions  are  met  V i  =  1 ,2, . . . ,N  (»  ̂  k ) :  

. /?•* 
i) 0 < Vik + ~i7 < 2 

Oi  

i t )  £  6i jUj k  < 2 - in k - j t  

Recalling that rjik = a,-fc + !CyeO(») one ^ds that the condition (it) 

is implied by the constraint (14): 

= >  £  « « " +  f £ )  < 1 6 )  
0 *  j eO{ i )  °»  



64 

N 

Also, $ij€i>"* < 2 — rj,* — 

fc 
=*> Z) c<>* < 2-(«ifc+ 2 €iik)-jrk 

yeo(0 ye o(0 °* 

* •£."•<'-^S) "•> •«" < ' - l («"+f 
J€0(<) 

Since at
fc and /?»fc/6»fc are both nonnegative it is evident that (15) implies (16). 

Hence, combining (14) with (*) and rearranging gives the range of values of tjifc over 

which the system (11) is asymptotically stable: 

ff.k 
o < mk  < 1-7V (cs)  

br 

3) Note that the above stability analysis is meaningful only if 17,•* and a,-* 

and therefore e;y* are constant. In this case, result 2 of section 3.2 guarantees 

a single nonnegative equilibrium point S > 0 such that £ = As + B. But the 

purpose of [1] is to design an adaptive control scheme in which rji*, ajfc, and e.y* 

are updated regularly. So, the stability analysis above cannot be interpreted as an 

exact convergence result, but rather as a guide for the initial selection and further 

updatings of the parameters to result in a desired trajectory behavior. 

However, assuming that the adaptation is to be performed quasi-etatically 

with the updating periods being relatively long, one can use result 3 of section 3.2 to 

predict how a change in the parameters (or elements) of A will affect the equilibrium 

point S of (11). Result 3 states that 2 will increase if some elements of the matrix 

A are increased and decrease if some elements of the matrix A are decreased. 
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Let f f i k ,  at
fc, and eiy* be the new values of f ] i k ,  and e;y* as selected by 

the controls at the end of one updating period. We observe that a decrease in the 

matrix A is possible if 3 i, j, k € N Buch that 

0 mk > mk 

») Ci j  < c,y* 

In practice, since we want the equilibrium point of (11) to be as small as possible 

(corresponding to steady state queue lengths as small as possible), condition (i) 

is a rule that the supervisor should "keep in mind" as it updates the rjikia. This 

observation is stated formally as: for shorter steady state queue lengths, the values 

of the combined routing and flow control parameters as selected by the supervisor 

should be increased at every updating period. 

4) One notices that the stability analysis was undertaken with the con

straints (Cl) and (C2) temporarily assumed to be absent. The reason for this as

sumption is that, otherwise, system (11) would be nonlinear. The present approach 

[1], exploits the simplicity in performing the stability analysis of a linear system 

(without constraints), then introduces the constraints as bounds on the selection of 

the control parameters. 

The results of the stability analysis can now be recapitulated. The con

straints to keep the system' (11) positive and stable are (C3) and (C5), while (C6) 

states that the larger the value selected for the smaller the steady state queue 

lengths. 

n*(t + l) > •?(*{*) vt (C 6) 

0 < < 1 v(»-j")6£,  he H (C3) 
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g.k 
o < mk  < 1-7TV»»* (C5) 

o» 

V(<+i)  > vik{t)  yt  (co) 

What now remains to complete the solution to this problem is to develop 

specific algorithms to select the control parameters a,fc's, e»/fe,s and r?,-fc's. 

3.3.2 Lower Level Control 

The moat widely used performance objectives are minimizing packet delay 

(the time a packet spends inside the network), and maximizing throughput (the 

rate in packets/sec of packets that arrive at their destinations.) These two objective 

functions will be used herein. The supervisor (upper level control) will select the 

combined routing and flow control parameters *7i*'s with the objective of maximizing 

throughput and improving the overall performance, while the lower level control will 

select the routing parameters £,-y*'s with the objective of minimizing delay. The flow 

control parameters a,*'a can then be determined at every update of the lower level 

control as: or,* = rjik — XTjeO(i) €*}k- ^he *ower level control will be updated 

periodically every r time units, while the supervisor will be updated on a slower 

time basis i.e., every NT time units with N being an integer. 

For the lower level control, [1] provides a detailed algorithm based on the 

well known Gallager's minimum delay routing scheme [20]. The basic idea of the 

algorithm is to deviate flows from the larger delay paths to the smaller delay ones. 

The algorithm is applied independently at each node * and updates 6 0(i) 

based on information communicated by the supervisor (w*) and on information 

communicated between adjacent nodes about the incremental (or marginal) delay 

to each destination. For the sake of completeness, this algorithm will be summarized 

in the following. 
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The two basic requirements in the selection of are that the resulting 

delay performance. Steps X through 4 minimize delay and step 5 adjusts the se

lections of €ijk for the satisfaction of the link capacity constraint. The lower level 

control algorithm consists of doing the following steps at every m-th update (or 

iteration): 

At each node t 6 estimate the total link flow on each outgoing link (* — j )  

and compute the incremental delay dDij/dFij on that link. 

Step2: 

Compute the incremental delay from node i  to destination k  due to an incremental 

increase in the k-type traffic by 

where c.y* is the updated value at the previous instant. This computation at node 

l requires dDr/de* from each downstream neighbor j € 0(i) and, hence, must 

be done sequentially, starting at the destination node k, where dD^jd^ — 0 and 

working backwards along each path pf carrying the l-to-k traffic. 

For the very first update, let p*(j) denote the path (or one of such paths) 

from i to k with j 6 0(i) is the next node encountered and has the minimum 

number of hops, Then the initial assignments (0) are computed as: 

flows fvk (f) do not violate the link capacity constraint (C4) and yield a minirmirn 

Stepl: 

j eo ( i )  

Step3: 
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At each node * € M, compute the numbers to*. for each j  €  0 ( i ) ,  j  B* from 

t .M _ dDH . dDT 
€" dFn + 

where £* C 0 («) denote the set of blocked nodes defined as in [20] (and described 

in section 2.3.3,) for the purpose of ensuring that the routing to each destination 
* »  

be loop free at each iteration of the algorithm. 

Step4: 

From the known 77,*, obtain the new assignments 

0 " Ey£0(f) i/f,' ' *Si (17) 

«?,• =0 JS 8* 

StepS: 

Compute = J2keH ~~ •99C'i/ 

IF ( > 0 ) THEN 

e'J — £ij 
*<=* 

c»yfc - 0 j e e ?  

IF (*;/<°)  T H E N  

£i)k = V j 

Note that the reduction of the routing parameters for satisfying the link 

capacity constraint is proportional to the incremental delay for the traffic compo

nent. 
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3.3.3 The effect of the selection of Ujk and T]ik on ctik and the flow control 

After the selection of is made as in (17) and (18), a,fc is computed as: 

af - tnk 
- 

eak 

i eO( i )  ,  
(19) 

In the case where the link capacity constraints are not violated, step 5 is skipped 

and ctik is obtained from substituting e*y from (17) into (10), 

ctik 
- mk 

-

in" ~ &) 

- mk 
- (w 

SyeO(») 

Pik .k 
bi 

* )  

0Cik — SI  
bi* 

(20) 

On the other hand, if the routing parameters need to be reduced because they 

violate the link capacity constraints, a,-* is obtained by substituting £ijk from (18) 

into (10), 

* = ™k - £ 
yeo(0 

Pik 

% - tnk*bM £ & 
ken 

K 
+  A (21) 

where 

and 

A 
~ JL.fc 

j eo ($ )  € i j  
, A > 0 

= £ i* b} - .99Cq , > 0 
ken  

(22) 

From (22) and (17), one observes that increases as & function of rjik. 

Hence, from (21), one observes the following: 
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i) The lower bound on a,-fc is 

a ,h  
«.* > V{i,k)eMxM 

ii) ctik increases as a function of 

•f w • 
(packets/sec) 

Fig. 3—2 Influence of af on the Flow Control Mechanism 

These results serve two purposes. First, they help in understanding the 

practical implementation of the flow control developed in [1] and shown in Figure 3-

2. By replacing the lower bound of a,- f c  = f i ik /bik  in (6), one finds that o,- f c  = 0ik /bik  
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achieves the maximum theoretical throughput, i.e., 

«»•*(*) = 0 for ®i*(0 > Vf 

e,*(f) = —• for = 0 

For a,fc > Pik/bik> more incoming i-to-A: traffic will be restricted from entering 

the network, and throughput will degrade. The occasional reduction of throughput 

by the supervisor is a necessary action to prevent congestion in networks. It is 

undertaken when the supervisor fears approaching congestion for reasons like link 

failure, unusual heavy loads on network, etc... 

Secondly, replacing the lower bounds of a,-* = /?,•*/&,* and etyk = 0 in (19), 

we obtain a new lower bound on rjik 

m k  > Pi k /b i k  

and (C5) becomes: 

{£ < < l -g-  (C5) 

The analysis of this section will be of value in the next section when we 

discuss the selection of rjik at the supervisor level. 
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3.4 Higher level control 

/ 1  
On a relatively slower time-scale compared to the nodal updating of the 

routing parameters at intervals AT by the lower level control, a higher level control 

is used to improve the overall network performance with respect to other objectives 

not considered so far. The determination of the combined routing and flow control 

parameters ffr*'s and their updating are performed by a supervisor (network control 

center) who passes these to the nodes for implementation. The specific issue that 

will be considered in establishing the control scheme at thiB level is the selection 

of the combined routing and flow control parameters in a manner that achieves 

efficient buffer management and queue control at the nodes with the objective of 

improving the overall network throughput. 

3.4.1 Selection of appropriate cost functions 

Let us begin by listing the various considerations that point the way to 

the selection of rnk with the objective of achieving efficient buffer management and 

queue control. 

i) From the stability and nonnegativeness condition (C5) 

< mk  < v(f ,*)  

ii) For a given initial queue size x,-fc (0), Xjfc(£) for t > 0 will in general be larger 

for smaller values of rjik. This result was drawn from positive system theory 

in section 3.3.1 and stated as constraint (C6). 

iii) The particular value f/i* = 1 — ££ results in a deadbeat response and, hence, 

is of interest for efficient buffer management and queue control (see equation 

(»)} 
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For posing the problem of selecting ij,-* in an optimization framework, a 

the three items above is a convex decreasing function having a minimum value at 

ink = 1 — 0ik/bik. A typical function is of the form 

where is an adjustable weighting constant. The selection of a* will be discussed 

later. A sketch of Ji(.) is shown in Figure 3-3, the exact shape being dependent on 

the value of ak. 

Another objective function that needs to be considered is maximizing 

throughput. In general, throughput is affected by many factors. These are in

put rates, the queue lengths, the routing assignments, and the link capacities. In 

our case, routing assignments have already been selected by the distributed lower 

level control in a manner that minimizes system delay, and buffer management and 

queue control are being already considered by the cost function J\ (.). At this stage, 

further improving throughput can only be achieved through increasing the rate e,fc 

at which external packets are being accepted into the network. From equation (6), 

this in turn can be achieved by decreasing a,fc. In section 3.3.3, it was shown that 

ctik increases as a function of thence decreasing rnk will decrease a,-* and hence 

improve the throughput. Thus, a function Ja(.) that would maximize throughput 

should be a monotonically increasing function of rjik which favors the selection of 

rjik = A typical function is of the form 

cost function that emphasizes the selection of ijik = 1 — in accordance with 

A sketch of Ja(.) is shown in Figure 3-4, the exact shape being dependent on a*, 

whose value will be selected as discussed later. 
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Fig. 3—3 Sketch of »7i (T? 

> ti 

Mi t )  • 

1 - Pi /b )  
Fig. 3-4 Sketch of Jsfa*) 

if 

Ai?)  A 

/? f7 b i  1  ~ Pi / b i  
Fig. 3-5 Sketch of J(r7^) 

1i 
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The fact that the two cost functions Ji(.) and act against each other 

is not surprising since we know from basic network results that minimizing delay 

implies minimizing throughput and vice versa. It is now the task of the adaptive 

scheme to shift the equilibrium point as to allow more traffic into the network during 

one period while attempting to clear the existing queues at another. 

A combined cost function can be constructed from Ji(.) and J2(0 as: 

= 1 , . . . .  + 3T 7T M 
("•' " gr) (1 - frr ~ Hk) 

where 7 is a weighting constant whose value may be suitably selected in the range 

0 < 7 < 1 to emphasize either a fast queue clearing or throughput improvement as 

necessary. Herein, the value of 7 = 0.5 is used. A typical sketch of J(.) is shown in 

Figure 3-6. The combined cost function attains its minimum value for rnk* where 

t]ik* is the root of: 

( ~ A  +  B ) r ] f  +  2{ A - C { A  +  B ) ) v -  -  A ( 1  -  C ) 2  +  B C 2  =  0 (25) 

where A  =  70^, B  = (l — 7)5*, and C  —  |£. There is one root of the quadratic 

equation in the range < T]k < 1 — for all values of A* and Bk. The 

combined cost function J{r}ik) and its root rjik* are computed periodically every 

Tup time units. rjik* represents the best value for the combined routing and flow 

control parameter for that interval of time. 

In designing the present upper level control, we will follow the same struc

ture as the one generally undertaken in two-level hierarchical schemes, that is a 

lower level control is implemented in a decentralized fashion (section 3.3.3,) and an 

upper level control is applied in a centralized fashion at a network control center. 

Relevant information about the whole network must be available at the network 
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control center, and hence, periodic exchange of information "between the network 

control center and all other nodes must occur. The specific information exchange 

needed for the present scheme will be revealed in the next section where the de

termination of a* and is discussed. This exchange assumed, the task of the 

supervisor is then to solve for the root and hand it over to the nodes. 

3.4.2 Selection of a-1 and a* 

Since a desired performance objective reflected in J\ (.) is the fast clearing 

of the existing message queues, particularly when the buffers are full, an appropriate 

selection of a* is in the form 

ai = *J(nT«p) / ®i(n^V»p) (26) 
/e-V 

where nTup denotes a specific updating instant. Note that this selection implies 

that a node t with a larger current value of the k-type traffic queue receives a larger 

value of a*, and hence a greater value of implying less external traffic admitted. 

Along the same line of thinking, the selection of a* as 

a' = i mIT \ < 2 7 )  
x i  [nT U p)  Z j [nT U p)  

implies that the node i with relatively small k-type traffic queue will be assigned a 

larger value of af and hence shifts the intersection point to select a smaller tjj and 

consequently admit more external A-type traffic. 

Evidently, the computation of a* and a*  requires that each node i  report 

to the supervisor the values xJ(nTUp), k € >/, n = 0,1,2..which we shall assume. 
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3.4.3 Detailed algorithm 

The detailed algorithm for supervisor action can now be given. Every 

Tup t ime uni ts ,  and af ter  rece iv ing  the  updated  values  o f  x*  V i , k  € M x M 

from all the network nodes, the supervisor performs the following activities: 

Algorithm B: 

Stepl: 

From the known xffraTup), » 6 N, compute a* and a* from (26) and (27) respec

tively. 

Step2: 

Solve (25) for 

Step3: 

Select 

VifaTup)  =  l i*  

Step4: 

Transmit f?^(nTup) to nodes. 

In the next chapter, the performance evaluation of the present scheme will 

be studied and compared to the combined routing and flow control scheme reported 

in [1]. 



CHAPTER 4 

PERFORMANCE ANALYSIS 

It is well known that an analytical study of large networks (number of 

nodes > 3) via a queueing theoretic approach is highly complex. Recently, efforts 

in developing accurate state models to describe real network dynamics have been 

undertaken in the hope of analysing theoretically performance characteristics and 

determining information about the algebraic/dynamical relations among the vari

ables. Unfortunately, present day techniques have not yet reached this goal and 

one has to depend on intuition, heuristic, and simulation in order to evaluate the 

performance of computer communication networks. Of these estimation methods, 

discrete-event simulation remains the most realistic and most widely used for eval

uating network performance since it provides a real network environment in which 

packets are created according to a suitable probability distribution and transported 

through the network until they reach their final destination. At the same time, 

statistics of interest are collected in order to give an insight into the behavior of the 

system. 

In this chapter, we will give an insight into the use of discrete-event simu

lation and the problems associated with its application in the evaluation of network 

performance. Then we will study the performance of the algorithm in [l] and com

pare it with the performance of the modified version using positive system theory, 

as developed in Chapter 3. 

68 
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4.1 Performance Evaluation using Discrete-Event Simulation 

4.1.1 Overview 

In its broadest sense, computer simulation [39] is the process of designing a 

mathematical-logical model of a real system and experimenting with this model on 

a computer. In other words, the computer is used to evaluate a model numerically 

over a time period of interest. Although data gathered from such an exercise is 

only an estimate of the real characteristics of the system, simulation analysis is in 

order for dynamic, stochastic systems that are too complex for analytical or numer

ical solution by present-day techniques as in the case of computer communication 

networks. 

There are two kinds of simulations: continuous and discrete-event. Al

though the procedures for describing the dynamic behavior of discrete and con

tinuous models differ, the basic concept of simulating a system by portraying the 

changes in the state of the system over time remains the same. In a continuous 

simulation model, the state of the system is represented by dependent variables 

(state variables) which change continuously over time. The simulation consists of 

updating the values of these state variables as bound by the state model at every 

instant of time after assuming suitable initial conditions. Hence, results derived 

from a continuous simulation study about the behavior of the system hold only if 

the state model developed is accurate and the system is deterministic. These two 

conditions do not readily apply to computer communication networks. 

On the other hand, the discrete-event simulation [40,41] is a more realistic 

one since it does not require knowledge of the state model. It is also particularly 

suitable for the study of stochastic systems where the digital computer is used to 

perform the artificial probabilistic sampling. The objects within the boundaries of a 
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discrete system, such as people, equipment, and packets are called entities. The aim 

of a discrete-event simulation model is to reproduce the activities that the entities 

engage in (i.e. joining queues, waiting for a link, being routed etc.,) and thereby 

learn something about the behavior and performance potential of the system. This 

is done by defining the states of the system and constructing activities that move 

the entities from one state to another. In discrete-event simulation, the state of 

the system can change only at event times (i.e. arrival of a packet to the network, 

arrival of a packet to its final destination, availability of a link etc.) Since the state 

of the system remains constant between event times, a complete dynamic portrayal 

of the system can be obtained by advancing simulated time from one event to the 

next. 

Special features are needed in programming most discrete-event simulation 

models. Some of these features are: generating random numbers, generating random 

samples from a specific distribution, advancing simulated time, adding records or 

deleting records from a list (queue), collecting data, reporting results, and detecting * 

error conditions. In order to design the simulator (or the programming exercise), 

one has to first choose a programming language. One may distinguish three classes 

of languages: 

1) general purpose languages without simulation capabilities such as FORTRAN, 

PL/I, PASCAL etc., 

2) simulation packages such as GASP, GPSS, SIMPL/l, and SLAM which add a 

simulation capability to one of the former languages, 

3) languages such as SIMSCRIPT and SIMULA which are self contained general 

purpose languages designed with simulation as either the primary, or one of 

the primary application areas, and 
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4) special purpose simulation languages which are applicable to only one area such 

as computer networks or manufacturing systems. 

The choice of the programming language is of particular importance to ev

ery simulator design and situation since one can find advantages and disadvantages 

to every class described above. However, one can say without loss of generality that 

the higher the class number in the above list, the greater will be the ease, efficiency, 

and flexibility in changing model parameters. The only obvious constraints are the 

availability of the software and the time that the programmer is willing to spend 

learning and mastering a more complex computer language. 

At this point, it is worth spending a few lines on the simulation pack

ages that specialize in computer networks. These packages are: (l) the Research 

Queueing Package [33]; (2) the Queueing Network Analysis Package (QNAP) that 

automatically solves the steady state queueing relationships once the user sets up 

the network; (3) Performance Analysis Workbench System (PAWS) [34] that ap

plies to closed networks of queues only; (4) Network II.5 [35] that simulates network 

protocols, LAN access schemes, gateways etc. Unfortunately, these packages are of 

the "cook book recipes" type and lack the flexibility needed in simulating arbitrary 

routing and/or flow control algorithms. 

In this work, the discrete-event simulations were performed using the SLAM 

[42] simulation package due to its availability, ease of use, and flexibility in model

ing packet-switched networks. SLAM provides a natural framework (called network 

structure) in which packets are generated at source nodes and at desired rates, 

transported through the network with queueing at intermediate nodes, and then 

accepted and eliminated at the destination nodes. SLAM also provides statistical 

data from which the desired performance measures can be extracted. The specific 

routing and/or flow control scheme of interest can be implemented by supplementing 
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the SLAM program with FORTRAN subroutines. The capability of adding FOR

TRAN subroutines as necessary gives SLAM an unlimited flexibility in modeling 

computer networks. 

4.1.2 Issues related to the implementation 

The principal purpose for performing discrete-event simulation of data com

munication networks [43] is to obtain more realistic results. However, these results 

are still approximations to the actual network performance due to two reasons. The 

first reason is the fact that the randomness of a real network environment is repro

duced using the pseudo-random number generator of a digital computer. There is 

a way to overcome this situation by using historical data from an active network 

and compare the results of the simulation to the historical performance of the net

work, However, this method will not be used herein since it requires means that are 

beyond the scope of this work. The second reason is the level of details achieved 

from translating the model into the programming environment. For the simulations 

conducted herein, the following sources of errors are spotted. 

One source of error is the inaccuracy in the estimate of the incremental 

delay needed in order to implement the quasi-static routing algorithm 

given in section 3.3.2. The inaccuracy results from both the method of estimating 

Dij'(Fij) and the measurement interval used. One method for estimating ) 

is to assume known statistics for the queueing system (with an analytical expression 

for -Di/f-Fi/).) Let x be the estimate of x. Then one can set Dij (jFVy) = 

after estimating ify on the link in question. Another method is due to Segall [21] and 

consists of implementing a complicated recursive algorithm based on the knowledge 

of delay. The first method will be used in this work because of its simplicity and 

amenability with discrete-event simulation. From basic queueing theory [44], the 
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average delay at steady state on link (» — j )  as a function of the flow Fij on that 

link, assuming M/M/l queue, is given by: 

DiAFii) = c
F<i

p 

where Cij is the capacity of the link. Differentiating the above expression with 

respect to Fij gives the following analytical expresion for Dij'(Fij): 

Di,Wi) = " C"' 
{Ci i -Fi i ) '  

In the same fashion, one can use the expression for Dy(fiy) assuming an M/D/ l  

queue as: 

p. . /p. . )  _  Fi&Cij - -PVj) 
l3[ t3) " 2CviCu-Fv)  '  

Then, the analytical expression for Dij'(F{j) becomes: 

= 1 (^-20^+20?.)  

" ( 2Cis (Cij - Frf 

The M/D/ l  assumption is a more realistic one for datagram networks since all 

packets have the same length and hence the same service time. Once the analytical 

expression for -D,-/(.F,y) is decided upon, one has to estimate Fij from the simulated 

network as the average number of packets on the link during the measurement 

interval. The length of the time interval is crucial to the accuracy of the estimation 

since one has to allow enough time so that the statistical average is meaningful, 

yet short enough to allow quasi-static changes. The problem of choosing the time 

interval of the updates (r) is a very delicate and serious one, especially that the 

estimation of flows is done in a similar fashion in practical networks. 

Another source of error is in the implementation of the flow control scheme. 

As one recalls, the controls compute e^(£), which is the average rate at which the 



74 

i  — k  traffic is accepted into the network. However, the actual rate at which the 

i — k traffic arrives at the network is denoted by A*(i) and is independent of all 

network parameters. Clearly, for the simulation as for real networks, some scheme 

must be developed to make the effective input rate to the network be e*(£) and not 

A*(t). One should note that in the case of light loads, the network is able to accept 

all the offered load at the effective rate Af(f) whereas, under heavy loads only the 
e* ftl  fraction of the offered load can be accepted. One may also note that in the 

case of light loads, e*(i) may exceed Aj^f), that is, the network can accept traffic 

more than the demand existing at that time, and all offered traffic is accepted. The 

following scheme was developed to implement the effective input rate: 

For every i — k packet arriving at the network at time t, compute 

IF ^ 1 THEN accept the packet 

IF < 1 THEN accept the packet with probability • 

This scheme holds for computing the probability of blocking and throughput at 

steady state since, statistically enough data will have accumulated so that the total 
ek 

traffic accepted = -jfc X total traffic offered. Ai 
A source of confusion in the implementation is the interpretation of the 

blocked nodes in the routing algorithm as described in [20]. The basic idea is that, 

for every source-destination pair, a set of blocked nodes is specified to ensure a 

loop free routing algorithm (i.e. the algorithm is not permitted to increase the 

routing variables of a blocked node from zero.) This is equivalent to transforming 

the topology of the network from an undirected to a directed unidirectional graph. 

This is done by choosing at an initial time, an arbitrary set of all allowed directed 

paths from node i to destination k for every source-destination pair (i,k), Note 

that the initial assignment of all directed paths does not contradict the datagram 
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principle since one does not choose initially a complete path from a source to a 

destination as a packet arrives at the source. The arbitrary set of all allowed paths 

for all source-destination pairs as used in this work is given in Appendix A. 

For the sake of completeness, we shall state the standard assumptions un

dertaken in all simulations. The particular network simulated (shown in Fig. 4-1), 

is a ten-node network with full duplex links, each of capacity C;y = 56 kbits/s. 

All simulation runs were made for the same fixed length of simulated time (10,000 

sees) with the same traffic pattern offered to the network. In particular, the rate 

of external arrival of the i-to-k traffic A* is constant (i.e., Poisson arrivals) with 

A* = A V x,fc e .V x J/. The following standard assumptions were made: 

1) Messages consist of a single packet of 4 kbits size, 

2) Poisson arrival of messages to all nodes (with mean A,), 

3) Constant service time (l//iC,y) by the link. This assumption is made be

cause of the datagram standard M/D/l assumption, 

4 negligible nodal processing time, 

5) zero acknowledgement time, and 

6) Freedom from system malfunction. 

In addition, the information exchange between the nodes and between the 

nodes and the supervisor was not modeled as traffic. The justification for this 

simplifying assumption is the fact that this information could be piggybacked on 

existing traffic and hence will not affect the throughput considerably. Furthermore, 

it was assumed that no packet needs to be retransmitted because of error checking 

or damage caused by the physical medium. The justification is that we wish to 

study blocking due to buffer filling only. Finally, we will not address the issues 

of retransmitting packets that are blocked from entering the network because of 

flow control and resequencing the packets as they arrive at their destinations. The 
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justification for this is that special protocols (mainly the transport layer protocols) 

exist in practice to deal with the problems of retransmitting and resequencing. 

These protocols belong to a higher level in the OSI hierarchy while routing and flow 

control are implemented at the network layer. These assumptions will hold to all 

simulations unless noted otherwise. 

2 

Fig. 4-1 A Ten-Node Network 
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4.2 Performance Criteria 

The principal performance criteria employed in the study of data com

munication networks are average packet delay as a function of the throughput, 

throughput as a function of the offered load, and average power P. Throughput 

efficiency (where throughput 7 is expressed in packets/s) is probably the most com

mon measure of flow control performance. Total effective throughput (sum of all 

the individual contributions) is evaluated as a function of the offered load. This 

representation is particularly useful to determine the critical load in an uncontrolled 

system and to assess the throughput efficiency of a controlled network at heavy load. 

Another common measure is the combined delay and throughput perfor

mance. The delay-throughput profile allows one to determine the delay overhead 

introduced by the controls (which the throughput versus offered load curve did not 

display.) In general, it gives a more complete picture of system performance than 

does throughput behavior alone. In fact, a system may be designed to deliver high 

throughput at heavy load, and yet it may experience intolerable delays at light load. 

A more compact measure of combined throughput and delay performance 

is offered by the concept of power [45]. The simplest definition of power is the 

ratio of throughput to delay; it is, therefore, a function of the offered load. In fact, 

it defines the "knee" of the throughput-delay profile as that point where power is 

maximized. The maximum power value reflects both delay performance (at light 

load) and throughput performance (at heavy load) and therefore, represents a good 

figure of merit of the flow control implementation. 

The values for average throughput and delay are obtained readily from the 

discrete-event simulation exercise. In order to obtain better approximations to the 

steady state values of average delay and throughput, the simulation has to run for 
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a very long time (i.e., 10,000 seconds) with the statistical averages accumulated in 

the first 500 seconds disregarded to eliminate the bias generated from the choice of 

arbitrary initial conditions. Other performance evaluation criteria can be obtained 

from the discrete-event simulation results. These are link utilization, average buffer 

occupancy, blocking probabilities due to buffer filling, etc... These results give an 

insight into how effectively the physical resources of the network are being utilized 

and detect any wastage of resources. 

Other criteria of performance can be defined depending on what one wishes 

to study. For example, one may look at the transient response to determine the 

speed of convergence of the scheme, or subject the network to a sudden increase in 

offered load to determine the adaptivity of the control scheme. 

In the following sections, we will first study the performance of the com

bined routing and flow control scheme as developed by Muralidhar and Sundareshan 

[l], then compare it to its improved version as developed in this thesis. 
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4.3 Results and graphs 

The combined routing and flow control scheme as developed by Muralidhar 

and Sundareshan [1] was simulated using discrete-event simulation for the ten-node 

network shown in Fig. 4-1. The same approximations and assumptions as the ones 

stated in section 4.1.2 hold. As in [l], the nodal updating period AT and the 

supervisor updating period Tup were taken as one and five seconds respectively. 

Also, nodal buffer limits of 6* = 14 packets and flf = 3.5 packets were used, 

assuming a packet size of 4 kbits for transmission. For the sake of comparison, 

we shall describe the way that the higher level control is implemented in [1]. In 

the combined routing and flow control scheme proposed in [1], the structure of 

the supervisor is somewhat similar to the one presented in section 3.4. In both 

schemes, the information exchange consists of total queue lengths and both 

schemes use the same logic to obtain the objective functions. However, since in [l] 

the positivity of the system was not considered, no equilibrium point was found. 

Instead, the supervisor switches back and forth between two equilibrium points. In 

the supervisor scheme of [l], heuristic was used to show that the smaller of the two 

equilibrium points rjf* builds up the queues z*'s, while the larger equilibrium point 

77*** clears up the same queues. The supervisor solves for r?** whenever the buffer 

occupancy  o f  node  i  i s  l e s s  than  an  arb i trary  lower  thresho ld  6*  and  so lves  for  r j f **  

whenever the buffer occupancy of node » is more than an arbitrary upper threshold 

6*. The values of 5* = .86^ and 6* = .26* were proposed in [1], 

The steady state performance curves are shown in Figures 4-2 and 4-3 and 

represent normalised throughput as a function of offered load and average packet 

delay as a function of throughput respectively. The "knee" in each of these curves 

occurs when the first link becomes saturated. In a system with flow control, this 
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is when the flow control begins to have a significant effect. This point on the knee 

where the first input capacity is reduced to less than the demand is in fact the 

boundary between light and heavy loads. In our case, this boundary is at p = .4 

(typical value), where p is the normalised offered load to the network and can be 

computed as p = LfnC, where A = IT{iIfc)e.Vx.V ^ *s we^ known that flow 

control does not have significance on the performance when the network is subjected 

to light loads, i.e., (throughput = offered load). Hence, it is expected (and shown 

by later figures) that any changes in the flow control scheme do not significantly 

change the curves for p < .4, while the curves will be altered for p > .4 as to give a 

better or worse steady state throughput and delay. 

Comparing these curves to Figures 2-1 and 2-5, one finds that they are 

typical to a network protected by flow control. Under light loads, the performance 

is very good since throughput will be equal to the offered load and average delay 

is in the order of 200ms, which is the typical value accepted for delay in data com

munication networks. Under heavy loads, one observes that the combined routing 

and flow control scheme [1] prevents network congestion since no degradation in 

throughput nor deadlock occur. However, the prevention of congestion is coming 

at a rather high price in overall network performance under heavy loads, since the 

maximum throughput achieved is 36% of capacity and the delays well above .5 

sec. One way to improve the performance is to reduce the flow control so as to 

admit more packets (i.e., reduce the »?*'s.) At the same time, a critical informa

tion exchange would be used to balance the tradeoff between throughput and delay. 

The positive system theory improvement as described in the previous chapter is a 

natural solution, since it eliminates the selections of rjf > 1 — /6j. 

In Figures 4-4 and 4-5, [1] is compared with its modified version using 

positive system theory. There is no significant performance difference between the 
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two schemes contrary to the theoretical prediction. By observing the statistical data 

gathered by the discrete-event simulation, i.e., average link utilization and average 

queue lengths, one realizes that there is an over-allocation (or wastage) of buffer 

space. As a matter of fact, every node has a total buffer pool of 140 packets and even 

if only half of these buffers are occupied, it is enough to cause the accumulation of 

long queues which in turn cause large packet delays. On the other hand, the buffers 

are seldomly filled to more than 80% of their capacity (even under heavy loads) and 

the controls seldomly choose tjf > 1 — /?*/&?• Let us recall that, in [1], the bounds 

on the selection of 17* are: 

a.k 
^7r < Vi < 1 — when x$ < .206* 
hi* bi 
Q.k a.k 

and 1 *-r- < 17? < 2 V when xj > .806* 
bik 

' " bi 

while in the positive system theory improvement as described in Chapter 3, the 

bounds are 

< « * < !  —  V  1 *  
• w •' 

So, even though, theoretically the bounds of the two schemes are different, the 

scheme of [l] practically acts like its positive system theory version because x* is 

seldom allowed to exceed 80% of its capacity. 

The third dotted curve shown in Figures 4-4 and 4-5 is the combined 

routing and flow control scheme of [l] with the input buffer limit increased to 

Pi/bi = *4. It may be noted that there is a 1.5% gain in throughput which 

indicates that [l] is more sensitive to variations in Pi/b* than variations in 

This fact is not surprising if one recalls the discussion in section 3.3.3 about the 

relation of «*(i) (the allowed input rates) to /?*, where e*(t) = /7- was shown to 
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be the maximum allowed input rate. Hence, any increase in /?* would increase e* ( t )  

and hence the throughput. 

Other simulation exercises were conducted by reducing the total buffer pool 

available to every node, i.e., the nodal buffer limits were taken as 6* — 3 packets 

and /?* = 1 packet. But again, the two schemes—[l] and its positive system theory 

version— resulted in very similar performance curves. Due to the smaller buffer 

space available, the queues were much shorter resulting in average packet delay of 

320ms. However, the maximum throughput achieved was only 26% of capacity. 

These results indicate that there is an excess of flow control protection, and, as in 

the earlier case, an increase in the input buffer limit /?*/£>* reduces the severity of 

flow control and generates a 2% throughput gain under heavy loads. 

In order to best evaluate an adaptive scheme, one must study its perfor

mance under time varying load conditions. Simulation exercises were conducted 

subjecting the network to randomly varying loads, i.e., Poisson arrivals with mean 

with Ai(t) randomly varying between .03 and .1, corresponding to variations' 

in p between .7 and .2 respectively. 

Figures 4-6 to 4-8, show the results of these simulation exercises at start-up 

time, i.e., t — 0. Figures 4-6 and 4-7 represent transient throughput vs. time and 

transient delay vs. time respectively. The solid line represents the performance of 

the algorithm in [1], the dashed line represents the performance resulting from the 

new positive system theory version, and the dotted line represents the performance 

of an independently developed input buffer limit flow control scheme [12] with the 

Gallager routing scheme [20], For comparison purposes the same nodal buffer as

signments were made for the three cases. Also, every point in these curves is the 

statistical average of three different simulation runs undertaken for different load 

patterns. The Figures clearly Bhow that the positive system version performs better 
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initially under time varying loads since both the delays are smaller and the through

put larger. The better overall performance that features smaller delays and larger 

throughput is clearly depicted in Figure 4-8 where power versus time is plotted for 

the three cases. Table 1 (below) summarises the above results. 

Average Average Average 
throughput delay power 

Presently Developed Scheme .317 .680 .467 

Muralidhar and Sundareshan 
scheme .303 .068 .313 

Independently developed 
routing and flow control .316 1.109 .285 

Unfortunately, the better performance resulting from the present scheme 

does not last forever. As time passes and the system is allowed to warm up, the 

proposed scheme fails to dominate in performance as it did in the transient period. 

This situation is depicted by Figures 4-0 and 4-10. The figures clearly show that 

no scheme is superior to the other two. All of them are adaptable and if any gain 

in throughput is achieved instantaneously, it is on the behalf of longer delays. If we 

were to plot the average steady state values of throughput and delay, instead of the 

instantaneous ones, we would obtain the familiar curves of Figures 4-2 to 4-5. 

One may arrogantly attempt to explain the above situation by blaming the 

performance differences on luck due to the random load patterns assumed during the 

discrete-event simulation exercises. Such an explanation is not totally impossible 

when one performs instantaneous (transient) results since the statistical averages 

used in the evaluation are not based on a large sample space. However, this is 

not our feeling, and in order to obtain an insight into the fundamental reasons, 
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more testing and careful analysis were performed. We then observed that the main 

difference between the performances at start-up time and steady state time is the 

length of the queues, and as will be explained in greater detail later, we feel that the 

build up of the queues is not the responsibility of the present higher level control 

and it is mainly the responsibility of poor buffer management schemes. But our 

efforts to further improve the scheme in [1] and make it better at steady state by 

improving the buffer management scheme were cut short because of the fact that 

the buffer management schemes are part of the state model and changing them 

would mean developing a new state model. 

From the extensive simulation studies conducted herein, it has become ev

ident that the application of positive system theory alone to the combined routing 

and flow control scheme developed by Muralidhar and Sundareshan [1] is not enough 

to noticeably improve performance. Indeed, a closer look at [l] reveals that there 

are a number of problems related to the implementation that influence the perfor

mance much more than the present modification in the higher level control. These 

problems need to be addressed before any further improvement in performance can 

be achieved. The problems can be divided under four headings: (1) state model, 

(2) flow control, (3) buffer management, and (4) selection of the routing variables. 

Each item will be discussed individually in the next section. 
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4.4 Specific Problems to be Addressed for Improving Muralidhar 

and Sundareshan Scheme 
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Prnhlpm* associated with the state model 

The state model of the network is given as: 

X ( t  +  1)  =  A X { t )  +  B  

or 

where 

0 \ 

. . .  A"J  \X"( t )J  

+ 

+ /A1  

ATa(( + l) 0 
* 

(JTfc(<))r =  [  X 2
k { t ) . . .  x N

k ( t )  ] ,  k  =  1,2,...,JV 

/  B 1  \  
B 2  

B N  

A k  =  

and 

[B k f  =  lP i k  ( 3 2
k . . .  ( 3 N

k )  

f l - T } x k -  P \ k  f b i k  8 2 \ * 2 \ k  

Sl2^l2k 1 — W2 k  — Pik/ l>2k 

6lN£lNk  ^2N^2Nk 

t>Nl€Nlk \ 
i>N2€N2k 

* 

1  ~r iN k  -  0N k / b N
k  )  

riik = ctik+ ^2 Cijk
t i,k = l ,2,. . . ,JV(i  ̂  k )  

j eO( i )  

One notices that the state model does not incorporate, explicitly or im

plicitly, the offered load to the network and as a result, the state model does not 

truly represent the behavior of the system. For example, after the first update, the 
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state model predicts that the queue lengths at all nodes are equal, i.e., x,fc(l) = /?,* 

V », A: € N x regardless of the offered load, which is clearly not true. 

Problems associated with the flow control 

As one recalls from Chapter 3 and section 3.3.3, the selection of the allowed 

input rates to the network is given as: 

«*(<) = ; [ft" - («.* + 

and the flow control resulting from such a selection is depicted by Figure 3-3. The 

throttling of input rates at a node t is based on the total queue length of the i-k 

traffic at that node, i.e., 

A* 
c,-fc (i) = 0 for xt'*(*) > V t  

e,-* (t) = for £»*(*) — 0 
T 

Let us consider the case where Xifc(t) = ^ and y»,fc(t) = 0, that is the 

buffer allocated to the fc-type traffic is half filled with transit packets only. The 

flow control as developed in [1] will then block all external traffic from entering the 

node (i.e., e»fc(i) = 0) while buffer space is still available. Such a situation is not 

uncommon in practice and shows that the throttling of input rates based on total 

queue lengths, as opposed to external traffic queue lengths, results in an inefficient 

flow control policy. 

Prohl<*mn associated with the buffer management scheme 

The basic problems that emanate from the buffer management scheme used 

in [1] are: 
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1) The division of total buffer space Bi available to a node * into parts 6*, where 

6* is the buffer space reserved for traffic with destination k and b* = B,-, 

is an unrealistic one. In practical networks, a partitioning of the total buffer 

buffer of size b j  is assigned to the j-th link is done. 

2) The allocation of buffers on the basis of destinations results in unnecessary 

rejection of external traffic. Let us, for example, consider the following case. 

Assume that, at node », there is little or no traffic offered to destination j, 

while there is a very heavy traffic offered for destination k. The controls as 

developed in [1] will then block the i-to-k traffic from entering the network 

even though node t has empty buffer space. Consequently, the allocation of 

buffers according to destinations results in decreased sharing of resources. The 

network looks like the superposition of k different networks and the advantages 

of the dynamic sharing of resources are reduced. 

Problems associated with the implementation of routine 

The implementation of routing as performed by [l] and described in sec

tion 3.3.2 does not cause severe problems as the three previous cases do. However, 

for the sake of completeness, we wish to draw the attention to it since it contributes 

to the main problem observed herein which is the deviation of the state model from 

the real network conditions. 

In Chapter 3, we saw that the selection of the routing parameters ti/* is done 

Bi into R buffers of sizes &i, 6a,... 6# such that = -®»» and the j-th 

as follows: 

(28) 
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Then the routing parameters are checked for satisfaction of capacity constraint and 

if, indeed, they result in link flows that exceed 99% of link capacity, then they are 

reduced according to the formula: 

£ h" j g S? (29) 
keM 

€ij k = 0 / € B? 

where 

= E $6.---99C« • 
keM 

However, routing in practice is implemented using routing tables and routing 

variables r,y* (see section 2.2.1) where 

r./ = v 
Ui" - , = T i i Bf (30) 

From substituting (28) in (30), one notices that, in case the routing parameters do 

not violate the capacity constraints, the routing variables are selected independently 

of the control parameters. If, on the other hand, the capacity constraints are vio

lated, the control parameters play a minor role in the selection of e»jfc (replace (29) 

in (30).) In any case, the relation between the control parameters and the selection 

of the routing variables is an ambiguous one and needs to be clearly defined. 



CHAPTER 5 

CONCLUSIONS 

As was seen in Chapter 4, the application of positive system theory to the 

combined routing and flow control scheme developed by Muralidhar and Sundare-

shan [l] proved to be effective in improving overall performance only in the initial 

transient period (Figures 4-6 to 4-8 and table 1). The fact that the improvement is 

restricted to a particular case and is not general for all cases is attributable to poor 

buffer management and other fundamental problems with the combined routing and 

flow control scheme of [l]. These problems were identified and described in detail 

in section 4.4. Eliminating these problems is beyond the scope of the present work. 

The organization of the remainder of this chapter is as follows. In sec

tion 5.1, the contributions of this work are highlighted and in section 5.2, future 

directions for related research are proposed. 

5.1 Contributions of this work 

The first contribution of this work is the development of a new version of 

the combined routing and flow control algorithm of Muralidhar and Sundareshan 

using results from positive system theory. We have determined that the problems 

discussed in section 4.4 are the main cause for lack of overall performance improve

ment due to the positive system version. However, one should note that the benefits 

of positive system theory are not restricted to improving the overall performance. 

08 
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As a matter of fact, the positive system version is more of a necessity than com

plementary. First, the system described by (11) is a positive system (i.e., the state 

variables cannot attain negative values since they represent queue lengths), and any 

analysis not talcing this fact into account would result in an incorrect choice of the 

control parameters and hence unrealistic values for the state variables. Secondly, 

the application of positive system theory as developed herein resulted in a simpler 

higher level control than the combined routing and flow control scheme of [1]. In

stead of swinging between two roots and relying on heuristics (i.e., the choice of 

and fcf) to decide which root to solve for at a particular update, the present scheme 

simply solves for the equilibrium point rjf at every update and hands it over to the 

nodes. 

The second contribution of this work is the use of some recent techniques 

in discrete-event simulation to evaluate the performance of the various routing and 

flow control schemes. Discrete-event simulation provides a realistic framework for 

the study of dynamic stochastic systems such as data communications networks. In ' 

this work, extensive discrete-event simulation exercises played a major role in the 

identification of the fundamental problems related to the scheme in [l]. 

The third and most important contribution in our view, is the critical eval

uation of the scheme proposed in [1] from a practical viewpoint which is given in 

section 4.4. The uncovering of these problems shed a light on the implementational 

value of the scheme in [1] and helped understanding the poor throughput perfor

mance of both the original scheme and its modified version using positive system 

theory. Furthermore, these results will be useful to the later researchers in this par

ticular area since by resolving these problems, the hierarchical state model approach 

described in [1] will realize its full promising potential. 
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5.2 Future Directions 

In dealing with such complex problems as the combined routing and flow 

control procedures for data communication networks, it should be understood that 

the development of optimal or near-optimal procedures do not come overnight. As 

a matter of fact, it is the contributions of many individuals over many years that 

finally flourish into a satisfactory scheme. The combined routing and flow control 

scheme presented in [1] is one of these contributions. It is the very first attempt 

in obtaining a specific combined routing and flow control procedure using a state 

model and methods in hierarchical control. Also, it is the first scheme that takes 

into consideration the physical limitations of a computer communication network, 

mainly the link and buffer capacity constraints. 

Due to the problems discussed in section 4.4 and to the observations sub

stantiated by simulation, it is our feeling that further improvements can only be 

made to [l] by restructuring the buffer management scheme used and hence the 

state model. The problem of constructing a better state model is a very difficult 

and serious one especially when this state model is to be used to develop specific 

control algorithms. As we have seen earlier, while attempts to develop state models 

from modelling considerations only exist in the literature (i.e., [21]), no one has 

been successful in developing routing and flow control procedures using these state 

models. So although very serious, the problems discussed in the previous section 

are to be accepted, considering that they were the result of a novel concept in de

signing routing and flow control procedures. Designing a new combined routing and 

flow control scheme along the lines of [X] but resolving the problems discussed in 

section 4.4 are worthwhile tasks for future investigation. 
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A task of lesser complexity is to study the convergence of the combined 

routing and flow control scheme in [1]. As pointed out earlier, the stability analysis 

should not be interpreted as an absolute convergence proof. On the other hand, the 

routing algorithm used in the lower level control was shown to eventually converge to 

the minimum average delay for a network with stationary inputs and fixed topology 

(Gallager [20].) The question of whether the algorithm can adapt fast enough to 

keep up with frequent updates and time-varying loads remains an open question 

[40]. 



APPENDIX A 

INITIAL ROUTING TABLES 

This appendix provides the reader with the set of all possible paths between 

any source destination pair V (», k) 6 M x M. Due to the large number of possibil

ities (of the order of one hundred), a one by one listing of all paths could be tedious 

and messy. In any case, since we are assuming a datagram network, an explicit 

listing of all possible paths is not needed for the implementation. Therefore, we 

will rather give the set of initial routing tables used in our simulations. From these 

routing tables, the possible paths from a source to a destination can be constructed. 

But, most importantly, the arbitrary choice of blocked nodes, which is the reason 

that some paths are not feasible, is easily seen. 

Please note that the routing table at node * is given below as an A{ x N 

matrix, where N = number of nodes in the network and A{ = number of neighbors 

of node t. r,yfc, the k—jth. element of the table, is the fraction of k-type traffic (i.e., 

traffic with final destination fc), which upon arrival to node », is routed through 

neighbor j (or link (t — j)). This terminology is different from the one given in 

section 2.2.1, where the routing table at node i is an JV x Ai matrix. The reason 

for flipping the routing table around is just a matter of convenience since this way, 

more routing tables can fit in one page. 

A "0." entry (or, r,/*=0.) in the routing table of node * means that initially, 

no fc-type traffic will be routed to node j. In subsequent control updates, however, 

the controls are permitted to increase from zero and eventually the fc-type traffic 

102 
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will be routed through node j. On the other hand, a ub" entry in the routing table 

of node t means that node j is a blocked node with respect to destination k (i.e., 

j G S*) and the controls are not permitted to route any A:-type traffic through 

node j at any time (i.e., = 0 V t). As mentioned earlier, the choice of the 

blocked nodes is arbitrary and is the result of transforming the topology of the 

network from an undirected to a directed unidirectional graph. 

Routing Table at Node 1 

(1) (2) (3) (4) (5) (6) (7) (8) (9) (10) 

(2) b 1. 0. .5 0. X. b b b b 

(3) b b 1. .5 1. 0. b b b b 

(9) b b b 0. 0. b 1. 1. I. 1. 

Routine Table at Node 2 

(1) (2) (3) (4) (5) (6) (7) (8) (9) (10) 

(1) 1. b b b b b 1. 0. 1. .333 

(3) 0. b 1. b .5 b b b b .333 

(6) b b b 1. .5 1. b 1 b .334 

Routine Table at Node 3 

(1) (2) (3) (4) (5). (6) (7} (8) (9) (10) 

(1) 1. 0. b b b b .5 0. 1. 0. 

(2) b 1. b 0. b .5 0. 0. 0. b 

(5) b b b 1. 1. .5 .5 1. b l. 



Routing Table at Node 4 

(1) (2) (3) (4) (5) (6) (7) (8) (9) (10) 

(5) .5 0. 1. b 1. b b b .5 .5 

(6) .5 1 b b b 1. b b b b 

(8) b b b b b b 1. 1. .5 .5 

Routing Table at Node 5 

(1) (2) (3) (4) (5) (6) (7) (8) (9) (10) 

(3) 1. ,5 1. b b b b b 0. b 

(4) b b b 1. b 0. 0. .5 b b 

(6) 0. .5 b b b 1. b 0. b b 

(10) b b b b b b 1. .5 1. 1. 

Routing Table at Node 6 

(1) (2) (3) (4) (5) (6) (7) (8) (9) (10) 

(2) 1. 1. .5 b b b 0. b .5 b 

(4) b b 0. 1. 0. b .5 1. 0. 0. 

(5) b b .5 0. 1. b .5 b .5 1. 

Routing Table at Node 7 

(1) (2) (3) (4) (5) (6) (7) (8) (9) (10) 

(8) b b b 1. 0. .5 b 1. b b 

(9) 1. 1. .5 b 0. 0. b b 1. b 

(10) b 0. .5 0. 1. .5 b b b 1. 



Routing Table at Node 8 

(1) (2) (3) (4) (5) (6) (7) (8) (9) (10) 

(4) 0. 1. .5 1. .5 1. b b b b 

(7) .5 0. 0. b b b 1. b .5 0. 

(10) .5 0. .5 b .5 0. b b .5 1. 

Routine Table at Node 9 

(1) (2) (3) (4) (5) (6) (7) (8) (9) (10) 

(1) 1. 1. 1. b b .5 b b b b 

(7) b b b .5 b b 1. .5 b 0. 

(10) b b b .5 1. .5 0. .5 b 1. 

RoutinE Table at Node 10 

(1) (2) (3) (4) (5) (6) (7) (8) (9) (10) 

(5) 0. .5 1. .5 1. 1. b b b b 

(7) 0. b b b b b 1. 0. 0. b 

(8) b b b .5 b b 0. 1. b b 

(9) 1. .5 0. b b b b b 1. b 
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