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ABSTRACT 

This paper describes a Protocol Finite State Machine (PFSM) for implementing 

communication protocols. Our objective is to develop and implement a general model 

for communication protocols based on the principles of finite state machines and make 

the design of transport entity more modular and easier to maintain and modify. We 

have designed an inference method and knowledge representation, based on semantic 

networks, for implementing this model. Semantic nets were originally developed for 

use as psychological models of human memory but are now a standard representation 

method for AI and expert systems. A semantic net consists of points called nodes 

connected by links called arcs describing the relations between the nodes. We have 

added interactive capability and automatic error detection to check for invalid external 

events and other types of errors in our model. Finally, we have illustrated the use of 

PFSM by applying it to the TCP (Transmission Control Protocol) of the Department of 

Defense Model for communication. PFSM consists of one or more knowledge bases 

depicting the state machine model for each communication protocol, an inference engine 

that uses the knowledge base(s), a working memory, a knowledge acquisition subsystem 

to gather the data required to build the knowledge base(s), a dialog subsystem to conduct 

an interactive conversation with the user(s), and an explanation subsystem to explain 

the inferencing mechanism. PFSM has been implemented on an IBM PC/AT in Turbo 

Prolog. 
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CHAPTER 1 

INTRODUCTION 

The increasing use of computer networks and the trend towards distributed com

puting have added to the complexity of communication protocols. In order to handle 

this complexity, formal methods are being considered as important tools for the reliable 

design and implementation of communication protocols. Comprehensive surveys of these 

specification techniques may be found in [BoSu80], [Merl79], and [Suns81]. The use 

of Finite State Machines as a formal specification technique has been considered very 

important, ([Boch78], [BoCG82], [BrZa83], [ChGL85], and [UrPr86]). Implementations 

of models for communication protocols in a high level programming language such as 

Pascal have been described in [BoGe77], [Boch80], [TeB182], and [WeZa78]. 

The different activities during the design and implementation of protocols where 

formal specifications can be useful are [BoCG82]: 

1. the elaboration of a reference specification of the communication protocols; 

2. the validation of the design of a protocol specification; 

3. the design and development of a protocol implementation based on the protocol 

specification obtained above; 

4. the validation of a protocol implementation obtained above. 
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In this paper we have used a protocol specification based on the principles of finite state 

machines [KoHa78]. We have also designed an implementation technique for the specifi

cation based on artificial intelligence techniques [Nils80], [Rich78]. The implementation 

of this specification is in Turbo Prolog in the form of a Protocol Finite State Machine 

(PFSM). We have illustrated the use of this system by applying it to the Transmission 

Control Protocol. 

The transport layer of the Open Systems Interconnection (OSI) model is the key

stone of the whole concept of computer communication architecture [Stal85]. The pur

pose of the transport protocol is to provide a reliable mechanism for the exchange of data 

between processes in different systems. The transport protocol ensures that data units 

are delivered error-free, in sequence, with no losses or duplications. The Transmission 

Control Protocol (TCP), a transport protocol standard, is designed to provide reliable 

end-to-end communication between pairs of processes (TCP users) across a variety of 

reliable and unreliable networks and catnets. TCP users exchange streams of data. 

In the traditional implementations of the TCP, the protocol is scattered over different 

parts of the program that comprises the transport layer [TCP81]. This makes it difficult 

to maintain and modify the transport entity. The objective of this thesis is to separate the 

TCP from the rest of the transport layer by collectively representing the TCP protocol 

in the knowledge base. When PFSM receives information about external events from 

the TCP header of a packet sent by a remote transport entity, or from a user, or due to 

timeouts, the inference engine of Prolog invokes internal events that call the corresponding 

software routines. The inclusion of PFSM in the transport layer makes the latter more 

modular and easier to maintain and modify. Further, a very important advantage of 
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PFSM is that multiple knowledge bases representing different communication protocols 

can exist in PFSM simultaneously. Because of this feature, PFSM can reside in a gateway 

connecting two networks together. This is especially useful for networks that use different 

protocols. 

Section 2 describes the formulation of a finite state machine model that forms 

the basis for PFSM. In section 3 we illustrate the use of PFSM by applying it to the 

Transmission Control Protocol. Section 4 describes the architecture of PFSM. In section 5 

a sample session using PFSM is illustrated. Finally, we conclude the paper by suggesting 

extensions to PFSM. 
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CHAPTER 2 

PROTOCOL MACHINE SPECIFICATION 

2.1 Principles of PFSM 

In this section we define some terminology used in the specification and describe 

the model for communication protocols. When two entities in different systems want 

to communicate with each other, the content of the communication, how, and when it 

is communicated must conform to some mutually acceptable conventions called proto

cols. The entities may be user application programs, file transfer packages, data base 

management systems, electronic mail facilities, or terminals. 

The Protocol Finite State Machine (PFSM) uses a general model for communication 

protocols based on the principles of finite state machines. A finite state machine is an 

abstract model describing the synchronous sequential machine and its spatial counterpart, 

the iterative network [Koha78]. With this technique each Protocol Machine i.e. sender 

or receiver is always in a specific state at every instant of time. A state is represented by 

a node in a finite state machine. Each node in a finite state machine represents an object 

and its descriptors. An object is a physical or conceptual entity. A descriptor provides 

additional information about an object. The outputs of the finite state machine at any 

given time are functions of external events, as well as of stored information at that point 

in time. The behavior of a finite state machine is described as a sequence of external 

events that occur at discrete instants of time designated by t = 1, 2, 3, etc. A formalism 

prescribes a list of parameters which are set-theoretic constructs, and list of constraints. 
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An object in the cl.iss represented by the formalism is specified by assigning parameters 

with values which satisfy the constraints [Zieg76]. Our protocol machine specification is 

described below: 

Protocol-machine = < .'rotocolJd, X ,  S ,  Y ,  F e x t ,  F o u t  >  —  (1) 

There are six parameters n  the protocol machine specification: 

ProtocolJd : protocol identifier 

A" : finite sets of exter ial events 

S : set of sequential sta es 

Y : finite sets of internal events 

Fext : external transition function 

Fout : output function 

This specification has the following constraints. The protocol identifier, viz, protocol Jd, 

is a symbol, i.e. a character sequence surrounded by a pair of double quotation marks, 

for example, "M". The external transition function is represented as: 

F e x t  :  X  x S  —> 5 

X  x  S  = {  ( a ,  b )  \  a  e  X ,  b  e  S  }  

The Cartesian product A' x 5 is the set containing all pairs of elements (a, b ) .  When the 

protocol machine receives the external event x(t) (x(t) e A"), while it is in state s(t) at 

instant t (s(t) e S), it makes a transition to s(t + 1) (s(t + I) e S). Hence, the next state 

s(t+ 1) is a function of the current state s(t) and the current external event x(t). This is 
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represented as follows: 

s ( t  +  1 )  =  F e x t ( s ( t ) ,  x ( t ) )  

Our protocol machine is a deterministic machine because the next state s ( t  + 1) is de

termined uniquely by the current state s(t) and current external event x(t). The output 

function is represented as following: 

Fout : X x. S —> Y 

X  x 5 has the same interpretation as described above. If an external event x ( t )  e  X  

arrives while protocol machine is in state s(t) at instant t (s(t) e S), the protocol machine 

invokes an internal event y(t) (y(t) e F). The internal event y(t) is a function of the 

p r e s e n t  s t a t e  s ( t )  a n d  t h e  e x t e r n a l  e v e n t  x ( t ) :  

y ( t )  =  F o u t ( s ( t ) , x ( t ) )  

The protocol machine consists of several nodes each of which represents a state. Each 

node in the protocol machine has the following structure: 

State = < State-id, [extemal_event(i), internaLevent(i), next_state(i)]> — (2) 

i =  1 , 2 ,  . . .  N  

There are two set of parameters in this specification the state identifier represented by 

state Jd and a list consisting of three components, external event, internal event and next 

state. The specification has the following constraints: 
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• State identifier, stateJd, is a symbol similar to the protocol identifier described 

previously, 

• externaLevent(i) e A", 

• internal.event(i) e V" and 

• next-state(i) e 5. 

Figure 2.1 represents an example of a protocol machine with five states and several 

external & internal events. 

Each node in this directed graph represents a state. The directed graph in this figure 

illustrates only states changes, together with the external events and internal events. Using 

Figure 2.1, we give an example to illustrate expressions (1) and (2). 

protocol-id = "M" 

A' = { ali, a2i, bli, b2i, b3i, cli, dli, d2i, d3i } 

5 = { as, bs, cs, ds, es } 

Y  = { alo, a2o, bio, b2o, b3o, clo, dlo, d2o, d3o } 

s ( t  +  1) =  F e x t ( a s ,  ali) = bs 

s ( t  +  1) =  F e x t ( ds, d3i) = es 

s ( t  +  1) =  F e x t ( bs, b2i) = cs etc. 

y ( t )  =  F o u t { as, ali) = alo 

y ( t )  =  F o u t ( ds, d3i) = d3o 

y ( t )  =  F o u t ( bs, b2i) = b2o etc. 
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The model for the state labeled "as" is as follows: 

as = < as, [(ali,alo,bs),(a2i,a2o,ds)] > 

A process in state "as" may receive external events "ali" or "a2i" and produce 

internal events "alo" or "a2o" and enter into the next state "bs" or "ds" respectively. It 

is clear that there is no external event sequence which can take protocol machine M out 

of state "es'\ and thus state "es" is said to be a terminal state. Generally, a state is called 

a terminal state if either of the following is true [Koha78]: 

1. The corresponding vertex in the state diagram is a sink vertex, i.e., no outgoing 

arcs which emanate from it terminate in other vertices. 

2. The corresponding vertex is a source, i.e., no arcs which emanate from other 

vertices terminate in it. 

In our example in Figure 2.1 there are no source states. A source state is clearly not 

accessible from any other state, and similarly, no state is accessible from a sink state. 

PFSM has the ability to detect source and sink states in our protocol machine. 

2.2 Dynamic Moving in Protocol Machine 

In describing the behavior of a protocol machine, we extended external transition 

function Fext to A'" x S. The asterisk (*) is used to indicate the possibility of zero or 
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more instances of the external events. We introduce the notion of a dynamic moving 

(DM) of a protocol machine, which describes a series of externals events and current 

state. 

DM = <w, s> 

There are two parameters in the dynamic moving specification: 

w : a series of external events 

s : current state 

The specification has the following constraints: 

•  D M  : A"" x S  

• ir e A" and 

•  s  e 5 

The relation => is a relation on DM's such that DM1 => DM2 if and only if protocol 

machine can go from the dynamic moving DM I to DM2 in one move. DM3 =>* DM4 

means there exists a path from DM3 to DM4 in the protocol machine. For example, 

dynamic moving is applied to protocol machine M in Figure 2.1. 

<ali:b3i:d2i:cli,as> => 

<b3i:d2i:cli,bs> => 



<d2i:cli,ds> 

<cii,cs> => 

< 0,es> 
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CHAPTER 3 

THE TCP PROTOCOL MACHINE 

3.1 Introduction to the TCP 

The open systems interconnection(OSI) model was developed by the International 

Organization for Standardization(ISO) as a model for a computer communications archi

tecture [Stal85]. The OSI model has seven layers which perform different functions. The 

U.S. Department of Defense(DOD) has developed a standard transmission control pro-

tocol(TCP) and internet protocol(IP) corresponding to the transport and network layers 

respectively of the OSI model. A comparison between the OSI and DOD models is shown 

in Figure 3.1.1. The physical layer covers the physical interface between devices and the 

rules by which bits are passed from one to another [Stal84]. The physical layer provides 

only a raw bit stream service. The data link layer attempts to make the physical link re

liable and provides the means to activate, maintain, and deactivate the link. The network 

layer is designed to facilitate communicaiion between systems across a communication 

network. The transport layer is to provide a reliable mechanism for the exchange of data 

between processes in different systems and ensures that data units are delivered error-free, 

in sequence, with no losses or duplications. The session layer provides the mechanism 

for controlling the dialogue between presentation entities. At a minimum, the session 

layer provides a means for two presentation entities to establish and use a connection, 

called a session. The presentation layer offers application programs and terminal handler 

programs a set of data transformation services. Examples of presentation protocols are 

text compression, encryption, and virtual terminal protocol. A virtual terminal protocol 
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converts between specific terminal characteristics and a generic or virtual model used by 

application programs. The application layer includes applications that are to be run in a 

distributed environment. It would typically include vendor-provided programs of general 

utility, such as electronic mail, a transaction server, a file transfer protocol, and a job 

manipulation protocol. 

The TCP is the keystone of the whole concept of a computer communication archi

tecture. It can also be one of the most complex of protocols. The TCP consists of all the 

functions of layer 4 and some of layer 5 of the OSI model. The TCP is intended for use as 

a highly reliable host-to-host protocol between hosts in packet-switched computer com

munication networks and in interconnected systems of such networks. The IP provides 

a connectionless or datagram service, fragmentation and reassembly of long datagrams 

in interconnected systems of packet-switched computer communication networks. Data

grams may need to traverse a network whose maximum packet size is smaller than the 

size of the datagram. IP provides a fragmentation mechanism to overcome this difficulty. 

3.2 States in the TCP Protocol Machine 

A TCP connection progresses through a series of states during its lifetime. These 

states are shown in Figure 3.2.1 [TCP81]. 

Each state is briefly explained below: 

LISTEN - represents waiting for a connection request from any remote TCP and port. 

SYN-SENT - represents waiting for a matching connection request after having sent a 
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connection request. 

SYN-RCVD - represents waiting for a confirming connection request acknowledgment 

after having both received and sent a connection request. 

ESTABLISH - represents an open connection, data received can be delivered to the user. 

This is the normal state for the data transfer phase of the connection. 

FINISH-WAIT-1 - represents waiting for a connection termination request from the re

mote TCP, or an acknowledgment of the connection termination request previously sent. 

FINISH-WAIT-2 - represents waiting for a connection termination request from the re

mote TCP. 

CLOSE-WAIT - represents waiting for a connection termination request from the local 

user. 

CLOSING - represents waiting for a connection termination request acknowledgment 

from the remote TCP. 

LAST-ACK - represents waiting for an acknowledgment of the connection termination 

request previously sent to the remote TCP (which includes an acknowledgment of its 

connection termination request). 

TIME-WAIT - represents waiting for enough time to pass to be sure the remote TCP 

received the acknowledgment of its connection termination request. 

CLOSED - represents no connection state at all. 



OSI DOD 
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The state diagram shown in Figure 3.2.1 illustrates only the state changes, along 

with the causing events and the resulting actions. It does not address error conditions or 

actions not connected with state changes. The activity of the TCP can be characterized 

as responding to external events in three categories, the User, the IP and Timeouts. In 

the following sections we explain the processing PFSM does in response to each of these 

events. Figure 3.2.2 depicts the relationship between the various sources of external 

events, the TCP and PFSM. In our implementation PFSM is included as part of the 

programs that comprise the TCP. 

3.3 External Events Generated by a USER 

Several external events are issued as calls from user processes. These calls are: 

PASSIVE_OPEN, ACTIVE-OPEN, CLOSE, ABORT, SEND and RECEIVE. A user pro

cess issues a PASSIVE_OPEN command when the process wants to accept incoming 

connection requests from remote processes . An ACTIVE-OPEN command is used to 

initiate a connection. CLOSE is a normal termination command while ABORT is an 

abnormal termination command. SEND and RECEIVE commands are used for data 

transfer. They do not result in any state change. When a local process communicates 

with a remote process to open a transport connection, the system assigns a Transmission 

Control Block(TCB) to the local process. A TCB is a data structure that records the 

state of a connection. This information includes the TCP process identifier, user process 

identifier, host address, port address, pointer to the user queue, pointer to the retrans

mission queue, pointer to the out-of-order queue, and, current state in the protocol etc. 

Traditionally, the current state is saved in a TCB but in our system, the current state is 
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saved in the knowledge base used by PFSM. When a user process does not have a TCB 

associated with it. it is said to be in a CLOSED state. If a process is in a CLOSED state 

and receives the external event ACTIVE.OPEN, PFSM invokes an internal event which 

calls a routine whose functions are: 

• to create a TCB attached to this process, 

• to transfer the current CLOSED state of the process to a SYN-SENT state and, 

• to send a synchronization signal to the remote process through the TCP header. 

If the process is in a CLOSED state and receives the external event PASSIVE-OPEN, 

PFSM invokes an internal event which calls a routine whose functions are to create a 

TCB and to transfer the current state of the process to the LISTEN state. 

3.4 External Events Generated by IP 

The TCP may receive four different external events from the header of a packet de

livered by the IP. These external events are SYN(synchronization), SYN-ACK(synchronization-

acknowledgment), FIN(finish), FIN-ACK(finish-acknowledgment). 

SYN- represents that the process is willing to receive the connection request sent by a 

remote process. 

SYN-ACK- represents that the remote process has agreed to accept the connection re

quest sent by local process. 

FIN- represents that the process is willing to receive termination request sent by a remote 
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process. 

FIN-ACK- represents that the remote process has agreed to accept the termination request 

sent earlier by local process. 

If the user process is in a LISTEN state and PFSM receives the external event SYN, 

PFSM invokes a routine to transfer the user process to a SYN-RCVD state and invokes 

an internal event that sends a SYN-ACK to the remote process through the header of a 

packet. 

3.5 External Events Generated by Timeouts 

There are generally several timeout calls to the TCP. These may be due to re

transmission timeouts, retransmit_request_for_connection (RFC) timeouts, or TIME-WAIT 

timeouts etc. When the TCP transmits a packet, it puts a copy of this packet in a re

transmission queue and starts the retransmission timer. When the acknowledgment for 

this packet is received, the packet is deleted from the retransmission queue. If the ac

knowledgment for this packet is not received before the time for retransmission expires, 

the packet is retransmitted. Let us suppose that process A sends a request for connec-

tion(RFC) to process B. Process A waits for the RFC acknowledgment, confirming the 

connection. If either A's RFC or B's RFC acknowledgment is lost, the former has to 

reissue the RFC when the retransmit RFC time expires. Similarly, a time-wait period is 

used to ensure that the remote process receives the termination request within a certain 

time period. Only the external events arising from the TIME-WAIT timeout can change 

states in the protocol machine. External events arising from other timeouts do not result 
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in any state changes. 

When a user process enters into a TIME-WATT state, the process identifier and its 

wake up time are inserted into a queue. The wake up time is the sum of the current time 

and the specified time. When the time-wait timeout expires on a connection, the TCB 

attached to the process is deleted and the process is instructed to enter into a CLOSED 

state. This function is performed by PFSM. 

3.6 Simultaneous and Non-Simultaneous Initiation of Connection 

Communication between two processes can be initiated in two different ways. It 

is possible that two processes simultaneously initiate a connection. Such a situation is 

illustrated in Figure 3.6.1. This initiation causes events SYN and SYN-ACK to be ex

changed. Process A and process B want to send data to each other simultaneously, as 

a result of having received external event ACTIVE-OPEN from their own user. Figure 

3.6.1 shows the actions taken by both processes to make data exchange possible. First, on 

receiving ACTTVE-OPEN external event from the user, each process enters SYN-SENT 

state from CLOSED state to wait for a matching connection request, creates transmis

sion control block and sends synchronization event to the other process. Without loss 

of generality, we assume that process A receives synchronization event before process 

B does. Process A then sends synchronization acknowledgement event to process B and 

enters SYN-RCVD state to wait for a confirming connection request acknowledgement. 

After receiving synchronization event from process A, process B sends synchronization 

acknowledgement event to process A and enters SYN-RCVD state. Each process now 
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enters into ESTABLISH state, representing an open connection, when it receives synchro

nization acknowledgement event from the other process. The two processes can transfer 

data to each other as long as they are in ESTABLISH state. 

A non-simultaneous initiation is shown in Figure 3.6.2. We assume that process 

A uses the ACTIVE-OPEN command to send a connection request to process B. An 

ACTIVE-OPEN event is used to initiate a connection. If process A receives ACTIVE-

OPEN external event from its user, it creates a transmission control block and sends 

synchronization external event to process B. When process B receives PASSIVE-OPEN 

external event from its own user, it enters LISTEN state from CLOSED state to wait for 

a connection request from remote TCP and creates a transmission control block. After re

ceiving synchronization external event from process A, process B sends synchronization-

acknowledgement internal event to process A and enters SYN-RCVD state to wait for 

a confirming connection request acknowledgement. Process A receives synchronization 

acknowledgement external event from process B then it enters ESTABLISH state and 

sends acknowledgement external event to process B. When process B receives acknowl

edgement external event from process A, it enters ESTABLISH state. The connection 

between process A and process B is established now. The two processes can make data 

transfer to each other as long as they are in ESTABLISH state. 
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3.7 Simultaneous and Non-Simultaneous Termination of Connection 

Communication between two processes can be terminated in two different ways. A 

simultaneous termination is shown in Figure 3.7.1. This kind of termination causes events 

FINISH and FINISH-ACK to be exchanged. If process A and process B receive CLOSE 

event from their own user at the same time, they send FINISH internal event to each 

other and enter FINISH-WAIT-L state to wait for a connection termination request from 

the remote TCP. Once they receive external event FINISH from the remote TCP they 

send acknowledgement event back and enter CLOSING state to wait for a connection 

termination request acknowledgement. After they receive finish acknowledgement event, 

they enter TIME-WAIT state to wait for enough time to pass to be sure the remote TCP 

received the acknowledgement of its connection termination request. In this state, process 

identifier and its wake up time are inserted into a queue. Once the wake up time expires, 

timer sends TIMEOUT event to PFSM, then the transmission control block attached to 

the process is deleted and the process enters CLOSED state. 

A non-simultaneous termination is shown in Figure 3.7.2. In this figure, we assume 

that process A issues CLOSE command prior to process B. After receiving CLOSE 

external event from its user, process A sends FINISH event to remote TCP and enters 

FINISH-WATT-1 state to wait for an acknowledgement of the connection termination 

request previously sent. Process B receives FINISH external event from process A then 

sends finish acknowledgement event to process A and enters CLOSE-WAIT state to wait 

for a connection termination request from the local user. If process A receives finish 

acknowledgement event from process B, it enters FINISH-WAIT-2 state to wait for a 
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connection termination request from the remote TCP. Process B sends FINISH event to 

other side and enters LAST-ACK state to wait for an acknowledgement of the connection 

termination request previously sent to the remote TCP when it receives CLOSE external 

event from its own user. Process A receives FINISH external event from process B then 

sends acknowledgement event to process B and enters TIME-WAIT state. After receiving 

FINISH-ACK external event, process B enters CLOSED state. Once process A receives 

TIMEOUT external event from timer, it deletes the transmission control block attached 

with itself and enters CLOSED state. 
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CHAPTER 4 

ARCHITECTURE OF PFSM 

PFSM is a protocol finite state machine implemented in Turbo Prolog [Turb86]. 

Turbo Prolog is a declarative language. This implies that given the necessary facts and 

rules, it can use deductive reasoning to solve programming problems. Further, since 

Turbo Prolog is descriptive, instead of specifying the sequence of steps, a Turbo Prolog 

program uses a description of the problem to perform the inference. The architecture of 

PFSM is shown in Figure 4.1 [HaKi85]. 

The knowledge base is the central part of the PFSM [YiSo87], It contains rules 

describing relations or phenomena, methods, and knowledge for solving problems in the 

system's area of expertise. The knowledge base can be thought of as consisting of factual 

knowlecse and inferential knowledge. The knowledge base itself is usually maintained 

on disk o* other storage devices. 

The inference engine consists of operating rules and principles. The inference 

engine "know " how to use the knowledge base so that reasonably consistent conclusions 

can be drawn l'rom the information in the knowledge base. 

When the PFSM is queried, the inference engine decides which techniques are 

used to determine how the rules in the knowiedge base are to be applied to the problem 

posed in the query. In effect, the inference engine runs the PFSM by determining which 

rules are to be invoked and accessing the appropriate rules in the knowledge base. The 

inference engine executes the rules, determines when an acceptable solution has been 



38 

found, and passes the results to the user interface. 

When a user query is to be processed, the knowledge base is accessed through the 

user interface. The user interface is the part of the PFSM that communicates with the 

user. 

The user interface system both accepts information from the user and communicates 

information to the user. In simple terms, the user interface makes sure that all needed 

information is received as the user describes a problem. Based on the type and nature 

of the user's input, the interface passes the pertinent information to the inference engine. 

When the inference engine returns the available knowledge inferred from the knowledge 

base, the user interface passes the received knowledge back to the user in a suitable form. 

The user interface and the inference engine can be viewed as components that are 

"fitted" to the knowledge base. The user interface and inference engine together constitute 

the PFSM shell. For a knowledge base that contains extensive and varied information, 

several different PFSM shell usually includes mechanisms for adding to and updating the 

information in the knowledge base. 
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4.1 The User Interface 

The user interface system is designed to provide communication between the PFSM 

and the user [YiSo87]. This communication normally includes several functions: 

1. Handling keyboard and screen input and output 

2. Supporting dialogue between the user and the system 

3. Recognizing cognitive mismatches between the user and the system 

4. Providing user friendly features 

The user interface system should effectively handle input and output. This specification 

calls for handling input/output data quickly and in clear and concise forms. It also 

includes handling alternative storage devices such as printers, storage disks and auxiliary 

data files. In addition, the user interface system needs to support smooth dialogue between 

the user and PFSM. Dialogues are common forms of consultation with PFSM. The user 

should also be able to interact with PFSM in a natural manner. Ideally, the user should 

be able to use a natural language. Although natural language processing capabilities are 

highly desirable in PFSM, such capabilities are difficult to design and implement. 

The user interface allows the user to interact with the system to present the problem 

and view the results. Figure 4.1.1 illustrates the nine functions performed by PFSM. 
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HELP is used to explain the operation of PFSM. The user may enter knowledge 

into the knowledge base by using one of two commands, EDIT KNOWLEDGE BASE, 

or CREATE PROTOCOLS. SAVE KNOWLEDGE BASE is used to save the knowledge 

in working memory on a disk. ERASE RAM KNOWLEDGE BASE is used to clear the 

knowledge in working memory. LOAD KNOWLEDGE BASE is used to load knowledge 

from a disk into working memory. The user may select CALL DOS SYSTEM to return 

to the operating system. If the user selects QUERY PROTOCOL, PFSM responds with 

all protocol identifiers in working memory and their states including the source and sink 

states. SIMULATION is used to initiate and operate the protocol machine. 

4.2 The Knowledge Base 

A knowledge representation is a set of syntactic and semantic conventions used to 

describe objects of knowledge. A rule of thumb in designing knowledge representations 

is that the knowledge should be rendered in forms that are reasonably easy to access by 

natural" and simple mechanisms [YiSo87]. The process of representing knowledge may 

involve the following steps: 

1. Someone familiar with the system analyzes its structure in order to identify all 

significant entities and important relations that hold between those entities. 

2. The programmer chooses symbols to represent each entity and each relation. 

3. Someone familiar with the system defines each relation semantically. This entails 

identifying which instances of the relation are true and which are false. 
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4. The programmer defines each relation axiomatically. 

A Prolog program consists of a set of clauses, and can be understood as a network 

of relations that hold between terms. Each term represents an entity in the world. A clause 

is either a fact or a rule. A fact is an assertion that a particular relation holds; it is written 

as name followed by a list of terms (called arguments) inside of parentheses. A rule is a 

fact whose truth value depends on the truth values of other facts. A fact is a clause with 

no conditions. A fact is used to indicate a simple data relationship. The knowledge base 

contains facts and rules that embody the PFSM's knowledge. There several different 

ways to represent these facts and rules. Knowledge can be stored in the form of simple 

or compound objects. We can make objects that contain other objects. These are called 

compound objects. Compound objects contain a functor and the sub:objects belonging 

to it: 

functor(objectl,object2,object3,... objeetN) 

Compound objects can greatly simplify programming. For instance, if we want to 

store the fact that Peter owns a dog named Snoopy we can do so in two different ways: 

• using two simple objects 

own(peter,snoopy) 

dog(snoopy) 

t using one compound object 

own(peter,dog(snoopy)) 
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Compound objects are used in the knowledge base in PFSM. The knowledge base for 

the state "bs" in protocol machine M is described below: 

Protocol("M","as",[ext("ali","alo","bs"),ext("a2i", "a2o","ds")]) 

This can be interpreted as: if a process using protocol machine "M" is in the state 

"as", it may receive two external events "ali", "a2i" and enter into the next state which 

may be "bs" or "ds", which in turn invoke internal events "alo", "a2o" respectively. 

4.3 The Inference Engine 

The inference engine contains strategies used to inference and control the reasoning 

process. Solving the problem involves finding a path from a given initial state to a desired 

state by applying a sequence of external events. There are many approaches to find a 

solution path in a state space problem. Two basic search strategies are depth-first search 

and breadth-first search. Whenever the depth-first algorithm is used, it chooses the deepest 

node in state diagram. The breadth-first search strategy chooses to first visit those nodes 

that are closest to the starting node. This results in a search process that tends to develop 

more into breadth than into depth. Depth-first search is suitable for the recursive style of 

programming in Prolog, because Prolog itself, when executing goals, explores alternatives 

in the depth-first fashion. Hence, depth-first search is used in PFSM. 

We use three principles in the inferencing mechanism for PFSM, unification, recur
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sion, and backtracking [StSh85]. The heart of the computation model of logic programs 

is the unification algorithm. Unification is the basis for most of the work in automated 

deduction, and the uses of logical inference in artificial intelligence. Unification is used 

to assign values to variables* i.e. parameter passing) or to access data structures via a 

general pattern-matching mechanism or to make an equality test. Recursive programming 

is one of the fundamental principles of programming in Turbo Prolog. It is impossible to 

solve tasks of any significant complexity in Turbo Prolog without the use of recursion. If 

a rule contains itself as a component, the rule is said to be recursive. We can use recur

sive programming techniques to process the elements of a list. Recursion is usually used 

in two situations: (1) when relations are described with the help of relations themselves, 

(2) when compound objects are a part of other compound objects(i.e. they are recursive 

objects). 

Backtracking is a mechanism that Turbo Prolog uses to find additional facts or rules 

for satisfying a goal if the current attempt to satisfy that goal fails [StSh85]. Automatic 

backtracking is a useful programming concept because it relieves the programmer of 

the burden of programming the backtracking process explicitly. On the other hand, 

uncontrolled backtracking may cause inefficiency in a program. In Turbo Prolog, there 

are two control facilities, called 'cut' and 'fail', for preventing backtracking and forcing 

backtracking. Predicate fail can cause backtracking to other possible solutions of a goal 

or subgoal. There are two main uses of the cut: (1) when you know in advance that 

certain possibilities will never give rise to meaningful solutions, so it is a waste of time 

and storage space to backtrack over them. By using cut in this situation, the resulting 

program will run quicker and useless memory, (2) when the logic of a program demands 

the cut. 
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A method of inference is a systematic way of showing that a set of assumptions 

implies a conclusion [YiSo87]. This systematic method is encoded in inference rules, 

which specify the logic taken to arrive at a conclusion. The inference is performed by 

means of searching and pattern matching. Other languages require you to write your 

own rules for searching and pattern matching. In Turbo Prolog, however, these tasks are 

carried out by the internal unification routines. You need only to describe the needed 

specifications to Turbo Prolog so that it can carry out the task. We use Figures 4.3.1, 

4.3.2, and 4.3.3 to explain the algorithms for CREATE PROTOCOL, QUERY PROTOCOL 

and SIMULATION. These algorithms use the three principles stated above. 

The process of creating protocol in PFSM involves the following steps: 

1. fetch protocol identifier and state identifier from user interface and save those in 

working memory. 

2. fetch all the external events related to the state identifier and save those in an 

external event list. 

3. fetch the external event from the head of external event list. 

4. fetch the internal event and next state corresponding to the external event from 

user interface. 

5. save protocol identifier, state identifier, external event, internal event, next state in 

the knowledge base. 

6. if the external event list is not empty then go to step 3 else go to next step. 
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7. if user want to enter other information about the protocol then go to step 1 else 

stop. 

The process of querying protocol in PFSM involves the following steps: 

1. fetch protocol identifier and state identifier from knowledge base. 

2. save state identifier in a alLstatesJist. 

3. if not at the end of knowledge base then backtrack to the knowledge base (step 1) 

else print out the protocol identifier and the content of alLstatesJist. 

4. fetch [external event, internal event, next state] list from the knowledge base. 

5. fetch the next state from the head of the list and save in nextJist. 

6. if the next state is a member of state Jist then go to next step else put the next state 

into sinkJist. 

7. if not at the end of the list then go to step 5 else go to next step. 

8. if not at the end of knowledge base then go to step 4 else print out the content of 

sinkJist. 

9. fetch the state identifier from the head of the all_statesJist. 

10. if the state identifier is a member of next_state then go to next step else put the 

state identifier into the sourceJist. 

11. if not at the end of state Jist then go to step 9 else print out the content of sourceJist. 
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The process of simulation in PFSM involves the following steps: 

1. fetch protocol identifier and initial state from user interface and save them in 

working memory. 

2. fetch external event sequence from user interface and insert into external event list. 

3. fetch the external event from the head of external event list. 

4. if at the end of knowledge base then print error message "invalid external event" 

and stop. 

5. if the [external event, internal event, next state) list corresponding to current pro

tocol identifier and current state doesn't exist in knowledge base then backtrack to 

step 4. 

6. if the internal event and next state corresponding to the current protocol identifier 

and current external event exist in the list go to step 8. 

7. if not at the end of list then go to step 6 else print error message "invalid external 

event" and stop. 

8. print out the internal event and next state. 

9. update current state corresponding to current protocol identifier in working memory. 

10. if not at the end of external event list then go to step 3 else stop. 

4.4 The Knowledge Acquisition Subsystem 
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The process the knowledge engineer goes through, studying the PFSM's behavior, 

uncovering the PFSM's underlying knowledge and selecting and employing a tool to 

build a knowledge system, is called knowledge acquisition. There are two ways to 

enter this knowledge into the knowledge base for PFSM. By using the command EDIT 

KNOWLEDGE BASE, a edit mode, a user may edit an existing knowledge base or create 

a new one by using the text editor provided by the system. This is just a standard text 

editor for modifying rules and data by hand in this edit mode. CREATE PROTOCOLS, 

an interactive mode, prompts the user to enter all the relevant information for creating 

the knowledge base. In interactive mode, PFSM provides an automatic bookkeeping. 

4.5 The Explanation Subsystem 

The explanation subsystem is used to explain how solutions were reached and to 

justify the steps used to reach them. Most of these explanations involve displaying the 

inference chains and explaining the rationale behind each rule used in the chain. 
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CHAPTER 5 

A SAMPLE SESSION USING PFSM 

The user selects the CREATE PROTOCOLS option from the PFSM menu and 

proceeds through the system as illustrated in Figure 5.1. 

The user selects QUERY PROTOCOLS from the menu and proceeds through the 

system as shown in Figure 5.2. 

If multiple knowledge bases existed simultaneously, PFSM would display infor

mation about all of them. 

The user selects SIMULATION from the menu and proceeds through the system as 

shown in Figure 5.3. 
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CREATE PROTOCOL 
*************** 

PROTOCOLED: 

STATE NAME: 

ALL EXTERNAL EVENTS: 

Fill out these fields and press F10 when finished 

CREATE PROTOCOL 

PROTOCOLED: M 

STATE NAME: as 

ALL EXTERNAL EVENTS: al a2 

>> Enter internal event in as due to external event :al 

alo 
>> Enter next state in as due to external event:al 

bs 
>> Enter internal event in as due to external event:a2 

a2o 
>> Enter next state in as due to external event:a2 

ds 

>>CONTINUE? (y/n) 

Figure 5.1 CREATE PROTOCOLS SAMPLE SESSION 



PROTOCOL_HODEL_NAME: M 
source_states 
sink_state i es 

«ll_states s as bs cs ds es 

Figure 5.2 QUERY PROTOCOLS SAMPLE SESSION 



SIMULATION 

PROTOCOLED: 

INITIAL STATE: 

EXTERNAL EVENT SEQUENCE: 

Fill out the fields and press FIO when finished 

SIMULATION 

PROTOCOLED: M 

INITIAL STATE: as 

EXTERNAL EVENT SEQUENCE: al b3 d3 

internal_event sequence: 
alo b3o d3o 

next state: 
bs ds es 

>>CONTINUE? (y/n) 

Figure 5.3 SIMULATION SAMPLE SESSION 
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CHAPTER 6 

CONCLUSIONS AND DIRECTIONS FOR FUTURE RESEARCH 

We have designed PFSM for implementing communication protocols modeled using 

the concept of finite state machines. We have also illustrated the usefulness of such a 

system using the TCP. Currently PFSM only handles external events that change states. 

We can enhance the system by adding some facts in knowledge base to incorporate those 

external events that don't change states. These facts will be stored in the knowledge base 

as shown below: 

fact(no-state-change-extemal-event, corresponding-routine) 

When PFSM receives the no-state-change-extemal-event, it will activate the correspond

ing software routines. For example, PFSM may receive a RECEIVE or a SEND command 

from a user process. It would then call the data transfer routine in the TCP. Similarly 

if PFSM received an external event from the retransmission timer, it would activate a 

routine to transmit the required packet again. Since PFSM is implemented to be a part of 

the TCP, it increases the modularity of the TCP and makes it easier to modify the TCP. 

PFSM can incorporate any number of knowledge bases each corresponding to a 

different type of protocol. This would facilitate communication through networks using 

different communication protocols. 
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