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ABSTRACT 

The motivation behind this thesis is to develop a 

procedure for internetworking the Defense Data Network (DDN) 

with an Integrated Services Digital Network (ISDN). To 

accomplish this internetworking problem an integrated 

gateway must be designed to compensate for incompatibilities 

between the two networks. This thesis approaches this 

problem by giving a description of the two networks, DDN and 

ISDN, and also presenting a general approach to gateway 

design. This information is then combined into a detailed 

procedure for implementing a gateway to internetwork the DDN 

and ISDN. This is followed by a discussion of the practical 

aspects of the DDN/lSDN internetworking problem. 
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1.0 INTRODUCTION 

The long term plan for the architecture of the 

Department of Defense's Defense Data Network (DDN) is an 

evolutionary movement toward the integration of voice and 

data services. This long term strategy can be realized by 

internetworking the DDN with an Integrated Services Digital 

Network (ISDN). The approach to internetworking the DDN 

with an ISDN is to design and build an integrated gateway. 

This integrated gateway will perform a set of functions to 

compensate for "the incompatibilities between the two 

networks. 

The value of internetworking DDN and ISDN is 

manifested by the many ways that ISDN services will enhance 

the DDN. In addition to the wide range of services provided 

by ISDN, perhaps the most significant benefit from 

internetworking DDN and ISDN is the reduction of future 

internetworking problems. Part of the intention behind the 

development of an ISDN is to create an international 

standard that will endure the test of time and adapt to 

changing technology. As ISDN technology matures, more and 

more networks will have gateways that access ISDNs. This 

will provide the DDN with avenues to communicate with other 

networks that are linked to ISDNs. In this respect, an ISDN 

can be regarded as a neutral network providing the link 

between two end networks. Figure 1 shows the scenario of 

internetworking DDN with three other networks using an ISDN 
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as a neutral network. Figure 2 shows the alternate 

scenario without ISDN. One can imagine the complexity of 

this alternate internetworking method as the number of 

networks is increased. When using ISDN as a neutral network, 

only one gateway is required per network. The DDN/lSDN 

internetworking problem is of special interest because of 

the wide spread use of the DDN Internet Protocols. Many 

other networks will use gateways that closely resemble the 

DDN/lSDN gateway to solve their . ISDN internetworking 

problems. 

The objective of this thesis is to present an approach 

to the problem of internetworking the Defense Data Network 

with an Integrated Services Digital Network. The approach 

presented in this thesis is to design and specify an 

integrated gateway. This approach will be demonstrated by 

first explaining the basic background information about 

networking standards related to gateway design, and also 

the basic architectures of the DDN and ISDN. The background 

information will be followed by the general approach to 

designing a gateway. This general gateway design approach 

will then be expanded into the specific case of 

internetworking DDN and ISDN. This thesis will explain the 

functions required of the integrated gateway and the 

procedure to implement these functions to achieve 

interoperability between the DDN and an ISDN. This thesis 

contains no precise details of hardware or software 



12 

implementation, but instead discusses the functional aspects 

of the integrated gateway and the approach to 

implementation. 
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2.0 BACKGROUND INFORMATION 

The following sections are background information that 

will help the reader understand the concepts and direction 

of this thesis. 

2.1 Networking Standards 

Most of the recent progress in the area of data 

communications networks is attributable to the development 

of international standards. Prior to standards development 

network vendors manufactured equipment according to 

specifications that were unique to the individual vendor. 

The real problem with not having standards is the 

incompatibility between networks which leads to problems 

like the one discussed in this thesis. In 1983 the 

International Standards Organization developed the Open 

Systems Interconnection Seven-Layer Reference Model. This 

model was intended to provide a basic architecture for all 

future development of information systems and related 

standards. The model is based on a layered structure with a 

specific subset of functions to be performed at each layer. 

The lower layers perform more primitive functions and the 

higher layers perform functions more specific to each 

application. Figure 3 shows the OSI Seven-Layer Reference 

Model. The following paragraphs explain the duties of each 

layer in the model. 

Layer 1. Physical Layer. The physical layer is responsible 

for the transmission of bits on the physical link, and 
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handles the electrical and mechanical aspects of the 

connection. 

Layer 2. Data Link Layer. The data link layer is 

responsible for the reliable transfer of data to the 

physical layer, and performs synchronization, error control, 

and flow control. 

Layer 3. Network Layer. The network layer is responsible 

for establishing, maintaining, and terminating connections. 

It provides independence from the upper layers. 

Layer 4. Transport Layer. The transport layer provides 

reliable end-to-end transparent transfer of data, flow 

control, and error recovery. 

Layer 5. Session Layer. The session layer establishes, 

manages, and terminates sessions between cooperating 

applications. 

Layer 6. Presentation Layer. The presentation layer 

performs data transformations such as encryption, text 

compression, and reformatting. 

Layer 7. Application Layer. The application layer provides 

services such as file transfer and network management 

protocols. 

These layers are used to help define the functions of 

network protocols that control the exchange of data. The 

protocols that are modeled after the OSI seven-layer model 

are called ISO-OSI protocols. With the exception of the 

internet protocols, all of the protocols discussed in this 
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thesis are ISO-OSI compatible. This does not mean that 

because two protocols at the same layer are both ISO-OSI 

compatible that they necessarily are compatible to each 

other. This just means that their functions are compatible. 

The two protocols could easily have two different 

implementations of the same set of functions. Regardless, 

ISO-OSI compatibility is still significant in the fact that 

it assures that the same functions are being done at the 

peer levels. 

2 . 2 Integrated Services Digital Network 

The term ISDN, Integrated Services Digital Network, 

refers to a concept in communications technology rather than 

a particular type of hardware. ISDN can be thought of as a 

world-wide information system that uses international 

standards to deliver a broad range of services (voice, data, 

video, etc.) which are all integrated into a single end-to-

end digital network. The concept of an ISDN has been around 

for a couple of decades, and now because of standardization 

and technological advancements in digital communications 

this concept is becoming a realization. 

The characteristics of ISDN that are most important to 

the internetworking problem are the characteristics of the 

user-network interface. ISDN has defined two user-network 

interfaces, basic-rate interface and primary-rate interface. 

The only real difference functionally between the two 

interfaces is their capacity. The basic-rate interface 
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uses 2 B channels and a D channel (2B+D), and the primary-

rate interface uses 23 B channels and a D channel (23B+D). 

These correspond to data rates of 144 Kbps and 1544 Kbps. 

The B channels are used for data at 64 Kbps, and the D 

channel is used for signaling at 16 or 64 Kbps depending on 

the interface. Separation of the signaling information and 

data is one of the key aspects of ISDN. The importance of 

this will become clear later. The ISDN interface is 

designed to be able to integrate several user applications 

into the same data network without regard for the type of 

application. For example a basic-rate subscriber could 

simultaneously use a digital telephone and transmit computer 

data through the same ISDN interface. A primary-rate 

subscriber could multiplex up to 23 separate user 

applications into the same interface. This is accomplished 

through time division multiplexing of digital data. Figure 

4 shows some of the services that ISDN will support. 

Development of standards for ISDN is the 

underlying key to its success. A dedicated effort by CCITT, 

International Telephone and Telegraph Consultative 

Committee, along with a handful of other organizations, has 

resulted in a set of ISDN standards, CCITT Red Book, I-

Series Recommendations. These standards were first released 

in 1984 and a revised and expanded version is expected to be 

released in 1988. The 1984 ISDN standards were primarily 

directed toward the user-network interface. This allowed 
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many vendors to begin participating in the development of 

ISDN equipment such as: switches, terminals, and an 

assortment of VLSI chips to implement ISDN network 

termination. The evolution of ISDN technology is 

occurring at a rapid pace. Throughout the world ISDN has 

undergone many trials, and is actually in small scale 

operation in West Germany. Within the next year several 

other countries are expected to make ISDN services available 

to large customers. The United States is lagging behind 

other nations in the implementation of ISDN because unlike 

other countries, the U.S. does not have a centralized 

provider of communications. The European countries have 

government controlled Postal, Telephone, and Telegraph 

companies (PTT's). Within the United States there is heavy 

competition between companies (AT&T, GTE, Northern Telecom, 

etc.) for the ISDN market and therefore these companies are 

unwilling to take big financial risks during the early 

stages of ISDN development. Despite this cautious approach 

taken by U.S. companies, there are several field trials 

currently being conducted across the U.S., and customers in 

the U.S. can expect an operational ISDN within the next two 

or three years. 

The initial ISDN customers will be large companies, 

and as ISDN matures and becomes more economical the 

market will expand into use by small companies and will 

eventually migrate into use by residential customers. The 



20 

DoD will be one of the large customers of ISDN. One of the 

first major steps toward implementing ISDN technology in DoD 

communication systems is to internetwork the DDN with ISDN. 

2.3 Defense Data Network 

The Defense Data Network is a long haul packet switched 

data network that serves the Department of Defense. The DDN 

has been mandated to support 100% of the long haul data 

communications needs for the DoD. The DDN is designed to be 

a survivable, secure, data communications network capable of 

supporting a wide range of user needs. The notion of 

survivability refers to the ability to survive a postulated 

threat. Some of the features which make the DDN survivable 

are listed below. 

1) Redundancy. The DDN provides multiple paths through 

the trunk line, and critically important users are 

dual-homed. 

2) Dispersion. The hardware that comprises the DDN is 

spread out over the entire network and is 

strategically located to reduce the probability of 

being targeted. 

3) Dynamic Adaptive Routing. The DDN implements a 

dynamic adaptive routing algorithm to route data 

around sections of the network that have failed or 

are congested. 

The DDN is comprised of two segments, classified and 

unclassified. The unclassified segment of the DDN includes 
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the ARPANET which is a research oriented network employed by 

DARPA, Defense Advanced Research Projects Agency. The 

classified segment includes a variety of military networks 

some of which have a top-secret security level. MILNET is 

in the classified segment of the DDN. 

Figure 5 shows the basic configuration of the DDN. The 

different communication media can be categorized as trunk 

circuits or as access circuits. The DDN has one primary 

backbone trunk circuit which supports data rates from 

4800 bits per second up to 56 kilobits per second. The 

access lines are dedicated circuits that connect remote 

equipment to the trunk via packet switching nodes. The data 

rates on the access lines are variable depending on the type 

of media, satellite, modem, etc. The DDN also has some 

dedicated intra-site trunks which are capable of supporting 

data rates up to 230 Kbps. The scope of this thesis will 

mainly be concerned with designing a gateway to connect 

with the backbone trunk circuit of the unclassifed portion 

of the DDN. 
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3.0 GATEWAYS 

The following sections are background information about 

the general nature of gateways. All of the concepts 

discussed in this chapter will be expanded upon in Chapter 4 

when the specific case of designing a gateway to 

interconnect the DDN and ISDN is considered. 

3.1 Generic Gateway Functions 

The objective of an integrated gateway is to 

interconnect two end systems which are incompatible, i.e. 

the two systems use different data formats and different 

conventions for the exchange of data. The gateway is 

essentially a machine which converts data between the two 

different formats. All gateways perform a common set of 

tasks to complete this conversion, but each gateway has its 

own unique implementation which is based on the two end 

systems that are being interconnected. This common set of 

tasks are referred to as generic gateway functions. The 

following is a description of the generic gateway functions 

1) Transformation of Physical Medium. The gateway must 

be able to receive and transmit data from both 

physical mediums and make the transformation from 

one physical data format to the other. For example 

one network may use baseband and the other 

might use broadband. 

2) Media Access Translation. The gateway must be able 

to control access to the physical medium on both 



networks, and must be able to compensate for 

different media access control methods. For example 

one network might use CSMA-CD and another might use 

a token bus access technique. 

3) Address Translation and Routing. The gateway is 

responsible for the routing of data between 

systems. This requires that the gateway be capable 

of translating addresses from one format into the 

format of the other. 

4) Protocol Conversion. The protocols of the two 

networks must be converted through decapsulation 

and encapsulation of the data frames. The gateway 

must also perform a mapping between the states of 

the finite state machines of each protocol. 

5) Flow Control and Buffering. The gateway must 

implement flow control functions in order to 

prevent one network from overloading the other. 

This is especially important when the two networks 

operate at different data rates. The gateway must 

also buffer data to assist in controlling the flow 

of data. 

6) Error Handling. The gateway must be able to detect 

and recover from errors incurred during transmission 

and from procedural errors. 

7) Performance Monitoring and Statistics. The gateway 

must record performance statistics to be used for 
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evaluating and improving the performance of the 

gateway. 

3.2 General Gateway Architecture 

Figure 6 shows the general gateway architecture used to 

interconnect two networks that are incompatible. This 

gateway model has three significant parts to it, two half-

gateway modules and a translator module. The two half-

gateway modules serve the purpose of communicating with the 

peer layer protocols of their respective networks. This 

model has shown a seven layer gateway, but this is not 

always necessary if some of the higher layer protocols are 

compatible in the two end systems. It is possible for a 

gateway to be built with any number of layers up to seven. 

For example a two-layer gateway is called a bridge and a 

three-layer gateway is called a router. As the number of 

layers increases the gateway becomes more complex and more 

cumbersome in terms of delay time. Because of this, the 

gateway should be designed with the fewest number of layers 

possible. Perhaps the most important part of the gateway 

is the translator module. The translator module is 

responsible for communicating with the two half-gateway 

modules and performs most of the generic gateway functions. 

3.3 General Procedure of Gateway Design 

The process of designing and building a gateway to 

interconnect two networks is far from being a trivial task. 

It requires a thorough knowledge of both networks and their 
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operational characteristics. The task of designing and 

building a gateway should be undertaken by a team consisting 

of both hardware and software engineers. The following is a 

general design procedure for gateway development. This 

design procedure will be expanded upon in Chapter 4 for the 

specific problem of internetworking DDN and ISDN. 

Step 1. Develop an Understanding of the Two Networks. 

It is essential that the gateway design team have a 

firm understanding of the two networks and their 

operational characteristics. It is necessary for the 

gateway design engineer to understand the hardware, 

software, and protocols of each network. By understanding 

all of these aspects, the gateway design engineer will be 

able to assess and implement the functional requirements of 

the gateway more easily. 

Step 2. Decide Which Layer Gateway is Needed. 

The layer to which the gateway must be built is 

dependent on the degree of incompatibility between the two 

networks. The gateway must be built high enough to cover 

all layers that are not compatible. In some cases this may 

require that a gateway be built to cover all seven layers. 

For reasons of simplicity and practicality, it is sometimes 

necessary to assume that the upper layers are compatible 

which simplifies the task of designing a gateway. 

Step 3. Choose a Chassis for Gateway Implementation. 

The gateway chassis is usually either a mini-computer 
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or a micro-computer. The chassis holds the two half-gateway 

modules and the translator module in the backplane slots of 

the computer and serves as the interface between the three 

modules. Some of the deciding factors in choosing a gateway 

chassis are hardware requirements, software requirements, 

and availability of pre-designed vendor networking equipment 

that can be used in this chassis. The latter is very 

important in simplifying some of the more grueling tasks 

involved in implementing a gateway. 

Step 4 and Step 5. Design the two Half-Gateway Modules. 

The two half-gateway modules must be designed in 

accordance with the objectives of the gateway as a whole 

unit. Each half-gateway module must be able to encapsulate 

and decapsulate data frames and communicate this information 

to the translator module. 

Step 6. Design the Translator Module. 

The translator module must be designed to complete the 

conversion between data formats of the two networks. The 

translator module is responsible for implementing the bulk 

of the generic gateway functions, and communicates with the 

two half-gateway modules. 

Step 7. Implement and Test the Gateway. 

Bringing the gateway up to an operational mode is a 

long and difficult process. The best approach to 

implementing the gateway is to begin installing the simplest 

gateway functions first, one at a time. Once basic 
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operation is achieved, the more complicated gateway 

functions can be included. Over the lifetime of a gateway, 

new functions can be added to enhance the operation of the 

gateway. 
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4.0 DDN/ISDN GATEWAY DESIGN PROCEDURE 

The approach to internetworking the Defense Data 

Network and the Integrated Services Digital Network is to 

design and build an integrated gateway. The general 

approach to this internetworking problem was presented in 

the preceding chapter of this thesis. In this chapter the 

general approach will be applied to the specific case of 

internetworking DDN and ISDN. 

4.1 Step 1: Understand the Characteristics of ISDN and DDN 

The first step in designing an integrated gateway is to 

use the two networks and understand all aspects of their 

operation. This includes hardware, software, and protocols. 

The protocol structures of DDN and ISDN are shown in Figure 

7 and Figure 8 respectively. DDN uses the X.21 protocol at 

the physical layer, X.25 protocol at the data link layer, 

Internet Protocol (IP) at the network layer, and the 

Transmission Control Protocol (TCP) at the transport layer. 

Some nodes of the DDN still implement the 1822 protocol at 

the physical and data link layers, but because of the 

favoritism towards the X.25 and X.21 protocols only these 

protocols will be considered. TCP and IP are often jointly 

referred to as "internet protocols." Because these internet 

protocols were developed before the OSI seven-layer model 

was adopted as a standard, there is not a direct mapping 

between the internet protocols and the seven layers of the 

OSI model. This will become more evident when the structure 
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of the gateway is presented later in this report. The ISDN 

protocols shown in Figure 8 have been chosen to be 

compatible with the OSI seven-layer model. At the physical 

layer ISDN uses the protocol specified in the CCITT I-Series 

Recommendations 1.430 and 1.431. This protocol uses time 

division multiplexing to separate the B and D channels. 

This unique approach is an out-of-band signaling method, 

also called common-channel signaling. ISDN uses Signaling 

System #7 (SS7) on the D-channel for signaling information 

which keeps the B channels open for the transmission of data 

without consuming any bits for connection control commands. 

Because the B and D channels have two very different 

functions, they both implement different protocols. The B-

channel uses the LAP-B protocol which is a subset of X.25 at 

the data link layer, and the X.25 protocol standard at the 

network layer. The D-channel uses the LAP-D protocol at the 

data link layer, and the I-Series Recommendation 1.451 

protocol at the network layer. Because of their importance, 

1.451 and LAP-D are very complex protocols. If the D-

channel fails, the entire network becomes useless. For this 

particular reason, CCITT devoted most of the earlier 

proceedings to defining the user-network interface. The 

ISDN user-network interface is shown in Figure 9. This 

diagram illustrates the R, S, T, and U, interface points, 

and the NT1, NT2, TE1, TE2, and TA functional blocks. The 

NT1, network termination type 1, performs the physical layer 
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functions (receiving and transmitting bits). The NT2 

performs the functions of the data link layer and network 

layer. TE1 and TE2 refer to terminal type 1 and terminal 

type 2. The difference between the two types of terminals 

is ISDN compatibility. A type 2 terminal is not ISDN-

compatible and therefore requires a terminal adapter, TA. 

The DDN is not compatible with ISDN, and because of this an 

integrated gateway must be designed and built. The gateway 

will perform the functions of the NT1, NT2, and TA all 

within one chassis. 

4.2 Step 2: Decide Which Layer Gateway Is Needed 

The DDN/lSDN gateway must be built up in a 4-layer/3-

layer configuration. This gateway configuration is shown in 

Figure 10. This unbalanced configuration is necessary to 

perform all of the functions needed to complete the 

conversion of protocols. This imbalance in the number of 

layers on either side of the gateway is a result of the 

internet protocols not conforming to the structure of the 

OSI seven-layer model. The Transmission Control Protocol on 

the DDN side of the gateway has a great responsibility in 

ensuring the transfer of error-free data. The equivalent 

error protection functions are performed at layers 2 and 3 

on the ISDN side. ISDN must implement a protocol at the 

transport layer to prevent this from being a null layer. 

CCITT has indicated that the TP-4 protocol will be used as 

the network layer protocol. 
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Because of the many applications protocols that exist in 

the DDN Internet Protocol Suite, an assumption must be made 

that the two end systems are compatible at the upper layers. 

Figure 11 depicts this end-to-end peer layer compatibility. 

An example of an applications protocol is electronic mail. 

The electronic mail facility within the DDN is supported by 

the Simple Mail Transfer Protocol (SMTP) which is built upon 

the services provided by TCP. The two end systems must both 

use the SMTP or a compatible protocol in order to be certain 

that no mismatches occur. A logical solution would be to 

build a seven layer gateway to alleviate the concern for 

compatibility at the upper layers, but because there are so 

many applications protocols in the internet environment it 

would be virtually impossible to build a gateway that could 

handle such a wide range of protocols effectively. Instead, 

we must make the assumption that the upper layers are 

compatible in the two end systems. 

4.3 Step 3; Choose a Chassis for Gateway Implementation 

An important part of gateway design is choosing a 

proper chassis to implement the gateway. The chassis is a 

computer, either a micro-computer or a mini-computer. The 

choice of which computer to use is a very important one 

depending on the requirements of the gateway. The 

availability of vendor equipment is also a critical issue 

when choosing a computer to operate as a gateway. The 

number of existing networks that will need to interface with 
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ISDN will grow rapidly as ISDN matures over the next few 

years. It is expected that many vendors will help meet this 

demand by supplying half-gateway modules as single-board-

computers (SBC's). These SBC's should be designed to fit 

into the interface slots of a commonly used mini-computer or 

micro-computer. This will undoubtedly save many gateway 

design engineers time and headaches, but still there is the 

decision of which micro-computer or mini-computer to use. 

There are many factors to consider when making this choice 

such as: What is the throughput capacity of the system? 

What type of software, operating system, is needed? What 

type of software and hardware is available for implementing 

the translator module? How will this computer facilitate 

interfacing the two SBC half-gateway modules? These 

questions will be easier to answer once vendor participation 

is increased in the area of internetworking. 

4.4 Step 4; Design the ISDN Half-Gateway Module 

The information needed to design the ISDN half-gateway 

module is relatively easy to obtain. A complete description 

of ISDN standards is available in CCITT's Red Book, I-Series 

Recommendations. The ISDN half-gateway module consists 

of 3 layers, physical layer, data link layer, and network 

layer. Figure 12 shows the functional decomposition of the 

ISDN half-gateway module by layers. There are some 

interesting things to note about this diagram. The most 

significant point is the separation of the B and D channels 
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at the physical layer. This allows signaling information to 

be transmitted separately from the data. Another important 

characteristic is the multiplexing performed at layers 2 

and 3. Multiplexing is used to support multiple service 

access points and to increase throughput. The following 

sections explain the functions of each layer and the 

protocols used for both the B and D channels. 

4.4.1 ISDN Physical Layer 

The physical layer of the ISDN user-network interface 

is specified in CCITT's Recommendation 1.430 for the basic 

rate subscriber and Recommendation 1.431 for the primary 

rate subscriber. The layer 1 characteristics defined by 

these recommendations are to be applied at the S and T 

reference points of the ISDN user-network interface shown in 

Figure 13. The main services provided at the physical layer 

include: 

1 Transmit and Recieve encoded bit streams of both 

B and D channels with the proper alignment, 

2 Control access to the common resource of the 

D-channel for signaling information, 

3 Activate and Deactivate terminals. 

Other services provided by the physical layer include 

maintenance functions, status indication to upper layers, 

and power feeding. The information on the physical medium 

is coded using a pseudo-ternary coding scheme. Figure 13 

shows how this coding scheme is implemented. Binary ones 
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are represented with no line signal, and binary zeroes are 

represented by alternating positive and negative pulses. 

The first binary zero takes the same polarity as the 

preceding framing balance bit. The bits within each frame 

are separated into three channels, 2B + D, using time 

division multiplexing. The layer 1 frame structure for the 

basic-rate interface is shown in Figure 14. The frame 

structure is dependent on the direction that the frame is 

being transmitted, whether it be TE to NT, or NT to TE. In 

either case each frame contains 48 bits which are 

transmitted in a time period of 250 microseconds. This 

corresponds to an aggregate data rate of 192 kilobits per 

second, Kbps. Frames being sent from TE to NT, outgoing 

frames, are offset by two bits from the incoming frames, NT 

to TE. Both types of frames contain 4 D-channel bits, 16 

Bl-channel bits, and 16 B2-channel bits. This makes the 

information rates 16 Kbps for the D-channel and 64 Kbps for 

both of the B channels. Each frame also contains framing 

bits and DC balance bits. The incoming frames also contain 

D-channel echo bits, and a terminal activation bit. The D-

channel echo bit is set to the value of the D-channel bit on 

the previous outgoing frame as indicated by the diagram. 

This echo bit is monitored by terminals that wish to gain 

access to the D-channel. The physical layer entity is 

responsible for granting access to the D-channel. 

Recommendation 1.430 describes how the physical layer 
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handles prioritized information and collisions on the D-

channel. Recommendation 1.431 specifies the ISDN primary 

rate user-network interface. Frames for the primary rate 

interface are 193 bits in length and are transmitted in a 

time period of 125 microseconds. This makes the total data 

rate 1544 Kbps. Each frame is time division multiplexed 

into 23 B-channels at 64Kbps and one D-channel for 

signaling which is also 64 Kbps. 

4.4.2 Data Link Layer for ISDN's D-channel 

As mentioned earlier, the B and D channels implement 

two different protocols at the data link layer of the ISDN 

user-network interface. The D-channel uses the protocol 

specified by CCITT's Recommendation 1.441 (LAP-D), and the 

B-channel uses the X.25 (LAP-B) protocol. Although most 

concerns about these protocols have been resolved and they 

are considered as standards, there are some functions and 

services which are still undefined and currently being 

studied by CCITT. 

CCITT has specified LAP-D as the protocol for the D-

channel at the data link layer. The data link layer is 

responsible for many of the critical functions to be 

performed by the integrated gateway between DDN and ISDN. 

Some of these layer 2 functions are listed below: 

1 support of multiple service access points 

(SAP) to the network layer, 

2 frame alignment, 
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3 sequence control, 

4 error detection and recovery, 

5 flow control. 

The procedure taken by the LAP-D protocol is to accept the 

D-channel bits from the physical layer and to align the 

frames by detecting the flag bit sequences, {01111110}, 

which are placed at the front and end of every frame. 

Figure 15 shows the frame structure of the LAP-D protocol. 

After aligning the frame the layer 2 entity computes a frame 

check sequence (FCS) and compares it with the FCS field. If 

the values are not equal the frame is rejected and the data 

link layer will send a reject command to request 

retransmission of the frame. If the frame is received 

correctly, (computed FCS = transmitted FCS), the data link 

layer then analyzes the address field. The format of the 

address field is shown in Figure 16. The two main fields 

within the address are the Service Access Point Identifier 

(SAPI), and the Terminal Endpoint Identifier (TEI). The 

SAPI identifies the point where the frame is delivered to 

the network layer entity to process the information 

contained in the frame. The TEI identifies a single 

terminal and has a range of 0 to 127. The value 127 is 

reserved for broadcast information. The TEI can be a number 

which is assigned at the time of call connection or can be a 

number which is permanently given to the terminal. Figure 

17 illustrates the difference between the SAPI and the TEI. 
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In this figure SAPI = 16 indicates that the frame contains 

packetized data, and SAPI = 0 indicates that the frame 

contains signaling information. Within each service access 

point there may be up to 127 different terminal endpoints. 

The control field of the LAP-D protocol may be one or two 

octets in length and is used to identify commands and 

responses. There are three types of control field formats, 

Information (I) frames, Supervisory (S) frames, and 

Unnumbered Information (U) frames. These formats are shown 

in Figure 18. I frames are used to transmit information 

between layer three entities. I frames contain sequence 

numbers, N(s) and N(r), which are used to reorganize packets 

that may have gotten out of order during transmission. U 

frames are used to transmit unacknowledged information. S 

frames are used by the data link layer to perform 

supervisory control functions. An example of a supervisory 

control function would be requesting retransmission of an I 

frame that had an error. The supervisory control frames are 

also used to implement the flow control services provided by 

the data link layer. 

4.4.3 Network Layer for ISDN's D-channel 

The functions and protocol employed on the D-channel at 

the network layer of the ISDN user-network interface are 

described in CCITT's Recommendation 1.451. The D-channel 

network layer protocol is a very complex protocol, and 

carries a great deal of responsibility within the structure 
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of the ISDN user-network interface. Some of the duties of 

the D-channel network layer are listed below: 

1 network connection control, 

2 routing and relaying, 

3 multiplexing and rate adaption, 

4 flow control and sequencing, 

5 error detection and recovery. 

The network layer receives assistance in implementing these 

functions by using primitives to communicate with the data 

link layer. The network layer also generates and interprets 

layer 3 messages for peer-level communication between the 

two end systems. The messages sent between the peer-level 

network layers and between the network and data link layers 

are always transparent to the user. A complex set of 

network layer primitives are used to control network 

connections. The procedure for interpreting layer 3 

messages to extract these primitives will be explained later 

in this section. The routing and relaying functions 

provided by the network layer are used to determine the 

appropriate route to direct information between layer 3 

addresses. Multiplexing and rate adaption are very 

important functions provided by the network layer to improve 

the efficiency of packet-switched information flow on the B 

and D channels. Flow control is achieved with the help of 

the data link layer primitives which communicate 

Receive_Ready and Receive_Not_Ready indications to the 
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network layer and vice versa. Sequencing is used to ensure 

that data is reconstructed in the same order that it was 

submitted by the user. Error handling functions are also 

completed with the assistance of the data link layer. The 

data link layer is responsible for detecting errors that 

occur during transmission, while the network layer is 

responsible for detecting and recovering from procedural 

errors. Network messages are contained in the data link 

layer information field, and are passed to the network layer 

via service access points. Network layer messages have the 

format shown in Figure 19. After the network layer accepts 

a message form the data link layer, it reads the protocol 

discriminator. The protocol discriminator identifies the 

general type of message whether it be for call control or 

some other type of layer 3 function. A complete list of 

protocol discriminator values can be found in the I-Series 

Recommendation 1.451. The call reference value field is 

used to identify the call or facility at the user-network 

interface to which the message applies. The message type is 

analyzed to indicate the function of the message. These 

functions are actually network layer service primitives. 

This one octet of information is the heart and soul of the 

network connection control. The eighth bit of this octet is 

frequently reserved for extension purposes. Additional 

information is appended to the end of the message. This 

additional information is usually specific to the type of 
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message that was sent. For some types of messages no 

additional information is needed and therefore this field is 

optional. In the event that additional information is 

appended to the message, the first octet identifies the type 

of information and the second octet specifies the length of 

the information field. Examples of additional information 

are channel identification and connected address 

identification. Channel identification is very important 

when sub-channels are multiplexed into the same B-channel. 

When several sub-channels of lower data rates are requesting 

use of the B-channels, the network layer multiplexes them 

into the same channel by assigning slot numbers (slots of 

time) to the channels. The format of the channel 

identification information element is shown in Figure 20. 

The first octet is the information element identifier. In 

Figure 20 the number {00011000} signifies channel 

identification. The second octet tells how long the field 

is, and the third octet is used to specify the type of 

interface (basic or primary) and channel type (Bl, B2, or 

D). The interface identifier is a binary number that is 

assigned to the interface at the time of subscription. The 

next two octets identify the coding standard and the mapping 

information used to multiplex the channels. These two 

octets can be repeated to signify further sub-channeling. 

For the primary- rate interface the format for channel 

identification is slightly different in order to be able to 
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differentiate between 23 B channels. The format for 

connected address information is shown in Figure 21. The 

first two octets are identifier and length fields. The 

third octet contains address type and numbering plan fields. 

The address type specifies either international ISDN number, 

national ISDN number, ISDN sub-address, or some alternate 

type of address. The actual address then starts in the 

fourth octet. 

4.4.4 Data Link Layer for ISDN's B-channel 

The ISDN B-channel protocol is LAP-B which is a subset 

of X.25 and uses the standard High Level Data Link Control 

(HDLC) frame structure. X.25 is noticeably different from 

the LAP-D protocol that is used on ISDN's D-channel. This 

difference in protocol seems only practical when the 

dissimilarity in function of the two channels is considered. 

The B channels are used to transmit 64 Kbps data, and the D-

channel transports signaling information and low speed 

packet data. Despite this difference the functions of the 

two protocols are very similar. This is due to OSI 

standardization. The functions of X.25 are listed below: 

1 support of multiple SAP's, 

2 frame alignment, 

3 error detection and recovery, 

4 flow control, 

5 sequencing. 

The standard HDLC frame structure is shown in Figure 22. 
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The data link layer aligns the frames by synchronizing with 

the header and trailer flags. Bit-stuffing is used to 

prevent the flag pattern from appearing inside the frame. 

The frame check sequence (FCS) is computed and compared 

against the number in the FCS field. If an error is 

detected, the data link layer will request that the frame be 

retransmitted. The address field is normally 8 bits long, 

but can be extended in incremental numbers of octets. The 

eighth bit is used as the extension bit. A one in this bit 

position indicates the end of the address field. All ones 

in the address field are used for broadcast information. 

This address should be able to identify multiple layer 3 

service access points and multiple processes within these 

SAP's. The control field is used to identify the frame type 

either information, supervisory, or unnumbered information 

frames. The structure of the X.25 control field is the same 

as the control field for LAP-D. This field is shown in 

Figure 18 on page 40. The information and supervisory 

frames contain sequence numbers which are used to keep data 

organized in the proper order, and are also needed to 

implement flow control and error recovery functions. The 

flow control function is implemented using a sliding window. 

This window will only accept frames with sequence numbers 

that are between the limits of the window. Sequence numbers 

can vary in length depending on the modulus being used 

either modulus 8 or modulus 128. The modulus is set by 



sending an S frame containing the proper set-mode command. 

When the modulus is set to 128 the control field is extended 

to 16 bits to accommodate the larger sequence numbers. 

4.4.5 Network Layer for ISDN's B-channel 

At the network layer ISDN's B-channel uses the X.25 

layer 3 protocol standard. The functions performed at the 

network layer are listed below: 

1 multiplexing, 

2 flow control, 

3 sequencing, 

4 error handling. 

The network layer protocol uses two types of packets, data 

packets and control packets. The format for these two 

packets are shown in Figure 23. Bit position one of the 

third octet is the delimiter that identifies the packet as 

either data or control. Both packet types contain a 12 bit 

channel identification field. This 12 bit identification 

will allow up to 4095 channels to be multiplexed through the 

network layer. The data packets contain send and receive 

sequence numbers in the third octet followed by data 

starting in the fourth octet. The first octet contains a D 

bit which is used to designate the originating source of 

acknowledgments. With the D bit set to zero, (D=0), 

acknowledgments will come from the gateway. If the D bit 

is set to one, (D=l), then the acknowledgments must 

originate at the remote network termination. The normal 
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case is for D=0, and the gateway sends acknowledgments. The 

M bit in the third octet is used to indicate the final frame 

in a sequence. Control packets are used to communicate 

commands and responses between peer-level entities. 

Commands and responses are defined by primitives which are 

coded into the packet-type field. These primitives are the 

backbone of the management of the layer 3 entity which 

implements the error handling, flow control, and sequencing 

functions. Just as it was with the 1.451 protocol for the 

D-channel, most commands require additional information. 

This additional information is appended to the packet 

immediately following the packet-type identifier. A 

complete description of the primitives and related 

information can be found in CCITT's X.25 standards. 

4.5 Step 5: Design the DDN Half-Gateway Module 

The information needed to design the DDN half-gateway 

module can be obtained from a variety of DoD RFC's. These 

RFC's will be referenced as needed throughout this section. 

The DDN half-gateway module consists of four layers. The 

protocols at these four layers do not correspond to the 

standard OSI model layers. In an internet environment, 

protocols at layers 1 and 2 are referred to as network 

protocols, the IP is called a gateway protocol, and TCP is 

referred to as the host protocol. Although these protocols 

do not conform to OSI standards, for reasons of clarity 

reference will still be made to the OSI layers: physical 
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layer, data link layer, network layer, and transport layer. 

The functional decomposition of the DDN half-gateway module 

is shown in Figure 24. There is one very distinct 

difference between the DDN half-gateway module and the ISDN 

half-gateway module and that is in-band signaling versus 

out-of-band signaling. The DDN protocols handle signaling 

information that is inter-mingled with data, where as ISDN 

uses a separate D-channel for signaling information. The 

following sections will explain the functions of each layer 

and the protocols implemented at each layer. 

4.5.1 Physical Layer of the Defense Data Network 

The Defense Data Network employs the X.21 standard at the 

physical interface. X.21 specifies a connection similar to 

the RS-232-C connection except X.21 has only 15 pins 

compared to 25 with the RS-232-C. Of these 15 pins only 8 

are used and they are shown in Figure 25. X.21 is a 

significant improvement over RS-232-C because improved 

digital logic circuits have removed the need for separate 

wires for every signal. X.21 is responsible for controlling 

the transmission and reception of information from the 

physical medium. The X.21 protocol must also communicate 

with the data link layer protocol, X.25. X.21 and X.25 

cooperate to achieve the lower layer functions of the DDN. 

4.5.2 Data Link Layer of the DDN 

The data link layer protocol is the same for both DDN 

and ISDN's B-channel. Although both ISDN and DDN implement 
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X.25 at the data link layer, the protocols are not 

identical. The X.25 protocol has several variables that 

could make DDN's implementation of X.25 clearly different 

than the implementation on ISDN's B-channel. Some of these 

differences might be in frame length, timing functions, or 

windowing used for flow control. It should be clear that 

these two implementations of X.25 are different in the way 

that they communicate with the adjacent layers. DDN's 

implementation of X.25 must communicate with X.21 at the 

physical layer and with the internet protocol (IP) at the 

network layer. Similarly, ISDN's implementation of X.25 

must communicate with the 1.430 or 1.431 protocol at the 

physical layer and with X.25 layer 3 at the network layer. 

Nevertheless, for the scope of this report we can assume 

that the basic functions are the same. The frame structure 

of the X.25 protocol is shown in Figure 22 and its functions 

are discussed in section 4.4.2. 

4.5.3 Network Layer of the DDN 

The Defense Data Network uses the internet protocol 

(IP) as the network layer protocol. IP is defined in the 

DoD RFC 791. As stated before, the internet protocols are 

not modeled according to OSI standards. Because of this, IP 

will perform a different set of functions than those 

described for the ISDN layer 3 protocols. The main 

functions of IP are listed below: 



63 

1 addressing and routing, 

2 fragmentation and reassembly, 

3 error detection and recovery, (ICMP). 

The first and most important function of the IP is to 

deliver packetized data, commonly called datagrams, from a 

source to its proper destination. The purpose of IP is to 

determine an appropriate route through gateways and 

intermediate systems to send the datagrams so they end up in 

the right place. Actually, this route is determined one 

step at a time from gateway to gateway. The IP checks the 

destination address of the datagram which is part of the 

internet protocol header. This header is shown in Figure 

26. If IP is able to deliver the datagram directly to its 

destination it does just that. Otherwise, IP looks up the 

address in a routing table and then sends the datagram to 

the appropriate gateway to forward the datagram. The 

receiving gateway then performs a similar routing function 

to direct the datagram. In the event that this destination 

address is not in the routing table IP sends the datagram to 

a pre-determined default gateway. For most practical 

purposes it can be assumed that the DDN/ISDN gateway will be 

a default gateway. Once the packet has reached ISDN, ISDN 

will implement its own internal routing functions to deliver 

the datagrams to the proper destination. Description of 

ISDN's routing function is beyond the scope of this report. 

Currently most of the available ISDN standards refer to the 



32 bits 

F ' ^ 

VER IHL TYPE OF SERVICE TOTAL LENGTH 

IDENTIFICATION FLAGS FRAGMENT OFFSET 

TIME TO LIVE PROTOCOL HEADER CHECKSUM 

SOURCE ADDRESS 

DESTINATION ADDRESS 

TCP HEADER + 

D A T A  

Figure 26 Internet Protocol frame structure 



65 

user-network interface. It is expected that CCITT's 1988 

version of ISDN standards will have more information related 

to network operation. Figure 26 shows that the internet 

header contains two 32 bit addresses, one source and one 

destination. Internet addresses are separated into three 

classes, A, B, and C according to the size of the network 

with class A being the largest. The ARPANET is in class A 

and therefore discussion in this thesis is limited to this 

class of addresses. Class A addresses use 7 bits to 

identify the network and 24 bits to identify the host on 

that network. Most of the fields in the internet header are 

self-explanatory. If more detail is desired, a thorough 

explanation of the header is given in RFC 791. Some of the 

more significant fields which deserve mentioning are the 

header checksum, identification, fragment offset, and time 

to live fields. Every time an IP receives a datagram it 

computes a very simple checksum on the information in the 

header. This checksum is performed only on the IP header, 

not on the data. This is done because the IP header changes 

each time it is processed. The time to live field contains 

a number that is decremented each time an IP processes the 

datagram. When this number reaches zero the datagram is 

discarded. This is used to prevent packets from being sent 

from gateway to gateway without ever reaching the proper 

destination. The identification and fragment offset fields 

are used in reassembling datagrams that have been 



66 

fragmented. Fragmentation is sometimes necessary when one 

of the intermediate networks or gateways is unable to handle 

large datagrams. This should not be a problem when sending 

datagrams to ISDN, but is still a necessary function to be 

performed by the integrated gateway. When IP detects an 

error it calls upon the support of the Internet Control 

Message Protocol (ICMP). ICMP is an error reporting 

protocol, but it does not make IP reliable. The ICMP only 

reports those errors that are detected by the IP such as: 

fragmentation needed, route failure, or unreachable network. 

An example of route failure is when the time to live has 

expired. ICMP sends notification that the route taken was 

the wrong one and then IP will decide on an alternative 

route. 

4.5.4 Transport Layer of the DDN 

The DDN uses the Transmission Control Protocol (TCP) as 

the transport layer protocol. This protocol is defined in 

the DoD RFC 793. TCP is designed to provide highly reliable 

end to end data communications.. The functions performed by 

TCP are: 

1 connection control, 

2 multiplexing, 

3 name serving, 

4 error handling, 

5 sequencing, 

6 flow control, 
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7 precedence and security. 

TCP is responsible for keeping track of multiple connections 

at the same internet address. IP interprets the internet 

address and delivers it to the host layer protocol, TCP. 

From this point, TCP must be able to distinguish between 

many different applications that all use the same internet 

address. TCP keeps track of different applications by 

assigning port numbers to them when a connection is 

established. TCP is then able to send multiplexed datagrams 

from several applications to IP. IP is not concerned with 

this port number, but instead is merely concerned with 

delivering the datagram to the proper destination address. 

TCP tells IP what the destination address is for every 

datagram. Along with the datagram and destination address 

TCP includes its own header that is placed at the front of 

the datagram. IP treats the TCP header as if it were data. 

The TCP header is shown in Figure 27. This header contains 

a source and destination port number. When a user requests 

a service from a remote host, TCP first takes on the 

responsibility of establishing a connection. TCP will 

assign a local port number for the application and send an 

open request to the remote host with the port number of a 

"well-known socket" stored in the destination port number 

field. This "well-known socket indicates to the remote host 

what type of application is being requested. For example the 

File Transfer Protocol is supported by socket number 21. A 
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list of "well-known socket numbers" for the various 

applications protocols can be found in the DoD RFC 1010, 

Assigned Numbers. After the remote host receives this open 

request, the two ends swap port numbers and after some back 

and forth signaling, the connection is established and is 

ready for the transfer of data. TCP is also responsible for 

the sequencing of data at the two ends. The TCP header 

contains a 32 bit sequence number. Sequence numbers are 

assigned by octets, not by frames as was the previous case 

with X.25. So if frames are assembled with 500 octets, the 

sequence numbers would be 500, 1000, 1500, and etc. The 

acknowledgment number is used to acknowledge to the sender 

the highest sequence numbered octet that was received 

correctly. The window field is used to indicate the amount 

of data that can still be accepted without waiting. This is 

how TCP implements the flow control function. When the 

window field is set to zero, transmission is halted until an 

acknowledgment is returned with a window value that is 

greater than zero. The urgent field is used to tell the 

sender to proceed to a higher numbered frame or octet. This 

prevents retransmission of frames that were received 

correctly and helps improve throughput. The TCP also 

performs a checksum on the data and the addresses that it 

passes to IP. This checksum is what makes TCP reliable. 

TCP not only verifies that the data is correct, but also 

that the source and destination addresses it assigns are 



correct too. The other fields in the TCP header are beyond 

the scope of this report. A complete description of the TCP 

header can be found in RFC 793. TCP also makes use of the 

type of service and security options provided by the IP to 

implement precedence and security functions. Not all 

datagrams will require precedence or security so default 

values are used in normal operation. Another function 

performed by TCP is name serving. TCP translates user names 

into internet addresses. This is a necessary function 

because it would be impractical for a user to know physical 

addresses of remote network equipment. TCP performs the 

name-serving function by looking up names in a stored table 

and extracting the corresponding address. All of the 

services provided by TCP and IP are transparent to the user. 

4.6 Step 6: Design the Translator Module 

Once the DDN and ISDN half-gateway modules have been 

designed as described in sections 4.4 and 4.5, a translator 

module must be designed to interconnect the two half-gateway 

modules. The translator module is needed to make the 

conversions between the different network characteristics. 

The functions of the translator module are as follows: 

1 address translation, 

2 routing, 

3 flow control, buffering, and rate adaption 

4 congestion control, 

5 protocol conversion, 
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6 real-time response, 

7 performance monitoring and statistics. 

Figure 28 diagrams the entire DDN/lSDN gateway and shows the 

function of each component. This diagram along with the 

explanation of the translator module functions should 

clarify the overall operation of the gateway. 

4.6.1 Address Translation 

The translator module must be able to translate the 

internet address into an ISDN address and vice versa. These 

two addresses are completely different. The internet 

address is a 32 bit address and the ISDN address is a 55 

decimal digit address. The ISDN address is broken down into 

a 15 digit ISDN number and a 40 digit sub-address. The ISDN 

number is used to identify a particular S or T reference 

point of the ISDN user-network interface. The sub-address 

is transferred through the network transparently to the 

network layer protocol. In addition to the internet 32 bit 

address is a 12 bit channel identification which is also 

essentially part of the address used to identify the user 

application. It is the responsibility of the translator 

module to be able to interpret one type of address and 

generate the other. It is likely that this will be done by 

some type of large scale name-server. One problem that has 

not been cleared up yet is how the ISDN number will be 

abbreviated in the address fields of the LAP-D and X.25 

protocols. This is currently being studied by CCITT and a 
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solution should be presented in the 1988 version of the I-

Series Recommendations. 

4.6.2 Routing 

The gateway must be able to determine a proper route to 

direct datagrams to their destinations. When packets are 

being sent from DDN to ISDN routing is not a serious problem 

because the internal workings of ISDN will route the data to 

the right destination node. On the other hand, when packets 

are being sent from ISDN to DDN the gateway must route the 

data to the proper node. In order to do this the gateway 

must maintain a routing table for IP to use in directing 

datagrams. 

4.6.3 Flow Control, Buffering, and Rate Adaption 

Flow control is an essential function of the gateway, 

and a large part of this responsibility lies within the 

translator module. Both half-gateway modules have their own 

flow control mechanisms, but the translator module must also 

implement flow control between the two half-gateway modules. 

To do this the translator must communicate simultaneously 

with the flow control mechanisms on both sides of the 

gateway. Because DDN and ISDN have different data rates the 

translator module must buffer information as it comes in and 

control the flow of data in order to prevent the gateway or 

the DDN from being overloaded. 

The translator module must be able to adapt the data 

rate of DDN to the data rate of ISDN and vice versa. The 
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data rate used on the DDN is 56 Kbps and the data rate used 

on ISDN's B-channel is 64 Kbps. The procedure for adapting 

the data rates to comply with ISDN's 64 Kbps is defined in 

Recommendation 1.460. The reverse procedure is equally 

important. The translator must be able to accept ISDN data 

at 64 Kbps and rate adapt this to 56 Kbps for transmission 

on the DDN. There exists the possibility that the data 

coming from ISDN has been rate adapted at a remote site. In 

this case the gateway must be able to distinguish which data 

is real and which data is not real. In order to do this the 

gateway must perform the reverse of the mapping procedure 

used in the original rate adaption. This process can be 

accomplished cooperatively by the translator module and the 

network layer protocols of the ISDN half-gateway module. 

4.6.4 Congestion Control 

In the event that the gateway becomes congested with 

too much information, the gateway must indicate to 

neighboring gateways that an alternate route should be taken 

if possible. The gateway must also indicate when it is 

again ready to accept more data. 

4.6.5 Protocol Conversion 

Protocol conversion is probably the single-most 

important function of the translator module. This is also 

the most complicated of the translator module functions. 

Protocol conversion is a process of mapping states in one 

protocol to the states in another protocol. The states of a 
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protocol are described by a finite state machine. These 

finite state machines can become very complex. The 

conversion process in the DDN/ISDN gateway is especially 

complex because the top layer protocols of the gateway are 

dissimilar in both function and implementation. This 

dissimilarity is acutely severe because ISDN implements two 

separate protocols, X.25 on the B-channel, and 1.451 on the 

D-channel. TCP, the top layer protocol in the DDN half-

gateway module, not only performs the functions that are 

jointly executed by X.25 and 1.451, but also performs 

functions like name-serving that are not supported by X.25 

or 1.451. From this it is clear to see that mapping the 

states between the two finite state machines is a difficult 

task. It is likely that a perfect mapping of states will 

not exist. This might bring about some soft-mismatches, but 

hard-mismatches should be avoidable. Soft- mismatches relate 

to errors that are acceptable and do not prevent the gateway 

from operating. Hard-mismatches on the other hand cause 

errors that can not be accepted and prevent the gateway from 

operating. 

4.6.6 Real-Time Response 

The translator module must be able to handle packets in 

real-time in order to prevent unacceptable delays in the 

transmission of data. The translator module must be able to 

handle the event timing functions of the DDN and ISDN. Both 

networks have functions that require timed responses. The 
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translator module must be able to communicate with both 

networks and give acknowledgments within the designated 

time frame to prevent erroneous errors from occurring. 

4.6.7 Performance Monitoring and Statistics 

The translator module should record statistical 

information about the traffic through the gateway. This 

information can be used to improve the performance of the 

gateway through modifications, but equally important this 

recorded information can be used for billing purposes. 

Billing will be provided by the vendor who supplies the ISDN 

service, but this billing will be for the entire interface 

or node. The gateway can record information that will show 

which users accessed the ISDN service, thus making it 

possible to bill each user accordingly. 

4.7 Step 7: Implement and Test the Integrated Gateway 

Testing the integrated gateway and bringing it up to an 

operational level could be as difficult a task as designing 

it in the first place. The functions of the gateway should 

be added in slowly first starting out with basic transfer of 

data without any additional functions. After the gateway 

is operational, functions should be tested one at a time 

starting with building up and tearing down connections. 

Once all of the functions of basic service are operating 

properly, the gateway can be installed for limited use and 

further real-time testing. Additional functions such as 

those contained within the quality of service parameters can 



77 

be tested and included later. ISDN is expected to expand 

its range of services once it becomes established. When this 

happens, the gateway should be able to be modified to take 

full advantage of the ISDN. 
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5.0 Practical Aspects of the DDN/ISDN Gateway 

The real world implementation of the DDN/ISDN gateway 

presented here in this thesis will interface with a primary 

rate ISDN interface. This is necessary for high data 

throughput in the gateway. Currently, CCITT is studying the 

possibility of using fiber optics for a Broadband ISDN, 

(BISDN). Consideration should be give to implementing this 

ISDN technology as well. Another possible way of improving 

the traffic through an ISDN gateway would be to install 

several gateways in various locations throughout the DDN. 

There exists the possibility that the DDN/lSDN gateway 

might, impose noticeable delays in the transfer of data. 

This is not something that is unique to the case of the 

DDN/lSDN gateway, but is common to all gateways. These 

delays come about from extra processing time, error 

recovery, and congestion within the gateway. It is 

important that the translator module record performance 

statistics so improvements can be made. The delays caused 

by processing time are greater in this type of gateway as 

opposed to a bridge. A bridge only covers the first two 

layers while the DDN/lSDN gateway covers four layers on the 

DDN side and three layers on the ISDN side. Processing at 

these extra layers is more expensive in terms of time, but 

increases reliability. This extra processing time at the 

DDN/lSDN gateway may well be worth not having to send data 

through a series of networks and gateways, and in that 
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respect response time may actually be reduced. Of course, 

alot of this depends upon the performance of the ISDN 

itself. 
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6.0 Conclusions and Recommendations 

There is a definite need to internetwork the Defense 

Data Network and the Integrated Services Digital Network. 

ISDN will provide the DDN with access to networks world-wide 

without the problems of communicating through multiple 

intermediate networks and gateways. Internetworking DDN and 

ISDN is achieved by designing and building an integrated 

gateway. This thesis has contributed a design of the 

functional architecture of such a gateway. Critical design 

issues and unresolved problems have also been identified. 

The detailed design of the gateway should be done by a group 

of individuals who have expertise in data network 

communications. Specifically, some individuals should be 

deeply involved with the Defense Data Network and some 

should be deeply involved with the Integrated Services 

Digital Network. There should also be a mix of both hardware 

and software engineers. As mentioned before, it is likely 

that vendor's will supply the half-gateway modules which 

will greatly reduce the difficulty of gateway design. At the 

present time there are not enough ISDN standards to complete 

the design of an integrated gateway. CCITT is expected to 

release a new version of ISDN standards in 1988 that should 

shed light on all of the haziness about ISDN. After these 

standards are released, ISDN should move rapidly into its 

marketplace. The first ISDN customers will be large 

businesses, and after gateway technology is developed the 
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Department of Defense will enter into the market. The 

DDN/ISDN gateway will be able to provide users with 

transparent, reliable, end-to-end digital communications 

from one end of the world to the other. The most 

significant limitation imposed by the gateway is the 

requirement for protocol compatibility at the upper layers 

on the two end systems. Although this may seem limiting, it 

is actually a very practical assumption. Given the many 

advantages of internetworking DDN and ISDN, it is 

recommended that research in the area of gateway development 

be continued in order to stay abreast of the changing 

technology of data communications. 
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