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ABSTRACT

This thesis implements the -currently available
standard protocols and hardware technology to provide
efficient networking and security features to the type
10BASES LAN (IEEE 802.3 Ethernet). The attacks against the
network are analyzed for their effects, protocols that
support security mechanisms are shown. The stream cipher
based upon the Data Encryption Standard (DES) algorithm is
used at the Transport Layer for encryption of transport
service user's data. The 1issues of cryétographic key
distribution are discussed and a‘set of extended Transport
Layer peer-to-peer key distribution protocols is proposed.
The main objective of this thesis is the interface design of
DES encryption hardware device in the network Communication
Interface Unit (CIU}. The DES encryption hardware is a I1/0
peripheral device of the CIU. It will be shown that through
this interface all of the cryptographic protection services
specified in draft standard ANSI X3T1-85-50 are supported.
This encryption device is isolated from the host software
(possibly untrust-worthy), and thus removes the security
deficienéy of being subverted by a user process.

xiii




1. INTRODUCTION

Within the 1last decade, information processing by
digital computer systems has vastly increased. Much of this
information has a significant value, either directly or
indirectly, and requires protection. This is particularly
true for large organizations such as banks and industries
which share information in a distributed environment.

A network which facilitates the interconnection of
computer systems and covers a geographical area of 0.1 to 25
KM, (Stallings 1984, p.3), can be categorized as a 1local
area network (LAN). For the past few years, numerous LAN
products have been introduced, yet few of them provide any
means of protecting sensitive information transmitted over
the network. The Sytek Secure LocalNet 20/100 is the only
commercially available LAN to provide the cryptographically
secure option to their product line (Thomas 1982). However,
the LocalNet 20/100 does not support the current standard
protocols of providing the cryptograhic protection services
based on the ANSI X3TI-85-50 standard (July, 1985). The
purpose of this thesis is to present a design approach of
providing the ANSI X3T1~85-50 standard protection services
to the type 10BASE5 LAN (IEEE std. 802.3-1985, p.18).

1




Thesis Objective

Within this thesis, the LAN security threats are
first analyzed, the goal and requirments of network security
are determined and the regquired hardware and software
modulés to provide the CIU with the security related
services specified in draft standard ANSI X3T1-85-50 are
specified. This thesis also addresses the system's security
related operational procedures and shows how the system is
made secure through these series of operational procedures.
These operational procedures are based on the services
provided by a suite of ISO standard protocols (ISO 8073
Transport protocols and IEEE 802.3 MAC protocols). The
standard protocols are publicly available and can be
implemented by the current software and hardware technology.

The network's CIU design is based on the INTEL iSBC
186/51 single board communications computer. The CIU is
designed to implement the 1ISO layer 1-4 functions and
provide the LAN station with a trusted interface to the
network (Benbrook 1986, p. 150-151). A data encryption and
decryption device, which supports the Data Encryption
Standard's (DES) algorithm, is designed to be interfaced
with the network CIU thus providing the type 10BASE5 LAN (10
Mbps, Baseband, 500 meters per segment) with the ISO 8073
Class 4 Transport lLayer (TP-4) cryptographic data protection
services that are specified in the draft standard ANSI

X3T1-85-50.




The IS0/0SI Layered Communication

As the use of computer communications and computer
networks proliferates, a one-at-a-time special purpose
approach to develop communications software becomes
unacceptable and impractical. The alternative is for
computer networking vendors to adopt and implement a common
set of conventions. For this to happen, a set of standards
must be promulgated by appropriate organizations. In 1977
the Internatonal Standarization Organization (IS0)
established a subcomnittee to  develop a standard
architecture for heterogeneous computer commmunicatons. The
result was the Open System Interconnection (OSI) Reference
Model (1SO 7498-1984) which is a framework for defining data
communications standards which can allow 1linkage of

heterogeneous computers.

Basic Concept and Terminology

A widely accepted structuring technique is layering.
The communications functions are partitioned into a vertical
set of layers. Each layer performs a related subset of
functions required to communicate with peer layers in other
systems. Lower layer performs more primitive functions
while providing services to its next higher layer. Each
layer should be created such that technology changes of
functions made within the 1layer will not affect other

layers.
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The OSI Reference Model is defined in ISO 7498-1984.
Figure 1 illustrates the OSI model and summarizes each
layer's functions. It consists of seven layers. Each layer
of the model is composed of "protocol entities". Entities
that locate at the same layer but in different systems are
termed "peer entities". Peer entities can commuricate with
each other by using the peer-to-peer protocol. An N-entity
implements functons of the N~layer and has the protocol for
communicating with peer entities. Examples of entities are
a process in a multiprocess system or a subroutine.

The wunits of data with which two peer entities
commurnicate are called N-protocol-data-units (FDUs). In
order to transmit an N-PDU to one of its peers, the N-entity
will make use the services of the N-1 layer. The units of
data that the N layer transmit between N+1 entities are
known as N-service-data-units (SDUs). An N-PDU sent to the
N-1 layer becomes an (N-1)-SDU.

End user communications is between Application Layers
in the systems. If application task A wishes to communicate
with application- task B, it will establish a peer
relationship with the Application Layer B of the target
machine.

A more detailed discussion of the system's protocols
implemented in the CIU ﬁo support ﬁhe network security

features will be given in Chapter 2.




Layer
Number

APPLICATION

PRESENTATION

SESSION

TRANSPORT

NETWORK

DATA LINK

PHYSICAL

Functions

Provides network based services to
the end users. Selects appropriate
service for applications.

Provides for any necessary code
conversion, data reformatting and
translation.

Establishes and terminates logical
connections between network entities.

Ensures end-to-end message integrity
and provides for the required quality
of services for exchange information.

Controls switching between links in
a multihop network. It is not
necessary for a single LAN system.

Framing, and gaining control of the

medium (access control). Transmits
data to other end of physical link.

Transmits bit stream into medium.

Figure 1 - Layer Functions of the 0SI Model




LAN Security Threats

In this section, the issues of LAN security threats
which take place within the context of the ISO 0SI Reference
model are presented. To illustrate the places within
networks at which an intruder attack can take place, Figure
2 depicts the physical path that information may traverse.
It is assumed that both ends of the two service hosts'
association terminate in secure areas, but the remainder of
the association may be subject to physical attack. An
association refers either to a connection at any of layers
between Transport and Application Layer of the 0SI Reference
Model, or to the connectionless data transmission service at
any of these layers (Voydock and Kent 1983, é. 139). Hence,
an N-association is the data path over which ©N+1 layer
entities exchange messages. The information which is
transmitted on an associaton is composed of N+1 layer data
package and N-layer protocol control information.

This association model assumes that an intruder is
situated in the communication path between the ends of the
association. Hence, all PDUs transmitted on the association
will pass through the intruder. The association model 1is

shown in Figure 3.

Classification of Network Attacks
There are two basic types of attacks on LAN security,

active attacks and passive attacks. The attacks that




SERVICE

HOST

HOST

FRONT END

COMMUNICATIONS

SUBNET

HOST
FRONT END

SERVICE
HOST.

Figure 2 - Typical Physical Path

SECURE AREA

Intruder

n+l Layer

Entity

SECURE AREA

Figure 3 - The Association Model




8
monitor the sensitive information are termed passive
attacks. Usually it is done by wiretapping the transmission
medium and recording the sensitive information . Attacks
that cause spurious association initiation, unauthorized
message modification and unauthorized denial of wuse of
resourses are termed active attacks (Voydock and Kent 1983,
p.140-143).

In passive attacks, the intruder can observe PDUs
passing on an association without disturbing their flow. The
attack that causes the release of message contents of the
N+1 layer data in an N-layer PDU constitutes the most
fundamental type of passive attack. If the intruder
observes the portion of the protocol control information
within the PDU, then he can learn the 1locations and
identities of the communication entites. This type of
passive attack is referred to as traffic analysis.

The threats that are posed by active wiretapping on
PDUs passing on a associaton may include, unauthorized
modification of legitimate message, replay of legitimate
message, insertion of spurious message, masquerading as an
authorized entity and denial of service. Some active attacks
may involve combination of the above attacks. Unauthorized
modification of legitimate message includes attacks on the
integrity, and ordering of the PDUs passing on the
association. Data integrity means that the message has not

been exposed to accidental or malicious alteration or
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destruction. Ordering means that a PDU can be properly
located in the message stream being transmitted.

Insertion of spurious messages means the process of
injection of a fabricated PDU by an intruder into the
association. Such fabricated message can be a data PDU,
association initiaton PDU or association disconnect PDU. An
attack involves an unauthorized entity pretending to be an
authorized one in order to gain access to system assets is
called masquerading as an authorized entity.

The CIU in a LAN must contain security features to
counteract these network attacks. The purpose of this
thesis 1is to provide a design approach of implementing the

necessary security features to the CIU.

Goals of Network Security
All the active attacks, unauthorized modificaton of
legitimate messages, replay of 1legitimate messages, and
insertion of spurious messages cannot be effectively
prevented, yet they can be reliably detected. On the other
hand, all those passive attacks, release of message contents
and traffic analysis can not be detected but they can be
prevented. The goals of the network security for designing
the secure type 10BASES LAN are :
(1) Data confidentiality - protection against data
from unauthorized disclosure. Examples of this protection

are prevention of release of message content.
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(2) Peer entity authentication -~ the establishment of
a connection that provides a high degree of confidence that
the connection has been established with the addressed peer
entity. Peer entity and data origin authentication protect
sensitive information from replays of a previous successful
connection establishment procedure, and can assist in
protecting from masquerading. A more detailed authentica-
tion mechanisms will be addressed in Chapter 4.

(3) Access control - protection against unauthorized
use of the resources accessible throughout O0SI 1layers.
There are two basic means of controlling access to
information that must be considered in designing a secure
LAN system. These two means are discretionary access
control and nondiscretionary control. Discretionary access
control 1is a means of restricting access to information
based on the identity of the individual and/or groups to
which they belong. The controls are discretionary in the
sense that a subject with a certaiﬁ access authentication
may, at its discretion be capable of passing the access type
of a subset to any other subject (Downs et al. 1985 p.208).
Nondiscretionary access control is a means of restricting
access to an object based on the sensitivity of the
information contained in the object and formal authorization
of subject to access information of such sensitivity. The
objects are assigned a sensitivity label which describes the

sensitivity of the information and is used as the basis for
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nondiscretionary access control decision (Benbrook 1986, p.
51).

(4) Data integrity - protection against any

modification, insertion, deletion or replay of any PDU

passing on an association.

Cryptographic Data Protection Techniques
and Cryptosystem

Cryptography is a science and study of secret writing
where intelligible information 1is transformed into
unintelligible information. The process of transforming
intelligible information {(plaintext) into an unintelligible
form (ciphertext) 1is called encrypting. Reversing the
process of encrypting and transforming the ciphertext back
into its original form is called decryption. Encryption and
decryption comprise the science of cryptography as it
applies to the modern computer system.

Data encryption is achieved through the use of an
algorithm that transforms data from its plaintext to
ciphertext. The algorithm can be implemented either by
software or electronic hardware devices.

Data encryption can be used for protecting
information transmitted between terminal and computer or
among computers. Data is encrypted before transmitting and
decrypted after it 1is received. The algorithm used to

decrypt the received ciphertext must be the inverse of the
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algorithm used to encrypt the transmitted data. In general,
a device that wused to transmit and receive data would
contain algorithm for both encryption and decryption.

Data encryption should be wused whenever it is
necessary to protect the confidentiality and integrity of
the information. Confidentiality refers to the accidental or
intentional disclosure of data which has not been exposed to
accidental or malicious alteration or destruction.
Encryption of data prevents unauthorized recipients of the
cipher from interpreting its meaning, it can also prevent
unauthorized individuals from manipulating the cipher in
such a manner that a change of cipher will cause unpredicted
change of plaintext when the ciphertext 'is decrypted.
Encryption can also be used to authenticate the identities
of users, terminals, and computers of a data processing
system. The usage of encryption to authenticate peer
entities will be addressed in Chapter 4.

The encryption algorithm which is used as the basis
for the secure network design in this thesis is the Data
Encryption Standard (DES). The DES algorithm is the most
popular encryption algorithm for both military and
commercial applications. It has dominated the encryption
market for three reasons: (1) It is well understood by
cryptologists; (2) It is the only data-encryption algorithm
that has goverment acceptance; (3) The algorithm is widely

supported by chip manufacturers (Teja 1985, p. 67).
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Cryptosystem

A system that uses cryptographic techniques to
protect against the threats of passive wiretapping (release
of message contents, traffic analysis) and active
wiretapping (message stream modification, insertion and
deletion etc.) is called a cryptosystem. There are two
types of cryptosystems, symmetric and asymmetric (Simmons
1979, p.305). If different keys for the encipherment and
decipherment are used and revealing the encryption key
publicly would not compromise secret message, such type of
cryptosystem is termed a asymmetric cryptosystem. If a same
cryptographic key is used for encipherment and decipherment,
the system 1is called symmetrical cryptosystem. The
symmetric cryptosystem 1is also known as the conventional
cryétosystem.

A cryptosystem requires two basic elements : an
algorithm that constitutes the basic cryptographic procedure
and a set of variable cryptographic keys which are known
only by the communicators. A cryptographic algorithm can be
represented as a number of mathematical procedures called
transformation. To be useful, the algorithm should have an
inverse operation that changes the unintelligible ciphertext
back into plaintext. The cryptographic key is a secretly
held sequence of numbers or characters that uniquely

determine the result of mathematical transformation.
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It is important that for a good data security system

only the key need to be kept secret. The algorithm itself
can be made known to everyone (Ehrsam et al. 1978, p. 108).
The cryptographic key, therefore, is often considered
analogous to the secretly held combination of a safe. It is
preferred that in data communication the keys be randomly

generated and used only once.

Threats to cryptosystem

Encryption of the sensitive data may combat several
possible threats to the security of a cryptosystem. The
threats can be generally categorized into transmission
threats and storage threats (FIPS PUB 74 1981, p. 11).
This thesis will only address the transmission threats to a
cryptosystenm.

The transmission threats that may occur in a LAN
cryptosystem can be categorized into three type of threats :
(1) passive wiretapping (2) active wiretapping (3) spoofing.

The first type of transmission threat of &
cryptosystem is passive wiretapping. The transmission is not
delayed or altered, but only monitored or copied. The
threat can occur all alone the transmission path. This type
of threats 1is difficult to combat in any way other than
physically protecting the transmission path or encrypting

the sensitive information.
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Encryption protects sensitive information from
disclosure to the intruder. The encrypting devices should be
designed to be an integral part of the original source
equipment and the final destination equipment. Physical
protection of the device to minimize electronic emanations
is also required.

On the other hand, for active wiretapping threat to
communication line an intruder will intercept data alone the
transmiséion path and data may be modified, deleted or
spurious inserted into the transmission medium later on.
Hence, communications will be slightly delayed but this
delay is often not detectable bacause other variable length
delays are in the communication system.

Encryption can also prevent the penetrator from
intelligently modifying the cipher so that the decrypted
plaintext 1is ungarbled. Packets deletion and spurious
insertion can be prevented by appending an encrypted unique
sequence number or a time stamped message to the sensitive
information. Thus, the receiver will detect the playback or
spurious packet insertion attack when decrypting a wrong
sequence or a "too 0ld" time stamped message.

Another kind of attack, substitution attack, consists
of replacing blocks of ciphertext with other blocks without
actually deciphering the data. This attack can be
counteracted by encrypting a unique sequence number

information at each cipher block or select stream cipher
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encryption technique so that each cipher block 1is not
totally independent from all other.

The third kind of communication threat to
cryptosystem 1is spoofing. Spoofing 1is the threat of
accepting a false claim of identity. It is a serious threat
at many places in a computer system. Data encryption can be
used for communication authentication by requiring that a
unique encryption key be associated with both entities.
Mutual authentication will be enforced when both entities
have a unique key to encrypt and decrypt the data (provided

that the key has not been compromised).

Data Encryption Techniques

Basically there are three general classes of ciphers:
transpositon ciphers, substitution ciphers, and combinations
of these two types of ciphers called product ciphers (FIPS
PUB 1981, p.78).

If a cipher only involves rearrangement or
permutation of the plaintext letters without changing their
identity, it is called a transposition cipher. For example,
"end" could be transposed into "nde" since all their
identity are remained but each identity's order is changed.
A substitution cipher involves the replacement of plaintext
letter by another letter or symbol without changing the
identity's sequence. For example, replacing every 'e' to

'h', 'n' to 'g', and every 'd' to 'gq' then 'end' will be
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substituted by 'hgq'. The third type of cipher, product
cipher, is a combination of transposition cipher and
substitution cipher. It 1is usually a cryptographic
procedure consisting of certain steps of key-controlled

substitution and fixed permutation.

Data Encryption Standard

The Data Encryption Standard (DES) was developed by
the 1International Business Machine (IBM), IBM made the
specifications of the algorithm available to National Bureau
of Standard (NBS) for publification as a Federal Information
Processing Standard (FIPS) in 1974. Later on, at the request
of NBS, the National Security Agency (NSA) conducted a
technical analysis of the DES. No shortcuts or any secret
solutions were found and, as a result, NSA confirmed the
soundness of the DES and acclaimed its suitability to
protect unclassified Federal information data.

The DES algorithm specifies a mathematical
transformation of a 64 bit input block to a 64 bit output
block wusing a 56 bit key. It is a recirculating block
product cipher whose security is based.on a secret key. DES
key is 64vbits binary vector consisting of 56 bits for the
algorithm (active key) and eight bits for parity detection.
The parity bits are not used by the encryption and.

decryption algorithm but are reserved for error detection
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purposes. The 56 bits active key are uséd for the
enciphering and deciphering operations. The key must be
secretly protected, compromise of the key will compromise
all data that encrypted under the key.

The DES algorithm is depicted in Figure 4. The input
block which is 64 bits is first transposed under an initial
permutation. The permuted input block is then the input to a
complex key-dependent computation f. The computation of f
combines substituvtions and permutations which are based on a
48 bits vector permuted and substituted from the key. After
one iteration, the two halves of the data are swapped and
the operation is performed again. The algorithm wuses 16
rounds to produce a recirculating block produét cipher. The
cipher produced by the algorithm displays no correlation to
the input. Every bit of the output depends on every bit of
the input and on every bit of the active key.

In short, the DES algorithm is mathematically a one-

to-one mapping of the 264 possible input Dblocks onto

all 264 possible output blocks. Since there are 256
possible mappings, selecting one key selects one of the
mappings. Since the only way of obtaining the key with
certainty is by obtaining matched ciphertext and plaintext
and then exhaustively testing keys by enciphering the known
plaintexf with each key and comparing the result with the

556

known ciphertext. Hence, such tests are required to

guarantee finding the key.
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An important characteristic of the DES that other
cryptographic data encryption techniques do not have is it's
flexibility for usage in various data processing
applications. The algorithm may be straightforwardly used to
form block cipher or alternatively used with chaining with
other blocks to form stream cipher. The DES has four modes
of operation namely, the Electronic Codebook (ECB) mode, the
Cipher Block Chaining (CBC) mode, the Cipher Feedback (CFB)
mode and the Output Feedback (OFB) mode.

The Electronic Codebook modé is the simplest mode of
operation, it is specified in FIB SUB 46. The ECB mode is
shown in Figure 5. The plaintext which is 64 bits 1long
(D1,D2,...D64) goes into the DES encryption algorithm. The
plaintext vector is encrypted by the algorithm under the
key. The result cipher is 64 bits (01,02,...064). Given the
same plaintext and a same key, the resultant cipher will
always be the same. The output block is not dependent on
any of ‘the previous input blocks.

Since each bit of an ECB output block is a complex
function of all 64 bits of the input block and all 56 bits
of the encryption key, a single bit error in either a
cipher-text or key used for decryption will cause the
decrypted plaintext block to have an average error rate of
50%. However, an error in one ECB ciphertext block will not
affect the decryption of other blocks i.e., there is no

error extension between ECB blocks.
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The most undesirable feature of ECB mode in certain
applications 1is that the same input block always produces
the same output block under a same key. In application, the
ECB mode of operation is usually used to encrypt one block
of plaintext data, for instance the session keys are
encrypted by using the ECB mode of operation to prevent
unauthorized individuals from gaining knowledge of the key.

A method of using the DES algorithm in which the
blocks of cipher are chained together is called the Cipher
Block Chaining mode. Figure 6 depicts how the CBC mode is
configurated to encrypt the message. The input to the DES at
time t is the result of the data at time t exclusive OR with
the cipher at time t - 1. The cipher at time 0 is called the
initial vector (IV).

The CBC mode of operation requires complete blocks of
64 bits input. The final data block of the message may not
contain exactly 64 bits when processing in the CBC mode.
When this happens, this final block may be padded with O0s
to form a complete 64 bits input block.

One or more bit errors within a single cipher block
will affect the decryption of the block in which error
occurs and the succeeding block. That is to say, if the
errcrs occur in the n-th ciphertext block, then each bit of
the n-th plaintext block will have an average error rate of

50%8. The (n+l)-th plaintext block will have only those bits
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in errors which correspond directly to the ciphértext bits
in error. This feature is called error propagation.

The CBC mode will produce the same ciphertext
whenever the same plaintext is encrypted using the same key
and IV. Users who are concerned about this characteristic
should incorporate a unique initial vector (e.g., a one-up
counter) at the beginning of each CBC message in order to
insure unique ciphertext.

The Cipher Feedback (CFB) mode is a stream type of
cipher in which the DES is used to generate pseudorandom
bits which are exclusive-ORed with plaintext to form
ciphertext. This mode of operation may be wuseful in
applications where blocks of 64 bits data cannot be used
efficiently. Most computer data that are transmitted and
stored are coded in 6 to 8 bits long. 1In many applicatins
protocols the units of data are bits or characters. This
modes of operation satisfies the requirement for encrypting
data elements of length K where 1 < K < 64.

The CFB mode of operation is shown in Figure 7. The
input to the DES algorithm is the previous 64 bits of
cipher. The first encryption uses an IV as its input block.
In this mode of operation, both the transmitter and the
receiver use the encryption operation of the DES. The cipher
at time t is produced by exclusive OR'ing the K bits of
plaintext to the leftmost K bits of the DES output. This K

bits is then transmitted to the receiving end and also
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shifted into the input block of the DES after the previous
input is shifted left K bit positions. The new input block
is used for the next encipherment.

It 1is desirable that no two message enciphered with
the same key use the same IV. Both the transmitter and
receiver must have the identical IV. A guidline for this is
that the transmitter generates a 64-bit pseudorandom number
and transmits it as the IV to the receiver.

In the CFB mode, errors in any K-bit wunits of
ciphertext will affect the decryption of the garbled
ciphertext and also the decryption of the succeeding
ciphertext until the bits in errors have been shifted out of
the CFB input block.

When using the K-bit CFB mode the last K bits of
cipher can be altered by an active wiretapper, who knows the
last K bits of plaintext (usually padded with 0s), so that
the final K bits will decrypt to any desire K bits of
plaintext. Hence, it is recommend that the final K bits of
plaintext be a function of the previous plaintext bits, for
example checksum function.

The Output Feedback (OFB) mode also operates on data
units of length K where 1 < K < 64. Figure 8 illustrates the
OFB mode of operation. The first encryption process uses an
IV as its input. Both the transmitter and receiver use only
the encryption operation of the DES. The cipher at time t is

produced by exclusive OR'ing the K bits of plaintext to the
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left most K bits of the DES output. The same leftmost K bits
of the DES output are fed back into the rightmost K bits of
the DES input after the previous input block has been
shifted 1left K bit positions and the new input is used for
the next encipherment.

The output of the OFB mode is independent of both
plaintext and ciphertext. One bit of error 1in the
ciphertext causes only one bit error in the decrypted
plaintext. therefore, this mode is not suitable for
application of data authentication but is useful in

applications where no error extention capability is needed.

Cryptographic Key Management Issues

Since the security of a cryptosystem is heavily based
on secret uncompromised keys, management of the
cryptographic keys used to protect data is of utmost
importance to the security of the data.

A DES cryptograhic key consists of 64 bits, 56 of
which are used for the algorithm and the remaining 8 bits
are used for detecting parity errors within the key. A
parity bit is used for parity checking of each byte. This
error detecting bit should be set to make the parity odd.

Some fundamental guidelines should be followed 1in
generating a key, every bit of the active key should be
generated at random, and each key should be generated

independently of every other key. The useful lifetime of a
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key is dependent upon the requirements and the environment
of the application. Whenever an event occurs that may
compromise the existing key, a new key should be generated
and used (FIPS PUB 1981, p. 30-32).

A new key should also be generated and used
periodically to prevent those undetected events that may
compromise the keys. A high secure requirement may dictate
the need for changing the key upon every new association
establishs the connection.

The method and cost of distributing the keys must be
carefully considered when a key management system is
designed. There are two methods of distributing the keys,
manual techniques and automated techniques (FIPS PUB 1981,
p. 31).

Manual mathod of key distribution are used where the
security regquirements allow long lifetime for the key and
there are only a few devices using the same key. The keys
may be distributed by certified mail or by courier. 1In case
of compromising the existing key, alternative keys should
be provided. The keys may be delivered through machine
readable storage media, such as magﬁetic striped cards,
electronic memory chips or battery operated key loaders etc.

However, managing keys manually in a large network -
becomes infeasible because of a great number of key pairs
need to be generated and maintained. Hence, automated method

of distributing the keys is commonly used.
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An approach to automated key distribution.is the use
of a Key Distribution Center (KDC). A KDC is a secure node
within the system dedicated to acting as a trusted
intermediary in the establishment of secure association.
When a secure connection 1is required by two network
entities, the initiator first contacts the KDC and indicates
the target of the association. The KDC will pseudorandomly
generate a unique key, termed a session key, to each network
entities. The session key is also known as Data Encryption
Key (DEK) and it is then used as the key to encrypt or
authenticate the network user data transferred between the
network entities.

Encryption will provide a secure way to transmit the
session keys over a less secure communication medium. The
session key sent to the initiator by the KDC may be
encrypted under the master key of initiator, while the
session key sent to the responder may be encrypted under the
master key of responder. Every communication entity within
the network holds one master key which is known only to
itself and the KDC. Once the encrypted session key is
received by both entities, the communication entity can
obtain the session key by decrypting the encrypted session
key under the entity's master key.

The major advantage of the KDC are (1) keys are
automatically distributed (2) a dedicated secure path for

distributing the Kkeys is not required because the session
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keys are encrypted. This method of distributing the keys is
considered more feasible for a secure computer network
design.

However, a successful attack of a KDC may cause
serious problems. For example, release of a master key
within the network results in exposure of all session keys
distributed under that master key, and thus all data
encrypted under those session keys. To counterattack the
attack, the master keys need to be changed periodically,
e.g.; weekly or bi-weekly depending on the system's security
requirement.

When a key is no longer needed for encryption and
decryption, it should be destroyed. The information under
which the key protects often remains sensitive even after
the key 1is destroyed. One should always assume that the
cipher has been exposed to unauthorized individuals. Hence,
it 1is necessary that the remains of the destroyed key
contain no information which would aid an adversary in the

reconstruction of the key.




2. SYSTEM PROTOCOLS

This chapter presents the description of the layer 2-
4 system protocols. The structures and encoding of the (N)
protocol-data-unit (PDU) will also be given with the
emphasis placed on describing protocol security mechanisms
which implement OSI security services. Protocols of layer 1
and layers 5-7 will not be addressed in this thesis.

The systém protocol suite to be discussed is depicted
in Figure 9. The protocol suite addressed in this chapter
provides a connection mode transport service with an
underlying connectionless mode network service. The numbers
shown 1in Figure 9 are for the ISO or the Institute of
Electrical and Electronics Engineers (IEEE) standard

corresponding to the related 0SI layer.

The IEEE 802 Committee Standards

The IEEE, in response to a need for standarization in
the field of 1local area networks, formed the IEEE 802
standard body. The 802 standards specify the different
protocols, access methods and their relationship with
layer 1 and 2 protocols of the ISO OSI reference model.
The Data Link Layer has been divided into two sublayers

32
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known as the Logical Link Control (LLC) and Media Access
Control. The Logical Link Control standard is outlined by
IEEE 802.2. IEEE 802.3, 802.4 and 802.5 specify three
different media access methods which are CSMA/CD, token bus
and token ring respectively. Since CSMA/CD protocol is used
in the 10BASES5 LAN, only the IEEE 802.3 Std. will be

addressed in this thesis.

The IEEE 802.3 Medium Access Control Sublayer

The IEEE 802.3 Medium Access Control sublayer defines
a medium-~independent 1link 1level communication facility,
“built on the medium-dependent physical channel provided by
the Physical Layer. It is applicable to a general class of
local area broadcast media suitable for use with the channel
access discipline known as carrier-sense multiple-access
with collision-detection (CSMA/CD).

The Medium Access Control sublayer performs two
fﬁnctions generally associated with the data link control
procedures, data encapsulation and media accesé management.

The data encapsulation function of the Medium Access
Control sublayer comprises the construction (framing and
addressing) and processing (error detection) of frames.
Frame construction is achieved by appending destination
address (DA), source address (SA), length and frame check
sequence (FCS) fields to the LLC PDU. The media access

management function performs the channel allocation
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(collision avoidance) and channel resolution (collision
handling) required by the CSMA/CD media access method.

Figure 10 shows the eight fields of the Medium Access
Control frame format: the preamble, start frame delimiter
(SFD), the addresses of the frame's source and destination,
a length field to indicate the number of the LLC data octets
in the data field, a field that contains padding if
required, and the frame check sequence field containing a
cyclic redundancy check (CRC) value to detect transmission
errors. Of these eight fields, all are of fixed size except
the data field, which may contain an integral number of
octets between 64 and 1518.

The preamble £field is a 7 octet field (with an
identical value of 10101010 for each octet) and is used
to allow the Physical Layer circuitry to be synch}onized
with the incoming signal. The SFD field is the sequence
10101011. It immediately follows the preamble pattern and
indicates the start of a valid frame.

The Type 10BASE5 LAN specifies a 6=octet address
size. Thﬁs, the DA and SA fields contain the 48-bit
destination and source addresses. The DA field indicates
the station address for which the frame is intended. The
least significant bit of the DA field shall be zero
indicating that the address field contains an individual
address (particular LAN Station). The next bit shall be set

which indicates that the address is assigned 1locally. The
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SA field specifies the station address sending the frame.
The least significant bit is always zero and the next bit is
set to one indicating that the address is assigned locally.
The value of' 2-octet lehgth field indicates the
number of LLC data octets in the data field. If the value
is less than the minimum required for proper operation of
the protocol, a pad field shall be added at the end of the
LLC data field but prior to the FCS field. The pad field is
used to ensure that the frame, from the DA field to the FCS
field inclusive, 1is at least 64 octets. The value of the
pad field is unspecified.
The FCS field contains a 4-octet CRC value. The CRC
value 1is computed as a function of all fields except the

Preamble, SFD and FCS.

The IEEE LLC Sublayer

The IEEE LLC sublayer provides a independent medium
access method to its next higher layer. IEEE Std. 802.2-
1985 includes two types of data link control operation. The
first type of operation provides a data-link-connectionless
service across a data link with minimum protocol complexity.
This type of operation is useful if higher layers provide
the recovery and sequencing services so that this do not
need replicating in the Data Link Layer. The second type of
operation provides a data-link-connection-oriented service

across a data link. The services include support of
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sequenced delivery, flow control and error recovery of Data
Link Layer PDUs.

In addition to two types of data 1link control
operations, two distinct "classes" of LLC operations are
also specified in the standard. Class I provides data-link-
connectionless service only. Class II provides data-link-
connection-oriented service plus data-link-connectionless
service to support either class of operation. Since the
Transport Layer protocol provides recovery and sequencing
services so that these do not need replicating in the Data
Link layer. Hence, Type 1 of Class I LLC is selected as the
LLC sublayer protocol and will be addressed in the thesis.

The Type I of Class 1 service 1is applicable to
individual, group, global, and null destination service
access point (DASP) addressing, and applications requiring
no data link 1layer acknowledgement or flow control
procedures. It has a set of command and response PDUs. The
command PDUs include unnumbered information (UI), exchange
identification (XID) and test (TEST) PDUs, and the response
PDUs include response XID and TEST PDU. The UI PDU is
applicable to Type 1 operation only'and is used to send
information to another LLC sublayer. Receipt of the LLC UI
PDU is not acknowleded at the LLC level.

The structure and encoding of the LLC UI PDU are
shown in Figure 11. The destination service access point

({DASP) address field contains a l-octet address of the SAP
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Figure 11 - LLC UI PDU Format
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for which the LLC information field is intended. The least
significant bit of the DSAP shall be zero to indicate that
the address is an individual DSAP address. The source SAP
(SSAP) address field consists of l-octet address of the SAP
from which the LLC information is initiated. The least
significant bit of the SSAP field shall be zero to indicate
that the UI PDU is a command PDU. The control field will
always have a constant value of (1100 1000) for the Type 1
UI command PDU. The information field contains the network

PDU (NPDU) provided by the IS0 8473 Network Layer.

The IS0 8473 Network Layer

The Network Layer mainly provides the message routing
function, and in addition to the routing function it may
also provide network addressing, sequencing of data units,
flow control and error control across a series of data
links connected in tandem.

When a direct logical data link can be established
between transport entities, as is the case with a LAN, tﬁere
is no need for message routing function provided by the
Nethrk Layer. Since sequencing of data units, flow control
and error control are provided at the Transport Layer, these
do not need replicating in the Network Layer. Therefore,
the Network Layer can very well be ignored and that the Data
Link Layer can be interfaced directly with the Transport

Layer.
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I1S0O/DIS 8473 defines the connectionless-mode network
service protocol (known as the ISO Internet Protocol) which
provides connectionless-mode functionality for
internetworking communications external to a LAN. Moreover,
ISO/DIS 8473 also specifies a protocol subset known as the
"Inactive Network Layer Protocol" to be used for a LAN which
consists of source and destination end systems connected by
a single network.

The O0SI architecture concepts allow the use of
different (N)-entities corresponding to different protocol
classes at the same (N)-layer. Thus, it may use 1ISO/DIS
8473 connectionless-mode Network Layer érotocol for inter-
networking and intra-network communications. If the
requirement 1is for internetworking communications, the LLC
DASP and SSAP address fields specify the addresses of
network entities which implement the I1SO 1IP. On the other
hand, if the requirement is for intra-network
communications, the LLC DASP and SSAP fields specify the
addresses of network entities which implement the 1Inactive
Network Layer protocol. The frame structure of NPDU
contains a 1l-octet field which indicates if it implements
the ISO IP or the Inactive Network Layer protocol. The PDU
that specified for the Inactive Network Layer protocol is
assembled at the network entity by appending a 1l-octet
protocol ID (0000 0000) to the NSDU. The data field

contains the TPDU provided by the
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Transport Layer. The Inactive Network Layer PDU frame format

is shown in Figure 12.

The ISO 8073 Transport Layer

The 1ISO defines two types of transport services:
conection-oriented and connectionless services. The
connection-orientd transport service is defined in 1S0/DIS
8072 (1984). The connectionless transport service is
defined in 1S0O/DIS 8072, DAD1 (1984).

In 1ISO/DIS 8073 (1984) the ISO has defined five
classes of connection-oriented protocol (class 0-4). The
use of classes and options is negotiated during connection
establishment phase. The class of protocol determined by
the transport entities will depend upon : (1) the TS-users's
requirements expressed via T_CONNECT service primitives; (2)
the quality of the available network services; (3) the user
required service versus cost ratio acceptable to the TS-
user.

ISO/DIS 8073 also classifies three types of network
services, type A, type B and type C. The classification is
based on the quality-of-service with respect to error
behaviour of a given network connection. Type A network
service assumes that the network connection has acceptable
residual error rate and acceptable rate of signalled errors.

Type B network service is defined as the network service




Protocol 1ID
(0000 0000)

TPDU

l-octet

Figure 12 - Inactive Network Layer PDU Format
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with acceptable residual error rate but unacceptable rate of
signalled errors. Type C network service is classified as
the network service with unacceptable residual error rate.

Of the five classes of transport protocols, only the
class 4 transport protocol, commonly denoted as the TP-4,
has been designed to be used with type C network
connections. The TP-4 is the most complex among the five
classes and provides the mechanisms to detect and recover
error resulting from a low grade of service available from
the NS-provider, The types of errors can be detected
include: 1lost, duplicated, out of sequence and corrupted
TPDU. The error detection and recovery are applied to
control TPDUs as well as data TPDUs. Error detection is
implemented by extending the use of sequence numbering to
certain control TPDUs and their acknowledgements, as well as
DT TPDUs. A variety of time-out and retransmission
mechanisms are also used. The TP-4 is the only transport
protocol class approved for operation with the

connectionless network service.

The 1S0 Connection-Oriented Transport Service

The .transport service provides transparent transfer
of data between transport service users. It relieves these‘
TS users from any concern about the detailed way in which
supporting communication media are utilized to achieve the

transfer.
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The transport layer provides for the following
services:

a. Quality of service (QO0S) selection ~ The transport
layer is required to optimize the use of
available communications resources to provide the QOS
required by communicating TS users at minimum cost. QO0S is
specified through the selection of QOS parameters in
Connection Request TPDU (CR TPDU).

b. Independence of underlying communications
resources - The transport service hides from TS users the
difference in the QO0OS provided by the network service.

c. End-to-End significance - The transport service
provides for the transfer of data between two TS wusers 1in
end systems.

d. Transparency of transferred information - The
transport service provides for the transparent transfer of
octet-aligned TS user-data and/or control information.

The transport service offers the following features
to a TS users:

a. The means to establish a transport connection (TC)
with another TS user for the purpose of exchanging transport
service data unit (TSDU).

b. Association with each TC at 1its time of
establishment, the opportunity to request, negotiate and
have agreed by the TS provider a certain QOS as specified by

means of QOS parameters.
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c. The means of transferring TSDUs on a TC.

d. The means by which the receiving TS user may
control the rate at which the sending TS user may send
octets of data.

e. The means of transferring separate expediated
TSDUs when agreed to by both TS users.

f. The unconditional and therefore possibly

destructive release of a TC.

The IS0 TP-4 Cryptographic Data Protection Services

The draft standard ANSI X3T1-85-50 (1985) of the ANSI
subcommittee X3T1 (data encryption) implements the
cryptographic data protection services within the 08I
Transport Layer protocols. The current draft addendum only
considers cryptographic protection for the class 4
transport protocol and identifies three basic cryptographic
data protection services: (1) connection verification (2)
data confidentiality (3) data integrity.

Connection verification 1is a service that would be
provided at the time when the association is formed. In
connection-oriented protocols it implies that the connection
establishment messages received are not replays of previous
valid messages. The connection verification service can be

mutual or unilateral.
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Data confidentiality service provides basic
protection against unauthorized disclosure. 1In practice, it
may be applied to all user data transferred on a connection.

Data integrity service provides protection against
active attacks such as insertion and replay and, in the case
of connection-oriented protocols, deletion of messages
within the message stream. It is intended to guarantee that
the data received is an exact copy of what was sent. As
with confidentialty, data integrity service can be applied
to all wuser data in conjunction with recovery mechanisms
implemented by TP-4.
Cryptographically Protected Class 4 TPDU Structure and

Encoding

The TP-4 protocol data unit basically consists of a
transport layer header and the TS-user-provided data fields.
The header consists of a length indicator (LI) field, a
fixed part and a veriable part. Figure 13 depicts the
general TPDU structure.

LI field is contained in the first octet of the TPDU.
The length is indicated by a binary number, with the maximum
value of 254 (11111110) . It indicates the length of all
parameters, but excluding the LI field and data fields.

The fixed part contains all the necessary parameters
including the code of the TPDU. The length and structure of

the fixed part vary depending on the TPDU type and in




234 .. n

n+l .... P

p+l ... End

LI

Fixed Part

Variable Part

Data Field

Figure 13 - General TPDU Structure
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certain cases by the protocol class and formats in use
(normal or extented).

The variable part is used to define less frequently
used parameters. If it is presented, it shall contain at
least one parameter. Each parameter contained within the
variable part consists of three parts. The first part is the
l-octet parameter code field which contains the parameter ID
to identifies the type of parameter. The second part is the
parameter length field which indicates the length of the
parameter value field in octet by an one octet binary
number. From octet 3 on is the parameter value field which
contains the value of the parameter identified in the code
field. The parameters contained in the variable part may be
in any order. If any parameter is duplicated the later value
shall be used. The structure of a parameter within the
variable part is shown in Figure 14.

The generalized structure is used with seven types of
class 4 TPDU. These TPDUs are: h

(1) CR TPDU : Connection Request TPDU
(2) CC TPDU : Connection Confirm TPDU

(3) DR TPDU : Disconnection Request TPDU

(4) DC TPDU : Disconnection Confirm TPDU
(5) DT TPDU : Data TPDU
(6) AK TPDU : Data Acknowledge TPDU

(7) ER TPDU Error TPDU




Octets ﬁr

n+1l

n+2

n+3 —*—

n+2+m JL-

Figure 14 - Parameter Structure Within the

Bits
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Parameter Length
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CR TPDU Structure and Encoding
The CR TPDU structure contains fixed part (octets 2
to 7), variable part (octets 8 to end). Figure 15 depicts
the CR TPDU structure.
The fixed part contains:

(1) Connection Request Code (CR) : Connection
request code is (1110). Bits 8-5 of octet 2;

(2) Initial Credit Allocation (CDT) : Bits 4-1 of
octet 2, used for flow control;

(3) Destination Reference (DST-REF) : Octets 3-
4, Since the value is selected by the destination transport
entity, it is all set to zero.

(4) Source Reference (SRC-REF) : Octets 5-6,
reference selected by the transport entity initiating the CR
TPDU to identify the requested transport connection;

(5) Class and Option : Bits 8-5 of octet 7 define
the preferred transport protocol class to be operated over
the requested transport connection. Bits 4-1 of octet 7
define options to be wused on the requested transport
connection. Figure 16 depicts the bit format for the class
and option selection.

The variable part may contain:

(1) Calling Transport Service Access Point (TSAP)

Parameter code is (1100 0001). The parameter value is used

to identify the calling TSAP;




1 3 4 5 6 7 8 End
LI] CR cbr DST - REF SRC - REF CLASS VARIAB.
(1110) 0000 0000 0000 0000 OPTJON PART
CALLING TSAP CALLED TSAP [TPDU SIZE | CHECKSUM | ADDITFONAL | MAC | CRYPTOGRAPHICITPDU | VV
(1100 vuot) (1100 0010) orT, SEL. CONTROL Iv

Figure 15 - Cryptographically Protected Class 4 CR TPDU Structure
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BIT OPTION
4 0 Always
3 0 Always
2 =0 Use of normal formats in all classes
=1 Use of extended formats in classes 2,3,4
1 =0 Use of explicit flow control in class 2
=1 No use of explicit flow control in class 2
5-8 =0000 Class O
=0001 Class 1
=0010 Class 2
=0011 Class 3
=0100 Class 4

Figure 16 - Class and

Option Parameter Bit Format
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(2) Called Transport Service Access Point
Parameter code is (1100 0010). The parameter value is used
to identify the called TSAP;

(3) TPDU size : Parameter code is (1100 0000) and
it 1is 3 octets long. This parameter defines the proposed
maximum TPDU size in octets to be used over the requested
transport connection. Parameter value field may contain
one of seven possible values which identifies the maximum
TPDU size. The seven possible maximum TPDU size are : 8192,
4096, 2048, 1024, 512, 256, 128 octets;

{4) Checksum : 4 octets long. Checksum parameter
shall always be presented in the CR TPDU in TP-4;

(5) Additional Option Selection : Parameter code is
(1100 0110). The 1l-octet parameter value defines the
selection to be made as to whether or not additional options
are to be used. Figure 17 depicts the bit format of the
parameter value for the additional opton selection. Bits 8
to 5 shall be set to zero when sending the TPDU and ignored
upon receipt;

(6) Message Authentication Code (MAC) : This
parameter 1is used for cryptographically protected data
integrity service which 1is negotiated at transport
connection phase. The generation procedures of MAC will be
in Chapter 3;

(7) Verification Value : 10 octets 1long. This

parameter is used when the connection verification service




BIT OPTION
8-5 Set to zero
1= Use of network expedited in Class 1
4
0= Non use of network expedited in Class 1
1= Use of receipt confirmation in Class 1
3
0= Use of explicit AK variant in Class 1
1= 16-bit checksum is not to be used in
2 Class 4
0= 16-bit checksum is to be used in Class &4
1= Use of transport expedited data transfer
1 service
0= Non use of transport expedited data transfer
service

Figure 17 - Additional Option Selection Parameter
Bit Format
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is requested. The integrity of a connection is verified by
means of exchanging VV parameter between transport entities.
The connection verification procedures will be addressed in
Chapter 3.

(8) Cryptographic Control Parameters : This
parameter field consists of several sub-parameters, each
having both fixed part and variable part.

a) Fixed Part:

i) Algorithm and Mode: It represents the algorithm
and mode of encryption requested for use during the duration
of the transport connection. When bit one is set to 1, the
DES algorithm, also known as the DEA-1l in ANSi Standard,
operated in the CBC mode of operation is selected;

ii) Protection Services : It specifies the
protection services for this transport connection. Figure 18
depicts the seletion bit format of various protection
service.

b) The following sub-parameters are permitted in
the variable part of the Cryptographic Control Parameter

i) Data Encryption Key (DEK): 10 octets long. It
represents the DEK value to be used fér data encryption of
this transport connection. The parameter value field does
not contain the DEK itself but is actually the DEK encrypted-
under the master key of the responder. The master key is
also termed the Key Encryption Key (KEK). The encrypted DEK

is denoted as the Encrypted Data Encryption Key (EDEK).




BITS OPTION

8 Reserved

7 =1 MAC on cleartext user data

=0 MAC on ciphertext user data

6-5 =00 No encipherment selected
=01 Encipherment, chain IV
=10 Reserved

=11 Encipherment, independent IV

4-3

00 No integrity selected

=01 Integrity selected, 4 octet MAC
=10 Integrity selected, 6 octet MAC
=11 Integrity selected, 8 octet MAC

2 Reserved

1 =0 No connection verification selected

=1 Connection verification selected

Note - Bit 7 should be ignored if either bits 6-5 or

bits 4-3 are zero.

Figure 18 - Bit Format of Protection Service
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ii) Initial Vector (IV) : This sub-parameter is

required for the CBC mode of data encryption. The 1V is not
used directly in data encryption but is used to derive a
Starting Value for encipherment of TS-user data. The IV sub-
parameter can be 6 or 8 octets long as selected by the 1V

parameter length field.

CC TPDU Structure and Encoding

As the CR TPDU structure, the structure of CC TPDU
“has (1) LI field as length indicator, (2) fixed part (octets
2 to 7), and (3) variable part. Figure 19 depicts the
structure of a CC TPDU.

Fixed part shall contain

(1) Connection Confirm Code : Connection confirm
code is (1101). Bits 8-5 of octet 2;

(2) CDT : 1Initial Credit Allocation. Bits 4-1 of
octet 1. It 1is used for acknowledging the £flow control
parameter in the CR TPDU;

(3) DST-REF : Reference identifying the requested
transport connection at the remote transport entity.

(4) SRC~-REF : Reference selected by the transport
entity initiating the CC TPDU to identify the confirmed
transport connection;

(5) Class and Option : Defines the selected
transport protocol class and option to be operated over the

accepted transport connection;




1 2 3 5 6 7 8 End
LI cpT | DST - REF | SRC - REF | CLASS VARTIABLE
(1101) OPTION PART
cALLING | caLLep | Tepou [ cryprocraruic | proTEcTION | MAC | vv | curcksum | AppITIONAL
TSAP TSAP STZE | ALGORITHM MODE| SERVICE OPT. SEL.

Figure 19 - Cryptographically' Protected CC TPDU Structure
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Variable part may contain:

(1) Calling TSAP-ID : The identifier of the calling
TSAP;

(2) Called TSAP-ID : The identifier of the called
TSAP;

(3) TPDU size : The selected size of the TPDU size;

(4) Cryptographic Algorithm and Mode sub-parameter
One octet. It must be identical to that proposed if
presented;

(5) Protection Services suprarameter : One octet.
Must be identical to that proposed is supplied;

(6) MAC : MAC is mandatory in the cryptographically
protected CC TPDU header. The MAC computation of CC- TPDU
will be addressed in Chapter 3;

(7) Verification Value (VV) : It contains a 64-bit
pseudo-random number derived from the value in the VWV
parameter value field of the CR TPDU as the means of
exchange parameter values to carry out the wuni-lateral
connection verification. The procedures of connection
verification will be addressed in Chapter 3;

(8) Checksum : Mandatory in TP-4;

(9) Additional Option Selection : This parameter
defines the selection mode as to whether or not additional
options are used. Refer to Figure 17 for additional option

selections.
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DR TPDU Structure and Encoding
The DR TPDU structure and encoding are depicted in
Figure 20. It contains (1) L1 field, (2) fixed part, (3)
variable part and (4) user data.
Fixed part shall contain :

(1) DR : Disconnection Request Code (1000 0000);

(2) DST-REF : Reference identifying the transport
connection at the remote transport entity;

(3) SRC-REF : Reference identifying the transport
connection at the transport entity initiating the TPDU;

(4) Reason : Defines the reason for disconnecting
the transport connection. Table 1 lists the values for the
various disconnection reasons;

Variable part may contain:

(1) Additional Information Parameter : A parameter
allowing additional information related to the clearing of a
connection. The content of the parameter value field is user
defined;

(2) Checksum : As requested by the additional option
selection parameter during the connection establishment
phase;

(3) MAC : The DR TPDU shall contain a MAC value
computed using the appropriated key, if cryptographic data
protection service is negotiated at the connection

establishment phase;




End

1 2 3 4 5 6 7 8 p p+l ..
LI DR DST - REF | SRC - REF | REASON | VARIABLE | USER
(1000 0000) PART DATA
ADDITIONAL CHECKSUM | MAC | vv
INFORMATION

Figure 20 - Cryptographically Protected Class 4 DR TPDU Structure
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Reason Encoding
Reason not specified (0000 0000)
Congestion at TSAP (0000 0001)
Session entity not attached to TSAP (0000 0010)
Address unknown (0000 0011)
Normal disconnect initiate by session entity (1000 0000)
Remote trgnsport entity congestion at connect (1000 0001)
request time
Connection negotiation failed (1000 0010)
Duplicated source reference detected for the (1000 0011)
same pair of NSAPs
Mismatched references (1000 0100)
Protocol error (1000 0101)
Reference overflow (1000 0111)
Header or parameter length invalid (1000 1010)
Cryptographic services negotiation failed (1001 0000)
Connection verification failed (1001 0001)
Data integrity failed (1001 0010)
KEK invalid (1001 0011)
DEK parity error (1001 0101)

Table 1 - Disconnect Request (DR) TPDU Reason Values
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(4) VvV : Verification vValue , it may contain a

computed value based on the VV parameter in the CR TPDU for
the mutual connection verification purpose.

User data field shall not exceed 64 octets and is

used to carry TS-user data. The successful transfer of this

data is not guaranteed by the transport protocol.

DC TPDU Structure and Encoding
The DC TPDU structure and encoding is shown in Figure
21. It contains (1) LI field, (2) fixed part and (3)
variable part.
Fixed part shall contain :
(1) DC : Disconnection Confirm Code (1100 0000);
(2) DST-REF : Destination Reference;
(3) SRC-REF : Source Reference;
Variable part may contain :
(1) Checksum : Mandatory in TP-4.
(2) MAC : A value used for cryptographically
protected data integrity service if cryptographic protection

is required.

DT TPDU Structure and Encoding

The structure of a DT TPDU has four parts (1) LI
field that indicates the length of the TPDU, (2) fixed part,
(3) wvariable part and (4) user data field. Figure 22

depicts the DT TPDU structure.




LI DC DST - REF SRC - REF VARIABLE PART
(1100 0000)

CHECKSUM MAC

Figure 21 - Cryptographicélly Protected Class 4 DC TPDU Structure

2 3 4 5 6 7.8 9 p__p+l ..., End
DT DST -~ REF TPDU-NR . VARIABLE ENCIPHERED
(1111 0000) and EOT ; PART USER DATA

CHECKSUM MAC \AJ PAD

Figure 22 - Cryptographically Protected DT TPDU Structure
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Fixed part shall contain :

(1) DT : Data Transfer TPDU Code (1111 0000);

(2) DST-REF : Reference identifying the requested
transport connection at the remote transport entity;

(2) End of TSDU (EOT) : When set to one, it
indicates that the current DT TPDU is the last data unit of
a complete DT TPDU sequence (End of TSDU). EOT is bit 8 of
octet 5 for class 4;

(3) TPDU-NR : TPDU sequence number. If the extented
format is wused, it cdntains a 31-bit DT TPDU sequence
number;

Variable part may contain :

(1) Checksum : A 1l6-bit checksum is requested by the
additional option selection parameter;

(2) MAC : Mandatory in the cryptographically
protected DT TPDU header;

(3) PAD : Padding is to be required when the CBC
encryption mode 1is used for enciphering the TS-user data
field in the DT TPDU and the TS-user data field is not a
multiple of eight octets in length. All pad octets are to
have zero clear text value. The enciphered pad octets are to
be accompanied with the cipher text wuser data in this
parameter value field. The size of pad parameter is
specified in the parameter length field. No more than seven

pad octets should be used;
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(4) Vvv : If the mutual connection service is

negotiated, the VV parameter field may be used as the third

step of the three-way handshake connection verification
procedure.

The user data field contains the enciphered TS-user

data. The encipherment is under the DEK by using CBC mode

of encryption,

AK TPDU Structure and Encoding

The AK TPDU structure and encoding are depicted in
Figure 23. It contains (1) LI field, (2) fixed part and (3)
variable part.

The fixed part shall contain the following
parameters:

(1) AK : Data Acknowledgement Code (0110);

(2) CDT : Credit Value, used for flow control. It is
bits 4-1 of octet 2 for normal formats and octet 9 and 10
for extended format;

(3) DST-REF : The DST-REF fields of octets 3-4
contain the value of the transport connection reference
selected by the destination transport entity;

(4) YR-TU-NR : Sequence number indicating the next
expected DT TPDU number. For extended formats, it is bits 7-
1 of octet 5 together with octets 6, 7 and 8. Bit 8 of

octet 5 is not significant and shall take the value of 0;




1 2 3 4 5,6,7,8 9,10 11.... P
LI AK DST - REF YR-TU-NR CDT VARIABLE
(0110 0000) PART
CHECKSUM MAC vy
Figure 23 - Cryptographically Protected AK TPDU Structure (Extended

Format)
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The variable part may contain the' following
parameters for cryptographic protection services :
(1) Checksum;
(2) MAC : Used for data integrity protection;
(3) VW : Verification Value. . It is presented only
if the AK TPDU is used as the third step in a three-way

handshake connection establishment phase.

ER TPDU Structure and Encoding

The ER TPDU structure and encoding are depicted in
Figure 24. It contains (1) LI field, (2) fixed part and (3)
variable part.

Fixed part shall contain the following parameters :

(1) ER : TPDU Error Code : (0111 0000);

(2) DST-REF : Reference identifying the requested
transport connection at the remote entity:

(3) Reject Cause : One octet, it defines the cause
for rejecting‘the TﬁDU. Refer to Table 2 for the code of
TPDU rejection;

Variable part may contain the following parameters

(1) Invalid TPDU : Contains the bit pattern of the
rejected TPDU header up to and including the octet which
caused the rejection;

(2) Checksum;

(2) MAC : Used for cryptographically protected data

integrity service;




1 2 3 4 5 6 ......
LI ER DST - REF REJECT VARIABLE
(0111 0000) CAUSE PART
INVALID CHECKSUM MAC
TPDU

Figure 24 - Cryptographically

Protected ER TPSDU Structure
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REJECT CAUSE

ENCODING

Reason not specified

(0000 0000)

Invalid parameter code

(0000 0001)

Invalid TPDU type

(0000 0010)

Invalid parameter value

(0000 0011)

Table 2 - Code of the TPDU Rejection Cause
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In summary, in the cryptographically protected TPDU,

the fixed part of the existing header always is transmitted
unenciphered. The variable part is used to define less
frequently used or user defined parameters. The number of
parameters that contain in the variable part of the TPDU is
indicated by the length of the variable part which is LI
minus the 1length of the fixed part. Fields within the
variable part may or may not be enciphered, but the type and
length fields are always sent in clear. MAC value and
enciphered padding bytes are carried in the variable part of
the header and may appear in any order, along with the
checksum, if it is used. For integrity protection a MAC
accompanies every TPDU including concatenated

acknowledgements.




3. SYSTEM DESIGN

System Security Model and System Componenets

Chapter 1 has discussed a number of possible threats
to a LAN. These threats were categorized as follow:
1. Passive wiretap attacks
a. Release of message contents.
b. Traffic analysis.
2. Active wiretap attacks
a. Message stream modification.
b. Spurious connection initiation.
The coaxial cable communication media is considered
physically insecure. Thus, passive attacks could not be
detected nor active attacks prevented. The secure LAN
system design goal of this thesis, therefore, is to prevent
successful passive attacks and to detect all active attacks.
Four different types of network security models have
been specified by Walker (1985, p. 63) from the familiar
situation of untrusted hosts on an untrusted network
(model 1) to sophisticated trusted networks employing data
encryption and process-to-process access control measures

(model 4). The level 4 model provides the means to prevent
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successful passive network attacks and to detect all active
attacks, and it will be used as the basis for developing
the LAN security model appropriate to the thesis' objective.

The architecture of a secure type 10BASES5 LAN based
on the 1level 4 model is illustrated in Figure 25. The
network has an arbitrary number of LAN stations or user
hosts, including a host designated as the Key Distribution
Center and Access Control (KDC/AC). It is assumed that each
LAN station 1is a trusted computer system with a Trusted
Computing Basedl(TCB) class of operating system capable of
concurrently processing different levels of sensitive infor-

mation in a multilevel security mode of operation (Benbroock

1. Trusted Computing Base is all the protection
mechanism within a computer system (hardware, firmware, and
software) which enforce a security policy on that computer.
In a trusted computer system, each process has a security
level (SL) equal to the present session level of the user
(e.g., SL[A] = the present security clearance level of User
a). For two processes to communicate, the following
conditions, enforced by the TCB, must be true:

Process A can read information from process B only
ifs
SL[A] > SLI[BI
process A can write information to process B only

if:
SL[A] < SL[B]

The TCB controls the access of all subjects to -

all objects, ensuring that the above rules are enforced.
Witin the TCB, a Process Table lists the security levels at
which all active processes may operate. When one process
attempts to connect with another, the TCB enforces these
security rules.




HOST1

HOST 2
A, CIU1 CIU2 T"C(C)
& NETWORK &
1 2
B(TS) D(S)
CIU
TCB 1 TABLE I TCB 2 TABLE
PROCESS HOST PROCESS  HOST
A(s) | 2 (s,0) KDC/AC c(c)y | 1 (rs,8)
B(TS) D(S)
AC TABLE
PROCESSES
A(S)
B(TS)
c(C)
D(S)
Figure 25 - Level 4 Process—-to-Process Network Access Control Model
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1986, p.l48-149). Each LAN station is attached to the type
10BASES5 LAN through a Communication Interface Unit (CIU).

In the 1level 4 model, user hosts, AC and KDC are
assumed to run software trusted to maintain the integrity of
the system. It 1is also assumed that each trusted LAN
station has a nondiscretionary access control capability
which is enforced by a reference monitor, such as a security
kernel, residing in its TCB. The trusted LAN station
contains a process table which lists the current security
level of each process for which it has access control as
well as the security level range of each LAN station which
can be accessed through the network. The process table of a
trusted LAN station is periodically updated by a security
administrator (SA).

Each LAN station has its own authentication mechanism
such as the password verification for its own local wuser
identification. These types of local user verification
mechanism will not be addressed in this thesis.

The CIU is composed of hardware and software which
provide a physical and electrical interface between the LAN
station and transmission medium. The CIUs are identical and
implements a suite of communication protocols including TP-4
security mechanisms, hence provide an end-to-end secure

transport connection between two hosts over an insecure
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communication channel. A more detailed description of the
CIU design will be addressed in a later section.

The most important component in the system model is
the KDC/AC. The KDC/AC must be trusted to the highest
security 1level which may be processed on the network
{Benbrook 1986, p. 151). The KDC/AC provides a network
level access control. It uses nondiscretionary access
control and as such, accesses a process table containing the
name and security level of every process as well as every
LAN station which can be accessed through the network. The
operational procedures for providing this capability will be
described in the next section.

In the level 4 model, the release of message content
can be prevented via encrypting the user's plaintext message
under a secretly protected key. This thesis uses the DES as
the encryption algorithm for the level 4 network model.
Traffic analysis protection involves dummy traffic
generation (Cohen 1985, p. 196-199). The protection of
traffic analysis will not be discussed in this thesis and it
is left for future investigation.

The TP-4 security mechanisms within a CIU prevent the
unauthorized message insersion, playback, and deletion by
applying the packet sequence number as a parameter to
cryptographically protect the plaintext message content.

The Message Authentication Code (MAC) allows the CIU

to detect any unauthorized message modification attack. The
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initiator's transport entity within the CIU calculates the
MAC based on the entire contents of the TPDU and appends the
MAC with the information before sending the message onto the
insecure communication medium. The responder's transport
entity then repeats the MAC calculation and compares it with
the originator's MAC. If the two versions are equivalent,
then the recipient's transport entity will have a high
degree of confidence that the information has not been
modified during transit. The MAC calculation is based on a
cryptographic checksum function, with the secret key only
known to the two communicating transport entities.

ANSI X3T1-85-50 also specifies the authentication
procedures to detect a spurious connection initiation at the
earliest possible time. This authentication procedure to
prevent against an spurious intiation attempt will be

discussed in a later section.

Implementation of CIU

The design consideration of a CIU must take into
acount of the facﬁ that the layered communication protocols
are distributed between CIU and the attached LAN station.
As the extremes of the protocol layers distributed between
CIU and its attached LAN station, one can either relegate
all the protocol functionality to the CIU or relegate all
the protocol functionality, except layer 1, to the LAN

Station. The second alternative results in the simplest and
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lowest—-cost CIU. Additionally, it is expensive in terms of
software-development needed for LAN stations. The first
alternative results in the most complex and expensive C1lU,
yet relieves the attached LAN station of network-support
activity and hence reserves its capabilities for its
intended native purpose.

A more balanced design approach of CIU results by
observing the fact that all devices that attached to
CIUs require the services of the Transport Layer, and it
therefore makes sense for CIU to contain functionality for
the requirements of Transport lLayer (Franta and Chlamtac
1981, p. 41). Since all devices attached to CIU may not
require the functionality of Session, Presentation and
Application Layers, or as different devices require
different protocols of these layers, it may not be necessary
or desirable to include these layers in a CIU. On the basis
of these observations, a generic CIU architecture is shown
in Figure 26.

The generic CIU architecture consists of mechanisms
for enabling communication with its attached LAN station.
It also implements the functionality of 1ISO layer 1-4
protocols which were addressed in Chapter 2, hence the
integrity of end-to-end message delivery between the
heterogeneous computer systems is achieved. Furthermore,

the CIU provides all the security mechanisms specified in
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the draft standard ANSI X3T1-85-50 within its' ISO 8073
Class 4 Transport Layer. The TP-4 Security mechanisms
provide data confidentiality, data integrity and the peer
entity authentication services for a transport connection to
prevent successful passive attacks and detect all active
attacks.

One of the commercially available off-the-shelf
product for designing the CIU is the INTEL iSBC 186/51
single board communication computer. The iSBC 186/51 1is
designed to provide the capability of implementing the 1ISO
layer 1-4 functionality including TP-4 security mechanisms.
To support the required TP-4 security mechanisms, the iSBC
186/51 needs to be interfaced with the DES hardware device
to perform data encryption and decryption operations. This
single board communication computer contains an economical
VLSI LAN communication processor, 82586, for applications in
data communications and local area network control. The
iSBC 186/51 can be directly connected to the type 10BASES
LAN through an Ethernet Transceiver, 82502.

One of the objective of this thesis is to provide a
low-cost DES data encryption and decryption device interface
to the network's CIU, iSBC 186/51. On the following
two sections, the operational procedures of a secure type
10BASES5 LAN based on the level 4 LAN security model will be

addressed before the DES interface design is given.
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Key Distribution Center

Since the cryptographic algorithm specified by DES
is public known, the security of the encrypted or
authenticated data is strictly dependent upon the prevention
of wunauthorized disclosure, modification, substitution,
insertion, and deletion of keys. The secure management of
these keys 1is a critical element of a cryptosystem. The
primary function of key management is to provide keys when
they are needed for data encryption and authentication and
to protect the key's secrecy and integrity.

Until recently, the distribution of cryptographic
keys was performed by manual means, which are time consuming
and subject to be compromised. Automatic distributing the
keys on computer network allows keys to be exchanged quickly
and lower cost and improved security. Some manual key
distribution is still required, but the number of keys is
significantly reduced.

Automatic distributing the keys is achieved by KDC on
the network. The KDC 1is a secure host on the network
dedicated to act as a trusted intermediary in the establish-
ment of secure connections between different hosts on net-
work. In addition, it is also responsible for generating,
maintaining and distributing the session key on network.

The KDC generates and distributes over the network
the session key, or DEK, fo end-entities who participate in

a private session. The DEK is used by the two end-entities
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to encrypt and decrypt the data portion of their packets for
the duration of the session. DEKs shall not be used for
more than a single session in order to limit wvulnerability
to cryptanalytic attack and to minimize the volume of any
compromised data (Berson and Bauer 1982, p. 140).

The same cryptographic techniques used to protect
data transmitted over the network can also be used to
protect the integrity and security of keys transmitted over
the network. Encrypting DEKs before transmitting them
protects their secrecy by preventing the unintentional or
unauthorized disclosure of the keys. The DEK may be
encrypted under the recipient's master key, or KEK, by the
KDC so that an eavesdropper cannot understand the DEK
distribution message and thereby decrypt the presumed
private session so long as the master key has not been
compromised. Each CIU maintains a master key known only to
itself's transport entity and KDC. The DEK that encrypted
under the KEK is termed the encrypted data encryption key
(EDEK) .

The master key is usually formed by network security
administrator (SA) with good random bit distribution. The
result master key is screened to ensure that it is neither

zero (used to designate an unloaded master key) nor one of
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the cryptographically weak key . Then the master key usually
is changed and installed by the site SA taking manual
action.

The SA inserts the master key and the corresponding
CIU network address into the KDC. The KDC maintains a list
of master keys of all network CIUs. The 1list may be
enciphered under a superior level of the master key held by
the KDC (Price 1983, p. 207-209). The encipherment of all
the network CIUs' master keys is to protect unintentional or
unauthorized disclosure of the master key list to intruder.

Next, the CIU at the named network address is visited
where it 1is supplied with the same key. All CIUs on the
network require a distint master key be installed in this
way. Master keys may be transported using a secure key
transport module which only emits keys 1if it correctly

recognizes the encipherment unit at each CIU.

2. Cryptographically weak key are the keys for which
double encryption equals no encryption. i.e., data encrypted
twice with the same key will result in the plaintext. These
cryptographically weak keys are also termed self-dual keys
These cryptographically weak keys are:

1. 0101010101010101;
2. FEFEFEFEFEFEFEFE;
3. EOEOEOEOF1F1F1F1;
4. 1F1F1F1FOEQOEOQEOQE.
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The Key Request (KR) and Key Delivery (KD) protocols

for distributing the DEK will be addressed at next section.
The key distribution protocols were proposed by Voydok and
Kent (1985, p. 333-335) and it will be able to protect major
wiretapping attack whereby an intruder alters transmitted
DEK or replays previous recorded message that contains keys
information. Hence, these key distribution protocols are
selected by this thesis in use for the basis of the system's
key distribution protocols design. A substantial portion of
key distribution protocols message content is devoted to
establishing current authentication of the communicants and

the KDC.
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Operational Procedures of System Security Management

This section will address the system security manage-
ment procedures of the level 4 network model. The system
operational managemet procedures include those require to
establish a connection between LAN Station processes,
transfer data between the processes and release the session.

It will be described in this section that if a LAN
Station process wants to establish a session with a peer LAN
Station process, the two processes must first go through a
network access control and authentication procedure prior to
obtaining a session-unique DEK from the KDC. 1If the network
and the LAN Station's process—~to-process access control
authentication procedures are successful, then a session-
unique DEK provided by the KDC will be used as the key for
cryptographically protected CIU-to-CIU data transfer.

On a process-by-process basis in the level 4 model,
the network authenticates each connection prior to establish
it (Walker 1985, p.74). As shown in the network model of
Figure 25. When process A wishes to e§tablish a connection
with process D, A notifies its Trusted Computing Base, TCB1,
to see if it is allowed, and then attempts to establish a
connection with TCB2. The CIU device intercepts the
connection request and recognizing that no such connection
exits and thus establishes an interim connection with the

KDC/AC. AC then refers to its process-to-process
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table, which 1list individual processes and the levels at
which they operate on individual hosts, and determines
whether a connection can be made between the two processes.

The connection is valid since both A and D processes
are operated at secret level, then 'AC instructs KDC to
issue a session key, DEK, for the connection to be made
between CIUl and CIU2. The network KDC then-sends a message
containing two 1identical sets of session-unique DEK to
ClUl. One set is encrypted under the master key of CIUl and
the other set is encrypted under the master key of CIU2.
Once the DEK is received by CIUl, CIUl obtains the DEK by
decrypting the encrypted DEK under its master key and
determines if the key has not been compromised.

If the data and time integrity of the DEK has been
approved by CIUl, connection attempt from process A of TCBi
to process D of TCB2 can be proceeded. CIUl then sends a
connection request message to CIU2., TCB2 must perform its
own check to ensure that process D is actually operating at
the proper security level before it allows the connection to
be made. Upon TCB2 successfully complete the final check
and CIU2 agrees upon the DEK which is sent by CIUl within
the connection request massage, the unilaterally verified
connectiqn from process A to process D will be completed
after the process D sends a connection confirm message to

CIuz.
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As described above, the 1level 4 model involves
process~to~process access control within host systems
themselves and also within the network. Considerable
duplication of effort exists as these trusted hosts and
network perform the checking required to allow specific
processes to communicate.

A process-to-process check by the host TCB is not a
complete check in itself. The process-to-process access
control tables in the AC cannot be as accurate as those
within the individual hosts. TCB2 is still required to
check the level at which process D currently operates. It is
possible that even though process D may log in at the secret
level, in a particular instance that process may operate
only at confidential, in which case connection cannot be

allowed (Walker 1985, p. 75).

Operational Procedures of TP-4
Secure Transport Connection Management

The procedures for Tp-4 transport connection
management include connection establishment, data transfer,
flow control, expedited data transfer, error control, error
recovery and connection release. This section primarily
addresses the operational procedures of the ISO 8073 TP~4
cryptographically protected secure transport connection
establishment, data transfer and connection release. In

addition, this section also proposes the system's Kkey
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distribution protocols. These key distribution protocols
were designed based on the protocols proposed by Voydock and
Kent (1985, p. 333-335).

A transport entity is uniquely identified by its
network-user address. This is referred to as the "transport
entity identifier" (TEID). Each transport entity has a
master key associated with it. Let Ti denotes the transport
entity that received the service primitive from its
transport user. Let Td denotes the destination transport
entity. Let TEIDi and TEIDd denote their respective
transport entity identifiers. Let Mi and Md denote their
respective master keys. The master key shall not be stored
in any form on the host computer containing the transport
entity in order to prevent host processes tampering the
DEKs. Finally, 1let {XlK denotes the value of X encrypted

under the key K.

Operational Procedures of Obtaining the Data Encrypting Key

The AC/KDC is a dedicated host in network which acts
as a trusted intermediary in the establishment of transport
connection to distribute DEKs to the transport entities. It
maintains (TEID, Master Key) pairs. The KDC/transport
entity protocol is an extention of the transport layer peer-
to-peer protocol. voydock and Kent (1985, p. 333) proposed'
two TPDU types which are used for this communication : Key

Request (KR) TPDU, and Key Deliver (KD) TPDU.
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The procedures begin upon Ti receives a ' connection
request to Td, Ti will first make a connection and key
request with AC/KDC. Ti establishes a connection with the
AC/KDC to request the DEK by sending a KR TPDU to the KDC,
and identifies the source and destinatipn process at higher
layer for the requested connection. The AC mediates the
decision based upon its process-to-process table, which
lists individual processes and the levels at which they
operate on individual hosts. If the connection is wvalid,
the AC will notify KDC to issue a session-unique key, DEK,
for the TC which is to be made between Ti and Td. If not,
the AC denies the connection and key request attempt by
sending a ER TPDU to Ti. These interactions are illustrated
in Figure 27. The normal Class 4 error recovery mechanisms
ensure that the KR will be retransmitted if the KD or ER is
not received within some interval.

The KR TPDU contains the TEIDd of the target
transport entity. It also contains a 64-bit unigue
identifier, wuid, which 1is wused by Ti to verify the time
integrity of the KR/KD exchange. This unique identifier
shall not be reused during the life time of Mi. The KR TPDU
may be encrypted using Mi. However, since Mi is a long-term
key it 1is desirable to minimize the amount of information
that is éncrypted under it. Both the uid and TEIDd could be
sent in clear form without exposing additional information

to traffic analysis, since the intruder is already able to
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determine which hosts are communicating. As will Dbe
described in this section, neither transmission errors nor
active attacks can cause the wrong key to be established if
the uid and TEIDd are sent in clear.

When the KDC receives the KR, it looks up Mi and Md
using TEIDi (provided by the lower layer, when it delivered
the KR) and TEIDd (provided by the KR TPDU) respectively.
Then the DEK as well as initiator and responder data
authentication keys (IDAK and RDAK) are generated and
encrypted under the Mi and Md. It also generates a time
stamp whose use will be described later. KDC also generates
temporary keys B and C which are used to encrypt the message
contents of KD and reduce the amount of information
encrypted under Mi and Md. Finally, based upon the contents
of the KD TPDU, a MAC value is computed by using the CBC
mode of encryption under the newly generated RDAK and
appended to the KD TPDU for data integrity verification.

When Ti receives the KD TPDU, it passes {BJMi to the
DES device and obtains the parameter B. Ti then passes the
rest of the KD TPDU to be decrypted using B. After Ti
decrypts the rest of the KD TPDU and obtains the DEK, IDAK
and RDAK, the MAC value is first computed based upon CBC
- mode of encryption under the newly received RDAK and
compared with the MAC value that is transmitted from KDC. If
the two version are not equal, the TPDU has been modified

during transit and will be discarded. Ti then checks the
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uid to ensure that it matches the uid that it sent in the KR
TPDU. If not, the KD is a play back of a previous valid KD,
and is therefore discarded.

Ti then checks the TEIDd in the KD to ensure that it
is the same as that sent in the KR. If not, the TEIDd in
the KR has been modified before it was received by the KDC.
Again, the KD is discarded. If the KD is discarded the
normal Class 4 error recovery mechanisms will cause the KR

to be retransmitted at a later time.

Operational Procedures of Secure Connection Establishment

Once the DEK has been obtained, Ti begins a three way
handshake procedure to establish a secure connection between
the Ti transport-user and the wuser supported by‘ Td.
Figure 28 illustrates the secure connection establishment
procedure and only the security related fields are shown.

Ti begins the connection attempt by sending a CR TPDU
to the target transport entity Td. The CR includes the
necessary fixed part and the cryptographic control
parameters which are to be negotiated during the connection
establishment phase. The security related fields include
{ciMd, {{DEKIMdlc, (TEIDilc, {{IDAK}IMdlc, {{RDAK}Mdlc, {(time
stamplc, TPDU-IV, VV, and MAC. The (C3Md, ({DEK3IMd,
{IDAK3IMd, (RDAKIMd, (TEID]}, (time stampllc are all relayed
by Ti from KD. The TPDU-1IV is a 64-bit pseudorandom number

generated by Ti for use by Td to compute the initial vector
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value, 8V, for CBC mode of data encryption/decryption. The
calculation of SV will be addressed later. VV parameter
contains a 64-bit pseudorandom number, RN1l, generated by Ti
to be used for mutual connection verification. A 4-octets
long MAC field is mandatory in the variable part of
cryptographically protected CR TPDU. It is computed by Ti
by wusing CBC mode encryption under the IDAK over the
assembled CR TPDU using the SV of zero. The IDAK is derived
by inverting the first 4-octets of the DEK at the AC/KDC.

When the CR arrives, Td first obtains C by decrypting
{CIMd under its master key Md, then the {DEKIMd, {IDAKIMd,
{RDAKI}Md, TEIDi and time stamp can be obtained by decrypting
the corresponding encrypted fields under C. The reason to
use C as an additional key is to reduce the amount of
information encrypted under Md and also prevents Ti from
viewing the ciphertext of known cleartext encrypted under
Md. Once the IDAK is obtained by Td, Td computes the MAC
value to determine if the CR has been modified. If so, the
CR is discarded.

When the network layer delivered the CR to Td, it
provided the TEID of the sending traﬁsPOrt entity. This
TEID was exposed to intruder attack. By comparing this TEID
with the protected TEIDi in the CR, Td can determine if an.
intruder is attempting to masquerade as Ti. If so, the CR
is discarded. Hence, the purpose of sending the TEIDi

encrypted under C is to prevent Ti itself from masquerading
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as some other transport entity by changing both TEIDi and
the TEID provided by the network layer to some other value.
Thus, this CR protocol authenticates the initiating identity
of the transport entities involved 1in a connection.
Authentication of higher-level entities, such as human
users, is the responsibility of higher-level protocols.

The time stamp limits the damage that can occur if Mi
is compromised (Denning and Sacco 1981, p. 533). It
indicates the time at which DEK was created and transmitted
by KD to Ti. When Td receives the CR, it'checks the time
stamp and rejects the CR if it is "too old". Thus, the
amount of time that an intruder can masquerade as Ti when Mi
is compromised is extremely limited. The 'definition of
"too o0ld" must take into account the fact that clocks on
different hosts in the open systems environment cannot be
perfectly synchronized. It must also allow for the maximum
time necessary for a TPDU to pass from sender to receiver.

Once Td has validated the CR, Td notifies its user of
a connection attempt as in the Class 4 protocol. If the TCB
of the destination host determines that the user process is
actually running at the security 1level that is not
authorized to allow the connection to be made, a DR TPDU
will be sent to Ti to deny the connection request. If the
user process is authorized to allow the connection to be

made, Td stores the DEK into its DES hardware. Td also
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saves the TPDU-1V, {IDAKIMd, and {RDAKIMd to be used for
computing the SV and MAC in the coming data transfer phase.

Td then uses DEK as the verification key (KV) and
encrypts RN1, VV parameter of the CR TPDU, using the ECB
mode of encryption. The resultant ciphertext is an interim
value which is treated as two concatenated 4-octets, 32-bit
value denoted as RN2 and RN3; RN2 being the most
significant and RN3 being 1least significant. Td then
combines RN2 with a random or pseudorandom 4-octets, 32-bit
value by an exclusive-~OR operation to produce RN4 and
concatenates RN4 and RN3, (RN4 RN3), thereby replacing RN2.
i(RN4 RN3) is then encrypted by ECB mode of encryption under
the DEK as the KV.

Td then constructs the CC TPDU including the
{RN4 RN3}lkv (as VV) and MAC. {RN4 RN3}lkv 1is wused to
unilaterally verify Td to Ti. The 4-octets MAC parameter is
mandatory in the variable part of the cryptographically
protected CC header. This MAC is computed by using the RDAK
as the encrypting key (RDAK is derived by inverting the last
four octets of the DEK). The use of different DAKs by
direction prevents TPDUs from being turned around.

When the CC arrives, Ti first verifies the data
integrity by computing the MAC and compare the result with
the MAC value which is sent by Td in CC. If the two
versions are not equal, the CC is discarded. Otherwise, Ti

decrypts {RN4 RN3}dek and obtains RN3.  the RN3 value 1is
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then compared with the presumed like quantity independently
derived by the Ti itself. Td is unilaterally verified to
the Ti if the two versions of RN3 are equal. If both data
integrity and authentication verification are approved, Ti
notifies 1its transport user that the connection attempt was
successful, and sends an AK or DT TPDU to TaZ. 1f not, the
CC is discarded.

The AK or DT TPDU shall contain the VV in the
variable part of the AK or DT PDU header as the parameter to
mutually verify Ti and Td. The VV parameter value 1is
computed by complementing RN4 to yield RNS5, replaces RN4
with RN5 and encrypts the concatenation of RN5 and RN3 under
KV (same as DEK) using ECB mode encryption. In addition to
the VvV , MAC parameter shall be appended during both
connection establishment and data transfer phases (required
by the standard protection service specified in ANSI X3T1-~
85-50) .

When Td receives the AK (or DT), the MAC value is
computed and compared with the MAC value in the AK or DT
TPDU which is sent by Ti. If the TPDU has been modified, it

is discarded. If it is valid then Td decrypts the received

2. If Ti has data to sent (write operation), it can
choose to send a DT. IF not (read operation), Ti will send a
AK TPDU to mutually verify the connection and Td will
proceed to send cryptographically protected information to
Ti if mutual connection is verified.
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VV value using KV (DEK) and recovers RN5 concatenated with
RN3. Td then complements RN4 (which was stored previously
when constructing the CC TPDU) and compares the result with
the received RNS. Ti is verified to Td if the two versions
of RN5 are equal. Otherwise, the secure connection has not

been successfully established.

Operational Procedures of Secure Data Transfer Phase

Once the DEK is chosen and the secure connection is
established, the corresponding transport entities can begin
their data transfer phase to transmit DT TPDU. To send a DT
TPDU, the transport entity passes TSDU to the DES device to
be encrypted by using CBC mode of encryption under DEK and
sv. SV is the initial vector for CBC mode of encrybtion
which is derived from the TPDU-IV. TPDU-IV is a
pseudorandom 64-bit value generated by Ti. SV computation
is performed by combining the first eight octets of the
fixed part of the DT TPDU ( after the LI field ) with the
TPDU-IV by an Exclusive-OR operation and then encrypting the
result under the DEK using ECB mode of operation. The
resultant SV is a pseudorandom number which will be
different so 1long as the value of DT sequence number in
octets 5-8 of the DT TPDU header is different. This is to
guarantee that a same cleartext sent in different DT TPDUs

enciphers into different ciphertext. Since the fixed part
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of the DT TPDU is less than B-octets, it is padded with a
trailing zero octet prior to the Exclusive-OR operation.

The CBC mode of encryption requires that Data fields
be an integral multiple of 8-octets in length for 64-bit
block ciphers algorithm. Data fields in DT TPDUs which are
not an integral multiple of 8-octets in 1length must be
padded prior to encryption. Padding is appended as required
and all pad octets are to have zero plaintext value. The
pad parameter type and length fields are not encrypted but
the parameter value fields are. For an n-octets pad, the
first n octets of ciphertext are transmitted as the pad
value. The reason to specify the padding bytes as "leading”
the user data rather than the usually described practice of
"trailing" the data is to permit the bulk encipherment of a
contiguous buffer if the TPDU is assembled with the pad as
the last parameter in its variable header (Tardo 1985, p.
27) .

The transport entity will compute the MAC parameter
which 1is requested for use on all ciphertext user data and
DT TPDU header except LI field. When the other end receives
the DT TPDU, it first computes and determines if the MAC is
valid. If not, an ER TPDU is then transmitted to the
sending transport entity as a notification of a protocol
error with the Reject Cause field of the ER TPDU coded for
"MAC does not verify". If the MAC is valid, the transport

entity then passes the encrypted data field with the padded
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field, if any, to the DES device and provides the

corresponding cleartext to its transport user.

Operational Procedures of Connection Release

A transport user who wants to release the connection
will generate a T Disconnect.request primitive to its
transport entity to signal the assembly of a DR TPDU and
transmit it to its peer transport entity.

When the peer transport entity receives the
uncorrupted DR TPDU and there is no protocol error, 1its
transport user will generate a T_Disconect.request
primitive to its transport entity to signal the assembly of
a DC TPDU. Upon receipt of an error free DC TPDU by the
transport entity who initiated the DR TPDU, the connection
is released.

The security related parameter used in the connection
release phase is the MAC. Both the DR and DC TPDUs use the
MAC in the variable part of their headers. However, the DR
TPDU may additionally contain a VV value if the DR TPDU is
used as the third step in a mutual connection verification

procedure.
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iSBC 186/51 Communicating Computer

iSBC 186/51 is a single board communicating computer
which combines iAPX 186 Central Processing Unit, 82586 Local
Area Network coprocessor, 82501 Ethernet Serial Interface,
128 K Bytes of dual-port RAM, two iSBX bus intefaces and
MULTIBUS interface on a single 6.75" x 12.00" printed
circuit board.

The on-bocard communication coprocessor, 82586,
together with an Ethenet serial interface, 82501, provide
the communication tasks of the functions associated with the
Data Link and Physical Layer of IEEE 802.3/Ethernet LAN.
The combination of iAPX 186 CPU and 82586 LAN coprocessor
makes 1iSBC 186/51 ideal for applications which require both
communication and processing capabilities.

The iSBC 186/51 are useful. in three types of
applications: (1)’ as a single board communicating computer
running both user applications and communication tasks; (2)
as oné bus master of a multiple processor boards solution
running a portion of'the oveall user application and the
communication tasks; (3) as an "intelligent slave" that
performs communications related tasks as a peripheral
processor to one or more bus master in a communication
intensive enviroment.

The iSBC 186/51 serves as the Communication Inteface
Unit on network and it may play a role as an "intelligent

slave" which performs the layer 1-4 communication related
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tasks and as a peripheral processor to the its bus master.
The bus master of the system is a MULTIBUS single board host
computer that performs the functionality of 1layer 5-7
networking software in addition to the network 0S supporting
users' application processes. Figure 29 depicts the

relationship of the CIU and the its network host processor.

Architecture of iSBC 186/51

The block diagram of the iSBC 186/51 single board
communicating computer 1is shown at Figure 30. It 1is
functionally partitioned into five major sections : (1)
iAPX 186 Central Processing Unit, (2) 80130 Real-time
operating system firmware, (3) I/O including LAN 82586
coprocessor, serial 1/0 and iSBX bus, {(4) Memory, which
includes dual-port 128 K RAM and up to 192 K Bytes of ROM.
(5) MULTIBUS interface.
iBPX 186

The on-board CPU, iAPX 186, combines several of the
most commonly used system components onto a chip (i.e. DMA,
internal timers, clock generator, and programmable interrupt
controller). The CPU architecture includes four 16-bit
byte addressable data registers, two 16-bit index registers
and two 16-bit memory base pointer registers. These
registers are accessible by a total of 24 operand addressing

modes.
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The microprocessor, together with the on-board

PROM/EPROM memory (up to 192 K Bytes), programmable

timers/counters, and programmable interrupt controller

provide the intelligence to manage the 82586 handler and

sophisticated ISO 8073 Tansport Layer Class-4 communication
software.

80130 Operating System Firmware

The 80130 provides a set of multitasking kernel
primitives, kernel control storage, and the additional
support hardware, including system timers and interrupt
controller, required by those primitives. To the
applications programmer, the 80130 extends the iAPX 186
architecture by providing 35 operating system primitive
instructions, and supporting five new system data types.
This makes the operating system firmware a logical and easy
to use architectural extention to the iAPX 186 system design.
The new system data types and operating system primitives are
shown at Table 3 and Table 4.

Input/Output

The 1I/0 1is centered around the Ethernet access
provided by the 82586782501 pair which supports the 10 Mbps
CSMA/CD protocols. Two serial interfaces are provided which
are configured with channel A in RS-422/RS-449, channel B in
RS=-232C.

Two 1iSBX bus connectors are provided to expand the

I/0 capabilities of iSBC 186/51. The on-board iSBX bus can
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Job

Jobs are the means of organizing the program environment and resources. An appiication
consists of one or more jobs. Each iAPX 186 system data type is contained in some job Jobs
are independent of each other, but they may share access to resources. Each job has one or
more tasks, one of whichis an initial task. Jobs are given pools of memory. and they may create
subordinate offspring jobs. which may borrow memory from their parents.

Task

Tasks are the means by which computations are accomplished. A task is an instruction stream
with its own execution stack and private data. Each task is part of a job and is restricted to the
resources provided by its job. Tasks may perform general interrupt handiing as well as other
computational functions. Each task has a set of aftributes. maintained for it by the iAPX 186,
which characterize its status. These attributes are: )

its containing job

its register context

its priority (0-255)

its execution state (asleep. suspended, ready. running. asleep suspended)

its suspension depth

its user-selected exception handier

its option 8087 exter:ded task state

Segment

Segments are the units of memory allocation. A segment s a physically contiguous sequence
of 16-Byte, 8086 paragraph-length. units. Segments are created dynamically from the free
memory space of a Job as one of s Tasks requests memory for its use. A segment s deleted
when it is no longer needed. The IAPX 186 maintains and manages free memory in an orderly
fashion, it obtains memory space from the pool assigned to the containing job of the requesting
task and returns the space to the job memory pool (or the parent job pool) when it is no longer
needed. It does not aliocate memory to create a segment if suthcient free memory is not
available to it; in that case it returns an error exception code.

Mailbox

Mailboxes are the means for intertask communication. Mailboxes are used by tasks to send
and receive message segments. The iAPX 186 creates and manages two queues for each
mailbox. One of these gueues contains message segments sent to the mailbox but not yet
received by any task. The other mailbox queue consists of tasks that are waiting to receive
messages. The IAPX 186 assures that waiting tasks receive messages as soon as messages
are available. Thus at any moment one or possibly both of two mailbox queues will be empty.

Region

Regions are the means of serialization and mutual exclusion. Regions are familiar as “critical
code regions.” The iAPX 186 region data type consists of a queue of tasks. Each task waits to
execute in mutually exclusive code or to access a shared data region, for example to update a
file record.

Tokens

The OSP interface makes use of a 16-bit TOKEN data type to identify indwidual OSF data
structures. Each of these (each instance) has its own unique TOKEN. When a primitive 15
called, it is passed the TOKENSs of the data structures on which it will operate.

Table 3

- System Data Types Used in 80130 Operating
System Firmware
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be wused to interface a DES encryption/decrytion device and
provide the iSBC 186/51 communicating processor with the
cryptographic data protection services specified in ANSI
X3T1-85-50 implemented within the IS0 8073 Class 4 Transport
Layer. The 1SBX bus and the design of the DES data
encryption device will be addressed in later sections.

The I/0 is under full control of the on-board CPU and
the DES data encryption/decryption device is protected from
access by other MULTIBUS system masters.

Dual-Port RAM

The dual-port RAM memory is the communication 1link
between the iAPX 186, the Ethernet controller 82586, and
off-board host processor of the MULTIBUS bus master which
manages the system functions of the CIU. The dual-port RAM
allows a common block of memory to be accessed by the on-
board iAPX 186 CPU, the Ethernet controller 82586, and off-
board host processor. The system program can use the shared
dual-port RAM to pass command and status information between
the host and the on-board CPU.

The dual-port RAM permits blocks of data to be stored
by shared access among different processor boards, which
minimizing the need for a dedicated memory board. This
feature minimizes the necessity for the on board iAPX 186 to
access MULTIBUS while acquiring shared information from the
host processor. This has a direct positive effect on the

system performance, serving to eliminate bus contention.
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MULTIBUS

The MULTIBUS system bus is Intel's industry standard
microcomputer bus structure. Both 8 and 16-bit single board
computers are supported on the MULTIBUS structure.

The isBC 186/51 board provides full MULTIBUS
arbitration control logic. This control logic allows up to
three 1iSBC 186/51 communicating single board computers or
other bus master, including iSBC 80 family MULTIBUS
compatible 8-bit single board computers to share the system
bus using the serial (daisy chain) priority scheme. 1In
addition to the multiprocessing configurations made possible
with multimaster capability, it also provides a efficient

mechanism for DMA data transfer.

Functionality Description

82586 /CPU Interaction

The 82586 is a LAN communication controller
designed to relieve the 1iAPX 186 of many of the tasks
associated with controlling a LAN. The 82586 provides the
functions associated with the Data Link and Physical Layers
of a Local Area Network architecture. It performs framing,
addressing, error detection, and link management functions.

Communication between the 82586 and the on-board iAPX
186 CPU is carried out via shared memory. To the user, the
82586 appears as two independent but communicating units:

The Command Unit (CU) and the Receive Unit (RU). The CU
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executes the commands given by the iAPX 186 to the 82586.
The RU handles all activities related to packet receiption,
address recognition, CRC checking etc. The two units are
controlled and monitored via a shared memeory structure
called System Control Block (SCB). Structure of the SCB is
shown at Figure 31.

System Control Block is the communication mail-box
between the 82586 and the on board CPU. Commands for the CU
and RU are placed into the SCB by the iAPX 186. Status
information 1is placed into the SCB by the CU and RU. The
Channel Attention and interrupt lines are used by the 1iAPX
186 and the 82586 to get each other to look into the SCB.

Transmitting Frame

The 82586 executes commands from a Command Block List
in dual-port RAM memory. Commands are fetched and executed
in parallel with the host CPU operations. Transmit command
is used to transmit a message frame onto the network. The
Transmit command block format is shown at Figure 32.

Transmit command contains, the destination address
and type field for the transmitted frame, along with a
pointer to a buffer area in memory containing the data
portion of the frame. It also has a Link Offset field which
points to the address of the next Command.

The data field is contained in a memory data
structure consisting of a Buffer Descriptor (BD) and Data

Buffer (or a 1linked list of Buffer Descriptors and Data
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Buffers) as shown in Figure 33. The BD contains an Actual
Count field which specifies the length of the Data Buffer, a
Link field which points to the next BD on the 1list if
available, and a 24-bit address field which points to the
Data Buffer itself. The chained multiple Data Buffer
structure is shown at Figure 33.

The 82586 automatically generates the preamble and
start frame delimiter, fetches the destination address and
type field from the Transmit command , inserts its own
unique address as source address, fetches the data field
from the Data Buffer pointed to by the Transmit command,
and computes and appends the CRC at the end of the frame.

In the event of collision, the 82586 manages the
entire jam, random wait and retries the process. Multiple
frames can be send by linking the appropriate number of
Transmit commands together.

Receiving Frame

To minimize CPU overhead, 82586 1is designed to
receive frames without CPU supervision. The iAPX 186 CPU
first sets aside an adequate amount of receive buffer space
and then -enables the 82586's Receive Unit. Once it is
enabled, the RU listens for any of the incoming frames and
it automatically stores in the Receive Frame area (RFA).
The RFA consists of a Receive Descriptor List (RDL) and a
list of free buffers called the Free Buffer List (FBL) as

shown in figure 34.
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The individual Receive Frame Descriptors (RFD) That
makes up the RDL are used by the 82586 to store the
destination and source addresses, type field, receive frame
status, next available RFD address and its own Buffer
Descriptor address. (Figure 34)

The operation is as follow: the 82586, once enabled,
checks each passing frame for an address match. The 82586
recognizes its own address, and if a match occurs, it stores
the destination and source address and type field of that
frame into the next available Receive Frame Descriptor. It
then begins to f£ill the next free Data Buffer on FBL (which
is pointed to by the current RFD) with the data portion of
the same frame. As one Data Buffer is filled, the 82586
automatically fetches the next DB on the FBL until the
entire frame is received.

Once the entire frame is received without error, the

82586 will perform the following tasks :

- Updates the Actual Count field of the last Buffer
Descriptor used to hold the frame just received
with the number of bytes stored in its associated
Data Buffer.

- Write the address of the next free Buffer
Descriptor into the next free Receive Frame
Descriptor.

- Post a 'Frame Received' status bit in the SCB.

- Interrupts the CPU.
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In the event of frame error, such as a CRC error, the
82586 automatically reclaims any data buffers containing the
bad frame. As 1long as Receive Frame Descriptors and data
buffers are available, the 82586 will continue to receive
frames without further CPU help.

The management of the shared memory data structure
between iAPX 186 and 82586, generating Channel Attention and
interrupt handing, etc. are all contained within a software
routine controlling the 82586 termed 82586 handler or Data
Link Driver. More discussion of the 82586 handler will be

addressed in a later section.

iSBX Bus

Two 8/16 bit iSBX bus connectors are provided for the
isBC 186/51 single board communicating computer to
facilitate the iSBC 186/51 with an on-board 1I/0 expansion
capability. The 1iSBX bus is derived directly from the on-
board CPU bus and through this interface, additional 1I/0
functions can be provided. The peripheral chips and
necessary interface logic which support the additional 1I/0
functions to its base board are resided on a small,
specialized, 1I/0 mapped board which can be plugged into the
iSBX bus connector. This specialized I/0 mapped board is
called iSBX Multimodule board.

The iSBX Multimodule board connects to the iSBX bus

connector and converts the iSBX bus signals to a defined I/0
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interface. The physical interface between the base board
and the iSBX Multimodule board is a unique connector
designed specifically for the iSBX bus. As shown in Figure
35, the iSBX bus is brought out to a female iSBX bus
connector on the base board computer and mates with its male
equivalent resident on the iSBX Multimodule board.

Hence, plugging an iSBX Multimodule board that
performs data encryption/decryption operations onto the iSBX
bus connector of the iSBC 186/51 can provide this single
board commmunicating computer with data enciphering
capability. This specialized, I1/0 mapped board that
performs data encryption and decryption operations is called
iSBX Data Encryption Multimodule board.

The iSBX bus is derived directly from the on-board
CPU bus and thus, an iSBX Data Encryption Multimodule board
plugs into iSBX bus will become an integral part of the base
board computer. This iSBX Data Encryption Multimodule board
concept offers the iSBC 186/51 with a low cost incremental
on-board data encryption/decryption functional expansion.
Moreover, this iSBX Data Encryption Multimodule board can be
used by different base boards for different applications,
such as providing a disk controller with data
encryption/decryption capability.

This section primarily addresses the 1iSBX bus
specifications, the design of the iSBX Data Encryption

Multimodule board will be addressed at a later section.
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Functional Classes Description
The 1iSBX bus interface can be grouped into six

functional classes :

Control Lines

- Address and Chip Select Lines

- Data Lines

- Interrupt Lines

-~ Option Lines

- Power Lines

Since these six functional classes are not all used

by the iSBX Data Encryption Multimodule borad design, only
the functional classes that are related to the Encryption
Multimodule board will be addressed.

Control Lines

The Control Lines which are related to the design of
the Data Encryption Multimodule board are:
Commands :
- /IORD ( I/0 Read )
- /IOWRT ( I/0 Write )
System Control :
- /MWAIT ( Wait Signal for Base Board )
- /MPST ( iSBX Multimodule Board Present )
The command lines are active low signals which
provide the communication links between the base board CPU
and iSBX Multimodule board. An active command line,

conditioned by chip select, indicates to iSBX Multimodule
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board that the address lines are valid and iSBX Multimodule
board should perform the specified read or write operation.

The system control lines, /MWAIT and /MPST, are
output signals from iSBX Multimodule board which are used to
control the state of base board CPU. /MWAIT will put the CPU
on base board into wait state thus providing additional time
for iSBX Multimodule board logic to perform the requested
operation. The iSBX Multimodule board Present (/MPST) is an
active 1low signal which informs the base board 1/0 decode
logic that an iSBX Multimodule board has been installed.

Address and Chip Select Lines

The base board decodes I/0 addresses and generates
the chip selects for the iSBX Multimodule board. The base
board decodes all but the lower order three address bits in
generating the 1iSBX Multimodule board chip selects. The
address and chip select lines are made up of two groups of
signals :

Address Lines : MAO-MA2
Multimodule Chip Select Lines : /MCS(0,/MCS1

The address lines, MAO-MA2, are positive true input
lines to iSBX Multimodule board and are generally the least
three significant bits of the I/0 address. In conjunction
with the command and chip select lines, they establish the
1/0 port address being acessed.

Chip selct lines, MCS0 and MCS1, are input lines to

iSBX Multimodule board which are the result of the base
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board 1/0 decode logic. /MCSs are active low signals which
condition the I/0 command signals and thus enable
communication with iSBX Multimodule board.

The chip select lines on the 16-bit base board will
optionally have two definitions, an 8-bit mode and a 16-bit
mode, these options will be user-defined depending on the
functions of iSBX Mutimodule board that is to be interfaced
with. The 8-bit mode, which is the intended operating mode
for the iSBX Data Encryption Multimodule board, is used when
an B8-bit iSBX Multimodule board is to be interfaced with a
16-bit base board. The 16-bit base board uses its lower data
byte (DATO0-DAT7) to communicate with the iSBX Multimodule
board. The upper data byte is not used.

Data Lines (MD0-MD7 or MDO-MDF)

Depending on the functions of iSBX Multimodule board,
either eight (MD0-MD7) or sixteen (MDO-MDF) bidirectional
data lines are used to transmit or ;eceive information to or
from the iSBX Multimodule bus. The 8-bits Data Encryption
Multimodule Board uses MD0-MD7 as the data lines.

Power Lines

All Dbase board will provide +5 V, +12 V and GND as
the power 1lines to 1iSBX Multimodule board. The iSBX
Data Encryption Multimodule board takes power from the iSBC

186/51 base board and uses +5 V and GND as its power lines.
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Data Ciphering Processor AMD 9568

The Federal Information Processing Standards
Publication (FIPS PUB 46) specifies that for maximum
security the DES alogoritm be implemented in hardware rather
than software. Hence, the heart of the iSBX Data Encryption
Multimodule board is a VLSI Data Ciphering Processor (DCP),
Advanced Micro Device Am 9568, Am 9568 was certified by the
National Bureau of Standards in February 1984 and it
features three DES encryption and decryption modes of
operations: Electronic Code Book (ECB), Cipher Block
Chaining (CBC) and Cipher Feedback mode (CFB).

Am 9568 is operating under a 4-MHz clock and has a
host CPU interface which is optimized for the iAPX
microprocessor family. It 1is the fastest of all the
commercially available data encryption/decryption VLSI
devices, the data ciphering throughput can be up to 1.5

MByte/sec.

System Configurations
Figure 36 shows the DCP block diagram. It can be
operated for use in a large variety of environments. Usually

the DCP will be interfaced and controlled by a standard

microprocessor with a multiplexed address/data bus. This

operating mode is called the multiplexed control mode.
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The simplest configuration of Am 9568 is a single
port configuration of the Multiplex Control mode. Under
this configuration, all commands and data transferred
between the CPU and DCP are passed through the Master
Port. Figure 37 depicts the single port configuration of
Multiplex Control mode. The keys fér data encryption or
decryption are entered through either the Master Port or
Auxiliary Port. However, the master key can only be entered
through the Auxiliary Port. The Auxiliary Port is a separate
port for master key input only, which enhances the system
security by separating the data path and the key path.

The dual port configuration is depicted at Figure
38. The text flows through the DCP devices. The CPU provides
the original text through the Master Port, while the
peripheral device removes the encrypted or decrypted text
from the Slave Port. The internal operation of DCP is
highly pipelined. This pipelining yields data ciphering
rates between 10.6 and 14.2 M bits/sec.

The DCP can also be programmed to provide a special
microprogrammed interface through the Auxiliary Port. This
mode is called the Direct Control mode. The Direct Control
mode configuration is shown in Figure 39.

The DCP of the iSBX Data Encryption Multimodule board
is designed to be operated under the single port
configuration of Multiplexed Control mode, thus the

functional descriptions of the dual port configuration of
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Multiplexed Control mode and the Direct Control mode will

not be addressed in the thesis.

Functional Description and Internal Architecture

The heart of the DCP is the DES algorithm unit that
encrypts or decrypts 64-bit blocks of plain or ciphertext
using a 56-bit key. As shown in Figure 36, the DCP can hold
three keys simultaneously: a master key, an encryption key
and a decryption key for data encryption and decryption
operation.

The DCP has two 64-bit data registers that are used
as the Input and Output Register. When the DCP is operated
under the single port configuration of Multiplexed Control
mode, all the plaintext or ciphertext data transferred
between Input or Output register and the Master Port are
through the 8-bit Master Port bus.

The 8-bit Master and Auxiliary Ports handle the 64-
bit blocks of data one byte at a time. Each block of 64-bit
plaintext or ciphertext data is stobed into the Input
Register through the Master Port by eight data strobes with
the most significant byte first. The result ciphertext or
plaintext data block will be read out from the 64-bit
Output Register through the Master port one byte at a time

with the most significant byte first.
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Master Port

As shown at Figure 36, the Mode, Command, and
Status Register can be accessed only through the Master
Port. The Master Port is an 8-bit wide (MPO- MP7)
bidirectional port. Its operation is associated with four
control lines namely;
- /MCS Master Port Chip Select

- MALE Master Port Address Latch Enable

/MRD Master Port Read

/MWR Master Port Write

Auxiliary Port

This port is also 8-bit wide and can be used only for
the master key input. The status of this port is reflected
by the Auxiliary Port Flag (/AFLG). It becomes active
whenever master key data can be entered. The rising edge of
the control signal, Auxiliary Port Strobe (/ASTB), strobes
in the master key data one byte at a time. /ASTB is ignored
unless /AFLG and C/K are both low.

The master key, which is used to decrypt the encrypted
session keys from the KDC on network, can only be loaded
through the Auxiliary Port. To guarantee the system
security, once the master Kkey has been loaded into the
Master Key Register within the DCP, it cannot be read out.
The success of loading the master key into the DCP is
verified by examining the parity bit contained in the Status

Register with odd parity.
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Registers

In Multiplexed Control mode, five internal registers

can be directly accessed :

- Command Register ( write only )
- Status Register ( read only )
- Mode Register ( read/write )
- Input Register ( write only )
- OQutput Register ( read only )

To gain access to any of these registers in
multiplexed Control mode, the following sequence need to be

executed

Provide /MCS and the register address

~ Provide address strobe

- Read or write the addressed register by issuing a
read or write strobe.

Command Register

Data written into the 8-bit, write only, Command
register through the Master Port 1is 1interpreted as an
instruction. The commands and their hexadecimal
representations are summarized in Table 5.

Status Register

The 8-bit, read-only, Status Register indicates the
status of the internal DCP operation. Refer to Figure 40 for
the bit assignment of Status Register.

The parity bit (PAR) reflects the parity of the most

recently entered key byte. All the key byte are set to have




Hex

Code Command
90 Load Clear M Key through Auxiliary Port
91 Load Clear E Key through Auxiliary Port
92 Load Clear D Key through Auxiliary Port
" Load Clear E Key through Master Port
12 Load Clear D Key through Master Port
B1 Load Encrypted E Key through Auxiliary Port
B2 Load Encrypted D Key through Auxiliary Port
31 Load Encrypted E Key through Master Port
32 Loac Encrypted D Key through Master Port
85 Load Ciear IVE through Master Port
84 Load Clear VD through Master Port

AS Load Encrypted IVE through Master Port
A4 Load Encrypted IVD through Master Port
8D Read Clear IVE through Master Port

8C Read Ciear VD through Master Port
AS Read Encrypted IVE through Master Port
AB Read Encrypted tVD through Master Pont
39 Encrypt with Master Key
41 Start Encryption
40 Start Decryption
co Stant
EO Stop
00 Software Reset

Table 5 - Command Codes in Multiplex Control

Mode
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S7 | Se¢ | Ss | Sa | S3 | S2 | S1 | So
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: L MASTER PORT FLAG

0=INACTIVE
1=ACTIVE

SLAVE PORT FLAG
0=INACTIVE
1=ACTIVE

AUXILIARY PORT FLAG
0=INACTIVE
1=ACTIVE

PARITY (PAR)
0=00D PARITY
1=EVEN PARITY

LPAR
0=ALL BYTES HAD
ODD PARITY
1=0NE OR MORE BYTE
HAD EVEN PARITY

BUSY
0=NOT BuSY
1=BUSY

COMMAND PENDING
0=INACTIVE
1=ACTIVE

START/STOP
0=STOP ENTERED
1=START ENTERED

Figure 40 - Status Register Bit Assignment
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odd parity. If this byte had even parity, the parity bit is
set to signal a key data parity error.

The second parity bit (LPAR) stores the parity error.
It is set if any one of the key bytes had even parity since
the last Reset or Load Key command.

The Busy bit will be "1" whenever the ciphering
algorithm unit is actively encrypting or decrypting data and
will remain "1", even after ciphering is complete, if the
ciphered data has not transfered to the Output Register.

The Command Pending bit will be set to "1" by a
command that requires the transfer of data to or from a non-
addressable internal register. Thus, the Command Pending bit
will be set following all commands except the three Start
commands, the Stop command and the Software Reset command.

The Start/Stop bit is set to "1" when one of the
Start commands is entered, and is reset to "0" whenever a

reset occurs or a command other than a Start is entered.

Mode Register

Bit assignments of this 5 bits read/write register
are shown in Figure 41. The Cipher Type bits (M1,M0)
indicate to the DCP which encryption mode shall be in
operation.

Port Configuration bits (M3,M2) indicates which data
ports are associated with the Input and Output Register and
flags. When these bits are set to the single port, Master

Port only configuration (M3,M2 = 10B ) the Slave Port is
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' (VI TP V]

M4

Ma

RESERVED

M2 | M1 § Mo
L CIPHER TYPE
00= ELECTRONIC CODE BOOK
(DEFAULT)

01=CIPHER FEEDBACK
10=CIPHER BLOCK CHAIN
11=RESERVED

PORT CONFIGURATION
00=DUAL PORT, MASTER ENCRYPTED,
SLAVE CLEAR
01=DUAL PORT, MASTER CLEAR,
SLAVE ENCRYPTED (DEFAULT)
10=SINGLE PORT, MASTER ONLY
11=RESERVED

ENCRYPT/DECRYPT
1=ENCRYPT
0=DECRYPT

Figure 41 - Mode Register Bit Assignment
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disable and no manipulation of Slave Port Chip Select (/SCS)
or Data Strobe (/SDS) can result in data movement through
the Slave Port; all data transfers are accomplished through
the Master Port. However, both the /MFLG and /SLFG are used
in this configuration; /MSFG is used to reflect the status
of the Input Register and /SLFG is used for the status of
the Output Register.

The Encrypt/Decrypt bit (M4) instructs the DCP
algorithm to encrypt or decrypt the data from the Input
Register using the ciphering mode which is specified by the
Cipher Type bits within the Mode Register.

Input Register

The 64-bit, write-only, Input Register is organized
as eight bytes of push~down storage. /MFLG gives the status
of this register. It is considered empty when the data
stored in it has been or is being processed.

Qutput Register

The 64-bit, read-only, Output Register is organized
as eight bytes of pop-up storage. /SFLG gives the status of
this register. It is considered empty when all the data
stored in it has been read out. It is considered full if it
contains one or more bytes of output data.

The following registers cannot be addressed directly
but are loaded or read in response to command that written
to the Command Register.

- Master Key Register ( write-only )
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- Encryption Key Register ( write-only )
- Decryption Key Register ( write-only )
- Initial Vector for Encryption ( read/write )
- Initial Vector for Decryption ( read/write )

Master Key Register

The 56=-bit Master Key Register may be loaded only
with c¢lear master key data through the Auxiliary Port.
Since this register is not readable, the correctness of
entering the master key can only be verified by examining
the PAR or LPAR bit of Status Register.

Encryption and Decryption Key Registers

The 56-bit encryption or decryption key may be loaded
through the Master Port or Auxiliary Port. It may be entered
either in clear or in encrypted form. If the key is loaded
in encrypted form, it is routed to the Input Register first.
It will be decrypted by using the ECB mode operation under
the current master key held by the DCP, then the resulting
56-bit clear key value will be transferred to the target key
register as the command requested.

Initial Vector Registers

Initial Vector Encryption (IVE) and 1Initial Vector
Decryption (IVD), store the initial vectors for data
encryption and decryption of CBC mode of operations. Both
registers may be loaded through the Master Port in either
clear or encrypted form. When the IV is entered through the

Master Port in encrypted form, the 1V is decrypted by using
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the decryption key which is held at the Decryption Key
Register. The 1IVE holds the initial vector for data
encryption operation and the IVD holds the initial vector
for data decryption operation.

The issues of the interface design and programming
control of the Data Ciphering Processor Am 9568 will be

addressed in the following two sections.

iSBX Data Encryption Multimodule Board Design

This section will primarily address the hardware
design of the iSBX Data Encryption Multimodule Board. The
isBX Data Encryption Multimodule Board plugs directly into
the iSBC 186/51 single board communicating computer and
provide the required data encryption/decryption and key
management functions to the iSBC 186/51. Moreover, the iSBX
Data Encryption Multimodule board can be plugged into any
MULTIBUS board with an iSBX bus connector for various
applications need.

The iSBX Data Encryption Multimodule borad is closely
coupled to its base board CPU through the iSBX bus, and as
such, provides the maximum performance of data encryption
and decryption operations to the base processor board. The
interface design of the Multimodule board is centered around

a PAL device which adapts the asynchronous iSBX bus to the
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synchronous bus requirements of the Data ' Ciphering

Processor, Am 9568.

Functional Description

Figure 42 shows the circuit diagram of the iSBX Data
Encryption Multimodule board. The Master Port of the DCP,
MP0-MP7, 1is interfaced to the 1iSBX data bus, MD0-MD7,
through 74LS245 bus transceiver. The DCP, Am 9568, is
operated under the multiplexd address/data bus. Under
software control two types of bus cycles are generated, the
address latch cycle and the data transfer cycle.

The address latch cycle begins by an output operation
of the CPU on base board to an even I/0 address which select

the iSBX board. The internal Am 9568 register to be chosen
is through MP1 and MP2 carrying the register address
information on Master Port data bus. The generation of MALE

signal 1is used to latch the level of /MCS and MP1,MP2 to
select one of the five registers in Am 9568.

The data transfer cycle is started by an I/0 read or
write operation to an odd address. The transfer is made
through the iSBX bus between the base board CPU and the

internal DCP register selected in the address latch cycle.

The data transfer cycle transfers data one byte at a time.
The multiplexed mode of interface design allows a
faster ciphering speed and needs less interface logic. The

whole interface 1logic fits into one PAL device (PAL16R6).
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The disadvantage of this approach is the software overhead
of selecting the internal DCP register. However, since the

target register is latched by the address latch cycle at the

beginning of the session, the data transfer session itself
has no address latch overhead.

The interface timing controller, a PAL device, is

programmed to generate address and data strobes (MALE, /MRD,

/MWR) for Am 9568, a wait signal (/WMAIT) for the base board
CpPU, and /CLR, CLK1l to control the master key loading logic.
Detailed discussion of the PAL device design will be
addressed later.

The Auxiliary Port is a dedicated path for inputing
the master key. It enhances the security of the system by
preventing the CPU on base board from accessing the key. The
master key is loaded from a small bipolar PROM. The key is
eight bytes in length and is read into the Auxiliary Port
through eight cycles, each cycle enters one key byte to DCP.

The ciphering throughput of this interface design is
limited by the iSBX bus byte transfer capability. For the
single-port configuration of Am 9568, the maximum throughput

is about 200K Bytes/sec.

The PAL Device Design
The interface timing circuit, PAL16R6, adapts the
asynchronous iSBX bus into the synchronous requirements of

the Am 9568. It has eight inputs and eight outputs. Among
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the eight outputs, two are combinational, six are
registered.

Five inputs of PAL16R6 are used for iSBX bus
interface which are /MCS0O, /MCS1, /IOWRT, /IORD and MAO.
Another input to the PAL is CLK which provides 4 MHz clock
for the internal D-type output flip-flops ( registered
outputs ) within PAL. The PAL is programmed to have seven
outputs which are MALE, /MRD, /MWR, /MWAIT, /Q, CLKl and
/CLR. Among these seven outputs, three outputs are used for
controlling the Am 9568 (MALE, /MRD and /MWR), one wait
signal, /MWAIT, is used for controlling the base board CPU
and two outputs are used for controlling the master key
loading logic (/CLR and CLK1l). One output signal, /Q, is
programmed as the output of an internal feedback register.
The /Q output is fed back into the PAL array as an input
term, the corresponding output, Q (pin-15 of PAL16R6), 1is
not used.

The wait signal for the base board CPU, /MWAIT, |is
the only combinational output of PAL16R6. The other outputs
MALE, /MRD, /MWR, /Q, CLKl1 and /CLR are all registered
outputs. These registered outputs are synchronous to the
falling edge of the clock input (CLK).

The PAL device design specification is given at
Table 6. The description of the logic function for each

output will be given at the next section.
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PAL16R6 PAL DESIGN SPECIFICATION
GERALD C. HSU 04/6/86

iSBX BUS TO AM 9568 INTERFACE DEVICE

UNIVERSITY OF ARIZONA

CLK NC /MCSO0 /MCS1 /IORD /IOWRT MAO NC NC GND
/OE /MWAIT /CLR CLK1 /MWR /MRD MALE /Q NC vVCC
MWAIT := MCSO*/MCS1*/Q
0 t= MCSO*/MCS1*/MAQ*IOWRT*MALE*/Q + ;3 ADCRESS LATCH
MACO*/MCS1*MAO*IOWRT*MWR*/Q + : WRITE DATA
MCSO*/MCS1*MAQ*IORD*MRD*/Q + ; RZ2D DATA
MCSO*/MCS1*Q
/MALE := /MCSO+MCS1+MAO+/IOWRT+MALE+Q
MWR 1= MCSO*/MCS1*MAO*IQOWRT*/MWR*/Q
MRD := MCSO0*/MCS1*MAO*IORD
/CLK1 := /MCSO*MCS1*MAO*IOWRT
CLR 1= /MCSO*MCS1*/MAO*IOWRT
FUNCTION TABLE
CLK /MCSO /MCS1 /IORD /IOWRT MAO
MALE /MRD /MWR /MWAIT /Q CLK1 /CLR
: / /
; /! /7 /1 M
H M M I O M / / W c /
; C C C O W M A M M A L C
; L S S R R A L R W I / K L
;s K 01 DT O E D R T Q 1 R CONMMENT
:
C HL H L L L H H H E H L ; RESET 74LS161
C H L H H L L H H H H H H
C H L H L H L H H H H L H ; CLOCK COUNTER
C H'L H H H L H H H H H H
;
C H H H H L L H H H H H H : ADDRESS LATCH
H L H H H L L H H L H H H
C L H H L L H H H L H H K
C L H H L L L H H H L H E
C L HH L L L H H H L H H
C H HH H L L H H H H H E

Table 6 - PAL16R6 Design Specification
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: / /
; / /7 1 M
H M M I O M / / W C
; C C C O W M A M M A L C
; L S S R R A L R W I / K L
: K 01 D T O E D R T QO 1 R COMMENT
C L H H L H L H L L H H H ; DATA WRITE
C L H K L H L H H H L H H
C L H H L H L. H H H L H H
C H H H H H L H H H H H H
C L H L H H L L H L H H H ; DATA READ
C L H L H H L L H H L H H
C L H L H H L L H H L H H
C H H H H H L H H H H H H
DESCRIPTION:

GENERATION OF ALL NECESSARY BUS CONTROL SIGNALS TO INTERFACE
THE AM 9568 TO iSBX BUS.

INPUT:

CLK 4 MHZ CLOCK FOR AM 9568
/MCS0 AM 9568 CHIP SELECT

MAO = LOW ADDRESS LATCH CYCLE

MAQO = HIGH DATA WRITE AND READ CYCLE
/MCS1 KEY COUNTER (74LS161) SELECT

MAO = LOW RESET 74LS161

MAQ = HIGH COUNTER STROBE (CLK1)
/IORD I/0 READ
/IOWRT I/0 WRITE
MAO ADDRESS LINE 0

OUTPUTS:

/MWAIT WAIT SIGNAL TO CPU, TO EXPAND 1/0 DATA TRANSFER CYCLE
/MRD DCP MASTER PORT READ

/MWR DCP MASTER PORT WRITE

MALE DCP MASTER PORT ADDRESS LATCH ENABLE

CLK1 CLOCK PULSE FOR THE KEY ADDRESS COUNTER 74LS161

/CLR RESET KEY ADDRESS COUNTER 74LS161

Table 6 » Continued
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Operational Description
This section will primary describe the four major
operations' procedures of the Data Encryption Multimodule
board. These four operations are: (1) master key loading
cycle (2) address latch cycle (3) data write cycle and (4)
data read cycle.

Master Key Loading Cycle

The DCP has three keys stored in the chip: one key
for encryption, one key for decryption, and a master key.
The master key loading cycle is uéed for loading the master
key through the Auxiliary Port. The master key is stored in
a 32 * 8-bit PROM device. The keys are transferred in
eight cycles, one byte at a time. Note that the lease
significant bit of each byte is a parity bit and used only
for error detection purpose.

The master key loading cycle begins with the base

board CPU executes an 1/0 write operation to an even address

and generates /IOWRT, /MCS1 and /CLR (refer to the CLR

equation in Table 6) signals. The active /CLR signal
resets the 74LS161 4-bit up counter with outputs A to D low.
The first master key byte is addressed (A0,Al,A2 of the PROM
device are all equal zeros), ripple carry output /RCO is
inactive high. Figure 43 illustrates the timing diagram of
the master key loading cycle.

The base board CPU then executes an I/0 write

operation to an odd address and generates /IOWR, /MCS1 and
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CLK1l (refer +to the /CLK1l equation) signals. The CLK1 is
used as the clock input for the 74LS161 up counter.

The first pulse of the clock input CLK1 produces a
rising edge of /ASTB to strobe in the first key byte. The

rising edge of /ASTB is synchronous to the clock of Am 9568
to satisfy timing parameter 62 (0 to 50 ns) that specified
in the Appendix A.

The second pulse of CLK1l increments the 74LS161 and
also the address of the PROM device. Hence, the second byte
of the master key is selected. The software controlled
delay time between /CLR and CLKl1l or between two CLKls shall
satisfy the required data hold time (minimum time that the
valid key data shall be provided on Auxiliary Port bus for
Auxiliary Port to strobe in the data) of 80 ns.

A sequence of 15 pulses on CLK1l transfers all 8 bytes
of the master key into the DCP. After the 15th pulse RCO
becomes active and disable further key strobe (/ASTB).

Address Latch Cycle

Address latch cycle is started by an output operation
of the base board CPU to an even I/0 address and generates
an /MCS0O signal. The purpose of address latch cycle is to
provide an address strobe, MALE (Master Port Address Latch
Enable), to latch the 1level of /MCS (Master Port Chip
Select) and two internal register address (MP1,MP2) into one
of the five internal registers within DCP and the addressed

register will be used as the target register that transfers
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data from or to the base board CPU at data write or read
cycle.

Since the MALE is an register output, it is set at
the first falling edge of CLK when /IOWRT, /MCSO (chip
select line) are active, MAQO is low (even port address) and
/MCS1 is inactive (refer to the MALE equation). MALE is
reset by the internal feedback register /Q of the PAL device
(refer to the Q and MALE equations ). The trailing edge of
MALE latches the state of Master Port Chip Select (/MCS) and
the internal register address on MPl and MP2,

The timing diagram of a address latch cycle is shown
at Figure 44. 1If the iSBX bus is operating under the full
speed 1I/0 write cycle without any WAIT state, the maximum
duration of time that the valid data presented on the. iSBX
bus after the /IOWRT is asserted is 250 ns. However, the
duration between the base board CPU asserts the /IOWRT and
the falling edge of MALE (the moment the DCP latches the MP1
and MP2) exceeds 250 ns. ‘Hence, the /MWAIT signal is
generated to put the base board CPU into WAIT state and to
extend the duration of the valid data on the iSBX bus.

/MWAIT signal is activated when /MCSO is active and
put the base board CPU into WAIT state until the register
address 1is latched on the falling edge of MALE (refer to
/MWAIT logic equation). The use of /MWAIT signal by the
Multimodule board to remove the readiness from the base

board CPU and prolong the period that a valid data presented
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Figure 44 - Timing Diagram of Address Latch Cycle
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on the 1iSBX bus during I/0 write operation is called the
extended I/0 write operation of iSBX bus. Figure 45 shows
the iSBX 1/0 read and write timing.

pData Write Cycle

The base board CPU can start writing commands, data
or keys to the internal DCP register after the specific
register has been addressed and selected at the address
latch cycle. Data is latched at the rising edge of Master
Port Write signal (/MWR).

Data write cycle is started when the base board CPU
executes an output operation to an odd address and generates
/MCS0 and /IOWRT signals. The data transfer is made to the
addressed register selected in the address latch cycle.

The 1logic equation for generating /MWR is similar to
that of MALE (refer to the /MWR equation). The difference
is that the MAO shall be high in order to activate a /MWR
output. Besides, /MWR is a active low output whereas MALE
is active high.

/MWR 1is generated at the first falling edge of CLK,
when both /MCS1, /IOWRT are active and MAO is high (even
address). The next falling edge of CLK inactive the /MWR by
setting the internal PAL register Q which inhibits /MWR from
being active again (refer to the equations of /MWR and Q).
The pulse width of /MWR is one clock cycle (250 ns).

The /MWAIT signal is generated by the same reason as

in the address latch cycle to extend the iSBX bus I/0 write
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cycle. Figure 46 illustrates the data write cycle of the
iSBX Data Encryption Multimodule board.

Data Read Cycle

The data read cycle is initiated when the base board
CPU executes an input operation to an odd address and
generates /MCS0 and /IORD signals to the PAL device. /MRD
is generated at the first falling edge of CLK when /MCSO,
/IORD are active, MAO is high and /MCSl1 is inactive (refer
to /MRD logic equation). The base board CPU then can read
the addressed internal register that was selected at address
latch cycle until /MRD becomes inactive.

In order to operate under the full speed 1/0 read
operatipn of iSBX bus, the iSBX Multimodule board must
provide the valid data from the addressed 1I/0 port in less
than 250 ns for the base board CPU to read in the data.
However, the Am 9568 specifies that the minimum time between
an active /MRD and the valid data presented on the Master
Port data bus is 200 ns. Hence, again the /MWAIT is
generated here to guarantée a minimum of one clock access
time to the DCP register for the base board CPU (250 ns at
4-MHz DCP clock).

/MCS0 causes /MWAIT to be asserted low in order to
extend the iSBX bus I/0 read cycle. /MWAIT becomes inactive
at the first falling edge of clock after /MRD becomes
active. The CPU then removes the /IORD, address and chip

select as shown in timing diagram of Figure 47. The base
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board CPU can latch the iSBX data bus anytime between /MWAIT
and /IORD becoming inactive. /MRD becomes inactive at the
first falling edge of clock after /IORD becomes inactive.
The data on the Master Port bus is valid until /MRD changes
to high.

The 1iSBX bus timing specifies that the data bus has
to be floating within 150 ns after /MCS inactive. To
satisfy this requirement and to prevent the base board's CPU
data bus contention in the end of data read cycle, two NOR
gates, 74LS02, combine IOWRT, /MRD and /MCSO0 to disable the
output of data bus transceiver, 74LS245, and disconnect the
DCP data bus from the iSBX data bus when both the /IOWRT and

/MRD are inactive.

Interface Program Design of
Data Encryption Multimodule Board

This section addresses the interface program design
of the iSBX Data Encryption Multimodule board. Three 80186
Assembly Language interface programs are given to help
describing the operatonal procedures of the multiplexed
address/data bus of the Am 9568. These three programs are
(1) loading the master key into DCP, (2) loading the session
key into DCP (3) encrypting 128 bytes of TS-user data under
CBC mode of encryption.

The software flow chats of obtaining the security

related parameters, DEK, IDAK, RDAK and SV of the
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cryptographic data protection services of TP-4 are also
given in this section.

The iSBX bus on iSBC 186/51 , has to be configurated
under the 8-bit mode of operation when interfacing with the
8-bit 1iSBX Data Encryption Multimodule board. If the base
board has been configurated for byte mode with the Module-2
addresses from 90H to 9FH, Table 7 illustrates the 1I/0
addressing of iSBX Data Encryption Multimodule board.

After power up of the 1iSBX Data Encryption
Multimodule board, the Am 9568 must be reset before its
normal operation can be begun. The Am 9568 can be reset by
either hardware or software. Under some conditions the Am
9568 is reset automatically (e.g., aborting a command).

Am 9568 executes a hardware reset when both /MRD and
/MWR are pulled active low simultaneously for at least one
clock period.

A software reset has the same effect as the hardware
reset, Am 9568 can be reset by software in three different
ways. (1) issue a software Reset command (command code OOH).
(2) 1load the Mode Register. (3) by aborting any command,
i.e., by entering any command before the previous command is
completely executed or terminated.

A reset sets the Mode Register to the default value
of 14 . It selectes the encryption, ECB mode, and dual port

configuration with Master Port handling clear data and Slave




1/0 CHIP
ADDRESS SELECT FUNCTION
X0, X2, X4 DCP MASTER PORT
or X6 ADDRESS LATCH CYCLE
DCP
X1, X3, X5 AM 9568 DCP MASTER PORT
or X7 DATA TRANSFER CYCLE
X8 COUNTER RESET
7415161
COUNTER
X9 COUNTER STROBE

Table 7 - The I/0 Addressing
Multimodule Board

of iSBX Data Encryption
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Port encrypted data. The reserved bits of the Mode Register
are read back as "1is",.

In this particular iSBX Data Encryption Multimodule

board design, the Am 9568 on 1SBX Data Encryption

Multimodule board can not be reset by hardware, it can

only be reset by means of software reset.

Loading the Master Key Into DCP

The program of loading the master key into DCP is
shown in Figure 48. The program begins by first providing
the MALE signal and latches Command Register ‘through an
output operation to an even address of 90H (the first two
instructions). The MP1 and MP2 of Master Port bus carry the
register address information and select the Command Redister
(MP1 = 1, MP2 = 0). After the Command Register 1is
addressed, the command of Load Clear Master Key Through
Auxiliary Port (91H) is written into the Command Register by
the output instruction of OUT DSTROBE,AL.

A following Status Register read should show 44
which indicate a command is entered and has not completed
its execution (Command Pending bit 1is set), and the
Auxiliary Port is ready for the master key to be entered
(Auxiliary Port Flag is set).

The instruction "OUT CRESET,AL" resets 74LS161 4-bit
up counter with its four outputs (A,B,C,D) all clear to

zeros. LOOP2 provides 16 clocks to 74LS161 and consequehtly
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i
H ‘
HR Sasple Progras for Loacing Master Key into O(P ¢
HE * L
1
A
i
ASTROBE EQU 90K
DSTROBE EQU LiL]
CRESET EQU L]
CSTROBE EQU 994
DATA  EQU OCH
COMMAND EQU 024
MODE  EQU 00K
STATUS EQU OH
EXTAN  MXERROR
'
Rov A, COMMARD
ot ASTRCBE , AL + Select the Coasanc Register
ngy AL, 90N
out DSTROBE, AL s Enter the Load Clear Master Key
3 through Aux Port cossand.
LO0P): IN AL,DSTROBE ; Read Status Register
cnp L, n s Aux Port active ?
JKE L00PL s Branch back if the Aux Fort 1s not ready
our CRESET, AL i Dusey output to rese: the key loading lcogic,
L] CI, 18 3 16 clocks needed to sove 8 bytes .
; of Master Key into Aurillary Fort
LODFZ:  OUT CSTROBE, AL + Pravide & clock to 74LS141.
LOOPNZ  LOOP2 ; Do 16 tiaes.
LOUP3: I AL, DSTROBE + Read Status Reqister
AND AL, 40H 3 Mask off all bits except Cossand Pending bit.
INE LOoP? 3 Wait until the Cossand Pending b1t is reset
1] AL, DSTROBE i Reap Status Register,
e AL, 00H + LPAR b1t set (parity error so far) ?
INE MKERKDR 3 Branch to master key error hangling routine.
END

Figure 48 - Program Listing of Loading the Master
Key into DCP
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supplies 8 pulses of /ASTB to stobe in 8 bytes of master key
data.

LOOP3 waits until the entire master key is 1loaded
into the Master Key Register (Command Pending bit is reset),
then the Status Register is read in (IN AL,DSTROBE) to
verify the correctness of entering the key. The Status
Register will contain 00H only if every key byte has odd
parity after stobing the entire master key in. If all the
key bytes do not have odd parity, the LPAR bit in the Status
Register is set and the program will branch to MKERROR for
reporting an error status and taking the necessary recovery

procedure.

Loading the Session Key into DCP

The session key 1s pseudorandomly generated and
distributed by the Key Distribution Center on network to the
intended communicating transport entities. Assumed that the
session key is encrypted under the master key of
communicating transport entity and stored by the transport
entity at the memory location "SESSION" for 8 consecutive
bytes.

The program of loading the session key into DCP 1is
shown in Figure 49. The program begins by first addressing
the Mode Register and load the Mode Register with 18 to.
configurate the DCP into the Master Port only, ECB mode of

encryption configuration. Then the Command Register 1is
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H
LR [}
H Sasple Progras for Loading Session Key intc DCP 1]
HER +
H
i
ASTROGE EQU 9oH
DSTROBE EQU i
DATA  EQU ocr
COMMAND EQU 021
MOCE  EQU 004
STATUE EQU 024
EXTRN  ERROR
1]
nov AL MODE H
ot RSTROBE AL ; Selecting Mode Register,
nov AL, 18K 3 Set the aade 1nto Master Port only,
+ ECB acde of Encryption,
ot DSTROBE , AL 3 Write into the Mode Register.
nov AL, COnraND H
our ASTROBE AL 3 Selecting the Cossand Register.
MoV AL, 3iH 3 Load the coamand code I{H into AL
Ut DSTRUBE, AL s Enter the Load Encrypted Session Yey
s Through Master Port into Cosadnd Register.
Lo0Fs: IN AL, DSTROEE ; Fead Status Register,
4,13 AL, ATH s Master Port Active ?
INE LaoPt s Wart until 1t 1s ready.
ngv B1,0 ; Inger for the encrypted Session Key whien
; stared 1n RAR,
nov cx,8 ;+ 8 tises counter
nov AL, DATA H
wr ASTROBE, AL ; Selecting the Data Reqister
LO0F2:  mov L,C5:SESSIONIBI}
aut OSTROKE AL 4+ Enter one byte of DEX,
IN Bt H
LaoPNz  LO0P2 3 Do § tines
LI AL, STATUS
out ASTROBE, AL + Latch Status Register,
LOBPI: IN AL, DSTROEE + Read Status Register,
AND AL, 404 ; Mask off all the bits excest Cossand Pending dit.
INE LooP: 3 Wait until the cosmang finishes 1ts execution
N At ,DSTRCBE ; Read 1n Status Register.
cup AL, 00H s Parity error ?
. INE ERROR 3 Branch to Session Key parity error handling routire
SESSION DB OADH, 7FH,0E2H, 094, 0B2H , S4H , 4CH, 78K
END

Figure 49 -~ Program Listing of Loading the Session Key

into DCP
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addressed and the command of Load The Encrypted E Key
Through Master Port (31H) is entered into the Command
Register (the next four instruction).

The encrypted session key entry may proceed after the
command is recognized, the Command Pending bit as well as
the the Master Port flag will be set. LOOPl waits until the
Mater Port is ready for entering the encrypted session key
into the Am 9568.

Then the Am 9568 Input Register is addressed and it
is provided with the 8 bytes of encrypted session key data
stored at memory location "SESSION". It is strobed into the
Master Port one byte at a time with the most significant
byte first. The encrypted key 1is first decrypted
internally under the master key of DCP by an ECB mode of
operation and then loaded into the Encryption Key Register.
The Command Pending bit will be "1" during the entire
decrypt-and-load operation, the Busy bit will be "1" during
the actual decryption process.

LOOP3 waits until the entire decrypt-and-load
operation is completed (Command Pending bit is reset), then
the LPAR bit is veified for correct session key entry. If
any errorneous bytes of key were enetered, the LPAR bit in
the Status Register is set and the program will branch to
ERROR which shall contain the routine for handling the

parity error of session key.
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Encrypting 128 Bytes of TS-user Data Under CBC Mode of
Encryption

CBC mode of operation is used to encrypt the data
field of a DT TPDU or to authenticate the entire TPDU. It
requires that the plaintext data be an integral multiple of
8-octets in length. Plaintext data which are not integral
of B8-octets 1in length must be padded prior to encryption.
All pad octets are to have zero plaintext value.

MAC is also computed under CBC mode of encryption by
using a variant of DEK termed Data Authentication Key (DAK).
The MAC value is chosen to be the first four octets of the
last ciphertext block.

Suppose the encrypting key of DEK for the CBC mode of
operation has already been loaded into the DCP's Encryption
Key Register. The 8-octets initial vector, SV, for *CBC mode
of operation is stored at the memory location "INIVEC", and
the plaintext of TS-user data is stored at the memory
location "BUFFER". After the CBC mode of encryption, the
resulting ciphertext of 128-octets of TS-user data will be
stored at the same "BUFFER" memory location. The procedures
of obtaining the DEK will be addressed later.

The program of encrypting 128 bytes of TS-user data
under CBC mode of encryption is shown in Table 8. The
program begins by first loading 1AH into the Mode Register
and configurates the Am 9568 into the Master Port only, CBC

mode of encryption configuration. Then the Load Clear IVE
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Saspie Progras for Encrypting 128 Bvtes of
User ?ata uncer CBC Made of Encrytion

- - - -

ASTROBE EQU
DSTRIBE EQU
DATA  EQY
COmNAND EQU
RODE  EQU
STATUS  EQY

i

START: WOV
ot
nov

ur
L
our
noy
our

nv
nov
LOOPL: IN
4,14
INE
nov
our
LOOP2: MOV
oY

INC
L0GPNL
v
our
ngy
o
nov
nov
LOOPZ:  PUSH
L

904
91K
00K
028
(]
O

AL ROCE
ASTROBE.AL
AL 1A

DSTROBE,, AL
AL, CORNEND
ASTROBE , AL
AL, B5H

DSTROBE, AL

2,0

tr.8

AL, DSTROBE

AL, 0K

LCP!

ALDATA .
ASTROEE, AL

AL, CS: INVEC(BI)
DSTROBE, AL

Bt
L00p2

AL, COMMAND
ASTAODBE AL
AL, 0C0H
DSTROBE, AL
0,2

81,0

a -

0,8

Selecting Mode Register.

Set the acde into Master Port only,
CBC aode of Encryption.

Write into the Made Register.

Selecting the Cosasnd Register,

Load the cossand code, BSH, into AL,

Enter the Load Clear IVE Through Master

Port coasand.

Index of the ¢ata buffer that contasns IVE,
Do B tises.

Read Status Reqister.

Master Port Active ?

Wait until the saster port 15 ready for data

Latches the Data Register,

Enter one byte of Inmitial Vector
1nto IVE Register,

Do 8 tises.
Latches the Cossind Register.

Enter the Start Comsand.

&4 bits for one loop, 128 bytes needs 2 rounds
Index for the user data buéfer,

Save CI,

Counter tor strading in b4 bits of plaintest
data, 8 bits per tise hence, initial value = 8.

Table 8 - Program Listing of Encrypting 128 Bytes
of TS-user Data Under CBC Mode of
Encryption
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varning Severe
Errors frrors

0

LO0P4:

Riii

LOO0Fo:

LOOP7:

LOCFE:

CBCEND:
INIVEC

BUFFER

].

bl
I3

f
i
{
H
i
H
H
H
.
H
.
i
.
H
'
{
.
i
.
H
)
.
H
i
H
1
.
H
.
i
V
H
i
H
.
H
H
i
H
{
'
i
H
H
.
V
H

Read Status Register.
Master Port active yet ?
®ait until the Master Port 15 active

Latches the Data Reqister,

Save the SI { inder of the user data buifer )
Load are byte of user plaintest iato AL,
Enter the plaintext 1nta the DCP.

Incresent the index for the next byts of giaintert

D3 B t1aes.

Latches the Status Regiscer.

Reads in the Status fegister s contents

Data Output Register active yet ?

Hait unta! the Data Output Register is active.
Restore the index of #irst byte of plaintest.
Counter for rescving the cignertext frcs

5 the DCP anc put it back into plaintert suffer.

Latches the Data Register.

Reads 1n one byte of ciphertext intc &lL.
Pute 1t back 1nto user dats Suffer,
Increment the inser of user data buftfer.
Do 8 tises.

Restore the 2 rounds counter,

Fintshes 2 rounss alresdv

Latches the Status Register,

Reads 1n Status Reqister's conteats.
Finysned the 128 bytes CBC encryptica ?

Enter a Stop command.

OADH, 7FH, 062, 09H, 0B2H , S4H, 4CH, 78K

QE3H, 1OH,0DCH, 4EH, 72H, CASH, 0B2H, 184

26H,0E4H, 26, 0CAH, 26H, 91H, 6CH, 824

Page

N AL, DSTROBE
crp AL BIK
INE LODF4
nov AL,DATA
our ASTROBE AL
PUsH  S!
nov AL,CS: BUFFER(ST)
ot DSTROBE,AL
e 51
LOOPNI  LOOPS
L AL, STATUS
out ASTROBE ,AL
N AL, DSTROBE
4,14 AL,831
INE L00Ps
POF s!
nov €1,8
L] AL, DATA
out ASTROBE, AL
N AL, 0STROBE
noy CS:BUFFERISII, AL
INC §1
LOOPNZ  LODP7
FOP 3
LOOPNI  LOOF?
nov AL, STATUS
our ASTROSE AL
N AL, DSTROBE
4,13 AL,81H
INE L00F
noy AL, LEOH
out DSTROBE, AL
08
DB
1]
END

Table 8 »

Continued
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Through Master Port command is entered into the Command
Register and LOOP2 loads the 8-octets initial vector into
the IVE Register one byte at a time with the most
significant byte first.

The Start command COy sets the Start/Stop bit of the
Status Register and begins the CBC mode of data encryption
session. LOOP3 encrypts the entired 128 bytes of plaintext
data which is stored at "BUFFER" and stores the result 128-
octets ciphertext back into the location "BUFFER".

LOOP5 1is started after the Master Port is ready for
accepting the plaintext data. It will strobe in 8 bytes of
plaintext data into the Input Register for CBC mode of
encryption. After the algorithm wunit within Am 9568
finishes its CBC mode of encryption, a Status Register read
shall contain 83 to indicate the Input Register is empty and
the encrypted data is available at the Output Register and
can be read out.

LOOP7 reads one block of ciphertext data out of the
Output Register and stores it back to the original plaintext
memory location "BUFFER".

When the program finishes the 128-octets plaintext
data encryption and stores the 128-octets encrypted data to
"BUFFER", the Status Register shall contain 81H' At the end.
of the program, a Stop command clears the Start/Stop bit in

the Status Register. This causes the input flag (/MFLG) to
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become inactive and inhibits the loading of any further
input to the algorithm unit.

Software Design of Obtaining the TP-4 Security Mechanisms'
Parameters

Three main cryptographic data protection services
that provided by TP-4 are: connection verification, data
confidentiality and data integrity. The program of achieving
all the security related services of the TP-4 will not be
given in this thesis, yet the procedures of obtaining the
four main operational parameters which are essential in
providing the above cryptographic data protection services
will be addressed. These four elements are DEK, IDAK, RDAK
and SV. The transport entity obtains these operational
parameters through the program interface with the DCP, Anm
9568, on the iSBX Data Encryption Multimodule board.

Obtaining The DEK

DEK 1is used as the key to encipher or decipher the
TS-user data in a DT TPDU. It is also used as the key to
encipher the connection verification parameters RN1,
(RN4,RN3) and (RN5,RN3) which are exchanged during the
connection establishment phase.

A DEK 1is pseudorandomly generated by the KDC and
double encrypted under the communicating transport entity's
master key and the pseudorandom number B by the ECB mode of
encryption before it is sent to the transport entity that

initiates the connection. However, B is also encrypted
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under the master key of the transport entity by ECB mode of
encryption.

The flow chat of obtaining DEK of the initiator's
transport entity is shown in Figure 50. The program first
enters the Load Encrypted D Key Through Master Port command
into the DCP's Command Register. The DCP on the 1iS8BX
Multimodule board then raises up the Master Port flag and
waiting for the Encrypted D Key data to be entered. Then
the 8 octets of {B}Md, which is extracted from the KD TPDU
by the transport entity, is provided into the Master Port of
DCP one byte at a time with the most significant byte first.

The DCP decrypts (BIMd internally under the master
key by the ECB mode of operation and the resulting 8 octets
clear text value, B, is stored into the D Key Register. The
program will proceed after the Command Pending bit is reset
to allow for the subsequent command to be entered.

The transport entity then submits a Load Encrypted
IVE Through Master Port command into the Command Register
and provides the 8 octets [[DEK]Mi}B into the IVE Register.
The eight vectors bytes of [{DEK%H}B are first decrypted
intenally using the D Key Register (containing B) under ECB
mode of operation, resulting 8-octets [DEK]Mi are loaded
into the IVE Register.

Then the [DEK]Mi, which is temporily stored at IVE
Register, can be read out and transferred into the E Key

Register after the command of Load the Encrypted E Key
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Through Master Port is given to the DCP. The {DEK}Mi is
internally decrypted in the DCP under the master key by
using ECB mode of decryption and the resulting DEK is then
routed to the E Key Register.

Note that the (DEK}Mi is temporary pushed into the
system stack memory before it is stobed into the DCP'
Encryption Key Register. Since {DEK]} is encrypted under
the master key of DCP (which is protected from being read
out once it is stobed into the DCP), compromise of the
{DEK] y; will not expose the DEK value as long as the master
key has not been compromised.

The program procedures of obtaining the DEK of the
responder's transport entity is similar to that of the
initiator's transport entity. However, for the responder's
transport entity, the DEK is contained in the CR TPDU which
is sent from the initiator's transport entity and it is also
doubled encrypted yet under C and the master key of
responder's transport entity.

Obtaing the IDAK and RDAK

Data integrity service is required by the TP-4
cryptographic data protection services for all the TPDUs.
IDAK and RDAK are used as the data authentication keys for
generating the cryptographic checksum value, MAC, for the
data integrity service of TP-4.

IDAK is derived by inverting the first four octets of

the DEK, it is used for all the TPDUs that is originated by
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the initiator to the responder. RDAK is derived by
inverting the last four octets of the DEK, and it is used
for all the TPDUs that is originated by the responder to the
initiator.

Since the DEK can not be read out once it is strobed
into the DCP's Encryption Key Register, it is not possible
to obtain the IDAK and RDAK deriving from the DEK (need to
perform logic operation over the DEK) through this
particular DCP hardware implementation. It is also a trade-
off between the confidentiality of DEK and obtaining the
IDAK and RDAK. However, in practice, the IDAK and RDAK can
be generated at the KDC and double encrypted under the same
keys of those that encrypts the DEK (refer to Figure 27),
and the procedures of obtaining the IDAK and RDAK is similar
to that of the DEK. Figure 51 illustrates the procedures of
obtaining IDAK.

Obtaining SV

SV is derived from the TPDU-IV which is generated by
the initiator's transport entity and sent in clear in the CR
TPDU to the responder's transport entity. SV is used as
the initial vector for CBC mode of data
encryption/decryption operations over the user data field of
a DT TPDU. Note that SV is always zero when calculating the
MAC value in CBC mode of encryption.

The flow chat of obtaining the SV is shown in

Figure 52, The transport entity begins the procedures by
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Figure 51 - Software Flow Chat of Obtaining RDAK
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first prd&iding the DEK into the E Key Register, and the DCP
is programmed to be operated under the Master Port only, ECB
mode of encryption configuration. A Start command is given
to the Command Register to begin processing the encryption
operation.

Then the first eight octets of the fixed part of the
DT TPDU header will be Exclusive-ORed with the 8-octet TPDU-
Iv. The transport entity provides the resulting B8-octet
value into DCP one byte at a time with the most significant
byte first for ECB mode of encryption. Note that the fixed
part of the DT TPDU header is less than eight octets (7
octets), it is padded with a trailing zero octet before the
Exclusive-OR operation.

The resultng 8-octets ciphertext is the SV. The
transport entity waits until the output flag is active and
it removes the 8=-octets SV from the Output Register of DCP.
It strobes out the SV one byte at a time with the most
significant byte first. The SV is then temporily stored at
the system stack memory before the command of Load Clear IVE
Through Master Port is given to the Command Register.

To provide the SV into the IVE Register of DCP, the
transport entity removes the 8-octets of SV from the system
stack memory one byte at a time with the most significant
byte first and provides SV into the IVE Register. After the
last byte of the SV is loaded into the IVE Register, the

procedures of loading SV into the IVE Register is finished
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and the Command Pending bit of the DCP will be set to allow

the subsequent command to be executed.

Cryptographic Protected Communication Interface Unit
Design and Integration

The design guideline of integrating the required
hardware and software modules of the Communication
Interface Unit, iSBC 186/51, implementing the cryptographic
data protection services specified in draft standard X3Ti-
85-50 will be addressed in this section. The discussion
will be focused on the IEEE 802.2/802.3 compatible Data Link
Driver controlling the 82586 LAN Coprocessor and the
driver's interface with the Transport Layer communication
software. The Transport Layer user interface and ‘the
message delivery mechanism that enables the communication
between the CIU and its attached LAN station host will also
be described at the end of this section.

The relationship of the system devices and software
modules in CIU to OSI Reference Model is shown in Figure 53.

It consists of :

- 82502 : performs transmitting of data onto the
network coaxial cable, reception of data from the coax and
collision detection.

- 82501 : performs Manchester encoding/decoding,
provides 10MHz transmit and receive clocks to the 82586, and

to drive the transceiver cable.
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- 82586 : integrates most of the OSI layer 1 and 2
functions onto a single chip which include a CSMA/CD data
link controller, a data encoder and decoder and two
different collision detection mechanisms.

- Data Link Driver ( 82586 Handler ) : the 82586
Handler consists of software routines to control the 82586.
These routines shall perform these folliowing functions:

* Generating Channel Attention to the 82586.

* Receiving Interrupts from the 82586.

* Reading or Writing the 82586 control structure.

* Giving commands to the 82586 and determining when
they are completed.

* Providing free buffers to the 82586 and
determining when they have been filled.

- Logic Link Control Module : the Data Link Layer, as
defined in the 1IEEE 802 standard, is divided into two
sublayers namely the LLC and the Medium Access Control
sublayers. The functionality of Medium Access Control
sublayer is carried out by the 82586 and the 82586 Handler.
On top of the Medium Access Control sublayer is the LIC
software module which provides the Class 1 connectionless
datagram service to its upper layer communication software.

- Inactive Network Layer : appending a (0000 0000)
Inactive Network Protocol Identifier field to the TPDU. It
is an "inactive" layer and as a result will not be

considered as an layer in real sense in the system,
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- Transport Layer Communication Software : the 1ISO
8073 Class 4 Transport Layer provides reliable, process to
process message delivery service ensuring that the data is
not lost, duplicated, or delivered out of order. When
interfacing with the iSBX Data Encryption Multimodule board,
the transport layer additionally provides all the
cryptographic data protection services that specified in
draft standard ANSI X3T1-85~50. The transport layer software
interfaces to the 82586 Handler when it wishes to transmit a
frame or receives a frame from the 82586 Handler.

- Transport Layer Interface : implements the exchange
of message blocks between the Transport Layer communication
software and the host.

The rest of this section will address the general
design guideline of the 82586 Handler, LLC software module

and the Transport Layer interface.

The 82586 Handler

The 82586 Handler shall be designed as a special
device driver for 82586. The 82586 Handler exists as a
separate unit, and may be directly interfaced with the
Transport Layer communication software. In order to obtain
the maximum efficiency, the IS0 8073 Class 4 basic and
cryptographic data protection services software shall
operate on linked buffer structures and be awared of the

control structure of the 82586.
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The memory management model for the 82586_Hand1er is
illustrated in Figure 54. This model assumes an explicit
Transport Layer. Two pools of memory, one for transmit
(Transmit Pool), and the other for receive (Receive Pool).
Both pools contain various control blocks needed for 82586
operation. The Transmit Pool contains Transmit Buffer
Descriptors (TBDs) and Transmit Buffers (TBs). The Receive
Pool contains Frame Descriptors (FDs), Receive Buffer
Descriptors (RFDs) and Receive Buffers (RBs). These data
structures are own by the Transport Layer communication
software, the 82586 Handler and 82586 itself. The Transmit
Pool in managed by the 82586 Handler while the Receive Pool
is managed by the 82586 Receive Unit.

The notable advantage of the above memory management
model 1is that the Transport Layer software can directly
access the 82586 Handler's Transmit and Receive Buffers,
"Buffer Descriptors and Frame Descriptors. This eliminates
buffer copying. Transmit and Receive Buffer passing is done
entirely through pointers. The interactions of the
Transport Layer communication software and the 82586 Handler
will be described next.

The Handler Interface

Figure 55 lists the 82586 Handler interface
functions. The handler interface provides the following
basic functions :

- initialization
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COMMUNICATIONS SOFTWARE
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Figure 54 - 82586 Memory Management Model
Handler Interface Functions Description
Init_586() Initializes the 82586 Handler.

Send_Frame(ptbd, padd)

Recv_Frame(pfd)

Get_TBD()

Put_Free_Rfa(pfd)

Sends a frame to the cable.
ptbd - Transmit Buffer Descriptor pointer.
padd - Destination Address pointer.

Handler calls this function which resides in
the Transport Layer communication software.
pfd - Frame Descriptor pointer.

Get a Transmit Buffer Descriptor pointer.

Returns a Frame Descriptor and Receive
Buffer Descriptors to the 82586.

Figure 55

- List of 82586 Handler Interface Functions

8L1






