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This dissertation depicts a two-year effort to improve group situation awareness 

(SA) in the U.S. Navy's Third Fleet. The research contributions of this work are in three 

primary areas: (1) the study of behavioral, social and political factors that affect 

technology transition in the military, (2) the determination of the requirements for SA 

collaboration in the Navy, and (3) the development of a collaborative system to support 

distributed group SA. 

This research utilized the Technology Transition Model (TTM) to guide the 

development and fielding of a web-based, thin client prototype logging application 

known as CommandNet. Through the course of this initiative, the political, social and 

behavioral aspects of the technology uransition were found to be more important to the 

success of the project than the actual specific attributes of the software application. 

By propagating SA in near real time throughout the organization, the prototype 

application directly supported rapid coordinated decision-making and action in the fleet. 

Individual prototype users were found to have great power over the introduction and 

proliferation of the technology. Users at all levels of the military hierarchy became 

change agents that could not only encourage participation in the collaborative logs, but 

also establish usage norms that other users actively enforced. The users' willingness to 

adopt the prototype was largely a factor of fit with work processes, however, social 



factors such as status and recognition were often more important to the individual 

users than the practical aspects of the prototype. 

The elicitation of requirements and iterative development of the prototype GSS 

revealed four necessary attributes in support of group SA collaboration: (1) reliability, 

(2) responsiveness, (3) simplicity, and (4) flexibility. The more specific requirements of 

a logging tool derived from this work were the need for searches, entry analyses, and 

user alert notifications. Additionally, providing support for time zone changes, entry 

categorization, prioritization, system security, user access control, and a range of user 

controlled display options were discovered to be important prototype enhancements. 
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"The art of war is simple enough. Find out where your enemy is. Get at him as 
soon as you can. Strike him as hard as you can, and keep moving." -U.S. Grant 

Waging war is the most challenging exploit that a group of people can enter into. 

The risks are apparent, there are no higher stakes and uncertainty and doubt shadow 

every decision. Over the centuries, men have tried again and again to reduce the essence 

of warfare to a science. It remains, however, an elusive art that demands discipline, 

study and exercise. 

There are, nonetheless, efforts that can be taken to make the waging of war a more 

certain enterprise. Beyond the obvious tasks of equipping, training and supplying a force 

are those activities that can impact the more human aspects of campaigning. Arguably, 

the greatest gains can be attained by improving the commander's ability and, by 

extension, the military staffs ability to understand the situation and make reasoned, 

effective and tunely decisions. 

This research outlines the efforts at designing and fielding a group support system 

that enables the users to log activities, information and analyses that can serve as a 

foundation for establishing and maintaining the group situation awareness that is the 

cornerstone of effective military decision-making and action. 
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1.1 Background 

The end of the cold war in 1989 brought a number of unprecedented changes to the 

U.S. military. The armed services were at that time primarily a product of World War II 

and the subsequent nuclear arms race. Certainly, the Vietnam conflict stamped the 

respective military branches, but the real focus of the Department of Defense remained 

on preparation for general war on a massive scale. For over forty years, nuclear mutual 

assured destruction and the threat of a pitched battle for Europe dominated the efforts of 

the Pentagon. 

Americans have always placed a high price on the lives of its soldiers, sailors, 

airmen and Marines and the country's military policies reflected this. The country's 

military leaders recogm'zed that U.S. forces would face huge numbers of tanks, planes 

and ships should the nation ever actually go to war with the Eastern Block. To offset this 

numerical imbalance and conserve the lives of troops, the services developed weapons 

that could act as "force multipliers". Such weapons would allow one combatant to do 

what previously required many soldiers to perform. It was hoped that such an approach 

would help the West to actually defeat far superior numbers in an actual conflict. 

The general thinking of American military leaders is to trade dollars for lives or, 

'^don't send a man when you can send a bullet". This approach is evident in the 

expensive high-tech, standoff weaponry such as cruise missiles, laser guided munitions, 

advanced missilery, nuclear submarines, and stealthy aircraft. Additionally, this 
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approach was greatly reinforced by the relative technological successes in the Gulf 

War and the NATO bombing campaign in Bosnia. In the Gulf War, for example, the 

U.S. suffered only 148 combat deaths in a massive operation with hundreds of thousands 

of combatants (OSD, 2001). 

1.1.1 Post Cold War Military 

By the early 1990s, the United States possessed unmatched weaponry across the 

spectrum. From ground, to air, to sea, the American military had superior weapons 

systems and traitiing in place. The services were also shifting to a new way of thinking 

about conflict. In the 1970s and 1980s the military realized that having the best weapons 

might not be enough to stem the tide of the superior numbers on the other side. 

There are three obvious ways to correct a strategic military imbalance; add more 

forces; improve technology; or change operational strategies or tactics. Larger forces 

were not considered to be an option. The country had abandoned the draft in the 1970s 

and there was no rush to make the financial commitments that a larger military would 

require. The U.S. was already heavily relying on technology so that option was 

exhausted. This left the option of modifying doctrine. 

In 1976 the U.S. Army adopted a doctrine known as "Active Defense" (TRADOC, 

1976). It called for the Army to automatically go on the defensive and grudgingly fall 

back while waiting for reinforcements. Understandably, many felt that this was defeatist 

and reUed too heavily on actually receiving follow-on relief forces. Most people felt that 
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Active Defense was a step in the right direction but that it was too tentative. It was not 

enough to just survive a conflict with the Soviet block, the U.S. needed to prevail. 

In 1982 the Army once again updated doctrine with a strategy called "AirLand 

Battle" (TRADOC, 1982). It was a renewal of the German army's blitzkrieg doctrine 

from WWII. Ultimately, AirLand Battle was refined and adopted as joint doctrine under 

the name "maneuver warfare". This new joint doctrine called for a focus on smaller, 

more independent forces that were free to operate and take the initiative to attain the 

commander's greater goals. Rather than requiring subordinate commanders to faithfully 

execute the letter of an operational plan, they would be expected to understand the 

overall goals of the operation. Commanders could then take advantage of situations and 

exploit advantages as they were recognized. Adopting such thinking was natural for the 

Navy. The Navy had, prior to the fielding of radios, been a service where a ship's 

captain was largely free to do as he wished as long as he supported the commander's 

intent. 

This shift in doctrine and the dissolving Eastern Block left the military with the 

need to change the force structure to one that could support a wide range of actions 

anywhere in the world, and on short notice. In order to meet these needs and to better 

foster cooperation among the services, the Department of Defense (DOD) started to 

espouse the concept of the Jomt Task Force (J i b ). The JTF is a multi-service force 

formulated on an ad hoc basis to meet the requirements of an emerging situation. 

Typically, the commander of the JTF (CJTF) is a three-star general or admiral selected 
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from one of the services to act as the overall operational authority. The CJTF is a Joint 

Force Commander (JFC) that has the authority to command forces from the other 

services. One or two-star admirals or generals would in turn be appointed to act as 

component commanders for air, sea and ground operations. These component 

commanders may or may not be from different services than the CJTF. They are referred 

to as the Joint Forces Air Component Commander (JFACC), Joint Forces Maritime 

Component Commander (JFMCC) and Joint Forces Land Component Commander 

(JFLCC). At the conclusion of an operation, the JTF could then be disbanded and the 

component forces would return to their respective peacetime chains of command (JCS, 

1999). 

This structure allowed for a greater degree of flexibility than previously existed. 

The CJTF could be selected based on the specific context of the situation. If the 

operation were primarily sea based, then a Naval commander would be the appropriate 

choice. Under other circumstances an Air Force, Army or Marine commander might be 

selected. This scheme addressed many of the prior concerns that were surfaced during 

the inter-service rivalries that shadowed joint actions in Panama and Grenada. 

1.1.2 Military and Navy Organization 

The U.S. military has separated the globe into specific regions for action in what is 

known as the Unified Command Plan (UCP). Under the UCP, there are five unified 

geographic commands: 

• U.S. Joint Forces Command (JFCOM) 
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• U.S. Pacific Command (PACOM) 

• U.S. Central Conunand (CENTCOM) 

• U.S. European Command (EUCOM) 

• U.S. Southern Command (SOUTHCOM) 

SS'W IQO^E 

.*T-» 

t vtJS 
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Figure 1 - U.S. Unified Military Conmiands (DOD Almanac) 

A four-star admiral, known as the Pacific Commander-in-Chief (CINCPAC) 

conmiands PACOM. Within his charge are the Army, Navy, Air Force and Marine 

forces operating over half the world. The four-star Commander in Chief Pacific Fleet 

(CINCPACFLT) in turn commands navy forces within PACOM. 
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The Navy operates five numbered fleets throughout the world. The Third and 

Seventh numbered fleets operate under the command of CINCPACFLT. The Seventh 

Fleet operates out of Japan and is responsible for PACOM naval operations from the 

international dateline westward. The Third Fleet's Area of Responsibility (AOR) extends 

fiom the west coast of the United States to the international dateline. Though Third 

Fleet's AOR is enormous, it is also quite free of potential military threats. 

Rank Pay Grade Abbreviation Insignia 
Ensign 0-1 ENS Single Gold Bar 
Lieutenant Junior Grade 0-2 LTJG Single Silver Bar 
Lieutenant 0-3 LT Two Silver Bars 
Lieutenant Commander 0-4 LCDR Gold Oak Leaf 
Commander 0-5 CDR Silver Oak Leaf 
Captain 0-6 CAPT Eagle 
Rear Admiral (Lower Half) 0-7 RDML One Star 
Rear Admiral (Upper Half) 0-8 RADM Two Stars 
Vice Admiral 0-9 VADM Three Stars 
Admiral O-IO ADM Four Stars 

Table I - U.S. Navy Officer Rank 

The Commander of Third Fleet (COMTHIRDFLT) is a three-star Vice Admiral. 

Ships and naval forces operating in or even transiting through Third Fleet's AOR fall 

under his supervision. This scheme leaves the Third Fleet's force composition in a 

constant state of flux. COMTHIRDFLT does, however, always have a ready aircraft 

carrier battle group on call for deployment around the world. Though the chances of a 

serious crisis in the Third Fleet AOR are relatively small. Third Fleet is expected to 
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maintain a high degree of readiness to support contingencies throughout the PACOM 

and GENICOM spheres of command. 

To efficiently operate such a far-flung and dynamic force, COMTHIRDFLT has a 

large staff of approximately 50 officers and 120 enlisted sailors. The staff is responsible 

for administering and advising the commander on the complete range of operational 

requirements for the fleet. The fleet staff is involved in the requirements planning and 

execution in matters ranging from "beans and bullets" to radio frequencies. 

In addition to handling the routine operations of the unit, the military staff is 

designed to gather information, generate possible courses of action and advise the 

commander. Above the lowest tactical echelon, it is simply impossible for the 

commander to personally handle all of the intricacies and details of an operation. 

During WWl, the American Expeditionary Force (AEF) found that it was not organized 

to handle large-scale coordinated operations. Specifically, there was a shortage of 

trained staff officers and the existing staff organization was inefficient. In response, the 

Army adopted the British Army's proven staff"organization. The other services later 

adopted this scheme and modified it to fit their circumstances. The Navy has expanded 

the staff to include new roles. The Third Fleet staff uses "J Codes" (J stands for Joint) to 

identify staff by function. 

Staff Code Functional Responsibility 
J1 Administration and personnel 
J2 Intelligence 
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J3 Operations planning and execution (within 48 hours) 
J4 Logistics 
J5 Long and mid-term planm'ng (beyond 48 hours) 
J6 Command, Control, Communication, Computers, Intelligence, 

Surveillance, and Reconnaissance (C4ISR) Systems 
J9 Experimentation 

Table 2 - Staff Codes and Responsibilities 

A Captain, known as an Assistant Chief of Staff (ACOS), leads each of the 

functional J codes. Each ACOS reports directly to the commander, though another 

Captain, the Third Fleet's Chief of Staff (COS), directs their actions in most day-to-day 

dealings. The ACOS of any group is typically referred to by his/her J code. For 

example, the Logistics ACOS is referred to as the and the staff operations officer is 

known as the 'J3'. The ACOSs are responsible for coordinating their section's efforts 

with the commander and the rest of the staff on a continual basis. 
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Commander, U.S. Third Fleet 
COMTHIRDFLT 

Chief of Staff 
COS 

Asst Chief of Staff for Admin & Personnel 
J1 

Asst Chief of Staff for Intelligence 
J2 

-
Asst Chief of Staff for Operations 

J3 

-
Asst Chief of Staff for Logistics 

J4 

-
Asst Chief of Staff for Plans 

J5 

Asst Chief of Staff (or C4 
J6 

-
Asst Chief of Staff for Experimentation 

J9 

Figure 2 - Third Fleet Staff Organizational Chart 

COMTHIRDFLT and his staff are embarked on the USS Coronado (AGF-11). The 

ship was not originally built as a command vessel. Instead, it was built in the 1960s and 

spent most of its life as an amphibious landing dock. The ship was used to transport 

Marines and their equipment to amphibious landing areas. In addition to crew and 

Marine berthing areas, the S70-foot ship had an enormous well deck to hold Marine 

vehicles, supplies and equipment. Upon reaching the landing area, the ship would flood 

the well deck with seawater and open a large door at the stem of the ship. The Marine's 
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amphibious vehicles could then float out of the Coronado's well deck and proceed to 

the landing area. 

Figure 3 - USS Coronado (AGF-11, US Navy Photo) 

1.1.3 Research Initiated 

In 1996 the University of Arizona's Center for the Management of Information 

(CMI) began a wide spectrum research project with the U.S. Navy. CMI was charged 

with working with the Navy's Third Fleet to develop collaborative spaces, processes and 

technologies. The United States Third Fleet acted primarily as a uraining fleet during the 

cold war. This was largely a factor of the AOR. that the fleet occupied. The eastern 

Pacific Ocean is for the most part free of potential military hotspots and rivals to the 
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United States. As such. Third Fleet was tasked with training ships, squadrons and 

amphibious groups for deployment throughout the world. 

Carrier Battle Groups (CBG) and Amphibious Readiness Groups (ARG) train in 

their home waters on the west coast and Hawaii to prepare for deployments in the 

volatile Middle East under the command of Fifth Fleet. Often this training period prior to 

deployment is more demanding than the actual deployment itself. A CBG, for instance, 

is made of a carrier, escort ships, several aviation squadrons and a Marine contingent. As 

a result of the constant shifting of people, chances are that these disparate units have 

never worked together prior to a deployment. Creating a cohesive team is a tall order. 

In its training duties. Third Fleet brings the CBG and ARG together to administer a 

Joint Task Force Exercise (JTFEX) prior to a deployment. This final test is used to 

validate and certify the force's readiness to perform the whole spectrum of tasks that 

may be required of a JTF. During a JTFEX, COMTHIRDFLT will set the conditions to 

best train and test the ships and personnel of the deploying groups. He controls the 

opposing forces in the war game and also acts as the referee. The need for a complete 

testing of the deploying forces prior to deployment often makes a JTFEX more taxing 

than an actual deployment. 

Additionally, Third Fleet participates in a number of other types of exercises. The 

biannual Rim of the Pacific (RIMPAC) exercise is the largest maritime exercise in the 

world. In 2000 over 20,000 sailors. Marines and airmen attended the RIMPAC exercise 

from seven different nations (CINCPACFLT, 2000). COMTHIRDFLT is the overall 
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commander of this international naval exercise. The fleet also participates in 

experimental exercises known as Fleet Battle Experiments (FBE). They are focused on 

developing emerging technologies and tactics that will influence the Navy and Marine 

Corps in the future. 

1.1.4 USS Coronado Refit 

CMI came to work with Third Fleet during a time of sweeping changes for the 

fleet. At one point, the USS Coronado was slated for decommissioning. There were 

moves afoot to disband Third Fleet or move it ashore. Complacency had taken hold and 

the Coronado rarely went to sea. The command saw itself as a training fleet that could do 

its job from shore-based facilities. The USS Coronado even had the nickname '^Building 

11" to underscore its immobility and status as a mere office space. 

With COMTHlRDFLT's designation as a CJTF in the mid 1990s, however, 

radical changes were to take place. The admiral at that time sought to reverse the tide of 

stagnation and make the Third Fleet a real wartime asset. COMTHIRDFLT started to 

take the ship and staff to sea on a regular basis. He not only did not want to move his 

conunand ashore, but he wanted to turn the aging flagship into a functional, high-tech 

command ship that could realistically go anywhere and support the CJTF staff. 

During this period of flux, the J6 was assigned to lead the effort to begin the 

physical transformation of the USS Coronado. He and some key members of the staff 

recognized that to make the ship a truly leading edge platform, they would need to make 

some major changes. There was little enthusiasm for spending a great deal of money on 
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a 30-year-oId platfonn. The J6 and his team, however, were able to gamer 

approximately $30 million to build the Coronado out into what was billed the 

"Command Ship of the Future". 

The J6 was able to enlist CMI to participate in a rather broad-based research agenda 

sponsored through the Defense Advanced Research Projects Agency (DARPA). CMI 

was charged with assisting the Navy in developing collaborative processes, spaces and 

technologies that would enable the staffs and commanders to make better decisions in 

less time. The staff was to become more nimble and work in cross functional groups. 

Taking advantage of the vast experience of the staff members onboard and the 

support of shore-based organizations was at the root of the effort. Previously, the staff 

was spread throughout the ship in small, compartmentalized spaces. It was difficult to 

bring the staffs power to bear on any problem because of all of the barriers to 

collaboration. Even the members of a single staff section might be spread throughout the 

ship. As a result, it was difficult to get the staff acting in concert to build plans, develop 

courses of action or even consult with each other on a regular basis. Additionally, the 

staff did not exercise the "reach back" capabilities to work with its shore-based support 

groups as much as it could have. Decisions tended to rest with small groups that could 

meet easily and maintain contact. The J6 and the CMI researchers were interested in 

lowering the barriers to working together posed by the physical restrictions of the ship 

and being at sea. 



Figure 4 - Open Deck Space on USS Coronado 

The most elaborate change made on the command ship was the addition of a new 

suite of workspaces for the staff. As was explained earlier, the ship had an enormous 

well deck that was now empty and unused. Early on the idea was surfaced that this vast 

area should be remodeled into living quarters and offices for the staff Normally, doing 

such a major refit would take months in the shipyards and far more money than the J6 

had managed to collect. Instead, the idea arose of building a modular box of offices and 

living quarters that could be installed through the massive opening in the Coronado's 

stem. This solution was far less costly and allowed the J6 to make and add these spaces 

while staying within his $30 million budget. 
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The CMI researchers spent time reviewing the working spaces on board the ship. 

They were convinced that the staff was too physically dispersed to effectively 

collaborate on a regular basis. Thus, the biggest push from the team was to move the 

staff into a large common area. It was believed that by merely working in close quarters 

that the different staff areas would begin to naturally collaborate on efforts. The staff did 

not originally take to this scheme. They preferred to maintain the status quo and work in 

offices within their functional areas. Though this approach met with a great deal of 

resistance, it was finally pushed through. 

The Joint Plaiming Center, also known as "the box", was a large office space that 

would house the J2, J3, J5 and J6 staff sections. The J1 and J4 sections can operate more 

autonomously without impacting the fleet's effectiveness and are located on another 

deck of the ship. Later when the J9 section was created it too would be placed in the 

Joint Planning Center. Though each section might have other office space and 

conference rooms, the key players were expected to all work together in this common 

area that had space for approximately sixty workstations. Each workstation was wired 

for phone and computer network connectivity. 

The Flag Briefing Room (FBR) was a large configurable room set up for brieHngs 

and large meetings. The FBR could be bisected by a large curtain to create two smaller 

rooms. The Crisis Action Team (CAT) Cell was intended to be a space to support quick 

course of action development and decision-making within the staff. 
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Joint Operations Center (JOC) Flag Briefing Room (FBR) 

Joint Planning Center (The Box) Crisis Action Team Cell 

Figure 5 - Collaborative Spaces on USS Coronado 

The Joint Operations Center (JOC) would act as the nerve center of the fleet. 

During operational periods and exereises, a 24-hour watch would stand up to maintain 

awareness of the fleet and advise COMTMRDFLT of emergent situations that may 

require anion. The watch is known widely as die Batde Watch and the leaderof this 

watch is known as the BatUe Watch Captain (BWC). Usually the BWC is an experienced 

Commander (0-5) with an operational background. Supporting the Battle Watch are an 

BatUe Watch Captain (ABWC) and representatives ftom a number of 

functional areas: Under Sea Warfare (USW), intelligence, air operations, ground 

operations and Joint Communications Control Center (JCCC). These advisers aU work to 
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maintain an accurate and up to date picture of the JTF's situation. They support the 

B WC, who in turn supports the Chief of Staff and COMTHIRDFLT. 

One of the novel collaborative spaces built on the USS Coronado is the Civil-

Military Operations Center (CMOC). The need for the CMOC initially grew out of a 

perceived need for better ways of dealing effectively with civilian groups. The military 

widely recognized that all of their operations tended to have at least some component 

where they had to deal with a civilian populace, civilian government or aid group. A 

command ship had never been designed with spaces to support work with non-military 

entities. The CMOC was intended to act as a collaborative space where representatives 

from civilian groups and authorities could embark on the ship and act as a liaison with 

the fleet staff and other military command groups that might be working on the 

command ship. 

1.1.5 GSS Introduction 

The research team introduced the GroupSystems electronic meeting (EMS) 

software as the primary Group Support System (GSS) used on the Coronado. CMI had 

done extensive work in the past with both military and non-military groups to create 

better decision-making processes. Much of the work that CMI would do over the next 

two years would be focused on training the staff to adopt collaborative processes that 

would improve the staffs eSicacy under different circumstances and operational 

contexts. To make this happen, the researchers spent a great deal of time teaching 

selected staff members to serve as group facilitators. 
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After receiving some exposure to GroupSystems, the J2 asked the researchers if 

there was a way that his staff could use the EMS to hold a 24-hour a day electronic 

meeting. The Third Fleet intelligence staff is a relatively large group. Because of their 

size and the sensitive nature of their work, the J2 staff is spread throughout the ship. 

Many of their work areas are classified at the highest security levels on the Coronado. 

This dispersion of people and equipment throughout the ship complicated the work of 

The J2's officer staff was made up of watch officers, cryptologists and analysts. 

Cryptologists monitored a number of different intelligence sources and noted significant 

findings in their conventional logbooks. The intelligence analysts were tasked with 

making sense out of the many findings of the cryptologists. This commonly meant that 

the analysts would communicate with the cryptologists and read their logbooks to glean 

theJ2. 

/ 

Figure 6 - Intelligence Spaces Aboard USS Coronado 
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patterns and draw inferences. For example, an analyst might put a swell in radio 

traffic together with unusual pier activity as evidence that a fleet was getting ready to go 

to sea. The analysts would enter their conclusions in their own logbooks. The watch 

officers would then circulate among the analysts and cryptologists in an attempt to create 

a complete intelligence picture. The J2 would in turn work with the watch officers to 

synthesize a situation awareness picture that could be briefed to the CJTF. 

The J2 felt that GroupSystems could be used to host a continuous electronic 

meeting for his staff. Rather than rely on the cumbersome paper-based logbooks, the J2 

staff would make their entries in the GSS. All of the participants would then have 

immediate access to the information and resulting analyses. By taking such a tack, the J2 

hoped that he could overcome the distribution of his staff and the serial nature of their 

work with the technology. He felt that this system could effectively flatten his 

organization, tiius speeding up the intelligence synthesis process while also making the 

product more complete. This research is an outgrowth of this initial effort to assist the J2 

staff. 

1.2 The Research Problem 

As was mentioned previously, CMI's research agenda as outlined by DARPA, was 

quite broad. The research team was, however, ultimately interested in supporting 

COMTHIRDFLT's ability to make decisions. Contrary to common conception, military 

decision-making is usually a group endeavor. The commander that makes decisions 

without staff input is truly a rarity. In fact, there is a very detailed methodology used 
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named the Joint Operation Planning and Execution System (JOPES) (JCS, 1999). 

JOPES is not always strictly adhered to, but it provides a structured and repeatable 

process for staffs and commanders working at the joint operational level. 

Broadly, the research problem required finding ways to support the command staff 

with collaborative processes and information technologies that would enhance their 

ability to digest and distribute information, collaborate to develop alternatives and make 

recommendations that the commander would find timely and useful. For some years, the 

importance of IT in aiding actors in high-speed, high-stakes environments has been 

recognized (Chartrand, 1985). As CMI worked with the Third Fleet staff for several 

years the research team developed several prospective collaborative initiatives that 

sought to address the needs of the staff. 

This dissertation outlines one of these efforts. This work is primarily concerned 

with the efforts that the CMI research team took to create and successfully field a GSS 

that would support staff and command decision-making in a distributed environment. 

1.3 Research Questions 

The primary research question for this dissertation is, "What are the features, 

Junctionality, attributes and behavioral effects of a GSS that will actively support a 

physically dispersed team in establishing and maintaining situation awareness? " 

The research is complicated, nevertheless, by the complex context in which the 

research takes place. Making a useM tool is not enough. Early experiences with 

introducing a GSS into such a situation have shown that it is difficult to isolate the tool 
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and specifically address the desirability of its functionality without addressing the 

external factors that directly impact acceptance and use of the technology (Briggs, 

Adkins, Mittleman et al., 1999). 

As a result, this work seeks to identify not only the attributes of the system that 

contribute to SA, but also those that may aid in ensuring that the technology is accepted 

into the organization. Without tending to these other externalities one might expect to 

develop a useful system that people will not use. Such an outcome would be of little use 

as applied research. 

Specifically, this research purports to: 

1. Establish the behavioral aspects of a collaborative logging tool in support 

of situation awareness and decision-making. 

2. Determine the attributes that facilitate a successful transition to self-

supporting independent use of the tool. 

3. Determine the useful attributes for a collaborative logging tool in terms of 

data, operations, and functions. 

1.4 Research Approach 

The lion's share of information technology research is done under the auspices of 

the positivist school. The lure of being able to make "objective" judgments about the 

effects of research variables is indeed strong. There are, however, a host of other 

approaches that while acknowledging their more subjective roots, still hope to isolate 

some generalizable lessons that can be applied in other situations. 
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Working with deploying naval forces is quite different firom most research 

contexts. The most noticeable feature of this environment is that the officers and sailors 

are extremely results oriented. They are firmly fixed on mission accomplishment. 

Generally, they are willing to cooperate with a research agenda only to a certain point. 

Should the research interfere with their schedule or ability to complete required tasks, 

they quickly lose interest. Even seemingly simple things like completing a survey are 

considered to be overly intrusive on the workday. 

This demanding environment led the researchers to select a research approach that 

would be rigorous while meeting the specific requirements of the fleet. The exploratory 

nature of this effort, the natural setting and the expectations of the users all pointed 

towards utilizing a more interpretivistic approach. An Action Research methodology was 

selected whereby the researchers would intervene in the development and fielding of the 

application. The researchers realized that this "'participant/observer" role would impact 

the ability to maintain objectivity. Fortunately another research group was brought in to 

evaluate the project. 

The MITRE Corporation was contracted by DARPA to work with the CMI 

researchers to evaluate the collaborative log research. Their assessment of the tool 

development and fielding was invaluable in providing a method for "triangulating" on 

the salient features of the effort. In effect, this secondary assessment was instrumental in 

providing a more objective dimension to the highly contextualized action research effort. 
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While raising some new questions about the research team's decisions, it confirmed 

the judgment of the team in many of their decisions. 

1.5 Importance of the Research 

This research addresses many of the issues that influence dispersed organizations 

both in the military and business worlds. The staff at Third Fleet is constantly 

bombarded with a stream of data that may or may not be germane. The staffs function is 

to wade through this torrent and use their experience and training to glean the salient 

information that may make the difference in high stakes, high speed military conflicts. 

IT may be a practical and applicable way of addressing the need for decisive yet 

measured action in an increasingly complex environment. 

A goal of this research is that it should be applicable to business and public groups 

that need to make timely decisions based on fluid situations. This type of collaborative 

sense and decision-making is already quite common and will only increase as 

organizations become more distributed. Group technologies and processes that leverage 

the power of the military staff or management team need to be developed and tested to 

ensure that people can stay in step with their environments. 

1.6 Overview of the Dissertation 

This dissertation will take the following form. Chapter Two provides a literature 

review that builds a background for the work done on this project. Chapter Three 

outlines the research approaches that were implemented to bring this project to fruition. 

The fourth chapter chronologically steps through the efforts of the research team and the 
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different prototypes that were built to meet staff requirements. Chapter Five is a 

discussion of the conclusions and findings of this research. The final chapter addresses 

the limitations of the research and the possible directions that this research stream might 

take in the future. 



CHAPTER 2 - LITERATURE REVIEW 

39 

This chapter will build a reasonably encompassing literature review to support this 

research. Because this research touches on many areas, a foundation is cited in each 

area. This research has roots in decision-making, decision support systems, 

collaboration, group support systems and technology acceptance and adoption. 

2.1 Decision-Making 

Research into judgment and decision making (JDM) originally grew out of ideas 

propagated in other research communities such as psychology, economics and statistics. 

Early on, the focus was placed on how decisions could best be made. These normative 

models of decision-making prescribed how people should best make decisions to attain 

some optimal or near-optimal judgment. In effect, they suggest that the decision maker 

should generate and exhaust alternatives to find an optimal solution. Such prescriptive 

models stayed popular for many years and have significantly colored the education and 

practice of decision-making. 

2.1.1 Classical Decision-Making 

Edwards introduced the subjective expected utility (SEU) model that was the basis 

of JDM research for many years (Edwards, 1954). The often-unstated goal of SEU and 

the other normative models was to promote rationality among decision makers (von 

Winterfeldt and Edwards, 1986). Herb Simon took a slightly different path by 

introducing the idea of bounded rationality, whereby decision-makers could not be 
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expected to decide optimally, but could satisfice to reach an acceptable decision 

(Simon, 1957; Simon, 1982). In either case, their models were normative and were not 

necessarily descriptive of the actual behavior of decision makers. 

Classical decision theory exerted a great pull in spite of its non-descriptive nature. 

Researchers searched for clues that people were in fact rationally using probabilities and 

statistics to make decisions (Peterson and Beach, 1967). One of the approaches taken to 

explain the discontinuity between theory and practice was to look at the heuristics or 

"rules of thumb" that decision-makers would employ to lessen cognitive load (Tversky 

and Kahneman, 1974; Kahneman, Slovic et al., 1982). The work in this vein proposed 

that people employ heuristics to save time and effort and that these heuristics, and 

human judgment biases, systematically cause decision-makers to deviate from 

approaching optimal decisions. Some held that the reason the normative models were not 

better matched to the real world was due to the way that decision-makers frame the 

problem in their own mind (Tversky and Kahneman, 1981). Another approach was to 

view the selection of a strategy as a prime consideration for the rational decision-maker 

(Beach and Mitchell, 1978). 

Ultimately, the field polarized into two groups: (1) the traditionalists that were 

trying to eke out some shades of rationality in decision-making; and (2) those that felt 

that rationality in human decision-making was illusory (Jungermaim, 1983). The latter 

group found that they could not be satisfied by all of the conditions and loopholes that 

were necessary to make a normative model work in the real world. 
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2.1.2 Naturalistic Decision-Making 

More recently there has been a realization that traditional JDM thought was being 

contorted to meet the needs of real world decision-making. Naturalistic decision-making 

(NDM) research was bom out of a need to study decisions within their contextual fabric. 

Often such decision tasks will: (1) be ill-structured; (2) have uncertain dynamic 

environments; (3) be subject to shifting, ill-defined, or competing goals; (4) have 

action/feedback loops; (5) be subject to time stress; (6) have high stakes; (7) have 

multiple players; and (8) be expected to meet organizational goals and norms (Orasanu 

and Connolly, 1993). These attributes often show the normative models to be 

inadequate. Additionally, reviews of decisions made under such circumstances regularly 

show that decision makers do not rely on probabilities and the gambling analogy as 

classical theory might suggest (Klein and Calderwood, 1991; Beach and Lipshitz, 1993). 

2.1.3 Image theory 

Several JDM researchers have proposed naturalistic decision models, each with its 

own strengths and weaknesses (Lipshitz, 1993). This research was performed with two 

specific procedural models in mind that upon examination fit well with anecdotal 

experiences and observations in the military arena. The first. Beach and Mitchell's 

Image Theory, is an overarching theory that seeks to explain the decision process within 

the larger context of goals and values (Beach and Mitchell, 1987). The second, Klein's 

Recognition Primed Decision theory, is a more specialized model that focuses on the 

experienced decision maker under stress and time pressure. These two models are not 
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incompatible and taken together they provide a good basis of understanding for the 

work. 

Image Theory discards the gamble analogy and instead focuses on how decision

makers utilize principles, goals and plans to achieve their desired ends (Beach and 

Mitchell, 1987). Certainly, this does not preclude a person from utilizing a structured 

strategy that leverages probabilities and utilities, but it does promote the idea that 

decision-makers only use such strategies when it meets the higher order needs dictated 

by principles, goals and plans. 

Value Image 
Principles 
(Culture) 

Trajectory Image 
Goals 

(Vision) 

Strategic Image 
Plans 

(Strategy) 

Choice Test 
Profitability 

Decision 

Options Screening Test 
Compatibilily 

One 
Suvivcr 

Decision 

Figure 7 - Image Theory (Weatherly and Beach, 1996) 
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Image Theory largely rests on three constructs, known as images (Beach, 1990). 

The first, the value image, is comprised of the decision maker's principles. People, as a 

general rule, will go to great lengths to act within their sense of morality. The value 

image contains this personal sense of right and wrong. Originally, the value image was 

termed the self image. This original naming underscores the integration between the 

decision maker and the decision; the decision can truly be thought of as an expression of 

the person. 

The second image is the trajectory image. It embodies the goals of the decision 

maker. These may be long-term or short-term, concrete or quite general depending upon 

the circumstances. The strategic image is the final image. It extends the goals of the 

urajectory image with more specific plans to reach the desired ends (Beach and Mitchell, 

1998). These plans may also vary in how specific they are. This will largely depend 

upon how cemented the associated goals are, although this is not always the case. For 

instance, a specific goal like "get the promotion at work" might have very specific plans 

associated with it, while a more nebulous goal like "be successful" may have less 

specific or more flexible plans. 

Within Image Theory, the representation of the situation's context within the 

decision maker's mind is known as a firame (Dimegan, 1996). The frame is comprised of 

the knowledge of the decision task, the environment and their relations to the three 

images. A frame is "recogm'zed" when it is found to be analogous to a memorized 

situation with similar features. The framing of the decision is necessary in that it allows 
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decision makers to simplify the work of decision-making, A recognized frame gives 

the decision maker the opportunity to apply or modify a previously successful decision 

rather than reinvent the wheel with each decision. 

Image Theory recognizes two kinds of decisions, progress decisions and adoption 

decisions. Progress decisions are assessments of the fit between the evolution of a 

previously enacted decision and the trajectory image. If a course of action is found to be 

straying from the urajectory image several things may take place. The decision may be 

rejected in favor of a substitute or the trajectory image may be reevaluated. 

The more interesting kind of decision is the adoption decision. Adoption decisions 

are made when settling on a candidate course of action to attain a specific goal. The 

adoption decision is reached through the use of two kinds of tests, the compatibility test 

and the profitability test. The compatibility test is used to eliminate candidate options 

that are incompatible with the three images. For instance, a person might have a goal of 

getting $1000. One of the candidates for achieving this might be "rob a bank". Such a 

candidate may violate the value image and be summarily dismissed as an option. 

If no candidates clear the compatibility test, the decision maker can develop more 

options, alter the candidates, modify the images or take no action. If one candidate clears 

the compatibility test it is adopted. If multiple candidates clear the compatibility test they 

will then be subjected to the profitability test in which the surviving candidates are 

weighed to identify the candidate that has the greatest net benefit. The profitability test is 

what classical decision theory would hold up as the real decision - a selection of one 
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candidate from a group of discrete choices, each with its own anticipated costs and 

benefits. Image Theory takes a step back from normative decision theory and seeks to 

address more than the weighing of options.. 

2.1.4 Recognition Primed Decision (RPD) Making 

Another naturalistic decision-making theory that meshes well with this research 

project is Klein's Recognition Primed Decision model. Klein has spent a great deal of 

time working with a range of decision makers from firefighters to chess players to find 

common threads in how they are able to perform as well as they do. His theory is 

primarily focused on high-stakes decisions under time pressure (Klein, 1998). 

Vwisloo 2 Variation 3 
OfflnoMllKSIIuaUan e*»liiaHCou«tol*ellon 

Figure 8 - Recognition Primed Decision Making Model (Klein, 1998) 
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Klein and his associates worked extensively with groups, observing 

interviewing and trying to discern how these people were making split second decisions. 

His original theoretical basis was a two-option decision model where the subject has a 

favorite and a comparison alternative in mind (Soelberg, 1967). He came to note and 

others have confirmed that these time-pressured decision makers do not consider 

multiple alternatives (Endsley and Smith, 1996). 

Before we did this study, we believed that novices impulsively jumped at 
the first option they could think of, whereas experts carefiilly deliberated 
about the merits of different courses of action. Now it seemed that it was | 
the experts who could generate a single course of action, while novices j 
needed to compare different approaches (Klein, 1998) \ 

Instead, Klein found that the firefighting commanders were doing something far 

different (Klein, 1993). Klein states that the high level goals of these firefighters are 

commonly understood for any given situation. More specific goals would be dependent 

upon the evaluation of the situation. When they arrive at a fire they gather information 

and try to categorize the situation, much the way a chess player classifies game 

conditions (Chase and Simon, 1973). This allows them to call up a set of expectancies 

for that type of fire. They would then be looking for certain cues that would confirm that 

the fire was of the type that they had in mind. Violations of the expectancies may cause 

the commander to either adjust his fi^e for the decision or try to recategorize the 
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situation. They would then mentally simulate options for attaining the goals (Klein, 

1998). 

The RPD model is centered on Simon's concept of satisficing (Simon, 1955). If a 

candidate option satisfactorily makes it through the mental simulation, it is enacted. 

Otherwise, it is either discarded in favor of another option or modified to succeed in the 

mental simulation. This handling of uncertainty and novelty has been coined 

"metarecognition" as it goes beyond the simple recognition of a analogue situation 

(Cohen, Freeman et al., 1996). The RPD model has three different level of complexity 

depending upon how close the firame matches recognized situation (Klein, 1989). In the 

simplest examples, the situation is recognized and a stock response is automatically 

applied. In the next level of complexity the mental simulation comes into play. The 

decision maker modifies an option until it works in the mental simulation. Only when 

expectancies are violated or the decision maker cannot modify an option sufficiently do 

higher order analyses take place. In such high-pressure situations, the decision maker is 

not searching for an optimal solution. She is simply looking for an applicable solution 

that can meet the goals of the situation (Flin, Slaven et al., 1996). 

The military tacitly recognizes the importance of the RPD model in their day-to

day training and operations. It is very common for the military to train exhaustively to 

prepare for action. This training may be in some part useful in preparing people socially 

and psychologically for crisis situations (Flin, Slaven et al., 1996; Grossman, 1996). 

Primarily though it is used to automate action and reaction. Units regularly drill to turn 
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situations that require thought and deliberation into routine decisions that require little 

reflection as stress often confounds deliberate decision-making (Keinan and Friedland, 

1987). Additionally, this training allows for greater decentralization of decision-making 

(Roberts, Stout et al., 1994). As junior members of the team train in a safe, consequence-

controlled environment they can assimilate the education and experience that can allow 

for greater levels of trust; leaders can depend on people enacting the routine decisions 

without interference. The unstated goal is to train on potential contingencies providing 

service members with a vast library of experience so that situations can be easily 

recognized and action can be taken immediately or with as little consideration as 

possible. Thus, the decision maker is moved from being a novice who must cognitively 

evaluate options to an expert who depends upon the perceived context to pick a course of 

action (Federico, 1995). 

One can readily see that Klein's RPD model is focused on the hair-triggered 

decision making of those under time pressure. Satisflcing does not play such a 

predominant role in more deliberate decision-making. For this reason, taken together the 

Image Theory and RPD models do much to explain the decision-making CMI 

researchers encountered with the Navy. In situations where training and experience gave 

clear direction the staffs and commanders regularly default to RPD. In more novel 

situations, however, they adopt courses of action that spring less from optimality than 

from a fit with the goals, culture and plans of the organization, as is described by Image 

Theory. 
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2.1.5 Time pressure 

One of the key components that cannot be overlooked is the effect of time pressure 

on decisions and decision-makers. In many areas, decision-makers are pressed for time. 

This pressure can cause decision-makers to adopt a number of different coping strategies 

such as avoidance, switching to different heuristics or strategies, modifying or 

simplifying strategies or speeding up (Payne, 1976). The attributes of an automated 

system may be expected to complement the human decision-maker undertime pressure 

(Kahn, 1985; Hwang, 1994). 

Research has shown that under time stressors decision-makers may have a 

tendency to focus on negative information rather than base decisions on the wider range 

of information available (Wright, 1974; Ben Zur and Breznitz, 1981). They may also 

apply information in an inconsistent manner during the decision process (Benson and 

Beach, 1996). This seemingly haphazard shift in decision processes may cause errors 

that have significant consequences. 

The hope for the use of IT systems in time pressured situations is that these 

technologies can help to balance out the negative effects of the time stress to allow the 

decision-maker to maintain effectiveness. People react differently to time pressure and 

personality is linked to questions of how decision-makers cope with the added stress 

(Sales, 1970; Farmer, Hunter et al., 1984; Ordonez and Benson, 1997). A computer 

system, on the other hand, is specifically programmed to operate in a predictable 



50 

manner. It should behave consistently in spite of the emotional stress felt by time 

pressured users. 

Time pressure has special considerations for the military decision maker. The 

military commander is often rewarded for audacity and bold action as are business 

leaders in many circumstances (Eisenhardt, 1989). JDM research has shown, 

nevertheless, that time pressure may cause decision-makers to select less risky 

alternatives (Ben Zur and Breznitz, 1981; Ordonez and Benson, 1997) or they may push 

harder to meet an end (Camevale and Conlon, 1988). Time pressure may also affect the 

selection of a decision strategy (Kerstholt, 1996). Specific training or decision aids to 

deal with time pressure may also help to address the effects of such stress (Zakay and 

Wooler, 1984; Todd and Benbasat, 1994). The high stakes and dynamic situations 

consistent with military conflict are precisely the kinds of situations where able decision

making will have important effects on the situation. 

2.1.6 Situation Awareness 

One of the keys to successM decision making under Image Theory, RPD, or any 

number of other decision theories is a clear and relatively accurate understanding of the 

environmental context of a decision (Federico, 1995; Jones and Endsley, 2000). Though 

there has been some ambiguity in the past, this dissertation will use Situation Awareness 

(SA) as the term for this construct. It is the currently accepted name for this concept 

within the decision theory community and it is recognized within the military 

community where this research has been conducted. 
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Some have gone beyond a simple definition of SA and have attributed it with 

causality or an action component. For instance. Smith and Hancock have defined 

situation awareness as "adaptive, externally directed consciousness" (Smith and 

Hancock, 1995). This definition is judged, however, to be inaccurate. By attributing 

action to SITUATION AWARENESS, it is elevated to a status whereby it is no longer a 

consUruct within a larger decision-making theory. Instead, it becomes a kind of causal 

meta-theory. This may then lead to circular logic whereby situation awareness causes 

itself (Flach, 1995). 

Endsley defined situation awareness as the "perception of the elements in the 

environment within a volume of time and space, the comprehension of their meaning, 

and the projection of their status in the near future" (Endsley, 1988). Even this definition 

may be too overreaching as it includes an ability to anticipate potential situations in the 

future. A more accurate definition is, "the accessibility of a comprehensive and coherent 

situation representation which is continuously being updated in accordance with the 

results of recurrent situation assessments" (Sarter and Woods, 1991). A simpler but 

similar explanation that embodies the essence of situation awareness is, "an individual's 

internal model of the world at any point in time" (Wellens, 1993). It should be noted, 

however, that situation awareness does not contain the awareness typified by doctrine, 

rules, procedures and more static information (Endsley, 1995). 

There are models of situation awareness that can be viewed as competitors to 

decision-making theories. These are not sufficiently developed or distinguished enough 
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to pursue in any depth. One such model is Endsley's Model of Situation awareness in 

Dynamic Decision Making (Endsley, 1995). This model sprung from the previously 

proposed and more specialized theory known as the Aircrew Decision Model (Endsley, 

1988). Both of these appear to be descendents of Colonel John Boyd's decision-action 

cycle, conunonly known as the "OODA Loop" (Observe, Orient, Decide and Act) 

(Boyd, 1986; Boyd, 1987). There does seem to be agreement that situation awareness in 

the individual is based on established psychological constructs such as chunking 

(Endsley and Smith, 1996). 

There is also some effort being made to study and categorize group or team 

situation awareness (Salas, Prince et al., 1995; Langan-Fox, Code et al., 2000). This is 

altogether understandable in light of the group activities associated with most complex 

decision-making. Group situation awareness can be thought of as the common 

perspecti'. e that people share with regard to a system at any point in time. One 

researcher goes so far as to refer to group situation awareness as a shared "theory of the 

situation" (Bohnan, 1979). 
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Figure 9 - Endsley's Situation Awareness in Dynamic Decision Maicing Model 

Group situation awareness is not maximized, however, by a situation where all 

team members have identical understanding of the environment. Instead, it is believed 

that collaboration is best leveraged when a certain core knowledge is shared among all, 

while individuals have specific knowledge that maximizes the breadth of awareness for 

the group. Or in the words of Wellens, ''The key to optimal group situation awareness 

appears to be ananging group member such that enough overlap occurs to maintain 
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group coordination while allowing enough separation to maximize coverage of the 

relevant environment" (Wellens, 1993). 

Group situation awareness also has to be balanced against the problems associated 

with building, maintaining and exercising its use (Wellens, 1993). The cost of improved 

group situation awareness is the coordination that must take place. Assimilating 

information into a mental model is a complex and fallible operation for the individual 

(Jones and Endsley, 2000). Achieving group situation awareness can consequently be 

heir to all of the problems associated with individual situation awareness and is further 

confounded by the time, errors and cognitive load of complex coordination and 

communication. Perfect situation awareness may not be possible, but some level is 

requisite to thoughtful decision-making (Endsley, 1995). 

As a field of study, situation awareness is relatively new. Psychologists have 

studied cognition for many years and there are connections (Flach, 1996). Situation 

awareness is set apart, nonetheless, by the inherently dynamic nature of contextual 

decision making. For the purposes of this dissertation, situation awareness is a focal 

point around which decisions are made. 

2.2 Decision-Making in the Military 

Soldiers and students of military operations have long been interested in isolating 

the specifics of success on the battlefield. Certainly, the tangible factors have always 

been at the forefront of this search. For instance, in this country the leaders have readily 

acknowledged that Americans are willing to trade money for blood. One need only look 
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at the $2 Billion price tag on each B-2 Spirit stealth bomber to see the focus on state 

of the art equipment. 

Additionally, there is widespread agreement that training is an important factor in 

preparing the military to win. This is evident in the massive training exercises the armed 

forces participate in and the stress put on professional education. As General George S. 

Patton once said, "A pint of sweat will save a gallon of blood." 

It is evident, however, that the size of forces cannot be ignored. Sheer numbers 

can overcome even the best-trained, motivated and equipped force when it is forced to 

fight. Thus, the key for a smaller force is to wisely choose its fights. This is where the 

less tangible factor of leadership comes into play. 

In most circumstances, superior leadership can obviate the opponent's advantages. 

In Vietnam, for instance, the U.S. started the war with the best trained and equipped 

army and navy in the world. The superior strategy and patience of the communist 

leadership, however, eventually outweighed these factors. 

Developing excellent leadership is still elusive. Classical military theory is filled 

with axioms for situations that are difficult to even recognize. For example, people are 

fond of quoting Sun Tzu, but does a statement like, 'We will win who knows when to 

fight and when not to fightactually help a commander? Instead, commanders and staff 

need to isolate specific attainable methods for ensuring success against the enemy. 
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2.2.1 Decision and Action 

The Korean War was unique in many ways. In the shadow of nuclear weapons, 

the super powers could not afford to face off directly. So they acted with and through 

surrogates in smaller containable conflicts. The emergence of air warfare with jets was 

one of the most interesting features of this war. 

On the surface, the air combatants had comparable tactical fighter forces. The UN 

forces flew the North American F-86 Sabre, while the North Korean, Chinese and 

Russian air forces flew the MiG-15. On paper, each of these flghters could be expected 

to win its share of battles. Surprisingly, this was not the case. The F-86 had a staggering 

10:1 kill ratio over the MiGs. One man in the Air Force was interested in flnding out 

why the outcome was so one sided. 

Colonel John Boyd was a fighter pilot that dissected the Korean tactical fighter 

match-up to find that the telling advantages of the F-86 were not in weaponry, power or 

maneuverability. Instead, the two factors that most often provided victory were pilot 

visibility and hydraulic systems (Fadok). 

The F-86 had a bubble canopy that afforded the pilot the opportunity to more 

easily and quickly identify the MiGs. This paid dividends by allowing the pilot to 

quickly determine the disposition and intent of the enemy and to find a way to engage. 

The MiGs on the other hand, could not observe as well and were stymied in their efforts 

to know the situation and apply a tactic. 
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Additionally, the F-86 had a hydraulic system that let the pilot fly with little 

physical effort. 1 he MiGs had no such system. MiG pilots were forced to manhandle 

the rod and cable controls and wrestle their fighters into difficult maneuvers. All of this 

exertion took time and as the fight wore on, the pilots would grow exhausted and act and 

react even slower. 

In his "Aerial Attack Study", Boyd developed a theory that quantified the ability 

of aircraft to transition between maneuvers and different potential energy states (Boyd, 

1960). This work was instnmiental in the design of such fighters as the F-I6. Later, he 

revisited his work in an effort to ferret out some more general lessons. What emerged 

was the Observe, Orient, Decide and Act (OODA) Loop and some accompanying 

theories about applying it to gain the advantage. 
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Figure 10 - Boyd's Decision-Action Cycle 

In a conflict situation, a general pattern emerges for the command and control of 

forces. Commanders try to understand the situation and anticipate potential enemy 

actions. In effect, this is a kind of theory building about the situational picture (Kaemph, 

Klein et al., 1996). Then they try to take action to expand their own options and limit 

those of their opponent. By doing so, the commander hopes to control the conditions 

and continue to force his will on the enemy until victory is attained. Most people 

instinctively recognize this sequence, but as with most decision theories the iterative 

nature is largely ignored. People normally view decisions and their accompanying 



59 

situations as though they are discrete. In an adversarial conflict nothing could be 

further from the truth. Each decision and action builds on the last. 

2.2.2 Observe, Orient, Decide and Act - The Decision-Action Cycle 

Image Theory and the Recognition Primed Decision Making model were 

previously discussed in this literature review. Either of these models can be inserted 

within the OODA decision-action cycle to provide greater detail and understanding for 

the decision-making portion of the iteration. By doing so, one gains understanding of the 

adversarial decision-action cycle on a larger scale and on the workings of the decision 

itself. 

2.2.2.1 Observe 

During the Observe phase of the cycle, the decision-maker (DM) takes in data 

from all the different available sources. This is not to say that all sources are treated 

equally. In many cases, important observational sources are ignored either because of 

constraints or by design. It is important to note, however, that the data gathered in this 

stage will be the basis for all future understanding and action. Thus, the decision-maker 

must strike a balance between the costs of the source, the time involved, die reliability 

and validity of the data and most importantly, the useflthiess of the data. 

2.2.2.2 Orient 

The Orient phase of the OODA loop is the most important. Without a proper 

orientation, the commander can not take effective action. He/she will be striking blindly 

with only luck as a guide. 
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The decision-maker, or commander, orients himself by using the data gathered 

in the observe phase to build a mental model of the situation. There is some competition 

in this phase between the need to move rapidly and the need for an accurate model. By 

moving slowly, one fails to take advantage of opportimities. On the other hand, if one 

moves too rapidly, there is a greater chance for inappropriate action (Payne, Bettman et 

al., 1996). These needs must be balanced in attempt to maximize effectiveness. 

Weick and Roberts argue that there really is no collective situation awareness; 

instead they hold that the collective mind is the product of intertwined processes and 

actors (Weick and Roberts, 1993). In other words, the actors do not really have a clear 

knowledge of the whole system; they merely need to know their role and heedfully 

perform the associated tasks. One could argue that this may be true for a mechanistic 

system like a flight deck, but the primary purpose of a staff is to make sense of a fuzzy 

and complex situation for the commander. Heedful staff work demands a greater 

knowledge of the situation and indoctrination into a greater collective understanding. 

A decision-maker's orientation will on a large part depend on his/her previous 

experiences, culture, genetics and a host of other factors. Thus, it is even more 

important that the observations be integrated into a working mental model so that these 

biases do not render the decision-maker ineffective. 

The orient phase has feedback loops to influence further observation. 

Additionally, this phase implicitly controls the observation and action phases. 
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2.2.2.3 Decide 

As discussed previously, there are many different decision making theories that 

have been espoused over the years. Most of them have been normative in nature, or they 

have treated decision-making as though it were a purely analytical exercise. Military 

manuals enforce this assumption with specified processes where courses of action are 

developed and evaluated in an attempt to assess utility (TRADOC, 1997; JCS, 1999). 

For example, subjectively expected utility (SEU) was bom in the world of economics. It 

assumes that the utility of an outcome weighted by its subjective probability should be 

the mechanism for choosing the associated course of action (Edwards, 1954). 

The theory has been widely criticized because it has little basis in fact. It is fairly 

easy to demonstrate that people do not generally use this decision strategy. In response, 

others have tried to modify the theory to better represent what happens with real 

decision-making (Kahneman and Tversky, 1979). One also can utilize a highly rational 

method like SEU and settle on an irrational course of action. 

There are, however, some newer theories that are derived from actual naturalistic 

decision-making. After reviewing decision theories that might fit within Boyd's OODA 

loop, RPD and Image Theory (Beach and Mitchell, 1987; Klein, 1989) were judged to be 

the best fits. 

Recognition Primed Decision Making holds that most decisions, especially those 

that are time-pressured, will be made through a simple process of recognizing the 

contextual frame of the decision and satisficing to employ a catalogued decision. Image 
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Theory has a parallel structure whereby the decision-makers will apply a compatibility 

test to prospective courses of action. In the compatibility test, the decision-maker will 

assess candidate actions with respect to the internalized images. If a candidate action 

conforms to the decision-maker's principles, goals and plans, then it advances for further 

consideration. If not, it is dismissed. If only one candidate survives, it is adopted. 

Often, the compatibility test is an intuitive rather than analytical exercise. Thus, the 

single option compatibility test is quite equivalent to the RPD model. In both, a single 

option is adopted because it survives the comparisons devised by the decision maker. 

The decision maker is not spending time to develop other candidates, as this takes time 

and resources and is not required. 

If multiple candidates do survive, they are assessed in a profitability test to 

determine the best candidate. Klein would argue that such an assessment will only take 

place under circumstances where the decision maker does not have a suitable recognized 

response and cannot easily modify a known course of action. This is a head-to-head 

evaluation of each candidate and is more in tune with SEU. It is a more analytical 

technique than the compatibility test. If no candidates survive, the decision-maker will 

go back and reconsider options and possibly develop new candidates. 

It should be noted that Image theory does not recogm'ze the idea of group decision

making (Beach, 1990). Instead, it looks at the group as being the context for the 

decision. In this research, the staff may develop courses of action and help to shape the 
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commander's mental model. He/she is, however, the only one to actually make the 

decision. 

In the case of a military unit, the leader will develop what is called the 

"commander's intentions". This is a focused statement that details what the 

commander's goals are for an operation, how he intends to accomplish the goals and 

what kind of end-state he/she desires. 

The conmiander's intentions help to frame the operation for subordinate 

commanders. It is used to specifically define important features for orienting the 

collective mind of the JTF. If things should not go according to plan or if contact is lost, 

the subordinate commander can continue to act in accordance with the commander's 

wishes. 

The commander may then issue a specific plan or leave the details to the staff 

and/or subordinate commanders. This depends largely on the commander's style, the 

complexity of the operation, the experience level of subordinates and a number of other 

factors. 

2.2.2.4 Act 

The Act phase is the final step in the OODA loop. Here, the staff and subordinate 

commanders move to actually bring the plan to firuition. This phase then ties back into 

the beginning of the OODA loop. The commander and the staff will observe the effects 

of the action and will begin to reorient themselves to the updated situation. 
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Realistically, in a team endeavor like this, the conmiander's actions usually end 

with the issuing of the operations order. He may clarify some points, but major changes 

in the plan will either require another iteration of the OODA loop or will be handled by 

subordinate commanders. Again, the commander's intentions are an important input to 

the Act phase because the JTF commander may not be available. The subordinate 

commander's mental model of the situation needs to be closely aligned with that of the 

commander so that he/she can act without direct supervision. The importance of 

orienting the collective mind truly becomes apparent in this phase. 

2.2.3 Operational Tempo 

Obviously, the advantages of a compressed OODA loop are not realized in the 

single masterstroke. One can only expect to maintain a competitive advantage through 

repeatedly forcing the enemy back on his heels and wresting control of the situation 

from him. 

Applying this methodology can provide a real advantage, provided the opponent 

does not disengage or purposefully slow down the battle. Commonly, the application of 

this theory is referred to as speeding up the operational tempo (OPTEMPO). By doing 

so, the actor hopes to outstrip his opponent's ability to update his/her situation 

awareness, make decisions and act in a timely and effective manner. 

2.3 Decision Support Systems 

Out of the boom in electronic data processing (EDP) in the 1960s came new types 

of information technologies that were aimed at improving the organizational leadership's 
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ability to make and enact better decisions. The first in this line was known as 

management information systems (MIS). Although the term MIS has come to take on a 

much broader meaning, originally it was coined to describe those systems that could 

provide information that would feed into the regular management processes of the 

organization (Keen and Scott Morton, 1978; Sprague, 1980). Or as one popular 

definition states, 

"A management information system is an organized method of providing 
past, present, and projected information relating to internal operations 
and external intelligence. It supports the planning, control, and 
operational Junction by jurnishing uniform information in the proper 
time-frame to assist the decision maker " (Kennevon, 1970). j 

Typically, these systems would provide the information feed that would influence 

structured management decisions. For example, an MIS might be focused at providing 

data for statistical process control or inventory information on the assembly line. 

Decision support systems (DSS) are a specialized class of automated systems that 

extend upon the foundation of MIS. The goal of these technologies is to aid in the more 

ill-structured or ad hoc decision problems that MIS could not effectively address (Keen, 

1981). Where MIS might provide reports as die inputs to a decision heuristic it did not 

have the flexibility to aid in evaluating alternatives. For instance, a management 

information system might let a manager know that his inventories are up 15%. They 

would not, however, help him to determine what this means to his bottom line. A DSS, 
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on the other hand, might give estimates of how such information can affect the 

company's profitability. 

Sprague and Carlson put forth several attributes that are shared by decision support 

systems. They said that a DSS is (I) a computer-based System that (2) helps decision 

makers (3) confront ill-structured problems (4) through direct interaction (5) with data 

and analysis models (Sprague and Carlson, 1982). One can see that many different types 

of systems meet conditions one through four. Attribute number five, on the other hand, is 

somewhat more elusive and is what separates an MIS from a DSS. Most computer 

systems still rely on humans rather than any data or analytic models to perform the real 

work involved with decision-making. A DSS starts to move some of the actual analyses 

from the person to the computer. 

There are other more specialized systems such as executive information systems 

(EIS) or executive support systems (ESS) that are specifically tailored to the needs of the 

high level leader, although the associated decision support models do not often support 

the actual decision process (Hogue, 1987). These may or may not have the modeling 

capabilities of a DSS. They do, however continue to treat the decision process as though 

it is an isolated single person endeavor. 
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Conventional MIS DSS EIS 
Principal Use Control Planning, organizing, 

staffing and controlling 
Guide actions 

Applications Production control, sales 
forecasts, financial 

analysis, human 
resources management 

Diversified areas where 
managerial decisions are 

made 

Environmental scanning, 
performance evaluation, 

identifying problems 
and opportunities 

Database(s) Corporate Special Corporate, special 
Decision Support 

Capabilities 
Direct or indirect 
support; mainly 

structured, routine 
problems; using 

standard operations 
research and other 

models 

Supports semi-
structured and 

unstructured decision 
making; mainly ad hoc, 

but some repetitive 
decisions 

Indirect support, mainly 
high-level and 

unstructured decisions 
and policies 

Adaptability to 
Individual Users 

Usually none, 
standardized 

Permits individual 
judgment, what-if 
capabilities, some 

choice of dialog style 

Tailored to the 
individual executive 

Model Base Standard models are 
available, but are not 

managed 

The core of the DSS Can be added, often not 
included or limited in 

nature 
(Watson, Houdeshei et al., 1997) 

Table 3 - Comparison of MIS, DSS and EIS 

2.4 Collaboration and Group Support Systems 

In most organizations, the lone decision maker is a myth. Even in the military, 

where the commander is responsible for everything that the unit does or fails to do, most 

non-routine decisions are made with extensive consultation. As was described in chapter 

one of this dissertation, a large staff that is specifically designed to counsel and make 

recommendations surrounds the Third Fleet's commander. A JTF Commander always 

has the option of acting independently, but this is rarely the case. The details are too 

great and the coordination too complex. So it is with most complex organizations. 
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Out of this realization grew group decision support systems (GDSS) and group 

support systems (GSS). GDSS were developed in the same vein as DSS, with the 

difference that they were designed to support groups in decision-making tasks rather 

than individuals. GSS, on the other hand, are by and large not as centered around 

models. Instead, they provide support to groups interacting to solve problems and make 

decisions (Dennis, Heminger et al., 1990; George, Easton et al., 1990; Nunamaker, 

Briggs et al., 1995). Most GSS research has been performed using electronic meeting 

systems (EMS) (Fjermestad and Hiltz, 1998). 

The collaborative log system developed during the course of this research does not 

fall within the realm of the typical DSS, GDSS or GSS even though it was an EMS in its 

first instantiation. It is, nevertheless, closely related to this whole family of support 

systems and much can be gleaned from the lessons learned in their development and 

fielding. 

In particular, research into GSS has shown the ability for IT systems to provide the 

following (Nunamaker, Dennis et al., 1993); 

• Process support • Media richness 

• Group memory • Task support 

• Anonymity • Task structure 

• Parallel communication • Process structure 

• Depersonalization 
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The distributed nature of the work performed in this dissertation research was 

precisely the type of daily effort or "primary processes" that could benefit from the 

structure provided by a GSS (van Genuchten, Vogel et al., 1998). 

2.5 Technology Acceptance and Adoption 

Aside from the technical aspects of any DSS used in the context of this research 

project, it was also realized that the more elusive requirements of the users would need 

to be given great attention. Previous work with the Navy had alerted the researchers to 

the requirement to address concerns about the acceptance and adoption of any 

technologies. 

2.5.1 Technology Acceptance Model (TAM) 

The Technology Acceptance Model (TAM) was developed by Davis to explain the 

reception or rejection of new computer systems by users (Davis, 1986; Davis, Bagozzi et 

al., 1989; Davis, Bagozzi et al., 1992; Davis, 1993). It has become quite popularly 

accepted as an explanation for user behavior and has proven quite useful in several 

studies (Mathieson, 1991; Moore and Benbasat, 1991; Adams, Nelson et al., 1992; 

Davis, 1993; de Vreede, Jones et al., 1998). Additionally, it has been extended to a 

number of different but related domains. 
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Figure 11 - Technology Acceptance Model (TAM) 

TAM proposes that users acceptance of a new computer system is based primarily 

on perceived usefulness (U) and perceived ease of use (E). Perceived usefulness is a 

subjective assessment of the degree to which a new system's use will provide utility. 

Perceived ease of use is the potential user's assessment of the ease with which she can 

learn and use the new system. These two factors are dependent upon any number of 

external variables. They in turn lead to behavioral intentions (BI) that effect actual 

system use (AU). 

2.5.2 Technology Transition Model (TTM) 

The Technology Transition Model is an extension to the TAM (Briggs, Adkins, 

Kruse et al., 1999; Briggs, Adkins, Mittleman et al., 1999). Whereas the TAM is 

primarily used to explain acceptance or rejection of new technologies, the TTM is 

intended to explain the adoption and continued self-sustaining usage of a technology. 
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Figure 12 - Technology Transition Model (TTM) 

The TTM is different from the TAM in several important ways. Most noticeable is 

that the TTM includes both the perceived usefulness and perceived ease of use within a 

construct known as perceived magnitude of net value (M). M rolls together a number of 

attitudes and beliefs about the system into a synthesized subjective judgment about the 

benefits of using the system. This assessment is then multiplied by the perceived 

frequency of net value (F), the user's estimation of how often she will experience 

benefits (or costs) of the system. The thought behind the inclusion of F is that users 
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require both benefit and the expectation of continued benefit to transition to a new 

technology. 

The degree to which M and F are able to sway the potential user are modified by 

the certainty (C) of the firequency and magnitude of the net value. TTM presupposes that 

users are more likely to transition to a technology if they have a higher relative assurance 

of the realization of regular benefits. Certainty can spring from testimony about the 

system, observation by the potential user or even some personal experience with the 

system. 

This equation is also modified by the net value of the transition (T) itself There 

may be, after all, some explicit benefit to going through the technology transition. An 

example of this might be the user that experiences increased social status as a result of 

taking part in classes to learn the new system. The potential costs and benefits of the 

transition have largely been ignored in previous attempts to model technology adoption 

and transition. Although the TTM is relatively new and untested, it is beginning to see 

testing in the field (Briggs, Kunamaker et al., 2001; Kruse, Adkins et al., 2001). 
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CHAPTER 3 - RESEARCH APPROACH 

"Knowing is not enough; we must apply. Willing is not enough; we must do." - Goethe 

3.1 Introduction 

This research was guided by the belief that no single research methodology is best 

in every situation. Every methodology has strengths and weaknesses. Researchers can 

never render a model of a complex system with complete accuracy. They do strive, 

nonetheless, to create representations of the real world with valid predictive value. To 

achieve these ends the goal of the researcher should be to apply methods and instruments 

that leverage the situation to gain the most complete picture possible. 

This research was largely exploratory in nature. There is no large corpus of work 

which can simply be extended. Consequently, this situation requires adopting 

methodologies that will help isolate and understand the context of the research. Only 

after gaining a general understanding of the whole is it appropriate to delve into the more 

esoteric aspects of an information system. 

3.2 Triangulating 

To address the shortfalls inherent to any one type of research methodology one can 

employ multiple methodologies that complement the strengths and weaknesses of the 

others (Nunamaker, Chen et al., 1990; Vogel and Nunamaker, 1990; Dennis, Nunamaker 

et al., 1991). This research approach strives to use such a triangulation of methodologies 

to provide balancing efifects. 
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Figure 13 -Nunamaker's IS Research Framework 

3.3 Selecting Methodologies 

Several methodologies were used as was described above. The one methodology 

that was assumed was that of Prototype or Systems Development. It stands as the core 

methodology within MIS research (Nunamaker, 1992). Often the selection of 

methodologies is based simply on convention or what the researchers in the orgam'zation 

are accustomed to using (Vogel and Wetherbe, 1984). In this research project, the 

decision to build a prototype was an extension of the need to provide better functionality 

to log users. The GroupSystems logs were akeady in place when the team decided to 

leverage its use for research purposes. Although much information could be garnered 

from the GroupSystems logs, they were deemed to be inappropriate as the basis of a 

larger research agenda. GroupSystems was designed to meet a set of requirements that 

were quite distinct from a true logging tool. 



75 

3.4 Criteria 

To objectively select research methodologies that would complement one another, 

each methodology was evaluated within the context of the project and its constraints. 

Below is a listing of the different criteria used in selecting methodologies. 

• Existing Knowledgebase • Reliability 

• Setting • Resources 

• Validity • Tradition 

In this situation, there was a relatively small amount of work previously done that 

could provide a baseline for expanded investigation. In response, it was determined that 

this work would have to be approached in an exploratory fashion. Much of the work 

would turn out to be descriptive once features and system requirements were tested. 

The research setting in this situation was largely determined by the context of the 

work. CMI was under contract to study collaborative systems in the shipboard fleet 

environment. This meant that the research team would be working extensively on ships. 

This environment is quite demanding firom a research standpoint as the subjects, in this 

case staff officers and non-commissioned officers are primarily focused on performing 

their real-world duties; they are not willing to participate in research that might hinder 

their work. Additionally, there are communication and logistical limitations posed by 

being on a ship. Any selected methodology would have to fit within the parameters of 

shipboard life. 
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Validity and reliability always play in the researcher's mind. Without validity 

one can never be sure that what is being measuring is what one is purporting to research. 

Without reliability, one cannot accept the accuracy of the findings. As a result, the 

researchers tried to frame the admittedly interpretivistic research to maximize these two 

factors while minimizing any subjective biases that may be inadvertently inU'oduced. 

Resources must be accounted for in that they bound the scope of the efforts. The 

budget for this research was generous compared to similar projects, but it was by no 

means extravagant. Much of the fiscal resources would be conunitted to travel and 

associated costs for the research team. This was necessitated by the need to support 

Third Fleet throughout its area of operation. It did, nevertheless, allow resources for the 

equivalent of one part-time programmer that could develop the actual code. The system 

overhead was bounded by the performance of the computers in the IT-21 suite. Thus, 

from a resource standpoint, the project was bounded from the outset. 

Finally, tradition plays a large part in any such decision. One's teachers and 

advisers often have a startling amount of input. Some of which is accepted consciously, 

while other portions are accepted without deliberation. 

3.5 Selected Approach 

After reviewing possible methodologies, two were selected that would best 

complement prototype building in this situation. Action Research was selected because it 

fit particularly well with the challenging shipboard environment. Action Research is a 

methodology that is much like the case study. It differs, however, in the amount of 
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interaction and intervention performed by the researcher. Action Research is 

performed with the acknowledgement that the researcher is an active participant in the 

process and caimot maintain distanced objectiveness. 

Cffe-eShidy Action 
Reseaich Reseiucli 

Low Higli 

Level of Researcher Participation 

(de Vreede, 1995) 

Figure 14 - Level of Participation for Case Study and Action Research 

The third methodology was that of review. The term "review" can mean many 

things in the research context. Within this study, it refers to the systematic review of tool 

usage to gain insight into usage and requirements for the system. Because the CMI 

researchers were in control of the building of the prototype, the instrumentation of the 

system could be completed to provide unique insight into system use. These system 

instrumentations would be firee from the subjective and sometimes spotty observations 

and recollections of the users and researchers. The review component would provide 

hard independent data that would complement the more subjective Action Research. 

Both would in turn feed into the prototype building effort and all three would fuel the 

theory building and testing. 
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Figure 15 - Selected Research Approach 

3.5.1 Prototype Building 

As was mentioned previously, the cornerstone methodology was that of prototype 

development. CMI has a long tradition of building usable systems that can be tested and 

perfected in the field. Though tradition played a large part in its selection, this 

methodology is the most effective in supporting the MIS field and its continued focus on 

creating information technologies that can support the needs and desires of workers and 

managers (Nunamaker, Dermis et al., 1993). 

The primary attribute of the prototype building methodology is that it directly 

addresses technology questions. Often times, the success or failure of a technology rests 

upon the ability to apply technology in a measured and effective way. There is no 

substitute for actually taking the technology to the field to expose it to all of the 

intangibles and unforeseen enviroiunental factors that color any real-world situation. All 
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too often models, simulations and preconceived notions do not or cannot provide for 

the dynamic and complex situations found in a typical work setting. Only by building 

and testing can one have some confidence of the validity of such research. 

A second factor in the selection of prototype creation is that it is not dependent 

upon subjects. One can create and test a prototype under situations that do not require 

traditional human subjects. Testing applications in isolation may not be appropriate in 

all, or even most circumstances, but it is an important capability provided by this 

research methodology. Although a prototype may be taken out and be used with real 

subjects there are certain attributes that are best tested in segregation from human 

subjects. 

The final outstanding characteristic of prototype building methodologies is closely 

related to the second. Because this methodology is divorced from actual system usage it 

is also unable to address behavioral or process questions that are integral to the actual 

usage of a system. Fortunately, the prototype can easily be moved to be a centerpiece of 

other forms of research as was done during the course of this initiative. 

3.5.2 Action Research 

Action Research was selected because it fits especially well into the isolated shipboard 

environment faced during this program. Typically, a researcher on board the ship does 

not have extensive control over subjects. They are stress and time-pressured 

professionals intent on performing their assigned mission. As such, cooperating with 

researchers to perform an experiment is a rather low priority. 
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Action research is specifically designed to provide behavioral insights in a real 

context. In this methodology the researcher becomes a participant-observer and works to 

be a change agent in the research environment (Argyris, Putnam et al., 1985). 

Additionally, it is a very flexible methodology that can be applied in any number of, or 

across disciplines. 

The participant-observer utilizes theory to determine and apply courses of actions 

during the intervention. The goal is to utilize theory to guide the actions of the 

researchers. The outcomes of these interventions would then influence both the 

environment and the theory itself. For instance, one may design an intervention based on 

the theory that a system's users will increase their utilization rates if they have more 

process control. By increasing their control during the research one can test this 

proposition. The outcomes of this intervention may confirm beliefs or cause researchers 

to revisit the theory in an effort to determine why the intercession did not play out as 

predicted. 

There are, nevertheless, several attributes of action research that tend to give 

researchers pause. The first of these is the all too apparent opportunities for biases to 

cloud the work. A researcher working in close proximity to the subjects always risks 

losing objectivity (Zimbardo, 1999). This realiQr is further complicated by the participant 

role that the researcher plays in an action research program. As a result, the researcher 

must stick to the tenets of action research and use theory as a guide for intervention 

rather than just reacting to circumstance. 
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The other major potential shortfall of the action research methodology is that it 

may be difficult to derive widely generalizable findings. One of the great strengths of 

action research is that it can be prosecuted within a demanding environmental context. 

This is certainly true for the shipboard component of this work. It may be, however, 

quite difficult to extract the greater findings from work that is so contextualized. 

3.5.3 Review 

The third methodology selected was that of review. In this dissertation the term 

review is used to encapsulate the automatic capture of data from the automated system 

that lies at the heart of this research project. The researchers were able to add code 

features that constantly logged the actions of subjects as they used the CommandNet 

system. 

Such an approach is invaluable in IT research as it is largely invisible to the 

subject pool. As such, one could count on subjects to use the system without regard to 

the information being captured. This methodology afforded the opportunity to secure a 

wide and untainted cross section of the tool's use. 

The results of such an inquiry are quite valuable. In addition to being free from a 

great deal of researcher bias, it also releases the researcher firom certain time-based 

constraints. The data stream created automatically by the information technology can be 

archived and reviewed at any time. This is useful in that it can be cross-referenced with 

other observations and research methods to create a more complete picture. 
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Additionally, such a record of system use can be analyzed post hoc for patterns 

and findings that are not anticipated in the study design. This is especially important for 

meshing with the action research and prototype building methodologies. As the 

prototype and the associated theories about it use change this trace record can be 

evaluated in different ways. Finally, records captured for the review methodology are 

not subject to the contextual deficiencies of other approaches. 

3.6 Conclusion 

This research program has been designed to rigorously establish and test ideas 

about the building, introduction and usage of an automated system in a very specialized 

environment. 

Attributes 
Prototype Building Addresses technology questions 

Not dependent upon subjects 
Does not address process or behavioral questions 

Action Research Allows for behavioral study 
Stresses theory testing and expansion 

Interdisciplinary 
Researcher biases may surface 

May not be generalizable 
Review Does not disrupt work of subjects 

Allows for analysis from different perspectives 
Can be done thoughtfully 

Context may be lost over time 

Table 4 - Attributes of the Selected Research Methodologies 

The selection of these three research methodologies is made to counterbalance the 

strengths and weaknesses of each approach. The protoQ^ building is necessary to this 

effort as it is an IT based research agenda. It does, nonetheless, provide the opportunity 
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to evaluate the system apart from the users. The system can also be iteratively updated 

to test new ideas and correct shortcomings. Action research lets the CMI researchers 

evaluate the system and associated suppositions on usage in a naturalistic environment 

that is not available to the prototype building alone. The review methodology 

complements the other two methodologies by providing solid, objective data on tool use. 

This ties the findings of the prototype building and action research together in a 

meaningful way. Taken together, it is believed that they can provide a solid framework 

for investigating IT supported situation awareness. 
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CHAPTER 4 - LOGGING TOOL DEVELOPMENT AND FIELDING 

4.1 CommandNet Version l.O 

As was outlined previously, the idea for an electronic logging tool was spawned 

out of the J2 or Intelligence staff aboard the USS Coronado. Initially the GroupSystems 

EMS software application was used as the logging tool. Its use afforded the researchers 

the ability to assess what the important attributes of the software should be and what 

kind of support the users actually required. The research team was of the opinion that 

while it was necessary to move to a tailored permanent solution, a rapid transition was 

less important than the need to fully understand the usage context for the system. In 

other words, building a quality system that addressed the needs of the users was more 

important than quickly addressing the shortcomings posed by using GroupSystems as a 

logging tool. 

The J2 community had great initial success with what came to be known as the 

''Intel Log". It allowed them to accomplish many of the goals that they had envisioned. 

There was wide agreement that the application was a key to the section's ability to more 

quickly integrate information into their collective situational picture. This success did 

not go unnoticed. Soon other groups were envisioning uses for the collaborative logs. 

At one point, some of the intelligence staff was taken into the CMOC for a 

requirements elicitation session. The researchers wanted to allow the J2's log users to 

define the initial requirements for the foUow-on application to the GroupSystems 
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collaborative log. From this session the CMI researchers extracted several distinct 

requirements. GroupSystems met some of these necessities while others would require 

significant design and revision in a new prototype. One of the CMI researchers took the 

distilled requirements brought forth in the J2 session and built a presentation that 

demonstrated the desired functionality and look of a future CommandNet prototype 

(Appendix B). 
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Figure 16 - GroupSystems Log Selections 

In this initial prototype building stage, the researchers tried to evaluate a number 

of different directions that the development might take. The most obvious of these 

approaches would be to build a log specific prototype on top of the core GroupSystems 

program. CMI had done several such prototypes that were used for such things as group 
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writing, activity modeling and data modeling. The researchers felt, however, that 

while GroupSystems was an excellent EMS, it was not designed or implemented to 

support the more specialized task of collaborative logging. 

The specialized nature of the GroupSystems EMS also hindered its application as a 

logging tool. For instance, GroupSystems is designed to maintain constant updated 

communications between the system nodes. Responsive updates to user screens were 

deemed to be of a high priority. As a result, GroupSystems is "chatty" and has high 

enough bandwidth requirements to make its fielding problematic. GroupSystems is also 

a complex EMS system with tools to support brainstorming, voting and organization 

functions. The overhead and complexity of GroupSystems did not provide a good basis 

for a directed logging tool. 
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GroupSystems also had the disadvantage of requiring a client installation. With 

adequate lead-time this requirement did not cause significant problems. Often new users 

would request an installation and login without any warning. Although the client 

installation does not require much time under good circumstances, it can be greatly 

hindered by an overtaxed network. 

4.2 Establishing Requirements 

Through a series of interviews, online sessions and observation, the CMI research 

team established a baseline for the desired functionality of a logging tool. Following are 

the features that surfaced during the initial portions of the investigation. 

4.2.1 Logging 

Of course the most obvious finding from the requirements elicitation was the need 

for basic logging functions. Throug.hout the Navy, officers and sailors are required to 

maintain logs for any number of jobs. Because of the pervasiveness of this task 

requirement, navy personnel are well trained in keeping logs. The traditional paper-

based log has entries for time, entry text and the initials or identity of the conuibutor. 

This stood as the baseline requirement for CommandNet. 

4.2.2 Search 

The next requirement that came to the fore was the need to be able to search the 

entries for specific text. The GroupSystems version of the logs had a search capability, 

but it was not widely trained on and most users were not aware of this functionality. The 
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users of the GroupSystems version of the logs also were in the habit of archiving the 

log entries to an HTML based web page. This afforded them the opportunity to remove 

old log entries, which tended to speed up the system. Thus, there was usually less than 

one week of entries in any given GroupSystems log. The need for a search registered 

with the users, but they had found ways to workaround this requirement. 

4.2.3 Log Analysis 

The specific needs of the intelligence community spawned a different requirement. 

The J2 analysts and watch officers were expected to draw conclusions from seemingly 

unrelated snippets of information. For instance, an analyst might read the Intel log and 

find that entries chronicling increased activity on a pier, intercepted commum'ques and 

ship movements might be telltale signs of an impending naval operation. Accordingly, 

one of the requirements would be to support such analyses. GroupSystems could not 

support this requirement, but the CommandNet prototype would be designed with 

analysis as a core functionality. 

4.2.4 Alert Notification 

Users also expressed a desire to be able to alert specific users to entries or 

analyses. They explicitly wanted to be able to enact audible and visual cues on other 

computers that would draw attention to the entry of interest. In general, people felt that 

this feature would be most useful if they could build lists of users that could be sent an 

alert notification. In this manner, the important decision makers could be kept abreast of 

vital information. 
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4.2.5 Time Zone 

The final major requirement would be for better support of the movement through 

different time zones. During an operation a task force will continually be on the move 

with the fleet moving in an out of diflerent time zones. At times it is not unusual to have 

the task force split between different time zones. This situation led the users to request a 

more elegant automated method for handling the moves between time zones. 

GroupSystems had no simple way to support this requirement. In fact, GroupSystems 

tags entries with the system time from the client responsible for the entry. Thus, 

confusing time entries would result unless each client machine was synchronized to a 

time standard. 

4.3 Java CommandNet Version 2.0 

4.3.1 Clean Slate Approach 

In response, the research team decided to start the prototype effort with a clean 

slate. Initially, the development of the prototype was left to a sole student developer. He 

was given a brief on the expectations for the application and the presentation slides 

showing the desired look and feel of each of the modules. The largest break that CMI 

made with this prototype was the decision to utilize the Java programming language. 

Previously, CMI had used a number of other programming environments. It was felt that 

this time the development ease, ease of interface development, built in networking and 

widespread acceptance provided by Java made it a natural choice for such a networked 

application (Sun, 2001). 
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Figure 18 - CommandNet v2.0 Entry Screen 

While the developer was woridng on the new prototype, the research team 

continued to spread the use of collaborative logs on the USS Coronado. In April 1997, 

the Joint Operations Center (JOC) was completed and was to be tested during a Joint 

Task Force Exercise. This exercise was the first use of the Joint Operations Center 

during an actual exercise. The researchers spent over fifty hours during this exercise 

observing the Battle Watch in the JOC. Additionally, they interviewed watch standers to 

gain insight into the use of the logs and the new collaborative space. 
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Figure 19 - CommandNet v2.0 Hot List (Search) Screen 

In the fall of 1998 the researchers were pushing the development team to complete 

the Java prototype so that it could be fielded to the USS Coronado. The prototype had 

most of the basic functionality, but there were still considerable problems to work out. 

The development team had experienced considerable turnover, going through three 

programmers in as many months. This turnover caused a number of problems. The 

development was uneven and quality had suffered. Additionally, the developers had 

been working largely in isolation. They had implemented some of the ideas incorrectly 

and had failed to employ some of the required features. 
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4.3.2 Testing 

Eventually the team gained a programmer that would provide some stability to the 

e^ort. The research team installed the application in a computer lab at the University of 

Arizona and ran several testing sessions. Testing went through several rounds and many 

errors were found and corrected. Significant progress was also made towards developing 

all of the required functionality. Basic logging and search functions were included in the 

prototype. Originally, the search functionality was refereed to as "Hot Lists". 

Additionally, the log analysis requirement was addressed with the "Headline" function. 

Within the Headline screen users could select log entries that could be grouped together 

under a title and description. 

Such a headline might weave together disparate entries that when taken as a whole 

could provide important information. For instance, an intelligence analyst might group 

together entries about unusual dock activi^, heightened alert status, and amphibious 

troop training. Although taken separately these entries show nothing unusual, together 
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they may point to a potential amphibious military operation. By placing them all in a 

Headline with analysis text, the intelligence professional is able to easily and 

inmiediately share her ideas about the developing situation. This in turn, can 

fundamentally affect the situation awareness of the battle staff and commanders. 
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Figure 21 - CommandNet v2.0 Headline Screen 

4.3.3 Installation 

One of the researchers and the new progranuner installed the Java ConunandNet 

prototype on the unclassified network aboard the USS Coronado. The goal was to bring 

staff officers into the Civil Military Operations Center (CMOC) to test the software, 

critique the functionality and find system bugs. This installation was, nonetheless, 

troubled. Errors continued to pop up over the next couple of weeks and the required 
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reliability never materialized. As one fix would be completed, other errors and bugs 

would come to the fore. The staff officers were never introduced to this troubled 

prototype in the CMOC. 

4.3.4 Failure 

Achieving an acceptable level of reliability was more demanding than the team 

had anticipated. To ease some of the compatibility problems the team decided to 

standardize on using the Sun Java Virtual Machine browser plug-in. This would alleviate 

the Java incompatibilities between different browsers that were the root of many of the 

errors. Unfortunately, it would also require a significant download and client side 

installation of the plug-in. These issues were more important than meets the eye in a 

highly structured network. Before the Navy would be willing to allow the loading of the 

plug-in, the research team would have to demonstrate the safety, reliability, utility and 

security of the plug-in to the J6 and Naval Space and Warfare Command (SPA WAR). 

Such approval could take months and was by no means a rubberstamp. 

With the increased pressure to complete the prototype the developers were 

working hard to bring Java ConunandNet to fiiiition. The continued problems gained the 

attention of the CMI director of development. He personally reviewed the code and 

came to the conclusion that the Java prototype was unsalvageable. The fixes to the 

uneven code would require more work than a complete rewrite of the application. 

The complexity of the networking requirements made the current approach 

prohibitive. There was also the problem with getting approval to use the Sun Java plug-
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in on the secure network. In light of the many problems being encountered, the 

research team made the painful decision at this point to shelve the prototype and start a 

new effort. Introducing an unreliable version of CommandNet would damage CMI's 

reputation and acceptance within the Third Fleet staff. 

4.4 Java CommandNet Version 3.0 

4.4.1 New Approach 

Initially, the development of the second prototype was to follow much the same 

architecture as the first failed attempt. The director of programming felt that the effort 

could be successful only if the team adopted a fixed networking architecture for handling 

all messaging between the server and the clients. Previously, the developers had cobbled 

together the prototype with little planning or thought as to how standards should be 

established and implemented. Plans were made for the development team to devise and 

implement a structured architecture that could support a demanding GSS like 

CommandNet. 
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Figure 22 - CommandNet v3.0 Login Screen 

The decisions that the team had to maice were somewhat complicated by the 

techm'cal infrastructure that the Navy had chosen for its ships. The Navy had 

experienced problems with the explosion of computer systems throughout their fleets 

and shore-based installations. Users were not standardized on platforms, architectures or 

even software. As a result, the Navy found that it was spending resources that were not 

producing the productivity and collaborative gains that they had expected. In response 

the Navy instituted a new program called Information Technology for the 21^' Century or 

"IT-21". 



IT-21 was based on the idea that information technologies were no longer 

monolithic "stove-pipe" systems, but instead were commodities and should be managed 

as such. The idea behind IT-21 was to standardize on a capable and functional PC 

architecture sitting on Asynchronous Transfer Mode (ATM) network backbones 

(Information Superiority for the 21st Century Battlefield, 1997). Additionally, there 

would be an included effort to standardize on a suite of software applications that would 

meet the needs of the Navy's warfighters. 
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Figure 23 - ConunandNet v3.0 Log Selection 

4.4.2 Java Servlets 

Shortly thereafter, the director of programming told some of the team members 

about Java "servlets". Servlets are platform independent Java programs that run solely 

within a web server environment (Sun). This capability allows the programmer to write 
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in Java, a language that affords the ability to run programs on different architectures 

without tailoring and recompiling code. The servlet engine resides on the web server and 

creates HTML as required by user requests on the system. The servlet engine then 

creates the appropriate web pages and then streams them to the user's basic web 

browser. The browser client is unaware that the HTML it is displaying is dynamically 

created. 

The head of development did not originally feel that servlets could be applied to 

the ConunandNet project for techm'cal reasons. Specifically, because servlets work 

through HTML alone there is no capacity to push information to the clients. The 

development head thought that the collaborative log users would require a real-time push 

of new entries to the users. During a conference the research team explained to him that 

this kind of responsiveness was not necessary. The researchers estimated that users 

would require updated log entries at approximately one-minute intervals rather than 

immediately. Once this misunderstanding was worked out, the developers and the 

researchers agreed that servlets might be an excellent technology to meet the needs of 

the project. 

This assessment was underscored by the problems that the team had with getting 

approval to install software applications on the new IT-21 network. One of the key ideas 

behind the move to the standardized lT-21 architecture was the idea that it would 

simplify system admim'stration. The Navy had experienced problems with users adding 

and removing software as they saw fit. Although this provided flexibility, it also caused 
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a number of headaches for technical support specialists who could not count on 

standardization on any given machine. In response, the new IT-21 system was managed 

from the highest levels. Users were not allowed to alter the configuration of the 

machines. Additionally, software approval required a lengthy, unstructured and 

somewhat arbiurary procedure administered by SPAWAR. 

The researchers had found that even the Sun Java browser plug-in required by 

CommandNet v2.0 was a difficult sell to those approving software for the Navy. CMI 

had gone through the difficult approval process with GroupSystems and wanted to 

minimize CommandNet v3.0's exposure to this process. As such, servlets had the 

advantage of utilizing a very basic web browser. In the case of lT-21, this was 

Microsoft's Internet Explorer v3.0I. This thin client architecture would require approval 

for only the server side application rather than both the server and client software. 

To demonstrate the power of servlets and give the team an idea of the capabilities 

associated with this new technology the director of development quicidy cobbled 

together a demonstration version of CommandNet. It was done merely to exhibit the 

proof of concept. He was able to code the demo in two days. Though it was far from 

being complete, it did give the team concrete evidence of the viability of servlets and the 

rapidity with which they could be implemented. The researchers agreed that this new 

approach was the direction that the project should follow. 

The new version of the CommandNet software would also benefit from some of 

the architectural attributes typical of having a very thin client. CommandNet version 2.0 
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was scrapped in large part because of the reliability problems it suffered. Much of 

this was because programming both a server and a client was a complex undertaking. 

Typically, a thin client will require a greater use of bandwidth, but will pay dividends by 

requiring a lower level of complexity. 

In the case of CommandNet, the team was planning to utilize simple and 

ubiquitous HTML as the exchange mechanism between the browser client and the 

servlet engine on the server. As HTML standards were well established the researchers 

would not have to recreate this capability. Instead, the team was able to focus on 

progranuning the required user functionality into the server. 
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Figure 24 - CommandNet v3.0 Log Screen 
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After some negotiations, the team arrived at a basic requirements list and the 

developers started to work on the prototype. After several miscues the entire team met 

and agreed to timelines for achieving these ends in December of 1999. The plan was for 

the development team to complete a working version of the software in mid-February 

2000. 
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Figure 25 - CommandNet v3.0 Saved Search Screen 

4.4.3 Iterative Development 

CommandNet was scheduled to be used during the 2000 Rim of the Pacific naval 

exercise. At a conference the CMI researchers were introduced to a group of researchers 

from the MITRE Corporation. They were charged with stud3dng collaborative 

applications. From this meeting the two groups came together in a small research project 
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to study the use of collaborative tools. MITRE's specialty was performing in-depth 

analyses of user interface and usage factors. Through the program MITRE would gain 

access to CommandNet users and data. In return, CMI would use the MITRE findings as 

a resource for improving ConunandNet and the mechanisms for introducing it into field 

environments. 
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Figure 26 - CommandNet v3.0 Admim'strator Screen 

Almost immediately the MITRE group participated in the development of the 

prototype. In February 2000 the combined group started to schedule testing sessions that 

were intended to meet several requirements of the system development process. On 

appointed days all of the combined team members would go online and utilize 

CommandNet for one or one-half hour periods. This testing process was invaluable in 

finding bugs, improving reliability, and iteratively improving the system's user interface. 
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In short, the MITRE team provided objective input and experience in a number of 

fields where CMI was lacking. 

This process of testing and updating continued throughout the spring of2000. By 

having a relatively large number of users on the system simultaneously the developers 

were able to replicate many of the system constraints and situations that CommandNet 

could be expected to face in a field environment. 

Additionally, the MITRE group lent a fresh perspective to the effort. By this time 

the CMI group had been inmiersed in the CommandNet project and Third Fleet's culture 

and processes for some time. The researchers found that by having inexperienced 

MITRE people train and use the system specific areas of concern to inexperienced users 

surfaced. This was particularly useful, as CMI researchers had encountered a continual 

flood of people that had never used the collaborative logs during each large exercise 

with Third Fleet. It was far better to find out about these issues during the early stages of 

development rather than in the field during an actual exercise. 

An example of the valuable contributions firom the MITRE researchers was in the 

case of the log entry order. The first version of CommandNet would add new log entries 

to the end of the list. This was entirely natural as this is how a paper based log is 

compiled. CMI continued on with this organization in the CommandNet v2.0, as there 

was never any problem technical or otherwise with organizing the log as such. 

The use of servlets in version 3.0, however, complicated this seemingly innocuous 

orgam'zational structure. Browsers are built to display HTML pages from the top down. 
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For CommandNet, this meant that when the browser would refresh the log entries 

periodically the browser would always display the entries at the top of the log. This 

emerged as a problem because usually users are interested in the most recent entries. By 

constantly repaging the log to the oldest entries, CommandNet was not supporting the 

way that users wanted to work. 

The CMI research team was working overtime to find a technical solution that 

would allow the log entries to refresh on the most recent entries while maintaining the 

established top down log order. One of the MITRE team members suggested that the 

programmers simply reverse the order of the entries. This arrangement would allow the 

browser to repage the entries with the most recent entry at the top of the log. The 

researchers were concerned that users would have a difficult time adjusting to this 

change. The team found, however, that users readily adapted to the reverse log order. 

The weekly testing gave the developers a great deal of feedback and helped the 

team as a whole to decide on the necessary and desirable functionality of CommandNet. 

By the time that the researchers would leave for the RIMPAC exercise they felt that they 

had identified the final design of the system. 

4.4.4 Prototype Features 

Certain features were considered to be of enough importance that they would need 

to be included in the version fielded during the RIMPAC exercise. Others would have to 

wait until later revisions to be included. Following is a listing of the major features of the 

CommandNet version 3 protoQrpe. 
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4.4.4.1 Time Zones 

Early in this research project, the team faced challenges that sprung firom the 

various timestamps on entries. In a typical paper-based log the log keeper will post an 

entry time for each submission. This time may be in local or Greenwich Mean Time 

(GMT) but there is little reason for confusion as there are no distributed copies of the 

log. With a collaborative log, however, there is a much greater opportunity for 

misunderstanding. For example, the first version of CommandNet stamped each entry 

with the time on the client machine. This worked well if all of the computers on the 

network were set to a standard time. During the course of an operation it was common to 

drift in and out of time zones. As a result, some computers were updated while others 

were not. There was some confusion when this would cause log entries that would 

appear to be out of chronological sequence. 
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Figure 27 - World Time Zones 

Having learned &om this, the researchers were intent upon having a single time 

standard that would provide a baseline. Rather than rely on timestamps from the client 

machines, only the server would provide time data to CommandNet. The research team 

also decided to standardize on GMT or "zulu" time for servers. The client could then be 

programmed to display the timestamps in any one of the standard time zones without 

affecting the data maintained on the server. This was especially important for large naval 
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operations that could easily span several time zones. A user any^vhere in the world 

could tap into CommandNet and see a log displayed in any time zone. 

Additionally, the log admim'strators could set a default time offset. This would 

allow the "owner" of the log to decide in which time zone all of the users would start the 

log. Individual users could then override this default and display the log in a different 

time zone depending upon their personal requirements. 

4.4.4.2 Categories 

The Intelligence community had been interested in being able to tag and sort 

entries based on a classification. They had found that in the flood of entries, users had to 

read through the entirety of a message to see what it was broadly about. This tended to 

keep the system from providing timely support to users, as they had to wade through 

entries to fmd those within a specific categorization. Version 3.0 was developed to let 

users create categories that could be selected from a pull down selection when 

submitting an entry. For example, this would afford a user the ability to tag an entry with 

a category such as "AS W". Other users could then immediately see that the entry dealt 

with Anti-Submarine Warfare without having to read the entire entry. 

4.4.4.3 Priorities 

Through the work with Third Fleet, the CMI team had found that users attention 

was often divided among a number of different information sources. The earliest version 

of CommandNet had no way to identify those entries that were routine and those that 

required immediate attention. After some discussion and interviews with users, the 
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decision was made to use the priority rankings of official message traffic. Military 

messages are typically tagged with the following priority rankings. 

• Routine 

• Priority 

• Immediate 

• Flash 

By mimicking the standard priority rankings, CommandNet provides a simple and 

readily accessible mechanism for immediately accessing die relative importance of an 

entry. 

4.4.4.4 Hyperlink Inclusion 

The researchers often found that the Third Fleet staff officers were savvy computer 

users. It was very common for them to post documents, web pages, graphics and 

imagery on the network. It was then a natural extension for CommandNet to provide 

hyperlink cormections to this information. 

At first the hyperlinks could only be used to access to web pages or content 

provided through a web server. Later, however, this was changed so that resources on 

networked drives could be accessed. This was important since many of the briefings and 

documents that the staff was accustomed to sharing were not posted in web format. 

Instead, the users leveraged the commonality of the IT-21 platform. There was no 

operational need to change a docimient into HTML if all computers could open a word 

processing document. 



109 

4.4.4.5 Preferences 

Eventually, the research team found that there were enough user-defined options 

that a separate page would be required to organize them all. As such, a "Preferences" 

page was created and all of the options were placed in this single location. Though it 

appears to be a minor adjustment, the researchers had found through the use of the 

GroupSystems collaborative logs that users would quickly become bogged down by 

even minor complexity. Therefore, a one-stop location for user-defined criteria was a 

necessary enhancement to ConunandNet in the newest version. 
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Figure 28 - ConunandNet v3.0 User Preferences Screen 
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4.4.4.6 Column Display Options 

Although CommandNet users were interested in compiling data on entry times, 

categories, user names and priorities, they did not always wish to display all of this 

information. Often times, screen real estate was the more important commodity. In the 

Joint Operations Center (JOC) aboard the USS Coronado, for instance, there are three 

projectors that display the current operational picture. These screens display news feeds, 

tactical maps, chat programs, web pages and a number of other applications; all of them 

vying for a place in the display area. 

Figure 29 - Joint Operations Center (JOC), USS Coronado 

CommandNet can be customized so that only those data columns that are actually 

needed are displayed. This cuts down significantly on the size needed to display the 
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CommandNet log entries, while still providing the users with the core information 

that they need. 

4.4.4.7 Log Order 

As was discussed previously, the order of the log can be changed so that users see 

a forward ordered log. The potential downside of this selection is that the logs will 

update and page automatically to the first log entry at the top of the screen. 

4.4.4.8 Refresh Rate 

After working with the first version of CommandNet the research team found that 

different logs had very different requirements for display updates. The tradeoff in 

providing higher update frequency is the bandwidth requirements created by more 

network traffic, increased load on the server and the momentary disruption of the 

repaging browser. In the case of a tactical log there is a need for near real-time updates. 

Accordingly, the default rate for log updates is set to sixty seconds. In the case of a log 

for medical coordination, updates every five minutes may be entirely sufficient. 

In the always-taxed network environment of the ship, the research team found that 

this was an important feature. The GroupSystems collaborative logs allowed some 

manipulation of this variable, but only the admim'strator could adjust this setting. 

Additionally, it could only be adjusted within a relatively small range. GroupSystems 

was designed to be an EMS. Subsequently, it was not intended to have the flexibility 

required by a dedicated logging system. CommandNet version 3.0, on the other hand, 

allows for user adjustments of the refi^sh in any increment over ten seconds. 



112 

4.4.4.9 Refresh Disable 

One of the few drawbacks of using a simple web browser as a client for the 

servlets is that the log refresh occurs with the perfect regularity determined by the user 

settings. Normally, this causes little in the way of problems. It does, nonetheless, hinder 

one type of operation. When users are viewing older log entries they may scroll down 

the screen. Test users complained that they would often be reviewing old entries when 

the automatic refiresh would force the browser back to the most recent log entries at the 

top of the page. 
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Figure 30 -CommandNet v3.0 Log Refresh Disabled 

To provide a workaround to this problem, the developers devised a simple way to 

disable the automatic re&esh. By activating this option the user is presented with a static 
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log page that does not refresh. A distinct color scheme and labels are displayed to 

ensure that the user is always aware that the refi-esh has been disabled. When the user 

has finished reviewing the older entries, she can return to regularly refreshed logging 

functions with a mouse click. 

4.4.4.10 Access Control List 

The GroupSystems software had extensive user access controls. This allowed for 

the facilitation of varied and complex electronic meetings where users were moved in 

and out of different collaborative activities. During the initial work with Third Fleet, the 

research team found extensive use of these features within the collaborative logs. For 

example, certain logs are restricted to use by a subset of the staff CommandNet required 

a capability to limit log access to specific users. 
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Figure 31 - CommandNet v3.0 Access Control List 

Additionally, the research team found that log o\Miers wanted to give different 

levels of access to users. Some users would be allowed to make contributions, others 

would have permission to alter entries, while some would be allowed into a log solely to 

read entries. In response, CMl developed four levels of CommandNet user; (1) 

Administrators who are allowed complete access to ail logs and permissions; (2) Editors 

who can make and alter log entries; (3) Contributors who can make entries; and (4) 

Readers who are only allowed to view log entries. 
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4.4.4.11 Edit Log Entries 

Normally, the military users of the CommandNet logs are loathe to alter log 

entries. They have been trained to treat logs as legal documents that can be corrected 

with a new entry, but can never be altered. There are, nonetheless, situations where logs 

need to be edited. One example of this is the accidental inclusion of classified 

information in a log. Only editing the entry and removing the "dirty words" can fix the 

problem. 

4.4.5 Traim'ng and Documentation 

In addition to focusing on the features and functionality of CommandNet, the 

research team also made efforts to improve other facets of the fielding. In accordance 

with the tenets of the TTM, the team believed that much of the success of fielding 

CommandNet would lie in increasing the magnitude of the net value of the transition. 

This included lowering identifiable barriers to success. 

The researchers had found with the first iteration of CommandNet that users would 

often be isolated at sea with few communications channels to shore-based support. The 

users were also independent and would usually only ask for assistance when they had 

failed in a number of attempts to address technical support issues on their own. 

Resultantly, the researchers believed that training and documentation would be key 

issues in the success of the initiative. To concentrate on these matters the research team 

developed several layers of documentation, self-help and training. 
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The first effort was to create usable and complete user documentation. This 

took the form of the CommandNet Administrator and User Guide (Appendix D). This 

guide is a step-by-step manual for performing all the functions of CommandNet. The 

manual was created with a high degree of detail. Screen captures were included 

throughout to ensure that users could easily follow along with all of the included steps. 

To maintain consistent standards all of the other documentation and training for 

CommandNet would flow out of the guide. 

One of the problems that the researchers had noted with fielding earlier versions of 

CommandNet is that it was difficult to ensure that the guide would be accessible to all 

users. On several occasions the team had found that fielding problems had arisen when 

copies of the guide were not distributed. Instead, they were put away for safekeeping and 

forgotten about. To address this shortcoming the team decided to put a subset of the 

guide into HTML format and place it under a link on the main CommandNet screen. 

The focus of the help screens was to provide support to mainstream users that 

would not receive significant training. As such, it provides for basic instructions in 

performing all CommandNet user tasks to include logging in, making entries, using 

searches and admim'stering preferences. When a user clicks on the help link, he is 

provided with a new browser screen that shows links to support pages for specific user 

tasks. 
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Figure 32 - CommandNet v3.0 Typical Help Screen 

The third type of support media are Lotus ScreenCam video clips that illustrate all 

of the user functionality. These videos show actual mouse movements, descriptions of 

actions and screen updates as a mock user utilizes different aspects of CommandNet. 

They cover the same topics as the HTML help, but are useful as they show the actual 

system in use. 



118 

command 

f Training & Distribution CD ^ 

^^ralnin|Wdeo^J 

Help Files 

Training Videos 

Distribution Files 

®20QO, Center for the Atenagement ot Information. Ths University of flrizona 

Figure 33 - CommandNet v3.0 Distribution CD-ROM 

All of the training and documentation products were then packaged, along with the 

distribution files, on a CD-ROM. The researchers had found that this format allowed for 

wide and inexpensive distribution. It also avoided expensive printing and the not 

insignificant space problems associated with shipboard life. 

4.5 Exercises and Data Collection 

The CMI and MITRE teams worked throughout the spring of2000 to complete the 

CommandNet v3.0 development. In May two of the researchers sailed with the USS 



119 

Coronado to Pearl Harbor, Hawaii. During the six-day transit the researchers worked 

with Third Fleet staff members to polish the application and fix the remaining bugs that 

had been found during the testing phase. 

4.5.1 RIMPAC 2000 

The first major field-test for CommandNet version 3 was the U.S. Navy's Rim of 

the Pacific (RIMPAC) exercise held in the Hawaiian Islands. For the research team there 

would be two somewhat distinct components to this exercise. RIMPAC is a biannual 

maritime exercise that brings together strategic parmers with interests in the Pacific. 

During the RIMPAC 2000 there were ships, planes and personnel from Australia, 

Canada, Chile, Japan, the Republic of Korea, the United Kingdom and the United States. 

In total there were over 20,000 participants, over 200 aircraft and 50 ships involved in 

the training (CINCPACFLT, 2000). The majority of the military's efforts would be 

going into the traditional large-scale naval exercise while there would also be a new 

humanitarian aid component that had never previously been attempted at RIMPAC. 

This humanitarian aid/disaster relief (HA/DR) portion of RIMPAC would come to 

be known as "Strong Angel". The goal of Strong Angel was to institute and train the 

military in the increasingly common realm of operations other than war (OOTW). The 

National Defense University states that a major goal of technology in OOTW is to 

"create time and space"(Technology, 1995). By this, they mean that technologies should 

aid users by keeping issues firom escalating either by physical separation or by providing 

time to generate and enact alternative courses of action that may defuse an emergent 
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problem. The Strong Angel planners felt that CommandNet might provide 

improvements in situation awareness and the ability to deal with circumstances in an 

accelerated manner. It was felt that these factors might significantly enhance the ability 

to provide HA/DR assistance and deal with offshoot political and military contingencies. 

In support of RIMPAC the researchers installed and supported six CommandNet 

logs, though this dissertation will primarily focus on the Battle Watch Captain and Civil-

Military Operation Center Logs. 

• Battle Watch Captain (BWC) Log - maintains a running chronology of all of the 

major happenings during the exercise. 

• Joint Communications Control Center (JCCC) Log - record of the 

communications issues within the coalition task force. 

• J2 Intelligence (Intel) log - events and analyses within the Intelligence 

community 

• Coalition Forces Air Component Commander (CFACC) - battle watch log for 

the commander of air operations 

• Coalition Exercise Control Group (CECG) - coordination log for the RIMPAC 

exercise controllers 

• Civil-Military Operation Center (CMOC) Log - unclassified joint log maintained 

by the civilian and military participants of Strong Angel. 

4.S.1.1 Battle Watch Captain Log 
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The use of the BWC log during the RIMPAC exercise was successful, but 

much was learned from the problems that arose. On the transit to the Hawaiian 

operations area, the two researchers onboard defined and implemented a number of 

improvements to CommandNet. These ranged from bug fixes, to improved functionality 

and the user interface. 

An example of the work done during this period was the development of the 

precedence icons used to classify the log entries. Superficially, this is a simple enough 

task, but the stringent requirements of CommandNet made this task more complicated. 

The first versions of the icons were simply colored geometric shapes. One of the 

researchers is color blind and pointed out that he was unable to distinguish any meaning 

from the icons. The next versions were blocks with the name of the priority spelled out. 

They were also am'mated GIF images that pulsed in differing colors to gain attention. 

This too was an unpopular option. Users found that the icons took up too much space on 

the screen and the flashing colors were very distracting. 

• 1 Simple colored icon 

2. Animated flashing icon 

 ̂3. Rnal colored icon with letter symbology 

Figure 34 - Example of CommandNet v3.0 Priority Icons 
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The final versions of the icons were greatly simplified. First, the flashing 

colors were discarded. The colors themselves were kept, but some cue was needed to 

signify priority to those without color vision. Finally, the researchers settled on using the 

official code letters for the different priorities. These code letters had been established so 

that users could easily identify the precedence of messages arriving on a teletypewriter. 

Though they were not universally known, they at least had the advantage of being tied to 

an established system. 

Precedence CommandNet 
Icon 

Description 

Routine No icon A category of precedence to be used for all types of messages tiiat 
justify transmission by rapid means unless of sufficient urgency to 
require a higher precedence. 

Priority El A category of precedence reserved for messages that require 
expeditious action by the addressee(s) and/or furnish essentia! 
information for the conduct of operations in progress when routine 
precedence will not suffice. 

Immediate S A category of precedence reserved for messages relating to 
situations that gravely affect the security of national/allied forces or 
populace and that require immediate delivery to the addressee(s). 

Flasli # A category of precedence reserved for initial enemy contact 
messages or operational combat messages of extreme urgency. 
Brevity is mandatory. 

(JCS, 1994) 

Table 5 - CommandNet v3.0 Entry Precedence 

Another problem that plagued the researchers during the initial stages of the 

RIMPAC exercise were the entry timestamps. Ostensibly, the timestamps should have 

been a simple issue. This did not turn out to be the case. Originally, the developers had 

used the standard Java classes to access the server time, change it to GMT and then save 

the value. For unknown reasons, these Java classes would not behave predictably. On the 
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development machine the timestamps would work flawlessly. On other machines the 

dates would be hours off. Additionally, there was no easily discemable pattern to the 

differences in time settings. 

Finally, the developers settled on a simple scheme whereby the server would have 

to be set to GMT so that no time manipulations would need to be performed. This 

worked well on the ships servers for several days during the preparations for the main 

exercise. Then timestamp errors again began to surface. After two days of frantic 

investigation, the team discovered that the system administrators had built a login script 

that would reset the time on the server. Rather than just keeping the server on the GMT 

standard, the system administrators had been periodically adjusting the server time. Once 

this training problem was rectified the timestamps worked as designed. 

The BWC Log was hosted on a server that was used to tie the fleet together with a 

replicated database application. In theory, the researchers would be able to continue to 

make modifications and stick with the iterative prototype development cycle that they 

had previously enjoyed. Instead, the other applications on the server were deemed too 

important to interrupt. As a result CommandNet performance problems could not be 

addressed and the users became fhistrated with the application. After the exercise the 

performance problems were traced to a single line of code that could have been easily 

fixed had the research team been given greater access to the server. 

4.5.1.2 Civil-Military Operation Center Log 
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The implementation of the CMOC Log was entirely different from that of the 

other logs during RIMPAC. The CMOC Log was intended to support the Strong Angel 

HA/DR portion of the exercise. As such, it would not be the structured military log that 

the team was accustomed to. Instead, it would be a more freeform coordination tool to 

tie together the disparate United Nations, civilian and military groups participating in 

Strong Angel. 

The CMOC Log was also not subject to the strict security requirements that 

governed use of the other logs. This opened up the investigation in several ways. The 

first of these is that the researchers were free to make changes in code, the server and 

settings without interference. The logs were not classified and they could be shared 

freely without respect to security rules. This created opportunities for CommandNet use 

and the later data evaluation. 

The CMOC Log server was actually housed in a house in Los Angeles. The 

decision to place the server off-site was the result of several environmental factors. First, 

the CMOC site itself was dusty, hot and had unreliable power; it was deemed unsuitable 

for hosting the server. Second, a shipboard installation would cause the shore-based 

users to suffer from the bandwidth restrictions of the USS Coronado. As the shore-based 

contingent would be the primary CMOC Log users this option was rejected. Finally, the 

researchers had access to free server support and an experienced administrator in Los 

Angeles. In spite of the great physical distribution of users, the CMOC Log never 

suffered from the performance problems that plagued the BWC Log at sea. 
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4.5.2 MITRE Collaboration 

Upon reaching Hawaii the research team gained a new member. MITRE was 

employing one of their ethnographers to get a firsthand appraisal of CommandNet use in 

the RIMPAC exercise. Her job was to independently assess CommandNet through a 

combination of user interviews, surveys, observation and interaction with the CMI 

researchers and developers. 

The MITRE ethnographer participated directly in both stages of the exercise. She 

went to sea on the USS Coronado to gauge the use of the CommandNet and she went 

ashore during Strong Angel to review CMOC Log use during the HA/DR exercise 

phase. She collaborated regularly with the CMI researchers and the MITRE team on the 

mainland. Though she was integrated into the day-to-day operations of the staff, her 

primary role was that of a third party observer. As per the tenets of Action Research, the 

CMI researchers were really participant-observers. All felt that a trained researcher who 

was more divorced from the intervention could provide objective insights and direction 

that was not otherwise attainable. 

Upon the completion of the fieldwork, the MITRE team was given the complete 

transaction log from the exercise. This extremely detailed report showed all of the 

interactions between the CommandNet server and client browsers. This afforded the 

researchers the ability to focus on exactly how users were accessing and utilizing 

CommandNet in an unambiguous and objective fashion. 
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<CLIENT> 

<TIME>Wed Jun 14 00:50:09 GMT 2000</TIME> 

<IP>209.213.35.132</rP> 

<SESSION>470e73d4f3913fd870db7d</SESSION> 

<LOG>CMOC Log</LOG> 

<USER>evans</USER> 

<PARAMETERS> 

<linkdesc></linkdesc> 

< s ubmi t >S ubitii t < / submi t > 

<importance>Routine</importance> 

<entry>There was a meeting this morning between the refugees 

and Civil Affairs, to designate acutal and notional duties to the 
refugees. Actual duties will be cleaning the camp and mess 

areas,as well as keeping one refugee at the camp entrance to help 

in-process new refugees. Notional duties will include operation 

and maintenance of the camp infrastructure, such as the generator, 

showers, and lighting.</entry> 

<linkText></linkText> 

<category>Civil Affairs</category> 
<action>newentry</action> 

<z>470e73d4f3913fd870db7d</z> 

</PARAMETERS> 

</CLIENT> 

<CLIENT> 
<TIME>Wed Jun 14 00:50:10 GMT 2000</TIME> 

<rP>209.213.35.132</rP> 

<SESSION>470e73d4f3913fd870db7d</SESSION> 

<LOG>CMOC Log</LOG> 

<USER>evans</USER> 

<PARAMETERS> 
<Action>showEntries</Action> 

<2>470e73d4f3913fd870db7d</z> 

</PARAMETERS> 

</CLIEMT> 

Table 6 - Example CommandNet Server Activity 

The combined research team had originally hoped that the CommandNet survey 

could be administered on line. The survey had been recoded in HTML and a servlet was 

created to administer the survey and save the results. This attempt, however, never came 

to fruition. Because the CMI team was unable to make adjustments and restart the 

mission critical server the web-based survey was never implemented. Instead, the 
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MITRE ethnographer interviewed subjects and administered the paper-based survey 

(Appendix C) on an ad hoc basis. 

The MITRE team combined the server logs, survey results and the ethnographer's 

reports to gain a greater understanding of collaborative tool use. This work culminated in 

a report that drew on all of these sources (MITRE, 2000). The MITRE group came to 

believe that the combination of qualitative and quantitative data gathered during the 

project was invaluable in creating a complete picture of CommandNet and its use. 
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5.1 General Findings 

ConunandNet was developed over a two-year period with multiple versions and 

fielding efforts culminating in the RIMPAC 2000 exercise. This chapter will discuss the 

findings of the prototype development, action research initiative in introducing 

CommandNet, and the information gleaned from the automated server records. Together, 

they build a complete picture of the system, and the environmental requirements for a 

collaborative tool supporting situation awareness. 

The review data from the RIMPAC exercise is largely classified. As a result, the 

transaction logs from the server could not be brought to the University of Arizona for 

study. Instead, the data files were sent to MITRE team members in Massachusetts. There 

they were able to access the data on secure machines and derive statistical data from the 

logs that show usage patterns while stripping out any sensitive information. Much of the 

review data in this discussion section is taken from MITRE's aggregated usage 

information. 

Generally, users find CommandNet to be a simple and effective means for sharing 

information between users separated by time and distance. Additionally, it plays an 

important role as the collective memory of the group. Time and again, users spoke of 

CommandNet as providing a "snapshot" of the cunent operational situation. As was 
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discussed previously, situation awareness and the resultant recognition of the frame 

is a cornerstone of effective decision-making in military operations. 

5.2 Application Design Findings 

The first version of the collaborative logs gave the research team insights into the 

actual functionality requirements for future versions of CommandNet. As was discussed 

previously, in the early stages of the project the team uncovered specific needs for the 

following: 

• Simultaneous support for multiple time zones 

• User defined categorizations for entries 

• Features to gain and focus user attention 

• Security and access control at the user level 

• Searches with time, content criteria or wildcards 

• Analysis tool to tie together entries 

During the course of the initiative, the research team found all of these to be 

important to varying degrees. As the team moved into the actual development of 

CommandNet v3.0, other features began to surface. Some of these were derived as a 

result of the specific architectural requirements of the servlet and thin client 

implementation. As such, they may or may not be applicable to a logging tool without a 

similar architecture. 

• Modifiable log refiresh rates 

• User customizable display preferences 
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• Hyperlink entries to web pages and supporting documentation 

• Editing of log entries, searches and analyses 

5.2.1 Simplicity 

The primary lesson that the research team learned with regard to developing and 

implementing CommandNet is that of the absolute need for simplicity. Established Navy 

software applications are fielded with resources for training, installation and technical 

support. The CommandNet program could not be anticipated to have such resources. 

Additionally, users were often transient reservists or staff officers temporarily assigned 

to Third Fleet. Such people had neither the time nor the inclination to participate in a 

structured training session on software. This problem was evident for all specialized 

software used for exercises. Although there may be great functionality built into military 

support software, much of this functionality is wasted, as users are either unaware of it 

or untrained to utilize it. 

Through use of GroupSystems and the testing phase of ConunandNet v2.0, CMI 

had determined that the log program would often be installed on short notice, with 

minimal support and little or no training. In accordance with these expectations and the 

TTM model, the research team went to great lengths to ensure that the technology 

transition would be as simple and painless as it could be. Testing with neophyte users 

during the prototype development was instrumental in lowering barriers to use. 
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The usage data captured during the RIMPAC exercise reinforces these ideas. 

For much of the RIMPAC exercise, the CMI researchers were working ashore with the 

Strong Angel contingent. During this period, the shipboard users were able to access 

CommandNet and utilize its features with no outside support. The MITRE survey also 

supports this finding with 70% of their surveyed users judging CommandNet to be easy 

to use, while none found it difficult to use (MITRE, 2000). 

5.2.2 Flexibility 

Another of the early lessons that the researchers revealed was that the logging 

program would be most useful if it supported the established work environment, 

processes, and procedures of the subjects. At times, users had made requests for 

substantive changes to CommandNet that would aid them in specific tasks. For instance, 

on board the USS Chosin, a guided missile cruiser, the Chief Engineer was interested in 

a log with structured entry screens for the reports on mechanical system performance. 

After evaluating his requirements, the researchers determined that modifying 

CommandNet to meet these very specific needs was not the best approach. It would 

sacrifice simplicity to cater to perishable requirements of a small community. Instead, 

the team worked on making CommandNet more flexible and finding workaround 

procedures to support such requirements. 

An example of this would be the Tactical Flag Command Center aboard the 

aircraft carrier USS Constellation. Here too, the log keepers had specific structured 

templates for different log entries that they periodically made. Rather than alter 
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CommandNet, the researchers suggested that the users copy and paste the empty log 

entry skeleton from another application or an old log entry into CommandNet. Then the 

log keeper could simply fill in the blanks. This solution allowed the advanced log keeper 

to utilize the flexibility of the system to meet his needs while maintaining accessibility 

for the new user. 

During the design of ConunandNet version 3.0 a primary focus was on 

maintaining a flexible design that could be used effectively in multiple ways. User 

defined categories, customizable searches and headlines, and the user display options 

made the system more tailored to specific requirements while not erecting barriers to 

ease of use. 

5.3 Prototype Building Findings 

During the actual building of the prototypes, the researchers and developers derived 

several findings with regard to standards and requirements of a logging system. These 

ideas were then investigated in more detail during the action research and review phases. 

5.3.1 Reliability 

The single most important performance attribute of a collaborative logging system 

is reliability. Throughout the life cycle of this research project this lesson has been 

hammered home. By its very nature, a logging program must reliably store and distribute 

information. Anything less, and user confidence is destroyed. This in turn causes users to 

abandon the system, which undermines the collaborative nature of the initiative. 
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The user pool of this research was comprised of staff ofHcers and civilians 

training to perform demanding real-world tasks. They were, as a rule, extremely 

intolerant of demands on their time and workload that did not provide direct and 

discemable benefits. After the collaborative logs had demonstrated their usefulness and 

ease of adoption, however, the staff was quick to embed CommandNet into their work 

processes. This reliance on CommandNet also meant that any reliability problems with 

the software would have direct and palpable effects on the staffs work. 

The research team had come to recognize quite early on that once CommandNet 

was implemented it would have to perform with extreme dependability. This 

understanding is what caused the research team to abandon the CommandNet version 2.0 

prototype. It simply could not be counted upon to work consistently for the duration of 

an exercise. 

5.3.2 Responsiveness 

In addition to providing a solid repository for critical information, the application 

must also be responsive. Through the use of GroupSystems as a collaborative log, the 

researchers first became aware of the need for responsiveness on the part of 

ConmiandNet. GroupSystems provides reasonable functionality as a collaborative log, 

but one of its main drawbacks is that it is "chatty"; it relies heavily on constant 

communication between the nodes. As an electronic meeting system, GroupSystems 

needs ahnost constant updates and communication between the server and clients. This 
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high level of communication overhead, while needed in an EMS, negatively impacts 

responsiveness on a heavily overloaded tactical network. 

CommandNet version 3 was designed to cut down on network traffic while 

providing maximal responsiveness to user operations. This was not, however, always 

implemented properly and experiences during the RIMPAC exercise highlighted the 

unqualified need for responsiveness. 

During RIMPAC the CommandNet application was loaded onto a Lotus Domino 

server that was replicating web page information to computers throughout the fleet. 

Throughout the exercise, users complained about the poor responsiveness of 

CommandNet. Much of this was thought to be a result of the very high traffic levels 

carried on the LAN. As the number of log entries increased, the logs slowed down even 

more. The users were committed to using CommandNet because of the features that it 

provided. Still, they were very fiiistrated by log refreshes that would sometimes take up 

to a minute. 

The MITRE report underscores this finding. They found the responsiveness of the 

system to be the biggest problem encountered with CommandNet usage during the 

RIMPAC exercise. The ethnographer interviewed one staff member who stated, "It 

freezes up... When you need it the most, you are unable to use it." (MITRE, 2000) 

Unfortunately, the research team was not able to take corrective measures during 

the RIMPAC exercise. The Lotus Domino server was deemed mission critical. The J6 

would not allow it to be shut down so that the CMI developers could search for the root 
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cause of the slow system. After the exercise, the researchers were able to find a 

single line of code that was causing all of the problems. 

The code had been modified so that all ConunandNet processes were being 

handled by the CPU in a serial fashion instead of being threaded for better efficiency. In 

effect, this caused each request to the server to be queued up in a first-in, first-out 

(FIFO) arrangement. This was disastrous as relatively minor requests such as log 

refreshes were queued up behind searches and log entries that took more CPU cycles. As 

a result, the users experienced unacceptable delays as tasks sent to the CPU snowballed. 

5.4 Prototype Introduction Findings 

In addition to the specific attributes of the software and the general requirements, 

there were many social and contextually related factors in the success or failure of a 

collaborative logging application. This section seeks to address the major aspects of the 

fielding and usage patterns. 

5.4.1 Software Adoption 

The development of the TTM was largely a result of the development of the 

collaborative logs project (Briggs, Adkins, Mittleman et al., 1999). The development of 

this theory is not the focus of this dissertation or this section. Instead, the research team 

leveraged the tenets of action research to apply and update the theory while taking part 

in interventions with the collaborators. 

The path to adoption of GroupSystems and CommandNet throughout the fleet, 

however, surprised the research team on several fi:onts. On the ship or organizational 
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level, the adoption of CommandNet is often a political decision. With different 

software initiatives competing for thousands, if not millions of dollars, the Navy has 

spent considerable efforts trying to standardize on common platforms and architectures. 

In general, there is a situation where only approved software can be fielded to the fleet 

without special dispensation. The problem that the research team encountered is that 

there is no clear or defined path to software approval. The approving authorities are 

often the managers of large projects and they view an application such as CommandNet 

as a potential competitor to their own in-house programs. Thus, there is no impetus to 

approve outside software for use in the fleet. 

On the individual level, the decision to adopt CommandNet is also far more 

complex than had been anticipated. The research team started this project with the view 

that people will see the value of good software and will then tend to use it, as the TAM 

posits. The team has found that the social and political factors often outweigh the 

practical matters even on an individual level. Following sections delve into these factors 

in more depth. 

5.4.2 Champions 

The researchers often found that the introduction of CommandNet was a highly 

politicized act. In addition to the requirements of lT-21, there were any number of 

people that could squelch the installation and use of CommandNet. As such, the 

researchers found that it was almost always necessary to have an energized champion 

pushing for the technology transition firom within the organization. Otherwise, the move 



137 

to CommandNet was viewed as an intrusion forced upon the organization from the 

outside. 

Surprisingly enough, the research team also found that this champion could take a 

number of forms. The most effective is often a high-ranking officer. For example, the 

Third Fleet commander would firom time to time ask about the use of collaborative tools 

during his staff briefings. This interest was widely viewed as an order to implement the 

software. There were, nevertheless, cases where the collaborative logs were adopted as a 

result of the efforts of lower ranking individuals (Kruse, Adkins et al., 2001). 

The one attribute that was apparent in all of the successful CommandNet 

technology transitions was the presence of an energized person pushing the actual 

implementation. Of^en this was someone who was ordered to make it happen, but there 

were other cases where a junior ofHcer or staff NCO would have the accountability, 

initiative and force to push the dransition through alone. In the cases where 

CommandNet failed, there was almost always the lack of a champion driving the 

Installation and adoption. Without a personality pushing the process, any setback was 

deemed a good excuse to abandon the CommandNet project. 

5.4.1 Log Initiators 

Another interesting finding is the extent to which log initiators would determine 

the usage of the system. In the vast majority of the CommandNet logs that were 

established one could see that the initial use of the log would govern all ftiture use. For 
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instance, if the log initiator used the category feature then other users would usually 

conform to this pattern of operation. 

This was also true when the initiators were coming firom another user conmiunity. 

The best example of this was when one of the early CommandNet users in the 

intelligence community returned to the USS Coronado for some temporary duty. Though 

he was an intelligence officer, his new assignment was on the staff of an air command. 

Upon reporting to the Joint Air Operation Center (JAOC) he found that the air staff was 

not using CommandNet as he had anticipated. He immediately contacted the CMI 

researchers and asked for an installation. Because he was an experienced user, training 

of the log keepers was left with him. 

The researchers noticed almost immediately that the JFACC logs were taking on a 

different tone and structure. The JFACC logs usually contained very concise and dry 

factual entries on numbers of missions launched, types of strikes and targets. During this 

exercise, however, the entries were much more comprehensive. They went into all areas 

of air operations and gave a much more complete picture of the air war. The former J2 

officer had brought his understanding of what a collaborative log should be to the JAOC. 

He had set the standard for entries and had trained others to meet his expectations. 

Although one could argue that the JFACC log did not require this kind of detail, the 

other collaborators were easily swayed to follow his lead. 
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5.4.2 Training 

In light of the power that log initiators have been shown to have, it should not be 

surprising that training can have a major and lasting effect on collaborative log 

utilization. Even if all users caimot be exposed to a structured training program, training 

for select personnel may have important impact on use of the application. For instance, 

by targeting the champion, the log initiators and the technical support staff, one can 

ensure that the critical enabling users are well versed in the features of the collaborative 

logs. These people can in turn set the standard, perform ad hoc training of other users 

and enforce standards. 

In the Third Fleet J2 section, for instance, a senior NCO became the change agent 

and champion for CommandNet. He was technically oriented and immediately saw the 

advantages that the system provided. Although he did have support from the J2, much of 

the successful technology transition within the section was due to his diligence and 

training. Because the J2 section works on very sensitive and classified information, it 

was next to impossible for the research team to provide regular training and technical 

support within the J2 spaces. Since the CMI researchers could not enter the spaces 

easily, this NCO single-handedly trained the J2 personnel. 

A review of the log entries during RIMPAC shows that the Intel log had 685 

entries, more than any other log. Additionally, the Intel section was the only group to 

actively utilize the categories while not under the supervision of the research team. In the 
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table below, one can see that the Intel community embraced the use of categories 

while the BWC community largely ignored the feature. 

RIMPAC Log Category # Entries 
BWC None 533 

SITREP 8 
MEDEVAC I 

Medical Casualty I 
Intel None 160 

Air Defense 146 
Air 121 

TBMD 85 
Naval-Surface 65 

Coastal Defense 57 
Naval-Subsurface 33 

Ground 31 
Targeting I 

HADR 0 
(MITRE, 2000) 

Table 7 - CommandNet Category Use in RIMPAC 

5.4.3 Support 

Another critical factor in the success of a CommandNet implementation is the 

level and timeliness of support. Because the collaborative logs become so ingrained in 

the work processes of the staff, there is little tolerance for error. Moreover, with the staff 

working twenty-four hour days split over several shifts, it is difficult to coordinate 

changes in work processes. It is easier for the staff to totally abandon CommandNet use 

rather than deal with intermittent functionality. 

This reality is compounded by the isolated nature of the ships with which the CMI 

research team often works. Once a ship is beyond helicopter range &om the U.S. 

coastline it becomes very difficult to provide on-site technical support. For this reason. 
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the researchers went to great lengths to include all aspects of the administration and 

operation of CommandNet in the User and Administrator Guide. The team also sought to 

train at least one experienced technical specialist as a system admim'strator. This person 

could then provide support to his or her shipmates and reach back to CMI for more 

demanding problems. 

This approach worked in most situations, but as was described formerly, the logs 

quickly become integral to the performance of the staff. In circumstances where there is 

deeper failure the staff may discard the collaborative logs or pick an alternative solution. 

In two situations, the sharing of a server with other applications has confounded the CMI 

researchers in attempts to quickly solve technical problems. In the case of RIMPAC 00, 

the stafT suffered along with an unresponsive CommandNet, as there was no feasible 

alternative. In another case, the staff abandoned ConunandNet version 3.0 and returned 

to using a GroupSystems collaborative log. In any event, the collaborative logs become 

central to the staffs work. There is no substitute for quick and decisive support of the 

collaborative logs. 

5.4.4 Social Effects 

There were some findings about the use of ConmiandNet that surprised the 

research team. The social effects that the collaborative logs initiated were less expected 

than many of the other artifacts of the project. The most interesting of these were the 

changes that CommandNet made in how people within the organizational hierarchy 

would regularly deal with each other. 
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Interviews with senior leaders regularly gave the impression that they were 

using the log as a situation awareness tool that would allow them to carefully consider 

information in the log before they made contact with watch standers and supporting staff 

members. As one senior Captain stated; 

"[CommandNet] allows me to have snapshots -1 go to a lot of meetings. 
You come out and have one of two choices, you can go to the watch and stop 
everything, or you can call it up and [see that] the following has taken place. 
Now I can call them with a knowledgebase or an aid to help them rather than [be] 
an obstacle to whatever is going on." 

Commodore, Destroyer Squadron Seven 

The changes in work habits and communications were not always viewed so 

positively by the lower ranks. The researchers became aware of a feeling among some 

junior officers that CommandNet was limiting their "face time" with the senior leaders. 

These junior officers enjoyed the attention they received from frequent briefings with the 

captains and admirals. The collaborative logs had effectively reduced their perceived 

status. With time, the research team found that this attitude decreased. This is, 

nonetheless, an important lesson for the fielding and technology transition of a 

collaborative log system. 

5.4.5 Log Personality 

The different logs also tend to take on a specific style, or as one user described it 

each log took on an individual "personality". Some logs are very terse and full of 

abbreviated language that can only be deciphered by an initiated member of the group. 
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Others are filled with explanations and have a very conversational tone. In any event, 

once the style of a log is established, subsequent users usually carry it forward. 

The researchers came to find that much of this tone was dependent upon the 

perceived use and audience for the entries. For instance, the Strong Angel CMOC log 

became a kind of informal chat among the collaborators. The users were not concerned 

about making an impression on superiors. The CMOC collaborators were senior officers 

and higher-ranking United Nations field operatives trying to coordinate under difficult 

circumstances. They dispensed with formalities to achieve their common ends. 

A contrast to this informal log would be the Tactical Flag Command Center 

(TFCC) log on an aircraft carrier. Within the carrier battle group the TFCC log is used to 

coordinate and update members of the battle group, destroyer squadron and air 

squadrons. Additionally, it is used to reconstruct maritime interdiction operations (MIO) 

and ship boardings to halt smuggling in the Persian Gulf. It is also a legal log that is 

archived at the end of the deployment. Because of the official nature of this log and the 

high level interest that it draws, contributors are very precise, concise and businesslike in 

their entries. 

5.4.6 Usage Norms 

As was discussed formerly, the champion and change agents play a vital role in 

establishing log use and training within a collaborative community. In the previous 

section, the tone or personality was outlined as a fimction of the users expectations for 

the log's use and audience. These established user norms not only influenced the input of 
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information, they also affected the harvesting and use of information &om the logs. 

The MIO example is an excellent illustration of how expectations for the log help to 

establish norms among the users, which are in tum enforced to ensure that the group 

expectations are met. 

In a MIO operation, the fleet monitors hundreds of ships traversing the Persian 

Gulf. The waters in the Gulf are shallow so that large ships can only venture into main 

channels. The shallow waters, and those outside of international waters, provide a safe 

haven for smugglers. Only when these ships venture into international waters are they 

subject to search. To gain convictions, the fleet must build strong cases that can 

convince a civilian court of violations. 

The fleet tracks hundreds of ships during any given day. They also maintain 

painstaking records of all of the contacts with particular ships in order to build an 

effective case for prosecution should a ship be caught violating sanctions. CommandNet 

was established as a tool to keep track of all of the meetings and ship boardings within 

the fleet. The captured log data was later used to reconstruct the movements and actions 

of ships in the area. Additionally, it is used to help the command staff find better ways to 

conduct these operations and train the fleet. 

In light of the demands put on the system it is no wonder that the staff took great 

pains to ensure that all of the contributors were conforming to the norms established by 

the group. On several occasions, the research team observed log users policing each 

other. Often this took the form of verbal corrections or phone calls to the contributor. In 
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other cases it was done with another log entry. A probing or censuring log entry from 

the Admiral was sure to gain the attention of the log contributors and affect future 

entries. 

5.4.9 Participation 

The ConunandNet research also uncovered noteworthy participation patterns. In 

particular, the researchers found that social pressure played a surprisingly important role 

in individual adoption and use of ConunandNet. Often users would be totally 

disinterested in getting an account for the system until colleagues or a superior had 

showed interest. In many cases, this interest was only superficial. Such users were either 

interested in giving the impression that they had access, or they did not want to be 

denied access to something that others could enjoy. 

Furthermore, the researchers came to believe that much of this perceived social 

pressure was status based. The military is extremely hierarchical, and the Navy is the 

most hidebound of the armed forces. The early users of the log were often convinced 

that the admirals would not be interested in personally accessing an automated tool. The 

research team was used to hearing, "admirals don't use computers." As this 

preconception crumbled, previously disinterested users suddenly came to view 

ConunandNet access as a right that belonged to the inner circle of leaders. Whether they 

would actually use it or not, they wanted access. Leaders would also request that it be 

installed on all of their subordinate's computers to exercise a claim for status or 

attention. 
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This behavior is also evident in the assignment of user classifications. Each 

user in a log is assigned one of three permission levels; reader, contributor or editor. The 

researchers would often meet with users that were adamant that they should be assigned 

contributor rather than reader rights. Usually, these collaborators had no real need to 

make log entries. They did, nevertheless, want the privilege of having the ability to do 

so. The researchers came to believe that this was another sign of status in the 

organization. To be merely a reader gave the perception that the user was not trusted to 

utilize the log appropriately or that her duties would not generate information that the 

group would need to share. 

5.5 Unmet Requirements 

During this research project, CMI identified a number of requirements that the team 

was unable or unwilling to meet with CommandNet version 3.0. Some of these 

requirements will be addressed with the next version of the software, while others may 

never be met due to complexity or a low expectation of realized benefits. 

5.5.1 Security Levels 

One of the recurring themes that surfaced during this research project was the 

military's requirements for security in any automated system. Beyond the practical 

considerations, there are a host of legal and regulatory rules that must be adhered to 

when handling sensitive information. 

The CMI researchers had become interested in tagging each entry with a security 

rating as a result of some problems with removing data from the USS Coronado. CMI 
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wanted to take data and do content analyses to drive improvements in ConmiandNet 

and fenet out use patterns. Ostensibly the log in question was not classified and could be 

removed easily. This was not the case. 

A security specialist must review any document, or log in this case, that resides on 

a secret system before it can be released to an outside organization. To release the log 

contents to CMI a security officer had to review hundreds of entries to ensure that no 

single entry would violate security practices. The security officer mentioned that by 

assigning a specific classification to each entry, the process could be greatly streamlined. 

She would be able to quickly review only those entries that were tagged as sensitive. 

The researchers talked with some other staff officers and found that this was a 

conunon concern. Often the staff would like to release log entries to allied nations. 

Without a classification system for each entry, the labor cost of doing so was prohibitive. 

These security restrictions were causing the fleet staff to neglect passing on timely log 

data to allied ships and commands. 

During a visit with a former Third Fleet J2, the researchers were made aware of a 

computer system that had seventeen separate levels of classification. The team agreed 

that including all of these was not practical. Instead, an approach keeping with the 

parsimony of ConunandNet would be to allow users to dynamically configure security 

ratings that could then be applied to each entry. 
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S.5.2 Dynamic Log Configuration 

A primary finding of this dissertation is that collaborative logs are varied and the 

best way to support this complexity is to provide flexibility. Previously, the CMI 

researchers worked to provide flexibility by helping users to design processes that would 

better meld with CommandNet features. The team also devised the user-defined 

categories. There were, however, still requirements that could not be easily met by 

CommandNet. The team found that a better approach would be to provide easily 

configurable logs that log administrators could specially tailor to the needs of the 

organization. 

Although this requirement was not met with CommandNet version 3.0, the team 

has made it a centerpiece of the fourth version of the application. The research team 

wanted to allow for the building of logs that had fields beyond the standard ones and 

control the positioning and sizing of field elements. This is important as findings 

indicate that information order and format can significantly affect tactical decision

makers' ability to frame situations and select courses of action (Adelman, Bresnick et 

al., 1996). 
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Figure 35 - CommandNet v4.0 (alpha) Field Editor 

CommandNet version 4.0 is slated to have dynamic configuration as a standard 

feature. New columns can be added when creating a log. The columns can be sized to 

meet the exact needs of the user. Each column is made up of different types of user-

defined fields. These fields can be of several types: 

• Text - A line of text 

• Text Area-A large area of text 

• Drop-down Combination - Selection of multiple values &om a list 

• Selection - Drop down selection of a single value 

• Password - Password field 

• URL Link - Hyperlink entry 
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• Submit Button - Actual button the creates the log entry 
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Figure 36 -CommandNet v4.0 (alpha) Add a Field 

Adding configurable logs to CommandNet will raise the levels of complexity and 

require added training for system administrators. The hope is, nevertheless, that the 

actual day-to-day users will find that customized logs make log keeping easier while 

improving the quality of information captured and shared among the collaborators. 
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5.5.3 Voice Recognition 

From the very initiation of this project there has been a realization that the 

bottleneck in the use of the CommandNet logs is data entry. Watch standers and staff 

members are often just too busy to enter critical events as they are happening. This 

usually leads to two coping strategies. The first strategy is to delay making entnes until 

there is slack time. The second is to specifically designate a lower person to make log 

entries. 

The CMI research team has seen both strategies in action, often with the same log. 

Selection of a coping strategy depends on the structure of the watch and the personality 

of the watch leader. If there is a specified division of responsibilities within the watch, 

use of a designated log keeper will be usually be adhered to. Otherwise, the leader of the 

watch may or may not designate a log keeper. The researchers have observed that more 

experienced watch leaders will delegate such duties, while those that have less 

experience will attempt to create log entries on their own. 

Regardless of the working style of the leader, there is a general desire to automate 

the log entries. Some users have stated that they would prefer to make entries with a 

voice recognition system. They believed that composing and dictating a log entry would 

still allow them to multitask, while typing an entry required more attention, thus keeping 

them firom focusing on more important actions. 

The technical hurdles of voice recognition have kept the CMI team &om moving 

to incorporate such features. Specifically, the research team had found that current voice 
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recognition technology does not fare well in noisy and confused environments. There 

is also a problem with the types of accurate voice recognition available. The most 

accurate systems draw on the context and grammar of the utterances to decide which 

words are being spoken. Typically, log entries may not be in Standard English and will 

often include tabular data, acronyms and abbreviations. None of these are easily 

recognized by voice recognition systems. 

5.5.4 Automated Categorization 

Another common request firom users is for some form of automated categorization 

or analyses. During the initial coding of CommandNet version 3.0 there were 

discussions with another CMI research group about expanding the functionality of 

CommandNet. In particular, CMI had been looking into developing automated clustering 

functionality after discussions with a member of the Third Fleet J2 staff. He had seen a 

CommandNet prototype demonstration and had mentioned that one of the key problems 

that the intelligence community faced was finding connections within the torrent of data. 

The intelligence staff relied on a monotonous and time consuming method called nodal 

analysis that involved working with pages of spreadsheet entries. 

Upon further review and discussions with the CMI researcher in charge of the 

automated clustering effort, the team decided that this fimctionality would have to wait 

until there were more mature and applicable options. The clustering algorithm would 

take hours to nm and did not readily compliment the work processes of the staff. The 

team was utilizing the TTM in making technology transition decisions. There was 
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agreement among the researchers that in its current form the clustering application 

would endanger any technology transition effort with CommandNet. 

5.5.5 Distributed Logs 

During the RIMPAC exercise, the CMI researchers were able to utilize logs that 

serviced groups both ashore and at sea. This was the first time that this level of 

distribution had been attempted. It was a great success, but it was still hampered by some 

of the technical considerations of the software and the environment. 

Primarily, the researchers found that the approach of placing the server on shore 

worked for a ship with a relatively large amount of bandwidth like the USS Coronado. 

This architecture would not have worked with many of the other ships in the fleet. A 

destroyer or cruiser, for instance, does not have nearly the data pipeline that an aircraft 

carrier or command ship has. A smaller ship receives only a fraction of the transmission 

spectrum of the larger ship:^. Additionally, their connections are much more tenuous and 

subject to interruptions. 

At the conclusion of the RIMPAC exercise the research team recognized the need 

for shared logs that would work across the fleet. Because of the relatively poor 

connections of the smaller ships the team determined that the log needed to be 

distributed among the participating ships. Under this scheme each ship would carry a 

copy of the log on its server. If a ship experienced a communications blackout it could 

continue to operate with its own copy of the log. Once communications were 
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reestablished, the copies of the logs on each ship could be merged so that once again 

all ships would have an up to date version of the complete log. 

CMI has worked since the exercise to make distiibuted logs work. For the most 

part this effort has been built on a Lotus Domino and Notes backbone. The Domino 

database can perform synchronizations between its nodes at predetermined time 

intervals. A CommandNet prototype has been built to save its log entries within a 

Domino database, which can then be "replicated" throughout the fleet. If one ship drops 

off of the communications network, it can be brought back into the fold when it 

reestablishes communications. This effort has been plagued by technical problems but 

continues to be a high priority for the development team. 

5.5.6 Active Alert Notification 

The research team has also identified the need for improved attention focusing 

capabilities. Currently CommandNet relies upon the priority icons to notify users of 

important new entries. This works well in an active watch, but remote users often do not 

review the log on a constant basis. The researchers believe that functionality to actively 

seek user attention is the next step. 

Specifically, the team is seeking to introduce email and on-screen attention 

focusing messages. Users will be able to set thresholds for notification. Any new log 

entry that meets the user's criteria for notification will spawn an email to the user and a 

dialog box will pop up on screen. The dialog will be accompanied by an audible alarm. 
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This approach will allow users to be sure of notification of high priority messages 

even while they are not actively scanning the logs. 

5.6 Summary 

The CMI research and development teams have gained a great understanding of the 

needs of a collaborative log system in supporting situation awareness. Rather than try to 

address all of the derived requirements in version 3.0, the team utilized the theories of 

decision-making, situation awareness and technology transition to implement select 

features that would affect the users' capability level while not overloading collaborators 

with unwarranted complexity. 

This approach has met with considerable success. CMI has been able to iteratively 

build and test features of CommandNet with real-world users. Some features have been 

more lucrative than others and some of the researchers' efforts have been wasted. On the 

whole, nevertheless, this effort has rewarded CMI and the U.S. Navy with a new 

understanding of computer supported collaboration and situation awareness. 
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CHAPTER 6 - CONCLUSIONS AND FUTURE RESEARCH 

This research is intended to provide exploratory information as to the desired 

features of a collaborative system to support situation awareness. Specifically, the stated 

intention of the research in this dissertation is, 'What are the features, fimctionality, 

attributes and behavioral effects of a GSS that will actively support a physically 

dispersed team in establishing and maintaining situation awareness? " Over the course 

of three years, with the development and installation of several prototypes, the CMI 

research staff has worked to build a successful collaborative application to support 

distributed situation awareness. 

To answer these questions, the research team has utilized three methodologies: 

prototype building, action research and review of system use. This multi-faceted 

approach has yielded a comprehensive and clear picture of CommandNet in the context 

of the U.S. Navy. 

6.1 Response to Research Questions 

The specific research questions posed in this dissertation are; 

1. Establish the behavioral aspects of a collaborative logging tool in support 

of situation awareness and decision-making. 

2. Determine the attributes that facilitate a successful transition to self-

supporting independent use of the tool. 
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3. Determine the useful attributes for a collaborative logging tool in terms 

of data, operations, and functions. 

These questions are answered in the sections on development and fielding of the 

collaborative tool (presented in Chapter Four) and in the dissertation's discussion section 

(Chapter Five). As this document has outlined, the technical issues and features of 

CommandNet have solidified through the iterative development process. CommandNet 

is now a full-featured and flexible collaborative tool that has proven itself in the field. 

In each fielding of CommandNet, CMI has endeavored to utilize theory and 

understanding of communication, decision-making, collaboration and prototype 

development to meet the needs of research subjects in a balanced and rigorous manner. 

This work does, however, have salient limitations and there is a real need for continued 

research that can address these shortcomings and the new research questions that have 

come to the fore during this project. 

6.2 Contributions 

The primary, and possibly most enduring finding of this research is the body of 

cognitive, social and political implications of fielding collaborative technology in the 

military environment. When CMI embarked upon this project there was little thought 

given to the role that such factors would play on the work. The team came aboard the 

USS Coronado as evangelists in the cause of collaborative computing. The most 

prominent and flawed assumption that the researchers carried was that good software 

would sell itself. 
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Instead, the team found that all technology decisions are inextricably bound to 

greater issues of status, training, funding, personality and politics. The development of 

the technology transition model was a direct outgrowth of the CommandNet research 

project; TTM was a driving theory in the development and introduction of CommandNet 

version 3.0. CMI researchers have had a unique opportunity to observe other groups 

attempting to introduce technical systems on board the USS Coronado over a four-year 

period. In every case, the researchers found problems with the technology transitions and 

in each of these cases, the introduction of technology could have been improved by the 

findings of this research. This research lays bare many of the Issues that confront any 

technology being moved to the fleet. 

A second major contribution of this research is the development of a collaborative 

tool that meets a substantial need within a military context. Prior to the ConunandNet 

project, the Navy had no simple, coordinated and automated way to share information 

among users distributed around a ship, much less a fleet. The collaborative logs are 

simple from a user's viewpoint, but they still must maintain complexities such as 

security and concurrency control while being entirely reliable. 

Superficially, CommandNet is a simple program. It is, nonetheless, scaled to do a 

limited number of tasks very well. In several incidents the research team has had 

difficulty convincing officers that ConunandNet provides a unique capability. In spite of 

this view, the application is specifically tailored to meet the explicit requirements of the 

military log keeper. It answers these requirements better than any other software package 
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and it continues to be improved. Among the user base, the collaborative logs are 

considered to be an essential tool for staff coordination and information distribution. 

Nowhere is this more evident than during actual deployment of the collaborative logs to 

the Persian Gulf 

6.3 Limitations 

This initiative was conducted under the extremes of real-world action research. On 

many occasions the research team spent sleepless nights tromping up and down the 

ladder wells of ships in an effort to push the technology transition forward. The 

researchers truly were participant-observers. Although the team attempted to maintain a 

modicum of objectivity and emotional distance, this was not always possible. Certainly 

there were times when the researchers would have better served the pursuit of 

knowledge by backing off and letting issues unfold. 

A second visible limitation of this work was that it was hampered greatly by the 

sensitive nature of the data captured by the logs. Throughout the project, CMI had 

sought ways to remove data &om the secret network so that it could be studied in depth. 

The laws and regulations governing such data are undeniable. The only way that such 

information can be studied is on secure computers in secure facilities. CMI does not 

have any such on-site facility. Although CMI researchers were unable to work with the 

data directly, the MITRE team provided a very valuable substitute with their aggregated 

data. 
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Finally, the third substantive limitation is the lack of a control group or 

comparative methodology. As stated earlier, this prototype was developed in response to 

a newly derived need. The only competing products are chat programs and the 

researchers have been exposed to numerous anecdotal accounts of the pros and cons of 

using such software for situation awareness. Answering this limitation is also 

confounded by the real-world venue of this research. Asking the staff to replay a 

scenario with different levels of collaborative support is not an option. They are too 

focused on the demands of their work to submit to extensive laboratory manipulations 

and treatments. 

6.4 Future Research 

During the writing of this dissertation the CommandNet project continued to 

progress by leveraging the lessons learned over the life of the research project. 

CommandNet version 4.0 will continue to use the proven attributes of the previous 

versions. It will, nonetheless, be a major upgrade in response to shortcomings discovered 

and features that will be tested with new user groups. The CMI team is convinced that 

CommandNet works because it supports people in their established patterns of sense and 

decision making. 

Future research should, nonetheless, move out of the exploratory phase and e.\pand 

on the factors established in this work. As a part of this effort, there should be a greater 

emphasis on laboratory experiments and comparative methodologies. At this point, the 

team believes that CommandNet has appropriate performance and features 
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commensurate with an application of this kind. Conversely, CommandNet has not 

been subject to rigorous tests to contrast the application with other automated and 

manual applications for sharing situation awareness among distributed military 

personnel. 



162 

APPENDIX A - Acronyms and Terms 

ABWC Assistant Battle Watch Captain 

ACQS Assistant Chief of Staff 

AEF American Expeditionary Force 

AOR Area of Responsibility 

ARG Amphibious Readiness Group 

BWC Battle Watch Captain 

BWC Battle Watch Captain 

C4ISR Conmiand, Control, Communication, Computers, Intelligence, 

Surveillance, and Reconnaissance 

CAT Crisis Action Team 

CBG Carrier Battle Group 

CINCPAC Commander in Chief, Pacific 

CINCPACFLT Commander-in-Chief, Pacific Fleet 

CJTF Commander, Joint Task Force 

CMI Center for the Management of Information 

COMTHIRDFLT Commander, Third Fleet 

COS Chief ofStaff 

DARPA Defense Advanced Research Projects Agency 

DOD Department of Defense 
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DSS Decision Support System 

EIS Executive Information System 

EMS Electronic Meeting System 

ESS Executive Support System 

FBE Fleet Battle Experiment 

FBR Flag Briefmg Room 

FIFO First In, First Out 

GDSS Group Decision Support System 

GMT Greenwich Mean Time 

GSS Group Support System 

HA/DR Humanitarian Assistance/Disaster Relief 

JAOC Joint Air Operations Center 

JCCC Joint Communications Control Center 

JCS Joint Chiefs of Staff 

JDM Judgment and Decision Making 

JFACC Joint Forces Air Component Commander 

JFC Joint Force Commander 

JFLCC Joint Forces Land Component Commander 

JFMCC Joint Forces Maritime Component Commander 

JOC Joint Operations Center 
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JOPES Joint Operation Planning and Execution System 

JTF Joint Task Force 

JTFEX Joint Task Force Exercise 

MIO Maritime Interdiction Operations 

MIS Management Information System 

NDM Naturalistic Decision-Making 

NIPRNET Non-Classified Internet Protocol Router Network 

OODA Observe, Orient, Decide and Act 

OOTW Operations Other Than War 

OSD Office of the Secretary of Defense 

PACOM United States Pacific Command 

RIMPAC Rim of the Pacific Exercise 

RIMPAC Rim of the Pacific Exercise 

RPD Recognition Primed Decision 

SA Situation Awareness 

SA Situation Awareness 

SEU Subjective Expected Utility 

SIPRNET Secure Internet Protocol Router Network 

TAM Technology Acceptance Model 

TFCC Tactical Flag Command Center 
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TRADOC U.S. Army Training and Doctrine Command 

TTM Technology Transition Model 

UCP Unified Command Plan 

usw Under Sea Warfare 



166 

APPENDIX B - ComraandNet Interface Proposal Presentation 
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APPENDIX C - MITRE User Questionnaire 

Survery on CommandNet Date: I I 

Please take a few minutes to fill out this survey. Your input is greatly appreciated. 

Background ki formation 

1. Gender: 

2. Age Group; sunder 20 ^20-29 ^30-39 40-49 ^50+ 

3. Rank and specialization: 

Branch of anned forces: 

^active duty r̂eservist 

4. Check all the computer-supported collaboration tools that you have used. 

^GroupSystems email chat whiteboard 

^shared directories ^audio yideo 

document management software other (specify) 

5. Before using CommandNet, what media did you use to report your observations and 

to access infonnation? (e.g. message traffic, greenbook, etc.) 
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Which CommandNet logs do you access, and how frequently? 

Log Length of time 

using log 

Frequency of 

submissions to log 

Frequency of reviewing 

log (scroll back) 

BWC 

CA 

CECG 

CFACC 

CMOC 

Intel 

JCCC 

Please rate the following CommandNet features; 

category Useful 1 2 3 4 5 Useless ^Didnotuse 

Easy 1 2 3 4 5 Difficult 

importance Useful 1 2 3 4 5 Useless Did not use 

Easy 1 2 3 4 5 Difficult 



search Useful 

Helpful 

Easy 

1 2 3 4 5 

1 2 3 4 5 

1 2 3 4 5 

Useless ^Did not use 

Hindrance 

Difficult 

headlines Useful 1 2 3 4 5 Useless Did not use 

Helpful 1 2 3 4 5 Hindrance 

Easy 1 2 3 4 5 Difficult 

Useful 1 2 3 4 5 Useless Did not use 

Helpful 1 2 3 4 5 Hindrance 

Easy 1 2 3 4 5 Difficult 

Comments on any of the features: 

8. Rate the training you received in CommandNet; 

Adequate 1 2 3 4 5 Inadequate ^No training 

9. How would you compare using CommandNet with the method(s) you have used 

the past? Using CommandNet is 
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Easier 1 2 3 4 5 Harder 

Faster 1 2 3 4 5 Slower 

More fun 1 2 3 4 5 More irritating 

10. Rate the overall experience of using CommandNet; 

Useful 1 2 3 4 5 Useless 

Appropriate 1 2 3 4 5 Inappropriate for my 

tasks 

Easy 1 2 3 4 5 Difficult 

11. Rate the effect of CommandNet on establishing and maintaining situational 

awareness; 

Useful 1 2 3 4 5 Useless ^No effect 

Rate the effect of CommandNet on situational awareness with respect to other 

methods: 

More useful 1 2 3 4 5 Less useful 

12. What did you like most about CommandNet? What things were easy? 



13. What did you like least? What did you have the most trouble with? 

14. Was there something you wanted to do in CommandNet but could not do? 

15. Additional remarks 
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APPENDIX D - CommandNet Administrator and User Guides 

command 

Collaborative Logs 
Administrator and User Guides 

Center for the Management of Information 
The University of Arizona 
16 January 2001 
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Introduction 

This guide is intended to give step-by-step instructions in the installation and use of 

CommandNet, a Java servlet based collaborative logging tool. 

Permissions 

CommandNet is set up to handle a number of different logs and users with varying levels 

of permissions. 

Support 

Support for CommandNet is provided by the Center for the Management of Information 

at the University of Arizona. Following are a list of 

Center for the Management of Information 

John Kruse John@Kruser.org 520.907.1864 

Mark Adkins Madkins@cmi.arizona.edu 520.906.0432 

Chris Steinmeyer Csteinmeyer@cmi.arizona.edu 

CMI Office 520.621.2640 

Technical Support Support@cmi.arizona.edu 

Administrator Functions 

Time on the Server 
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ConunandNet requires that the server be set to the correct time in the Greenwich 

Mean Time zone "Z" in the operating system. The daylight saving change option should 

be unchecked. 

|(GMT) Greenwich Mean T>ne; Dubtn, Edntwrqh, Lisbon, London 

Installing ConunandNet to the Server 

Lotus Notes Installation 

The installation of ConunandNet on a Domino 5.x server is composed of two main parts. 

• The first is the placement of the files in their proper directories. 
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• The second is the configuration of Domino's HTTP server. 

ConunandNet file placement 

There are several groups of files that are required in the installation of CommandNet, the 

.class files and .html files, and the Database files. 

The .class files can be found in the "ClassFiles" folder on the CommandNet CD. 

The .html files can be found in the "HtinlFiles" folder on the CommandNet CD. 

Class File and Html file placement 

• The .class files must be placed in the "servlet" folder under your Domino installation 

directory. In our case this was F:\Lotus\Domino\Data\domino\servlet. If this folder 

does not exist, you will need to create it. 
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• All of the files and folders in the "HtmlFiles" folder on the CommandNet CD must 

be placed into the "html" folder under your Domino installation directory. In our 

case this was F;\Lotus\Domino\Data\domino\html. This directory should ahready 

exist in your Domino file structure. 
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Database file placement 

• The cmi.nsf file needs to be placed in a folder named ''Arizona" in the Domino data 

directory. In our installation this was F:\Lotus\Doniino\Data\Arizona. If this folder 

does not exist it will need to be created. 
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Domino HTTP server configuration 

*The following steps require Notes Administrator access to the server that ConimandNet 

will be nmning on. 

• Open the Domino Administrator 

• Click on the Administration tab 

• Click on the Configuration tab on the row below the Administration tab. 

• Double-click the "server" icon on the left side of the screen 

• Click "Current Server Document" 
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• Click the "Edit Server" button 

• Click the "Internet protocols" tab 

• Click the "Domino Web Engine" tab 

Most of the default settings are acceptable for CommandNet to run. The only attributes 

that need to be modified are as follows; 

1. Session Authentication: Choose "Single Server" from the drop down 

2. Java Servlet Support: Choose Domino Servlet Manager from the drop down 

3. Servlet file extension: Type .class in the text box 
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Session 

state tracking: Choose Disabled for the drop down 



5. Session persistence; Chooses Disabled from the drop down 

199 

• Click on the "Save and Close" button. 

Adding Users to CommandNet 

It is assumed that there will be two groups of Notes users. One group is for 

Administrators and the other is for Users. You will need to name these groups 

consistent with guidance from the Domino Administrator. The groups will be named 

Ship iVame-CommandNetUsers and Ship JVame-CommandNetAdmin (For example 

these groups maybe named "Coronado-CommandNetUsers" and "Coronado-

CommandNetAdmin"). If you have not created these groups please do so now. 

Editing "Noteslmpl.properties" File 

You now need to tell CommandNet what these groups are named. To do this you need 

to edit the "Noteslmpl.properties" file in the "html" directory. In our installation this 

was F:\Lotus\Domino\Data\doniino\html. 
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In the Noteslmpl.properties file you will see the lines: 

CommandNet-Users-Group=s/i/pname-CommandNetUsers 

CommandNet-Admin-Group=s/)/pna/ne-CommandNetAdmin 

• Edit these lines to match the groups that you created. 

• The cache update is set in this file. The default setting is 30 minutes. If you are 

experiencing problems with incorrectly displayed data, you can change this 
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variable to a lower number. (To enact changes in this file you must do a "tell 

http restart") 

• Save and close the file. 

Security 

These users also need permission to run unrestricted JAVA agents on the Domino server 

as well as have access to the server. To do this click on the "Edit Server" button in the 

upper left have comer in the Lotus Domino Administrator and then click on the 

"security" tab. Once you have done that you will need to edit the following fields by 

selecting the groups that you made from the drop-down list. 

• Run unrestricted LotusScript/Java Agents = Ship iVame-CommandNetUsers, 

Ship iVame-CommandNetAdmin 

• Run unrestricted Java/JavaScript/COM = Ship iVaifie-ConmiandNetUsers, Ship 

ATame-CommandNetAdmin 

You will also need to add these groups to the "Access Server" list. You do this in the 

same manner that you edited the previous fields. 
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• Access Server=Ship jVame-CommandNetUsers, Ship Name-

CommandNetAdmin 
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Ulu£3av(/J«v««oants: 

>Qifc« 

When you are done editing the server document you will need to save your 

changes and restart the entire Domino server. Type "q" in the console window. 

Then click on the Domino Server icon in the Start Menu to restart the program. 
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Creating Logs 

After the server has been restarted you will need to log into CommandNet for the first 

time and create a log. To do this you will need to log in as a CommandNet 

administrator. 

• Open a browser. 

• Go to the URL http://l 27.0.0. l/servlet/MainFrame 

• You will be presented with a login screen (see pg. 4). 

• Login as a CommandNet Administrator. CommandNet Administrators are 

members of the "^Ship ATome-CommandNetAdmin" group. 

• Click on "Admin" in the upper right hand comer to enter the administrative 

functions page. 

• Click on the "Create a New Log" icon. 

ipMalkitiimjigifliai 

ll^HSW//t27:aai/Mniitte«iAM 

• 
Criala • ntwiog: 

"fide I _ 
DescnpDore [ 

Enter the new log's title. 
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• Enter the log's description. 

• Click on the "Create" button. ConimandNet will return to the log selection 

screen. The new log will be listed. 

Op«nfEnU«« TIM 1 OturtpOon 1 out ACL 
jtp pane Watch Captain's Log 'A clironola9cal k>g of maior 

hapoennqs mitiin Die lleet 
0ljune200a Q 

» H "IM IM* Ml W— Mil 

tfiiiwiAi mms 

Adding Categories 

• Open a specific log. 

• Click on "Admin" in the upper right hand comer to enter the administrative 

functions page. 

• Click on the "Log Administration" icon. 

• Click on the "Add a Category" icon. 

• Enter the new category. 

• Click on the "Add Category" button. 
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Administering Log Access 

The administrators have control over log access rights and permissions for all users. 

Thus, each administrator has complete control over all logs. As a result, if there are 

multiple administrators some coordination is required to ensure that administrators aren't 

undoing each other's work. 

Log access is granted through the Access Control List (ACL) found on the log selection 

page. 

• Enter the log selection page. 

3 K(tp /nn Q 0 • Mtciosofi Emfawt 

Pleas* choost a log: 
0|ni»EnMn TM DnoKlloa I OM ACL 

t|7 Bant Walch Captain's Log ^cnranological log of maior 
aappinings witnin m* Keel 

|l)1Junt2000lg 
2|l jCECOLOt Eamm contol Group Log p4Jun2aQ0 Iq 

f» 3f, nMLog l2lnwngtnctLog nsjiin20a0 IQ 

*M»: m a|i aMvoviiiMaBg •§ MMnacMfDiii u« »tmmmt. 

biilliiiiiiM lillIliMMH 
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• Click on the ACL icon in the right column of the log you wish to administer. 

This will open the log's access page. 

2700.!/wvliiAiwAew 

i 
Currant users of log 'Battle Watch Captain's Log*: 1 I 1 1 1 i 1 

jidamsi ^ams-Jolw 1 iReadot 1 H 
'Mt: ni •tOBM 

Add ufgrt to this log 

Bush-Ceorge 
John Kntse 
bncoln^Abe 
Roosevelt-Ted 
Wilson-Wbodrow 

Addwithpemussion level: I 

Sack w low 

• Highlight a user by clicking on the name. To highlight multiple users at once 

hold down the CTRL key while clicking on names. 

• Select the permission level for the selected user(s). The permission levels are as 

follows: 

Readers - Can only view logs. 
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Contributors - Can make log entries. 

Editors - Can add categories and change entries. 

^ Mtp H \ 7 1  Q t) 1/3erv<etym4tnh.MM • Mmoraft IrMenwrt 

-p- V:.'; rrc', i,'-,: ^ ^ ~ . 
i1& •'7' T?" ^ -

, ••:.vv^v',prrt7 

• ' M * ' y : r  i : : i  E '  

commandnet  

Cuirent user* of log *831118 Watch Ciptaln's Log*: 

i I 1 1 Miimm 
idttmt t̂mi-Jotin | jReadet' X 

Add m«it 10 Ihn log: 

lon-Wbodraw 

Add with p«rinnilon l«ytt 
IConlnbulor 

BacKloloos 

• Click on the "Add" button. The browser will re&esh with the users added to the 

list at the selected permission level. These users can now log in and access this 

log. 
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^  t i i i p U  I I  l / n n v l o l / m a m f i i i i M  '  H i c i o s u l t  I n l m n c t  E : ( p t u i ) : r  i: - ̂  • | 

commandnet  

Cuntnt uura of tog 'BMtIt Wuch Cipiain's L09*: 

i  UsanMmt 1 nwlWiw PviiMsioiw MniM 
jadamsi jMams^John |Read«r n 
^bushQ Bu$h<^Otorgt ICoMnbutDrJl V 
jllncolna Lncotn-Abt |ConlnbiiUt j| V n 
jraostvem Rooievtit-Tid ICanmtaulor i| V n 
'M«:ni MM KiKwiBiM— wm—•—<«<aniiMiiw. 

AdJ unr» 10 lhi« log: 

John KiuM 
WUion-Woodtow 

Md wim D«imi«iion Itwt 
[Stadet 3 

M 

Back to loos 

Setting User Permissions in Logs 

After adding users to a log one can change their permissions in the ACL page. 

• Open the ACL page for the appropriate log. 
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 ̂hM() ,'/\2I (1 0 I /ict-vlci/tiuirtfMjae - Mkroroll tnleinei Cxploief 

com mandnet  

•p-r-' 

Current ustrs of log *89ttlt Watch Captain's Log*: 

1
 

1
 

j
 PHMUIORS [ RMIHW 

jadantsi poams-John Rcodar J|V 1 X 
pushg push-Otorgt Cqnoibulor^fl I X 
iincQina juneoin^Abt | Contributor JjiQ | 
^Qstvtn poosmlt-Tad | Contibutor Jj 4 | S€ 
'M ni «»• MUnHSmMMMMNM.MaiMmMltl*. 

SrKWigqf 

Add users to ihis tog 

John Kruse 
Wilson •Woodrow 

AddwtftMrmissran 
iRaader j| 

• Change the permission level for the user using the pull down menu. In this case, 

we are changing George Bush's permission level from Contributor to Editor. 
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Currant ustfs of log Watch Ctpttin's Log*: 

1 IIIWI— 1 RMlNnM PVIIriHlBHS RlRMM 
mimsl IWarnt'Jonn |Rsad*r J|4 
pusng fiuih'Otoigt X 
lincoiiu pncoln-Alii IContribuUr sc 
taOMvtn pooi*r«ll-Tid ICanmbuiorJlfl 
MMinS (it»t MllNMIOTrlW"* 

Add uaw to th«8 tag: 

JohnKnisa 
Wilson •Woodrow 

Add with ptrmtstion lovtt 
I Reader j I 

Mi 

Back to toes 

• Click on the update icon to the right of the pull down menu. Each user has 

his/her own icon. This will update the permissions and refresh the ACL. 

Additionally, an explanation of the change will be printed in the upper left hand 

comer. 
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^  h ( t D / / I U  U  1 / ^ e i v t e t / o d i n l i a w  M i c i u ^ o d  l n U n n « <  E i p h M n  :  _  

i •• " ^ R' e. 7^^ " v; - -rr- ; g ' 

commandnet  

N«w ptrmission ImI of 3 Ibr Bush • Gtorgt rtcordttL 
Currtnt ustfs of log 'Sattlt Watch Captain's Log" 

i 
1
 PwiNlnlMi RMMVt 

ladamsj Adams •John 1 [Reader X 
^buthg Bush-GiorQt [Editor Si 
|incoina jUncoln-Abt |Edtor X 
^09«ven ^Roosevelt* Ttd [Editor ^*0 X 

SIM mwwwui—iw 

Add uMfs to ihts log 

John Kms* 
IVWton 'Woodro# 

; Aadvwm pafmtsnon itvtt | 
(Refidtr ^ 

BacfctotoQS 

Deleting Users From a Log 

Users can be easily deleted from a log's ACL without effecting their membership in 

other logs. 

• Enter the log's ACL. 
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•jUBjliiin 

mu 
Ntw ptmussion Itvtl of 3 (br Sush • Otorgs rtcordftL 
Cuntnt users of log 'Battlt Watch Captain's Log' 

1 Unmnit iMHMit PmMm RMMM 
jadamsi Adams-Jonn jResder sc 
^busng 6usn>Otorgt lEdiUr X 
tmcolna 
i 

tjncotn*Atie {Editor X 
^oscvem Roos«v«R*Ted I [Editor Ifl X 

f W—IWIIW, 

Add useis to this log 

I iJohnKnise i 
1 i 
I Add wtm permission nvtc j 
! [Raedar 3 

Baclctonio< 

• Click on the remove icon for the desired user. 

User Functions 

Running the CommandNet Client 

CommandNet is run on the client side through a web browser. As CommandNet sends 

only HTML, it should run with any browser such as Internet Explorer or Netscape. 

There are differences, however, in the way that each browser implements features. 
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CommandNet is primarily written to run with Microsoft's Internet Explorer Version 

3.01 and newer. 

• Launch your browser 

• Enter the URL for CommandNet. The URL will be dependent upon where you 

installed CommandNet on your server. You may wish to place a hyperlink to 

CommandNet on a commonly used web page so that users can locate it easily. 

Logging In 

After going to the CommandNet URL, you will be presented with the login screen. 

"3 

commandry®! 
PItaM Login: 

Jser Nome. Ittemn 

Bga 

ThuJi^OT t8:t8;54GMr07ClQ200Q 

a 
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• Enter your Lotus Notes login and password. Generally, the login should be in the 

form "Firstname Lastname 

• Click on the "Login" button. 

You will then be taken to the log selection screen. 

Selecting a Log 

The administrator will select the logs that each user is allowed into. AAer you log in, the 

log selection screen will be opened. 

PlttM dioon • log: 

1 ^ T 
Banie Watch Captain's Log chronological log of mcyor 

happeninqs within the ll«et 
joiJune2000| 

jCECGLog Eiofase Control Gcoup Log |94Jun2(Xn 1 

Y»» UFT 11» NO WM— >Y HO 

• To select a log click on the open icon in the left colunm. 
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Multiple Logs 

Users can open multiple logs without logging on to multiple sessions. 

• Right click on the Open icon for a log. This will open a pull down menu. 

• Select "Open Link in New Window" from the pull down menu. This will spawn 

a new browser with the selected log. 

Setting User Preferences 

Users can adjust the display of CommandNet logs through the preferences screen. 

Preferences are set for each log. You have to select a log before you can access the User 

Preferences for that log. 

• Click on "Preferences" on the menu. This will open the user preferences screen. 
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Session PrtfmiKM 

OpHon Yn No 

Show Tim* (f r 
ShonCaleqoiy  ̂ i" 

ShowUsamame p r 
ShowOate r 

LogOfdei |BMnt J 

Time Zona CniSM 

Log Refresh 

[2i»r~3 

|M seconOs' 

• Adjust the preferences by clicking on the radio buttons. This will adjust which 

columns are visible in the log screen. 

• Logs can be viewed in Reverse or Forward order. Reverse is the default and will 

work best for most users. 

• Time zone offset can be chosen from a pull down menu. The selections are 

based on the official time zone designators used throughout the world. (A map 

of these can be found at http://aa.usno.navy.niil/AA/faq/docs/world tzones.html) 

CommandNet saves all entries in GMT. It then displays times based on this 

selection. The administrator sets the default time zone offset. 

• Log re&esh determines how often the log page will re&esh to show new entries 

and changes. The default is 60 seconds. If the setting is less than 10 seconds, the 
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log will not refi^sh at all. This is useful for suspending refresh while viewing 

older entries. 

• Click on the "Submit" button to change the settings. This will automatically take 

you back to the log. 

Making Log Entries 

• Enter the log page. 

• Type the entry. 

• Select an appropriate category. Categories are managed by the log editors and 

will vary between logs. The default category is blank. 

• Select an importance level. The possible selections are: 

o Routine 

t Imp Dm* Entry 
•JiiiiO.') 
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o Priority 

o Immediate 

o Flash 

• You have the option of adding a URL link and description. The link will be 

included at the end of the entry. Clicking on the link icon will launch a new 

browser window and will load the associated page. 

• Click on the "Submit" button. This will automatically update your log window 

with the new entry. Other users' log pages will be updated with the regular 

refresh. 

Searching and Saved Searches 

Searches can be used to locate entries that fit speciflc criteria. 

• Click on "Search" on the menu. This will open the search page. 

OttcilpMon NHIW DM 
Search tofennes contaningknisei 05Jun2000 Kt rt" 
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• To start a new search, click on the "New Search" button. 

cofiun.iiunet 

NtwSurch 

S««cti For. I 
nCeugoiy 
B«MMir|ii'd|JAN J|:iiooj1 
AiKtlo«dlJUN»||a»ai»| 

• AldiKMarainZULUliitw 
. ByMOMngOMiiidsearcndataMtasiodavttWManftvailkawgnwingasnawMnesaramaas 
• S«gKnilioiaqs9(nl(itDmo9!nl«fl<eiUiiraieiigims 
• S«ora> noroitenmiiyasMCB nisrMuisMiincijdeiniKSMtnaciMstoiwiaarcnicmiromKanar 

rMOOiRtap) 
• StsclwgisnolcaMMnsiin* 
• PtMiirequrednfmsnmaplussiqn ForeiuinoK.'.vtltayraquiresinatimtefm'KUtar/'toincludMin 

4ftlnds 

• Enter the text strings to search for. Note the hints on the page. These can help 

you to tailor your search to get what you specifically need. 

o All entries are saved in Greenwich Mean Time. To maintain a common 

operational frame of reference date ranges in searches will select based on 

the GMT time zone. 

o Searches are not case sensitive. A search for "Dog" is the same as a 

search for "doG". 
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o Spaces between entries will act as a Boolean OR. Thus, searching for 

"KILO OSCAR" will return entries with either word. 

o Required words should be prefixed with a plus sign. For instance, 

searching with "foxbat flanker +fulcrum" will find entries that have the 

word fulcrum and either foxbat or flanker. 

• Limit the search with a specific category 

• Limit the search with a time selection. 

• Click on the "Search" button. This will display the results. 

NmrSiareh 

Search For iscuo 
m Category; 
Between: |oij||JW j| 
Anit|os«l|JW3i|2iiiwa 

m m 

SwtSMRh: 
litlec 1 RMil 
Oescnpoon: I 

I TtiM Eniiy CMfloiy Nmm CM* 
4 15:5215 Possible SOXunovemeflBreponMnonhtf none kiusei QSJunJOOa 

W al faq. Heto assets dispatched to investigate 
$ 1Sir:56Rr8lMl.tir8bai.firetial.SCtJOIauich nana lous '̂ OSJun2000 

W (lelscts(10a(ailstofalaw. 
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To save the search; 

• Enter a title. 

• Enter a description. 

• Click on the "Save" button. You will be returned to the search page. The newly 

saved search will now be included among the saved searches. 

j - p - - - " " - y -

^HR6iSKI8EIIRI 

S«iKh 

VlmrlTtim Tid* 
1 2019-15KILOSearch 

W 
i» 216:47:49 SCUD Search 

W 

OMCriptton Nam* DM* 
Searcntorentnes krusei 04Jun2000 
containing KILO" 
A search for itie word krusej 05Jun2000 
SCUD 

• To view a saved search that has already been created, click on "Search" on the 

menu. This will open the search page. Click on the icon to the left of the saved 

search entry. This will open the search where you can see the details of the 

search criteria and the entries that currently match. The matching text will be 

displayed in red. 
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SMdSttreh 

Tmim: Mia 

Mw: OIJanMOO 

BcMra; OejUnlOOO 
Dwcilpaen; Seachforeniii«scorlairing*Kt.(y 

CnaMly; knissj 
CmlMOn: oejunaooo 

t TkM Enliy CHigoiy Mm* DM* 
3 IS48 59 Suifndsr 12 regcns possible i-rp contact none hnis«i OSJun2000 

gnsa 

Headlines 

• Click on "Headlines" on the menu. This will open the headlines page. 

VtMfl Tim* TWt 
1 1700:10 Possible Mining 

OMcripUofi DM* 
Details itiatlead us lo believe 05Jijn2CIQ0 
mat CKangeiand is prepanng 
CO iniDate mining in the Straits 
ofBunungi. 
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To start a new headline, click on the "New Headline" button. 

r-4.''(W7lL:4d07143c»gOO&:WriiM iw fl 

comni.indnct 

Cmil*H«adlM 
AddfTkra Enliy 
4 I l22443Laglntiated 

W 
i) 209:46 22USS80eDAVIS9Msundemay 

W 
A 30948S9Suitnderi2retMnsposabl«KlLOco(itacc 

W 
4 409'.S2i5Pos9bleSClX}nKN<niat<sreponsdnanharalfwHelaas! 

w dispaiciwdiOKMsiigan. 
4 St9SZSSREAGANte()oiBiunBef3Caccasuallv EsomatMomeio 

W repar45iniiules 

CMtgoiy Otft 
nom 31May20QO 
SnREP 04Jun2000 
noiw 04Jun2000 
nom 04J)jn2000 
none (VtJun2CaO 

fiW I ^ 
Osscnpoon [ 

I EMiy 
3 Surfnder 13 repcns pcssBle KILO contact 
5 REAGANrapoitsnumtMrSCMcasudly.Esiiinatedliineto 

CMgeiy 

~3 

DM 
o«jui3ciao 
oejun2oao 

iiiiillliiiillliliii iililjiliiiii 

• Click on the icon to the left of an entry to include it. You must include entries 

before entering the title and description. 

• Enter the headline's title 

• Enter the description. 

• Click on the "Submit" button. You will be returned to the headlines page. The 

newly saved headline will now be included among the saved headlines. 
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slipping. 

• To view a saved headline that has already been created, click on "Headlines" on 

the menu. This will open the headlines page. Click on the icon to the left of the 

saved headline entry. This will open the headline where you can see the title, 

description and associated entries. 

n*: StippingTlireat 

Dimlptcn: increasadUSWcanaGissuijpaitilieititMtataitacksanereaflrssnipping. 

CiMMByr nut 

CiMlMOn: 06Jun2000 

f ThM 
3 l9:4aS9W 

Entiy 
Suifnder t2repons possible KLO contact. 

CtfegeiyNan* OMa 
none kntsei 04jun20a0 
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Disabling and Enabling Refresh 

ConunandNet refireshes the log entries at a rate set in the user preferences. The default 

refresh rate is every sixty seconds. For normal log viewing the refiresh should be 

enabled. When looking at older entries, however, one should disable the refiresh. 

Otherwise, when the log refireshes it will automatically return to the most recent log 

entry. 

• Click on "Disable" to stop the automatic refresh. This will suspend the log 

refresh. Additionally, it will repaint the screen with visual cues to remind the 

users that they will not see new log entries. 
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eawwit: [iw* j 

Si 

ImpoilaiKK |Rou«n« ^ 
uHtijiiii r _ . 
URLI^tie 

• Click on "Enable" to restart the log refresh. The refresh rate will be reset to sixty 

seconds and the appearance of the log will return to normal. 

Close & Logout 

• To close the current log and return to the log selection screen click on "Close" on 

the menu bar. 

• To logout, click on "Logout" on the menu bar. This will return you to the login 

screen. 
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APPENDIX E - CommandNet Entity Relationship Diagram 

(Albrecht, 2000) 
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