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ABSTRACT 

Higher education, like many large institutions, has integrated technology into 

many aspects of its daily operations. As a result, many policies and resultant enforcement 

procedures have been put into place. The question arises as to the privacy of the students' 

actions online. To what degree monitoring of the network is occurring is of great interest. 

In addition, what is happening outside the university in the law related to online privacy 

may provide a window into the level of privacy afforded to students utilizing the campus 

network. This exploratory case study attempts to integrate four perspectives on online 

privacy; the law, policy, administrative, and student perspectives. It is expected that over 

time, privacy online has decreased within the law and on campuses, while the interests of 

the state and university administrations have taken precedence over individual privacy 

online. In addition, it is expected that student and administrative perspectives will favor 

increased individual privacy online. The implications of this study are far reaching, as the 

area of privacy online is continuously emerging. 
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CHAPTER I: INTRODUCTION 

Overview 

As society has moved from an agrarian economy to an industrial economy to a 

knowledge economy (Castclls, 1997), computer technology has evolved into an integral 

part of many daily activities. Indeed, computer technology has pervaded many aspects of 

American society over the past several decades. American higher education is one of the 

frontiers upon which technology has made an enormous impact. In recent years, the 

explosion of technology on the business frontier has also influenced the implementation 

of technology on campuses. Higher education, like many large institutions, seeks 

technological solutions for many of its impending problems. Technology is used to 

potentially ease daily operations, while at the same time mimicking what is happening 

technologically elsewhere in society. Institutions of all kinds largely hold the 

deterministic belief that technology will be a relatively inexpensive way to achieve 

efficiency. For higher education, many in society are simultaneously calling for greater 

efficiency while state appropriations to public higher education institutions continue to 

deteriorate. Technology is viewed by society as a potential solution to higher education's 

impending problems. 

Within the larger American society, and indeed throughout the world, the Internet 

has given rise to a variety of phenomena surrounding it. Studying the Internet from a 

sociological perspective has yielded political, economic, cultural, and anthropological 

commentary and theory. The resultant environment provides a backdrop for this study. 



Specifically, a large debate surrounding the Internet has been the degree to which the 

Internet should remain "free". In other words, as the Internet is a rather amorphous entity, 

the question arises as to ownership, governance, or control of it. For example, some have 

argued that the "e-commerce" transactions that occur over the Internet ought to be taxed, 

raising a host of questions as to the ramifications of this suggestion. 

The founder of Wired magazine, Louis Rossetto, is said to embody the notion that 

the Internet ought to be an ungoverned enterprise, earning him the moniker "cyber-

libertarian". Similarly, David Hudson labeled those who favored a non-controlled 

Internet as "right-wing libertarian[s]" (1996). In other words, government should not be 

in the business of governing the Internet. Instead, the users of the Internet ought to be 

able to self-govern, and do not wish to be monitored. 

In this study, the question of personal privacy online is at issue. In particular, the 

extent that one's actions online ought to be governed and monitored on public university 

campuses is of concern. On one hand, there are some who believe in complete monitoring 

of Internet activity, and on the other hand, others believe the Internet is a bastion of 

anarchy, and one's activities online should not be monitored. This study seeks to examine 

the environment on campuses in terms of the extent to which students' activities online 

arc monitored, within the policy environment, and within the context of how the legal 

environment has discussed the topic. 

In the marketplace, how "wired" one's campus is has become a popular means of 

ranking colleges and universities, as in the annual publication U.S. News and World 

Report's Most Wired Campuses. In other words, technology is another benchmark upon 



which higher education institutions are judged. The potential fallout of one's institution 

being ranked poorly in this publication translates to a loss in revenue from tuition, as well 

as reputation. Due to the influence of rankings such as this one, the prevailing wisdom 

has become that a campus can not have too much technology. As a result, it has become 

the goal of institutions to become more wired in every aspect of their operations. For 

example, the "port-to-pillow ratio", where a comparison is made between the number of 

residential students that have continuous access to the campus network from their 

residence hall room, and the number who do not is one means for gauging how advanced 

a campus is in terms of its wired status. An ideal ratio toward which campuses aim is 

one-to-one. However, there are campuses where students do not have continuous Internet 

access. These students may have to utilize on campus computer labs to connect to the 

Internet, a much less desirable scenario. 

Student records, registration, libraries, and many other services have been 

migrated to the Internet. In addition, some campuses are requiring students to arrive at 

college equipped with certain technology, such as laptop computers, that can integrate 

into the campus' existing systems. Many professors are also utilizing high technology in 

their classrooms, or to supplement learning outside the classroom through course 

websites, live chats, or message boards. Email has become a primary means of 

communication across campus among students, staff, faculty, and administrators. Some 

campuses even require that students maintain an official university email address for 

communicating with various campus personnel. 
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The vast integration of technology on college campuses may produce positive 

outcomes and be quite useful. It seems technology has become somewhat of a badge of 

honor institutions are clamoring to wear, with the hope that instructional productivity will 

follow, even though higher education is an ill-suited environment for such a phenomenon 

to occur, due to its labor intensive character (Rhoades, 1998). In addition, the cost of 

implementing technology can be quite high, yet at the same time exact financial figures 

remain relatively unknown to universities, as technology continues to change. Continuous 

upgrades and repair of existing technology, in addition to the human costs of providing 

these services can be staggering to universities. Yet surprisingly, little information exists 

on what technology actually costs institutions. What is known is that the costs are 

significant, especially in terms of initial start-up costs (Massy & Wilger, 1998). There are 

initial costs for introducing technology, in hardware, software, infrastructure, and even 

building retrofitting or construction. Further, there is an ongoing cost to technology for 

upgrades, maintenance, and repairs. In addition to monetary costs, there are human costs 

to implementing technology. For example, specialized personnel are required to manage 

existing systems and train individuals to utilize the systems. 

One aspect of maintaining computer systems concerns the safety and 

confidentiality of the data contained within the system. Computer systems are not 

impenetrable, and are subject to corruption from within or intrusion by outsiders 

attempting to gain access to sensitive personal infonnation or confidential data. 

Technological and behavioral methods are employed by administrators, computer 
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professionals, and others in order to maintain the integrity and privacy of the data stored 

within the system. 

Protecting the privacy of students' electronic and paper educational records, as 

defined under the Family Educational Rights and Privacy Act (FERPA), is of concern to 

administrators. While this and other privacy issues are important for universities to 

consider as they increasingly implement technology on campuses, this study concerns 

personal privacy not in terms of personal information or educational records. Rather, this 

study defines personal privacy online as the extent to which one's actions online are held 

sacred by the institution, and not monitored or recorded. 

In the process of ensuring the safety and privacy of the system via policies, the 

privacy of the members utilizing the system can be called into question. In other words, 

in addition to managing the campus computer systems, individuals' online activities can 

be monitored as well. Specifically, individuals are subject to computer and email use 

policies, ostensibly put into place to protect them from potential harm. However, such 

policies may seek to limit online behavior deemed by the policy makers to be 

inappropriate. As a result, the noble goal of securing personal information or providing a 

hospitable online experience for the campus community is accomplished at the expense 

of limiting one's privacy in one's individual actions online. This is especially 

troublesome for a state university, as the state's role in the universities ought to be one of 

fiscal and educational support, not ideological control. 

Universities are compelled to implement technology for a variety of reasons. 

Technology enables a myriad of research endeavors, for example. As a corollary, there 
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are large amounts of research dollars for which institutions compete, and technology may 

provide the support necessary to attract contracts and grants. Corporations and 

government agencies also sponsor various research projects to test various technologies 

or to develop new technologies. Technology is also used to run the day-to-day activities 

of the university. As mentioned earlier, technology is also used as a marketing tool, to 

ensure the university's place among their colleagues with whom they compete for 

students paying tuition. 

In providing technology to its students, faculty, and staff, universities are at once 

providing an educational tool and opening a potential portal for hann to come to their 

system. Attacks may come from outside or inside the computer system, or unintended 

uses of the system may occur, sometimes resulting in illegal activity. Indeed, 

"cybercrime" has entered the law enforcement vernacular in recent years, and "cyberlaw" 

has become a recognized sub-specialty within the legal profession. Some universities will 

even specifically employ a cyberlaw attorney as a part of their legal staff, given the 

potential for illegal activity occurring online on the university network. In addition, 

university attorneys' offices are assisting the university in drawing up computer and 

email use policies. In fact, crimes occurring online at university and K-12 educational 

settings have reached the level of the Supreme Court, indicating the state's interest in 

shaping the online arena, as will be shown in this study. Privacy is at the center of many 

of these debates, and this study seeks to explore specifically personal privacy in one's 

online interactions on the university campus. 



Statement of the Problem 

The status of personal privacy in the context of a university network system is at 

issue. Specifically, the sanctity of one's actions online and the degree to which they are 

being monitored are of conccm in this study. While the security of personal data, such as 

social security numbers, student identification numbers, and other personal information 

protected by FERPA is an important issue, online privacy as a civil liberty on campus is 

discussed to a much lesser extent. The degree to which personal privacy is under fire on 

campus networks due to security and other concerns is at issue. In other words, the 

potential that exists for online criminal activity coupled with the proliferation of 

computer use poHcies and external laws related to computer usage creatcs the potential 

for an erosion of user privacy by way of monitoring individuals' actions online. It is 

therefore exceedingly important to study both the internal campus environment and the 

external legal environment in terms of the sanctity of online privacy. I assert that by the 

university exercising power over students via the controlled and monitored network, and 

thus their privacy, the broad implication of this encroachment on students' basic civil 

liberty of personal privacy will likely have a domino effect on the core principals of 

academia. 

Internally, it is important to study the ways in which the boundaries of the online 

campus experience are defined by those who may be held accountable for what occurs on 

their computer system, as well as for those who are beholden to the policies they created. 

As a result, campus computer use policies, student beliefs about technology and privacy, 

and administrators' beliefs about technology and privacy were examined. This provided a 
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picture of the internal environment relative to personal privacy of students online. By 

studying the technological belief systems of various campus constituents, much can be 

gained with regard to the usefulness of technology on campuses, and the perspectives of 

personal privacy online. For example, the level of congruence between the belief systems 

related to technology and privacy of administrators and students can be assessed. 

In addition to studying the internal university environment, it is also important to 

examine the ways in which the court system is deciding cases dealing with online privacy 

and university campuses. This can help bring to light whether state universities align with 

the court system in creating and enforcing policies. Further, it can expose how external 

court decisions may directly impact internal computer use policy details. Studying the 

directions of the courts' decisions can also provide information about the extent of the 

alignment with the state. I assert that judgments for the universities provide evidence of 

the strength of the connection between the state and the university as an ideological state 

apparatus and as a repressive state apparatus. Alternatively, judgments for individual 

students or faculty indicate the court's willingness to affirm their individual rights in 

relation to personal privacy. 

Since virtually unchecked resources are increasingly being dedicated to 

technology, it is worth examining at what price they are spent. In other words, in the 

process of implementing more and more technology on campus, universities are entering 

into a new contract of sorts with students. Universities are providing technological 

infrastructure so that students may effectively engage in their academic pursuits. 

Simultaneously, the university as a legal arm of the state seeks to exert control over the 



online domain it provides through usage policies and disciplinary procedures. Thus, the 

university is providing the means by which to exert control over their students through 

the campus network. While privacy is not generally considered a core academic value, it 

is a highly valued commodity in the larger American society, and has even attained 

"rights" status over time (Reidenberg, 1995). 

It is worth questioning how this privacy encroachment is accomplished, and what 

implications this might have for students and their educational experience. To do so, it is 

necessary to question how privacy online is being negotiated in the court system, since 

state universities in particular are subject to various sources of law. External changes in 

laws, statutes, or regulatory mandates demand internal augmentation or generation of 

policies in response, else state or federal funding may be lost. As a result of outside state 

action through the courts or policy enaction, internal university responses may occur in 

the form of policies, procedures, or the creation of task forces, committees, or offices of 

professionals dedicated to these questions (Sutton and Dobbin, 1996). For example, the 

Digital Millennium Copyright Act of 1998 (DMCA) generated, among other mandates, 

the requirement that Internet service providers (ISPs) must designate a DMCA 

representative who would serve as a liaison between the institution and anyone desiring 

to report a violation of the Act. This example among others suggests an encroachment by 

various outside agencies on the inner workings of the academy, with implications for the 

professionals within, as well as the students whom they serve (Gehring, 1998). As a 

result, the interplay between the courts, the university's administration as an arm of the 



state, and the students affected by the ensuing policies is an important dynamic to study 

as the academic community becomes even more entrenched in the online world. 

Theoretical Framework 

The conceptual frameworks 1 will use to inform my research are derived from 

three sources. First, the social construction of technology (SCOT) literature will form the 

foundation of how I will approach technology. Specifically, I will take a critical 

perspective of technology, in terms of treating technology as value-laden and not in 

absolutist and deterministic terms. I will also introduce the concepts of interpretive 

flexibility and technological boundary objects to further my analysis. Second, I will use 

Althusser's (1971) concept of the ideological stale apparatus (ISA) to frame the 

relationship of the state and higher education. Third, I will draw upon Foucault's (1979) 

concepts of discipline, punishment, and the panopticon to frame the students' online 

experience in relation to the administration and its computer and email use policies. 

Social Construction of Technology (SCOT) 

A part of the larger Science and Technology Studies field, the SCOT body of 

literature and research has emerged. The SCOT perspective is based upon the notion that 

society constructs its technologies, and in turn, technology constructs or influences 

society. In fact, technology is shaped by many forces. Human forces, such as universal 

design movements of architecture and web design for the disabled have impacted the 

direction of technology. Market forces have also impacted technology, in terms of 

providing the kinds of computer technologies that are most advantageous in terms of 



generating profit for computer companies. In addition, consumer demand has shaped the 

emergence of various technologies, such as providing faster Internet connections and 

more access to a variety of data sources, such as online journals or books. Through a 

variety of examples from history, such as the bicycle, Bakelight, and fluorescent lighting, 

Bijker (1995) detailed how it is that technology is socially constructed. 

Bijker (1995) demonstrated that a variety of forces converged to influence these 

technological artifacts, and influenced the changes that occurred in their design. For 

example, by the late 1800's to the early 1900's, the high-wheeler bicycle was modified to 

become the prototypical two-wheeler bicycle we know today. The bicycle evolved to 

adapt to the needs of various "consumer" groups. For example, it was considered 

inappropriate for women to be seen riding the high-wheeler bicycle near the turn of the 

20"' century. Women, a growing group demanding use of the bicycle for transportation 

and recreation, greatly influenced the development of the low to the ground two-wheeler 

that currently exists. In addition, men who desired greater speed influenced the 

development of the air tire. However, while the bicycle evolved from the original high-

wheeler to become the prototype for the bicycles we know today, its various stages of 

development were met by opposition from many. For example, many considered the air 

tire to be more prone to slippage, while others regarded it as a solution to the problem of 

constant vibration. In addition, the introduction of bloomers into women's fashion 

strengthened the influence of female bicyclists, as they had found a way to discreetly 

ride, but were still confronted with the instability and safety issues of the high-wheeler. In 
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summary, this example of interpretive flexibility demonstrates that technology is created, 

re-created, and destroyed by the problems, interests and groups surrounding it. 

Bijker and others discussed the concepts of technological boundary objects and 

interpretive flexibility within the SCOT perspective. Interpretive flexibility states that 

technology is shaped or framed by its users to suit their purposes (Bijker, 1995, Shields, 

1997). In addition, different constituencies view technology differently, and the ways in 

which different constituent groups view technology may be at odds with one another. In 

some cases, the intended use of a technology by one constituent group may be at a 

disconnect with the way another constituent group views it or utilizes it. A related 

concept, the technological boundary object, augments the interpretive flexibility concept. 

A boundary object (Star & Griesemer, 1989) is 

An analytical concept of those scientific objects which both inhabit several 

intersecting social worlds and satisfy the informational requirements of each 

them. Boundary objects are objects which are both plastic enough to adapt to local 

needs and the constraints of several parties employing them, yet robust enough to 

maintain a common identity across sites, (p. 393) 

Boundary objects need not be of a physical nature, and can even be reports within 

an organization, memos, email messages, or even significant conversations or meetings. 

They provide a point of contact between various parties in an organization, where 

information can be gathered or communicated. What is important about the boundary 

object concept is that while each parly within an organization will recognize the artifact 

superficially, each group will also create its own uses and meanings for that artifact at the 



same time. As a result, while the two groups will utilize the same artifact, they will 

approach it differently. 

A computer system or network within a university provides an excellent example 

of a boundary object. Administrators, students, and faculty will all utilize the system, as 

well as recognizing it as a shared technological resource on the surface. However, each 

group mentioned will also have competing primary uses for their campus network. 

Administrators may see the network as a work tool that may house a variety of systems 

used to conduct the daily business of the university. Faculty may see the network as a 

research or collaboration tool. Students may see the network as a communication or 

recreational tool. All groups are using the network in somewhat similar ways, so as to 

provide a common ground of information between the groups. At the same time, the 

groups are viewing the technology and using the technology differently, allowing for a 

boundary or barrier to exist between the groups. 

By drawing upon the SCOT literature, and focusing on the concepts of 

inteipretive flexibility and boundary objects, I establish my perspective on technology. I 

view technology as socially constructed, and representative of a variety of groups and 

interests that construct it. Technology is value-laden, embodying the belief systems of 

those who construct it, and those who use it. Technology is far from a neutral tool on a 

university campus. Rather, it is a dynamic system that is both influenced by and 

influencing of its campus surroundings and constituents. 
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Althusser's Ideological and Repressive Stale Apparatus (ISA/RSA) 

Having established my approach to technology, I also assert that the state and the 

public university possess a unique relationship. The state serves several basic civic 

functions with regard to the university. First, the state provides statutory fiscal support of 

the university. Second, the state provides a statutory framework for the basic structure of 

the university, which is also tied to funding. For example, the state may decide which 

public university within their system will have a medical school or law school. Last, the 

state exercises a measure of control over the programmatic and co-curricular activities 

offered at the university, typically through a politically-appointed board. Through these 

appointees and other staff placed in the university, the state's ideals can be communicated 

and executed. 

One large university resource that is provided or approved by the state at some 

level is technology infrastructure and personnel to support it. Significant, if not 

unchecked resources are dedicated to technology in universities. From the state's 

perspective, it also provides a mechanism through which the state's goals for education 

can be accomplished. However, I assert technology can be utilized as a means of social 

domination through ideological control, borrowing from Althusser's concepts of 

ideological state apparatuses (ISAs) and repressive state apparatuses (RSAs) (1971). 

Althusser identified the family unit as the original ISA. Over time, schools and 

churches in particular augmented the family as ISAs, given the amount of time children 

spent in religious services or in educational instruction. He described schools, churches, 

and the court system as ideological state apparatuses because these institutions exerted 



their power through the ideology that they imparted on their members. RSAs achieve 

power through coercion or violence, and include police, courts, and prisons. These 

ideologies were so pervasive and forceful that they became a means of domination and 

repression for those who were subject to them. Its enforcement was both literal, for 

example the courts levying a sentence, and figurative, a process he called "interpellation" 

{Ibid.), where those under that ideological spell of sorts were so entrenched in its tenets 

that it became virtually woven into the fabric of their being, so as to become 

unnoticeable, although its effects were felt. 

This theoretical framework attempts to identify the university as an arm of the 

state, given it is the state to which it is beholden. As an arm of the state, the university 

imparts the state's ideology to its students via policies and procedures. In addition, it 

exerts its ideological control over the students. It is from this portion of the theoretical 

framework that I derive the phrase "/« loco gubernaculum" as a way to describe the 

university as serving as an arm of the state. Specifically, the university, acting as an arm 

of the state, may use technology to execute surveillance of students and their online 

actions. The university, and thus the state, exerts its power over its students via 

technology and its accompanying policies and j udicial procedures. In other words, the 

university is acting in loco gubernaculum, utilizing technology ostensibly in place to 

achieve other goals related to student learning. 

In loco parentis is a phrase used in higher education that invokes a time in the 

history ofhigher education in which the university was given the implicit authority to act 

in place of the family or parents with regard to its students. In loco parentis has its roots 



in colonial colleges of the northeast, where students were "viewed as immature 

adolescents" and hence, college officials were "empowered to act" in the place of 

parents. College officials were given control over the discipline of the students placed in 

their care by families. Families in turn relinquished control of their students' discipline, 

and turned this control over to college administrators. Such control over all areas of 

students' lives, including vocational guidance and at times, remedial coursework, was an 

accepted part of early American higher education (Komives et al., p. 24). 

In the late 1950s and early 1960s, in loco parentis was abolished through a series 

of challenges in the Supreme Court. The seminal case is Dixon v. Alabama State Board of 

Education 368 U.S. 930; 82 S. Ct. 368 (1961), in which the court rejected the in loco 

parentis concept. In essence, the Supreme Court determined that students above the age 

of eighteen are legal adults, and in public universities, they do not relinquish their 

fundamental constitutional rights by accepting student status. However, the state's 

influence over the inner workings of the university has not waned over time, despite 

decreasing fiscal support on the part of the state. 

State universities are still subject to state mandates, statutes, rules, and regulations 

in ways that their private counterparts are not. In loco guhernaculum, therefore, reflects 

the university acting toward it students as the government, or stale, might toward its 

citizens. I hypothesize administrators, as actors of the state, are acting legalistically and 

state-like with regard to how they views the Internet, and how they might deal with 

infractions that may occur on the campus network. In loco guhernaculum thus heralds a 

new era of discipline and control over students' lives, albeit one that is not explicitly 
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agreed to by families or students. In the past, universities were acting in the place of 

parents with regard to discipline and care of students. In contrast, universities are aligning 

more with the state, and are acting toward students and creating policies in the image of 

the state. This shift, coupled with a dramatic increase in the amount of online technology 

utilized on campus, has ushered in a new era of disciplinary power that is much different 

from the days of universities acting only in the place of parents. 

Foucault's Panopticon: Discipline and Punishment 

Given my assertion that one way the state exerts its ideological power is through 

administrative purview over technology, it is important to establish the mechanisms by 

which this process occurs. In addition, how students are ultimately disciplined for their 

actions online will be discussed through the use of Foucault's concepts of the panopticon, 

and of discipline and punishment. This theoretical framework will also provide support 

for the law cases that will be analyzed. Foucault (1979) discussed Jeremy Bentham's 

concept of a panopticon as a metaphor for an ideal means by which to exert power via 

physical surveillance. The panopticon is described as 

A large courtyard, with a tower in the center, surrounded by a series of buildings 
divided into levels and cells. In each cell there are two windows: one brings in 
light and the other faces the tower, where large observatory windows allow for the 
surveillance of the cells (p. 19). 

The result of such an architectural scheme is that tho.se who are surveilled never 

know when their observers are in place, thus they begin to self regulate their behavior. In 

addition, those who are the observers are subjected to the power of the panopticon and 

begin to regulate their own behavior as controllers. 
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Taken together, discipline and punishment combine to form a fundamental 

mechanism of power relations. In other words, discipline and punishment are not 

mutually exclusive, according to Foucault. In fact, he states "at the heart of all 

disciplinary systems functions a small penal mechanism" (p. 177). Effective disciplinary 

punishment naturally involves some elements of the judiciary. In addition, Foucault states 

that disciplinary punishment "has the function of reducing gaps" (p. 179) within 

individuals and groups. In other words, disciplinary punishment serves as a method of 

training. If a student, for example, fails a spelling test, a teacher may ask that the student 

write the incorrect words over and over again to releam them. Religious forms of 

penance also function similarly. As a result, disciplinary punishment becomes an 

exercise. 

Disciplinary punishment functions in a duality of rewards and punishments. One 

who punishes must also gratify those who are punished. Foucault quotes an 18'*^ century 

philosopher, Demia, to illustrate this point. Demia wrote "it will be very beneficial when 

the teacher is obliged to use punishment, to win the heart of the child if he can before 

doing so" (p. 180). Additionally, by arranging individuals by rank, as mentioned 

previously, one is at once rewarding and punishing them. The rewards corne with the 

establishment of the ranks, and the placement into those ranks. The punishments come by 

calling attention to the gaps between those in the higher echelons and those in the lower 

echelons. Through this process of disciplinary punishment, normalization occurs. 

However, the process of discipline is exercised invisibly, through these techniques of 

hierarchy establishment, ranking, enclosure, and training. Despite its invisibility, those 
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who arc subject to discipline serve to assure "the hold of the power that is exercised over 

them" (p. 187). 

Guided by these three conceptual frameworks, the research questions 1 pursued 

are summarized in Table 1 below. 

Table 1 
Operationalization of Research Questions 

Research Questions Theoretical Framework Data SourceAUnit of Analysis 
1. Is technology 
regarded as relatively 
neutral in nature or value-
laden, and how does this 
influence how the concept 
of "privacy" is discussed 
within computer use policies? 

SCOT Computer use policies/categories 
of language casting technology 
as either neutral or value-laden; 
and language about privacy. 

2. How has "privacy" online 
been discussed through cases that 
have been adjudicated, and has 
online privacy been extended or 
limited by the outcome of the 
case? 

Altshusser, Foucault Court cases/categories of 
language about privacy; court 
case outcome (i.e.; in favor for or 
against the state) 

3. To what extent do 
administrators believe in 
controlling or limiting what is 
done on the campus network, and 
by what means do they 
accomplish this task? How does 
the language of how they discuss 
how the network ought to be 
controlled imply the strength of 
their connection to the state? 

Altshusser, Foucault Administrators' 
attitudes/categories of the extent 
and methods of control of 
network 

4. To what extent do 
students believe in 
administrators or others 
surveilling, controlling or 
limiting their online 
experience on campus, as a 
means to exert disciplinary 
power? 

Altshusser, Foucault Students' attitudes/categories of 
the extent of privacy of the 
network 

Below, the research questions are detailed in terms of the theoretical frameworks 

from which they were derived. 
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1. How is technology generally and online privacy specifically discussed within 

computer use policies? 

It is important to analyze the ways in which policies are worded in terms of 

privacy, as this provides a window into the philosophy of the university's administration 

regarding privacy. In addition, how technology is discussed within the policies is 

important to analyze. The administration's characterization of the purpose of technology 

can be compared to the attitudes of the students regarding how technology should be used 

to detennine if any differences exist. 

The SCOT literature provides an effective framework for analyzing the results of 

this research question. Technology as described in the policies will be analyzed on a 

number of levels. The result of this analysis will be to examine how technology has 

become a boundary object (Star & Griesemer, 1989) between the administration and the 

students in terms of the way technology is described. In addition, Bijker (1995) and 

Shields' (1997) concept of interpretive flexibility will provide information about how 

technology is described within the policies. In addition, the level of neutrality 

associated with technology within the policies will be discussed. The SCOT literature 

offers a significant discussion in terms of technology and its neutrality. Through the use 

of the SCOT literature, a framework for technology as discussed in the computer use 

policies can be effectively developed and analyzed. 

Within the SCOT literature, instrumental and substantive views of technology are 

represented. The instrumental view of technology states that technology is merely a tool, 

to be used for a purposed designated by the user. Technology holds "no valuative content 



of its own" according to Feenberg (1991). Technology is neutral in that it is neither 

positive nor negative, and can be manipulated to any use deemed necessary by its users. 

Users with this belief about technology are champions of its cause, and will push for its 

widespread implementation. To demonstrate this view, Pacey (1992) pointed out that 

when something would go wrong with technology, those who held the instrumental view 

believed it was the improper use of that technology and not anything inherent in the 

technology itself Human error or misuse of technology created problems with 

technology, not the technology in and of itself 

The substantive view of technology states that technology is value laden. 

Specifically, technology is intertwined with culture and has a reciprocal relationship with 

culture and society. In this view of technology, Pacey (1992) acknowledged the human 

relationship to technology. He stated one must consider the "web of human activities 

surrounding the machine" when considering technology. In other words, technology is 

created for a specific purpose, and has imbedded within it the values of the creator as 

well as the society from which it came. This study takes a substantive view of 

technology, in that the campus networks are imbedded with the values of the 

administration who put it into place. As such, the administration is able to carry out their 

ideology as well as enforcement, thus acting as both a repressive and an ideological state 

apparatus. 

2. How has "privacy" online been discussed through cases that have been 

adjudicated, and has online privacy been extended or limited by the outcome of 

the case? 



How the courts regard privacy greatly influences how universities will regard it. 

The online arena is a new realm in which privacy rights are being negotiated. The courts 

have become involved in criminal matters that happened online and wrestled with the 

issue of online privacy. In doing so, the courts are redefining technology for its users, and 

those who are subject to the courts' rulings will need to adapt to the new definitions. 

Foucault's (1979) panopticon as well as Althusser's ideological state apparatus 

concepts both contribute to my analysis of the courts and the ways in which the cases 

were decided. Foucault's (1979) panopticon concerns the ways in which surveillance 

online could occur. In this analysis, it is being drawn upon to look at how the case 

discussed one's privacy, and whether it was compromised. Althusser's concept of the 

ideological state apparatus was utilized to demonstrate the strength of the relationship 

between the university and the state. The in loco gubemaculum concept was also utilized 

to answer this research question, in concert with the ideological state apparatus theory. 

How online technology was discussed within the cases was also a part of this 

research question. As a result, the SCOT literature was utilized to frame the ways in 

which technology was regarded by the courts. In other words, within the courts' 

decisions, online technology was discussed philosophically, and their framing of 

technology influenced their decision making process. As a result, the court provided their 

perspective on technology, which created an external view of technology upon which the 

universities might rely in making policy decisions. 

3. To what extent do administrators believe in controlling or limiting what is done 

on the campus network, and by what means do they accomplish this task? How 



does the language of how they discuss how the network ought to be controlled 

imply the strength of their connection to the state? 

The extent to which administrators control or limit online behavior via policies is 

indicative of the strength of their relationship to the state, who ultimately establishes the 

guidelines for the online arena via the courts and the legislature. How administrators view 

the purpose of technology on campus is also connected to their willingness to control the 

network. By controlling the network, they seek to limit the privacy of students utilizing 

the network, while at the same time carrying out the stale's mandates. 

Althusser's (1971) concept of the ideological state apparatus assisted in answering 

this research question. In addition, the in loco gubernaculum concept was explored. By 

examining the ways in which administrators attempt to control behavior online, their 

ideology can be exposed. In addition, their alignment to the state through their 

employment at a public institution was examined through the lens of the ideological state 

apparatus. In turn, the extent to which the administration was acting in loco 

gubernaculum could be discussed, based on their discussion of their connection to the 

state. 

Utilizing the SCOT perspective, administrators' views on technology and its 

purposes on campus were also explored. Specifically, the neutrality of their discussion of 

technology was examined. In addition, how controlled the network ought to be was also 

discussed. How administrators defined the online world provided insight into their 

propensity to want to control it. The administrators' perspectives on technology, or their 

interpretive framework (Bijker. 1995, & Shields 1997) also provided a means of 
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comparison to how students framed the online arena. 

4. To what extent do students believe in administrators or others surveilling, 

controlling or limiting their online experience on campus? 

It is important to uncover students' beliefs regarding how their online activities 

are governed via policies, in comparison to the expectations of the state via the 

administration and its policies. Students' level of awareness of computer use policies may 

influence how they use the campus network. However, regardless of their policy 

awareness, their views regarding their online privacy need to be studied, to determine the 

level of congruence that exists between the administration's and the students' interests. 

Foucault's (1979) concepts of discipline and punishment was the first theoretical 

framework utilized in answering this research question. Students' attitudes related to 

discipline and punishment were examined and then compared to how discipline and 

punishment online were discussed within the policy and elsewhere. The social 

construction of technology literature also informed this research question . Specifically, 

the concepts of interpretive flexibility and technological boundary objects helped to make 

meaning of how students perceived technology. Foucault's (1979) notion of the 

panopticon was also encompassed within this research question. Specifically, the extent 

to which the students felt as though they were monitored, and whether they agreed to 

monitoring was examined. Finally, Althusser's (1971) concept of the ideological state 

apparatus was utilized to look at how students had been shaped to conform to the 

standards set by the existing computer policies, in addition to how they reacted to those 

restrictions. 
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The rationale for framing the research questions in this way is that I hypothesize 

an interplay between external court cases, internal administrative behavior, the 

subsequent policies that are generated, and the students' privacy rights. In particular, I 

suspect that administrators are acting "m loco guhertiaculum " in the ways in which they 

constrain Internet use via policies and disciplinary measures related to the Internet. 

Limitations 

There arc some limitations to this study. Generalizeability of the results of the 

student survey may be in question due to a low number of surveys. In addition, 

generalizeability may be an issue with regard to the administrators' data, as their exact 

positions may not exist at other institutions, so the potential effect of their influence may 

not be similar to other campuses. Also, since legal cases from the past ten years will be 

used, and the law continues to be a fluid, negotiated realm, this analysis will be a 

snapshot in time, and as the courts' opinions evolve, the analysis may not be valid 

indefinitely. 

Despite the limitations to this study, the topic demands to be studied. Technology 

only appears to be increasing in its usage on college campuses. However, the 

implications of the technology are rarely considered. Particularly in the post-September 

11 world, concerns for individual rights and rights to privacy need to be examined and 

protected. At the same time, universities who are apt to produce future leaders, need to 

protect its core values, which may clash with external pushes for less privacy and more 

policing. 
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This research represents the opportunity to explore an area of technology and 

higher education research previously not explored. Specifically, although the legal arena 

interacts directly with public institutions of higher education, this interaction is not 

widely studied, especially in the area of technology. Research in this vein may help 

institutions craft or amend computer use policies in the future with privacy considerations 

in mind. Students and other campus constituents do not leave their Constitutional rights at 

the school house door. Thus, it is important to study the extent to which computer use 

policies may or may not disregard basic Constitutional guarantees. In addition, it is 

important to discover where the court system stands with regard to privacy issues and 

technology, as often these decisions help shape future policies. 

Organization of the Study 

This study is organized into eight chapters. Chapter II reviews the literature on the 

social construction of technology, theory of state, and surveillance with regard to higher 

education. Chapter III details the methods utilized in this study. Chapter IV presents the 

findings with regard to the computer use policy analysis. Chapter V will present the 

findings of the court case analysis. Chapter VI wi ll present the findings of the student 

surveys. Chapter VII will present the findings of the administrator and quasi-

administrator interviews. Chapter VIII provides an analysis of all the findings, in addition 

to limitations and recommendations for further research on online privacy and university 

campuses. 
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CHAPTER II: LITERATURE REVIEW 

Introduction 

The way in which the law, policy, and administrative and student beliefs about 

online privacy interact is an emerging concern. As higher education works to integrate 

technology into many aspects of its operation, it must seek to balance the core values of 

academic freedom, free inquiry and privacy on one hand, and the state and the law on the 

other hand, who are less tolerant of these historical academic traditions, and more 

inclined to favor more legalistic notions of "order". Student learning and creating a 

vibrant, open academic community are at the root of the mission of higher education. 

With the increased integration and reliance on technology, it is important to examine how 

the academic climate might be affected by potential limitations on privacy online. 

According to Reidenberg, the government "should not intervene in the marketplace of 

ideas in the abscnce of compelling needs" (1995. at 501) is the prevailing sentiment in 

American society, as well as within the university setting. 

In this literature review, two primary theoretical frames are discussed. First, 

theories of state are discussed. Specifically, the work of Althusser and Foucault are used 

to describe the notion of the state and how it relates to education. In addition, as the 

courts are a part of the state, some law reviews are utilized to provide insight as to the 

issues presented here related to online privacy. Finally, the social construction of 

teclmology (SCOT) literature is utilized to discuss how technology is approached in this 

study. In addition, law reviews are drawn upon in this section as well, to address how 
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technology is discussed within the law. A brief review of the law in the area of privacy 

considerations is also included. 

Theories of State 

Althusser 

This analysis focuses on Althusser's essay "Ideology and Ideological State 

Apparatuses (Notes towards an Investigation)" (1971), in which he identified the 

education system as a crucial ideological state apparatus (ISA) in society. He identified 

two types of state apparatuses - ideological and repressive. Both apparatuses served the 

function of reproducing the social relations of production within society. However, ISA's 

functioned through their ideology, while RSA's functioned through violence and 

coercion. According to Althusser, some examples of ISA's included the church, the 

family, the education system, the press, radio, and television communication systems, the 

theater, and other entities existing within civil society. Examples of RSA's would include 

the police, the courts, the military, and the prison system. Although Althusser identified 

the court system as an RSA, I argue in this study that while the courts function through 

coercive control via their rulings, laws, and orders, they are doing so through their 

ideology. As a result, they too are acting as an ISA in passing down their decisions. 

In terms of education, Althusser identified two ways in which education as an ISA 

contributed to the reproduction of the social relations of production. First, education 

provided an opportunity to impart a level of competency to the work force. Different 

levels of competency would be imparted through the schools system, and as a result. 



different levels of labor would result from the skill acquired through schooling. Although 

Althusser did not identify it in this way, tracking within schools would ensure a stratified 

workforce. The second way education acted as an ISA was to impart an appropriate 

attitude toward work in general. In other words, pupils were not only taught specific 

skills, but they were taught a certain work ethic and an appreciation of the social order 

and their place within it, or the ruling ideology. In the end, according to Althusser, know-

how combined with ideology results in the reproduction of the social relations of 

production. 

Some education scholars subsequently adopted Althusser's view of the education 

system and expanded upon it. Aronowitz and Giroux (1985) asserted that schools 

produced and legitimated economic and ideological imperatives, which were underlying 

the state's political powers (p. 70). English schools were given a similar treatment by 

Moore (1988). Bowles and Gintis (1976) re-focused on the family and gender relations as 

imparting additional, perhaps stronger, ideological pressure within the labor force. In 

other words, Bowles and Gintis argued that schools supported the gender stratified, male 

dominated view of the workforce, and in turn prepared men and women differently. If 

women were to take woodshop class, it was so that they could apply that knowledge to 

the home economy in some way (Ibid.). 

Wolpe (1996) applied Althusser's concepts to the British and South African 

education systems. Wolpe agreed that schools played an important role in reinforcing 

gender stereotypes within the labor force, and argued there was a "formal and hidden 

curriculum" (p. 313) in schools to ensure this reproduction occurred. However, she 
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indicated that Althusser's argument assumed a universal education system, and in South 

Africa, a myriad of other forces were at work that contributed to the reproduction of the 

social relations of production. Schooling in South Africa did not provide the same level 

of ideological inculcation as could be seen in Britain (Wolpe, 1988a). 

In this analysis, universities are functioning as both ISA's and RSA's. On one 

hand, they are ensuring their place as educating their students to enter a stratified 

workforce, thereby acting as an ISA. On the other hand, public universities are legal arms 

of the state, and through their computer use policy, they are acting as an RSA, exerting 

legal control over their students. Foucault's theory provides a framework for the means 

by which the policy indicates control and enforcement will occur. 

Foucault 

Whereas Althusser provided a depiction of the state as an RSA and schooling as 

an ISA, Foucault identified the means by which the state's power over individuals was 

exacted, and the means by which such social control occurred. Foucault (1979) discussed 

Jeremy Bentham's concept of a panopticon as a metaphor for an ideal means by which to 

exert power via physical surveillance. For example, Foucault utilized this metaphor to 

describe how citizens were dealt with when an outbreak of the plague hit a French town 

in the seventeenth century. Not only were citizens confined to their homes, but they were 

also subject to strict documentation of virtually every aspect of their lives and their 

condition by magistrates, and magistrates were given "absolute authority" (p. 196). 

Foucault utilized the panopticon metaphor to describe the history of social control. 
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Foucault's use of the panopticon provided a widely used metaphor in the future 

study of surveillance. For example, the use of Closed Circuit Television (CCTV) in a 

variety of venues harkens back to Foucault's panopticon. Davis (1990) studied the 

evolution of the city of Los Angeles, and identified shopping malls and their various 

surveillance methods as reflective of the panopticon. Norris (2003) has extensively 

studied the increasing use of CCTV within Great Britain, and argues that while 

reminiscent of the panopticon, CCTV and its connections to electronic databases of 

information provide a step further in the field of enforcement. He argued that CCTV 

alone reflects the panopticon, but also that computer technology has intensified its 

effects. For example, faces could be entered into a database of information, allowing law 

enforcement to search them based on information captured on CCTV in a retail store to 

identify a potential criminal. However, the database could also be used to create a watch-

list of sorts, where known shoplifters who have yet to be captured by CCTV can be 

closely watched for potential crimes. 

Similarly, Spears and Lea (1994) studied computer mediated communication 

(CMC) in the context of the panopticon. CMC allows contact with others, yet also has an 

isolating and individualizing effect. In addition, it may influence behavior through the 

surveillance implicit within it, such as with email existing in a retrievable record even 

after deleted. In short, CMC can have an effcct on the construction of one's self, similar 

to the panopticon. Interestingly, although users of CMC are willing participants in it, this 

serves to strengthen its likeness to the panopticon, as users are willingly participating in 
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the determination and manipulation of power relations online. Yet, this process happens 

indirectly and through ideology, rather than directly and coercively (p. 440). 

Boyne (2000) discussed four potential limitations of panopticism, suggesting a 

shift to post-panopticism. First, he argued that the concept of the physical panopticon has 

figuratively dissipated, and that such external controls are unnecessary, as those who 

have been subject to it have learned to self-monitor. Second, technology has evolved to 

such a place that preventative surveillance has nearly replaced the need for ongoing 

surveillance. In other words, various technological innovations have made it possible to 

thwart potential crime or other uprising by preemptive tracking or monitoring. Third, the 

panopticon relied on "the few watching the many", however society also has the many 

watching the few, thus rendering the panopticon unnecessary (p. 299). Finally, he argued 

there are numerous demonstrations of the failure of the panopticon to succeed, such as in 

prison riots or other resistance movements to social control. Post-panopticism, then, 

acknowledges the potential limitations of the panoptical concept, while embracing the 

reality that power can be exacted in a variety of ways, including the panopticon. 

Gandy (1993) recognized that Foucault's panopticism was a technology of power. 

However, he extended Foucault's image to describe a "panoptic sort" whereby 

surveillance technology was utilized to collect information about individuals and groups 

that can later be used to "coordinate and control access to the goods and services that 

define life in the modern capitalist cconomy" (p. 15). One's presumed economic or 

political value (p. 1) is collected, catalogued, and used by those who conducted the 

surveillance to further their own financial or political interests. Gandy also stated that the 
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panopticon model works well within institutions that "share a disciplinary, educational, 

or rehabilitative purpose" (p. 9), making the panopticon model an appropriate one to 

study technology in higher education. 

In addition to Foucault's usage of the panopticon to describe the history of social 

control, he discussed how the state's power was both exclusionary and inclusionary. In 

other words, the state's power is effected both on an individual level through what he 

called "individualization", as was discussed in the CCTV example above, as well as on 

its people in total. First, how the individual was regarded in society needs to be 

established. Foucault analyzed the ways in which individuals in society, or subjects, 

became objectified. Specifically, he identified three modes of objedification of human 

beings. In the first mode, called "dividing practices", subjects are divided in a variety of 

ways, either "within himself or from others" (Foucault, 1979). Subjects could be 

classified socially and personally, however Foucault believed even individual 

classifications had societal implications. Foucault gives examples of such "dividing 

practices" as how lepers were isolated in the Middle Ages to how clinical medicine and 

psychiatry were practiced in Europe in the nineteenth and twentieth centuries {Ibid.). 

Foucault's second mode of objectification concerned the development of the 

"human" sciences into their own disciplines. He stated that discourse surrounding "life, 

labor, and language" evolved into distinct disciplines to study the human experience 

{Ibid). Finally, the third mode of objectification, called "subjecti fication", actually 

involved an individual's active role in their own self-formation {Ibid). In other words, 

whereas in the "dividing practices" mode, a socially superior class of people essentially 
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categorized less desirable strata of people, in this mode, one's own part in their 

objectification is identified. Individuals' pursuits of various facets of self identification 

then influenced the ways in which society in turn regarded them. It is important to note 

that one's self discovery came at the aid of an outside person of some power, such as a 

psychoanalyst or confessor. In this way, this subjectification mode was not completely 

separate from the dividing practices mode. 

Having established the ways in which subjects are individualized, the state's 

power can be considered. Foucaull cast the state as having a power that is both 

individualizing as well as totalizing over its subjects. While he regarded the state as 

ultimately evoking economic power over its subjects, ideological power is another means 

of the state exerting its power. As a result, the state can exercise its power in totality, or at 

an individual level, economically, and in a number of other social settings. In establishing 

a computer use policy, I argue that the university, acting in loco gubernaculum, is 

exerting its power over its "subjects". In this case, the university is specifying, or 

individualizing which subjects the policy governs. 

Foucault also sought to document how early methods of discipline and 

punishment in the IV"' through early 19'^ centuries spoke to overall mechanisms of power 

used to shape the lives of individuals in society. Criminal punishment served as a 

historical metaphor for how governments and other institutions, such as the schools, 

sought to use power to shape individuals. In turn, more power over individuals was won 

by the institutions. As a consequence, individuals' thoughts and behaviors became 

"normalized" over time (p. 183). 



Foucault asserted that reform in the European criminal justice system occurred in 

part as a response to the di fference in the types of crimes that were being committed, but 

largely so that punishment would become "distributed in homogeneous circuits capable 

of operating everywhere" (p. 80). In other words, whereas punishment used to be a 

sovereign right that would pass directly from the ruler to the criminal, via public 

execution, the reform movement indicated a desire to distribute this power to punish 

throughout society, so that the power to punish would "constitute a new economy and a 

new technology of the power to punish" (p. 89). The power to punish has moved "from 

the vengeance of the sovereign to the defense of society" (p. 90). A criminal is then one 

who offends society as a whole, and brings the power of the State to control behavior 

through discipline and punishments to an all encompassing level of ideological power. 

Foucault also made observations about discipline and its mechanisms in society. 

He proposed four primary characteristics of discipline. First, Foucault asserted "discipline 

sometimes requires enclosure" (p. 141). In order to have discipline, one must enclose the 

space one wishes to govern. For example, monasteries, factories, and secondary schools 

all provide models of the power of enclosure to facilitate discipline. Second, the space 

must not only be enclosed, but it must be partitioned. Enclosure must be accompanied by 

sub-dividing the space into partitions, as in a monastic cell, classroom, or work station. 

Third, discipline must follow the "rule of functional sites" (p. 145). Spaces within the 

enclosure must have dual purposes, to assure individual and group comparisons. For 

example, a factory supervisor can walk among the factory workers, observing and 

evaluating their individual work stations, while at the same time comparing the work 



between them. Finally, discipline is described as "a technique for the transformation of 

arrangements" (p. 146). In the classroom, for example, students may be placed in classes 

by rank or level of knowledge. In turn, order is created through rank, and one knows 

one's rightful place within the multitude. 

Taken together, discipline and punishment combine to form a fundamental 

mechanism of power relations. In other words, disciphne and punishment are not 

mutually exclusive, according to Foucault. In fact, he states "at the heart of all 

disciplinary systems functions a small penal mechanism" (p. 177). Effective disciplinary 

punishment naturally involves some elements of the judiciary. In addition, disciplinary 

punishment "has the function of reducing gaps" (p. 179) within individuals and groups. 

In other words, disciplinary punishment serves as a method of training. If a student, for 

example, fails a spelling test, a teacher may ask that the student write the incorrect words 

over and over again to releam them. Religious forms of penance also function similarly. 

As a result, disciplinary punishment becomes an exercise. 

In schools, this disciplinary punishment is accomplished through disciplinary 

technology, of which the panopticon is an example. This process has two goals. Both the 

establishment of norms to encourage productivity and docility and the creation of 

inequalities are important byproducts of disciplinary technology (Lechner, 2001; Mourad, 

2001; Ryan 1991). While schools are not physically constructed in an exact panopticon, 

certainly the physical structure of schools and campuses allow for sufficient social 

control to be exercised . In addition, class times, classroom or lecture hall layouts, exams, 

student activities, and various forms of constant observation provide sufficient structure 



as to emulate the panopticon. As a result, acceptable norms can be established by the 

school, and those who deviate from the norm can be corrected (Ryan 1991, p. 112). As 

one teacher put it "the first thing [is] socially acceptable kids. Mannerisms, discipline 

come first even before skills" (p. 113). Both knowledge and lessons in cultural capital 

(Bourdieu and Passerson, 1977) are imparted to students, producing and reinforcing 

inequalities among them at the same time. 

It is important to note that, as expressed by Roth (1992), "no one individual or 

group ever controls the process of schooling" (p. 690). Rather, power is exerted through 

many within the hierarchy of schooling, and is in fact contributed to by students 

themselves. Marshall (1989) deconstructed how Foucault's notions of power and 

disciplinary technology distinguished him from other social reproductionists. He stated 

that power is exercised over students in the same way it was exercised over feudal 

subjects by kings, however the "form of power and the technologies of power" (p. 108) 

has changed over time. Specifically, power comes from knowledge created from within 

the education system itself, and the resultant desire for governance. 

The concept of governance connotes obedience to laws, and a sense of right and 

wrong. The result is the creation of programs in schools to transform politics to 

knowledge. In other words, power is not achieved through covert exercises of power, 

rather than overt ones such as corporal punishment. For example, lessons in moral, social, 

and health education transformed social values into sets of knowledge that imparted 

control over students, as they could later be judged against these standards, under the 

guise of the need to know this infonnation (p. 109). The notion of in loco guhernaculum 



is fueled by this characterization of education as a means to exact governance over 

students. 

As Castells (1996) commented, modes of production are now modes of 

information, as society has moved from an industrial or production economy to a 

knowledge economy. Similarly, knowledge gathered on members of society has 

dramatically increased, and increased technology has ushered in a "superpanopticon" 

system of surveillance (Poster, 1990). In contrast to prior methods of surveillance which 

were more limited in scope, extensive databases have evolved that collect and catalog 

information from the populace from contact they provide with them. For example, over 

time people have grown to carry a myriad of data collection devices, such as 

identification cards, credit cards, social security cards, drivers' licenses, and the like (p. 

93). Such devices have become engrained in the populace, and they have become a party 

to their own surveillance. Databases, superpanopticons of disciplinary technology, have 

enabled a means of control over the masses in an even more all encompassing manner 

than previous notions of the panopticon as described by Foucault. Again, the power 

exercised through the databases harken the shift from feudal torture to contemporary 

discipline (p. 97). 

Databases can also be implicated in how bureaucratic organizations function. In 

addition, they can further polarize the balance of power between those institutions and the 

public in general. In other words, the power of the information within the database serves 

as a reflection of the power of the organization behind it (Solove, 2001). As a result. 
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existing laws regarding privacy may be inadequate to reign in the unique privacy 

problems posed by databases. 

Lyon (2001) identified four strands of surveillance theory. First, the nation state 

theory focused on the necessity of the use of surveillance within the military context to 

protect nations. Second, the bureacracy theory of surveillance indicates the means of 

obtaining efficiency within a large scale organization or system. Third, the technologic 

theory of surveillance indicates that technology put in place to accomplish one task may 

eventually serve as a surveillance tool, such as database cataloguing. This theory is 

similar to Winner's (1977) concept of "function creep", where once a technology is put 

into place, its function may tend to expand into other functional areas. Finally, the fourth 

theory of surveillance offered by Lyon was the political economy theory of surveillance. 

This theory is most similar to Althusser's concept of the ideological and repressive state 

apparatus as well as Candy's concept of the panoptic sort, in that surveillance is used 

strategically to reproduce one class' interests over other class' interests. This study takes 

a hybrid approach to surveillance, in that the bureacracy and political economy theories 

both apply to the concepts of higher education institutions utilizing technology for 

surveillance. 

Legal Research 

Universities and their policies and procedures are not walled off completely from 

the influences of the outside environment. In the public university environment in 

particular, outside political and legal posturing greatly influences what happens at the 

university. Public universities can be considered arms of the state in part because they are 



government subsidized. As a result, universities often attempt to replicate conditions 

internally to mirror external conditions. Sutton and Dobbin (1996) identified an 

environment in which various government and business institutions responded to external 

legal conditions by adopting legalistic policies and procedures. Similarly, higher 

education institutions respond to their external environment by adopting policies, 

establishing offices, or enacting certain procedures, whether or not they are a government 

mandate. 

Privacy has become an increasingly important legal issue with the onslaught of 

computer technology, particularly the Internet, although the debate about privacy has 

dated back to the Civil War (Regan 1995). Previous technologies, such as the telephone 

and telegraph have sparked debate in society, the courts, and in Congress about the level 

of privacy one could enjoy while utilizing it. This pattern has been repeated as new 

technologies have emerged and created holes in existing laws (p. 137). The central 

feature of the debate about privacy and the Internet is to determine what level of 

protection from interception the Internet should enjoy, just as this had been decided with 

regard to other forms of technology. 

In terms of technology's connection to privacy within the law, which this study 

seeks to illuminate, great difficulties arise in defining both technology and privacy. 

Unlike the First Amendment, which sets up free speech as an absolute right, Brin (1998) 

argued privacy is "wonderful, highly desirable benefit of freedom" (p. 79, emphasis in 

original), however it is generally not considered an absolute right, as mentioned here 

elsewhere. Cate (1997) and Regan (1995) both outlined the difficulties legislatures. 
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courts, and even the public has had in defining privacy, especially with regard to various 

forms of computer technology. Regan focused her argument around the relationship 

between defining privacy as solely an individual right and creating public policy to 

defend that right. She contended that an individualistic definition of privacy casts it as a 

civil liberty, affording it less political power than defining it as a group civil right. In 

contrast, civil rights, such as those afforded to groups such as the disabled, hold much 

more political weight and influence in legislative policy decision making. 

By overemphasizing the importance of privacy to the individual and 

underemphasizing the importance of privacy as a broader social interest to be pursued, 

privacy can be pitted against competing social interests, such as that of law enforcement, 

further weakening its political weight, as the broader social interest will likely prevail (p. 

212). In other words, a popular argument that proliferated after the attacks of September 

11, 2001 was that sacrificing one's privacy during airport screening is a small price to 

pay for potentially identifying someone who may be harboring a bomb or weapons to 

overtake an airplane. The broad social interest of security won over individual privacy in 

one's effects for those making that argument. As a consequence, a focus on privacy as an 

individual right provides an unsound basis for the creation of public policy in this area, 

since the focus would be on protecting the individual right, as opposed to limiting the 

surveillance that governments may conduct. 

Regan identified three explanations for the weakness of protecting individual 

privacy as a policy goal. First, seeking protection for individual privacy emphasizes the 

negative value of privacy. For example, in the airport screening example of above, one 
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may argue "well, 1 have nothing to hide, so why should it bother me that my bags are 

searched?". Second, setting up privacy as an individual right pits the individual against 

society. Third, it fails to take into account the importance of large social and economic 

organizations and what may be at stake for them in terms of privacy rights (p. 215). The 

broad social and public implications of privacy must be considered in order for privacy to 

gain more than civil liberties status and in turn, more political clout. 

Cate (1997) called privacy an "amorphous, shifting constitutional right in the 

United States" (p. 130). He asserted that due to the inconsistent and sporadic laws and 

public policy surrounding personal privacy, individual efforts must be mobilized to 

impact the socio-political environment. He suggested four principles for protecting 

information privacy. First, he suggested that individual and collective non-governmental 

action was needed to buttress personal privacy. For instance, individual computer users 

must become much more knowledgeable about computer hardware and software in order 

to know how to protect their privacy. Second, national law needs to be strengthened in 

terms of providing more structure as to how privacy violations may be handled. Third, 

the role of government should be clari fied to include enforcement, education about 

privacy issues, and registration of databases as is done in the European Union to have 

more accountability for those maintaining large amounts of personal information (p. 

128). Last, multinational standards for information privacy need to be established given 

the global nature of the online world. 

What makes privacy so elusive in the online context is that cyberspace's 

boundaries are not physical in nature (Stefik, 1999). In addition, the courts are find 
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difficulty in comparing the characteristics and nature of the Internet to other forms of 

communication upon which previous rulings related to privacy had been made. The 

Harvard Law Review of 1997 discussed three analogies some have used within the law to 

describe cyberspace. First, email has been compared to traditional postal mail, or more 

specifically to a post card. Second, telephone calls have been compared with cyberspace 

communication. In the seminal Katz case regarding privacy of telephone conversations, 

the more extensive use of the telephone in everyday communications led to a "paradigm 

shift" that greatly influenced the court's thinking in that case (Elmore, 2001). Cyberspace 

has also been described as a place, which has serious implications for Fourth Amendment 

protections, since where an inspection occurs can indicate the level of privacy afTorded to 

it. Such wide variations in how cyberspace and online communication is regarded has 

implications for how rulings may be made in the future. The legislature will have to call 

upon technological and sociological experts to attempt to frame the Internet for the courts 

to balance individual privacy considerations and law enforcement needs. 

The very design of the Internet can lead to the development of social norms, 

which can influence court opinion regarding privacy. In fact. Levin (2001) noted that 

programmers that wrote the code to create and run the Internet could also be considered 

lawgivers, as their code has set the "rules of permissible behavior on the Internet" (p. 2). 

In the realm of the Internet, programmers largely believe "code is law" (Lessig, 1999). 

Similar to the panopticon concept discussed earlier, the design and architecture of the 

Internet can shape behavior. As a result, Lessig argues, software engineers and 
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programmers need to recognize the regulatory power they possess over social norms on 

the Internet. 

Lee (2000) identified four dimensions to privacy as it pertains to the Intemet. 

First, intrusion from unsolicited advertisers or unwanted email known as "spam" has 

become a privacy concern. Second, surveillance and monitoring through "cookies" that 

track user information as they visit various websites and other forms of monitoring, is a 

second threat to privacy online. Third, as a result of the various means by which personal 

information can be collected, autonomy has become a dimension of privacy to be 

considered. Finally, anonymity is a fourth dimension of privacy, as the Intemet offers the 

potential to communicate anonymously. However, anonymity is constantly under threat 

due to tracking devices. In addition, anonymity can be detrimental to law enforcement 

agencies attempting to capture potential predators or other criminals lurking online. 

Several states have passed laws forbidding companies to solicit customers online utilizing 

false headers or email names (p. 143). These four dimensions of privacy demonstrate the 

potential threats to it. 

The issue of privacy online has been adjudicated in the courts, and the legal 

literature includes much commentary on the topic (Glancy, 2000; Gindin, 1997; Adler, 

1996). In addition, many law review articles discuss how the law intersects with higher 

education in a wide variety of areas (Oh, 2003; Miller, 2002; Sullivan, 2002; Terry, 

2001). It is generally agreed upon in the law literature that privacy has been steadily 

eroding in the online area. In addition, the introduction of online communication has 

called into question many of the notions about privacy that had previously been relied 



upon by the courts, and by society as well. What is important about this body of literature 

is that it provides a characterization and critique of the state with regard to privacy 

considerations (O'Neil, et al, 2000; Schwartz, 2000). 

Privacy is discussed in the context of maintaining the anonymity of people online, 

protecting personal information online, and how privacy online is contrasted with privacy 

considerations offline (Gate, 2000), in addition to threats to privacy. Ironically, it has 

been argued that the technology itself has ushered in threats to privacy (Kearns, 1999). 

For example, various advances in surveillance technology have threatened to diminish 

one's right to privacy (p. 13). In addition, advances in technology have increased the 

release of personal information, producing a "data image" (p. 13) that is then utilized by 

various entities for a variety of purposes. Similar to database concerns are concerns about 

the development of a national identification card. Spencer (2002) indicated that while 

there may be some potential good to a "centralized infrastructure", it could also hold the 

potential for "irresistible secondary uses" (p. 25) that would pose a significant threat to 

personal privacy. 

Concerns about privacy have not only evolved due to the increase in the 

availability of surveillance technologies. The increased threat to national security has 

ushered in a new era of privacy concerns. Specifically, the terrorist attacks of September 

11, 2001 on Pennsylvania, New York, and Washington, D.C. brought to the forefront the 

issue of online security, especially since it was discovered that the acts were planned 

online (Ludwig, 2003). Additionally, there has been an increase of a myriad of other 

crimes occurring or being planned online. This, combined with the inability of current 
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electronic privacy protection measures to keep up with rapidly emerging technologies has 

created the potential for government to further encroach upon innocent citizens' online 

activities. Terrorism and other crimes executed or planned online have resulted in an 

expansion of private sector surveillance, threatening privacy and other democratic values 

(Cockfield, 2003; Thompson, 1999). 

The role of the state in the process of these declining privacy rights has been 

considered. Ironically, the state initiated the Internet, although it was later privatized. 

Meanwhile, Internet Service Providers (ISPs) and others gained significant control over 

the Internet and the personal information contained within it. These private entities 

subsequently aligned with the state to assist with law enforcement investigations to 

prevent fraud or piracy. The result was an "unholy alliance" (Birnhack & Elkin-Korin, 

2003) between companies and the state, with the companies being co-opted in the state's 

aims. 

The role of the state is prominent in The Uniting and Strengthening America by 

Providing Appropriate Tools Required to Intercept and Obstruct Terrorism (USA 

PATRIOT) Act of 2001. While it was widely acknowledged that the events of September 

11, 2001 highlighted deficiencies on the part of law enforcement agencies to combat a 

high-tech enemy, two particular aspects of the Act have the potential to tip the balance 

away from personal privacy and toward government encroachment into private citizens' 

lives. First, Title II of the Act allows for a diminished role of judicial oversight in 

executing searches. Second, Title II allows for more broad authorizations of electronic 

surveillance and "sneak and peek" searches (Kaas 2002, p. 7). The USA PATRIOT Act 
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continues to be challenged to narrow and redefine its components. For example, legal 

challenges currently underway involve the ability to detain individuals and deny them 

access to an attorney, if they are a suspected terrorist. 

In allowing law enforcement professionals to utilize increasingly intrepid methods 

of surveillance technologies, it was argued that government power was correspondingly 

increased (Ku, 2002). Ku argued that the Fourth Amendment protected power, not 

privacy, for which it was commonly known. In other words, the amendment discussed 

privacy, but in the context of the people's authority over their own government. As a 

result, allowing the government to determine the parameters of a reasonable expectation 

of privacy gives the government authority to determine the "scope of its own powers" (p. 

2). To allow law enforcement to use surveillance technologies is to grant them greater 

power to the detriment of citizens' privacy rights. 

Regan (1995) stated that the difficulty with legislating privacy protections had a 

fundamental weakness in the way privacy was regarded. In couching privacy as an 

individual right that was referential to the Fourth Amendment, rather than a right that had 

broader social concerns, privacy became weakened. In other words, courts commonly 

utilized a balancing test to determine whether an individual right outweighed a larger 

societal concern. As a result, those who advocated for personal privacy rights were forced 

to defend the claim that a sacrifice in personal privacy could achieve a social benefit, 

such as the police's interest in law enforcement. Similarly, Taslitz (2002) argued that an 

affective rather than cognitive legal definition of privacy could expand privacy 

protections. If privacy is couched within the context of personal identity, then one could 



maintain some semblance of privacy online, by choosing which part of one's identity 

may be disclosed. 

Privacy within our legal system has largely been construed as an individual right, 

most specifically through the Fourth Amendment. While it is not explicitly stated as a 

guaranteed right in the Constitution of the United States, the Fourth Amendment is 

interpreted to protect a reasonable expectation of privacy. It states: 

"The right of the people to be secure in their persons, houses, papers, and effects, 
against unreasonable searches and seizures, shall not be violated, and no warrants 
shall issue, but upon probable cause, supported by oath or affirmation, and 
particularly describing the place to be searched, and the persons or things to be 
seized." United States Constitution Amendment IV(1789) 

Two criteria must be present in order for a reasonable expectation of privacy to be 

guaranteed. First, there must be an exhibition of an actual (subjective) expectation of 

privacy, and second, the expectation must be one that society is prepared to recognize as 

reasonable (Parrish. Dickman, & Fern, 1998). The Fourth Amendment is meant "to 

safeguard the privacy and security of individuals against arbitrary invasions by 

governmental officials" New Jersey v. T.L.O. 469 U.S. 325 (1984). Since many parallels 

have been drawn between the Internet and the physical world, such as email being similar 

to post mail (Smith, 1994), the Internet has been made subject to the laws of the physical 

world. 

As discussed above, the Fourth Amendment continues to be surrounded by debate 

in the legal literature with regard to privacy. Just as privacy has been cast as consistently 

eroding over time in the literature, the Fourth Amendment faces similar uncertainty, in 

terms of how the courts regard it as well as the laws in place to defend it. Knopf (1999) 
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argued the Fourth Amendment may become ''subordinate to technology" as long as 

courts are making decisions that lament the ability of technology to make privacy 

possible online (p. 6). In other words, the courts are relying on laws that applied to more 

rudimentary forms of technology, such as wiretaps, to decide cases related to high 

technology, an undesirable legislative environment. 

Just as there was general agreement in the law literature that privacy in the online 

environment was slowly eroding, it was also widely expressed that the online 

environment and the uncertainty of the Fourth Amendment foretells an Orwellian world, 

in which "Big Brother" was watching (Sergent, 1995). Justice Brandeis, in a seminal case 

regarding privacy in 1928, aptly stated in his dissent, "the makers of our 

Constitution.. .sought to protect Americans in their beliefs, their thoughts, their emotions 

and their sensations. They conferred, as against the government, the right to be let alone — 

the most comprehensive of rights and the right most valued by civilized men." 

In terms of the educational setting, the Supreme Court has demonstrated that an 

"institution's responsibility to maintain an educational atmosphere outweighs a student's 

right to privacy" (Parrish, Dickman, & Fern, 1998, p. 271). Thus, the collision of a 

student or other campus constituent's right to privacy online and the institution's overall 

purpose provide fertile ground for disputes between the two parties, which may lead to 

legal action. Indeed, there are numerous cases at all levels dealing with the Internet and 

its various uses on college campuses. In the process of adjudicating these cases, the 

courts have engaged in socially constructing the technology in addition to redefining 

privacy. 



61 

Social Construction of Technology 

Grounded in a sociological tradition, the SCOT literature is guided by the 

assumption that technology as a medium is socially constmcted by those who create and 

utilize it. The SCOT literature speaks to the notion that technology has values imbedded 

within it, and is often designed in the image of its creators. The pressure to implement 

technology largely comes from outside the university, and mostly from the legislature of 

public universities, who seeks efficiency and productivity increases, as well as 

quantifiable, standardized student outcomes. Technology is seen as a neutral, useful tool 

that will solve many problems in the academy. The myriad of outside consulting firms 

that offer technological solutions to problems add to the pressure institutions feel to 

implement more technology. What is largely missing from the SCOT literature is a 

discussion and an analysis of what role the state might play in influencing technology. I 

will seek to add to this body of literature by addressing the potential connection between 

the state and technology, in terms of the university acting as the state, and possibly 

manipulating technology to forward its cause. 

There are multiple conceptions of technology in terms of its neutrality and impact 

on individuals and society. Regan (1995) identified three categories of technological 

theorists, technological determinists, technological neutralists, and technological realists. 

Technological determinists, as critiqucd by Winner (1977) contend technology is a force 

in and of itself, and that changes in technology provide the primary source for changes in 

society (p. 76). Technological neutralists contend that technology is not an independent 

force, and that its actions are only controlled by humans. Holding the middle ground 



between these two poles are technological realists. Technological realists assert that 

technology is neither completely neutral nor completely controlling. Technology has a 

force of its own, however it is not operating independently of socio-political forces 

(Regan 1995, p. 12). 

This study contends that computer technologies are not neutral tools which have 

no impact on their selectors, adaptors, and end-users. Rather, technology is socially 

constructed in both its physical form as well as in its meaning and use within an 

organization and among individuals. The information technologies that are adopted by 

institutions are defined and interpreted by individuals through a set of shared meanings, 

known as "interpretive flexibility" (Bijker, 1995). However, different groups may have 

different shared meanings for the technology that is utilized. 

Technology is a part of culture, thus from the outset certain technological 

innovations occur while others do not, certain technologies flourish while others do not, 

certain technologies diffuse, and some technologies are used in unintended and 

unexpected ways while others are not. Technological artifacts, such as computer based 

technologies, do not stand apart from society, nor do they solely determine the future 

social and political trends in society. These technological artifacts are created and 

modified within society and are continuously re-interpreted and re-framed (Bijker, 1995; 

Shields, 1997). 

A prime example of the way in which the state, or a university, can exercise its 

power over its constituents, or its students, is demonstrated by how technological 

decisions are made. In fact, that which the university is making a decision about, 



technology, is the very vehicle that is subsequently used to exact its policies on its 

affected group members. How decisions are made within the institution with regard to 

technology say more about the people within the organization who are trying to make 

some kind of change within the institution through a technology decision. Thomas (1994) 

describes the interaction between technology and the organization as the power-process 

perspective. He states that power mediates the relationship between social actors and 

technology, and that each act on the other to make change within organizations. Different 

powerful actors will have different objectives for which they will attempt to integrate 

technology into the academic environment. Rarely is a technological decision 

"straightforward and rational" (Thomas, 1994, p. 6). Rather, when institutional actors 

make decisions about technology, they are not only attempting to influence the structure 

and nature of work, they are attempting to advance their own status, by association with 

technology. 

Technological decisions are rarely made with the end user in mind, and usually 

involve a process by which those in power are differentially served by the technology. 

There is no real incentive to elicit input from the workers, or users of the technology. 

Moreover, technology is imbedded with the values and characteristics that mirror those 

who created the technology, but it is likely to fail to consider some of the characteristics 

that make up the end users (Forsythe, 1996). For example, Forsythe (1996) analyzed a 

computer program designed to serve as a triage point for a medical practice that dealt 

with migraine sufferers. 



As the software was designed by a team of male programmers and doctors, the 

tone of the software was decidedly male, while women comprise the majority of migraine 

sufferers. Specifically, in some instances, migraines may be triggered by blunt force 

trauma, as may occur in a domestic violence situation. However, the portion of the 

software that asks patients to identify the possible cause of their migraine fails to include 

blunt force trauma in the list of possibilities. In this case, a woman's experience is not 

reflected in the technology that is intended to serve a largely female population. As a 

result, the way the technology is employed is likely to reflect those who made the 

decision to choose a particular technology, not those who would ultimately interact with 

it. Symbolic task forces or committees may be formed to elicit input from various 

constituencies across campus, however the decision making process is not likely to wait 

for the input of those outside the power structure of decision making. Those who are left 

with the technology are forced to act overtly to attempt to counter the implementation 

(Winner, 1977). 

Feenberg (1991) argued that how technology is regarded in terms of theory falls 

into two distinct categories. First, the instrumental view of technology states that 

technology is merely a tool, with no imbedded meaning within it, and no biases reflected 

within its design or implementation. In short, the technology is what it purports itself to 

be and nothing more. For example, one following this belief in the neutrality of 

technology may argue that "guns don't kill people, people kill people". Second, the 

substantive view of technology argues that technology is value-laden. Technology is 

more than a means to an end, contends Feenberg {Ibid). Technological choices imply 



cultural choices, both in the type of technology employed and in the desired impact of the 

technology. A human element to technology exists, bringing with it a myriad of traits that 

can impact the design, use and implementation of the technology. In addition, the ways in 

which individuals and groups react to technology imply its non-neutrality. 

The use of technology in the course of conducting academic work has 

implications for how professionals spend their time. Leslie Perlow (1999) described a 

phenomenon called the time famine, in which there is not enough time to do the work one 

has to accomplish. Technology, she states, contributes to the time famine significantly. 

Email, for example, can contribute to the time famine by its urgent nature. Students may 

demand an immediate reply to a message, as the medium dictates lightning fast 

responses. Reading, composing, and sending email takes significant amounts of time, 

which will take time away from other tasks in which faculty are engaged. Yet, the 

administration of many universities has stated students must check their university email 

address, as much academic business is to be conducted through email in the future. It has 

encouraged all university personnel to do the same, without considering the time famine 

email can create in the average work day. In addition, with email becoming a part of the 

course of instruction, professional as well as student autonomy may be further decreased 

through managerial monitoring of email communications, calling into question issues of 

privacy. 

Rhoades and Maitland (2000) described the conditions of work among support 

staff with regard to new technology, and the changes it imparts on their work. The 

possibility exists for employees to be monitored througli technology, thus decreasing 



their autonomy and privacy. This has implications for students using obligatory 

technology in the course of their academic work. The lines between work and leisure are 

also likely to be blurred through advancements in technology for support staff, giving 

them less control over what constitutes work time and what constitutes leisure time. Such 

boundary control (Perlow, 1998) issues impact their workplace and give managers 

increased control over employees. 

How students are actually using the technology that is available to them is of 

interest in the higher education literature. Clearly, in the history of technology, there has 

always been a gap between the stated purpose of a technology and the actual way in 

which it is used. This reflects the Utopian view many hold about technology, and how it 

might impact the educational setting (Shields, 1995). Gatz and Hirt (2000) examine 

whether, for first year, traditional-aged, residential undergraduate students, the use of 

email has replaced other behaviors used to achieve academic and social integration, as 

defined by Astin (1984) and Tinto (1993). In addition, the types of people with whom 

participants communicated by email (p. 302) were examined. 

Through the analysis of participants' print-outs of their incoming and outgoing 

email mailboxes, log sheets, and a variety of standardized instruments dealing with 

academic and social integration measures, the authors were able to test whether 

technology, specifically email use, impacted their social and academic integration into 

the university. Unfortunately, their study did not disaggregate by race or ethnicity, and 

only briefly mentioned gender. However, their findings are significant in that they 

illuminate how technology is being used. 
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Through email, students were foregoing traditional academic integration 

behaviors. For example, students reported through their survey responses that they had 

used email to communicate with other students in a group project, or with a professor 

regarding a homework assignment. Traditionally, students would conduct this behavior in 

personal meetings with other students and faculty. In addition, the results suggest 

students may be using email in new ways to promote academic integration, such as 

participation on a listserv related to a course. Students also reported email was a 

detriment to their academics, taking "hours" (p. 311) away from their work. In fact, of all 

the messages exchanged between faculty and students, 83% were initiated by faculty, 

suggesting email is not a significant means by which academic integration is achieved by 

these students. 

Whether students achieved social integration through email revealed similar 

patterns. Students seemed to be using email in lieu of traditional behaviors, such as for 

keeping up with meeting times for campus activities. In addition, they were using email 

in new ways, such as making friends through email or talking with campus friends via 

email. However, with only 14.4% of all messages relating to social integration, it can not 

be concluded that social integration is being significantly achieved through email. In fact, 

this study suggests that students are utilizing email in a passive manner, to avoid 

unpleasant face-to-face confrontations, or in place of physically walking on campus to 

meet with a faculty member or student. 

While literature exists on how students are using the Internet, the large gap in the 

higher education literature with regard to students, technology, and their privacy is one I 



hope to fill with this research, with the emphasis on how the state mitigates the 

relationship between students and technology, through higher education administrators. 

One study by Friedman (1997) in the science and technology literature dealt in part with 

online privacy issues with regard to adolescent student moral development. In this study, 

adolescents were interviewed to determine their views on copying computer programs 

and computer hacking. Their results demonstrated that students were more likely to view 

computer hacking and computer piracy as permissible, while property and privacy 

violations offline, such as stealing a bicycle or reading a diary without permission were 

regarded as morally wrong. There were aspects of the technology that contributed to the 

adolescents' views, such as the level of anonymity technology provided, as well as the 

distance placed between the user and the online victim. In other words, cultural 

adaptation to the technological innovation is in process. 

This study seeks to further explore how the state as an actor influences internal 

policies and procedures regarding online privacy that directly impact students. It is 

additionally important to examine how professionals who have a direct impact upon 

students and their computer use are impacting privacy, possibly overtly, and possibly 

covertly. While it is doubtful that administrative professionals are maliciously robbing 

students of their privacy online, the policies and procedures they may utilize and enforce 

do not develop in a vacuum. 

Summary 



Ill relation to technology, that which the university creates and depends upon, it 

also seeks to control and ultimately use in ways other than for a purely educational 

purpose, such as surveillance. Similarly, 1 assert technology is utilized as a means of 

social domination through ideological and repressive control, borrowing from Althusser's 

concepts of ideological and repressive state apparatuses (1971). He describes schools, 

churches, and the family as ideological state apparatuses because these institutions exert 

their power through the ideology that they impart on their members. Repressive state 

apparatuses, such as the court system, the police, or the prisons, function through 

violence and coercion. The ideologies and methods of repression of these institutions are 

so pervasive and forceful that it becomes a means of domination and repression for those 

who are subject to it, and serves to reproduce the social means of production. In terms of 

enforcement, its enforcement is both literal, for example the courts levying a sentence, 

and figurative, a process he calls "interpellation" {Ibid), whereas those under that 

ideological spell of sorts are so entrenched in its tenets that it becomes virtually woven 

into the fabric of their being, so as to become unnoticeable, although its effects are felt. 

Foucault's theories on discipline and punishment, and of the panopticon from 

Jeremy Bentham (1979) additionally describe the ways in which the state acts to control 

its citizens. In other words, state power functions through control, and I would argue in 

the case of technology, through policy, surveillance and policing of the online network. 

As a result, higher education functions as both an ideological state apparatus and a 

repressive state apparatus by definition. It is in the business of "selling" its ideology 

through the knowledge it attempts to impart to its students and the image it releases to the 
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public, and it serves as an arm of the state, even enjoying Eleventh Amendment (state 

sovereignty) protection from being sued in some cases. 

Specifically, the university, acting as an arm of the state, may use technology to 

conduct surveillance of students and their online activities. The university, and thus the 

state, exerts its power over its students (constituents) via technology and its 

accompanying policies and judicial procedures. In other words, the university is acting in 

loco gubernaculum, utilizing technology ostensibly in place to achieve other goals related 

to student learning. Specifically, high technology often provides a key bridge between 

higher education and the state, as is demonstrated in the numerous grants and contracts 

between various government agencies and higher education institutions, and the 

subsequent policies that are generated (Slaughter, 1990). 
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CHAPTER III: METHODS 

Research Methods Rationale 

In order to study the perceptions, attitudes, and beliefs about online privacy of 

undergraduate students and staff, a qualitative case study approach was used, 

encompassing a variety of methods. Some descriptive quantitative analysis was also 

utilized. There were no experimental treatments administered to the participants. The 

data in this study were derived from several distinct sources. Interviews with 

administrative and quasi-administrative staff, computer use policies, legal cases, and 

undergraduate student surveys all generated data. 

The data were organized non-cross-sectionally, with some of the data representing 

a case study approach, and other data representing more idiosyncratic information 

specific to that set of data (Mason, 1996, p. 129). For example, the interviews 

represented a case study approach, which according to Yin "allows an investigation to 

retain the holistic and meaningful characteristics of real-life events" (1994). In contrast, 

the documents and surveys provided information specific to that type of data that was not 

universal to the information collected during the interviews, allowing for data 

triangulation (Mason, 1996). Specifically, information garnered from the computer use 

policies provides a different kind of data that would not typically be discovered in an 

interview, yet it helps to frame the interview data as it is within the same realm of 

inquiry. In addition, the information garnered from court cases will buttress the 



knowledge gained from the interviews, computer use policy analysis, and surveys, but it 

wilt be distinctive from the other data sources as well. 

Setting 

The selection of the research site is an important consideration in conducting field 

research. There are many complex factors which can influence site selection. In turn, site 

selection can influence the generalizeability of the research findings. However, in social 

research, it is not as great a concern that the site be representative of the population, as in 

experimental research, since social processes are the greatest concern (Burgess, 1984). As 

a result, convenience can be a reason for selecting a particular research site. 

Spradley (1980) identified five criteria a researcher ought to consider in selecting 

a research site. Simplicity is the first criterion, and deals with the ability of the researcher 

to study both simple and complex phenomena at the same site. Accessibility is the second 

criterion, and involves the ability of the researcher to gain entry to the research site. 

Unobtrusiveness is the third consideration, allowing the researcher to take an obtrusive 

role at the site. Permissibleness is the fourth criterion, and deals with allowing the 

rcsearcher to have varying degrees of entry onto the site. Finally, participation is the fifth 

criterion, and involves allowing the researcher to be participative in the activities at the 

site. While all five criteria are rarely met when choosing a research site, such 

considerations were undertaken in choosing the primary site for this research. 

This study primarily took place at a large, public, Research 1 university. The 

approximate student population at this university is 35,000, with an additional 3500 

graduate students. The institution is the only land grant university in the state. The 



university draws students from all 50 states, as well as from many foreign countries. 

However, the largest population of students is state resident students, who comprise 

approximately 60% of the total undergraduate student population. 

There are several reasons why this university was selected as the site at which this 

study took place. First, this institution is a public university, therefore it is subject to 

various sources of law, such as state and federal law. In contrast, private universities in 

the United States of America are not necessarily subject to the same sources of law. For 

example, private universities can narrowly tailor policies to suit their purposes, and do 

not necessarily need to follow govemmentally imposed standards for various policies. As 

a result, choosing a public university for the site of this research spoke to the in loco 

gubernaculum concept I pursued. 

A university of this size provided an opportunity to gamer a potentially large 

number of student survey participants and staff members from which to choose, leading 

to the possibility of generating more reliable and gencralizeable results. Last, this setting 

was the setting in which I worked, which provided me with an insider's perspective of the 

university and its characteristics. This perspective allowed me to conduct a targeted study 

of the phenomenon I wished to pursue. In other words, because of my extensive 

knowledge of the institution and its students, staff, and bureaucratic structure, I was able 

to more easily attain interview and survey participants. While it was not an arbitrary 

choice, I acknowledge there are limitations with choosing this site. 

My status as an insider on the campus, while providing me with knowledge and 

access to the participants also presented limitations. For example, the staff I selected to 



interview may have felt uncomfortable knowing 1 was working on campus, so they may 

not have disclosed important information during the interviews. Or, if they did disclose 

personal job information or potentially confidential information to me, they may have felt 

uneasy in doing so. In addition, by knowing some of the interview participants as 

colleagues, I may have introduced bias into the interview process. To combat these 

limitations, I provided extensive information regarding the precautions I took to ensure 

their confidentiality and anonymity through the Human Subjects Committee process at 

the institution. All interview participants signed a consent form and were provided with a 

confidentiality agreement, signed by myself and the participants. In addition, before the 

interview began, the participants were told their names would be changed, they could 

stop the interview at any time, or refuse to answer any questions. 

With the survey participants, the possibility existed that some of the 

undergraduate students might be familiar with me due to my status as a teaching assistant 

on campus. In fact, there was a chance they may have been a student in my class. 

Knowing that I was in a certain position of power over them may have influenced how 

they answered the survey questions, or it may have affected their choice to participate in 

the survey when they learned who the researcher was. It is also possible that I was 

introducing bias into the survey process by having a teaching assistant-student 

relationship with the student. However, to combat this limitation, the students were 

assured that their participation was voluntary, anonymous, confidential, and that they had 

to give consent to participate, and they could stop the survey or refuse to answer any 

questions at any time. Also, the students were provided with a Subject's Disclaimer Form 
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for Students, which served as their consent to participate in the survey. Despite the 

limitations discussed, the benefits to my status as an insider on the campus far 

outweighed the possibility of any harm to the findings of this study. While the results 

may not necessarily be gcneraliz.eable to the larger college student or university 

populations, the research still represents a unique opportunity to study the online privacy 

phenomenon in depth. 

In addition to studying a particular site in depth, I also chose to study the peer 

institutions of the original site, by utilizing the computer use policies of those institutions. 

The following institutions' computer use policies were used: the University of California 

Berkeley, the University of Michigan, the University of Wisconsin Madison, Texas A&M 

University, the University of Utah, the University of Virginia, the University of 

Minnesota Twin Cities, the University of Florida, the University of Illinois Urbana 

Champagne, the University of Iowa, the University of Missouri Columbia, the University 

of North Carolina Chapel Hill, Ohio State University, the University of Washington, and 

Michigan State University. These institutions were derived from an official listing of the 

primary research site's peer institutions. 

Participants 

There are two populations from which the participants in this study came. First, 

all undergraduate students at the research site were eligible to participate in this study, 

however a more targeted group was utilized. Several sections of a lower division general 

education course and an introductory Psychology course had a requirement to complete a 
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requisite number of experiments that were conducted by members of the Psychology 

department. The experiments were entered into a database, and the students chose the 

experiments in which they wanted to participate, based upon either interest or scheduling 

availability. My survey was accepted into that database of experiments offered to these 

students. Ultimately, 100 students chose to participate in my survey. 

The second group of participants consisted of five administrators whose jobs dealt 

with technology use and students, or who would have the occasion to deal with students 

for infractions that may have occurred online. In addition, there were three quasi-

professionals, who worked as technicians in the residential network office, and who were 

also undergraduate students. There were two mid-level student affairs professionals that 

dealt directly with on campus residential networks and students. A Chief Information 

Officer was interviewed, a librarian who was also designated as the site's DMCA 

representative, and an associate dean of students were ail identified for interviews. 

The confidentiality and anonymity of all the participants was ensured. The survey 

participants were not asked to reveal their name nor any other unique personal identifier, 

such as a student identification number. The interview participants' names were changed 

upon transcription of the interview tapes. All participants in the study were assured that 

their identities would be kept anonymous and the content of their surveys and interviews 

would be kept confidential. 

Sampling technique 



The administrators were selected using a "purposive" sampling technique. This 

technique involved allowing the investigator to use my expert judgment to select units 

that are "representative" or "typical" of the population (Singleton, et. al., 1993). This 

study afforded the opportunity to utilize this sampling technique because I am seeking to 

examine the ideology of a very specific group of administrators. The major weakness of 

purposive sampling is that making an informed selection of units requires considerable 

knowledge of the population before the sample is drawn {Ibid.). However, I can counter 

this limitation by using the knowledge and information I gained in my past studies or 

interactions with this population. 

The students consisted of a sample drawn from several large general education 

classes and introductory Psychology courses. The students self selected into my survey 

by responding to an online database provided by the Psychology department. Utilizing 

this database ensured a randomness of the sample, as the students could have selected a 

host of other experiments in addition to my survey from the list of available experiments. 

Data Collection Procedure 

In this mixed methods design, there were three procedures in place. First, semi-

structured interviews were conducted with administrators. Second, a survey was 

administered to undergraduate students. Finally, document analysis of computer use 

policies and court cases was conducted. The primary reason for using such a design is to 

help improve the validity of the results, thus making them more credible and defensible 

(Patten, 2002). In other words, using a variety of data sources allows data triangulation to 

occur, where multiple data sources are used to help understand a phenomenon {Ibid., p. 
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124). In this case, the phenomenon of interest is onhne privacy, and the ways in which 

various groups perceive it. 

Data Analysis and Sources 

The data in this study were derived from four sources, detailed in this section. 

First, interviews provided data about administrator and quasi-administrator views 

concerning online privacy and technology. Second, court cases provided information 

about the external legal environment and its discussion of online privacy. Third, surveys 

were conducted to arrive at the students' perspective on online privacy. Finally, computer 

use policies from peer institutions were analyzed to provide a picture of the environment 

of privacy online in higher education. The coding procedures were similar for all the 

sources of data, and were methods recommended by Glaser and Strauss (1967). 

Interviews 

A combination of structured and semi-structured interviews took place with 

administrators and quasi-administrators. All interviews were tape recorded and then 

subsequently transcribed for analysis, along with field notes. In a stmctured interview, 

more rarely utilized in qualitative research, the researcher arrives with questions to be 

asked in a set pattern, and records the answers to those questions (Burgess, 1984). A great 

disadvantage to using a structured interview style is that it creates a distance between the 

participant and the researcher, and may put the participant in a threatened position, as the 

interviewer may come across as an authority figure, and the interviewee a subordinate. 

More often, qualitative researchers utilize more informal, unstructured, or semi-structured 



interview styles {Ibid., p. 102). The scmi-structured interview "employs a set of themes 

and topics to form questions in the course of conversation" {Ibid.). This style of 

interviewing sets the interviewee at ease and the interview can be thought of as a 

"conversation with a purpose" {Ibid.). There is value in both styles of interviewing, 

therefore a mixed approach was utilized in this study. In other words, I arrived to the 

interviews with an interview schedule I developed based on my theoretical framework, 

but I allowed these questions to serve as starting points or themes, and allowed the 

conversations to take a guided course. 

1 conducted semi-structured interviews lasting approximately one hour with 

administrators and quasi administrators, while the survey was conducted with student 

participants. The document analysis was derived from the computer use policies of the 

peer institutions of the research site, as well as court cases concerning online privacy and 

college students. The computer use policies of the peer institutions were obtained from 

the Internet. 

In-depth, semi-structured interviews were conducted with eight total professionals 

and quasi-administrators. The interviews lasted approximately one hour, with some 

interviews lasting one and one half hours. While they were semi-structured interviews, 

some questions were generated to facilitate the discussion. The questions I generated 

prior to the interviews were developed using the theoretical frameworks. In addition, the 

survey results generated additional questions utilized in the interviews. For example, the 

survey may have asked for student perceptions on online privacy or the computer use 



policy in effect. To corroborate the students' perceptions, I questioned the administrators 

and quasi-administrators on the same issue. 

The interview questions encompassed four broad areas. First, technology was 

discussed. Second, computer use policies on campus were discussed. Third, enforcement 

of policies was discussed. Finally, the external legal environment was discussed in the 

interviews. Appendix A details the interview questions that were utilized. Below, Table 2 

describes the coding categories utilized in analyzing the interviews. 

Table 2 
Coding Categories for Interviews 

CODING CATEGORY THEORETICAL FRAMEWORK 
Purpose of Technology SCOT; FoucauU's panopticon 
Purpose of Policy FoucauU's discipline 
Enforcement Foucault's punishment 
State Action Althusser's RSA 

Court Cases 

I conducted an analysis of court cases from all levels of court and from any area 

of the United States of America that pertained to privacy and the Internet with special 

emphasis on cases that deal with colleges or universities. The court cases were drawn 

from federal, state, and local cases dealing with universities and Internet privacy over the 

past ten years. This time frame was chosen because it is likely to capture all available 

cases dealing with this subject, as this area of law is relatively new. The cases were 

obtained by conducting a comprehensive search on the Lexis Nexus online database for 

legal research. After conducting the online search, seven cases were identified. The cases 

are the following: United States of America v. Eric Neil Angevine 281 F. 3d 1130 (lO"^ 



Cir. 2002); United States of America v. Frederick W Butler, Jr. Cr. No. 01-18-P-H (D. 

Maine 2001); Landers v. Board of Trustees of the University of California at Northridge 

1997 BC160005 (Sup. Ct. California, County of Los Angeles); Loving v. Boren 956 F. 

Supp. 953 (W. D. Oklahoma 1997); J.S.. H.S., & LS. v. Bethlehem Area School District, 

757 A. 2d 412 (2002); Beussink v. Woodland Area School District 30 F. Supp. 2d 1175 

(E. D. Missouri 1998); and Urofsky v. Allen 995 F. Supp. 634 (E. D. Virginia 1998). 

After conducting several detailed reads of the policies, the following coding 

categories were developed; Purpose of Technology, Technology and Privacy, Reference 

to Other Sources of Law, and State Action. All the categories were derived from the 

theoretical frameworks concerning the state, the social construction of technology, and 

surveillance and privacy. Again, however, additional coding categories were generated 

based upon the readings of the cases. Below, in Table 3, the coding categories are 

matched with their corresponding theoretical framework. 

Table 3 
Coding Categories for Court Cases 

CODING CATEGORY THEORETICAL FRAMEWORK 
Purpose of Technology Bijker's (1995) interpretive flexibility 

theory 
Foucault's (1979) digital panopticon 

Technology and Privacy Bijker's (1995) interpretive flexibility 
theory 
Foucault's (1979) digital panopticon 

Reference to Other Sources of Law Althusser's (1971) ideological state 
apparatus 

State Action Althusser's (1971) ideological state 
apparatus 



Computer Use Policies 

In order to conduct an analysis of the computer use policies of the peer 

institutions of the primary research site, the websites of each peer institution were visited. 

All the websites provided a "search" mechanism on their main pages. The words 

"computer use policy" were typed into the search engine, and the resultant policies were 

acquired and printed. Different universities indexed their website slightly differently. As 

a result, I was not always able to get the policy directly from the generated list produced 

by the initial scarch. In some cases, I had to search through general policy manuals on the 

website to find the computer use policy for that campus. 

After conducting several detailed reads of the computer use policies, eight 

primary coding categories were generated, in concert with the procedure recommended 

by Glaser and Strauss (1967), in which categories were generated prior to the coding, and 

additional categories were generated during the coding process. The primary coding 

categories were as follows: Enforcement Language, Legalistic Language, Monitoring, 

Privilege Concept, Whether the Policy Instructs to Report Misuses, Mention of Privacy, 

Purpose of Technology, and To Whom the Policy Refers. The theoretical constructs that 

gave rise to these coding categories is detailed in Table 4. 
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Tabic 4 
Coding Categories for Computer Use Policies 

CODING CATEGORY THEORETICAL FRAMEWORK 
Enforcement Language Althusscr's Ideological State Apparatus 
Legalistic Language Althusser's Ideological State Apparatus 
Monitoring Althusscr's Ideological State Apparatus; 

Foucault's panopticon 
Privilege Concept In loco gubemaculum concept 
Whether the Policy Instructs to Report 
Misuses 

In loco gubemaculum concept 

Mention of Privacy In loco gubemaculum concept; Foucault's 
panopticon 

Purpose of Technology Bijker & Shields' technological frames; 
Star & Griessener's boundary objects; 
Winner 

To Whom the Policy Refers In loco gubemaculum concept; Althusser's 
Ideological State Apparatus 

Surveys 

The student surveys consisted of twenty-six items, as indicated in Appendix B. 

The questions were primarily forced-choice questions, however some questions also 

included areas for free responses. Table 5 identifies the survey questions, as well as the 

theoretical constructs from which they emerged. Questions that concerned demographic 

information or information about how students spent their time online were omitted from 

this chart. 

Table 5 
Survey Items and Corresponding Theoretical Frameworks 

SURVEY ITEM THEORETICAL FRAMEWORK 

How familiar are you with the computer 
use policy on this campus? 

In loco gubemaculum concept 

How familiar are you with the email use 
policy on this campus? 

In loco gubemaculum concept 
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Do you think that the emails you send and 
receive are your property? 

Bijker & Shields' interpretive flexibility 

concept 

Do you think it's OK to download 
copyrighted songs while your using the 
Internet on campus for your own use? 

Althusser's concept of the "subject" 

Do you think it's OK to get free copies of 
recently released movies that aren't yet out 
on video/DVD while you're using the 
Internet on campus? 

Althusser's concept of the "subject" 

Do you think students should be punished 
by the university's administration if they 
are caught violating the computer or email 
use policies on this campus? 

Foucault's concept of discipline 

Do you use the Internet on campus for 
reasons other than research purposes 
directly related to your course of study or a 
particular class? 

Bijker & Shields' interpretive flexibility 

concept 

Do you think it is possible to violate the 
law while using the Internet? 

Althusser's RSA 

Do you think students' behavior online 
ought to be monitored by someone on 
campus? 

Foucault's panopticon 

How restrictive do you think the computer 
use policy is on this campus? 

Foucault's panopticon 

How restrictive do you think the email use 
policy is on this campus? 

Foucault's panopticon 

Do you think students should be punished 
by outside law enforcement if they are 
caught violating the computer or email use 
policies on this campus? 

Foucault's concept of discipline 

Do you think it's OK to share free copies 
of recently released movies that you 

Althusser's RSA 
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downloaded from the Internet on campus 
with others either on or off campus? 

Do you think the contents of the email you 
send and receive while using the campus 
network is private? 

Bijker & Shields' interpretive flexibility 

concept 

Do you think that when you are "surfing" 
online while using the campus network, the 
websites you visit are being recorded by 
the university? 

Foucault's panopticon 

If you do think that someone at the 
university is watching what you and other 
students do on the campus network (that is, 
the content of your email and where you go 
on the Internet), is that OK with you? 

Foucault's panopticon 

Do you think it's necessary for the 
university to have a computer and email 
use policy for students? 

Bijker & Shields' interpretive flexibility 

concept 

Would you use the campus network if there 
weren't a computer and email use policy in 
place for students? 

Bijker & Shields' interpretive flexibility 

concept 

Do you think it's OK to share copyrighted 
songs you downloaded from the Intemet on 
campus with others either on or off 
campus? 

AUhusser's RSA 

Do you think that when you are using the 
Intemet on campus, you are somehow 
being electronically recorded or "watched" 
by someone for possible violations of 
policies? 

Foucault's panopticon 
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Summary 

This chaptcr introduced the qualitative case study methods utilized in this study to 

arrive at how online privacy on university campuses was discussed within policies, the 

law, among students, and among administrators. Given the data sources, this was the 

most effective method of studying this phenomenon. In addition, the variety of sources 

from which the data were gathered provided a rich picture of online privacy on university 

campuses. This study is distinct in that it studies this phenomenon from all these 

perspectives jointly. 
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CHAPTER IV: COMPUTER USE POLICIES 

Introduction 

The following chapter is the first of three results chapters. The subsequent 

chapters will present the results of the document analysis of court cases and the interview 

and survey data collected, respectively. In this chapter, the results of the document 

analysis of the computer use policies of the peer institutions of the research site will be 

presented, in addition to an analysis of the research site's computer use policy. Fifteen 

peer institutions' policies will be presented. At the conclusion of this chapter, the results 

of the document analysis will be presented in light of the theoretical frameworks guiding 

this study. 

Descriptive Analysis 

In analyzing the computer use policies, eight primary coding categories were 

generated in this study. These primary categories were generated through both literal and 

interpretive (Mason, 1996, p. 109) readings of the documents. In a literal reading, the 

form and structure of the document itself provided information to assist in the generation 

of coding categories {Ibid.). The literal reading of the policies gave rise to descriptive 

characteristics, and provided a baseline framework for viewing the policies as a grouped 

entity that could be analyzed in and of themselves as well as in totality. For example, the 

length of the policies varied greatly, as illustrated in Figure 1 (below). 
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Figure 1 
Comparison of Page Length of Peer Institutions' Computer Use Policies 
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The mean policy length was 4.53 pages, the median was 4, and the mode was 4. 

The longest policy was from the University of Virginia, at sixteen pages, and the shortest 

policies were from the University of Washington, at one page, and the University of 

Illinois Urbana Champagne at one page. 

An analysis of the number of subheadings featured in each policy yielded results 

similar to those found with the length of the policies. There was a great amount of 

variation in the subheadings employed in each policy. In fact, no two policies possessed 

identical subheadings, although some policies did share similar wording in some of the 

subheadings. This may indicate that the policies have not yet been standardized across 

institutions, unlike other policies, such as copyright or patent policies, which have been 

much more heavily litigated. As to the number of subheadings into which they were 

divided, there was a great degree of variance among the policies studied (see Figure 2). 

On one hand, there were policies such as those at the University of Illinois Urbana 

Champagne, the University of Minnesota Twin Cities, the University of Washington, and 

Texas A&M University which featured no distinct subheadings that divided their 

computer use policies. On the other hand, there were policies such as those at the 

University of Florida and the University of Virginia which featured multiple policy 

subheadings, increasing the formality and legalistic sense of the policies. In other words, 

by virtue of the number and type of categories used in a policy, the policy became more 

and more similar to a legal document, statute, or law. Some examples of subheadings 

included "Introduction", "Rights & Responsibihties", "General Rules", "Enforcement'", 

"Security & Privacy", "Commercial Use", "E-mail", "Examples of Inappropriate Uses of 
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E-mail", "Web Pages", "Commercial Pages", "External Links", "Excessive or Disruptive 

Use", and "Retention Periods". By designing their policies in this way, the universities 

can more closely emulate the state. The mean number of categories was 5.73, the median 

was 7, and the mode was 0. 
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Figure 2 
Comparison of Number of Computer Use Policy Subcategories Among Sample 
Universities 
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Coding Categories 

An interpretive reading of the computer use policies assisted in the generation of 

the ten primary coding categories used to analyze the policies. In an interpretive reading, 

the types of categories generated came from constructing meaning from the data 

presented by the policies (Ibid.). In other words, interpretive data analysis involves 

reading through or beyond the data (Ibid., p. 109) to arrive at one's interpretation of the 

data. 

I generated the following primary coding categories: To Whom the Policy Refers, 

Privilege Concept, Purpose of Technology, Legalistic Language, Mention of Privacy, 

Monitoring, Whether the Policy Instructs to Report Misuse, and Enforcement. A brief 

explanation of the coding categories follows. "To Whom the Policy Refers" implies 

language regarding those who are the subjects of the policy. In other words, this coding 

category specifies to whom the policy's contents are directed, if it is specified in the 

policy. "Privilege Concept" concerns the notion that technology is being provided by the 

university to the user as a privilege or benefit of being a member of that community. The 

"Purpose of Teclmology" category deals with the policy defining the various uses of 

technology, and how the policy may limit or constrain those uses. The "Legalistic 

Language" category concerns identifying language that resembles language often used in 

legal conte.xts, such as laws or statutes. This category also includes any mention the 

policy makes of specific external laws, statutes, or other kinds of law. 

The "Mention of Privacy" category identifies the instances where privacy is 

discussed in the policy. The "Monitoring" category concerns mention of surveillance in 



the poUcy. "Whether the Policy Instructs to Report Misuse" is a category that delineates 

whether the policy describes the process one can use to report misuse of technology to 

authorities, and details what that process entails. Finally, "Enforcement" deals with how 

the tenets of the policy will be upheld. 

To Whom the Policy Refers 

This coding category identifies to whom the policy is directed. All fifteen of the 

policies analyzed made some mention of the people to whom the policy was directed. 

However, some policies were more ambiguous than others. In other words, some policies 

stated that the policy applied to "all users", without specifying how "users" was to be 

defined. For example, Ohio State University's policy states; "this policy applies to all 

users of university computing resources" (p. 2). The University ofNorth Carolina Chapel 

Hill's policy specifies only "the users of ATN computer and networking systems" (p. I ). 

The University of Florida's policy states "this policy applies to all users of university 

computing resources, whether affiliated with the university or not" (p. I). 

Similarly, Texas A&M University, the University of Wisconsin Madison, and the 

University of Utah all stated their policy applied to "all members of the university 

community" (p. 1. p. 2, p. 2 respectively). The University of Washington's policy states 

"use of the UW computing network is made available to those who work and study at the 

UW and also to those who are a part of the UW community" (p. 1). In the above 

mentioned policies, to whom the policy refers is somewhat ambiguous. In contrast, other 

policies more clearly delineated the audience to whom it was speaking. 



The University of California Berkeley's computer use policy stated "the campus 

community of students, faculty, and staff, and later "students and employees" (p. 1) to 

identify to whom the policy applied. At the University of Iowa, the computer use policy 

refers to "each individual faculty member, staff member, and student" (p. 1). Later in the 

University of Iowa's policy, the term "user" is defined, as it is used elsewhere in the 

policy, subsequent to the "each individual faculty member, staff member, and student" 

wording. Specifically, a "user" is defined by the University of Iowa's policy as: 

Any individual who uses, logs into, or attempts to use or log into, a system; or 
who connects to, or attempts to connect to or traverse, a network, whether by 
hardware or software or both, whether on campus or from remote locations. The 
term "user" thus includes system sponsors and system managers, faculty, staff, 
students, and other customers, (p. 1) 
In addition to the University of Cahfomia Berkeley and the University of Iowa's 

policies utilizing the phrase "students, faculty, and staff (p. 1), there were several 

universities' policies that used either the same or similar verbiage. For example, the 

University of Michigan, Michigan State, University of Missouri, University of Wisconsin 

Madison, and University of Utah all had variations of the phrase "students, faculty, and 

staff. In addition, some universities added to the list of faculty, staff, and students some 

variation on "community member". 

The University of Missouri specified that their policy was directed to "faculty, 

staff, students, and guest users" (p. 1). Similarly, the University of Michigan indicated 

"faculty, staff, students, and outside clients" were subject to their policy (p. 1). Again, the 

University of Florida's policy states "this policy applies to all users of university 

computing resources, whether affiliated with the university or not" (p. 1). In addition, the 

University of Iowa's policy slates "the term "user" thus includes system sponsors and 



system managers, faculty, staff, students, and other customers" (p. 1). The University of 

Washington's policy applies "also to those who are a part of the UW community" (p. 1). 

In summary, all fifteen policies made mention of the people to whom the policy 

was directed. In doing so. the university was "individualizing" (Foucault, 1982) its power 

over those who used the network. In other words, the state's power is effected both on an 

individual level as well as on its people in total. First, how the individual was regarded in 

society needs to be established. Foucault analyzed the ways in which individuals in 

society, or subjects, became objectified. Specifically, he identified three modes of 

objectification of human beings. In the first mode, called "dividing practices", subjects 

are divided in a variety of ways, either "within himself or from others" [Ihid.). Subjects 

could be classified socially and personally, however Foucault believed even individual 

classifications had societal implications. Foucault gives examples of such "dividing 

practices" as how lepers were isolated in the Middle Ages to how clinical medicine and 

psychiatry were practiced in Europe in the nineteenth and twentieth centuries {Ibid.). 

Foucault's second mode of objectification concerned the development of the 

"human" sciences into their own disciplines. He stated that discourse surrounding "life, 

labor, and language" evolved into distinct disciplines to study the human experience 

{Ihid). Finally, the third mode of objectification, called "subjectification", actually 

involved an individual's active role in their own self-formation {Ibid). In other words, 

whereas in the "dividing practices" mode, a socially superior class of people essentially 

categorized less desirable strata of people, in this mode, one's own part in their 

objectification is identified. Individuals' pursuits of various facets of self identification 
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then influenced the ways in which society in turn regarded them. It is important to note 

that one's self discovery came at the aid of an outside person of some power, such as a 

psychoanalyst or confessor. In this way, this subjectification mode was not completely 

separate from the dividing practices mode. 

Having established the ways in which subjects are individualized, the state's 

power can be considered. Foucault cast the state as having a power that is both 

individualizing as well as totalizing over its subjects. While he regarded the state as 

ultimately evoking economic power over its subjects, ideological power is another means 

of the state exerting its power. As a result, the state can exercise its power in totality, or at 

an individual level, economically, and in a number of other social settings. In establishing 

a computer use policy, the university, acting in loco guhernaculum, is exerting its power 

over its "subjects". In this case, the university is specifying, or individualizing which 

subjects the policy governs. 

Privilege Concept 

This coding category deals with language in the policies concerning the university 

offering its computer network and services as a service or privilege to the university or 

external community. Twelve universities discussed the concept of privilege in some 

form, while three did not mention the concept. While some policies explicitly state the 

word "privilege", others imply the privilege of using the technological resources the 

university provides. Among the policies that specifically enumerate privilege. The 

University of California Berkeley's policy states "UC Berkeley extends to students. 



faculty, and staff the privilege to use its computers and network" (p. 3, emphasis exists in 

policy). The policy also states: 

Computers and networks can provide access to resources on and off campus, as 
well as the ability to communicate with other users worldwide. Such open access 
is a privilege, and requires that individual users act responsibly, (p. 1). 

In addition, Michigan State's policy reads: "the privilege and use of computing systems 

and software, as well as internal and external data networks, is important to all members 

of the University community" (p. 1). The policy goes on to state "the preservation of that 

privilege for the full community requires that each individual faculty member, staff 

member, and student comply with institutional and external standards for appropriate use. 

{Ibid.) The University of Wisconsin Madison's policy indicates that "access to University 

IT resources is a privilege granted to members of the University community which 

carries with it the responsibility to use them for University related activities, exercising 

common sense and civility" (p. 1). Similarly, the University of Virginia's policy states 

"in extending these resources, the University trusts students to make responsible use of 

them" (p. 8). 

The concept of privilege is also cast in other ways by several policies. Unlike 

other policies, Texas A&M University's policy states "the university also strives to 

protect the rights and privileges and to enhance the self-esteem of all its members" (p. 2), 

using privilege in a more generic capacity. Privilege is also used to identify people's 

ability to use computer resources or one's "account". For example, at the University of 

California Berkeley, the policy states that "misuse of computing, networking, or 

information resources may result in the restriction of computing privileges" (p. 1). In 



addition, the policy stales "it may be necessary to suspend account privileges to prevent 

ongoing misuse while the situation is under investigation" (p. 3). The policy goes on to 

say "infractions by students may result in the temporary or permanent restriction of 

access privileges" (p. 4). At Michigan State University, the policy states "the privilege 

and use of computing systems and software, as well as internal and external data 

networks, is important to all members of the University community" and "the 

preservation of that privilege for the full community requires that each individual faculty 

member, staff member, and student comply with institutional and external standards for 

appropriate use" (p. 1). Later, the policy states "it is sometimes appropriate for System 

Sponsors and/or System Managers to establish different categories of user accounts or 

ID'S, sometimes with different attendant charges or privileges" (p. 2). The policy goes on 

to express "all Users must respect the privacy and usage privileges of others" (p. 3), and 

"System Sponsors.. .may.. .revoke User privileges" (p. 5). 

In two cases, privilege is cast in such a way that designates privilege to a specific 

person, named only by their title. At Michigan State University, the policy states "a 

"System Manager" is the person who is authorized by a System Sponsor to grant and 

create user privileges" (p. 1). At the University of North Carolina Chapel Hill 

ATN staff who have system administrator responsibilities are entrusted with the 
special privileges they need to monitor and control the operation of computers and 
networks in their domain. These privileges are limited by the responsibility of 
ATN system administrators to maintain the privacy and protect the integrity of 
user files, electronic mail and printer listings, (p. 3) 

In some cases, the concept of privilege is implicitly, rather than explicitly stated. 

For example, at the University of Iowa, "the University of Iowa's infonnation technology 



resources have been assembled to facilitate the pursuit of excellence in the university's 

missions of teaching, research, and service" and "the opportunity to use computing 

systems and software, as well as internal and external data networks, is important to all 

members of the University community" (p. 1). At Ohio State University, the policy states 

"as a part of the physical and social learning infrastructure, the Ohio State University 

acquires, develops, and maintains computers, computer systems, and networks" (p. 1). 

The University of Virginia's policy states "in support of its mission of teaching, research, 

and public service, the University of Virginia provides students access to computing and 

information resources" (p. 1). Additionally, the policy states "in extending these 

resources, the University trusts students to make responsible use of them" (p. 8). 

In summary, the concept of privilege is introduced by twelve out of fifteen 

policies. In most cases, that technology is a privilege invokes the notion that its use could 

be revoked at any time. The privilege is one that is granted by the university, however it 

is granted with qualifications, as was demonstrated in the policies listed above. In 

contrast, technology is not cast as an absolute right, except in the case of Texas A&M 

University, which could not be revoked as easily by the university. The concept of in loco 

guhernaculum is weakly reflected in this category. In other words, the university is 

denoting technology as a privilege that could be easily revoked, rather than a right, which 

carries with it more status and less ability to be revoked. 

Purpose of Technology 

This coding category refers to how the policy discusses technology, in terms of 

how the policy perceives its use or how its use may be constrained by the policy. In 



addition, technology is defined or described in a variety of ways by the policies. There 

was great variance among the fourteen out of fifteen policies that made mention of the 

purpose of technology. Some policies were extremely vague in its definitions of what 

purpose technology served, and others were highly detailed. In other words, there was a 

continuum of defining technology within the policies, leading to the generation of six 

subcategories within the primary Purpose of Technology category. Specifically, some 

policies stated the purposes of teclinology least vaguely, other policies were moderately 

vague, and others were most detailed in their purposes of technology. In defining 

technology, the policies attempted to frame or shape its use, creating implicit regulations 

within the policy. In other words, some rules and regulations stated in the policies were 

overtly enumerated. However, in describing the various uses of technology, the policy 

passively augments its lists of rules and regulations. For example, saying that the 

computer can be used for revising papers, contacting professors, and using the library's 

services, tacitly implies these are the only acceptable uses of the computer network. 

The Purpose of Technology category is a broad category. To more specifically 

identify the many purposes for which technology can be used, three subcategories were 

generated. First, any definitions of the Internet or technology were identified. Second, 

one type of technology being equated with another type of technology, or with something 

else entirely, makes up another subcategory. Finally, describing the Internet as a 

community in some way made up a third subcategory. All three subcategories were 

generated to delineate the ways in which technology is socially constructed by the 

universities through their policies. These methods of socially constructing technology 
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happen through interpretive flexibility, in which individuals interpret the meanings and 

uses of technology within their organization (Bijker, 1995). 

Least Vague 

Among the more vague references to the use of technology dealt with relating 

technology to the university's mission. Several policies listed technology as a part of its 

mission in a host of examples. The University of Washington's policy states "we 

welcome authorized use of the UW systems for research, learning, teaching, 

administration, and outreach to the community" (p. 1). In addition, the University of 

California Berkeley's policy states "in support of the University's mission of teaching, 

research, and public service, the University of California, Berkeley provides computing, 

networking, and information resources to the campus community of students, faculty and 

staff (p. 1). 

At the University of Florida, the policy states "as part of its educational mission, 

the University of Florida acquires, develops, and maintains computers, computer systems 

and networks" (p. 1). Similarly, the University of Iowa's policy reads "information 

technology resources have been assembled to facilitate the pursuit of excellence in the 

University's missions of teaching, research, and service" (p. 1). Another policy stated "as 

part of the physical and social learning infrastructure. The Ohio State University acquires, 

develops, and maintains computers, computer systems, and networks" (p. 1). Last, the 

University of Virginia's policy reads "in support of its mission of teaching, research, and 

public service, the University of Virginia provides students access to computing and 

information resources" (p. 1). Possibly to most vague reference to the purpose of 
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technology came from the University of Utah's policy, stating "the University of Utah 

supports and encourages freedom of expression and an open environment for the pursuit 

of knowledge; however, the contents of all Web pages under University jurisdiction must 

comply with local, state and federal laws and University of Utah policies, rules and 

regulations" (p. 1). Even as the statement was vague at the outset, it ended with a fairly 

stem admonition of compliance. Another vague reference to technology use came from 

Texas A&M University "use of university computing accounts should be limited to the 

intended purpose.. .use of university-owned computers (offices and computer labs) shall 

be limited to university-related business or incidental personal use" (p. 1). 

In addition to the mention of technology as a part of the mission of the university, 

several universities' policies qualified technology as essential to the mission, elevating 

the status of technology. At the University of Wisconsin Madison, "access to electronic 

mail, the Internet, databases, computers and other information technology (IT) resources 

is essential to the mission of the UW-Madison (to create, integrate, transfer and apply 

knowledge)", and "use of information technology must be consistent with the 

University's mission and with its role as a public agency" (p. 1). Michigan State 

University also emphasized technology's importance by stating "access to modem 

information technology is essential to the pursuit and achievement of excellence across 

the MSU mission of instruction, research, and service outreach" (p. 1). The University of 

Michigan's policy reads "computing resources shall be used in a manner consistent with 

the instructional, public service, research, and administrative objectives of the University. 

Use should also be consistent with the specific objectives of the project or task for which 
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such use was authorized" (p. 1). Later in the same policy, it states "to respect the intended 

usage of resources", and "to respect the intended usage of systems for electronic 

exchange" (p. 2). 

Moderately Vague 

While some policies began with a broad, vague statement of the use of 

technology, they went on to detail specific uses of technology. For example, the 

University of California, Berkeley's policy states that users are "enabled to send and 

receive electronic mail messages around the world, share in the exchange of ideas 

through electronic news groups, and use Web browsers and other Internet tools to search 

and find needed information" (p. 3). The University of Florida extends its earlier 

statement on technology use with 

These computing resources are intended for university-related purposes, including 
direct and indirect support of the university's instruction, research and service 
missions; university administrative functions; student and campus life activities; 
and the free exchange of ideas within the university community and among the 
university community and the wider local, national, and world communities, (p. 
1 )  

Ohio State University's policy is nearly identical to the above statement from the 

University of Florida's policy, reading 

These computing resources are intended for university-related purposes, including 
direct and indirect support of the university's instruction, research, and service 
missions; of university administrative functions; of student and campus life 
activities; and of the free exchange of ideas among members of the university 
community and between the university community and the wider local, national, 
and world communities, (p. 1) 
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Personal use, although not specifically defined, was mentioned in six policies. For 

example, the University of Iowa's policy states, "modest personal use of University-

supplied technology resources may improve the skills of individual users and otherwise 

contribute indircctly to the University's mission" (p. 1). In addition, the policy reads the 

following: "consistent with University telephone procedures (see Vl-3.6), personal use of 

computer resources should be kept to a minimum" (p. 3). Next, the University of Utah's 

pohcy states "University of Utah resources may not be used to create Web pages 

primarily for personal business or personal commercial gain" (p. 3). At the University of 

Virginia, the policy states "when computing resources are available, students may use 

them for co-curricular or personal purposes provided they abide by the policies and 

procedures governing such use" (p. 5). The University of Florida's policy reads 

"occasional personal use of university computing resources for other purposes is 

permitted when it does not consume a significant amount of those resources, does not 

interfere with the performance of the user's job or other university responsibilities, and is 

otherwise in compliance with this policy" (p. 3), and again "personal pages represent an 

individual as a private person and are permitted for students only" (p. 5). 

The University of Wisconsin Madison's policy indicates "in the interest of 

making the use of IT resources a natural part of the day-to-day learning and work of all 

members of the University community, incidental personal use is tolerated" (p. 1). Later, 

the policy states "one should use non-University sources of e-mail, Internet access, and 

other IT services for activities of an extensive nature that are not related to University 

purposes" (p. 1). Texas A&M University's policy says "use of university-owned 



computers (offices and computer labs) shall be limited to university-related business or 

incidental personal use" (p. 1). The policy goes on to state "use of computing resources 

for unauthorized commercial purposes or personal gain is prohibited" (p. 1). 

Similarly, at other universities, such as at the University of Utah, there are 

moderately vague statements made about technology use. The policy states "the service 

to students and community of the University of Utah is determined, in part, by the quality 

of information it publishes electronically" (p. 1). The University of Virginia's policy also 

includes a statement which is categorized as moderately vague. The statement reads "the 

University's computing resources are intended to enable the institution to carry out its 

responsibilities of education, research, and public service. Therefore, these functions have 

priority in using computing resources; however, the University recognizes the value of 

the internet as a resource for information and communication." (p. 5) 

Most Specific 

In contrast to the above two subcategories of technology use within policies, the 

following policies gave the most specific information about how technology was to be 

used at their institutions. The University of California Berkeley's policy stated that users 

would be "enabled to send and receive electronic mail messages around the world, share 

in the exchange of ideas through electronic news groups, and use Web browsers and 

other Internet tools to search and find needed information" (p. 3). The University of 

Florida's policy states "official university pages (including colleges, departments, 

bureaus, center, institutes, etc.) represent the university and are intended for the official 

business functions of the university" (p. 4). Later, the policy states "employee pages 
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represent the individual in his or her primary role as a UF employee" (p. 4). In addition, 

the policy states "organizational and other pages represent recognized organizations, 

clubs, associations, sororities, fraternities, workgroups and committees affiliated with the 

university" (p. 5). 

At the University of Iowa, the policy states that "information technology 

resources" are those facilities, technologies, and information resources required to 

accomplish information processing, storage, and communication (p. 2). Relative to 

individual files, the policy states "personal electronic files of faculty, staff, and students 

are not ordinarily to be considered 'public records'" (p. 2). The University of Wisconsin 

Madison's policy reads "any account can serve as an entry point for theft, damage or 

unauthorized use" (p. 1). The University of Virginia additionally provides specific 

information on the purpose of their technology by stating 

Information technologies can help you be more productive as a student - to 
produce papers and submit assignments on-line, to use the library services, to 
send messages to your professors and friends, to access class notes, and to 
participate in many other aspects of student life. (p. 2) 

Later in the policy, it states 

Know what the University's purpose is in making these computing resources 
available to you. Your computer account is provided so you can send and receive 
e-mail, read and post notices to newsgroups, have access to library and other 
information resources, and have a web site. In some cases, your professors will 
authorize further account access so you can do class assignments. Microcomputer 
labs are available so you can do word processing, make spreadsheets, and access 
other ITC and University computer resources and the Internet. The software in the 
labs is for use there; you cannot copy it and use it elsewhere, (p. 8) 



Definitions of the Internet or technology 

There were a variety of definitions of the Internet offered by the policies. For 

example, the University of California Berkeley's policy states that "the Internet is a very 

large set of connected computers, whose users make up a worldwide community" (p. 3). 

Other policies followed this rather vague definition. At the University of Washington, the 

policy states "when you get a UW NetID you open a gateway to a wealth of computing 

resources at the UW and beyond" (p. 1). Ohio State University's policy defines the 

Internet slightly more specifically, with regard to framing its limitations when it states to 

"respect the finite capacity of those resources" (p. 3). The University of Wisconsin 

Madison defines their information technology resources as something to be locked or 

protected, as it could serve as a portal for criminal or other unwanted use. The policy 

reads "the protection of University IT resources depends heavily on each user's careful 

handling of "keys" to these resources, since any account can serve as an entry point for 

theft, damage or unauthorized use" (p. 1). Similarly, the University of Virginia's policy 

states that "the Internet community is under regular attack - at varying levels of 

seriousness - from 'outlaws'" (p.8). 

Both the University of Utah and the University of Virginia spent a great deal of 

time defining their Internet space and technology. Beginning more generally, the 

University of Utah's policy states "the decentralized nature of the World Wide Web, and 

the diverse purposes served by University Web sites" (p. 1) in attempting to define 

teclmology. The policy goes on to more definitively frame technology, when it declares 

that a "Web Site is a collection of Web pages, or collection of related Web sites, that has 
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a coherent purpose and is managed by one person or group. A Web Page is a unit of 

information delivered to a user in a format intended for display in a Web browser or Web 

appliance" (p. 1). Even more specifically, the university delineates ownership of the sites 

under its system by stating 

Institutional University of Utah Web sites and pages are those published by 
organizational units that present or represent the University's official academic, 
research and/or administrative programs, plans, and/or policies. The physical 
location or ownership of the Web server(s) from which such pages are served 
does not alter their status as official pages, (p. 1) 

In defining the kinds of websites within its institutional web space, the policy states that 

an "academic Web site is any site or page, outside the scope of Institutional University 

sites and pages, created by or for a faculty member to present or support the teaching, 

research or professional activities of that individual" (p. 2). The university goes on to 

further define websites that may not be specific to them by stating that 

Non-institutional University of Utah Web sites and pages are those hosted on a 
Web server owned or contracted by the University but outside the defined scope 
of institutional University Web sites. Such Non-institutional University sites 
include but are not limited to personal Web pages of University faculty, staff, and 
students; Web sites of non-University organizations hosted by the University as a 
courtesy or service; Web pages of student organizations recognized by ASUU; 
and academic Web sites and pages, (p. 2) 

The University of Utah continues on in its policy to further describe and define 

technology. For example on page two, it slates a "Web Home Page is any web page that 

serves as the primary portal, table of contents, or designated entry point for a Web site". 

In addition, the policy states "Official University Portal is a Web page or site that serves 

as a gateway to University Web sites or to a combination of University Web sites and 

non-university sites" (p. 2). Last, the university defined a specific service its website 
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offered by stating "Web-based Electronic Commerce (Web e-commcrce) is the provision 

of Web pages for transactions (exchanging money or secure information) for the ordering 

and payment of University goods and services. Such transactions may be between units 

of the University and businesses or other organizations, or between units of the 

University and individuals" (p. 2). The university did give two restrictions on its web site. 

First, the policy admonishes that 

The home page of a Non-institutional University web page must include a link to 
the University of Utah Web Disclaimer or the following disclaimer text: The 
views, opinions and conclusions expressed in these pages are strictly those of the 
page author. The contents of this site have not been reviewed or approved by the 
University of Utah. (p. 2) 

The second restriction the university provided was that "non-institutional Web sites and 

pages may not contain commercial speech" (p. 2). 

The University of Virginia's policy additionally provides a great deal of detail 

regarding defining the Internet space. First, the policy begins with ownership and 

authority, in stating 

The University owns the University network - all the wires, cables, and routers 
that connect the central computers, computer labs, microcomputer sites, and 
perhaps your personal computer to each other and, beyond the Grounds, to the 
Internet. The University determines who is authorized to use its network, and can 
limit the nature of the use. (p. 3) 

Later, the policy states the university serves "as a neutral provider of computing services 

and access to the Internet" (p. 5). Next, the policy defines the intended purpose of their 

resources, stating "the University's computing resources are intended to enable the 

institution to carry out its responsibilities of education, research, and public service" (p. 
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5). In addition, the policy defines the Internet by stating "the University recognizes the 

value of the Internet as a resource for information and communication" (p. 5). 

Later in the policy, the university attempts to further define technology by stating 
As more than one writer has observed, the Internet isn't a thing, it is neither an 
entity nor an organization; it isn't owned or run by anyone. It is a world of a 
million publishers with some of the characteristics of a frontier. The only code of 
behavior on that frontier is one that demands individual responsibility and 
accountability and that rewards those attributes with rational self-government, 
albeit quite limited in scope, (p. 7) 

Even as it describes an undefined 'code of behavior', the policy states that "the 

University's computing environment is designed to be an open environment" (p. 9). 

In a statement unique to all the policies studied, the University of Virginia's 

policy informs their users to 

Realize that if you die while you are a member of the U.Va. community, your 
stored e-mail is a part of your personal effects and records that will be given to 
your executor (the person - usually a family member - designated to deal with 
your property at your death) ifhe or she requests it. (p. 5) 

The policy also describes information on the Internet to its users by advising them "you 

will be wise to remember the very public nature of information you disseminate on the 

Internet through the World Wide Web" (p. 6). Finally, the policy acknowledges the user's 

role in defining technology by stating "you must take responsibility for educating 

yourself about the medium that you're using and for helping shape its use by good 

personal behavior" (p. 7). 

Equating Technology with other Forms of Technology, or other Objects 

In the second subcategory, one type of technology is equated with another, or 

technology is compared with or equated to something else entirely. For example, 

technology is defined as being equal to paper in several cases. The University of 
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Florida's policy states "communications made by means of university computing 

resources are also generally subject to the Florida Public Records Law to the same extent 

as they would be if made on paper" (p. 3). Additionally, the policy states "e-mail is also 

generally subject to the Florida Public Records Law to the same extent as it would be on 

paper" (p. 4). Similarly, at Ohio State University, "communications made by means of 

university computing resources are also generally subject to Ohio's Public Records 

Statute to the same extent as they would be if made on paper" (p. 4). Finally, at the 

University of North Carolina Chapel Hill, the policy states that "just as with printed 

documents, the University owns and archives official electronic communications" (p. 2). 

In other cases, technology is defined as being equally subject to certain laws, 

ethics, or other requirements as set by the universities. At the University of Florida, for 

example, "the use of university computing resources, like the use of other university-

provided resources and activities, is subject to the requirements of legal and ethical 

behavior" (p. 1). Additionally, that policy states "official university Web pages are 

treated like e-mail and subject to the same guidelines set forth in the UF E-mail as Public 

Records Policy" (p. 5). At the University of Iowa, the policy states "the use of University 

computing resources is subject to the normal requirements of legal and ethical behavior 

within the University community" (p. 1). In addition, the policy reads "the same 

principles of academic freedom and privacy that have long been applicable to written and 

spoken communications in the University community apply also to electronic 

information" (p. 2). Similarly, at the University of Utah, the policy states "freedom of 

speech on academic Web pages is governed by the University Speech Policies (PPM 8-9) 
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and Code of Faculty Rights and Responsibilities (PPM 8-12)" (p. 2). The University of 

Virginia's policy also addresses this issue by stating 

Understand that University policies that address academic dishonesty, including 
theft, plagiarism, disruptive conduct and misuse of materials and property, must 
guide your computing activities, just as they guide your activities in the 
classroom, residence halls or elsewhere on the Grounds, (p. 7) 

Copyright law is addressed specifically by the University of Utah. Their policy 

states "non-institutional Web sites are subject to the copyright provisions set forth in 

section VI.B.2 of this policy (p. 2)". In addition, the policy states "contents of all 

University Web pages are subject to University of Utah copyright standards covered in 

the University's Copyright Policy, PPM 6-5 (Copying of Copyrighted Works), PPM 6-6 

(Performance or Display of Copyrighted Works) and PPM 6-7 (Ownership)" (p. 4). 

However, the policy also generically equates home pages with "other means of 

communication" (p. 8). 

Several more universities state that standards which apply to other resources 

apply equally to technology. For example, the University of Michigan's policy states 

"ethical and legal standards that apply to information technology resources derive 

directly from standards of common sense and common courtesy that apply to the use of 

any shared resource" (p. 1). Ohio State University's policy also states that "the rights of 

academic freedom and freedom of expression apply to the use of university computing 

resources. So, too, however, do the responsibilities and limitations associated with those 

rights" (p. 1). In the same way, the University of Wisconsin Madison's policy reads 

"regulations that govern personal conduct and use of University facilities also apply to 
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the use of IT resources" (p. 1). While its policy makes no mention directly of technology 

being subject to other laws or policies, the University of Iowa's policy does state that 

Although it is the University's position that personal electronic files of faculty, 
staff, and students are not ordinarily to be considered 'public records', users 
should be aware that a court of law, and not University officials, may ultimately 
decide such issues, (p. 2) 

In stating this, the policy indirectly ascribes a possible connection between technology 

and public records, even if it devolves the responsibility of making that determination to 

a party outside the university. 

At the University of Virginia, e-mail is specifically discussed, with regard to its 

equality with public records, forms of evidence, or paper, similar to the policies described 

above. For example, the policy states that "e-mail messages can sometimes be records 

that are subject to review with sufficient justification" (p. 3), however the policy does not 

specify by whom the review would be conducted. Next, the policy states that "officials 

overseeing the University's disciplinary processes may rule that e-mail or other files are 

evidence that may be reviewed as part of investigations" (p. 3), indicating that e-mail can 

be regarded as evidence. The policy also states that "although some e-mail programs 

allow for use of encrypted e-mail, most still produce messages in plain text; they are like 

postcards in that others might view the messages in transit or those left in plain view" (p. 

3), utilizing a term in the law, "plain view" that typically applies to items subject to 

search (reference). As was mentioned in subcategory one, the University of Virginia 

makes a unique distinction with e-mail by stating 

Realize that if you die while you are a member of the U.Va. community, your 
stored e-mail is a part of your personal effects and records that will be given to 
your executor (the person - usually a family member - designated to deal with 
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your property at your death) if he or she requests it" (p. 5). 

E-mail, in this case, apparently when printed, thus bccomcs equal to clothing, books, 

pictures, or other physical property. 

Describing the Internet as a Community 

The third subcategory concerns universities'' attempts to frame the Internet as 

some kind of community, or to liken the Internet to another type of community. In doing 

this, university policies are setting up a hierarchy in that while it appears to be a 

community of equals, the policy sets up varying degrees of power among the community 

members. If the Internet or the campus network is a community, then it must have laws 

and governance. The concept of in loco guhernaculum is apparent in these 

characterizations of the campus network. The policies even state the Internet or network 

is a community, and those who use it are defined as "citizens". 

At the University of California Berkeley, the policy states 

The Internet is a very large set of connected computers, whose users make up a 
worldwide community. .. .The Internet user community observes informal 
standards of conduct. These standards are based on common understandings of 
appropriate, considerate behavior which evolved in the early days of the Internet, 
when it was used mainly by an acadcmic and highly technical community. ...Be a 

"good citizen" of the Internet, (p. 3) 

The University of Michigan's policy echoes Berkeley's statements in saying 

Ethical and legal standards that apply to information technology resources derive 
directly from standards of common sense and common courtesy that apply to the 
use of any shared resource. The campus computing community depends first upon 
the spirit of mutual respect and cooperation that has been fostered at the 

University of Michigan to resolve differences and ameliorate problems that arise 
from time to time. (p. 1) 
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In addition, the policy admonishes that its users ought to "contribute to creating and 

maintaining an open community of responsible users" (p. 1). 

The University of Virginia's policy provided the most references to the Internet as 

a community. For example, the policy states "the University provides Internet access to 

its students and employees with the expectation that they be good, responsible, and 

accountable Internet citizens" (p. 7). The policy goes on to warn users that "the Intemet 

community is under regular attack - at varying levels of seriousness - from 'outlaws'" (p. 

8). A statement such as this justifies the establishment of monitoring procedures, under 

the guise of protecting the university's Intemet 'citizens'. However, the policy later states 

"the University's computing environment is designed to be an open environment" (p. 9). 

It also places the responsibility of problems that may occur on the network in the hands 

of its users when it states "when people are good citizens of the Intemet community, 

unprotected files are not a problem", and again "good Intemet citizens respect one 

another's privacy" (p. 9). 

In summary, it is important to recognize the ways in which technology is 

described and regarded in its computer use policies. Through its policies, among other 

outlets, universities impart their views of technology, contributing to society's knowledge 

of the social use of technology. Three primary themes emerged from the policies in terms 

of how technology was defined or framed. First, technology was cast as central to the 

university's mission. It follows that technology would serve as a means to carry out the 

ideals of the university. In other words, in connecting technology to one's mission, the 

university is really saying technology is a vehicle through which their ideology can be 
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executed. A second way technology was discussed was in terms of equating technology 

with other types of technology or artifacts. Perhaps the most striking example came from 

the University of Virginia, when the policy stated that "stored e-mail is a part of your 

personal effects and records" (p. 5) and would be presented to one's executors upon a 

student's death. Finally, a third way technology was defined was as a community. In 

doing so, the universities extended their power to include the nebulous online 

environment or "community". 

The University of Virginia identified itself as a "neutral provider" of Intemet 

access (p. 5). However, in defining teclinology in the various ways this and other policies 

did, it becomes evident that computer technologies are not neutral tools, which have no 

impact on their selectors, adaptors and end-users. It is essential to understand that the 

information technology adopted by the universities is interpreted through a set of shared 

meanings, or interpretative flexibility, as the institution or individuals define them 

(Bijker, 1995). In the policies analyzed here, the institutions are defining their networks 

in terms of community, proper usage, and likening technology to other artifacts, perhaps 

due to their inability to truly define, and thus control, their technology. This practice of 

defining technology is not uncommon. Technological artifacts are created and modified 

within society and are continuously re-interpreted and re-framed (Bijker, 1995; Sheilds, 

1997). These policies serve as a way to further define, interpret, and re-frame 

technological artifacts (Bijker, 1995; Shields, 1997). 
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Legalistic Language 

Just as the policies have cast users into a citizen and thus subordinate role, all 

fifteen policies were written in such a way that made them sound more akin to a legal 

document. In doing this, the policies created a legitimacy that such "official" documents 

enjoy. In other words, if a policy sounds like a legal document, then enforcing the policy 

may not meet as much opposition as if it were worded in a more casual style. By writing 

the policy in a more legalistic manner, a certain authority is afforded to the enforcers of 

the policy that would not exist as heartily as if the policy were written less formally. This 

category highlights the language that transforms policies into more legal sounding 

documents. 

In addition to wording policies in such a law-like manner, nearly all the policies 

made reference to various sources of law. As public institutions, the universities I studied 

were subject to various sources of law, beginning with local laws, and radiating out to 

state laws, and finally federal laws. In contrast, private institutions are afforded more 

latitude with regard to the kinds of laws to which they are beholden. While private 

institutions arc not lawless entities with no regard for the United States Constitution, their 

internal policies can reflect regulations that may be slightly different than local or state 

laws. By universities introducing other sources of law into their computer use policies, 

they are once again attempting to legitimize their policy actions and requirements. 

Liability 
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Some universities attempted to limit their liability through their policies. This is 

entirely consistent with corporate statements of limited liability or risk management 

tactics. Such language is fairly consistent among the four universities who included it in 

their policies. The policies differ slightly with regard to how they are limiting their 

liability. Specifically, some universities address the content of their web pages, while 

others address use of their resources. 

With regard to web content, for example, the University of Florida's policy states 

"UF accepts no responsibility for the content of pages or graphics that are linked from UP 

pages" (p. 4). Similarly, the University of Iowa's policy states "the University 

specifically denies any responsibility for the accuracy or quality of information obtained 

through its electronic communication facilities and services, except material represented 

as an official University record" (p. 5). Later, the same policy states "use of any 

information obtained via the Internet is at the user's risk" (p. 5). 

In contrast, the University of Minnesota Twin Cities' policy states "the University 

accepts no responsibility or liability for any personal or unauthorized use of its resources 

by users" (p. 6). Additionally, the University of Iowa's policy states 

The University will not be responsible for damages resulting from the use of 
communication facilities and services, including, but not limited to, loss of data 
resulting from delays, non-deliveries, missed deliveries, service interruptions 
caused by the negligence of a University employee, or by the user's error or 
omissions, (p. 5) 

The University of Iowa goes on to further relieve itself of liability of use by saying "the 

University also does not accept responsibility for removing material that some users may 

consider defamatory or otherwise offensive" (p. 5). More comprehensively, the policy 
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states "the University makes no warranties of any kind, whether expressed or implied, 

with respect to the information technology services it provides" {Ibid.). 

Last, with regard to liability, one university provided two separate disclaimers 

with regard to its web pages. The University of Utah's policy states 

The views, opinions, and conclusions expressed on such pages are those of site 
owner and not necessarily those of the University of Utah; however, as specified 
in the University Information Resources Policy (PPM 1-15), the University 
reserves the right to remove from any University Web server any page that is 
found to be in violation of the law or University policies, (p. 2) 

In addition, the policy states 

The home page of a Non-institutional University web page must include a link to 
the University of Utah Web Disclaimer or the following disclaimer text: The 
views, opinions and conclusions expressed in these pages are strictly those of the 
page author. The contents of this site have not been reviewed or approved by the 
University of Utah. (p. 3) 

Ohio State University's policy similarly stated 

Refrain from stating or implying that they speak on behalf of the university and 
from using university trademarks and logos without authorization to do so. 
Authorization to use university trademarks and logos on university computing 
resources may be granted only by the Office of University Relations or the Office 
of Trademarks and Licensing Services, as appropriate. The use of suitable 
disclaimers is encouraged, (p. 3) 

Rights 

The concept of "rights" was introduced in several policies. By mentioning either 

an individual or university's rights, a certain legalistic element is added to the policies. 

Interestingly, some policies identify the "right to privacy" as a specific right, however 

such a right is not specifically mentioned in the United States Constitution. However, it 

has achieved rights status over time (Kaplin & Lee, 1995). For example, the University of 
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Minnesota Twin Cities' policy states "users must be aware of User Rights and 

Responsibilities, which outline liability for personal communication, privacy and security 

issues, and consequences of violations" (p. 2). The policy later states that users should 

abide by a host of laws and policies, including "data privacy laws" (p. 6). In addition, 

Michigan State University's policy states "the investigation of alleged or suspected non

compliance with this ruling is to be conducted with due regard for the rights of all Users, 

such as the rights to privacy and intellectual property" (p. 5). 

Intellectual property rights were also mentioned by several policies. Intellectual 

property law is a large source of litigation for universities, especially more recently with 

the onslaught of lawsuits regarding copyright and the music industry. Michigan State 

University's policy mentioned copyright in addition to its statement above by adding 

"users are responsible for informing themselves of, and complying scrupulously with, the 

license and copyright provisions of the software that they use" (p. 2). In addition, the 

policy stated that "all Users must respect the legal protection provided by copyright and 

license to programs and data" and "the hcenses of certain advanced software tools require 

that intellectual products produced with such tools be provided to the licensor" (p. 3). 

Similarly, the University of Missouri's policy states that users should "respect the 

intellectual property rights of authors, contributors, and publishers in all media" (p. 1). In 

addition, the policy warned against "use of University computer resources to infringe the 

intellectual property rights of others" (p. 2). 

The University of California Berkeley warned its users against "infringement of 

U.S. Copyright law" (p. 2) it its policy. The University also warned users to "respect the 
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legal protection provided by copyright and licensing of programs and data" (p. 2) in its 

policy. The University of Utah's policy stated that "Title II of the Digital Millennium 

Copyright Act ("DMCA"), 17 U.S.C. § 512, limits the liability of Internet Servicc 

Providers ("ISP") for certain infringements. The University of Virginia's policy made the 

most mention of intellectual property issues. First, the policy describes "copyright law-

pertains to many types of materials, including cartoons, pictures, graphics, text, song 

lyrics, and sounds (including most MPS and other files shared via so-called peer-to-peer 

procedures)" (p. 5). Next, the policy states 

Unauthorized use of copyright-protected or licensed materials (including, but not 
limited to, graphic images, movies, music or audio files, and written word) is a 
serious matter and is a violation of federal law. Any individual who reproduces 
and/or distributes copyrighted material without permission and in excess of "fair 
use" may be at risk for the penalties of copyright infringement (p. 6) 

and, "most software available for use on computers at the University of Virginia is 

protected by federal copyright laws. Educational institutions are not exempt from laws 

covering copyrights" (p. 6). In addition, the policy states "it is the policy of the 

University to respect the copyright protections given to software owners by federal law" 

(p. 7). The University of Minnesota's policy states 

By using these resources, users agree to abide by all relevant University of 
Minnesota policies and procedures, as well as all current federal, state, and local 
laws. These include but are not limited to University policies and procedures 
related to harassment, plagiarism, commercial use, security, and unethical 
conduct, and laws prohibiting theft, copyright and licensing infringement, 
unlawful intrusions, and data privacy laws. (p. 6) 

Other rights were mentioned by various policies. The University of Florida's 

policy referred to "the rights of academic freedom and freedom of expression" (p. 1). 

More generically, the University of Michigan's policy admonished its users "to respect 
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the rights of others" (p. 2). In addition, the University of Virginia's policy reads "the 

University is committed to supporting the exercise of any right guaranteed to individuals 

by the Constitution and the Code of Virginia and to educating students relative to their 

responsibilities" (p. 10), and "it is committed to preserving the exercise of any right 

guaranteed to individuals by the Constitution" (p. 11). Last, the University of Minnesota 

Twin Cities instructed that "users should also be aware of the University's Rights and 

Responsibilities, as well as any additional requirements of their individual unit or 

campus" (p. 2). 

Earlier, use of the network was described by the policies of as a privilege, not as a 

right, except in the case of Texas A&M University. However, in this section, rights were 

mentioned more frequently, but in terms of more established laws such as copyright or 

intellectual property rights. This reinforces the notion that the policies have not yet 

become standardized or institutionalized in terms of specific online privacy rights. The 

universities appear to be reluctant to ascribe rights status to online privacy in advance of 

the courts doing so. 

Various universities made reference to other sources of law to which they were 

subjected, due to their status as public, state-supported institutions. In doing so, the 

universities verify their status as arms of the state, and use the laws to buttress their 

power over their students and others who may use their network. Often, the mention of 

other sources of law elevated the status of the policy to emulate other, state-established 

rules. In addition, the mention of outside laws came across as threatening toward those to 

whom the policy applied. 
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State Law 

First, state laws were mentioned by a majority of the policies. In some cases, 

"state law" was simply referenced. In other cases, specific state statutes, constitutions, or 

laws were enumerated. It was somewhat surprising that not all the university policies 

studied mentioned state laws, since they are beholden to them. It is possible that those 

who did not mention state laws either specifically or generally assumed it was known by 

its users that they would be subject to those requirements. However, this could be an 

erroneous assumption on the part of policy makers. 

Nine universities made mention of "state law" in generic terms. Some universities 

from that group went on to enumerate specific state laws. For example, the University of 

California Berkeley made mention of "state laws" (pp. 1, 4), and then specifically 

mentioned "California law" (p. 3). The University of Florida's policy also mentioned 

"state laws" (p. 1) and then specified "the Florida Computer Crimes Act" (p. 1). The 

"Florida public Records Law" was also specified in three places within the policy (pp. 3, 

4, 5). 

Other universities whose policies mentioned state law generically but went on to 

further delineate a specific state law included the University of Virginia, the University of 

Minnesota Twin Cities, and Ohio State University. The University of Virginia policy 

mentions the "Virginia Freedom of Infonnation Act" (p. 3), and "the Constitution and the 

Code of Virginia" (p. 10). Ohio State university's policy slated "communications made 

by means of university computing resources are also generally subject to Ohio's Public 

Records Statute to the same extent as they would be if made on paper" (p. 2). Finally, the 



124 

policy of the University of Minnesota Twin Cities mentions the "Minnesota Government 

Data Practices Act" (p. 3). The University of Washington's policy did not mention state 

law generically, however it did provide specific references to the "Revised Code of 

Washington (RCW) - Laws passed by the State Legislature" (p. 1). Specifically, the 

policy specified "RCW 9a52.110 Computer trespass in the first degree; RCW 42.52.280 

Use of public resources for political campaigns; RCW 42.17.260 Documents and indexes 

to be made public; RCW 42.52.160 Use of persons, money, or property for private gain" 

(p. 1). Finally, the University of Washington mentioned the "Washington Administrative 

Code (WAC) - Rules and regulations for all state agencies", and specifically "WAC 292-

110-010 Appropriate and inappropriate use of state resources (revised 04/98)" (p. 1). 

The University of Iowa's policy followed a similar pattern to the previously 

mentioned policies, with an exception unique to all the policies. The policy mentions 

"state law" (p. 1), and also makes reference to ''Iowa Code Chapter 22, the Public (Open) 

Records Law" (p. 2). The policy also mentions "state criminal laws forbidding 

harassment (IC 708.7), exhibition of obscene materials to minors (IC 728.2), rental or 

sale of hard core pornography (IC 728.4), official misconduct (IC 721), computer crime 

(IC 716A)" (p. 4). However, in addition to those laws, the policy references "the 

EDUCAUSE Code of Software and Intellectual Rights" (p. 3). EDUCAUSE is a 

nonprofit professional association whose mission is to advance higher education by 

promoting the intelligent use of information technology (EDUCAUSE website, 2003). 

No other policy studied made reference to an outside agency or professional association's 

policy statement. 
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Federal Law 

In addition to mentioning generic and specific state laws, nine policies similarly 

mentioned federal law. The University of Missouri only mentions federal law generically. 

In contrast, the University of California Berkeley referenced "federal laws" (p. 1), and 

also delineated "U.S. Copyriglit Law" (p. 2). This is significant, because by definition, all 

copyright law is federal law. While many policies mentioned copyright law generically, 

this policy stands alone in specifically naming U.S. Copyright Law. In naming copyright 

law as "U.S. law", Berkeley may have wanted to reinforce copyrights law's "stature" as a 

federal law, which would not be taken lightly if broken. 

Ohio State University, the University of Minnesota Twin Cities and the 

University of Florida all mentioned federal law generically, and then mentioned the 

"Electronic Communications Privacy Act and the Computer Fraud and Abuse Act" (pp. 

2, 2, and 1, respectively). The University of Iowa's policy mentions "Titles VI and VII, 

Civil Rights Act of 1964, and Title IX, Educational Amendments of 1972" (p. 4). The 

University of Utah mentioned the Americans with Disabilities Act in three places in its 

policy. First, "ADA compliance" (p. 3) is mentioned generically, second, "ADA notice 

and alternative delivery" (p. 4) is included, and third "in accordance with the Americans 

with Disabilities Act, the information on this site is available in alternate formats upon 

request" (p. 5) is included as a recommended disclaimer. This policy also references the 

DMCA in three places. First. "Title II of the Digital Millennium Copyright Act 

("DMCA"), 17 U.S.C. § 512" (p. 4) is mentioned, second, "requirements of the DMCA" 

(p. 4), and third "provisions of the DMCA" (p. 4). In addition, the University of Utah's 



policy mentions the "Family Educational Rights and Privacy Act (FERPA)" (p. 5). The 

University of Virginia's policy made mention of the "Constitution" (p. 11), referring to 

the United States Constitution. Mention of the United States Constitution was unique to 

that policy. 

In summary, this category is significant in that it highlights the university acting 

in loco gubernaculum. In framing its policies in legalistic terms, the universities confirm 

their connection to the external legal environment. Sutton and Dobbin (1996) highlighted 

universities' increasing response to the external legal environment by observing their 

internal changes, such as the establishment of policies, offices, or positions to deal with 

potential legal action. The universities' computer use policies are another example of 

how the universities are becoming more legalistic, and as a result, potentially more 

punitive toward students. This will be demonstrated in the next category, "Enforcement 

Language". 

What is also striking about the policies is that there is a great deal of variety, and 

thus a lack of consistency among the policies, in terms of the laws on which they chose to 

focus, if any. While at the level of state laws there was some consistency among the 

policies, among the federal laws there was virtually no crossover. It is especially 

interesting that the DMCA is only mentioned by one policy, when it clearly applies to all 

of the universities in this sample. Copyright law seemed to be the most common federal 

law mentioned among the policies. It is likely that copyright law is also the area in which 

there is the greatest amount of litigation relative to universities. In addition, the 



127 

inconsistency within the policies in this category speaks to the lack of standardization of 

the policies, unlike the patent and copyright policies, as mentioned earlier. 

Enforcement Language 

Like the previous category, "Legalistic Language", this category contained 

extensive references in fourteen of fifteen policies. This category identifies language 

which casts the student user into the potential criminal, upon whose behavior the proper 

authorities will pounce when discovered. It contains admonitions and warnings as to the 

potential criminal and disciplinary consequences that may be levied on students. The 

enforcement language used in the policies implies a level of monitoring and surveillance 

that may be occurring to identify potential inappropriate, wrongful or illegal activity. This 

category is divided into three subcategories, encompassing the concept of enforcement in 

the policies. 

How policy will be enforced 

In this first of three subcategories, some of the policies described the processes or 

conditions under which enforcement of the policy would occur. In doing so, the policy 

sets the institution up as the enforcer, and the students as those to be disciplined. The 

policies are largely vague as to their descriptions of the conditions under which 

enforcement will proceed. 

The University of California Berkeley's policy states "files may be subject to 

search under court order" (p. 1). The University of Florida's policy reads "the university 

may require users of those resources [bandwidth, disk space, CPU time, or other limit] to 
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limit or refrain from specific uses if, in the opinion of the system administrator, such use 

interferes with the efficient operations of the system" (p. 2). The University of Wisconsin 

Madison's policy states '"regulations that govern personal conduct and use of University 

facilities also apply to the use of IT resources" (p. 1). 

Some policies, while appearing to provide more extensive detail regarding how 

the policy would be enforced, maintained an air of vagueness. For example, the 

University of Virginia's policy states "e-mail messages can sometimes be records that are 

subject to review with sufficient justification" (p. 2). However, the policy docs not go on 

to define exactly what constitutes "sufficient justification". Later in the policy, it slates 

"If ITC receives complaints regarding the content of such materials, it will refer the 

complaint to the appropriate disciplinary system within the University (or to the police 

for alleged violations of law), and it will cooperate with any resulting investigation in 

accord with the policies, procedures, and principles described or cited in this handbook" 

(p. 5). This sweeping statement allows the university great latitude should an 

investigation ensue, as it is not delineated what will and will not be revealed to the 

investigating body, or how the students' rights will be maintained. 

Other policies continue in this wordy but still broad description. For example, the 

University of Minnesota Twin Cities' policy states 

Alleged policy violations will be referred to appropriate University investigative 
and disciplinary units. For example, alleged violations by students may be 
directed to the Student Judicial Affairs office. The university may also refer 
suspected violations of law to appropriate law enforcement agencies. Depending 
on the nature and severity of the offense, policy violations may result in loss of 
access privileges, university disciplinary action, and/or criminal prosecution, (p. 
7) 

and. 
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When it becomes aware of violations, either through routine system 
administration activities or from a complaint, it is the University's responsibility 
to investigate as needed or directed, and to take necessary actions to protect its 
resources and/or to provide information relevant to an investigation, (p. 7) 

Consequences 

As a whole the policies spent a large amount of space discussing the 

consequences of misuse of the campus network. While specific consequcnces, such as the 

amount of potential jail time one might serve, were largely not enumerated by the 

policies, consequences in general terms occupied much of the policies. In doing so, the 

policies appear all the more ominous and authoritarian, as they assure the user there will 

be conscquences, however the exact nature of them is left unnamed. 

Five universities, the University of Virginia, the University of Michigan, the 

University of California Berkeley, Michigan State University, and the University of 

Florida, make extensive references to the consequences of violating their computer use 

policies. At the University of Califoniia Berkeley, the policy states "misuse of 

computing, networking, or information resources may result in the restriction of 

computing privileges. Additionally, misuse can be prosecuted under applicable statutes. 

Users may be held accountable for their conduct under any applicable University or 

campus policies, procedures, or collective bargaining agreements" (p. 1). Later, the 

policy refers directly to copyright law, yet the policy does not mention the DMCA 

elsewhere. The policy states 

Reproduction or distribution of copyrighted works, including, but not limited to, 
images, text, or software, without permission of the owner is an infringement of 
U.S. Copyright Law and is subject to civil damages and criminal penalties 
including fines and imprisonment, (p. 2) 
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The policy goes on to say 

Minor infractions of this policy or those that appear accidental in nature are 
typically handled informally by electronic mail or in-person discussions. More 

serious infractions are handled via formal procedures. Infractions by students may 
result in the temporary or permanent restriction of acccss privileges, notification 
of a student's academic advisor and/or referral of the situation to the Student 
Conduct Office. Offenses which are in violation of local, state, or federal laws 
may result in the restriction of computing privileges, and will be reported to the 
appropriate University and law enforcement authorities, (p. 3) 

It is interesting that the policy attempts to distinguish between minor and major 

infractions in terms of the consequences associated with each type of infraction, yet it 

does not specify what infractions are deemed minor or major. 

The University of Florida's policy mentions potential consequences, while again 

providing little detail as to the exact nature of the consequences. For example, the policy 

provides a warning to users, stating "users of university computing resources must 

comply with federal and state laws, university rules and policies, and the terms of 

applicable contracts including software licenses while using university computing 

resources" (p. 1). Returning to their own jurisdiction, the policy states, 

Users who violate this policy may be denied access to university computing 
resources and may be subject to other penalties and disciplinary action, both 
within and outside the university. Violations may be handled through the 
university disciplinary procedures applicable to the relevant user. (p. 2) 

In addition, the policy states 

The university may temporarily suspend, block or restrict access to an account, 
independent of such procedures, when it reasonably appears necessary to do so in 
order to protect the integrity, security, or functionality of university or other 
computing resources or to protect the university from liability, (p. 3) 
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It is notable that the policy gives mention to protecting university and its computer 

resources, but makes no mention of protecting its users or their rights, in terms of privacy 

or due process. Further, the policy reads 

The university may also refer suspected violations of applicable law to 
appropriate law enforcement agencies. The university, in its discretion, may 
disclose the results of any such general or individual monitoring, including the 
contents and records of individual communications, to appropriate university 
personnel or law enforcement agencies and may use those results in appropriate 
university disciplinary proceedings. Further limits may be imposed upon personal 
use in accordance with normal supervisory procedures concerning the use of 
University equipment, (p. 3) 

In this statement, the university assumes the power of deciding what information ought to 

be disclosed, and to whom. The university may be using its powers as an agent of the 

state to assume discretionary power over infomiation and disclosure. 

The University of Michigan's policy makes similar statements to the two 

previously mentioned policies. The policy generally states "all uses inconsistent with 

these objectives are considered to be inappropriate use and may jeopardize further access 

to services" (p. 1). The policy goes on to say 

Violations of any of the above guidelines are certainly unethical and may be 
violations of University policy or criminal offenses. Confirmation of 
inappropriate use of University of Michigan technology resources may result in 
termination of access, disciplinary review, expulsion, termination of employment, 
legal action, or other disciplinary action, (p. 3) 

In addition, the policy states "the University cannot and will not extend any protection to 

you should you violate the policies of an external network" (p. 3 ). In this statement, the 

university identifies itself as an enforcer, but freely admits they are not protectors of 

students' rights. 
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The University of Virginia also makes frequent mention of consequences of 

violating their computer use policy. For example, the policy states "irresponsible 

behavior can jeopardize both your computing privileges and your University career" (p. 

1). Next, the policy states "electronic mail messages that carry threats to persons or their 

immediate families may be prosecuted and punished as felonies under Virginia law" (p. 

4). This statement identifies the university as allied with state government, illustrating the 

university is an arm of the state. Later, the policy states "any individual who reproduces 

and/or distributes copyrighted material without permission and in excess of "fair use" 

may be at risk for the penalties of copyright infringement" (p. 6), and "at the University 

of Virginia, unauthorized use of software is a serious matter. Any such use is without the 

consent of the University and is subject to disciplinary action" (p. 7). The policy then 

makes a sweeping statement, saying "know that local, state, and federal laws and 

regulations pertain to computing activities wherever appropriate -- laws that deal with 

fraud, forgery, harassment, extortion, gambling, threats, copyright, obscene content, 

among others. Violators may be prosecuted" (p. 8). 

Subsequently, the university continues to elaborate on consequences. For 

example, the policy states "students who do these things at the University of Virginia 

may lose computing privileges and be subject to suspension or expulsion from the 

University. They might even be subject to prosecution under state and federal laws" (p. 

8). Again, on the next page, the policy states "in almost every instance, such behavior 

violates the law, and, in every instance, it violates University policy. Consequences are 

severe" (p. 9). Further, the policy states "any misuse of your equipment through your 
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neglect in providing safeguards may be reason to deny access for your equipment to our 

network" (p. 10). Finally, the policy reiterates "any student alleged to violate such 

policies will be subject to full disciplinary action within the Undergraduate and Graduate 

Student Judicial System, up to and including loss of computing accounts and access, 

suspension and/or expulsion" (p. 11). In this case, some detail is mentioned, such as 

expulsion. However, the exact process by which such matters are decided is not clear in 

the policies. 

Michigan State University devoted an entire category to the topic of enforcement. 

In their "Enforcement and Adjudication" category, a variety of topics were covered. First, 

however, after stating who would be responsible for conducting any investigations, the 

policy states "the investigation of alleged or suspected non-compliance with this ruling is 

to be conducted with due regard for the rights of all Users, such as the rights to privacy 

and intellectual property" (p. 5). In contrast to other policies that only discussed the rights 

of the university, this policy specifically highlights users' rights. In addition, the policy 

states "cessation of service, whether by network disconnection or disablement of log-in 

capability, shall be utilized in preference to file inspection when remedying or 

investigating instances of alleged disruption" (p. 5). Again, the policy is indicating 

support for the privacy of the individual over the absolute right of the university to 

inspect files. 

Michigan State University's policy goes on to describe consequences of misuse as 

did the other previously mentioned policies. For example, the policy states "when an 

instance of non-compliance is suspected or discovered in a computing system or network 
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established by a department, college or other administrative unit, a unit administrator 

(typically the System Sponsor) shall proceed in accord with Section 5.6.3 of Academic 

Freedom for Students at Michigan State University" (p. 5). In addition, the policy reads 

Internal disciplinary action may be appropriate in some cases of non-compliance 
with this ruling. Relevant General Student Regulations include 1.05, 1.06, 2.02, 
2.04, 4.03, 4.06, and 5.02; allegations are adjudicable under Article IV of 
Academic Freedom for Students at Michigan State University. Disciplinary issues 
concerning students, faculty, or staff should be discussed with the Vice Provost 
for Computing and Technology before action is taken, in the interests of 
consistency of treatment, (p. 6) 

Last, the policy states "criminal or civil action against faculty, staff, or students may be 

appropriate in some instances" (p. 6). 

While the above four universities spent a great deal of time discussing 

consequenccs, the following universities did mention consequences, but not to the extent 

mentioned above. For example, the University of Iowa's policy states "violations may 

result in University disciplinary action or referral to appropriate external authorities" (p. 

1). Similarly, the University of Missouri's policy states "violation of the Acceptable Use 

Policy may result in a denial of access to University computer resources, and those 

disciplinary actions provided or authorized by the Collected Rules and Regulations of the 

University of Missouri" (p. 2). In addition, the University of Washington's policy states 

"remember that inappropriate use of these computing resources can result in a loss of 

access to them" (p. 1). 

At the University of Minnesota, the policy states "unauthorized access, 

manipulation, disclosure, or secondary release of such information constitutes a security 

breach, and may be grounds for disciplinary action up to and including termination of 
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employment" (p. 5). In addition, the policy reads "depending on the nature and severity 

of the offense, policy violations may result in loss of access privileges, university 

disciplinary action, and/or criminal prosecution" (p. 7). These two statements, while 

brief, are rather sweeping, and provide little clarification as to exactly what sanctions 

await someone who violates the computer use policy. 

Ohio State University's policy simply states "users who violate this policy may be 

denied access to university computing resources and may be subject to other penalties 

and disciplinary action, both within and outside the university" (p. 3). In addition, the 

University of Wisconsin Madison's policy states "'violation of University rales goveming 

appropriate use of IT resources may result in loss of access privileges. University 

disciplinary action, and/or criminal prosecution" (p. 2). Also, Texas A&M's policy states 

"failure to fulfill these responsibilities may lead to the cancellation of your computer 

account(s), other disciplinary action by the university and/or referral to legal and law 

enforcement agencies" (p. 1). 

The University of Utah's statements regarding consequences related directly to 

copyright issues. For example, the policy states "the University will terminate the service 

of any user who repeatedly infringes the rights of copyright owners. The University's 

Designated Agent will make efforts to notify the Web Site Owner of the allegation of 

infringement and secure voluntary take-down of the work, or disable access to the work." 

(p. 4). A final reference to copyright indicates "the policies and procedures for 

enforcement set forth in the University Information Resources Policy (PPM 1-15, Section 

V.D) are incorporated by reference here" (p. 7). It is interesting that the University of 



Utah's only mention of consequences dealt directly with copyright. In addition, 

elsewhere in the policy, the DMCA is referenced, as was previously mentioned elsewhere 

in this coding. Clearly, copyright is an area of concern and focus for the university. 

Whom is involved 

The majority of the policies mentioned some form of enforcement. It is also 

important to mention the players involved in the enforcement of the policy. As in other 

content areas of the policies, there is a great deal of variety as to the players involved in 

the enforcement process. This subcategory refers to the players within the university who 

may be called upon to enforce the computer use policy. While some outside law 

enforcement agencies were referenced generally in some cases, in all cases specific 

professional titles within the university were named as those who would coordinate 

enforcement with outside agencies. While there was considerable variety, there was also 

some crossover among the universities. 

Ten universities' policies made mention of a specific professional or office of 

administration who would adjudicate offenses. System administrators, managers, or 

sponsors were mentioned five times within the policies. The Office of Student Judicial 

Affairs was mentioned four times in the policies. The Chief Information Officer and the 

Vice Provost for Computing and Technology were each mentioned once in the policies. 

The Office of the General Counsel was mentioned twice in the policies. The University 

Police Department was referenced twice in the policies. Generic schools, colleges, and 

academic units as individuals were mentioned three times in the policies. 
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In addition to the individual professionals and offices mentioned above, 

miscellaneous staff and university officials were also mentioned in the policies. Rather 

nebulously, yet signi ficantly, both "the University" and "University officials" were 

named. In other words, this casts the university administration as a unified whole in terms 

of enforcement, where any member of the administration could theoretically serve as an 

enforcement "officer" of sorts. Similarly, one policy stated "an administrator" could 

enforce the computer use policy. "Appropriate university officials" was another 

designation used in terms of enforcement. Perhaps the most vague "professionals" named 

in the enforcement portions of the policies was a policy's use of "others" as a sweeping 

end to a listing of other university officials responsible for enforcement. "A supervisor or 

principal investigator" was a more specific professional title used in a policy to designate 

an enforcement official. 

In summary, fourteen of the fifteen policies mentioned enforcement extensively. 

The large amount of space dedicated to enforcement and its related activities appears to 

indicate a desire on the part of universities to police their computer networks. References 

to enforcement were more abundant than any other coding category studied. The 

university, operating in loco guhernaculuni, appears to express its willingness to exert its 

power over individuals through its governance of the campus network, fulfilling its role 

as a repressive state apparatus (RSA) (Althusser, 1971). 

Althusser differentiated between ISA's and RSA's. While repressive state 

apparatuses exert economic force over the working class in a capitalist system, ISA's 

exert the mling class' ideological force over the working class. Both ISA's and RSA's 
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contributed to the reproduction of the modes of production, but through different means. 

ISA's accomplished this through ideological force, and RSA's achieved this by violence 

or coercion through the courts, prisons, or police. There were a number of ISA's in 

operation. The Church was identified as the first and most dominant ISA, and over time 

its ideological power was devolved to a number of other institutions that were once 

embedded in the Church, such as the Family or even the Theatre (Ibid, p. 143). 

However, Althusser identified the educational ideological apparatus as the 

dominant system that has taken over for the Church as the primary ISA within capitalist 

societies. Further, he claims that where the Family was once ideologically coupled with 

the Church, the Family is now coupled with the School {Ibid, p. 146). This particular 

coupling of Family and School is reminiscent of the notion of in loco parentis that was 

once the ruling ideology of college campuses. I would argue that while the university 

serves as an ISA, it also serves as an RSA through its computer use policies, as it aligns 

with the state via the courts and even outside law enforcement. 

Through the computer use policies' heavy use of enforcement language, the 

ideology of the ruling class (i.e., the external corporate and regulatory environment) can 

continue to be reproduced and enforced. In tum, students, staff, and faculty continue to be 

subjects of the policy and by proxy, the ideology and enforcement of the reigning 

administration. 

Whether Policy Instructs to Report Misuse 

Enforcement language within the policies does little to illuminate the mechanism 

used to carry out the policy's requirements. In this category, the concept of in loco 
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guhernaculum becomes apparent. In other words, by instructing its users to report 

misuse, the university is employing its students in its taw enforcement activities. 

Seven universities did not instruct its users to report misuse. The universities that 

did not make mention of where to report misuse were the University of Illinois Urbana 

Champagne, Michigan State University, the University of Missouri, the University of 

Washington, Ohio State University, the University of Wisconsin Madison, and the 

University of Utah. However, this is not to say they did not make any mention of 

enforcement activities elsewhere in the policy. In fact, every university's policy discussed 

enforcement of its policy in some manner, as mentioned above. However, only nine gave 

specific directives on how and when to report misuse of the university network. 

The University of California Berkeley's policy instructs users to "report misuse of 

campus electronic communication resources" (p. 4). The University of Minnesota Twin 

cities instructs "users are responsible for; reporting possible policy violations to the 

appropriate entities listed in this document" (p. 6). The University of Florida's policy 

gives an email address where users can direct reports of misuses. Texas A&M's policy 

instructs users on two fronts. First, it tells users to "report improper use of computing 

resources and facilities" (p. 1), and in addition, it specifies "report any incidents of 

harassment using university computing resources and facilities" (p. 2). The University of 

Virginia's policy states 

Unfortunately computer abuse, malicious behavior, and unauthorized account 
access do happen. Should any of these things happen to you, report them to ITC, 
your system administrator or other appropriate University authority. Computing 
resource abuse should be reported to the electronic mail address 
abuse@virginia.edu. (p. 10) 

mailto:abuse@virginia.edu
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The University of Michigan gives a more forceful directive in saying "you are 

expected to report information you may have concerning instances in which the above 

guidelines have been or are being violated" (p. 3). In addition, Michigan has an entire 

category entitled "Reporting Incidents" (p. 3). Going into more detail, the policy states 

In general, reports about violations of these guidelines should be directed to the 
administrative school, college, or unit for the system involved. At the College of 
Engineering, contact CAEN Security. For services provided by ITCS, contact the 
IT User Advocate (ITUA). If possible, please forward a copy of any information 
relevant to the incident you are reporting. If you are unsure where to report the 
problem, please contact the IT User Advocate. The Advocate with redirect the 
incident to the appropriate person(s) for action or will handle it directly, (p. 4) 

The University of Iowa's policy is quite detailed. The policy states 

Reports of apparent violations of the policy may be made to Information 
Technology Services, Health Care Information Systems, to an employee's 
supervisor or, in the case of a student, to the Office of the Vice President for 
Student Services. Where violations of law are alleged. University Public Safety or 
the Office of General Counsel should be contacted. Good faith disclosures of 
University-related misconduct are protected by the anti-retaliation policy (see II-
11). (p. 5) 

The University of North Carolina Chapel Hill is also detailed in its description of where 

to report misuse. The policy states 

ATN Security Services (http://help.unc.eda'security) is the principal contact for 
security matters. Other staff may be designated to deal with particular situations. 
Security incidents or concerns may be reported to any ATN staff member. In the 
event of a security incident, affected users and connected network sites will be 
notified, ATN will make every effort to correct the security vulnerability, and data 
will be restored if possible and nccessary. (p. 3) 

In summary, there was a great deal of consistency among the policies who 

advised students to report misuse. Continuing with the concept of the RSA, this category 

involves engaging one's own students or others in the enforcement of the policy's rules. 
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At once, the policy aligns the reporter of the misuse with the administration, while it 

maintains a separateness by continuing to subject the reporter to the same rules. 

Monitoring 

In keeping with the in loco giibernaculum construct, the policies were analyzed 

for evidence of monitoring or surveillance language on the part of administrators. In 

some policies, monitoring was mentioned in terms of not allowing students to monitor 

others' email accounts or other online activities. This analysis will focus on monitoring 

by administrators. Eleven policies made mention of their monitoring practices. However, 

the law is not clear to date as to whether universities are obligated to disclose their online 

monitoring practices within policies. If monitoring is mentioned within the policies, it is 

mentioned in varying degrees. In this category, three subcategories emerged to further 

detail the concept of monitoring within the policies. 

Content of Monitored Information 

In this first of three subcategories, what constitutes the object or objects that are 

monitored is identified. In this case, monitoring may refer to sporadic or continuous 

observation, however I am also regarding monitoring as accessing, inspecting or viewing 

documents, files, or online accounts. There was variety among the policies as to what 

would be monitored. All policies that mentioned monitoring identified what would be 

monitored. One university did mention monitoring, however it was not in terms of 

student surveillance. The University of Utah's policy states "webmasters are encouraged 

to monitor the activity and timeliness of information presented in University Web sites 



142 

under their control" (p. 7). This solitary mention of monitoring behavior in the University 

of Utah's policy is an aberration from the remainder of the policies, whose mention of 

monitoring behavior was restricted to monitoring activity online. 

The University of California Berkeley identified "files", "user files", and "files or 

accounts" (p. 1) as items that could be accessed by system administrators. The University 

of Minnesota Twin Cities identified "files" as subject to monitoring, however it also 

mentioned "contents of individually assigned accounts and personal 

communications" (p. 6). In addition, "system resource usage" (p. 7) and "university 

resources under [the CIO's] control" (p. 8) were also mentioned as possible objects 

subject to monitoring. At Michigan State University, only "computing facilities" are 

subject to monitoring (p. 1), however "only" could be perceived as an all encompassing 

term, and what constituted "computing facilities" was not expressly defined in the policy. 

A unique pattern is formed within the policies at the University of Florida, the 

University of Virginia, Ohio State University and the University of Iowa. In all of these 

policies, monitoring is downplayed as something that is not a routine practice, however 

the practice will be employed if there is cause to do so. The University of Florida and 

Ohio State University's policies are identical to each other. The University of Iowa's 

policy differs from the two policies by a few words (see Table 6). Only few words 

distinguish the policies' statements from one another, indicated by underlining. The 

University of Florida's policy also identified "the activity and accounts of individual 

users of university computing resources, including individual login sessions and the 

content of individual communications" (p. 3) as a potential source of monitoring. Ohio 
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State University's policy also lists "the activity and accounts of individual users of 

university computing resources, including individual login sessions and communications" 

as a potential source of monitoring (p. 4). as The University of Iowa's policy identified 

that it may inspect "files or monitor usage" (p. 2), and that "a supervisor or principal 

investigator may find it necessary to retrieve a file of assigned work" if an employee is 

not available to provide the necessary information. 

Table 6 
Comparison of Policy Wording for Three Universities 

University of Florida While the university does not routinely 
monitor individual usage of its computing 
resources, the normal operation and 
maintenance of the university's computing 
resources require the backup and caching 
of data and communications, the logging of 
activity, the monitoring of general usage 
patterns and other such activities that are 
necessary for the rendition of service, (p. 3) 

University of Iowa While the University does not routinely 
monitor individual usage of its computing 
resources, the normal operation and 
maintenance of the University's computing 
resources require the backup of data and 
communication records, the loeaing of 
activity, the monitoring of general usage 
patterns, and other such activities that are 
necessary for the rendition of service, (p. 2) 

Ohio State University While the university does not routinely 
monitor individual usage of its computing 
resources, the normal operation and 
maintenance of the university's computing 
resources require the backup and caching 
of data and communications, the logging of 
activity, the monitoring of general usage 
patterns, and other such activities that are 
necessary for the rendition of service, (p. 4) 
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Other policies followed similar patterns, in that the policy would state that it was 

not a typical practice to monitor computer usage, however it would be done nevertheless, 

when the university felt justified in doing so. For example, the University of Michigan's 

policy states "service providers are not responsible for policing user activity. However, 

when they become aware of violations, either through the normal course of duty or by a 

complaint, it is their responsibility to initiate an investigation" (p. 3). It is unclear how 

one's "normal course of duty" would ultimately lead to the inadvertent awareness of a 

violation of the policy. 

The University of Missouri's policy states "electronic information on University 

networks or equipment, including, but not limited to, electronic mail and personal 

information, is subject to examination by the University" (p. 1). The university does place 

qualifiers on what circumstances allow for such an examination, and these will be 

detailed in the next subcategory. The University of North Carolina Chapel Hill's policy 

indicates that their computer network staff may monitor "the operation of computers and 

networks in their domain" (p. 3). Finally, the University of Virginia's policy indicates 

"the content of email files associated with your account" may be monitored in "specific 

circumstances" (p. 3 ). In addition, "any files, including email messages" may be 

monitored, should they be discovered in the process of conducting other routine checks of 

the system, as it was with the University of Michigan above. Even after these statements 

were made in the University of Virginia's policy, the policy states on page five, "as a 

neutral provider of computing services and access to the Internet, ITC does not review in 

advance or monitor the content of any materials transmitted, received, pubhshed or stored 
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on or otherwise available through its systems." The policy does go on to state that if a 

complaint is identified, the university will refer the matter to disciplinary or law 

enforcement officials and will cooperate fully with an investigation should one ensue. 

Circumstances Surrounding Monitoring 

All universities whose policies made mention of monitoring content additionally 

contained conditions under which monitoring would occur. By doing so, the university is 

exerting its ownership over that which is done on the university network. It casts the 

university as an oversight agency, much like a government would be in regulating 

potentially illegal activity. This reinforces the notion that universities are acting in loco 

gubernaculwn with regard to how it treats information and behavior on its network. 

In mentioning the conditions of monitoring, most universities began their 

description by saying they do not typically monitor activity. However, they do go on to 

list conditions that will initiate their monitoring or inspection of an individual account or 

broad network activity. In other words, the universities do, in fact, monitor their network 

or specific users' accounts. However, the universities want to come across as generally 

non-invasive and non-governmental, even though they are acting as such by initiating any 

monitoring of accounts. 

The University of Florida, The University of Iowa, the University of Michigan, 

Ohio State University, the University of Virginia, the University of Missouri, and the 

University of Minnesota Twin Cities all stated they do not routinely monitor network 

activity, except under ccrtain circumstances. For example, the University of Florida's 

policy states they will monitor individual users' accounts 
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When the user has voluntarily made them accessible to the public, as by posting 
to Usenet or a Web page; it reasonably appears necessary to do so to protect the 
integrity, security, or functionality of university or other computing resources or 
to protect the university from liability; there is reasonable cause to believe that the 
user has violated or is violating this policy; an account appears to be engaged in 
unusual or unusually excessive activity; or it is otherwise required or permitted by 
law. (p. 3) 

The policy also indicates "in cases when unauthorized use of accounts or resources is 

detected or suspected" (p. 2), the university may limit or suspend network privileges. 

Ohio State University's policy mirrors the University of Florida's policy, with a minor 

addition of phrasing to explain how it has been determined an account is in possible 

violation of the policy, indicated in bold. The policy states monitoring will occur without 

notice 

When (a) the user has voluntarily made them accessible to the public, as by 
posting to Usenet or a web page; (b) it reasonably appears necessary to do so to 
protect the integrity, security, or functionality of university or other computing 
resources or to protect the university from liability; (c) there is reasonable cause 
to believe that the user has violated, or is violating, this policy; (d) an account 
appears to be engaged in unusual or unusually excessive activity, as indicated by 
the monitoring of general activity and usage patterns; or (e) it is otherwise 
required or permitted by law. (p. 4) 

The University of Iowa indicates they may inspect or monitor usage "when there 

is probable cause to believe a user has violated this policy" (p. 2). The University of 

Missouri also states monitoring is conducted "it is necessary to maintain or improve the 

functioning of University computing resources; where there is a suspicion of misconduct 

under University policies, or suspicion of violation of Federal or State laws; or it is 

necessary to comply with or verify compliance with Federal or State law" (p. 1). The 

University of Michigan's policy states no policing will occur, however "when they 

become aware of violations, either through the normal course of duty or by a complaint, 
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it is their responsibiUty to initiate an investigation" (p. 3). The University of Minnesota 

Twin Cities' policy indicates they will not examine content except "(1) as required for 

system maintenance including security measures; (2) when there exists reason to believe 

an individual is violating the law or University policy; and/or (3) as permitted by 

applicable policy or law" (p. 6). 

In addition to indicating general statements were made within the policies to 

indicate other conditions that could warrant the use of monitoring. At the University of 

California Berkeley, the policy states "files may be subject to search under court order" 

(p. 1). In addition, the policy states user files may be accessed "as required to protect the 

integrity of computer systems" (p. 1). Further, the policy gives authority to personnel to 

inspect files or accounts "that are suspected of unauthorized use or misuse, or that have 

been corrupted or damaged" (p. 1). 

The University of Virginia's policy states that email messages may be reviewed 

"with sufficient justification" (p. 2). In addition, the policy indicates "officials overseeing 

the University's disciplinary processes may rule that e-mail or other files are evidence 

that may be reviewed as part of investigations" (p. 2). It is of interest that email can be 

deemed as "evidence" before an investigation ensues. This designation is consistent with 

Bijker (1995) and Shields' (1997) theories on technological artifacts, in which 

technological objects are created and modified within society and are continuously re

interpreted and re-framed. In this case, email is cast as "evidence". The policy also states 

"university procedures allow ITC's system administrators to view and modify any files. 
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including e-mail messages, in the course of diagnosing or resolving system problems and 

maintaining information integrity" (p. 4). 

Information Sharing Practices 

The last of the three subcategories deals with the players involved in monitoring 

practices. It is important to know who is and is not involved in any chain of command 

with regard to information. The chain of command for information sharing and the 

initiation of any monitoring reveals the extent to which the university is acting in loco 

gubernaculum. For example, the lack of student involvement in investigations or 

monitoring practices indicates a clear separation between the students as constituents and 

the administration as the authority. 

There appears to be a select group of individuals that are authorized to conduct 

monitoring, according to the policies analyzed. "System administrator" was mentioned by 

four policies as an authorized official who may conduct system monitoring. Similarly, 

"facility staff was mentioned by one of the policies. The Chief Information Officer or 

their designee was mentioned by two policies. More nebulously, "appropriate University 

officials" (p. 2) was mentioned by the University of California Berkeley as authorized to 

access or examine files. Authorization to conduct monitoring had to come from "a higher 

administrative authority working in conjunction with General Counsel to examine 

content" (p. 3) at the University of Michigan. University counsel was also mentioned by 

the University of Iowa's policy, as well as the University of Florida's policy mentioning 

"the Provost in consultation with the Office of the General Counsel" (p. 3). 
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Subsequent to the authorization of monitoring to occur, investigations of 

suspected wrongdoing ensue, with the cooperation of another select group. "Appropriate 

law enforcement agencies" and "appropriate university personnel or law enforcement 

agencies" (p. 3) were mentioned in the University of Florida and Ohio State University's 

policy regarding the manner in which suspected violations would be handled. 

"Appropriate authorities" (p. 4) were designated in the University of Virginia's policy. 

The mention of monitoring practices in the policies mentioned above is indicative 

of the university utilizing a digital panopticon to monitor students' and others' online 

activities. This digital panopticon clarifies the power the university possesses over its 

students through its computer use policies and its monitoring techniques. The policies 

acknowledge the universities' role in surveilling students' activities online, while not 

always being specific as to when or how monitoring will occur. As a result, the students 

operating "within" the digital panopticon may self regulate their online behavior, while 

administrators can express their power through the campus network as observers within 

the digital panopticon. This power secures the universities' place within a corporatized 

higher education system where personal accountability and efficiency are increasingly 

making their way into the value system of higher education, perhaps at the expense of the 

free exchange of knowledge. 

Mention of Privacy 

Privacy is not given the kind of attention in the policies as are other issues, such 

as enforcement. In addition, the ways in which privacy is discussed among the policies 

are strikingly different, with a few exceptions. The most notable exception is that several 
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policies indicated privacy cannot be assumed or guaranteed when one is using the 

campus network. 

Assumption of Privacy 

The University of Florida's policy states "the university cannot guarantee security 

and confidentiality" (p. 1). In addition, the policy states "users should also be aware that 

their uses of university computing resources are not completely private" (p. 3). The 

University of Iowa makes an identical statement to the one previously mentioned 

regarding use of computing resources. Ohio State University makes a similar claim. The 

University of Iowa also goes on to state 

Users should be aware that their right to privacy in electronic records may be 
subject to the University's obligation to respond to subpoenas or other court 
orders, reasonable discovery requests, and requests for documents pursuant to 
Iowa Code Chapter 22, the Public (Open) Records Law. (p. 2) 

The University of North Carolina Chapel Hill makes no promises conceming the 

privacy of its own network, however it does state "the University considers static digital 

files and dynamic digital streams to be private and does not disclose their contents except 

as directed by University counsel. Information sent to or through another location (e.g., 

email) is subject to the policies of other institutions, which may or may not consider such 

information private" (p. 2). The University of Minnesota Twin Cities informs users that 

they should be "aware that although the University takes reasonable security measures to 

protect the security of its computing resources and accounts assigned to individuals, the 

University does not guarantee absolute security and privacy" (p. 6). 
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Concerning email, the University of Virginia's policy states "the privacy of your 

email is not guaranteed" (p. 3). In addition, the policy adds "the array of storage locations 

is another factor making the confidentiality of your email conditional" (p. 3). Finally, the 

policy states "they are like postcards in that others might view the messages in transit or 

those left in plain view" (p. 3), and "realize that University policy and secure passwords 

provide good but not complete assurance of the privacy of your email messages. When 

the privacy of a message is of the utmost importance, only a person-to-person 

conversation may be sufficiently secure" (p. 4) regarding email. More broadly, the 

university policy states 

You will be wise to remember the very public nature of information you 
disseminate on the Internet through the World Wide Web. Information in a home 
page is published and available to everyone who can get to the Web. You must 
not assume that your information is restricted to only a close circle of friends, or 
even the University of Virginia community. You must assume that others will 
know how to find and view unlinked files that you store in your public web 
directory, (p. 6) 

Similarly, the University of North Carolina Chapel Hill's policy states "the University 

expects members of the faculty, staff, and student body to become familiar with 

individual and institutional responsibilities to protect confidential information and with 

the risks to privacy inherent in digital technologies" (p. 3). 

Invading Privacy 

Privacy was also discussed as a right to which each individual was entitled. 

Several policies indicated that privacy was not to be tampered with or invaded by others. 

For example, the University of Iowa's policy states "inappropriate uses include, without 

limitation, invading the privacy of another's files or otherwise gaining unauthorized 
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shall not break into another user's electronic mailbox or read someone else's electronic 

mail without his/her permission" (p. 2). Michigan State University's policy states "all 

users must respect the privacy and usage privileges of others, both on the MSU campus 

and at all sites reachable by MSU's external network connections" (p. 3). The University 

of Virginia's policy more strongly states "such outlaws (both within our community and 

outside it) invade the privacy of others" (p. 8). 

The University of Virginia's policy also states "good Internet citizens respect one 

another's privacy" (p. 9). Other policies followed with descriptions of appropriate 

citizenship with regard to privacy. The University of Michigan's policy states "respect 

the privacy of others" (p. 2). In addition, Ohio State University's policy states 

Respect the privacy of other users and their accounts, regardless of whether those 
accounts are securely protected. Again, ability to access other persons' accounts 
does not, by itself, imply authorization to do so. Users are responsible for 
ascertaining what authorizations are necessary and for obtaining them before 
proceeding, (p. 3) 

In summary, twelve universities' policies made some mention of privacy. 

However, privacy was not discussed to the same extent as laws or enforcement. Privacy 

was largely discussed in terms of its absence. Specifically, the policies generally 

attributed a lack of privacy online as a fault of the Internet, rather than to some internal 

practice at the university. The Internet was cast as inherently not a private space, and 

students were to utilize it with this knowledge. In addition, one's privacy essentially 

ended where an outside request, such as a subpoena, began. Privacy was generally not 

held as a right to which students were entitled while using the campus network. 
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The concept of the digital panopticon is applicable to this discussion of online 

privacy. Students are told through the policies that their privacy can not be guaranteed, 

and that their privacy is especially in jeopardy when an outside request for information is 

filed with the university, as in the case with a subpoena. As a result, a system is set up 

where students self-monitor, having been made aware of the potential for monitoring and 

that the network space is inherently semi-private. 

Summary 

With the increased integration and reliance on technology on university 

campuses, it is important to examine how the academic climate might be affected by how 

policies governing its use arc written. Specifically, it is important to consider how 

technology is defined or framed by the policy, what outside legal influences may be 

working in concert with the policy, how privacy is discussed in the policy, and whether 

monitoring will take place. In looking at the language of the policies, all of these issues 

were addressed in varying degrees. However, there is little internal consistency among 

the policies examined, despite the similarities the institutions behind them possess, in 

terms of their status as public universities. 

This inconsistency may be due in part to the relative lack of case law currently in 

existence, which tends to significantly influence state universities' policy directions, just 

as it does their internal workings (Sutton and Dobbin, 1996). In other words, if there were 

landmark cases in existence regarding a fundamental issue such as privacy online, 

perhaps there would be greater consistency among the policies. Instead, the policies err 

on the side of vagueness, potentially awaiting news from the legal realm as to the 
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direction the policies should go. The policies seemed to indicate a tendency to defer to 

any legal authority. As a result, the policies may changc in response to some action 

within the legal community. 

Another distinct possibility that could explain the inconsistencies among the 

policies, especially in the area of privacy, is that institutions tend to attempt to mimic one 

another, especially in times of uncertainty, a condition technology readily supplies. 

DiMaggio and Powell (1983) called this process institutional isomorphism. Isomorphic 

behaviors can be coercive, mimetic, or normative {Ibid). In this case, mimetic 

isomorphism may be at work, in that universities often look to their peers for guidance in 

what action to take on a particular decision. Specifically, mimetic isomorphism is often 

adopted when there is uncertainty surrounding an impending change within the 

organization (Ibid). In the market economy in which universities operate, institutional 

isomorphism becomes especially powerful. Institutions want to remain competitive, 

while not coming across as maverick. By mimicking the actions of other institutions, 

especially in the area of technology adoption and the subsequent policies that emerge, 

universities can potentially maintain their market share while maintaining hegemony 

among its peers. In the process of mimicking one another, institutions may undergo 

policy changes, leading to inconsistencies until a consensus can be reached. 

In addition to the inconsistencies between the policies, especially in the privacy 

area, the policies illustrated the status of their universities as educational state 

apparatuses, a form of ISA's and repressive state apparatuses through their policies. 

Utilizing legalistic language, such as quoting external statutes and laws, contributed to 
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describing their status as RSA's. Through their legalistic language and especially their 

reference to external laws, their relationship to the state was cemented. In other words, 

the policies illustrated that the universities are acting in loco gubernaculum to carry out 

the legal mandates of the state. In addition, the policies are attempting to communicate 

the state's ideology, thereby securing its place in a superior stratum to those served by the 

policy. 

Last, the policies made significant statements regarding the social constmction of 

technology. In creating a policy to manage their technology, universities are attempting to 

make meaning out of that technology. In doing so, universities establish the technology 

as a boundary object (Star & Griesemer, 1989) between undergraduate students and the 

administration. A boundary object is defined as; 

An analytical concept of those scientific objects which both inhabit several 
intersecting social worlds and satisfy the informational requirements of each 
them. Boundary objects are objects which are both plastic enough to adapt to local 
needs and the constraints of several parties employing them, yet robust enough to 
maintain a common identity across sites. They are weakly structured in common 
use, and become strongly structured in individual-site use. These objects may be 
abstract or concrete. They have different meanings in different social worlds but 
their structure is common enough to more than one world to make them 
recognizable, a means of translation. The creation and management of boundary 
objects is a key process in developing and maintaining coherence across 
intersecting social worlds, (p. 393) 
Technology may have a "common identity" {Ibid.) across students, 

administrators, academic professionals, and academics. However, each may define it 

differently and interact with the technology according to their definition as well as their 

needs. Computer use policies may be an attempt by the university to attach their 

meanings to the technology, and define the boundaries about which students may tread. 
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While some universities attempted to assert their neutrality in relation to 

technology (e.g.: the University of Virginia stating they served as "a neutral provider"), 

the policies largely attempted to frame the technology. In other words, the policies 

identified technology as an artifact with politics embedded within it (Winner, 1986; 

Bijker, 1995). A digital panopticon even emerged from analyzing how privacy and 

monitoring were discusscd within the policies. The campus networks were not as benign 

or as neutral as the policies may have liked them to have come across. Instead, the 

policies constructed a reality of what that university regarded as important, in terms of 

how technology was to be seen and used by students. 

These policies represent an attempt by universities to exert control over an entity 

that some believe ought to be ungovemed and uncontrolled. In governing their networks, 

the policies are presenting a microcosm of how students' basic rights are consequently 

negotiated. In addition, the policies are implicitly stating that knowledge is no longer free 

in this medium. Instead, knowledge and its acquisition have limitations imposed through 

the policies. However, according to Reidenberg (1995), the government "should not 

intervene in the marketplace of ideas in the absence of compelling needs". 
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CHAPTER V; COURT CASES 

Introduction 

This chapter will present an analysis of court cases related to technology, online 

privacy and public school or university campuses. Some of the cases presented will be 

from universities, however some will be from the secondary school level. The rulings in 

both arenas tend to affect each other in terms of resultant policies and procedures. Often, 

rulings made at the secondary school level will make their way into practices at the 

university level, and vice versa. 

It is important to recognize that in the law, issue recognition is the first step in a 

court's process for generating a ruling. In other words, the issue at hand is paramount to 

the parties bringing the issue to the court. As a result, the setting in which the complaint 

occurs is not a primary consideration of the court. Instead, the courts consider the issue 

brought before the court first, and consider the setting secondary to the issue. For 

example, a party may bring a search and seizure issue before the court. First, the court 

will weigh the merits of the issue at hand, as presented by the complainant, and rule on 

that basis. In their analysis, the court may then apply it to the setting in which the search 

and seizure occurred. 

In T.L.O., a high school student was found to be smoking in a lavatory by her vice 

principal. The principal searched the student's purse and discovered marijuana and 

associated paraphernalia, including a large sum of money and a list of students who owed 

the student money T.L.O. at 325. The student confessed she was selling the drug at 
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school. The evidence was turned over to the police and the police issued a delinquency 

petition against the student. The student motioned the court to suppress the evidence and 

confession pursuant to a Fourth Amendment violation. Ultimately, this case reached the 

United States Supreme Court on whether the student's Fourth Amendment rights were 

violated. The court ruled in favor of the school, indicating the vice principal was entitled 

to conduct the search based on his role as a principal, and T.L.O.'s Fourth Amendment 

rights were not violated. In addition, the court indicated that the school setting allows for 

a lesser burden of the reasonableness of the search when searches are conducted by 

school officials, as their primary obligation is to maintain a sound educational 

environment T.L.O. at 365. This example is illustrative in that the court first decided the 

federal issue of the Fourth Amendment, and then demonstrated how the school setting 

impacted the conditions under which a legal search could be conducted by its officials. 

Similarly, the cases presented here are considered first on the issue of online privacy, as 

opposed to focusing on the setting in which they occurred. That they all occur in 

educational institutions allow for cross-comparison of the issues between secondary and 

postsecondary institutions. 

These cases will be presented to contribute to the knowledge gained from 

analyzing the survey data, computer use policy data, and the interview data collected, 

adding another piece to the puzzle of online privacy, the arenas in which it is negotiated, 

and the resultant actions taken by universities via policies or procedures. Specifically, the 

majority of the university cases analyzed mentioned the university's computer use policy 
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and the court relied on the policy when making their decision. All cases were within the 

context of students and the Internet. 

The cases were chosen from a scarch conducted on Lexus Nexus Academic 

Universe, a prominent legal research tool. The search terms were narrowed to cases 

during the past ten years, and various combinations of the keywords "privacy", "online", 

and "students" were used. In addition, some cases were acquired from the cases 

referenced within other cases, another common legal research practice. Consequently, 

how technology was discussed could be culled from the case decisions written by the 

courts in which they were adjudicated. In addition, some cases dealt directly with online 

privacy and how that was negotiated. Other cases concerned students' First Amendment 

rights within the context of online speech of various natures. These First Amendment 

cases were germane in that they impacted policy formation. In addition, as a result of 

policy modifications that impacted speech, privacy may have been affected. Also, like 

free speech, privacy is a basic civil liberty, although it is not specified as a right within 

the Constitution. 

The cases are being included to advance the notion that the state ultimately exerts 

control over that which occurs at the university level, and supports the university in 

acting in loco guhernaculum. The state can exert this control through the results of the 

cases, in that the results will ultimately have an impact on policies and procedures written 

within the university. In addition, the cases support the notion that the university is acting 

as an ideological state apparatus, as the ideology of the state is passed to the universities 

through the cases' decisions. In other words, in deciding the cases that will be discussed. 
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the state acts through the law to advance its ideological agenda, and those subject to it 

will pass on that agenda. The ideological agenda of the state in this regard appears to 

extend the rights of the state and limit the rights of the individual in terms of online 

privacy. As a result, cases are decided at the state and federal levels, decisions are passed 

down, and universities are one venue in which the corresponding ideologies are carried 

out. 

The ideology of the state that is being advanced includes a decrease in privacy 

online, coupled with an increase in property rights for the state with regard to the online 

arena. In other words, with regard to online privacy, the state is seeking to limit civil 

liberties and increase policing of the online realm. Additionally, the university, acting in 

loco guhernaculum, is seeking greater purview over their network, as they regard it as 

their intellectual property. As a result, the individuals' claims over the online domain 

become diminished, while the universities' ownership claims increase. 

Seven case briefs in all will be presented and analyzed. While five of the cases 

deal primarily with First Amendment issues, they are presented to round out the picture 

of how the courts regard the online environment. Specifically, the ways in which the 

court describes the online environment and the extent to which it should be governed is 

then carried out by public schools or universities. In turn, the online arena is shaped, and 

in some instances, restricted. Ultimately, this shaping affects privacy, as networks would 

have to be monitored in some manner to identify when and where violations were 

occurring. The remaining two cases deal directly with online privacy on university 
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campuscs. Again, the online arena is defined by the courts, which will then determine 

how universities define the online arena and deal with it on their campuses. 

The cases were analyzed on several categories, corresponding to the theoretical 

frameworks previously presented. First, the cases are briefed in terms of their main 

arguments and penultimate ruling. Case briefing involves describing the main issues 

presented by the case. Next, the cases are presented in table form in terms of their ruling, 

the level of court the case ultimately reached, the number of times the university or public 

school was mentioned in the case, and the number of times privacy or the Fourth 

Amendment of the United States Constitution were mentioned in the case. The Fourth 

Amendment is widely regarded as protecting individuals' privacy within the legal and 

legislative community. It states 

"The right of the people to be secure in their persons, houses, papers, and effects, 
against unreasonable searches and seizures, shall not be violated, and no warrants 
shall issue, but upon probable cause, supported by oath or affirmation, and 
particularly describing the place to be searched, and the persons or things to be 
seized" United States Constitution, Amendment IV (1789). 

In this analysis, the Fourth Amendment and privacy will be counted together, as I 

am considering the Fourth Amendment as a proxy for privacy considerations, as 

discussed in the literature review. In addition to this quantitative descriptive data, 

qualitative data in terms of portions of the case decisions will be presented in relation to 

three coding categories. First, Technology and Privacy will be discussed as a specific 

coding category. Next, the Purpose of Technology coding category will be utilized for the 

cases that did not deal directly with technology and privacy in tandem. Finally, 

References to Other Sources of Law will be discussed as a third coding category. These 
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three qualitative coding categories capture the essence of the importance of the court 

cases' inclusion in this study. 

The Technology and Privacy coding category deals with the social construction of 

teclmology and Foucault's digital panopticon theories. In addition, the Purpose of 

Technology category will outline how the court cases framed the online space. 

Specifically, Bijker's (1995) concept of interpretive flexibility will help explain how the 

online space is discussed. Foucault's digital panopticon theory of surveillance will 

provide support for how technology and privacy are linked in some of the cases. 

Specifically, the means used to enforce the laws discussed in these cases illustrate a 

panopticon being in place. In other words, online surveillance of some sort was necessary 

to execute the enforcement, and the panopticon is descriptive of this process. The 

Reference to Other Sources of Law coding category concerns the ISA theory and the in 

loco gubernaculum concept. 

Court Cases 

U.S. V. Angevine 

In United States of America v. Eric Neil Angevine 281 F. 3d 1130 (10^'' Cir. 

2002), Professor Angevine used a university owned, issued, and networked computer to 

download over 3,000 pornographic images of young boys. Officers obtained a search 

warrant to look for child pornography on his University computer. This information was 

found in the computer cache. Professor Angevine was arrested and charged for 

possession of child pornography. He conditionally pled guilty to knowing possession of 
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child pornography, a federal felony, but demanded a hearing to suppress the images 

found on his computer. Also, he filed a motion claiming the search warrant police used to 

seize his computer was invalid. 

The district court denied his motions. He brought an appeal to the U.S. Court of 

Appeals for the 10th Circuit. At issue was whether Professor Angevine had a subjective 

expectation of privacy in his use of the university-owned computer. The district court's 

denial of Professor Angevine's motion to suppress (the seized images) was affirmed by 

the appeals court, "because we conclude society is not prepared to recognize as 

reasonable an expectation of privacy in the seized University computer, we need not 

consider whether Professor Angevine himself had a subjective expectation of privacy" 

Angevine at 1134. 

U.S. V. Butler 

In United States of America v. Frederick W. Butler, Jr. Cr. No. 01-18-P-H (D. Maine 

2001), a student at Lewiston-Auburn College of the University of Maine left a frozen 

image that a university official considered pedophilia on a campus computer in an open 

access area. Police subsequently seized two hard drives and session logs of the 

computers. Butler asserted that the manner in which the hard drives and session logs were 

obtained by law enforcement were in violation of his rights under the Fourth 

Amendment. In order to assert one's rights under the Fourth Amendment, two conditions 

must be shown to the court. First, the defendant must demonstrate that a subjective 

expectation of privacy existed. Second, the defendant must demonstrate that this 

expectation of privacy is objectively reasonable for society as a whole. 
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The Internet and computer technology provide a new arena for the courts to 

determine Fourth Amendment rights. In past court cases, one's e.xpectation of privacy 

was defined in other arenas, such as telephones or bank records. For example, in Smith v. 

Maryland 442 U.S. 735, 742-44 (1979), it was determined that a telephone customer had 

no legitimate expectation of privacy in telephone numbers dialed, because in dialing the 

numbers, a person voluntarily conveyed such information to the telephone company, who 

may be able to disclose the information. In this instance, the question was whether the 

defendant demonstrated both a subjective expectation of privacy in his activities online at 

Lewistovvn-Auburn College of the University of Maine and that this expectation would 

be judged by society as objectively reasonable. 

The defendant failed to meet both tests. Butler was not able to establish that he 

was entitled to a subjective expectation of privacy in his dealings with the online 

environment at the University of Maine. In addition, the court determined that his 

expectation of privacy was not an objectively reasonable one in the online environment. 

As a result, the defendant's motion to suppress, dismiss and continue were denied. The 

primary reason presented by the court was, "unlike the Supreme Court's treatment of 

generic payphone booths in 1967 in Katz, I conclude that in 2001, there is no generic 

expectation of privacy for shared usage on computers at large" Butler at 2, citing Katz v. 

United States, 389 U.S. 347, 361 (1967). 

Landers v. Trustees of the California State University 

In Landers v. The Board of Trustees of the California State University at 

Northridge 1997 BC160005 (Sup. Ct. California, County of Los Angeles), Chris Landers, 
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a student at California State University at Northridge, posted a website in support of state 

senate candidate John Birke. Landers believed he was using a public forum to express his 

political ideals. Several months after posting the site, however, the university removed it. 

The university officials claimcd the website violated school policy and state laws against 

using state-owned resources for political activity. However, at the time Landers created 

the website, the policy in place indicated students should "enjoy all of the many personal 

uses of the computer" {Ibid.). A preliminary injunction was granted to Landers, and one 

of the presiding judges wrote, "the policy of the university to make its computer server 

and systems available to its students and employees created a public forum for their use. 

Promoting a particular candidate is individual expression" {Ibid.). 

The university reacted to the injunction by re-writing their Internet use policy, 

which was much more severely restricting, and set up campus computer use as a 

privilege, not a right. By setting up computer use as a privilege, it implied the privilege 

was not a guarantee and could be revoked if the policy was violated, as compared to a 

right to which students may have felt automatically and irrevocably entitled. In stark 

contrast to the previous policy, the new policy read "use of computers, networks, and 

computing facilities for activities other than academic purposes or University business is 

not permitted." The Superior Court then decided the new policy created a nonpublic 

forum, which mooted Landers' claim that he was exercising his right to express his 

political ideals in a public forum. A judge wrote, "it is a forum limited both as to who 

may speak and topics upon which they may speak. There is no unlimited public 

component to the forum." Landers filed an appeal, however it was denied. 
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In this case, although the court did not specifically address the issue of whether 

the policy itself was overbroad, the university did react by changing their computer use 

policy. The revision of the policy by the university was a move toward a more restrictive 

computer use policy, and the revisions to the policy were a direct result of the legal action 

taken against the university. 

J.S., H.S. & IS. V. Bethlehem Area School District 

In May of 1998, an eighth grade student (J.S.) from the Bethlehem Area School 

District created a website on his personal computer at home, entitled "Teacher Sux". The 

website contained derogatory comments about four teachers and the principal at his 

school. An anonymous tip to the principal brought the website to the attention of school 

officials. Local and FBI authorities were immediately contacted, and the student was 

positively identified. Upon the request of school administration, the student immediately 

and voluntarily removed the website and was permitted to remain in school until the end 

of the school year. 

Expulsion hearings occurred in August. The facts presented at the discipline 

hearing did concur with the charges issued to the student. In addition, these violations and 

charges of discipline infractions also violated the district policies regarding student 

conduct. The school board voted to expel the student. The parents appealed the decision, 

maintaining that the student's Constitutional rights were violated under the First 

Amendment, the school district committed errors of law, and the district's findings of fact 

were not supported by substantial evidence. The court found in favor of the district, 

stating, "conduct or expression of opinion, by the student, in class or out of it, that 
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materially disrupts class work or involves substantial disorder or invasion of the rights of 

others, is not immunized by the First Amendment" {Ibid.). In addition, the court stated 

that verbal expression, or pure speech, must materially disrupt class work or interfere 

with other individuals' rights in order to be denied First Amendment protection. 

The merits of the school district's computer use policy were not addressed by the 

court, since the student created the website on his home computer. Nevertheless, the 

student was found to be significantly interfering with the educational process, resulting in 

action by the school administration, and support from the court system. The 

determination of what constitutes 'interfering with the educational process' is one that is 

left for individual courts to decide. For example, below in the Beussink case, the court 

determined the student did not materially disrupt the educational process by his actions. 

This was determined from the testimony of various parties, including the school principal 

and an offended teacher. In contrast, the J.S. court determined that the website referring 

to a specific teacher "created disorder and significantly and adversely impacted the 

delivery of instruction'" J.S. at 675, again based upon accounts given by various school 

officials as to the impact of the website at their school. This case is illustrative, as it 

addresses the power educational institutions may exercise, and the extent to which the 

state will support them. 

Beussink v. Woodland School District 

Brandon Beussink, a junior at Woodland High School, creatcd a homepage that 

was highly critical of both the administration and selected teachers at his school. He used 

profanity and vulgar language to convey his opinion regarding teachers, the principal and 
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the school's own homepage. There was no evidence he used school facilities or 

resources to create the page and it was made on his own time outside of school using his 

personal home computer. The problem arose when the homepage was accessed on 

school grounds by a former girlfriend and intentionally brought to the attention of both a 

teacher and the principal of Woodland High School. 

Beussink was immediately disciplined for the content and views expressed on his 

website and was suspended for ten days. The student spoke with the principal regarding 

his disciplinary notice and was told to "clean up" his home page or "clear it out." The 

student removed his homepage from the Internet that evening, served his ten-day 

suspension, and returned to school. The lawsuit centered on the fact that Woodland High 

School applied its absenteeism policy to Beussink's suspension. According to the school, 

unexcused absences result in a letter grade drop for every class that a student has 

accumulated unexcused absences in excess of ten days. Enforcing this policy dropped 

Beussink's grades from two failing grades prior to the suspension to failing grades in all 

of his courses. Beussink, the plaintiff in this district court proceeding, sought a 

preliminary injunction to enjoin the Woodland School District from using the ten-day 

suspension in the application of the absenteeism policy to his second semester grades of 

his junior year. The plaintiff also claimed that the school district violated his First 

Amendment right to free speech under the Constitution by asking him to remove his 

website. 

Courts are likely to grant injunctive relief if the evidence presented at hearing supports a 

finding that the plaintiff is likely to succeed on the merits of the claim. Injunctive relief 



169 

in effect nullifies the actions taken by the opposing party in a case. In this case, injunctive 

relief would reverse the actions taken by the school district, restoring Beussink's grades 

and restoring his website. The United States Supreme Court has made it clear that 

students do not shed their First Amendment rights at the schoolhouse gate Tinker v. Des 

Moines Independent Community School Dist., 393 U.S. 503 (1969). 

It is also clear that a student's right to free speech is not without limitation. 

Schools may limit student speech but only under narrowly defined circumstances. In 

order for the State (school officials) to justify the prohibition of a particular expression of 

opinion, it must be able to show that its action was caused by something more than a 

mere desire to avoid the discomfort and unpleasantness that often accompany an 

unpopular viewpoint. If the school cannot show that engaging in the forbidden conduct 

would 'materially and substantially interfere with the requirements of appropriate 

discipline in the operation of the school,' the prohibition cannot be sustained {Ibid.). 

The principal at Woodland testified that he was upset that the message had found 

its way into the school's classrooms and immediately decided to discipline Beussink. 

Testimony at the hearing did not indicate that the principal feared disruption or 

interference with school discipline as a result of the homepage but merely stated that the 

suspension resulted primarily from the content of the page itself. Disliking or being upset 

by the content of a student's speech is not an acceptable justification for limiting student 

speech under Tinker v. Des Moines Independent Community School Dist.. 393 U.S. 503 

(1969). The student demonstrated a likelihood of success on the merits of his First 

Amendment claim. 



170 

Loving V. Boren 

David Boren was the president of University of Oklahoma. In 1996, it was 

brought to the attention of Boren by a member of the state house of representatives that 

certain online news groups available to the campus community contained material that 

could be construed as obscene, and a possible violation of state law. In turn, the 

University of Oklahoma could be considered a distributor of obscene material. As a 

result, President Boren moved to block access to certain news groups on the Internet. At 

the same time, the university moved to create a policy to better define the line between 

what was considered obscene online, and how to observe state law while preserving one's 

First Amendment rights. Bill Loving, a journalism professor, moved to sue Boren on the 

grounds that his constitutional rights were violated by blocking access to the news 

groups. Loving also requested an injunction to allow complete access to all news groups 

by returning to the previous policy of open access. 

While the university's new policy blocked access to certain news groups it 

deemed obscene and in potential violation of state law, technology allowed for users to 

access the news groups. However, to access the news groups, one would have to take a 

more circuitous route which would require a more sophisticated body of technical 

knowledge. The revised policy divided the university's computer system into two servers, 

"A" and "B". The "A" server restricted news group access, while the "B" server allowed 

access to all new groups if one was over eighteen years of age and agreed to the terms 

and conditions of accessing the "B" server, which included only using the "B" server for 

academic and research purposes. 
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The court determined that no violation of constitutional rights had occurred as a 

result of the new policy being enacted, or the new split server system being put into place 

by the university. In addition, Loving was not entitled to an injunction to return the 

computer system to its prior state. Judgment was awarded to President Boren and the 

University of Oklahoma. 

Urofsky, et al. v. Allen 

Melvin Urofsky was one plaintiff among many professors at various Virginia 

state colleges and universities. Allen was the governor of the Commonwealth of Virginia. 

Urofsky and others brought this case before the courts because of the "Restrictions on 

State Employee Access to Information Infrastructure" act. The act restricted the ability of 

state employees to access sexually explicit material on state-owned or leased computers. 

Urofsky V. Allen, 995 F. Supp. 634, 635 (E. D. Virginia 1998). The plaintiffs argued the 

act was unconstitutional, as it interfered with their ability to conduct research and 

teaching. The plaintiffs were seeking a judgment by the court that would invalidate the 

act. In contrast, the defendant argues the state is well within its rights to restrict speech in 

this manner with relation to governmental employees, and asked the court to affirm the 

validity of the act. 

In this case, the court determined that the act failed to protect the interests the 

government wished to protect in terms of its state employees, for a variety of reasons. 

First, the court detennined the act was "underinclusive" Urofsky at 6. For example, the 

act singled out obscene material as material to restrict because of its ability to create a 

distraction from one's work. However, the act failed to restrict numerous other diversions 
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for which the Internet could be used, such as sending or receiving personal emails, game 

playing, shopping, or checking one's stock quotes to name a few. In addition, Virginia 

state police are exempt from the act, however the state was not able to adequately explain 

why state police and not other categories of state employees would be exempted from the 

act. Second, the court determined the act was "overinclusive" Urofsky at 7), in that by 

restricting all use involving sexually explicit material, it could potentially interfere with 

the work of some state employees, especially those with interests in public health 

concerns, for example. 

In addition to the act's overinclusiveness and underclusiveness, the court took 

issue with the process of obtaining prior approval to view certain materials. In fact, while 

the Commonwealth argued that the employee need only show that the material would be 

work related to view it lawfully, the court corrected the Commonwealth in its wording. 

Specifically, the court pointed out that the act stated the material must be "required", not 

just "related" to one's work in order for it to be approved for viewing. This difference in 

wording, if read literally, meant that access to sexually explicit material that was work 

related, but not required, would be denied {Ibid.). In addition, the act stated the project to 

be undertaken must be "bona fide", allowing for the possibility of a project not being 

bona fide, which would have to be decided by a state administrator. In combination, these 

two wording issues caused the court to fear for arbitrary enforcement of the act, allowing 

for the possibility of free speech restrictions. Ultimately, the decision was made for the 

plaintiffs, and the act was declared unconstitutional and therefore invalid. 
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Analysis 

There were four categories of qualitative analysis and two categories of 

quantitative analysis for the seven cases presented. These categories correspond to the 

various theoretical frameworks put forth previously to analyze data. The five qualitative 

categories are Technology and Privacy, Purpose of Technology, Reference to other 

Sources of Law, and State Action, and the quantitative categories are Mention of the 

University and Mention of Privacy or the Fourth Amendment. 

Among the qualitative categories, the Purpose of Technology coding category 

mirrors the Purpose of Technology coding category used in the Policy Analysis chapter. 

Guided by the SCOT literature, the category will deal with how technology is discussed 

within the court cases. The Technology and Privacy category utilized a similar analytical 

foundation in terms of the SCOT literature, however Foucault's concept of the 

panopticon also informed this category of analysis. 

The Reference to Other Sources of Law and the State action categories will deal 

with the notion that universities or public schools act as representatives of the state. The 

Reference to Other Sources of Law category indicates the extent to which the universities 

or public schools were referenced within the court's decision, which can be an indicator 

of the balance of power between the parties involved in the litigation. In other words, my 

interpretation of the case decisions was that the more the university or public school was 

referenced within a case decision, as compared to the other party in the suit, the 

likelihood increased that the decision would be in the university or public school's favor. 

In contrast, the less the university or public school was referenced in a case, the greater 
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member. Within their reasoning for their decision in the case, the courts are affirming the 

status of universities or public schools as public arms of the state by alluding to other 

sources of law to which they are beholden. In addition, the State Action category deals 

with how the cases reference the power held by the state through the schools or 

universities to act as the schools see fit. These categories are supported by Althusser's 

theory of the ISAs. 

In Table 7 below, the eases are summarized in terms of their ruling, the level of 

court the case reached, and the number of occurrences of the words "university", 

"privacy", and the "Fourth Amendment". In terms of the ruling, whether the state or the 

individual prevailed is indicated. In four cases out of seven, the state prevailed in the 

ruling, and in the remaining three categories, the individual prevailed. Interestingly, as 

time went on in terms of chronological order, the state prevailed more often. For 

example, in 1997, the state prevailed in one case, Boren, and the individual prevailed in 

the other. Landers. However, in 1998, the individual prevailed in two out of two cases, 

Beussink and Urofsky. Later, in 2001, and twice in 2002, the state prevailed in U.S. v. 

Butler, U.S. v. Angevine, and J.S.. et. al. v. Bethlehem Area School District. My 

interpretation of this finding is that over time, the state has gotten more and more 

involved in the online arena in terms of public policy and awareness. While I make this 

claim utilizing a few cases, these cases represent the canon on this issue. In other words, 

with so few cases of this kind in existence, my analysis can only be based on what could 

be found, few though they were. Due to the growth of the online arena, more public 
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policies and laws governing the online arena have appeared in the years between 1997 

and 2002 than in any other era, such as the Digital Millennium Copyright Act of 1998, 

portions of the USA PATRIOT Act of 2001, the Children's Internet Protection Act of 

2000, the Communications Decency Act of 1996, and various state laws and statutes 

regarding the online environment. 

In addition to the state becoming more involved in the online arena via laws, 

statutes, and policies, there is a trend among the cases presented here in terms of how 

often the state is mentioned within the cases. In 1997, for example, the state was 

mentioned 42 times in the Landers case. In 1998, the state was mentioned 66 times in the 

Beussink case. In 2001, the state was mentioned 22 times in the Butler case, and 53 times 

in the Angevine case in 2002. In the J.S. case, also in 2002, the state is mentioned 286 

times. This upward trend, even with the slight dip in the Butler case in the mention of the 

state via the university or public school supports the notion of the greater involvement 

and power of the state in the online arena. At the same time, the occurrences of the notion 

of privacy within the cases increased over time. Among the cases that dealt with privacy 

issues, privacy was mentioned only twice in the Landers (1997) case, 12 times in the 

Butler case (2001). and 20 times in the Angevine (2002) case. Both the Butler and 

Angevine cases resulted in judgments in favor of the state. I interpret this finding as 

evidence of the increasing state interest in regulating privacy. However, I acknowledge 

the limited number of cases from which I draw this interpretation. 



Table 7 
Summary of Case Rulings, Level of Court Reached, Reference to "University", 
"Privacy", and "Fourth Amendment" 

Case Ruling Level of Mention of Mention of 
Court 
Reached 

University Privacy or 
4"' 
Amendment 

U.S. V. U.S. U.S. 53 20 
Angevine (state) Court of occurrences occurrences 
(2002) Appeals 
U.S. V. U.S. U.S. 22 12 
Butler (state) District occurrences occurrences 
(2001) Court 
Landers v. Landers Superior 42 2 
Board of (student) Court occunences occurrences 
Trustees, 
U o f C A  
Northridge 
(1997) 
J.S, H.S, Bethlehem State 286 0 
&  I S .  V. Area Supreme occurrences occurrences 
Bethlehem School Court 
Area District 
School (state) 
District 
(2002) 
Beussink Beussink State 66 0 
V. (student) Supreme occurrences occurrences 
Woodland Court 
School 
District 
(1998) 
Loving V. Boren U.S. 38 1 occurrence 
Boren (state, via District occurrences 
(1997) university) Court 
Urofsky v. Urofsky U.S. 30 0 
Allen (professor) District occurrences occurrences 
(1998) Court 
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Technology and Privacy 

Similar to the Policy Analysis chapter concerning the Purpose of Technology 

category, this coding category deals with how the court cases are discussing technology. 

However, in this analysis, technology and privacy are discussed in tandem. Specifically, 

how private technology is, and what a person can expect in terms of privacy online is 

discussed within the cases. This relates to Foucault's digital panopticon theory in that the 

cases discuss the extent of one's privacy online. In addition, technology is described 

within the cases by the court and by the policies discussed within the cases. These 

descriptions of technology reveal the interpretations the court makes regarding 

technology. This sets up the parameters for how technology is defined, fulfilling the 

elements of Bijker's (1995) interpretive flexibility theory. 

Two cases, U.S. v. Angevine and U.S. v. Butler, provided a high number of 

references to technology and privacy or the Fourth amendment. The fact pattern of these 

cases was similar, in that they both dealt with child pornography discovered on university 

computers. Butler was an enrolled student when his infractions occurred, and Angevine 

was a professor when his infractions occurred. In the Butler case, Butler left an image of 

child pornography frozen on a screen, which was noticed by a university employee and 

reported to authorities. It was not revealed in the Angevine case exactly how it was 

determined that Angevine had child pornography on his computer. The case described 

that Angevine's wife had cooperated with police to uncover the images from Angevine's 

computer. Although he had deleted the files, the police were able to recover over 3,000 

images. Two cases. Loving v. Boren and Landers v. State University System of California, 



provided more limited references to technology and privacy. All four cases were included 

in this category for analysis. The cases discussed privacy in terms of the expectation of 

privacy, as indicated below. 

Both the Angevine and Butler ease decisions dealt in part with the expectation of 

privacy. In terms of university computers, expectation of privacy is an important 

consideration, on the part of both faculty and students. The extent to which one's actions 

online are private may determine one's ability to take full advantage of the potential of 

the online environment. Public universities will look to the courts in determining their 

stance on online privacy, since public universities arc eager to reduce potential liability. 

Conversely, the courts will rely on universities' policies in making their determinations, 

as will be shown below. 

In its discussion of the court's ruling in Angevine, the court stated, "the district 

court held the computer-use policies and procedures at Oklahoma State University 

prevented Professor Angevine from having a legitimate expectation of privacy in the data 

on the seized University computer." Angevine at 1133. As is typical of case rulings, the 

court is relying on prior court rulings to determine their final outcome. Courts will either 

concur with the prior court's decision, or disagree with the decision and overturn it on the 

appeal. In this instance, the court is also relying on the district court's use of the 

university's policy. Similarly, the court pointed out, "Professor Angevine argues the 

district court incorrectly held he had no "expectation of privacy in his office computer 

because his employer, Oklahoma State University, had a computer use and Internet 

policy that allowed [the University] a 'right of access' on a 'need to know basis'" {Ibid.). 



Again, this portion of the ruling concerns the expectation of privacy, and the court is 

indicating Angevine's disagreement with the district court's ruling. This court will rely 

on that ruling in making its decision. 

In the Angevine case, the court gave several reasons why Angevine could not 

assume a reasonable e.xpectation of privacy in his dealings on the university network. 

First, the court indicated its opinion that they believed society at large would not 

reasonably believe in an expectation of privacy on a university computer. The court 

opined, "because we conclude society is not prepared to recognize as reasonable an 

expectation of privacy in the seized University computer, we need not consider whether 

Professor Angevine himself had a subjective expectation of privacy" (p. 3). Next, the 

court relied on the university policy in making its determination regarding privacy online. 

The court stated in its opinion, "Oklahoma State University policies and procedures 

prevent its employees from reasonably expecting privacy in data downloaded from the 

Inlemet onto University computers." Angevine at 1134. 

The court also stated that Angevine's position at the university did not entitle him 

to a reasonable expectation of privacy by saying, "Professor Angevine's relationship to 

the University computer also does not suggest a reasonable expectation of privacy." 

Angevine at 1135. Expanding on their characterization of Angevine's employment 

leading to a diminished expectation of privacy the court said 

"Because the computer was issued to Professor Angevine only for work related 
purposes, his relationship to the University computer was incident to his 
employment. Reasonable people in Professor Angevine's employment context 
would expect University computer policies to constrain their expectations of 
privacy in the use of University-owned computers" Angevine at 1135. 
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Continuing their argument that the policy provided significant and sufficient 

guidelines on online behavior, the court placed the onus of privacy responsibility on 

Angevine, not on the potential intrusiveness of the university's policy. The court argued 

"Finally, Professor Angevine did not take actions consistent with maintaining 
private access to the seized pornography. We are reluctant to find a reasonable 
expectation of privacy where the circumstances reveal a careless effort to 
maintain a privacy interest. Professor Angevine downloaded child pornography 
through a monitored University computer network. University policy clearly 
warned computer users such data is 'fairly easy to access' by third parties. The 
policy explained network administrators actively audit network transmissions for 
such misuse. While Professor Angevine did attempt to erase the child 
pornography, the University computer policy warned system administrators kept 
file logs recording when and by whom files were deleted. Moreover, given his 
transmission of the pornographic data through a monitored University network, 
deleting the files alone was not sufficient to establish a reasonable expectation of 
privacy." {Ibid.) 

The court indicated that employees in general are entitled to a reasonable 

expectation of privacy in their offices. However, they assert here that this expectation 

ends where criminal activity begins. The court stated, "although we have found a 

reasonable expectation of privacy in information stored within offices, we have never 

held the Fourth Amendment protects employees who slip obscene computer data past 

network administrators in violation of a public employer's reasonable office policy" (p. 

4). 

In the Butler case, the court commented somewhat extensively regarding one's 

expectation of privacy, especially in the online arena. In addition, the court in this case 

provided somewhat similar reasoning in their ruling in terms of the expectation of 

privacy as did the Angevine court. Referring to the Fourth Amendment, the court offered 

the following interpretation: 
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"To assert a right under the Fourth Amendment, a defendant must demonstrate 
both a subjective expectation of privacy and an expectation that society judges as 
objectively reasonable. What that objectively reasonable expectation is for 
computers, under circumstances of shared usage, presents questions of some 
difficulty in today's environment of rapidly changing technology and provisions 
of service. I do not have to confront these difficult issues because the defendant 
has made not even a minimal showing that he had a reasonable expectation of 
privacy in either his session logs or the hard drives of these University-owned 
computers. Session logs are obviously maintained for the benefit of the University 
and therefore not suppressible on the defendant/student's motion" (p. 2). 

It is notable that the court acknowledged the difficulty in interpreting the 

reasonable expectation of privacy in the online arena. While they noted this difficulty and 

indicated they would not take up such issues in particular with regard to this case, the 

court still made the assertion that Butler failed to demonstrate he had an expectation of 

privacy to the court. This was an interesting finding, as the court was struggling to define 

the online space while it still made a conclusive ruling in the case. 

The court did expound upon the reason the defendant failed to demonstrate he 

held a reasonable expectation of privacy. In their opinion the court wrote 

"As for the hard drives, the defendant has pointed to no computer privacy policies 
in effect at the University, no statements or representations made to him as a user 
of the computers in this lab, no practices concerning access to and retention of the 
contents of hard drives, not even password requirements. From all that appears, 
he, along with other students, was simply using the University computers under 
circumstances where images on the monitor were visible to others (as occurred 
here), and no commitments were made as to the privacy of hard drives" (p. 3). 

In this statement, the court was referring to the lack of warning demonstrated in the 

policy that one's information would be kept confidential. In other words, the court 

expected the defendant to have knowledge of the policy's rules in terms of privacy of 

information. According to the court, Butler failed to cite the university's policy, if in fact 

the policy did make claims of individual privacy. 
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In the motion filed by Butler to suppress the university logs and the computer's 

hard drives, Butler claimed he was entitled to a reasonable expectation of privacy. The 

court quoted the motion as follows: 

"The defendant relies upon 'a legitimate and reasonable expectation of privacy 
recognized by society in any work performed on, or documents and files produced 
on, computers he used while a student at the University of Maine.'" Butler at 4. 

As the court indicated earlier, Butler was not quoting policy in asserting his right 

to privacy. Rather, his motion claimed society as a whole would have acknowledged that 

his computer use would be private at the university. The court acknowledged earlier that 

the online environment presented a quandary in terms of determining the expectation of 

privacy. However, ultimately they believed Butler provided no support for his assertion 

that reasonable people in society would have believed he was entitled to a reasonable 

expectation of privacy. In making their ruling, the court decided "that in 2001 there is no 

generic expectation of privacy for shared usage on computers at large" Butler at 4. 

However, the court indicated in their footnotes that there was a difference of opinion in 

terms of privacy in the law review literature, and in cases that were adjudicated in the 

business world and in government. Yet, these cases did not have a bearing on their 

decision in this case, most likely because of the division among opinions. 

Online privacy is a contested domain that has yet to be definitively defined, 

especially with regard to privacy. This case served as a continuation of the debate, and 

future courts will rely on this decision and others to determine their course of action in 

terms of a ruling. As a result, the online arena will continue to be shaped in terms of 

privacy. As Lyon stated (2001), what constitutes privacy or the private space has been 



blurred by the advances in surveillance technology. Employers, those who market various 

products, and governments have gained increasing purview over information or behavior 

that was once considered to be located within the private domain through surveillance 

technologies. 

These cases highlight the extent of one's privacy online. In these cases, the digital 

panopticon provided the "structure" necessary to apprehend allowed the defendants 

Butler and Angevine. With such a "structure" in place, privacy was limited. While this 

limitation of privacy was made known to the defendants, it was not internalized as their 

actions demonstrated. However, the digital panopticon as described by Foucault (1979) 

still allowed for punishment to ensue. The result is that the institutions maintained their 

power to monitor, whether the infraction was large, leading to federal charges, or small, 

leading to on campus discipline. 

State Action 

This category concems the extent to which the state is acting on the university 

campus or public school. In other words, evidence of the state exerting its direct influence 

over the university or public school encompasses this category. This state action is noted 

directly, as will be indicated below, as well as indirectly, through the two subcategories 

of Policy and Ownership. The subcategory of Policy concems the court's reliance on or 

reference to a campus' computer use policy in making their decision. The subcategory of 

Ownership concerns the court's mention of a school or university's ownership of the 

technology, and the impact of that ownership on the case outcome. The school or 

university's ownership of technology is a proxy for state ownership of the technology. In 
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other words, if the court uses ownership of technology as a justification for one ruling or 

another, in reality it may be reaffirming the school or university's status as a 

representative of the state, acting in loco gubernaculum. 

Ownership implies power. In this instance, the state's power is executed through 

the school or university's ownership of the technology. In turn, the school or university 

who is beholden to the state, or one with the state, offers the structure, the digital 

panopticon, for the state's power to be exercised. Lyon (2001) described this kind of 

surveillance power as "social orchestration" (p. 7). Such power over individuals 

demonstrates the schools or universities acting in loco gubernaculum and as an RSA by 

its co-ownership of the technology with the state. 

In the Angevine case, there were two pieces of evidence of direct state action. 

First, the court stated "police did not need a search warrant to seize the University 

computer" (p. 2). In this example, the police are aligned with the state directly, as well as 

in their relationship to the university. Specifically, the police are directly involved with 

potential criminal investigations, affording them some power to conduct searches. The 

court in this case indicated the police did not even need a warrant to take Angevine's 

computer. Angevine claimed the application for the search warrant that was submitted by 

the police was incorrectly filed. However, the court still ruled that even a search warrant 

was unnecessary. As indicated earlier in the Technology and Privacy category, the court 

ruled in this manner because they stated the computer use policy in place at the university 

prevented Angevine from having an expectation of privacy, making a search warrant 

irrelevant. 
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Second, having established Angevine's non-entitlement to a search warrant, the 

court later stated, "the pornographic images seized by police were not within Professor 

Angevine's immediate control. The Supreme Court found a reasonable expectation of 

privacy in seized records where an employee 'had custody of the papers at the moment of 

their seizure'. Mancusi v. DeForte, 392 U.S. 364, 369 (1968). Unlike Mancusi, Professor 

Angevine did not have access to the seized data because he had previously attempted to 

delete the files from the University computer's memory. Police only recovered the data 

through special technology unavailable to Professor Angevine" (p. 4). In order to 

examine the data, the police needed to recover it, and they did so by employing their own 

technology experts. As in the example above, the police, in conjunction with the 

university, were working as an RSA in carrying out their warrant. 

In the J.S. case, there were also examples of direct state action. First, the court 

quoted another case in constructing their argument. They stated, "schools, as instruments 

of the state, may determine that the essential lessons of civil, mature conduct cannot be 

conveyed in a school that tolerates lewd, indecent, or offensive speech and conduct such 

as that indulged in by this confused boy" J.S. at 663. The court in the J.S. case was using 

this previous case to help explain their opinion of the matter. The court also directly 

stated "the authority of public school officials is that of the state" J.S. at 675. Similarly, 

the court opined, "due to the importance of the educational environment and the state's 

interest therein, the level of disturbance required to justify action 'is relatively lower in a 

public school than it might be on a street comer'" J.S. at 662. In the end, the court ruled 

in favor of the school district. 
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Althusser (1971) slated that there were two types of state apparatuses, the 

ideological and the repressive state apparatus. The repressive state apparatus included 

such entities as the police, government, and the courts. These entities carried out their 

intentions through force, whereas schools and other ISA's carried out their intentions 

through the inculcation of their ideology. The two previous statements above regarding 

the public school confirmed its status as an ideological and repressive state apparatus. In 

addition, the warrant execution in the Angevine case confirmed that university's status as 

an arm of the state and a repressive state apparatus. In the Angevine case, the police were 

assisted by the university in executing their warrant, thus cementing the university's role 

as an RSA. 

Policy 

As indicated above, the courts at times relied on university policies in making 

their ruling, with the policies serving as physical documentation of the university 

carrying out state mandates. For example, in the Angevine case, as was indicated above, 

the court quoted the prior ruling of the district court. The court stated, "the district court 

held the computer-use policies and procedures at Oklahoma State University prevented 

Professor Angevine from having a legitimate expectation of privacy in the data on the 

seized University computer." Angevine at 1132. In addition, the court used the policy as 

support for their ruling in stating, "Professor Angevine argues the district court 

incorrectly held he had no "expectation of privacy in his office computer because his 

employer, Oklahoma State University, had a computer use and Internet policy that 

allowed [the University] a 'right of access' on a 'need to know hzsis.'" Angevine at 1134. 
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In fact, the court strongly supported and relied upon the university's policy in 

making their conclusions. For example, the case stated, "Oklahoma State University 

policies and procedures prevent its employees from reasonably expecting privacy in data 

downloaded from the Internet onto University computers" (Ibid ). In addition, the court 

quoted strongly from the policy in saying 

"University policy clearly warned computer users such data is 'fairly easy to 
access' by third parties. The policy explained network administrators actively 
audit network transmissions for such misuse. While Professor Angevine did 
attempt to erase the child pornography, the University computer policy warned 
system administrators kept file logs recording when and by whom files were 
deleted." Angevine at 1135. 

Later, the court echoed an admonishment within the policy, opining, "while 

Professor Angevine did attempt to erase the child pornography, the University computer 

policy warned system administrators kept file logs recording when and by whom files 

were deleted" (p. 4). Finally, the court even revealed the limits of the Fourth Amendment 

in saying, "we have never held the Fourth Amendment protects employees who slip 

obscene computer data past network administrators in violation of a public employer's 

reasonable office policy" (p. 4). Similarly, in the Butler case, the court pointed to the 

defendant's lack of justification of a reasonable expectation of privacy stated within the 

policy. The court stated, "as for the hard drives, the defendant has pointed to no computer 

privacy policies in effect at the University, no statements or representations made to him 

as a user of the computers in this lab, no practices concerning access to and retention of 

the contents of hard drives, not even password requirements" (p. 3). 

These findings with regard to policies indicate that given the strength of the 

reliance of the courts on policies in determining their rulings, even more weight can be 
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given to the importance of the existence of policies on university campuses. Success in 

litigation is one purpose of policies, as evidenced by the success of the policies in these 

cases of delivering a verdict in favor of the universities. In addition, universities are likely 

to look at rulings such as these in drafting future versions of computer use policies, to 

attempt to avoid any litigation. 

Ownership 

Ownership of the technology greatly influenced the courts' decisions. Ownership 

of technology appeared to strengthen the university or school's power in the case. If the 

technology was cast as owned property, the school's purview over it increased greatly. In 

the Angevine case, the court stated, "the University explicitly reserved ownership of not 

only its computer hardware, but also the data stored within" Angevine at 1135. The court 

discussed that while ownership was not always a determining factor in cases concerning 

the Fourth Amendment and its protections, it is still a strong consideration in deciding a 

case. In other words, one's ownership of an item can sometimes influence the extent of 

one's privacy rights. In the Angevine example, the university was not only determined to 

be the owner of the physical computer and wiring, but they claimed Angevine's data as 

property. As a result, they were able to commence a criminal investigation based on that 

determination. 

In the Loving case, the court was much more definitive than in the Angevine case 

in terms of the connection between ownership and use of technology. The court stated, 

"[t]he state, no less than a private owner of property, has the right to preserve the 
property under its control for the use to which it is lawfully dedicated. In this 

case, the OU computer and Internet services are lawfully dedicated to academic 
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and research uses. Within these uses, access by an adult is plenary" Loving at 955. 

The court came across rather strongly regarding computer ownership in the Loving case, 

and they decided the case in favor of the university. The decision in favor of the 

university was most likely influenced by the university's enactment of a revised policy 

for access to news servers at the university, in line with their ownership status. 

In the Landers case, ownership of the campus computer system became the crux 

of the arguments made within the case. The court stated, "the CSUN computers and 

server may be used only by students and employees of the university (and on rare 

occasions by certain persons with the university's consent)." Landers at 4. Ownership 

became an important part of the case due to Landers' claim that he was expressing his 

political views via a public forum, the campus computer system. The court agreed with 

Landers, because the campus' computer system was not found to be restrictive at the time 

Landers filed his case. Interestingly, the university changed its policy regarding the 

openness of its computer system following the suit brought against them by Landers. 

However, the court determined that the way the policy was written prior to the suit 

provided no limits, and Landers was within his rights. 

All of the above cases regarded ownership as a strong determinant in their 

decisions, despite the Landers case being decided in the student's favor. In fact, 

ownership of the network and the ways in which the owner of the network chose to use 

its system or created policies to govern its system greatly influenced the courts' rulings. 

As indicated earlier, ownership implies power. Ownership of the network by the state via 

the universities and schools gave the schools and universities a tremendous amount of 
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power. Utilizing this power, these schools and universities acted as both RSA's and 

ISA's through their policies. They acted as ISA's in that their ideology was passed on to 

their constituents through the policy. However, the also actcd as an RSA as the policy 

allows for enforcement, and when police were involved to assist in enforcement, the 

school or university became one with the state, acting through force in addition to 

ideology. In addition, with the courts largely agreeing to the terms of the policies, the 

schools and universities acted in loco guhernaculum through their policies. Specifically, 

the schools' and universities' policies were legitimized by the court system, extending the 

reach of the courts into the university or school. As a result, the schools and universities 

demonstrated their alignment with the state, explaining their actions as in loco 

guhernaculum by definition. 

Purpose of Technology 

All seven cases discussed technology in a variety of ways. This category of 

analysis, similar to this category in the Policy Analysis chapter, concerned identifying the 

many purposes technology is described as fulfilling in these court cases. Within this 

broad analytical category, three subcategories were generated. First, how technology use 

or any restrictions on technology use were identified within the cases. Second, how 

technology was characterized by the cases was identified. This category is different from 

the usage category in that the courts used a variety of ways of casting technology into 

roles. In turn, technology is shaped within society, as the SCOT literature demonstrated. 

Finally, technology as a public forum comprises the third subcategory. Just as the policies 

served as a conduit for universities to socially construct technology, the cases presented 
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here also represent the state's attempt at framing technology through its own court 

system. In turn, technology and how society interacts with it will continue to evolve. 

Bijker (1995) refers to this process of interpreting technology and its uses as interpretive 

flexibility, as indicated previously in the Policy Analysis chapter. The analysis continues 

here with the seven court cases. 

Use or Restrictions on Technology Use 

Six of the seven cases discussed the use or restriction of use of technology within 

their decisions. Broadly, the court in Butler stated "conditions of computer use and access 

still vary tremendously." Butler at 4. The Angevine court succinctly stated "the computer 

was issued to Professor Angevine only for work related purposes" Angevine at 1135. For 

the most part, the discussion of the use of technology concerned the restriction of its use. 

However, some case decisions concerned the use of technology without discussing 

restrictions on use. For example, in the Urofsky case, the court described ways in which 

the Internet could be used, were it not for fear of retaliation when it stated 

"plaintiff Urofsky has been reluctant to assign students on-line research 
assignments on 'indecency' law because of the Act; Smith's website containing 
materials on gender roles and sexuality has been censored as a result of the Act; 
Meyers is concerned about his ability to access the Commonwealth's own 
database of sexually explicit poetry to continue his studies on the 'fleshy school' 
of Victorian poets; Heller has stopped using the Internet to continue her 
research. ..Levin and Delaney are reluctant to use the Internet to continue their 
psychological research" Urofsky at 2. 

In this quote, the court related examples of how various professors were wary of 

using the Internet in their research and teaching endeavors. Later in the case, the court 

stated "Longwood College allows computer use 'solely to support the mission of the 
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College and its related academic, administrative and service activities" (p. 9). In other 

words, the court was describing the lawful use o f technology at an institution within the 

state, in contrast with other cases where restrictions on use were outlined. 

The Landers case also discussed the use of technology, apart from technology's 

restrictions. The court pointedly stated, "the CSUN server only serves the limited purpose 

of conducing academic and university business." Landers at 5. Expanding upon their 

definition of acceptable use, the court offered, "the primary use of computer facilities at 

CSUN was for completion of academic requirements (including typing of assignments, 

library research, executing programs for a course, e-mail to instructors, graduate or 

independent study research projects) and university business. Use of computers was a 

'right' of the students." Landers at 7. 

In addition to the courts' comments regarding acceptable use, the courts also gave 

their assessment on how technology use might be restricted on campuses. The Urofsky 

court commented extensively on restrictions on computer use. In the Urofsky case, in 

which the constitutionality of a state law was in question, the court stated, "the 

Act.. .restricts the ability of state employees to access sexually explicit material on state-

owned or leased computers" Urofsky at 2. The Urofsky court later commented on 

restrictions on state use of computers. They stated "the Commonwealth's Policies and 

procedures Manual prohibits state employees from making 'unauthorized use' of state 

equipment, and was recently amended to prohibit the 'inappropriate or unauthorized' use 

of state computers and the Internet" Urofsky at 9. Additionally, the court stated "state 

agencies, colleges and universities have similar content-neutral standards in place 
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designed to limit computer use to legitimate research purposes. Virginia Commonwealth 

University allows computer use 'solely for the purposes of conducting university 

business"" (Ibid.). 

When the Urofsky court was deciding their case, the court made extensive 

reference to "state employees" or the like, thereby including university personnel into 

that category. For example, the court stated "no agency employee shall utilize agency-

owncd or agency-leased computer equipment to access, download, print or store any 

information infrastructure files or services having sexually explicit content" Urofsky at 2. 

In addition, the court stated "the Act restricts the ability of state employees to research, 

speak on, or receive information concerning sexually explicit topics via state computers" 

Urofsky at 3. The court used these examples as well as computer use in forming their 

opinions regarding the constitutionality of this particular law. 

In the final analysis, the court sided with the professors who brought the case 

before them. While the court noted "state employee computer use is not protected speech 

under the First Amendment because the employees are acting in their capacities as 

government employees, not public citizens" (p. 3), the court also continued by pointing 

out the limitations of the law before them. The court stated "by targeting the use of 

computers, the Act necessarily restricts use of the Internet, arguably the most powerful 

tool for sharing information ever developed" (p. 5), and in addition, "by categorically 

restricting all computer use involving sexually explicit material, the Act interferes with 

countless work-related endeavors by state employees" (p. 7). The court weighed the 

interest of the state in maintaining a hospitable work environment with the interest of its 
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employees being able to conduct their work in an unrestricted manner. In this case, the 

court decided the law was unconstitutional and made their judgment for the professors 

who brought the case. 

In other cases, the courts described various restrictions on computer use. For 

example, in the Angevine case, the court quoted the university's computer use policy in 

stating "use of this computing system in any way contrary to apphcable Federal or State 

statutes or the policies of Oklahoma State University or Computing and Information 

Services is prohibited" Angevine at 1133. Similarly, in the Loving case, the court stated 

"the limitation of OU Internet services is to research and academic purposes on the 'B' 

server is not an [sic] violation of the First Amendment, in that those purposes are the very 

ones for which the system was purchased" Loving at 955. While not directly describing 

what his fonner inappropriate use was, the court in Beussink stated "Beussink had 

previously been disciplined for inappropriate use of the school computers at Woodland 

High School" {Beussink at 1181). 

In the Landers case, restrictions on computer use were described fairly 

extensively, due to the crux of the case centering around Landers' own political use of the 

university's server. The court first noted "personal use for communication (including e-

mail, chat programs, and newsgroups) was considered a 'privilege' of a student. 

Academic or university use was given priority over personal use, and illegal, abusive 

and/or obscene activity were prohibited." Landers at 8. Next, the court revealed that 

subsequent to Landers' lawsuit being filed, the university altered its technology usage 

policy. The court stated "the Revised Guidelines, which were adopted after the initiation 
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of this lawsuit, now restrict the use of CSUN's computer facilities to academic purposes 

and university business only, and academic use by students is described as a privilege, 

not a right." {Ibid.). 

In making their final decision, the court discussed political speech, and its 

limitations on a university campus, and specifically on a university server. The court 

stated "a university official or employee cannot use the server for publication of political 

campaign material as it would be tantamount to 'partisan intervention by the current 

holders of government authority or the current trustees of the public treasury'" (p. 10). 

Nevertheless, the court indicated that restricting all political speech from the university 

server would not be narrowly drawn, and too broad, which may create a chilling effect 

for speech on campus. The court ruled in favor of Landers. 

In the cases within this category, computer use or restriction was at issue, and was 

used to determine what if any Constitutional rights had been usurped. In discussing 

computer use, the court was demonstrating interpretive flexibility (Bijker, 1995) in 

defining the technology use. In other words, the court described various ways in which 

campus networks could be utilized, or ways in which their use was restricted. As such, 

the courts were providing a structure for defining technology. As in other areas where 

technology was defined by various groups, conflict could arise from how one group 

defined the technology compared to another. In this instance, the courts appeared to favor 

definitions that were in line with campus administrations. This further solidifies the 

relationship between the state and the school or university. 
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Characterizing Technology 

In this subcategory, two of the cases made reference to technology in ways that 

attempted to define it. For example, technology was sometimes ascribed human qualities, 

as will be demonstrated below. In addition, as was done in policies previously, 

technology was equated with either another type of technology, or with something else 

entirely. All these characterizations of technology add to the ways in which society views 

and approaches technology. 

In the Urofsky case, technology was characterized in several ways. First, the court 

in its opinion stated "it is no exaggeration to conclude that the content of the Intemet is as 

diverse as human thought" Urofsky at 5. In terms of the various purposes of the Intemet, 

the court stated 

"the Act ignores the limitless variety of disruptive computer activities unrelated to 
viewing sexually explicit material, including, but not limited to, accessing on-line 
video games, news services, stock quotes and financial information, chat rooms, 
and shopping sites. Nor does the Act address the sending and receiving of e-mail 
on non-work-related topics" Urofsky at 7. 

Similarly, in the J.S. case, the Intemet was characterized in a number of ways. For 

example, the court discussed J.S.'s website, saying "we believe that the web site, taken as 

a whole, was a sophomoric, crude, highly offensive and perhaps misguided attempt at 

humor or parody. However, it did not reflect a serious expression of intent to inflict 

harm" J.S. at 659. In addition, the court in this case stated "the advent of the Intemet has 

complicated analysis of restrictions on speech" J.S. at 665. 

In addition to the courts making more broad statements about the Intemet, as 

listed above, the courts equated technology with other forms of technology, or with 
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something else entirely. For example, in the Urofsky case, the court actually found fault 

with singling out computer technology as a means to obtain lascivious materials. The 

court stated 

"the Act targets only a single medium, electronic communication, ignoring 
printed displays of material such as 'pin up' calendars of nudes which might 
create a sexually hostile environment. Thus, an employee forbidden from 
accessing explicit sexual scenes on his office computer might leave a book open 
displaying the exact same images without running afoul of the Act" Urofsky at 7. 

In stating their opinion that way, the court declared its propensity to equate technology 

with print forms of media. Similarly, the court in the J.S. case equated technology with 

speech. The court opined "while the student created the site at home, it was accessed at 

school. Thus, the communication constituted on-campus speech that caused a material 

and substantial disruption of the school environment" J.S. at 653. 

Later in the opinion, the court drew from a landmark education case. Tinker v. 

Des Moines Independent Community School District, 393 U.S. 503 (1969). In the Tinker 

case, a group of high school students planned to wear black armbands to school to protest 

the Vietnam War. When the school district suspended the students, the students sued, and 

ultimately it was decided that while students do not shed their constitutional rights at the 

schoolhouse door, educational institutions are within their rights to prohibit certain 

speech if it may significantly interfere with the educational process. In the J.S. case, the 

court stated "Tinker's simple armband, wom silently and brought into a Des Moines, 

Iowa classroom, has been replaced by J.S.'s complex multi-media web site, accessible to 

fellow students, teachers, and the world" J.S. at 665. The court has likened the electronic 

realm of a website to a material armband of protest. Similarly with regard to speech in the 
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J.S. case, the court stated "we find there is a sufficient nexus between the web site and the 

school campus to consider the speech as occurring on-campus" J.S. at 668. Finally, with 

regard to speech, the court stated "the speech was latent in nature requiring a viewer to 

affirmatively access the web site, that is, finding its way onto school grounds in an 

informal manner" J.S. at 669. 

The J.S. case provided the court with an opportunity to offer its characterization 

of technology in terms of possessing humanistic tendencies. For example, the court 

indicated "the web site also had a demoralizing impact on the school community" J.S. at 

647. Even more dramatically, the court utilized the testimony of a school administrator to 

aid in its opinion. The court stated 

"the effect of the site on Nitschmann Middle School caused the school to be at a 
low point that was worse than anything that he had encountered in forty years of 
education. Furthermore, the effect on the morale of the students and staff at 
Nitschmann Middle School was comparable to the death of a student or staff 
member" {Ibid.). 

Further, the court extensively discussed the impact of J.S.'s website for the school 

community. The court commented "the web site posted by J.S. in this case disrupted the 

entire school community - teachers, students and parents" J.S. at 674. Later, the court 

stated "certain students expressed anxiety about the web site and for their safety" J.S. at 

675. Finally, the court commented "we are satisfied that the School District has 

demonstrated that J.S.'s web site created an actual and substantial interference with the 

work of the school" {Ibid.). In all of these examples, the court was ascribing a 

tremendous amount of power to a website, even ascribing almost human qualities to the 

technology in its ability to manifest such harm both on and off school grounds. 
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In the SCOT literature, technology is sometimes described through substantive 

theory (Ellul, 1990). Substantive theory indicates that technology is value-laden, not 

merely a neutral tool. In addition, it places technology within the context of culture, in 

that the culture of the creators and users is imparted on the technology. The court made 

extensive use of the substantive theory of technology. It described technology as having 

humanistic qualities or having qualities of other technologies, which indicate the court's 

non-neutral stance on technology. Had the court held a neutral stance on technology, it 

would not have been given the traits ascribed to it in these cases. Rather, it would have 

been described as a neutral tool. Clearly, the opposite was expressed by the courts. 

Courts have long grappled with issues of technology as a mitigating factor in 

deciding particular issues, such as privacy. In 1928, Supreme Court Justice Brandeis 

cleverly foresaw technology in the future that could expose "the most intimate 

occurrences of the home" without any physical intrusion into the home. In this landmark 

case, the court ruled that the defendant did not have an expectation of privacy in their 

telephone conversation that had been obtained through a wiretap in Olmstead v. United 

States, 211 U.S. 438, 478 (1928). The Olmstead case remained good law for several 

decades. However, the Court shifted their thinking in this regard with another case, Katz 

V. United Slates, 389 U.S. 347, 350 (1967). In that case, the Court determined the 

defendant did have an expectation of privacy in a telephone conversation. 

The conflicting rulings in the above two cases illustrate the latitude given to 

individual courts in making their decisions. As stated earlier, the courts rule according to 

issue recognition. However, as illustrated in Olmstead and Katz, two cases can have 
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virtually identical fact patterns, yet result in different outcomes because of the individual 

judicial interpretations of how the law should be applied to certain technologies (Elmore, 

2001). As a result, it is the responsibility of law makers to draft laws and statutes that 

define different technologies, and how privacy standards ought to be applied to them. The 

courts do rely on laws and statutes in making their rulings, so where there are none, the 

judges must rely on their own knowledge of the technology, which may or may not be 

sophisticated. Congress, on the other hand, can call experts to testify before them in order 

for new laws to be drafted that reflect the features of current technology. In turn, 

technology is re-framed within the statutes, laws, and later court rulings. 

Technology as a Public Forum 

In two of the cases, the court discussed technology in tenns of it serving as a 

public forum. In the Loving case, the court stated "the OU computer and Internet services 

do not constitute a public forum" Loving at 955. In contrast, in the Landers case, the 

court stated "it is undisputed hat the CSUN server is not a traditional public forum, as this 

relatively new technology has not been traditionally used for a public forum purpose. 

However, the characteristics of the CSUN server demonstrate that it is a designated but 

limited public forum." Landers at 2. The Landers court restated their assertion regarding 

technology serving as a limited public forum when they commented "the CSUN server is 

a designated public forum.. .the policy of the university to make its computer server and 

systems available to its students and employees created a public forum for their use." 

Landers at 4. Similarly, the court expanded on its definition of a limited public forum 

when they offered "the CSUN server is a limited [public forum] in nature. 'In a case 
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involving a school district's provision of school facilities for private uses.. .there is no 

question that the District, like the private owner of property, may legally preserve the 

property under its control for the use to which it is dedicated.'" {Ibid.). 

In the court cases described here, there were surprisingly different views of 

technology presented by the various courts. This was somewhat unexpected, sincc courts 

rely upon one another in making future rulings. There was some consensus among the 

cases with regard to the restrictions on technology, and the majority of the courts aligned 

themselves with the university or school, in relying on existing policies to make their 

decisions. Perhaps the most diverse area of opinion was in how technology was described 

by the courts. Specifically, the way the courts equated technology with vastly different 

objects was surprising. Another unexpected finding was that only two courts defined 

technology as a public forum, despite more of the cases possessing similar fact patterns. 

Just as the computer use policies provided a means of describing and defining 

technology, the court cases here represented the state's vision in terms of technology. 

There were many inconsistencies across policies, indicating a lack of standardization. In 

the court cases, technology was described in such a way that indicated a lack of 

standardization in the courts as to how to categorize and regard technology. In fact, many 

of the courts stated that technology was new or evolving, and as such it made their 

decisions even more precarious. It was as if the courts were reluctant to take a stand on 

how technology ought to be defined, and policy was relied upon instead to shape their 

ruling and views. Nevertheless, the cases presented demonstrate some effort on the part 
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of the court to interpret technology, thus re framing technological artifacts for society 

(Bijker, 1995; Shields, 1997). 

Reference to Other Sources of Law 

Table 8 below indicates the citations of laws that were referenced throughout the 

case decisions. With the exception of a few references to state law, the United States 

Code was referenced heavily. In addition, decisions that came down from the Supreme 

Court were heavily referenced. Finally, the United States Constitution was referenced 

directly. Also indicated in parentheses were the directions of each of the rulings. My 

prediction was that the more references to state or federal law, the more likely that the 

ruling would be for the state. 

Contrary to my prediction, decisions for the state were not necessarily linked to 

the number of references to state or federal laws made within the ruling. In the two cases 

listed below whose decisions were for the student or the professor, the references to state 

and federal laws were in the highest numbers. In the Urofsky case, this could be 

explained by the fact that the professor was essentially suing the State of Virginia and its 

Restrictions on State Employee Access to Information Infrastructure Act. In the Landers 

case, the student was suing the university to defend his First Amendment right to express 

his political opinions via the campus network. As a result, the volume of federal statutes 

referenced in his case provided support for his claim. Many cases had been adjudicated in 

the past regarding this issue, and they all buttressed his claim that his First Amendment 

rights had been limited by the university. 
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Table 8 
Laws Cited Within Cases 

Case Law Referenced Number of Occurrences 
Angevine (STATE) 18 U.S.C. §2252A(a)(5)(B) 1 

Oklahoma or federal law 3 
Applicable federal or state 2 
statutes 
Fourth Amendment 3 

Butler (STATE) 18 U.S.C. §2252A(a)(2)(A) 2 
18 U.S.C. §2256 1 
Fourth Amendment 2 

J.S. (STATE) First Amendment 29 
Eighth Amendment 1 

Beussink (STUDENT) First Amendment 26 
Loving (STATE) Oklahoma law 1 
Urofsky (PROFESSOR) Va. Code §2.1-804 et. seq. 76 

First Amendment 9 
Fourteenth Amendment 2 
42 U.S.C. §1988 1 
VA Freedom of Information 3 
Act 
Sec. 18.2-390 ofVA 1 
Criminal Code 
VA Code §2.1-805 1 
42 U.S.C. §2000e-2(a)(l) 2 
VA Code Ann. §2.1-805; 2 
18.2-390 
29 C.F.R. §1604.11(a) 1 

Landers (STUDENT) CCP §526 2 
505 U.S. 672, 679, 112 3 
S.Ct. 2710 
473 U.S. 788, 800, 105 2 
S.Ct. 3439 
460 U.S. 37, 45, 46, 103 2 
S.Ct. 948 
454 U.S. 263, 267 4 
115 S.Ct. 2510 4 
307 U.S. 496,515,516, 59 1 
S.Ct. 943 
408 U.S. 169, 180, 92 S.Ct. 1 
2338 
385 U.S. 589, 603, 87 S.Ct. 1 
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675 
393 U.S. 502, 506 1 
17Cal.3d 206, 227 2 
343 U.S. 495, 503 1 
283 U.S. at 716 1 
427 U.S. 539 1 

Summary 

The court cases presented here represented what was happening more recently in 

the law in terms of technology and privacy. In addition, some cases dealt with speech 

issues on campuses. Taken together, the cases represented how the courts interpreted 

technology and subsequently ruled, shaping technology in turn. By ruling in the ways 

they did, either for or against the state, the state's ideology with regard to technology and 

privacy was advanced. The schools involved in the cases that were decided for the state 

affirmed their status as ideological state apparatuses. The ideologies they imparted were 

that of assisting law enforcement, affirming the strength of their policies in limiting 

individual rights in the area of online privacy, and in one case, allowing the university to 

change its policy upon receiving notice of litigation, and upholding the university's right 

to do so. In short, the individual's right to privacy online shrunk, while the state or 

administrative rights were strengthened. 

Interestingly, the courts relied upon university policies in making their rulings in 

several cases, especially with regard to privacy. This gave the policies an even stronger 

law-like status, as courts routinely consult statutes and laws in making their 

determinations, as indicated earlier. The courts based their notion of one's expectation of 

privacy in cyberspace upon warnings and admonitions stated within university policies. 
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This was not a surprising finding, given that it the universities and schools are acting in 

loco guhernaculum. In other words, since the schools, universities and the courts are all 

segments of the state, the state in affirming the campus policies is self-affirming. In 

addition, the courts would consider policies as law-like, or at least they would consider 

policies as proxies for laws on campuses. Whatever policy existed at the time of litigation 

was tacitly accepted and relied upon by the courts. One university even altered their 

policy in the midst of litigation, altering the court's decision, as the court commented that 

the prior policy was not appropriate, however the new policy provided sufficient support 

for the university's case. 

The cases were almost evenly split in terms of decisions for or against the state, 

with the state achieving one more win than the students or professors. It was expected 

that the state would have prevailed in a larger majority of the cases. However, the three 

most recent cases, all decided in 2002, sided with the state. This could possibly indicate a 

trend toward increased state power and decreased individual power in terms of online 

privacy. The state appeared to want to limit privacy online for individuals, to the possible 

benefit of society at large in terms of law enforcement. 

The research question that guided this portion of the data was "how has 'privacy' 

online been discussed, and through cases that have been adjudicated, has online privacy 

been extended or limited by the outcomc of the case?" As the cases in this sample 

demonstrated, privacy was largely described in terms of one's expectation of privacy, and 

the courts indicated one could not reasonably expect privacy on a university network. It 
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appears from the outcomes of the cases presented here that online privacy will continue 

to shrink in the future, if any privacy right online on campuses existed in the first place. 

In addition, it is apparent that university policies with regard to privacy that are in effect 

work in tandem with the courts in carrying out the will of the state. Privacy rights in 

cyberspace for students are in jeopardy, as the state and administrations seek to have 

more ability to search, with less regard for individual rights in this area. While this is not 

a topic of study in this project, in the cases utilized here, the First Amendment does seem 

to serve as a break on the power of the state and administrations. In the area of free 

speech rights, individual rights were largely protected. 

Although the cases were almost evenly split between the state and the individuals, 

the state did prevail in the latter cases, decided in 2002. In addition, the state prevailed in 

one more case than the individuals, as indicated earlier. However, this indicates that the 

technological arena is one in which the courts are negotiating its meaning in the context 

of the various school settings and situations. As reflected in the policies analyzed, there is 

a lack of standardization and institutionalization on the part of the universities. In turn, 

there appears to be a lack of standardization in the courts in terms of how they are 

choosing to regard technology. As a result, the extent to which the state via the courts 

values privacy, and how the courts define technology, could determine the course of 

online privacy on campuses. 
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CHAPTER VI: STUDENT SURVEY RESULTS 

Introduction 

In this chapter, the results of the student online pri vacy survey will be presented. 

The research question that is addressed by this data is the following; "to what extent do 

students believe in administrators or others surveilling, controlling, or otherwise limiting 

their online experience on campus?" To answer this question, I offer four propositions, 

listed below in Table 9, which correspond to the four theoretical frameworks from which 

the survey questions were subsequently derived. Specifically, questions arose from 

Foucault's concepts of discipline and punishment, Althusser's concept of the Repressive 

State Apparatus (RSA), and the corresponding in loco gubernaculum concept, the SCOT 

literature, and in particular, Bijker and Shields' interpretive flexibility concept, and 

Foucault's concept of the panopticon. In addition, demographic information about the 

subject pool, as well as information collected about some of their online behaviors will be 

presented. 

Table 9 
Theoretical Propositions and their Corresponding Theoretical Frameworks and Survey 
Questions 

Proposition Corresponding Survey 
Questions 

Theoretical Framework 

Students do not 
wish to have their 
online behavior 
governed by 
internal 
university 
sources. 

-How familiar are you with 
the computer use policy on 
this campus? 
-How familiar are you with 
the email use policy on this 
campus? 
- How restrictive do you 

Foucault's concepts of 
discipline and punishment 
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think the computer use 
policy is on this campus? 
- How restrictive do you 
think the email use policy is 
on this campus? 
- Do you think it's necessary 
for the university to have a 
computer and email use 
policy for students? 
- Would you use the campus 
network if there weren't a 
computer and email use 
policy in place for students? 
- Do you think students 
should be punished by the 
university's administration if 
they are caught violating the 
computer or email use 
policies on this campus? 

Students will 
interpret 
technology as an 
object of personal 
use. 

- Do you think that the 
emails you send and receive 
are your property? 
- Do you use the Internet on 
campus for reasons other 
than research purposes 
directly related to your 
course of study or a 
particular class? 
- Do you think the contents 
of the email you send and 
receive while using the 
campus network is private? 
- Do you think it's OK to 
download copyrighted songs 
while your using the 
Internet on campus for your 
own use? 
- Do you think it's OK to get 
free copies of recently 
released movies that aren't 
yet out on video/DVD while 
you're using the Internet on 
campus? 
- Do you think it's OK to 

SCOT; interpretive flexibility 
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share free copies of recently 
released movies that you 
downloaded from the 
Internet on campus with 
others either on or off 
campus? 
-Do you think it's OK to 
share copyrighted songs you 
downloaded from the 
Internet on campus with 
others either on or off 
campus? 

Students do not 
wish to have 
surveillance of 
their online 
behavior. 

- Do you think students' 
behavior online ought to be 
monitored by someone on 
campus? 
- Do you think that when you 
are "surfing" online while 
using the campus network, 
the websites you visit are 
being recorded by the 
university? 
- Do you think that when you 
are using the Internet on 
campus, you are somehow 
being electronically recorded 
or "watched" by someone for 
possible violations of 
policies? 
- If you do think that 
someone at the university is 
watching what you and other 
students do on the campus 
network (that is, the content 
of your email and where you 
go on the Internet), is that 
OK with you? 

The "digital" panopticon 

Students do not 
wish to have their 
online behavior 
governed by 
external law 
enforcement 
sources. 

- Do you think it is possible 
to violate the law while 
using the Internet? 
- Do you think students 
should be punished by 
outside law enforcement if 
they are caught violating the 

Althusser's RSA/in loco 
giibernaculum 
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computer or email use 
policies on this campus? 

Demographic Information 

There were 100 total students in this sample. The students chose to be part of this 

survey through a Psychology department database of studies in progress. The average age 

for this sample was 19.1, and the students in the sample were all taking an introductory 

psychology class, for which participating in research was a requirement. A total of 1595 

students were included in the database who were eligible to participate in studies. In 

terms of gender, the total eligible population of 1595 students is compared to the sample 

of 100 students used in this study and to the research site population in Table 10 below. 

This was done to demonstrate that the sample population is representative of the total 

eligible population in terms of gender. However, the sample population is slightly 

overrepresented by females when compared to the research site population. 

Table 10 
Gender Breakdown of Eligible Population, Sample Population, and Research Site 

Total Eligible Population 
(n=1595) 

Sample Population 
(n-lOO) 

Research Site Population 
(n=32,653) 

Male 40.63% 39% 46% 
Female 59.37% 61% 54% 

Table 11 below summarizes the comparison between the research site population 

and the sample population's ethnic makeup. Aggregate data regarding ethnicity about the 

total population of students in the Psychology database, from which this sample was 
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drawn, was not available. However, Table 11 indicates that the sample population reflects 

the ethnic makeup of the overall student population at the research site. It should be noted 

that the sample population was given slightly different choices for identifying their 

ethnicity, including multi-ethnic, unlike the accounting of the research site. This may 

account for the slight differences between the various ethnic groups. 

Table 11 
Ethnic Makeup of Population and Sample Population 

Research Site 
Population 

(n = 32,653) 

Sample Population 
(n- 100) 

Caucasian 65% 73% 
Hispanic 13% 6% 
Native 2% 2% 
American/Pacific 
Islander 
African American 3% 1% 
Asian 5% 8% 
Multi-ethnic Data unavailable 5% 

In addition to this demographic information, data was collected regarding the 

students' general online activity. This was done to establish the role technology plays in 

the students' daily lives. Students in this sample reported spending 67% of their time 

online engaging in non-academic pursuits. Students reported they spent an average of 

eight hours per day online using or "surfing" the Internet using the campus network, and 

an average of five hours per day utilizing email. Based on earlier studies of email usage 

by students, these estimates appear to be low. However, with self-reported data, there 

exists a higher possible rate of error or self-censorship. Although the students in this 

study were assured of their anonymity, it is possible that they underestimated their online 
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activity levels so as not to come across to the researcher as spending too much time 

online in lieu of other, more academically related activities. In the alternative, it is 

possible that as the novelty of technology wanes over time, students may be spending less 

time online, or may be using online resources more efficiently and judiciously. However, 

spending upwards of eight hours online per day on average is a considerable amount of 

time during one's waking hours. 

In terms of the students' academic programs of study, thirty-seven total majors 

were reported. The majors were then grouped into colleges for ease of reporting. 

University college encompasses undecided majors and some "pre" majors, such as pre-

health. Figure 3 below indicates the colleges represented in this study. 
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Figure 3 
Colleges Represented 

College 
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Proposition 1: Students do not wish to have their online behavior governed by internal 

university sources. 

The first proposition speaks to the notion of discipline and punishment. 

Specifically, I assert that administrators are exerting their power over students by 

governing the online space, and students will resist these administrative attempts to 

govern their online behavior. In addition, the technology allows for students' behavior to 

be monitored and possibly disciplined. Technology not only provides an additional 

opportunity for surveillance to occur, but it is serving as a post modem digital 

panopticon. This sets up a new set of norms for which the technology is utilized by the 

institution. I predict that students will be aware of this monitoring, they will be aware of 

the potential penalties associated with wrongful behavior, and as such will adjust to these 

new norms by altering the ways in which they behave online. Seven survey questions 

were rcflective of Foucault's (1979) concepts of discipline and punishment. 

Foucault sought to document how early methods of discipline and punishment in 

the 1?"^ through early 19'^ centuries spoke to overall mechanisms of power used to shape 

the lives of individuals in society. Criminal punishment served as a historical metaphor 

for how governments and other institutions, such as the schools, sought to use power to 

shape individuals. In turn, more power over individuals was won by the institutions. As a 

consequence, individuals' thoughts and behaviors became "normalized" over time (p. 

182). 

Foucault asserted that reform in the European criminal justice system occurred in 

part as a response to the difference in the types of crimes that were being committed, but 
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largely so that punishment would become "distributed in homogeneous circuits capable 

of operating everywhere" (p. 80). In other words, whereas punishment used to be a 

sovereign right that would pass directly from the ruler to the criminal, via public 

e.xecution, the reform movement indicated a desire to distribute this power to punish 

throughout society, so that the power to punish would "constitute a new economy and a 

new technology of the power to punish" (p. 89). The power to punish has moved "from 

the vengeance of the sovereign to the defense of society" (p. 90). A criminal is then one 

who offends society as a whole, and brings the power of the State to control behavior 

through discipline and punishments to an all encompassing level of ideological power. 

Foucault also made observations about discipline and its mechanisms in society. 

He proposed four primary characteristics of discipline. First, Foucault asserted "discipline 

sometimes requires enclosure" (p. 141). In order to have discipline, one must enclose the 

space one wishes to govern. For example, monasteries, factories, and secondary schools 

all provide models of the power of enclosure to facilitate discipline. Second, the space 

must not only be enclosed, but it must be partitioned. Enclosure must be accompanied by 

sub-dividing the space into partitions, as in a monastic cell, classroom, or work station. 

Third, discipline must follow the "rule of functional sites" (p. 145). Spaces within the 

enclosure must have dual puiposes, to assure individual and group comparisons. For 

example, a factory supervisor can walk among the factory workers, observing and 

evaluating their individual work stations, while at the same time comparing the work 

between them. Finally, discipline is described as "a technique for the transformation of 

arrangements" (p. 146). In the classroom, for example, students may be placed in classes 
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one's rightful place within the multitude. 

Taken together, discipline and punishment combine to form a fundamental 

mechanism of power relations. In other words, discipline and punishment are not 

mutually exclusive, according to Foucault. In fact, he states "at the heart of all 

disciplinary systems functions a small penal mechanism" (p. 177). Effective disciplinary 

punishment naturally involves some elements of the judiciary. In addition, disciplinary 

punishment "has the function of reducing gaps" (p. 179) within individuals and groups. 

In other words, disciplinary punishment serves as a method of training. If a student, for 

example, fails a spelling test, a teacher may ask that the student write the incorrect words 

over and over again to re learn them. Religious forms of penance also function similarly. 

As a result, disciplinary punishment becomes an exercise. 

Disciplinary punishment functions in a duality of rewards and punishments. One 

who punishes must also gratify those who are punished. Foucault quotes an 18'^ century 

philosopher, Demi a, to illustrate this point. Demia wrote "it will be very beneficial when 

the teacher is obliged to use punishment, to win the heart of the child if he can before 

doing so" (p. 180). Additionally, by arranging individuals by rank, as mentioned 

previously, one is at once rewarding and punishing them. The rewards come with the 

establishment of the ranks, and the placement into those ranks. The punishments come by 

calling attention to the gaps between those in the higher echelons and those in the lower 

echelons. Through this process of disciplinary punishment, normalization occurs. 

However, the process of discipline is exercised invisibly, through these techniques of 
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hierarchy establishment, ranking, enclosure, and training. Despite its invisibility, those 

who are subject to discipline serve to assure "the hold of the power that is exercised over 

them" (p. 187). Table 12 indicates the students' responses to questions related to policies. 

Table 12 
Student Familiarity with Policies 

Very Familiar Somewhat Familiar Not at all Familiar 
Computer Use 
Policy 

14% 68% 14% 

Email Use Policy 20% 63% 13% 

Overwhelmingly, the students reported they were "somewhat familiar" with both 

the computer use policy and the email policy. That they are "somewhat familiar" v/ith the 

policies and not "very familiar" with them may indicate that the students realize the 

policies exist, however they may not be able to quote passages from the policies or even 

be able to list details about the contents of the policy. It is also possible that the questions 

asking the students about the policies served to prompt them to their existence, and the 

question itself bccame their familiarity with the policies. The students in this sample were 

also slightly more familiar with the email use policy than with the computer use policy 

overall. Despite their basic lack of awareness of the policies, they are subject to them. In 

addition, even a scant knowledge of the policies' existence may serve to "normalize" 

their behavior online. In other words, the very knowledge that a policy exists, which is a 

form of discipline, may create an invisible power over individuals' behavior. 
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Awareness of the policies also relates to the conccpt of in loco gubernaculum in 

that the students have some level of awareness that they are governed. If the policies 

serve as channels through which the administration can exert its power over students' 

actions, then students' awareness of them speaks to their awareness of the extent to which 

their behaviors are governed. 

The survey also questions students about the necessity of a computer use policy, 

as well as whether they would still utilize the campus network in the absence of a policy. 

Table 13 below indicates the students' responses to the questions "do you think it's 

necessary for the university to have a computer and email use policy for students" and 

'"would you use the campus network if there weren't a computer and email use policy in 

placc for students" respectively. 

Table 13 
Student Responses Related to Policies 

Yes No Not Sure 
Necessity of Policy 69% 14% 14% 
Use of Network in 
Absence of Policy 

75% 7% 14% 

The results indicate the students' belief in the necessity of a computer use policy, 

contradicting Proposition One. This is an interesting finding, especially in light of 

Foucault's analytical framework. It appears that students have grown accustomed to 

living in an online world of policies, and as a result their beliefs have become 

"normalized" to the existence and even necessity of a policy being in place. However, as 

indicated below, an overwhelming majority of students would still utilize the campus 

network, even in the absence of a policy. This "normalizing" process supports this 
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somewhat paradoxical finding that while students believe in the need to have a computer 

use policy, they would also use the network in its absence. 

Students were asked whether they believed the administration should punish them 

for email or computer use policy violations. In this area, the students were divided. While 

more students believed they should be punished by the administration overall (38%), the 

students who indicated they were not sure or that students should not be punished by the 

administration followed closely behind (31% and 27% respectively). Those who 

answered in the negative or that they were unsure combined surpass those who leaned 

toward the affirmative. This provides some support for the first proposition, however the 

affirmative answers alone contradict the first proposition. 

It appears the students overall support internal punishment for policy violations. 

This belief may come from the students' knowledge of the nature of crimes that can be 

committed online. In other words, as Foucault noted, the change in the nature of crime 

corresponded to a change in the nature of punishment. Whereas crime was once an 

affront to the sovereign directly, crime evolved to offend society as a whole. As a result, 

punishment became more encompassing, and society even less tolerant of criminals. 

Crimes online can be individual in nature, however the design and anonymity of the 

Internet lends itself to large scale, less individualistic crime. For example, a computer 

worm or virus may be sent out to infect several thousand computers at once, affecting 

individuals, but also affecting societies as a whole, as some of their basic operations 

could be halted by the virus or worm. Even worse, unsuspecting "netizens" may 

inadvertently spread the offending computer program through simple daily use. Students 
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may be reacting to their past experience of being subjected to such a group crime, and as 

a result support internal punishment of offenses. 

Table 14 indicates the students' beliefs about the restrictiveness of the computer 

and email use policies, respectively. The majority of students believed the computer use 

policy was somewhat restrictive, while the overwhelming majority of students believed 

the email use policy was not at all restrictive. These results lend more support to the 

earlier finding that students are much less aware of the policies' contents than they assert. 

The email policy at the research site is twelve pages long, and contains dozens of caveats, 

rules, and restrictions. This is hardly "not at all restrictive". Similarly, the computer use 

policy is five pages long, and contains many warnings, rules, and restrictions. It appears 

the students believe they are largely not governed, despite the existence of two well-

honed policies to govern them. It is possible that their belief in a lack of governance 

comes from their being "normalized" to exhibit proper online behavior, simply from the 

knowledge that policies exist. 

Table 14 
Restrictiveness of Policies 

Very 
Restrictive 

Somewhat 
Restrictive 

Not at all 
Restrictive 

Not Sure 

Computer Use 
Policy 

0% 46% 36% 14% 

Email Use 
Policy 

1% 11% 64% 21% 

In summary, contrary to the first proposition, the students are divided as to their 

belief that students who violate the policies should be punished by the administration. 

More students answered affirmatively to this question, however the combined 
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percentages of the students who asserted they were opposed to punishment or were not 

sure surpassed the affirmative responses. In addition, the students asserted that a 

computer use policy was necessary, even though its absence would not affect their 

propensity to use the network. In terms of the policies, overall students are only 

somewhat familiar with both the email and computer use policies. It appears the policies 

are having a normalizing effect on students, just as a function of their existence. 

Proposition 2: Students will interpret technology as an object of personal use. 

The concepts of technological boundary objects and interpretive flexibility help to 

frame this proposition. Interpretive flexibility states that technology is shaped or framed 

by its users to suit their purposes (Bijker, 1995, Shields, 1997). In addition, different 

constituencies view technology differently, and the ways in which different constituent 

groups view technology may be at odds with one another. In some cases, the intended use 

of a technology by one constituent group may be at a disconnect with the way another 

constituent group views it or utilizes it. 

In the previous chapter, the computer use policies served as a way to make 

meaning of the universities' technology, and define it for their users, establishing 

parameters around technology. Similarly, students are utilizing the technology, in both 

intended and unintended ways, and are therefore defining technology for themselves. 

Students and the administration are in some cases defining technology differently, yet 

both groups recognize similar uses for the technology. In these ways, technology on 

campus can be defined as a boundary object. By defining the technology on campus as a 

boundary object, there is an inherent recognition of differences between groups and how 
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they define and utilize the technology. Yet, the technology retains a somewhat universal 

identity among the various groups utilizing it. 

I assert that students in this sample will view technology differently than the 

university's administration would view it. Specifically, students will view online 

technology as an object of their own unrestricted personal use, as opposed to the way the 

administration intends it, as an educational tool. Seven survey questions addressed this 

proposition. 

To establish the students' belief in technology as their own personal possession, 

the students were asked "do you think the contents of the email you send and receive 

while using the campus network is private?". I assert that if the students believed their 

email was private, they would consider it a personal possession. Students 

overwhelmingly (72%) stated they believed their email was private. Consequently, the 

students appear to view their email as their property by virtue of their belief of its private 

nature. However, according to the email use policy of the research site. 

The confidentiality of e-mail cannot be assured, and any confidentiality may be 
compromised by access consistent with applicable law or policy, including this 
Policy, by unintended redistribution, or due to current technologies inadequate to 
protect against unauthorized access. Users, therefore, should exercise extreme 
caution in using e-mail to communicate confidential or sensitive matters, and 
should not assume that their e-mail is private or confidential, (p. 2) 

Earlier, it was indicated that few (20%) of students were "very familiar" with the 

email use policy. Rather, 63% of the students indicated they were "somewhat familiar" 

with the email use policy, and 13% indicated they were "not at all familiar". As a result, 

this finding is not surprising. When students were asked outright whether they believed 

email was in fact their property, 72% concurred. 
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In contrast to the students' strong belief that email is their property, the email 

policy of the research site states 

E-mail services are extended for the sole use of University faculty, staff, students 
and other appropriately authorized users to accomplish tasks related to and 
consistent with the University's mission. University e-mail systems and services 
are University facilities, resources and property as those tenns are used in 
University policies and applicable law. Any e-mail address or account assigned by 
the University to individuals, sub-units, or functions of the University, is the 
property of the University, (p. 1) 

This finding is somewhat unusual, considering 63% of the students acknowledged 

they were "somewhat familiar" with the email use policy, and another 20% stated they 

were "very familiar" with the policy. If one was even somewhat familiar with a policy, an 

important issue such as whether or not one's email was their property would likely be 

memorable. However, this may indicate that when students indicated they were 

"somewhat familiar" with the policy, this meant that they knew it existed because the 

question prompted them to the policy's existence, however they would be unable to 

recount any details of the policy. As a result, they were embellishing their knowledge of 

the policy, perhaps to appear more favorably to the researcher, even though the students 

were informed their surveys were anonvinous. 

A popular activity among college students nationally is the practice of 

downloading music and motion pictures from a variety of websites without paying for 

them, and making the files available for others to share, against federal copyright law. In 

the case of movies, the most popularly downloaded movies are those which have not yet 

been released to the general public via rental outlets or for purchase. This downloading 

and sharing process is facilitated by fast Internet connections, such as that which exist on 
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college campuses. Typically, universities use fiber optic lines, creating the fastest Internet 

connection available, and one that is currently not available for home use. As of this 

writing, file sharing has received a great deal of press due to the Recording Industry 

Association of America, the Motion Picture Association of America, and others civilly 

suing individuals found to be distributing downloaded copyrighted materials. 

As a part of students believing the campus network exists for their personal use, 

despite the knowledge that the practice is illegal, the students were asked whether they 

believed it was alright to download music from the Internet on the campus network. 

Interestingly, the students' were mixed on this issue. In this sample, 39% indicated it was 

alright to download music, and 41% indicated it was not alright. The mixed result could 

have come from the way in which the students interpreted the question. 

On one hand, the students could have interpreted the question as whether or not 

they believed it was morally alright to download music. On the other hand, they could 

have interpreted the question as whether or not they believed it was legally alright to 

download music. For some students, these concepts are mutually exclusive, and for 

others, they are not. For example, it is highly possible that some students are aware that 

downloading music for free is technically illegal, yet they have no moral qualm with 

doing it. They would hold the belief that something can be technically illegal, yet morally 

acceptable. As a result, they may have answered in the affinnative. In the reverse case, 

the students may think it is morally wrong to download copyrighted music, and this 

moral belief may stem from their insistence that to break the law is to do something 

immoral. These students would likely answer in the negative. In other words, it is 
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student prioritizes acting morally versus acting lawfully, which could account for the 

non-consensus within the sample. 

Interestingly, they were later asked whether they believed it was alright to share 

music they downloaded with others. While both the act of downloading copyrighted 

music for free and sharing that music are illegal under federal copyright law, the more 

egregious act among the two is sharing the music. In fact, those who utilize their hard 

drives to store and share music with others worldwide are typically those who are more 

likely to be prosecuted, as the act of sharing the music opens the individual up to law 

enforcement sources who search for music to share, in an attempt to shut down persons 

who arc acting as large scale servers of shared music. In this sample, 53% answered in 

the affirmative. The majority of the students in this sample strongly believed they could 

use the campus network to distribute illegally downloaded music, even though, as shown 

above, they had mixed feelings about downloading the music in the first place. The 

notion appears to be that once the music has been downloaded, it becomes that which 

ought to be shared among interested parties on the Internet. 

In contrast to the students' responses related to music were their feelings about 

downloading and sharing movies. Where 39% believed it was alriglit to download music 

and 41% of students believed it was not alright to download music, only 29% believed it 

was alright and 54% believed it was not alright to download movies. In addition, where 

53% believed it was alright to share music and 28% believed it was not alright to share 

music, only 39% believed it was alright to share movies and 40% believed it was not 
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alright to share movies. In summary, students in this sample tended to feel more strongly 

against sharing movies than sharing music. In addition, students felt more strongly 

against downloading both music and movies, however they felt more strongly against 

downloading movies. 

Interestingly, in both music and movies, students appeared to be more tolerant of 

sharing than of downloading. This finding is somewhat unusual, given that sharing the 

items more readily leads to prosecution than does the act of downloading them. Sharing 

music or movies acts as a sort of GPS for one's computer. In other words, allowing one's 

hard drive to act as a server that stores and shares music or movies attracts attention to 

that hard drive, and especially the attention of those wishing to prosecute offenders. In 

addition, students appeared to view music and movies differently overall. 

It is possible that students view movies as somehow more valuable than 

individual songs or albums, due to the heavy publicity movie costs receive. Indeed, 

within pop culture, the budget of a film is as newsworthy as the basic plot or starring 

actors. However, no publicity is given to how much it actually costs to make a particular 

album. Artists' lavish lifestyles are certainly on display for the public, so the assumption 

is that the artist is being compensated for their contribution. However, the real cost of an 

individual album is seldom discussed within the media, possibly leading to the notion that 

it is somehow less valuable than a Hollywood movie with a multi-million dollar budget. 

Music also has a connotation within the Internet community as something that is 

meant to be shared, and it is not seen as a physical commodity per se. In other words, few 

would argue that walking into a record store, grabbing a CD off a shelf, and walking out 



227 

of the store without paying for it is not stealing. However, the prevailing wisdom on the 

Internet is that somehow downloading songs is different from physically stealing a CD 

from a retail store. Speci fically, the notion is that in spite of copyright law to the contrary, 

downloading music is not equal to the act of stealing. 

Proposition 3; Students do not wish to have surveillance of their online behavior. 

Four questions related to the concept of online monitoring, reflective of 

Foucault's "digital" panopticon. The results of these four questions are summarized in 

Table 15 below. Online monitoring practices are consistent with a "digital" panopticon 

being in place at the university. Although the students are not necessarily physically 

arranged in a panopticon-like manner when online, undoubtedly the university's network 

is arranged panoptically, allowing for system administrators or others to easily and 

routinely observe individual or group behavior online. Students are therefore subject to 

the "digital" panopticon, as they would be while living in a residence hall, or utilizing 

any one of the campus buildings designed to facilitate a level of surveillance, such as a 

library. 

This "digital" panopticon clarifies the power the university possesses over its 

students through its monitoring techniques. However, there is no indication at the 

research site that the means by which monitoring occurs are published, with the exception 

of the results of some monitoring being made available on several websites. For example, 

minute-by-minute measurements of bandwidth usage in the residence halls are executed 

and published in real time online. As a result, the students operating "within" the digital 

panopticon may or may not self regulate their online behavior, while administrators can 
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express their power through the campus network as observers within the "digital" 

panopticon. This power secures the universities' place within a corporatized higher 

education system where personal accountability and efficiency are increasingly making 

their way ijito the value system of higher education, perhaps at the expense of the free 

exchange of knowledge. 

Table 15 
Students' Beliefs Regarding Monitoring 

Yes No Not Sure 
Whether Online 7% 65% 24% 
Behavior Should be 
Monitored 
Whether Online 50% 22% 24% 
Behavior Is 
Monitored 
Whether Monitoring 
is Acceptable 

15% 69% 12% 

Whether Websites 47% 24% 25% 
were Recorded 

The students were asked "do you think students' behavior online ought to be 

monitored by someone on campus?" As indicated in Table 15 above, 65% of the students 

slated they did not agree with monitoring online behavior. This is consistent with the 

assertion made by Proposition Three. 

Students were also asked "do you think that when you are using the Internet on 

campus, you are somehow being electronically recorded or "watched" by someone for 

possible violations of policies?" This is a variation of the above question, in which the 

students were asked if they agreed with online monitoring of behavior. In this question, 

the students are asked whether they believe they actually are being monitored. The results 

here were mixed, as shown above in Table 15. While a full 50% of the students stated 
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they did believe they were being monitored, another 46% were not sure or did not believe 

they were being monitored. This is not a surprising finding, as it is not made clear in the 

computer use policy whether gross monitoring occurs. However, the policy does say "in 

certain circumstances, the University may permit the inspection, monitoring or disclosure 

of c-mail, consistent with applicable laws and with the University's Electronic Mail 

Policy" (p. 4). As a result, the students' policy knowledge may have played somewhat of 

a role in their answering this question. However, it is more likely that they were not 

relying on their policy knowledge to answer this question, given their relative lack of 

knowledge of the details of the policies. 

Similarly, the students were asked "do you think that when you are "surfing" 

online while using the campus network, the websites you visit are being recorded by the 

university?" The results, as shown above in Table 15 are consistent with the result of the 

previous question about gross monitoring. In this question, the distinction was made 

regarding the university making a permanent record of the students' online activities. 

Again, their conviction was mixed on this issue. While slightly less students agreed that a 

recording of their behavior was being made than in the last question where they were 

simply asked if they believed were being monitored, slightly more students were either 

undecided or did not agree their activities were being recorded. When taken together, the 

results of these two questions indicate the students may believe they are being watched, 

however they do not necessarily believe they are being recorded. These are important 

pieces of information, as they indicate how assured the students are that any violations 

that would occur online could actually be discovered and subsequently punished. 



230 

Next, the students were asked "if you do think that someone at the university is 

watching what you and other students do on the campus network (that is, the content of 

your email and where you go on the Internet), is that OK with you?" In the previous 

questions, the students were asked whether they believed monitoring was occurring. In 

this question, the students are asked whether they approved of monitoring, if they did 

believe it was occurring. In Table 15 above, the results indicate that the students are 

overwhelmingly in agreement that monitoring is not acceptable, affirming this 

Proposition. As a result, whether or not they believe monitoring is occurring as indicated 

in the above two questions, they do appear to agree that monitoring is unacceptable. 

This Proposition places students in a unique position. The students are using the 

campus' online system, despite their belief that monitoring may be occurring, and that if 

it is, it is not acceptable to them. Essentially, they are powerless to change their situation 

within the "digital" panopticon. The university essentially forces them into this "digital" 

panopticon, and they are subject to its architecture as well as the resultant rules that 

govern the "space". 

Proposition 4: Students do not wish to have their online behavior governed by external 

law enforcement sources. 

The university, via its policies and governance of its network, fulfills its role as a 

repressive state apparatus (RSA) (Althusser. 1971). Althusser stated that repressive state 

apparatuses functioned through violence or coercion to reinforce the reproduction of the 

social relations of production in a capitalist system. The university, as an ideological state 

apparatus (ISA) exerts the ruling class' ideological force over the working class. 



231 

contributing to the reproduction of the modes of production. This was accomplished 

through ideological force, as opposed to violence or other coercive means enacted by the 

repressive state apparatus. There were a number of RSA's and ISA's in operation. The 

Church was identified as the first and most dominant ISA, and over time its ideological 

power was devolved to a number of other institutions that were once embedded in the 

Church, such as the Family or even the Theatre {Ibid, p. 143). The police, prisons, and 

courts were identified as RSA's. Althusser identified the educational ideological 

apparatus as the dominant system that has taken over for the Church as the primary ISA 

within capitalist societies. Further, he claims that where the Family was once 

ideologically coupled with the Church, the Family is now coupled with the School {Ibid, 

p. 146). 

Earlier, it was shown that through the computer use policies' heavy use of 

enforcement language, the ideology of the ruling class (i.e., the external legislative and 

regulatory environment) can continue to be reproduced via repressive, legalistic means. 

In turn, students continue to be subjects of the policy and by proxy, the ideology of the 

reigning administration. Similarly, the students arc subject to the laws of the state. 

However, I questioned whether this met the approval of the students, or whether they 

believed external laws and enforcement extended to the online arena. I suspected that just 

as students will resist administrative enforcement, they will be equally resistant to 

external law enforcement governing their behavior. 

The students were asked "do you think it is possible to violate the law while using 

the Internet?" This was asked to introduce the possibility that if the law could be broken 
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online, then it may be reasonable to assume the enforcement of the law may be carried 

out online. As indicated in Table 16 below, 65% of the students believed it was possible 

to violate the law online. The students were given an opportunity to respond freely about 

how one could violate the law online. The majority of the responses included file sharing, 

hacking, or downloading pornography, and particularly child pornography. 

Table 16 
Law Enforcement Online 

Yes No Not Sure 
Belief in Whether it 
is Possible to 
Violate the Law 
Online 

65% 7% 24% 

Belief in Whether 
Students Should be 
Punished by Outside 
Law Enforcement 

14% 57% 25% 

The students were also asked "do you think students should be punished by 

outside law enforcement if they are caught violating the computer or email use policies 

on this campus?" As indicated in Table 16 above, 57% of the students indicated they did 

not think outside law enforcement should be involved in violations of the policies. In this 

question, there were 25% of the students who replied "not sure". This response may have 

concerned the severity of the violation. For example, if a student attempted to shut down 

the entire campus computer system with a vims, clearly this would be in violation of the 

policy, and it could warrant an outside criminal investigation under anti-terrorism laws or 

laws concerning the disruption of an educational institution. However, if a less serious 

violation had occurred, students may be less likely to approve of outside law enforcement 

becoming involved in the matter. On the other hand, it is important to reiterate that 65% 
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of students disapproved of any monitoring occurring online. As a result, if most students 

do not even approve of monitoring to discover potential violations, it would follow that 

they would additionally resist outside law enforcement handling of these situations. 

Proposition Four is affirmed, in that overall students do not believe outside law 

enforcement should be governing their online behavior. 

Summary 

Four propositions were addressed in this chapter, stemming from the research 

question, "to what extent do students believe in administrators or others surveilling, 

controlling or limiting their online experience on campus?" They are the following: 

• Proposition 1: Students do not wish to have their online behavior governed by 

internal university sources. 

• Proposition 2: Students will interpret technology as an object of personal use. 

• Proposition 3: Students do not wish to have surveillance of their online 

behavior. 

• Proposition 4: Students do not wish to have their online behavior governed by 

external law enforcement sources. 

Each proposition reflected specific theoretical frameworks. The first proposition 

dealt with Foucault's (1979) concepts of discipline and punishment. Proposition two was 

derived from the social construclion of technology literature. Specifically, the concepts of 

interpretive flexibility and technological boundary objects helped to make meaning of 

how students perceived technology. Proposition three dealt with Foucault's notion of the 
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panopticon. Finally, proposition four concerned Althusser's (1971) conccpt of the 

repressive state apparatus. 

As noted earlier, I asserted that technology in the university acts as a digital 

panopticon, not unlike the physical panopticon concept offered by Foucault. Just as the 

physical panopticon provided the means by which prisoners could be constantly observed 

without themselves having the opportunity to observe others, the on campus network 

provided a means by which students could be observed. Students would theoretically be 

aware that this surveillance system existed, as they would have been informed through 

the policy in existence. The policy would have established norms that all network users 

would have internalized and incorporated into their daily network activities. In turn, the 

students would have been aware of any penalties that may have existed for behavior that 

violated the computer use policy. Finally, the students, having internalized the network 

norms, would have behaved in ways consistent with the policy in place. 

The students in this study both conformed to my predictions, as well as behaved 

contrary to what I had hypothesized. If policies were designed to establish network 

norms, which I asserted, they were not internalized by the students in this study. While 

students indicated they were somewhat familiar with the computer and email use policies 

on campus, they demonstrated a lack of knowledge of the policies in their answers to 

other questions. Thus, it is unlikely that the students have absorbed the nonns. 

While they believed they were being monitored and that the websites they visited 

were being logged by the university, they were very much against monitoring and did not 

believe it ought to be occurring. At the same time, they ovenvhelmingly believed a policy 
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ought to exist, ahhough they would still use the network if no policy were in place. In 

other words, it appeared these students possessed a predisposition to defer to authority, as 

demonstrated by their support for the existence of a policy. 

The students' propensity to yield to authority could have resulted from their many 

years of shaping in a variety of well established systems of which they were a part before 

even enrolling at the institution. These other ideological state apparatuses established the 

predisposition in them to yield to authority. For example, this shaping could have 

occurred in their primary and secondary schooling experiences. As Althusser (1971) 

noted, historically the school took over for the family and the Church in providing 

systematic socialization. 

For these traditionally aged undergraduates, their family and their religious 

upbringing, provided by their family, most likely served as strong ideological stale 

apparatuses in addition to their school environment. Upon their arrival at the university, 

the university took over the ideological reins from these institutions. Nevertheless, upon 

their arrival at the university, the ideological state apparatuses to which they had already 

been exposed for their young lives had engrained a set of norms into them. For example, 

the students expressed that it was necessary for the institution to have a computer use 

policy in place. This indicated their belief in the need for rules, a notion that most likely 

came from any number of systems under which they operated, such as the family, the 

church, or their schooling. The students also largely believed in the right of the 

administration to punish those who committed online infractions, although they were 

generally opposed to outside law enforcement becoming involved in enforcement. Their 



236 

belief in the administration's right to punish also supports the notion that they have 

internalized this set of nonns that were established within a variety of social systems 

throughout their lives. 

Despite their general belief in authority through policies and internal enforcement, 

there was one exception. Within their own student culture, the students indicated the 

ways in which they took exception to the righteousness of authority. The student culture 

is quite distinct from the administrative culture via policies on campuses. The most 

glaring example in this sample was their belief in the use of peer to peer networks to 

illegally download and share music, and to a lesser degree, movies. Over half the students 

indicated their belief that they ought to be able to share music. The decision was more 

split with regard to movies, which is most likely a file size issue, rather than a 

philosophical belief issue. It is likely that if the time it took to download a movie were 

equal to the short time it took to download a song, movie sharing would occur as 

frequently among students utilizing peer to peer networks. In any case, the student culture 

seems to have dictated a belief that they should be able to share music and movies via a 

peer to peer sharing network, despite the administration's warnings through policies that 

such activity was prohibited. 

Among themselves and apart from the administration, the students appeared to 

possess their own unique culture in terms of the online environment on campus. The 

students, while being aware of the panopticon in which they exist on campus, still chose 

to engage in activities that would not be condoned by the administration, such as illegal 

file sharing. As a result, while the campus network provided the opportunity for 
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Foucaultian surveillance and subsequently discipline, the students appeared to resist the 

panoptical administrative culture. The students' beliefs also affirmed the notion of the 

network as a boundary object, in that the students tended to define and use the technology 

differently than the administration may have intended. 

There appears to be an ongoing struggle on the university network between 

administrators and students. This struggle is likely to continue into the future, as the uses 

of technology evolve. In the process, technology on campus continues to be redefined by 

its many users, each belonging to groups with competing interests and beliefs. These 

beliefs and interests will in turn influence campus policy development, and impact the 

external legal environment as the online world clashes with the boundaries of what is 

legal and illegal. Additionally, the external legal environment will likely look to the 

practices and policies on campuses in making their rulings when deciding cases related to 

the online environment. 



238 

CHAPTER VII: ADMINISTRATIVE VIEW 

Introduction 

This chapter presents the results from interviews with student affairs professionals 

and quasi-professionals. The purpose of the interviews was to acquire the administrative 

perspective on technology and privacy issues on campus. The administrative perspective 

was obtained by interviewing both professionals and quasi-professional staff who were 

students. As a result, the two perspectives, student and administrator, can be taken 

together, as well as compared to one another. Specifically, the perspectives were twofold, 

and first consisted of their general regard for technology and its neutrality. In acquiring 

their views on technology and its puipose, a baseline could be established surrounding 

their views on appropriate uses and limitations on technology. Second, in terms of 

privacy, their perspectives regarding how private the network was and their role in the 

oversight and monitoring of the network was ascertained. In doing so, whether the 

network was panoptical could be analyzed. In other words, the extent to which the 

network was monitored and policed, and their comfort level in doing so, provided insight 

as to the panoptic nature of the campus network. 

The student alTairs professionals consisted of staff who worked with students or 

had oversight of programs related to technology and students. The quasi-professionals 

consisted of students who worked as technicians and direct contacts to students, and 

worked for some of the professional staff interviewed. The interviews lasted between 

sixty and ninety minutes and were tape recorded and later transcribed. Eight interviews in 
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total were conducted. In keeping with human subjects requirements, the participants 

signed consent forms and were instructed on the purpose of the study. 

The participants were as follows, and will be referred to in this chapter by their 

pseudonyms. The quasi-profcssionals were Justin, Jim, and Don. Justin was the senior 

technician among the three, and was a mentor to both Jim and Don, as they were poised 

to take over Justin's position when Justin graduated. These quasi-professionals worked 

for a department on campus that handled computer use related to residential students. The 

department served approximately 4000 students. Their direct supervisor, Mike, was a 

professional in his position for several years. While the quasi-professionals handled calls 

from students and the subsequent work orders, Mike directly supervised their work and 

dealt with technical support for the program as well as involvement with enforcement, 

which will be discussed later. Tom was Mike's supervisor, and served as the founder and 

director of the program. Tom's duties were primarily administrative, and occasionally 

involved enforcement of the computer use policy. 

Yvette served as one of several administrative deans of students, and was 

primari ly responsible for code of conduct violations, some of which stemmed from 

computer use. Jackie was a senior administrative official who dealt with overarching 

computer issues on campus. Jackie also served directly on the President's cabinet. As a 

result, she had the least amount of student contact, however she was very involved with 

the processes in place to govern student behavior online. Finally, Frank was a mid-level 

administrator who served in the library area focused on technology, and had recently 

taken over as the DMCA campus representative for another staff member on sabbatical. 
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The interview questions were grouped into four sections. In the first section, the 

questions focused on technology generally. Second, the questions focused on the 

computer use policy on campus. Next, the questions focused on privacy and enforcement 

of the policy. Finally in the last scction, the questions focused on the relationship between 

the state and higher education. All questions were derived from the theoretical 

frameworks guiding this study. 

The first section's questions regarding technology were derived from the SCOT 

literature. Specifically, the questions addressed technology usage, its strategic purpose on 

campus, and their general characterizations of technology. This was done to establish the 

frames they placed around technology, which could later impact how they felt about the 

extent to which it ought to be private and unmonitored. Bijker (1995) referred to framing 

technology as giving technology interpretive flexibility. In other words, different groups 

may tend to define technology differently, resulting in conflicting views about its purpose 

and usage. In this study, this concept is utilized to examine whether different definitions 

exist between groups, and whether that may also be associated with the extent to which 

monitoring was appropriate. 

The second and third sections' questions related to policy and privacy came from 

Foucault's discipline and punish and panopticon concepts. In terms of privacy, the 

panopticon concept was explored in terms of the extent to which monitoring was 

occurring on the network, and the role these interviewees played in that process of 

monitoring and then enforcement of the policy, if any. In other words, whether or not a 

panopticon was in fact in effect was examined in this section via the participants' views 



241 

on the monitoring and enforcement process. Questions regarding the policy and its 

enforcement explored the concepts of discipline and punishment as discussed by 

Foucault. Foucault (1979) asserted that discipline and punishment strengthened the power 

relations between the state and the people, as punishment became more widely 

distributed among the populace. In this study, the concepts are being utilized to illustrate 

the extent of the administrative power over the students through the network and policy. 

The final section's questions came from Althusser's concept of the ideological 

and repressive state apparatus. The participants were questioned regarding the extent of 

their relationship with the state. The ideological state apparatuses function to inculcate 

the ideology of the state onto the people, and the repressive state apparatuses function to 

carry out the state's demands through the force of the courts, the police, or the prisons. 

The strength of the relationship to the state that was articulated by the participants was 

asked to determine the extent to which administrators were acting in loco guhernaculum, 

as ideological and repressive state apparatuses. 

Technology 

The interviewees were all asked their views regarding technology and its utility, 

as well as its purpose on campus. Orlikowski and Gash (1994) proposed three domains in 

which technology was characterized by users in large organizations. The categories were 

the "nature of technology", "technology strategy", and "technology in use" (p. 183). 

Following this pattern, the responses from the interviewees in this study tended to frame 

technology in terms of its general usage and the strategic purpose of technology on 

campus. It was important to have a general picture of the ways in which the participants 
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of how they may have sought to control or limit technology. In addition, it provided 

information about the differences in how they defined technology, illustrating interpretive 

flexibility. This is significant in that if there were differences in the ways in which they 

framed technology, there were likely to be differences in the ways in which technology 

ought to be limited or controlled on campus. 

In terms of the general usage of technology, the responses had several themes, 

such as utilizing technology for communication purposes. However, the ways in which 

the participants used technology to conduct communication differed. Most relied on 

email when referring to communication, however the student interviewees relied more on 

instant messaging to communicate with others. Instant messaging is an Internet based real 

time means of communication, whereby people can contact each other through text 

messages sent between them. Instant messages function as a form of real time email. 

Jim, a quasi-professional, stated "I'm always on instant messenger always talking to my 

friends even like within my apartment, my roommate is upstairs [and] I will talk to him 

on that instead of walking up the stairs, j ust kind of lazy". Don, another quasi-

professional, added "about everybody I know in the dorm we use instant messenger 

rather than using our cell phones or anything and all of my classes require me to use the 

Internet". Justin, also a quasi-professional, confirmed "I do some instant messaging, not a 

whole lot, 1 use to do more but I just have gotten busier and busier. Most of my instant 

messaging now a day is actually work related". 
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The professionals discussed communication mostly in terms of email use. Frank, 

a professional, related "I have work that involves people around the country but I do it 

over e-mail". Yvette stated "I do communicate with various constituents about the staff 

and students". However, she also cautioned 

"It's a way of us communicating effectively, quickly; you do lose the human 
component of it. For example, if I am writing something to you it's hard to tell 
whether or not what things will mean, you know in a joking manner or kind of 
serious. You can't catch the tone of the subject or that particular message. Thai's 
why I like to have either face to face conversations or telephone conversations 
because you lose the human factor over c-mail, electronic mail". 

Regarding technology generally and email specifically, Jackie stated "I use it primarily 

for task management and for communication". 

Apart from utilizing technology as a communication tool, the participants 

described other uses for teclmology in their work and in their lives. Tom stated 

"I use it for any number of web applications. We actually employ the Internet 
and applications on the web; databases and types of applications and 
so I interact with those quite a bit; I use it to find infonnation. I use Dex on line, 
Quest Dex, I use that quite a bit when I'm looking for a phone number. If I'm 
looking for a resource that's what I use it for. I use it to find the information that 
we need to find about people that are doing things with it that there not supposed 
to do. So again other probably database driven web applications to track activity 
back to an individual or complaint". 

The quasi-professionals in this study described technology as an all encompassing 

element in their lives. The following exchange with Jim illustrates this phenomenon: 

Q; .. .how do you use the Internet? 
Jim: For absolutely everything, I live on the Internet, it's my life. 
Q: Really? 
Jim: Yeah. 
Q: So we're talking about school work and... 
Jim: School work, play, communication. Everything I do I use the Internet. 
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Don echoed Jim's sentiments regarding technology in his life. In addition to technology 

being the basis of his campus job, Don stated 

"I think there's not a day of my life that I don't use the Internet or a computer, 
and in the dorms specifically about everybody I know in the dorm we use instant 
messenger rather than using our cell phones or anything; and all of my classes 
require me to use the Internet. I don't have single class that doesn't require you to 
be on line for some reason or another, and basically I don't think there's anything 
in our lives that doesn't really concern it." 

Similarly, Frank described technology at work in absolute terms, stating "when 

the servers are down, what do we do? We all go home." While these participants seemed 

to describe technology in positive, useful, and rather all encompassing ways, several 

professionals described technology with cautionary tones. Jackie stated 

"I've given quit a lot of thought to this and I have made choices not to let 
technology govern my own activity patterns but rather make my own decision on 
how I want to prioritize things and then try to shape my technology use to that. I 
don't have a hand held device. For example, no Blackberry or Palm Pilot or 
anything like that. My assistant runs my calendar. I can look at it from 
anywhere, anywhere where I can get a web connection. In theory I can have it on 
my Palm Pilot and can take over my own calendaring. 1 have chosen not to 
because I want Sharon to do my calendaring. That's how I want my work life 
structured and I don't let it intrude into my personal life. I don't carry around a 
pager or cell phone or anything like that, that allows people to have access to me 
24 hours a day". 

Jackie also admitted it was unusual for someone at her level in the administration 

not to be so "gadget" obsessed, and constantly available via various forms of technology. 

She discussed how she lets people know this is how she operates, and expects them to 

respect that choice and not to expect an immediate response from her. Rather than let 

technology control her, she likes to take control of technology and apply it in ways she 

thinks will be useful to the campus, and she attempts to rein in over-use or what she 

perceives as misuse of technology. 
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Yvette worked directly with students in her position. As a result, she has made 

some observations about technology and how it has impacted students. She stated 

"You know I have a theory that technology in some ways has impacted the social 
skills of this generation because it's so easy to write an angry response, 
inappropriate remark via email than to say it in person. The anonymity of it sort 
of protects you. There is a screen there; not another person's face. It has 
impacted our ability to talk to each other, to communicate, to leam the nuances of, 
you know when 1 see that you're upset then that should somehow trigger some 
kind of response from me which is either to slow down or stop and figure out 
what is going on with you. It helps you to respond in an appropriate manner when 
you're face to face as opposed to email which you can be a lot bolder". 

In this study, technology was generally discussed in both positive and negative 

ways. Some discussed technology as being an essential part of their daily lives, whereas 

others described their resistance to having technology dictate their interactions with the 

world. Largely, technology was described as a communication tool, however in different 

ways for different people. Finally, technology was discussed as possibly changing the 

nature of communication. 

In terms of the strategic purposes of technology, the participants had differing 

views. Jim stated "bccausc it's so pervasive in the real world that if you don't know how 

to use it you're gong to be lost and even if we're all stuck using Microsoft Word on 

campus at least you know how to use something". Similarly, Don stated 

"Well, like I said all of my classes require it so I think they have to pretty much in 
order to fulfill their requirements in their classes that they're taking and I think 
it's the University's job to play a key role in advancing the students 
technologically, 1 mean a lot of kids here at the University don't know to 
download and have never seen any of this before, so I also think it's the 
University's job to educate them in the technology and how to use it." 

Justin echoed the two previous statements, saying 

"The Internet has become such a big part of Americans' culture and life though 
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that students need to have access to it and the University, having it on the 
University here provides convenient access for the masses so they don't have to 
go to things like Cyber Cafe's and pay to access it there at exorbitant rates or fight 
over the few computers available at public libraries." 

The professionals had slightly different takes on the purpose of technology on campus. 

Frank stated 

"Well, because it opens new ways of doing things. One of the, collaboration that 
you mentioned earlier is a great one. It allows the student to collaborate across the 
country and one of the nice things built into the infomiation commons and I heard 
about the planning for a while but one of the nice things is it's designed for group 
work and they do use it, I've seen them crowded five around one machine and 
that tells you faculty have given assignments that require that. Which is a 
relatively new thing but the technology allows them to do it. It's just opening new 
ways and doors". 

Jackie similarly stated "what our students get out of it is the same things we do in our 

jobs. Possibilities for communication: for richer access to information, for collaboration 

with others from a distance and here locally, better educational experience, better social 

experience, belter preparation for work". Mike added "for one thing it gets them training. 

It's very hard to find something in the business world that doesn't involve technology. 

Get them exposed to it, get them used to it, and this way they are marketable". However, 

Mike also expressed skepticism in terms of how the resource was actually being used. He 

stated 

"it's intended for them to do research and communication and I'm sure they 
definitely use it that way but I think in my personal opinion they only use it that 
way because they have to. The professor says this report or term paper must be 
printed or typed and ok. You must cite three outline resources. But my personal 
opinion I think most of them use it as entertainment. They play on line video 
games, download illegal music. A lot of them don't use it to its full potential, they 
just kind of goof off. 
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The professionals in this study tended to be more skeptical regarding technology's 

intended versus actual use among students. The quasi-professionals confirmed they used 

technology for class work because it was required. However, they also stated knowledge 

and use of technology was an essential part of a university education, in order to prepare 

for life after graduation. 

These various definitions of and assumptions about technology illustrated Bijker's 

(1995) concept of interpretive flexibility. Technology is one artifact within an 

organization. In this case, the technology was installed in this university. However, each 

person describing the technology arrived at slightly different conclusions regarding how 

technology ought to be used. These conflicting descriptions of the same technology, the 

technological frames, can lead to conflict between the groups regarding the appropriate 

use of the technology, similar to the conclusions offered by Orlikowski and Gash (1994). 

Policy 

The participants were next asked their views on the campus computer use policy. 

In addition, some participants offered their views on policies that existed within their own 

department that augmented the campus computer use policy. The campus computer use 

policy is the overarching document to all the other policies, however some departmental 

policies amend the policy where appropriate. These policy questions related to Foucault's 

(1979) concept of the panopticon, as will be shown. 

The participants were first questioned with regard to their familiarity with the 

computer use policy. The responses varied among participants. Among the quasi-

professionals, Jim, for example, stated "I'm supposed to be 100% fluent in it but I'm 
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going to say I'm relatively familiar with it". Don added "fairly familiar with it on a high 

level of it". Justin was slightly more familiar and critical of the current policy. He stated 

"it's just policy wise we need to be a bit more assertive on what is and isn't allowed, and 

most of the things that happen that aren't allowed aren't allowed anyway, that shouldn't 

be allowed". If their familiarity with the policy is low or even just conversant, the 

panopticon concept can not work well, as the participants need to have internalized the 

policy in order for the panopticon to be effective. 

In terms of the professionals, Mike and Tom appeared to have the greatest 

working knowledge of the policy. Mike stated "I'm very familiar with the residential use 

policy. We renew it every year, add to it, change it as needed, talk about ways we can 

improve it. As far as the general University one I've got a pretty good grasp on it". Tom 

added "I'm probably very familiar with University policy when it comes to computing 

and that kind of thing". However, Tom stated 

"The University took a long time to figure out that their old computer use policies 
didn't fit network use as more and more people using the network. They had to 
come up with something else and they have, they have begun in the same place 
that we did which was to try and be as vague and general as possible so as not to 
lead people down a path of saying, well, you didn't mention this specific thing so 
I must be allowed to do that. We have gotten more specific as time goes on to be 
educational and try to give people information up front". 

Tom and Mike were referring to the residential computing policies in place as 

well as the larger University policy. Tom discussed how the residential computing 

policies actually preceded the University policy, and how he authored the original 

residential computing use policy, based upon a model from Stanford University, who 
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originated the idea of a separate computing entity in residential living. Many universities 

have since emulated this model, including the research site discussed here. 

Yvette described her knowledge of the computer use policy as "pretty familiar. 

We have violations of it we deal with". Frank described his knowledge as "not very 

familiar; I'm familiar with it on a broad level". Jackie discussed how she has had a lot of 

involvement with the policies, in terms of committees she has sat on that dealt with 

policy development in the technology area. As Yvette mentioned in her description of her 

familiarity with the computer use policy, enforcement tends to bring the policy issues to 

the forefront. In other words, awareness of the policy comes through its enforcement, 

with enforcement serving as a reminder of the existence and reach of the policy. In 

addition, since much of the enforcement process begins with a referral from outside or 

inside the university regarding the infraction. Foucault's theory regarding discipline is in 

effect. The enforcement has been dispersed among those in and outside the network. 

The participants were also questioned about the restrictiveness of the policy. The 

restrictiveness of the policy was downplayed or dismissed by the participants. Among the 

quasi-professionals, Jim stated "it's not that restrictive. I've seen other ones that are a lot 

worse. The one in my apartment complex is a lot worse". Don stated "I've never noticed 

anything that I wanted to do being restricted by the policy so to me I don't think it's that 

restricted". However, he did state the residential computing policy added more 

restrictions. Justin's statements indicated the policy ought to be more restrictive than it 

was, because he felt if the policy were more restrictive, fewer problems might ensue. 
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Among the professionals, Mike discussed restrictiveness in terms of deferring to 

current laws. He stated 

"I think it's pretty open. A lot of our policies tend to mostly focus on abiding by 
laws: state, federal and local laws. A lot of our policies also focused on, 
basically we're saying don't harass others and don't interfere with the use of the 
shared resource. So we don't get mired down in don't do A, B, C and D". 

Tom also discussed the policy's restrictiveness. He stated 

"I think that in general our policies have remained reasonably the same. 1 think 
our guiding principle when we look at policies on the network would be to restrict 
those things that are illegal. Our violations of the law that we will not take steps 
to outlaw or to make rules or policies against the use of applications or things 
which are not illegal and that we focus our policies on protecting the use of the 
network for everyone as a shared resource". 

Jackie added 

"Not restrictive. We do not have a restrictive policy. Basically we prohibit the 
malicious and illegal behavior and hardly anything else, well, reckless, reckless 
expenditure of resources is also prohibited. Individuals are not allowed to do 
anything illegal our policy prohibits illegal and malicious use of the Internet and it 
also limits your ability to suck up resources for no good reason". 

Yvette discussed restrictiveness in terms of the purpose of the policy. She stated 

"It's supposed to reflect if you are using University resource that 
you're using them appropriately. That you're not sending harassing, threatening 
email to people using our resources or to recipients of any kind with our 
resources. That you're not using the name of the University inappropriately, so 
from my website I send out this information, but I'm using the logo of the 
University. You know, so you're not sending out messages supposedly 
representing the University". 

In all the above professionals' characterizations of the restrictiveness of the 

policy, again the policy's restrictiveness is downplayed. However, the professionals are 

in fact, agents of control over the online environment. The fact that they downplay their 

control is indicative of their internalization of their role as a control agent. Therefore, it 
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appears that although the policy is described as not restrictive and thus not indicative of a 

panopticon in place, in practice a system of monitoring is utilized and legitimized by the 

policy. 

The professionals and quasi-professionals in this study appeared to be 

comfortable with having a policy in place, however vague their familiarity with it. This 

can be inferred from their statements regarding the usefulness of a policy and the 

necessity of a policy. In one case, Justin, a quasi-professional indicated he felt the policy 

was not restrictive enough, and if it were more restricted, many of the problems 

encountered on campus with regard to computer use could be avoided. However, the 

participants largely regarded the policy with a level of nonchalance, in that they believed 

it was non-restrictive. This could indicate the professionals' internalization of the policy, 

as they appeared to be accustomed to the policy. 

In theory, the computer use policy could be regarded as a digital panopticon, as it 

provided a structure of sorts for the campus network, similar to the architectural 

framework set up by the panopticon for the fictional prison. One of the goals of the 

structure of the architectural panopticon was to produce self monitoring behavior among 

those subject to it. In other words, knowledge of the panoptical structure would elicit the 

notion of the potential for constant monitoring. As a result, inmates would begin to self 

monitor their behavior. This computer use policy could have the same effect as the 

architectural panopticon, in that knowing it is in place creates an awareness of the 

potential for violations to occur. While the participants did not discuss the policy in these 

terms, their belief in the righteousness of the policy indicates their belief in the potential 
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the notion of their internalization of the policy. As a result, according to these 

participants, in practice a panopticon does appear to be in place. However, the 

enforcement aspect of the policy as well as privacy concerns also need to be considered. 

Privacy and Enforcement of the Policy 

In this set of questions, the participants were asked about their views on the 

privacy of the network. Privacy was defined as how private one's actions were online, 

and the extent to which they were monitored. Working in tandem with privacy and 

monitoring was enforcement of the policy. By questioning participants on enforcement of 

the policy, privacy issues could also be addressed. Foucault's (1979) notions of discipline 

and punishment, as well as the panopticon, provided theoretical grounding for these 

questions. 

First, the participants were asked how private they felt the network was on 

campus. Participants were also asked about whether they were aware of monitoring 

occurring online. As with other questions, there was a range of responses regarding these 

issues. Some discussed data and information privacy, however privacy was framed for 

them in terms of the extent to which one's actions online were private. In this regard, Jim 

felt the network was not private. He stated "seeing as how on campus I'm Big Brother, 

not really". Casting himself as one who monitors the network points toward the extent to 

which he serves as Althusser's repressive state apparatus. The concept of Big Brother 

makes reference to the controlling aspect of the state. Jim was stating that his position 

affords him the opportunity and justification to monitor. However, he then stated "we can 
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see when people are downloading but we don't like to because if we miss one and the 

Recording Industry Association of America (RIAA) comes in and says 'oh, look at that 

you were scanning but you missed it, it's your fault now', so we don't. So we don't 

monitor the network, we don't watch what people are doing". Jim expressed that he felt 

the RIAA was guilty of actual monitoring, while the university would monitor traffic 

patterns, not specific content. He appeared to have expressed discontent with monitoring 

and figuratively serving as Big Brother on campus. As a result, he expressed that only 

aggregate traffic patterns were monitored, for fear that a larger oversight body, the RIAA, 

may punish them for missing an infraction. Here, it appears that the panopticon is not in 

place, in that enforcement is sporadic, and was dependent upon pressure coming from the 

outside RIAA hierarchy. In other words, the issue has become compliance with the 

outside pressures, not a firm desire to control or monitor the network. 

Don expressed slightly more confidence in the privacy of the network. When 

asked about the extent to which people feel they can go anywhere they want online he 

stated "I'd say so. From the feeling I get from other people too is that they don't feel 

restricted at ail". Justin had earlier expressed that he felt the computer use policy on 

campus was too lenient. Similarly with regard to individual monitoring, he lamented 

"there's not the man power or resources to do if. He expressed that to help them deal 

with enforcement issues, it would be more beneficial to be able to have more archived 

information, however that information is generally kept for a short time and then 

eliminated, due to space constraints. As a result, Justin appears to want to monitor and 

have more tools to enforce the policy, how ever resources for this were not available. In 
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contrast to Jim above, Justin appeared to lament the lack of support for a panopticon to be 

in place. With regard to individual monitoring, Don stated 

"I don't [think there is monitoring], [our computer and telecommunications 
departments], I'm pretty sure they monitor network traffic so let's say a student is 
sitting there and they're just downloading everything you can possibly set his eyes 
on. he's going to be taking a large amount of bandwidth so everybody in his 
building is gonna have less bandwidth. If they see somebody like that they do pay 
attention, they keep a list of the top five I think.. .but as for like students surfing 
Internet sites, I don't believe there is. Other students have the ability to do that 
over the network you can install software that allows you to see what other people 
on the network are doing but not very many people know about it. It's definitely 
against the policies". 

Here Don is demonstrating that where bandwidth is concerned, enforcement is 

stricter and swifter. As a result, he appears to believe in the panopticon, but only in terms 

of property rights for the institution. On the part of the professionals, there was more 

skepticism about the privacy of the network. For example, Mike stated 

"the majority of the people don't know how to make appropriate use of the 
technology that's out there to keep their privacy. It can be more private, but the 
way most people go about using day to day technology these days, a lot of people 
are giving it up more and more". 

Mike felt the network itself was private and that there were teclmological tools 

available to make information even more private, however user error created less privacy. 

Yvette indicated "it's only as private and secure as it can be. I'm sure there are always 

going to be hackers. There's always going to be some breach of security. It's only as 

secure as the system can be". She also expressed that user error or lack of discretion 

largely dictates privacy. Frank echoed "one should never assume that an email is a 

private correspondence". Frank is a member of the library staff, and he expressed that 

within his profession 
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"Libraries have a long history of protecting privacy of what people do; it's built 
into our bill of rights and I have most knowledge about that in terms of the print 
world and circulation rccords, what a person checks out. We separate, as soon as a 
book is checked in, the personal data from the book is separated so no one can 
come in and say 'give me the list of the ten people that had this book' so print 
world has that strong commitment and we build our systems around that. In our 
electronic world we take those same principles and try our best to apply them". 

Two other administrators felt more strongly about how the institution ensured 

privacy. Tom stated "as far as I'm concerned as far as anybody that I know that's 

involved in networking on the campus managing the campus network, it's very private". 

Similarly, Jackie stated 

"as far as any kind of organized institutional action, we put a very high premium 
on privacy and we protect it as best we can. Wc for many years required no login 
for open access labs and started requiring it only when events forced us to 
essentially, but we still maintain places where you can get access to the Internet 
with out logging into anything and we don't do any sniffing or snooping as 
unfortunately some Universities do. We have protected privacy up to the limit I 
think of what's possible". 

In terms of direct monitoring, participants were asked whether they knew if 

monitoring was actually occurring online. Tom emphasized 

"no one is monitoring at this point where the students go on the network, what 
sites they visit and that kind of thing, and we wouldn't and even if we would or 
had a reason to it would not be, it would never be used, the information that we 
would get would never be used with a specific student. We don't look a particular 
individual and say, these are the site that you are visiting. They may be using 
Kazaa and we may be able to tell that and we may be able to see that they are 
causing a bandwidth problem and we will address it from that perspective. We 
will not bury into the packets themselves to determine what song they were 
downloading or whether it was a song at all. They could have been sharing 
perfectly legitimate stuff but just monopolizing a lot of bandwidth doing it. The 
content of what they do is completely irrelevant to us, unless it's child 
pornography. There's a line there and it's that line of illegality. What is legal and 
what is not? And at that point police are involved we don't do that with out the 
police asking us to do that and the police having the appropriate court orders to do 
that type of thing". 
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Tom served as Mike's direct superior. When asked about monitoring, Mike stated 

"We actually have in there that we can disable somebody from access if they're 
doing something illegal. We don't have anything in there that says 'you will be 
monitored' but we do reserve the right to do that if we needed to but we've only 
ever looked at - inside - specific network traffic when we've received a report 
from outside. That's the only time we would do that". 

Again, Mike and Tom discussed enforcement in terms of protecting bandwidth. 

Similarly, Jackie indicated that monitoring does not go on in terms of an individual level, 

however aggregate traffic is monitored for potential security breaches. In addition, she 

also mentioned bandwidth consumption as being a concern. She explained 

"We monitor traffic. We try to make sure that when bad things are happening that 
we notice the symptoms of it. For example, if there were someone running a peer 
to peer sharing site that was absorbing an enonnous amount of bandwidth, we 
would notice that by looking at traffic but no, I don't condone that anymore than I 
would condone opening everybody's mail and reading that. We do oversight of 
the network. We don't do oversight of individual people's behavior. That's really 
different. There's a little video camera mounted above an intersection that I travel 
everyday and 1 don't know what it's there for but I assume it's there to try to 
understand the traffic and not to understand what I am doing as I drive from home 
to school. It probably takes a picture of my car along with thousands of others but 
it doesn't follow me from home to school. It takes pictures of the intersection. 
Well, we take pictures of the traffic". 

Only two participants did not discuss enforcement of the policy in terms of 

property rights, Justin and Yvette. However Justin did indicate his dismay with not being 

able to do more to enforce the policy. When asked, Yvette indicated that monitoring 

students did not occur on campus. Yvette, a student affairs professional, comes across 

below as a reluctant agent of the state. Her professional ideology values individual 

responsibility on the part of students, not tight control of their behavior. She offered this 

analogy: 

"It's sort of like me, knowing we have an alcohol policy but I'm out here every 
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Friday and Saturday night watching to see what our students do and taking down 
names and numbers of every student that I see with alcohol. That's not a good use 
of my time when instead on the other end what we should be doing, what we are 
doing is educating students on law but then also to who are choosing to drink, 
what is responsible behavior". 

The participants were asked about their role with regard to enforcement of the 

policy as well as their knowledge of the enforcement procedures in place. The 

participants had varying levels of kiiowledge regarding enforcement procedures, due to 

their various positions on campus. Some were farther removed from the process, and 

others were directly involved with policy enforcement. For example, the three quasi-

professionals described very similar processes in place for dealing with infractions that 

occurred online. The pattern is that they would be informed of a potential infraction, such 

as a copyright violation, which they shared was the most frequent of all violations. Next, 

they would contact the offending student, who would have a set period of time to remove 

the offending files from their computer. If they needed assistance in doing so, one of the 

quasi-professionals would be dispatched to handle the removal. If a student would fail to 

remove the file or contact the office, their network access would be turned off In the 

residence halls, students are given "three strikes" before they are removed permanently 

from the residence halls. 

Apart from sharing the details of how enforcement occurs, the quasi-professionals 

shared their views on enforcement on the Internet in general. For example, Jim stated 

"Of course. I think anarchy rules the Internet - that's how it was designed. I don't 
think there should be any enforcement on the Internet. Free market trading is how 
it should be and survival of the fittest. If the RIAA can't survive because they're 
being archaic and stupid too bad for them". 

Along similar lines, Don stated 
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"The Internet is basically a revolving free world yet at the same time if you don't 
have anybody being punished for what's going on in it then it just starts a cycle 
that if they didn't punish anybody for downloading music then it would be even 
worse than it is now but at the same time you've got laws passing that makes it 
harder to punish people". 
The professionals interviewed outlined similar processes for enforcement of the 

computer use policy. All professionals conveyed consistent stories as to the methods of 

enforcement across campus. With regard to enforcement, in three cases, two quasi-

professionals and one professional expressed a dual role, Jekyll and Hyde theme. In other 

words, they had mixed reactions to enforcement issues because of the various roles they 

fulfilled, either at work, or at home. For example, Jim stated 

"I'm kind of a Jekyll and Hyde. I have my normal life and I have my professional 
life. I don't like that but it's kind of the way it has to be. I like having power so 
it's alright. And whenever you go into a room, they're like, 'oh, fix my computer' 
and I'm like alright, fix it and they're like 'you're the best person ever' I'm like 
yup, yes I am". 

Don discussed his dual role in the following way: 

"I'm completely comfortable with it most of the time. Basically I have a 
professional face and a student face and when I'm doing one thing I'm definitely 
not doing the other. I think I have established with everybody that, no I'm not an 
RA, I'm not here to be a police officer or to bug you. I'm here to fix your 
computer. I'm just like you. I'm just a student with a student worker position". 

As with Yvette above, Tom, a student affairs professional, discussed enforcement and his 

dual role as being at odds with his professional ideology. He is a reluctant enforcer of the 

policy, emphasizing student development as opposed to overt control of student behavior 

as what he valued. He stated 

"I have my personal feelings which may be somewhat protectionist and wanting 
students, wanting the best for students and knowing some things can really ruin 
their lives and knowing many, many students probably need more monitoring. It's 
just so tempting to get looped into something that can really hurt you and so the 
personal side of me, you know the side of me that wants to care and wants to not 
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to get involved in things like that says, 'oh yeah, we have to monitor right and left 
and warn and turn off access to certain things' and that kind of thing. But the 
other side of me, the role that I'm in here as an educator, I believe just as strongly 
that the use of filters and putting those kinds of monitoring things and restrictions 
on there is a violation of people's privacy that we would be treating people like 
children and not adults, and at some point we need to be treated like adults and 
given the freedoms of adults and they need to stand or fall on their own and so it's 
hard for me because on the one side I'm really fair and the other side I'm an 
educator and understand that I just gotta let it go and they're going to make the 
choices that they make, and so what I need to be able to do is help educate them 
as best as I can without placing restrictions on them, without looking over their 
shoulder and hope that they would listen and hope that they would chose wisely 
and they use those resources wisely." 

Privacy, monitoring and enforcement all concern Foucault's (1979) concepts of 

discipline, punishment, and the panopticon. Discipline and punishment, as Foucault 

noted, served a variety of functions for the state. However, its primary function consisted 

of individualizing society, as well as distributing punishment to society at large, rather 

than reserving punishment for the sovereign. As a result, discipline and punishment 

would strengthen power relations between the state and the people. The participants in 

this study expressed a sense of righteousness with regard to enforcement. In other words, 

they largely felt offenders ought to be punished, especially since the campus network was 

a shared resource. A crime against the network was a crime against everyone utilizing it, 

just as Foucault argued that the nature of crime was changed to reflect how crime 

affected the larger society. As a result, the state was afforded more power to punish, 

because punishment could be carried out within society. In this study, the participants 

appeared reluctant to punish, contrary to Foucault's notions. Some even expressed their 

belief in the "anarchy" of the Internet. 
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The participants gave conflicting messages with regard to privacy and how those 

infractions were identified, through monitoring individuals. Rather than considering 

privacy to be absolute online, they expressed that privacy was ensured unless a potential 

violation was identified and needed to be investigated. As a result, while the participants 

expressed a more reactive role with regard to identifying individuals who committed 

infractions online, they failed to see the compromise in privacy that even a reactive role 

implied. The participants believed the network was private and that no monitoring 

occurrcd. They also expressed ambivalence in terms of their role as one who must be 

compliant with outside orders to monitor, one aptly offering a Jekyll and Hyde analogy to 

their role. On one hand, they felt obligated to be compliant with the policy and the 

institution, and on the other hand, they had their own feelings about the freedom the 

Internet implies. 

To justify their discomfort with monitoring, they described that aggregate traffic 

was monitored, much like the analogy one participant provided of the camera at an 

intersection. While the participants urged that individual actions online were not 

identified or sought out, this changed if anything out of the ordinary appeared in the 

course of routine traffic monitoring, most evident in the area of bandwidth. Some went so 

far as to say if individual monitoring could be done in terms of manpower, it would be 

done. As a result, the property interests of the institution trumped the individual online 

privacy rights of the student. 

It appears that a pure panopticon is not in place online from the accounts shared 

by these participants. In other words, the panopticon structure is technologically possible. 
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however in practice, it is not applied. They came across as unwilling participants in the 

monitoring process, and seem to be primarily concerned with protecting the property 

interests of the institution when conducting necessary monitoring. By the accounts given 

here, the structure exists to support monitoring of activities, and aggregate monitoring 

does occur. However, these participants indicated their dissatisfaction and denial of 

general monitoring, regarding it as antithetical to the purpose of the university. At the 

same time, they supported the university's desire to protect its online property interests. 

Relationship to the State 

The participants were asked about their cognizance regarding the presence of the 

state in their work. They were asked about their employment status in terms of how that 

was connected to the state. In addition, the ways in which their state status as employees 

had an impact on their policy enforcement and monitoring practices were discusscd in the 

context of being a slate employee. These questions referred to the notion of the university 

serving as a repressive state apparatus, as defined by Althusser (1971). The repressive 

state apparatus provided for the enforcement of state generated laws and mandates. As a 

result, as employees, they would be acting in loco guhernaculum in their professional and 

quasi-professional capacities in their enforcement and monitoring practices. It is notable 

that when the participants were asked directly about the state and the extent of its 

involvement in their work, the majority of them had not considered the connection 

before, or took the connection for granted. It is not surprising that some did not notice the 

presence of the state at the university given they are synonymous. 
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Jim, one of the quasi-professionals, felt that he was unaware of the university's 

connection to the state, due to his status as a part time worker. However, he did state that 

in looking at computer use policies from other private schools, he saw differences, such 

as universities charging students for monthly access, much like private Internet Service 

Providers (ISPs) do. In contrast, the two other quasi-professionals indicated a stronger 

awareness of the presence of the state. When asked about whether he thought about 

himself as a state employee, he stated "yes, before this I worked for [another state 

university within the state] and I was definitely a state employee there and so it just kind 

of continues here. I think being an employee of the state or the government is definitely a 

higher level of job security". He also discussed the university's connection with the state. 

Don explained "yeah, knowing that I go to a public University and our funding comes 

from federal funding and at the same time all the budgets come through the state, and so 

when you see a state budget crisis you feel it as a state employee". Don's comments 

focused squarely on monetary issues related to the university's relationship with the state. 

He related "yeah, definitely you can feel it when there's money problems and that's what 

told me I had a state job more then anything. The pay is lower for the work and your 

hours depend on how much money they [the state] make". As a result, Don's comments 

about the connection between the state and the university were both positive and 

negative, and associated the state with money. 

Justin framed the state's relationship to the university differently. He stated 

"working out of the office here I'm working on actual state equipment it's a state 

computer, state owned connection to the Internet and what not". In this instance he is 
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referring to the state's relationship as one of property ownership. As an employee of the 

university he stated "technically I know mentally, yes that I'm ultimately a state 

employee but I'm not benefits eligible, I'm not salary". 

The professionals in the study focused its descriptions of the relationship of the 

university to the state in terms of rules and regulations, as well as limitations on what 

could and could not be done because of the status of the university as a state university. 

For example, Mike first worked for the university as an intern, until his full time position 

was created. At that time, peer-to-peer file sharing had just begun to increase in 

popularity and frequency among students. Initially when this phenomenon gained 

momentum among students, it caused a great deal of problems for his department, mostly 

because of bandwidth consumption as well as copyright concerns. Peer-to-peer file 

sharing on the Internet involves allowing access to one's hard drive where certain files 

can be designated as files to be shared with others who have the same networking 

program. In other words, no centralized server exists, and each computer utilizing the 

peer-to-peer connection serves equally as a server to other computers. Certain websites 

such as Napster, Gnutella, and Kazaa are popular services that provide the tools for peer-

to-peer file sharing to occur. While they are largely used to allow the sharing of 

copwighted music, peer-to-peer networking has legitimate usages in the business world. 

In dealing with these types of infractions on campus, Mike stated "1 do know from my 

intern days that our hands are tied far, far more than if we were at a private institution -

what they would have done at the time if we would have been a private institution". 
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When asked to provide an example of how enforcement would have been different, he 

offered 

"We can't actively look at people's contents as far as preventing misuse, you 
can't necessarily be as proactive about it because then you get into civil rights and 
so on. Whereas, if you were at a company for example, you can say 'well, it's a 
private network, it's our responsibility, and we're paying these people to do work, 
so we need to make sure they are doing work and not this and that', but becausc 
we are a public institution we have a different standard and certain things that 
companies and private schools can do, we can't". 

Here, he made the distinction that there was a qualitative difference in 

enforcement between public and private institutions. He correctly assumed that within 

private businesses or other institutions, more latitude exists in terms of policy creation 

and enforcement. Mike mentioned civil rights as a set of guidelines of sorts that at a 

public institution must be considered, while at a private institution, the rights of the 

employer or administration may forsake certain individual rights to protect their own 

interests. He also discussed that bandwidth was limited to the residence halls as a way to 

limit peer-to-peer file sharing "because the university has to pay for it and we need to 

make sure that the bandwidth is at least being used for university business like 

research.. .there's no reason why a student should be running a web cam server or 

website out of their room". He also stated "it's a state owned resource. You can't benefit 

from it personally". Again, he is highlighting the university's property rights as 

paramount where enforcement was concerned. 

Yvette cchoed some of Mike's sentiments with regard to enforcement. Similar to 

Mike, she related that public institutions are bound to follow federal and slate laws, 

however private institutions have more freedom in terms of their policies. She stated 
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"state, public means I have to follow all federal, state rules and laws regulating 
behavior. We are a public state institution which means that we are open to the 
public and that's basically it. As opposed to a private, where you can be a little 
more creative about your rules. See we can't. There are certain boundaries or 
limitations that we have based on law, state law, public and all that allow us to do 
certain things". 

Jackie and Frank also discussed limitations based on state status. Both regarded 

the differences between state and private institutions as based in ownership and resource 

based. For example, Frank referred to web pages created within the university's website 

as "state property" as it typically required the state board's copyright symbol upon 

creation. Jackie also indicated that distinct policy differences existed between public and 

private institutions. Again, she echoed the theme expressed by others earlier that public 

institutions have less flexibility than do private universities in terms of policies. Jackie 

stated 

"we have more accountability, wc have to be prepared to defend our uses of 
public resources and that's not true for Northwestern University. They have to be 
accountable to somebody but not to a state legislator. For example, we have a 
policy regulating people's ability to look at nudity and pornography which most 
[private] universities would not contemplate". 

Tom perhaps most directly stated his cognizance of his status as a state employee. 

Tom indicated that he was aware of his status as a state employee and that being a part of 

this public university was being a part of the state. In turn, being a part of the state 

obligated him to carry out the slate's mandates in terms of the law and policy. For 

example, when a Digital Millennium Copyright Act violation occurs on campus, and the 

institution is notified, he is obligated to respond immediately. He stated 

"When I'm dealing with students and on behalf of the university, clearly I'm an 
agent of the state and the state considers me their agent and so I am responsible 
to behave like one and to do the things I am required to do in that agency". 
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In their capacity as state employees at the university, the participants in this study 

are serving in loco gubernaciilum on campus. In addition, it appears they are acting as 

repressive state apparatuses as opposed to ideological state apparatuses because their 

mention of their connection to the state was in terms of carrying out policy and the state 

and federal laws to which the university was subject. Repressive state apparatuses serve 

to enforce and protect the state's interests. Also, most participants made distinctions 

between state and private entities, and indicated the latter offered greater freedom in 

terms of policy and enforcement. As shown above however, they expressed their 

obligation to carry out the wishes of the state in terms of enforcement, yet reluctantly. 

Property interests of the state were again mentioned in this section, in that the state's 

property interests were in need of protection. Policy enforcement could assist in carrying 

out this endeavor. 

Summary 

The interviews conducted provided a picture of the administrative view of 

technology and privacy at the research site. In addition, it offered the unique perspective 

of student employees whose job it was to enforce violations of the computer use policy. 

The questions in the four sections provided a multi-perspective view of the state of online 

privacy. Questions were asked in the areas of technology impressions, policy, monitoring 

and enforcement, as well as the relationship of the university to the state. 

The ways in which the participants described technology illustrated the 

interpretive framework of the participants. In other words, some participants described 



technology di fferently than others, in terms of its daily use and strategic purposes on 

campus. When these differences in framing technology occur among campus 

constituents, conflict between the groups can occur. In this case, the conflict can arise 

when the computer use policy needs to be enforced. Students subject to the policy may 

resist administration's attempts to enforce the policy, believing in the anarchistic nature 

of the Internet. Similarly, administrators are interested in protecting the property interests 

of the university and will enforce the policy should infractions come to their attention. 

Enforcement of the policy did occur, according to the participants. Primarily, the 

participants dealt with copyright violations of the DMCA, as reported to them by sources 

outside the university, such as the RIA A or the Motion Picture Association of America 

(MPAA). However, these types of violations were identified by those outside the 

university, rather than by individual monitoring of the campus network. According to the 

participants, the network is monitored for aggregate traffic, not for individual activity, 

although the technological capability exists for individual monitoring to occur if 

necessary. In other words, the participants lie in wait for outside entities to identify 

infractions, and then take action according to the stipulations of the policy in terms of 

enforcement. The participants were not in the business of intrepidly seeking out violators 

of the policy. 

Recently, the RIAA especially has become aggressive in its enforcement of 

copyright violations, filing hundreds of individual lawsuits nationally for relatively small 

numbers of downloaded songs per person. For example, some who utilize peer-to-peer 

networks store thousands of songs on their hard drives for others to download, while 
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others store a few. Nevertheless, the RIAA is currently seeking to ferret out even the 

small user of peer-to-peer technology to trade copyrighted songs. Prior to a lawsuit being 

filed, however, the RIAA will typically enlist the help of universities who may be 

housing peer-to-peer users to execute the RIAA's cease and desist orders. In turn, the 

policy reflects the prohibition of any illegal activities, including peer-to-peer 

downloading, and allows administrators to enforce the policy. 

The participants seem to reluctant]y enforce the policy, as evidenced by their 

reactive posture with regard to online infractions. In addition, they tended to focus on the 

enforcement of infractions that threatened the shared resource or the property rights of 

the institution. For example, limiting bandwidth was often mentioned, as it was a finite 

and costly resource for the university. Students who monopolized bandwidth could be 

identified and punished. 

Given the reluctance and ambivalence expressed on the part of the participants to 

enforce the policy, as well as the reactive nature of enforcement, it does not appear that a 

panopticon is in place. Instead, a quasi-panopticon appeared to be in place on the campus 

network according to these participants. In other words, monitoring was not intrepid, but 

rather was reactive response aimed at compliance with external forces. Typically, the 

forces were regulatory by bodies such as the MPAA and the RIAA. A self-imposed 

digital panopticon appeared when the participants were called upon to act. It did not 

appear to be an internalized, omnipresent, intrepid tool on the campus network. 

The students surveyed in this study were mixed in terms of their belief that they 

were in fact being monitored on the campus network. According to those students, 50% 
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believed tiiey were being monitored, and 22% believed they were not being monitored. In 

addition, 24% were unsure of whether they were being monitored. The students' beliefs 

appeared to be consistent with the administrators and quasi-administrators in this study in 

terms of monitoring. The students as a whole had not fully internalized a panoptical 

structure online. However, enough students believed monitoring was occurring or were 

unsure, indicating a quasi-panoptical structure could be in place online, where monitoring 

could at least selectively occur. 

The participants expressed their strong connection to the state within their 

employment at the university, illustrating their serving in loco giibernaculum. Most even 

came across during the interview as taken aback when they were asked about their 

connection to the state, as they had taken the connection for granted. However, some of 

the participants expressed their professional student affairs ideology through their distaste 

with having to react to outside demands to enforce the computer use policy, such as the 

RIAA or the MP A A. Their ideology as student affairs professionals appeared to be 

diametrically opposed to the notion of panoptical monitoring of the campus network. As 

a result, their reluctance was expressed as being compliant, not intrepid, with 

enforcement. 

The participants expressed their awareness of their connection to the state in a 

variety of ways. For example, some indicated property interests, in terms of the network 

connections, websites, and email belonging to the state. Others expressed their obligation 

to following state and federal laws in their work. Others compared public to private 

schools in terms of policy making. Private schools were perceived as more liberal in 
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terms of their ability to construct policy of their own volition, as opposed to the wishes of 

the state. To the extent that enforcement primarily focused on preserving the property 

interests of the university, these participants were more aptly serving as repressive state 

apparatuses rather than as ideological state apparatuses, as they were carrying out the 

state's agenda through law enforcement, not through education. 

Interestingly, the participants indicated there was not a sound system in place to 

educate students about the computer use policy. The policy can be found online, and is 

also printed among other student conduct policies in a free day planner that is given to 

new students upon their arrival in the residence halls. However, there were no sessions 

during new student orientation regarding the computer use policy, and no seminars given 

by staff at other times of the year to review the policy with students. As a result, it was 

assumed the students read and understood the student conduct manual included in their 

day planner. In addition, the students are required to click on a box to acknowledge they 

read and understood the computer use policy when signing up for their mandatory 

university email account. While the participants indicated the purpose of technology on 

campus was educational, it was interesting that no education was done regarding the 

technology itself. This weakened the argument that the participants were serving as an 

ideological state apparatus that functions through education to impart the state's ideology. 

Nevertheless, a quasi-panoptical enforcement structure of the policy appeared to be in 

place, according to the accounts of these participants. 
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CHAPTER VIII: CONCLUSION 

Introduction 

This study examined online privacy on university campuses from a range of 

perspectives. The study is unique in that it employs a variety of data sources to arrive at a 

more conclusive picture of the face of privacy online on university campuses. 

Specifically, to what extent students' activities online are monitored or tracked was 

examined. The potential impact of coming to a greater understanding about online 

privacy rights on campus ultimately will shed light on how other rights of students and 

others on campus are regarded. 

The four data sources utilized in this study were student surveys, administrator 

and quasi-administrator interviews, document analysis of court cases, and document 

analysis of computer use policies. This chapter will pull together all the data sources and 

the findings gleaned from them, and place them within the context of the three theoretical 

frameworks that informed this study. Specifically, the findings will be discussed in terms 

of the SCOT literature, Althusser's work related to ideological and repressive state 

apparatuses, and Foucault's work regarding discipline, punishment, and the "digital" 

panopticon. Finally, this chapter will address the notion of in loco guhernaculum, a 

concept coined in this study. Ultimately, whether the university became even more of a 

state agent via their online network will be discussed. The implications of this research 

will also be presented. 
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Discussion and Examination of Findings 

The research questions that were pursued in this study were the following: 

1. How is technology generally and online privacy specifically discussed within 

computer use policies? 

2. How has "privacy" online been discussed through cases that have been 

adjudicated, and has online privacy been extended or limited by the outcome of 

the case? 

3. To what extent do administrators believe in controlling or limiting what is done 

on the campus network, and by what means do they accomplish this task? How 

does the language of how they discuss how the network ought to be controlled 

imply the strength of their connection to the state? 

4. To what extent do students believe in administrators or others surveilling, 

controlling or limiting their online experience on campus? 

In the first research question, it was important to analyze the ways in 

which policies were worded in terms of privacy. By doing so, a baseline could be 

established as to the administrations' perspectives on online privacy. In turn, the extent to 

which the administrations were acting in loco gubernaculum could be assessed. In 

addition, how technology was defined and framed in the policies were examined. The 

administrations' characterizations of the purpose of technology were important to 

analyze, as it helped to shape the social norms of technology use on campuses. 

The SCOT literature provided an effective framework for analyzing the results of 

this research question. Technology as described in the policies were analyzed on a 
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number of levels. The result of this analysis was to examine how technology has 

become a boundary object (Star & Griesemer, 1989) between the administration and the 

students in terms of the way technology was described. In addition, Bijker (1995) and 

Shields" (1997) conccpt of interpretive flexibility provided infonnation about how 

technology was described within the policies. In addition, the level of neutrality 

associated with technology within the policies was analyzed. 

There were five primary findings with regard to the policies' analysis. First, the 

policies were law-like in terms of their language, and extensively referential to external 

laws and statutes regarding restrictions on technology. This strengthened the connection 

between the state and the universities, indicating a turn toward them acting in loco 

guhernaculum. Second, the policies were inconsistent across policies in terms of basic 

content. This appeared to indicate a lack of standardization or institutionalization has yet 

to occur among the policies. Third, the policies were vague with regard to privacy and the 

extent to which it would be protected, however the majority of the policies informed 

users of their lack of privacy. Privacy was ascribed privilege status as opposed to rights 

status, further weakening it on campuses. Fourth, monitoring does occur, and universities 

came across as justified in doing so, in order to protect their property and proactively 

immunize themselves from liability. Last, in discussing and framing technology within 

the policies, the policies set up technology as value-laden, not a neutral tool. 

In the second research question, the ways in which the courts regarded privacy in 

their decisions were analyzed. There were three main findings for this research question. 

First, four out of seven cases analyzed were decided in favor of the state. While this is a 
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small sample, and a small majority of cases decided in favor of the state, the latter cases 

were all decided in favor of the state, indicating a possible turn toward increased state 

purview over the online arena, and decreasing individual privacy. Second, privacy 

continued to be an area of debate and negotiation within the courts, but erred away from 

personal privacy rights, and toward school and university rights. In addition, the courts 

generally agreed that privacy could not be expected online, especially on a university 

network. Overall, the courts do not appear to be clamoring to advance personal privacy 

rights online, as evidenced by their rulings in these cases. Third, the courts relied heavily 

on university and school pohcy in making their rulings. This ascribed further status to the 

policies, and adding to their legalistic character. 

Foucault's (1979) panopticon as well as Althusser's (1971) repressive state 

apparatus concepts both contributed to my analysis of the courts and the ways in which 

the cases were decided. Foucault's (1979) panopticon concerns the ways in which 

surveillance online could occur. In this analysis, it is being drawn upon to look at how the 

case discussed one's privacy, and whether it was compromised. Althusser's concept of 

the repressive state apparatus was utilized to demonstrate the strength of the relationship 

between the university and the state. The in loco gubernaciilum concept was also utilized 

to answer this research question, in that the courts were more likely to align with schools 

and universities, in concert with the ideological state apparatus theory. 

How online technology was discussed within the cases was also a part of this 

research question. As a result, the SCOT literature was utilized to frame the ways in 

which technology was regarded by the courts. In other words, within the courts' 
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decisions, online technology was discussed philosophically, and their framing of 

technology influenced their decision making process. As a result, the court provided their 

perspective on technology, which created an external view of technology upon which the 

universities might rely in making policy decisions. As mentioned earlier, the debate 

within society continues as to the limits of the Internet in terms of personal freedom. 

Privacy is included in these debates, both in terms of personal information remaining 

private, and in terms of one's online activities remaining unmonitored. 

In the third research question, the extent to which administrators controlled or 

limited online behavior via policies was examined. There were two main findings for this 

research question. First, the administrators acknowledged that monitoring of individual 

activity did occur, however it was in response to an outside request to do so. For 

example, the RIAA or the MPAA may make a request to identify individuals pirating 
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music or movies. In other words, the administrators were compliant, yet reluctant, 

reactive monitors, rather than intrepid, purposeful monitors. In some cases, their student 

affairs ideology appeared to create conflict as to their appropriate role in monitoring. 

Second, enforcement of the policy was focused on protecting the property rights of the 

institution. This aligned them with the state, in terms of wanting to avoid litigation and 

preserve state-owned resources. 

Althusser's (1971) concept of the repressive state apparatus assisted in answering 

this research question. In addition, the in loco gubernaciilum concept was explored. By 

examining the ways in which administrators attempted or resisted controlling behavior 

online, their ideology can be exposed. In addition, their alignment to the state through 



their employment at a public institution was examined through the lens of the ideological 

state apparatus. In turn, the extent to which the administration was acting in loco 

gubernaculum could be discussed, based on their discussion of their connection to the 

state. In this study, it appeared that they acknowledged their state connection, but 

generally saw it as at times in opposition to their professional core values as student 

affairs administrators. 

Utilizing the SCOT perspective, administrators' views on technology and its 

purpose on campus were also explored. Specifically, the neutrality of their discussion of 

technology was examined. In addition, how controlled the network ought to be was also 

discussed. How administrators defined the online world provided insight into their 

propensity to want to control it. The administrators' perspectives on technology, or their 

interpretive framework (Bijker, 1995 & Shields, 1997) also provided a means of 

comparison to how students framed the online arena. In this study, the administrators 

appeared to be primarily concerned with preserving the property rights of the institution. 

They sought to monitor only the activities which compromised the state's property 

interests, such as the university's trademark protection. Their alignment to the state was 

demonstrated in their solidarity with the administration in terms of allegiance to the 

policy and in enforcing it when called upon to do so. However, they were not intrepidly 

monitoring individuals, as was originally suspected. 

In the fourth research question, it was important to uncover students' beliefs 

regarding how their online activities were governed via policies, in comparison to the 

expectations of the state via the administration and its policies. Students' level of 
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awareness of computer use policies may have influenced how they used the campus 

network. However, regardless of their policy awareness, their views regarding their 

online privacy need to be studied, to determine the level of congruence that exists 

between the administration's and the students' interests. 

This research question was sub-divided into four propositions, listed as follows: 

• Proposition 1; Students do not wish to have their online behavior governed by 

internal university sources. 

• Proposition 2: Students will interpret technology as an object of personal use. 

• Proposition 3: Students do not wish to have surveillance of their online 

behavior. 

• Proposition 4: Students do not wish to have their online behavior governed by 

external law enforcement sources. 

The first proposition was not affirmed. The students expressed less discontent 

with online governance than expected. Specifically, the students believed in the existence 

of a policy, however they would not stop utilizing the network if a policy were not in 

place. In addition, they believed the administration should punish those who commit 

infractions online. Last, they believed the policies were not restrictive at all. However 

their actions and opinions regarding peer to peer file sharing indicate their defiance 

toward policies, and law for that matter. 

The second proposition was affirmed. The results indicated the students believed 

the Internet was largely for their own personal use. For example, they believed their 

email was their private property. In addition, they believed it was acceptable to download 
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and share music, and movies to a lesser extent. In addition, they indicated they used the 

Internet for purposes other than educational purposes. 

The third proposition was affirmed in part. The findings indicated the students did 

not believe they should be monitored, even though they believed they were being 

monitored. In addition, they believed the websites they were visiting were being recorded 

by the administration. The fourth proposition was affirmed in part. The findings indicated 

the students believed it was possible to violate the law online. However, they did not 

believe that outside law enforcement should punish students for their actions online on 

campus. 

Foucault's (1979) concepts of discipline and punishment was the first theoretical 

framework utilized in answering this research question. Students' attitudes related to 

discipline and punishment were examined and then compared to how discipline and 

punishment online were discussed within the policy and elsewhere. The social 

construction of technology literature also informed this research question. Specifically, 

the concepts of interpretive flexibility and technological boundary objects helped to make 

meaning of how students perceived technology. Foucault's (1979) notion of the 

panopticon was also encompassed within this research question. Specifically, the extent 

to which the students felt as though they were monitored, and whether they agreed to 

monitoring was examined. Finally, Althusser's (1971) concept of the ideological state 

apparatus was utilized to look at how students had been shaped to conform to the 

standards set by the existing computer policies, in addition to how they reacted to those 

restrictions. 
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Implications 

These findings imply online privacy on university campuses remains a contested 

issue, as it does within society. Within the policies and the law, privacy is not a 

guarantee. If it is, it is only if the university's interests are not jeopardized by allowing an 

individual their privacy. A similar balancing test has been applied in the courts. The 

courts more often ruled for the state in the cases analyzed here, indicating a possible 

balance of power shifted in the direction of the state. It also appeared as though the courts 

chose to separate themselves from the practices of the universities and schools, allowing 

their discretion to prevail in terms of privacy and the ways in which enforcement was 

handled. Ironically, while the courts appeared to divorce themselves from the institutions, 

they remain a part of the state by definition. It appeared the institutions were acting state

like in their policies. However, the administrators in this study were reluctant 

participants. 

According to administrators, the students with whom they came in contact came 

across as very unaware of what was going on online. In fact, the quasi-administrators 

interviewed often referred to their fellow students as "stupid" when referring to their 

computer knowledge. However, they acknowledged that some students were feigning 

ignorance for fear of discipline. In addition, they acknowledged there was no concrete 

mechanism for disseminating information regarding the proper policies and practices 

online. Instead, it was assumed the students would read informative materials given to 

them early in the semester. This disconnect between the two groups can only lead to 

continued contention between them regarding online privacy and wrongdoing. The 
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administrators may have also contributed to the students' unawareness because they too 

were quite ambivalent regarding the policy. 

This research represents an effort to carve a niche in the literature for a 

reexamination of the state's relationship to universities in the area of technology. The 

corporatization of higher education makes this area of research an especially important 

need. Corporations have traditionally restricted online privacy and even co-opted with the 

government in providing personal information about subscribers of various Internet 

service providers. The universities' role in becoming isomorphic with corporations as 

well as the state has implications for the nature of online communication and its level of 

privacy. 

Recommendations for Future Research 

This study provides numerous opportunities for further research. First, the higher 

education literature needs to become much more active in research concerning online 

privacy, perhaps joining forces with social scientists studying technology. Outcomes 

regarding student learning and socialization and technology are important areas of 

scholarship. However, studying privacy underlies all these endeavors, as the extent to 

which students feel their actions online are private will greatly affect their learning and 

socialization. In particular, a more in-depth study of administrators' perspectives on 

technology will help inform a number of campus initiatives, such as retention, 

admissions, and even advancement. 

Faculty use and perceptions about technology also demand to be studied in depth, 

although it was not explored in this research. In particular, faculty's perceptions on 
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area of study. For example, many of the state online privacy issues addressed earlier in 

the court cases impact the ways in which faculty conduct their research or teaching. 

Attempts by states to limit online privacy, for example in the area of obscenity, have 

grave implications for concepts of academic freedom and even free speech rights, in 

addition to privacy concerns. If a state policy limits access to certain areas of the Internet, 

this could impact course design as well as scholarship in certain areas of study. 

The state's role in enacting legislation regarding online privacy is another 

emerging area of study which has implications for higher education. While the role of the 

state in public higher education has declined over time in terms of funding, the state's 

role in terms of ideology has not. Instead, the states continue to make demands on higher 

education in terms of accountability and workforce development while at the same time 

recalling funds necessary to do so. Technology's role is central to this conflict between 

the state and the public higher education system. As a result, studies examining the state 

role in higher education, especially with regard to technology broadly could be beneficial 

to the relationship between the state and higher education. 

Since students are at the heart of any number of campus academic departments, 

programs, services, and activities, studying their perceptions on online privacy in any one 

of these arenas is of eminent importance. For example, students organizing online around 

a number of political or social causes utilizing campus network resources may have 

implications in the privacy area, although this has yet to be widely studied. Since peer to 

peer file sharing of music and movies was a predominant issue in terms of enforcement 
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with students, studying this phenomenon more closely could yield important insights into 

intellectual property issues, and the university's role in educating students about 

copyright. In addition, the university's relationship with external organizations such as 

the Recording Industry Association of America or the Motion Picture Association of 

America needs to be studied, as these organizations provide the primary impetus for 

enforcement of copyright violations on campuses. 

Conclusion 

It is clear that technology and the university environment are forever entwined. 

This partnership has implications on a variety of fronts. The issue of technology and 

privacy is one that continues to be negotiated in the courts, among other venues, 

impacting the larger society, of which the universities are a part. At the same time, 

universities are struggling to develop computer use policies that can be responsive to 

their institutional needs as well as the needs of the external environment. As a 

consequence, the area of privacy remains in question, among these multiple interest 

groups. 

College students constitute one of the largest constituent groups that extensively 

utilize online technologies. Whether their interests are academic, communicative, 

personal, or even criminal, the online environment has emerged as a primary medium 

where these activities occur. Their relationship with their university, who provides their 

Internet access, also seeks to dictate their use on a variety of fronts, such as bandwidth. 

At risk is their personal privacy in terms of the degree to which their online activities are 

monitored by the university. 
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In this study, the law appears to be pointing toward an era of diminished privacy, 

despite the voluminous legal commentary to the contrary. Nationally, the policies were 

largely legalistic as well as highly inconsistent in terms of content, a reflection of the 

courts' indccision regarding the issue of privacy online. In addition, students were 

assuming privacy online, while they were opposed to universities' monitoring their online 

activities. However, their actions online and the extensive amount of time they spent 

online indicated they had not absorbed the norms set up by the policy in place to control 

their actions. Administrators and quasi-administrators largely denied monitoring was 

occurring, except in cases where they were justified to do so due to a court order or 

outside warrant. Taken together, these areas of negotiation regarding privacy online 

demonstrate the uncertainty in the legal system as well as in the larger society. The issue 

remains an area of fierce debate among many sectors of society. 

The Internet presents a continuously growing frontier for research, 

communication, and information, all areas in which universities are integral. Universities 

will need to continuously examine their role in protecting privacy online, else they 

become the Big Brother Orwell foretold in the novel 1984. While state funding for 

universities may be dwindling, the universities could be poised to become isomorphic 

with the state in terms of their ideology, in loco guhernaculum. 
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APPENDIX A 

INTERVIEW PROTOCOL 

1. What is the process for enforcing the computer use policy or email use policy 
in place on this campus? 

2. What is your role in enforcing the computer use policy? 
3. Do you think students should be monitored online? 
4. Is the campus network monitored? 
5. How do you use technology? 
6. Do you think technology saves you time? 
7. To what extent would you call yourself a state employee? 
8. What does it mean to you to be considered a state employee? 
9. Have you worked at both public and private schools? 
10. How private do you think the Internet is on this campus? 
11. What does privacy online mean to you? 
12. In your experience, how do students use the Internet here on campus? 
13. How much impact, if any, would you say court cases have on impacting what 

happens here inside the university, in terms of how policies are constructed, 
for example. 

14. What other outside sources, if any, have an impact on the way the Internet is 
used here on campus by students? 

15. Without naming names, have there been students who have used the Internet 
in such a way that was outside the parameters of the policies in place? If so, 
what violations occurred? 

16. What process, if any, exists for educating students about the computer use 
policies in existence on campus? 

17. What is the process for creating or modifying computer use policies on this 
campus? 

18. How have the computer use policies in place today changed from when they 
were first created, if at all? 

19. How restrictive arc the computer use policies here in terms of how they allow 
(or do not allow) students to use the Intemet? In other words, are students 
pretty much allowed to go to any websites they want on the Internet and do 
anything they want on the campus network, or is it more limited than that? 

20. Do you think the Intemet has become more restricted over time on this 
campus? 

21. Do you think privacy has increased or decreased over time on this campus? 
22. What is the difference between policies and procedures at a private school 

versus a public school? 
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APPENDIX B 

STUDENT SURVEY 

2003 Online Privacy Study Survey 

Place a checkmark or "X" next to the answer that best describes your situation, 
opinion or belief. 

1. Do you live: (check one of the following) 
On campus in a residence hall. 
On campus in a sorority or fraternity house. 
Off campus in an apartment, condo, or house. 

2. What is your major? (undecided is a major) 

3. What is your ethnicity? 
Caucasian, non-Hispanic 
Hispanic 
African American 
Native American/Pacific Islander 
Asian 
Multi-ethnic 

4. On average, about how many hours a day do you spend online (using/surfing 
the Internet), using the UA's network? 

5. On average, about how many hours a day do you spend sending or reading 
your email, using the UA's network? 

6. How familiar are you with the computer use policy on this campus? 
Very familiar. 
Somewhat familiar. 
Not at all familiar. 

7. How familiar are you with the email use policy on this campus? 
Very familiar. 
Somewhat familiar. 
Not at all familiar. 

8. Do you think that the emails you send and receive are your property? 
Yes. 
No. 
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I'm not sure. 

9. Do you think it's OK to download copyrighted songs while your using the 
Internet on campus for your own use? 

Yes. 
No. 
I'm not sure. 

10. Do you think it's OK to get free copies of recently released movies that aren't 
yet out on video/DVD while you're using the Internet on campus? 

Yes. 
^No. 
I'm not sure. 

11. Do you think students should be punished by the university's administration if 
they are caught violating the computer or email use policies on this campus? 

Yes. 
^No. 
I'm not sure. 

12. Do you think that when you are using the Internet on campus, you are 
somehow being electronically recorded or "watched" by someone for possible 
violations of policies? 

Yes. 
^No. 
I'm not sure. 

13. Do you use the Internet on campus for reasons other than research purposes 
directly related to your course of study or a particular class? 

Yes. 
_No. 
I'm not sure. 

14. Do you think it is possible to violate the law while using the Internet? 
Yes. If so, how? 
No. 
I'm not sure. 

15. Do you think students' behavior online ought to be monitored by someone on 
campus? 

Yes. 
No. 
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I'm not sure. 

16. How restrictive do you think the computer use policy is on this campus? 
Very restrictive. I can't just do whatever I want online. 
Somewhat restrictive. I can do some things online, but not others. 

_Not at all restrictive. I can do whatever I want online. 
I'm not sure. 

If you answered "very restrictive" or "somewhat restrictive", what do 
you feel you cannot do (use the back of this survey if you need more 
room)? 

17. How restrictive do you think the email use policy is on this campus? 
Very restrictive. 1 can't just do whatever I want with my email. 
Somewhat restrictive. I can do some things with my email, but not others. 
Not at all restrictive. I can do whatever I want with my email. 
I'm not sure. 

If you answered "very restrictive" or "somewhat restrictive", what do 
you feel you cannot do (use the back of this survey if you need more 
room)? 

18. Where do you most often use the Internet? 
_In a residence hall room. 
In a sorority or fraternity house. 
In a computer lab or library on campus. 
Off campus. 

19. Do you think students should be punished by outside law enforcement if they 
are caught violating the computer or email use policies on this campus? 

Yes. 
No. 
I'm not sure. 

20. Do you think it's OK to share free copies of recently released movies that you 
downloaded from the Internet on campus with others either on or off campus? 

Yes. 
No. 
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I'm not sure. 

21. Do you think the contents of the email you send and receive while using the 
campus network is private? 

Yes. 
No. 
I'm not sure. 

22. Do you think that when you are "surfing" online while using the campus 
network, the websites you visit are being recorded by the university? 

Yes. 
No. 
I'm not sure. 

23. If you do think that someone at the university is watching what you and other 
students do on the campus network (that is, the content of your email and 
where you go on the Internet), is that OK with you? 

Yes. 
No. 
I'm not sure. 

24. Do you think it's necessary for the university to have a computer and email 
use policy for students? 

Yes. 
No. 
I'm not sure. 

25. Would you use the campus network if there weren't a computer and email use 
policy in place for students? 

Yes. 
No. 
I'm not sure. 

26. Do you think it's OK to share copyrighted songs you downloaded from the 
Internet on campus with others either on or off campus? 

Yes. 
No. 
I'm not sure. 
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