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ABSTRACT 

With the advent of multimedia technology and the popularity of Internet com

munications, there hzis been great interest in using digital watermarks for the pur

pose of copy protection and content authentication. Digital watermarking tech

nology allows the content owner to embed a secret signature, i.e., watermark, into 

the host content for many applications. For digital watermarking, the major chal

lenge lies in the confident verification of the embedded watermark, even after the 

watermarked content undergoes various forms of unintentional or malicious modi

fication. Approaches aiming to guarantee reliable verification of an imperceptible 

watermark are termed robust watermarking algorithms. 

In this dissertation, we study digital image watermarking and provide more 

robust algorithms toward reliable watermark verification, assuming various types 

of "content-preserving" image processing. Three new algorithms based on attack 

analysis, spectrum equalization, and a modified embedding rule are proposed. We 

discuss and analyze the proposed solutions, and compare them thoroughly against 

conventional algorithms. 

Since the watermark robustness is to be tested under various forms of image pro

cessing, the watermark encoder can utilize the knowledge of some possible attacks 

for a more secure embedding. Our first solution toward robust image watermarking 

is to select the set of best watermarking coefficients through attack analysis using 

the un-watermarked, original image. 



14 

For transform-domain algorithms, the discrete cosine transform (DCT) or dis

crete wavelet transform (DWT) are normally used for decomposing the host image 

before embedding the watermark. Due to the low-pass characteristic of most im

ages, the DCT/DWT coefficients generally vary in amplitude throughout the image 

spectrum. This low-pass nature is an advantage for many transform coders, but 

it does not facilitate a reliable watermark extraction for many watermarking algo

rithms. Our second solution for a more robust watermarking is the use of a simple, 

invertible permutation operator to equalize the transform coefficients before wa

termarking. 

Many transform-domain schemes utilize a directly-proportional rule for embed

ding the watermark. This approach results in diminishing performance as the wa

termark capacity increases. Our third solution provides a new embedding scheme 

that is inversely dependent on the magnitude of the selected transform coefficients. 

This scheme enhances performance, enabling a large-capacity watermark. 
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INTRODUCTION 

1.1 Digital Watermarking — The Emergence and Impor

tance 

Techniques for embedding a hidden message into a host artwork for the pur

pose of ownership assertion, copyright protection, and information exchange have 

been in use for a long time. This is commonly referred to as steganography. An 

interesting example is a priceless Chinese painting, "Travelers Among Mountains 

and Streams," which was created by Fan K'uan in the early eleventh century [29]. 

Amazingly, Fan's private signature, which was hidden from the dense woods in the 

painting, was not identified until 1958. Despite the fact that data hiding techniques 

have been around for many years, their significance did not draw much notice until 

the late twentieth century [1, 2, 8]. 

Nowadays, most valuable records and files are stored in digital formats for con

venient storage, retrieval, and processing. With the popularity of the World Wide 

Web (WWW) and the increasing use of networked computer systems, anyone can 

now easily access and manipulate a wide variety of digital data within just a few 

clicks, no matter how complex or how distant the data is. Once it has been du

plicated or downloaded, the digital content can be freely redistributed in its exact 
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form or resold illegally just after a minor modification. Ironically, like the two 

edges of a sword, the conveniences and benefits provided by the modem day tech

nology could hinder the technology's proliferation and advancement. For instance, 

without an appropriate and effective means for protecting their intellectual prop

erty, authors, owners, or even distributors of the contents may have great concerns 

about the possible misappropriation or forgery of their digital property, and might 

have doubts about its release. 

A conventional approach to deter the digital pirates is through the data encryp

tion process using the private/public key mechanism commonly used in cryptogra

phy [54]. An example is the content scrambling system used in the digital versatile 

disc (DVD) architecture for controlling the playback of the compressed video [6]. 

Before playback, the DVD player searches for the access key stored in the DVD 

media, and uses it for descrambling the stored bit-streams. There are at leeist two 

limitations associated with content-protection schemes based on encryption. First, 

many content users dislike dealing with encrypted data in an open computing en

vironment. Second, encryption is actually a tool for access control, rather than a 

mechanism for preventing the pirates from making a perfect copj' of the original. 

After all, once the encrypted data has been decrypted,^ the content is back to its 

original, unprotected mode and can then be copied, modified, and redistributed by 

the pirates. 

In the mid-1990's, due to the urgent need for a reliable weapon to stop digital 

'In November 1999, a 16-year-old boy in Norway was accused of successfully breaking the 
DVD encryption system and distributing his decryption formula on the Internet [23]. 
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piracy and an effective tool for embedding useful information in the digital content, 

digital watermarking techniques emerged to receive a flurry of attention [47, 57, 64]. 

Like its ancestor analog counterpart, digital watermarking starts by embedding a 

signature, or watermark—often imperceptible—into the digital content before its 

release. Upon receiving the watermarked asset, the embedded and possibly dam

aged watermark (if the watermarked content undergoes some form of modification) 

is then extracted for comparison against the original watermark. The embedded 

watermark, once extracted and successfully verified, can provide information such 

as the source of distribution, identification of owner and recipients, time and date 

of creation, and so on. 

Watermarks can be placed within content having a wide variety of digital rep

resentation. Within the realm of digital watermarking, the definition of content 

can generally include, but is not limited to text, audio (music and speech), image 

(graphics and high-quality photographs), video (movies or digital TV), 3-D graphic 

models [45], and even computer software codes [12] and hardware designs [28]. 

Depending on the application, the embedded information (i.e., watermark) can 

satisfy various needs. For example, for applications such as proving ownership, one 

might embed information such as the author's name and the source of distribution. 

For applications such as recipient tracing, it is important to embed the name of 

the intended recipient to prevent unauthorized redistribution. For checking the 

integrity of the digital content, we can also design a watermark that will deform 

or disappear if the watermarked content undergoes any change since its creation. 

Also, the watermark can fulfill other applications that are tampering-irrelevant. 
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For example, audio of different channels can be embedded as a watermark into 

a broadcasted video (host signal) for satisfying different needs for a variety of 

viewers. Also, for image applications, the watermark may contain information 

such as geometry and statistics of pixels, and even global positioning information 

about the image sensor. 

The digital watermark has a bright future in many commercial applications. 

The type and form of the watermark as well as the amount of embedded information, 

depends on the target application. However, for digital watermarking schemes to 

be effective and deployed within the next-generation e-commerce infrastructure, 

they have to satisfy several requirements: 

Imperceptibility After embedding, the watermark should not perceptibly de

grade the quality of the original content. That is, the watermark has to be 

imperceptible or unobtnisive. For audio watermarking, we need an inaudi

ble watermark. For image watermarking, an invisible watermark is usually 

preferred. Although visible watermarks are not uncommon (i.e., TV station 

logo appearing near the corner within a commercial broadcast), they are not 

difficult to remove. 

Robustness Once embedded, the watermark should permanently reside in the 

host content throughout its lifetime, and should be difficult to be extracted or 

detected without a proper key. For applications related to copyright protec

tion, the definition of robustness is augmented to require that the watermark 

be extractable or detectable even if the watermarked content undergoes some 
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form of manipulation or malicious attack. Since there are numerous ways that 

pirates can modify or tamper with the watermarked content, how to design 

a robust watermark for copyright protection is a very challenging task. 

Information Capacity An effective watermark should have a sufficiently large 

capacity to meet the needs of the target application [52, 55]. For applica

tions such as ownership verification, the capacity requirement might not be 

very high since the source information (i.e., the author's name or the com

pany trademarks) can often be represented by several hundred bits or less. 

However, for other applications such as captioning and multi-channel audio 

within video broadcast, a watermark capacity of several thousand bits or 

more is often required. 

Efficiency The watermark embedding and extraction/verification steps cannot 

be too complicated, and their designs sometimes depend on the speed of the 

computers, and most importantly, on the target applications. For example, 

embedding of the watermark may be performed off-line and thus the embed

ding might not require a very fast computer. For other applications such as a 

search engine that looks for unauthorized images on the an efficient 

or real-time decoding algorithm might require a state-of-the-art workstation. 

Exactness and Variety For unambiguous extraction and verification of the wa

termark, the false alarm rate of the detector should be very low. For example, 

if a watermark is embedded in a DVD title for the purpose of copy control, 

normal users will not tolerate a falsely identified "NO COPY" watermark 
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when actually there is none. Also, for some applications like tracing, each re

cipient has his/her own watermarked content that contains a slightly different 

watermark that makes it possible to identify the source of illegal redistribu

tion at a later time. 

From the above discussion, it is clear that the watermarking system has to 

satisfy many requirements for various applications, and some of the requirements 

often contradict the other. For instance, the imperceptibility and the robustness 

requirements are two conflicting factors. From a signal processing point of view, 

imperceptibility limits the strength of the embedded watermark. On the other 

hand, we normally have to encode a relatively strong watermark for it to be re

sistant to content manipulation and attacks. A similar conflict may hold for the 

requirements of information capacity and efficiency. Hence, certain trade-offs are 

involved in the design of an effective watermarking system. 

1.2 Investigated Solutions 

In this dissertation, our main goal is to study robust image watermarking and 

provide better algorithms for more reliable watermark extraction and verification. 

In the past few years, various robust techniques have been proposed for plac

ing invisible but indelible watermarks into digital images. However, most well-

known schemes are either heuristic or lack comparisons to other existing approaches 

when demonstrating their performance. Rather than presenting yet another robust 

scheme, we propose three effective and efficient approaches for watermarking digital 
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images, with detailed discussions of the rationales behind each of these approaches. 

The major contribution of our study is a set of general techniques that can be used 

to improve the performance of existing algorithms. An introduction of the new 

algorithms are in the following three paragraphs. 

Watermarking applications are challenged by a variety of attacks, including 

deliberate manipulation and innocent signal processing. Because the performance 

of the robust watermarking algorithms is to be tested under attack, it is reason

able that we study the effects of some possible signal processing before we embed 

the watermark. The essence of this study is to analyze the effects of the image 

processing done to the image, and then choose the most insensitive transform co

efficients to embed the invisible watermark. Because in general, the watermark 

encoder has no exact information about the signal manipulation and attacks that 

the hackers would use to remove the watermark, the study of the image processing 

effects is to be conducted in an average sense. Furthermore, different watermarking 

schemes have different rules for embedding the watermark. Hence, for improving 

the performance of a given algorithm, the study of the effects of image processing 

has intimate relationships with the target algorithm's encoding rule. The analy

sis of content-preserving attacks and the watermark embedding using the robust 

coefficients constitute the first solution we propose for a more robust embedding. 

The effects of watermarking is an unnoticeable modification of the source data's 

coefficients. For image watermarking, the traditional coefficient used could be the 

pixel gray values or the transform coefficients of the image. Discrete cosine trans

form (DCT) and discrete wavelet transform (DWT) are the two commonly used 
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image transforms. In our work, we investigate if the significance of the transform 

coefficients could be enhanced before the coefficients are used for encoding the 

watermark. The development of a simple pre-processing scheme to equalize the 

coefficient spectrum is our second proposed solution toward a higher watermark 

robustness. 

Selection of the most effective coefficients for embedding the watermark has 

been one of the main theme in robust watermarking. For example, coefficients 

that are more endurable against content manipulation and coefficients possessing 

substantial visual tolerances are the ideal candidates for hiding the watermarks. In 

addition to the coefficient selection, a more important and fundamental question 

is the design of a powerful encoding rule to fully utilize the selected coefficients. 

For some conventional schemes, the watermark is embedded to the transform co

efficients through an additive formula which emphasizes the importance of the 

coefficients. In our work, we analyze some problems associated with this kind of 

embedding, and introduce a modification to the embedding scheme. Embedding 

the watermark using an inversely-proportional embedding is the third solution we 

propose toward a more robust watermarking. 

The structure of this dissertation is as follows. In Chap. 2, we provide a more 

detailed introduction to digital watermarking, especially with respect to image 

watermarking. Specifically, a general watermarking framework and several di

chotomies of watermarking algorithms will be discussed, as well as some promi

nent applications and possible limitations of watermarking. In Chap. 2, we also 

introduce some solutions proposed previously toward a more robust watermarking, 



23 

and differentiate them from the new solutions proposed in our work. Chaps. 3, 4, 

and 5 describe the proposed solutions. Chap. 3 discusses robustness improvement 

based on attack analysis and coefficient selection; Chap. 4 studies the transform-

coefficient significance and proposes a pre-processing operator before the image is 

watermarked; Chap. 5 investigates a class of embedding rules, analyzes their prob

lems, and proposes an improved embedding formula. Chap. 6 provides a conclusion 

which contains a summary of our study as well as some possible future work. Ap

pendices contain details of the conventional algorithms and the test images used 

in our experiments. 
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BACKGROUND 

2.1 General Framework 

In this section, we introduce and discuss a general framework [4, 13, 32, 41, 42] 

for digital watermarking, especially for the case of image watermarking. The choice 

of images as the watermarking content in the following discussion is for the sake of 

simplicity; most of the discussion applies to audio and video as well. 

Embedding information within a host signal is the essence of watermarking. 

For image watermarking, the information is embedded through the modification 

of pixel gray values, either directly or indirectly. The embedding process can be 

considered successful only if the recipient of the watermarked image can reliably 

identify the very modification performed by the sender. Thus, the watermarking 

paradigm is not much different than a digital communication system, whose main 

task is to ensure reliable information sharing between the sender and receiver. 

Similar to a digital communication system, the image watermarking framework 

consists of two main components: the watermark encoder and decoder. The encoder 

performs a watermark embedding process that hides the watermark in the source 

image. The decoder, on the other hand, performs the watermark extraction and 

verification steps to determine the trace of the previously embedded watermark. 
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Fig. 2.1 shows the diagrams of the traditional watermark encoder and decoder. 

host/original 
image 

original 
watermark 

image tranform/ 
feature extraction 

—(inverse transform~~)-
watermarked 

image 

(a) 

received 
image 

query/original 
watermark 

host/original ... 
image 

watermark 
detector 

confidence 
comparator 

image tranform/ 
feature extraction 

threshold 

Yes/No 

(b) 

Figure 2.1: Block diagrams of (a) watermark encoder and (b) decoder. Within 
encoder, the "©" represents the watermark embedding operator. For decoder, 
the host/original image (shown as the dotted hne) may not be required. 

Specifically, the encoder takes the source image and the original watermark as 

the inputs and produces the watermarked image according to a embedding scheme. 

Inside the encoder, the first step is to choose an appropriate representation of the 

image for embedding the watermark. The data representation could be pixels, 

transform coefficients, objects in the image, or some image features. The watermark 

signal can be a specific bit-stream (e.g., a company logo) or can be the output 
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of a random number generator. The watermark can be placed anywhere within 

the image—throughout the whole image, in a block-by-block manner, or in some 

selected locations of the image—depending on the embedding rule. Normally, the 

embedding rule is designed to preserve image fidelity as well as to enhance the 

robustness of the system. The output of the encoder is the watermarked image. 

The decoder inputs include the original watermark and the received (i.e., wa

termarked but possibly corrupted) image. The output of the decoder is normally a 

"Yes" or "No" decision that indicates the existence of the query watermark within 

the received image. Some decoders may require a copy of the original image for 

verifying the watermark. The need for the original image depends on the embed

ding rule or on the robustness requirement of the overall system. For example, 

with the original image, many attacks on the watermarked image can be effectively 

undone or mitigated. This makes the extraction and verification of the embedded 

watermark much easier and more reliable. 

Inside the watermark decoder, the received image is first transformed to the 

proper representation for the watermark detector to verify the watermark. The 

detector takes the image representation with the query/original watermark and 

computes a confidence measure about how likely it is that the received image 

contains the query watermark. The comparator then compares the confidence 

with a threshold for determining the watermark's existence. In calculating the 

confidence, some detectors perform a pre-processing step to extract the watermark 

and then correlate it with the query watermark. For other types of detector in 

which the watermark is not to be extracted, the confidence measure is simply a 



direct correlation between the image representation and the query watermark. 

For a robust watermarking system, an image transform such as the DCT pro

vides a commonly preferred representation for the input image. Furthermore, the 

embedding rule is often chosen based on the visual masking properties of the co

efficients. Transform-coefficient representation provides higher robustness under 

image attacks since there is usually some subset of coefficients that is less affected 

by the tampering. 

2.2 Classification of Algorithms 

Many watermarking algorithms have been proposed in the past. Different algo

rithms address the needs of different applications. In general, image watermarking 

algorithms can be categorized in four different ways, as shown in Fig. 2.2. 

Watermarking 
Paradigm^ 

Visible/Invisible 
Watermarking 

Fragile/Robust 
Watermarking 

Private/Public 
Watermarking 

S patial/Transform 
Watermarking 

Figure 2.2: Classification of watermarking algorithms. 

Visible/Invisible Watermarking Based on the perceptibility of the embedded 



watermark, algorithms can be classified as either visible or invisible. Often 

generated by simple techniques, the visible watermark does not provide too 

much value because it interferes with the visual quality of the host image. 

The main purpose of the visible watermark is to claim the ownership and to 

discourage pirates in the first place. On the other hand, an invisible water

mark does not obscure the image content and hence is generally preferred. 

Most published papers focus on invisible watermarks while only a few discuss 

visible watermarks [10, 53]. In practice, the visibility of the watermarks is 

mainly due to the embedding strength. The degree of visibility is often mea

sured by the signal-to-noise ratio (SNR) of the watermark (noise) within the 

host image (signal) [32]. 

Fragile/Robust Watermarking Regarding the vulnerability of the embedded 

watermark, fragile/robust dichotomy is another way to classify the algo

rithms. .A. fragile watermark is designed to break or disappear should the 

watermarked image undergo any modification after the watermark embed

ding. Also, it is sometimes useful to know, not just whether the watermarked 

image has been tampered, but where in the image did the manipulations 

occur. The design of a fragile watermark could utilize a checksum system 

[60], leeist significant bits of the pixels [59], or digital signature with crypto-

analysis [65]. A robust watermark, on the other hand, should stay mainly 

unchanged throughout its lifetime, even for the case when the watermarked 

image undergoes image manipulations or attacks [3, 16, 46, 62]. Compared 

to fragile watermarks, designing a watermark that is robust against various 
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image attacks is very difficult, and is even tougher when the watermark has 

to be invisible to human eyes. Most invisible watermarking algorithms focus 

on robust watermarks [5, 9, 14, 21, 27, 30]. 

Spatial/Transform Watermarking Depending on the domain where the wa

termark is placed, watermarking algorithms can also be differentiated as spa-

iia/-domain or irans/orm-domain watermarking. If the image is first trans

formed to a non-pixel domain and the watermark is embedded by modifying 

some representation of that domain (i.e., transform coefficients), then we 

have a transform-domain approach. DCT and DWT are the common im

age transforms. Alternatively, if the watermark is encoded through a direct 

manipulation of the pixel values, then we have spatial-domain watermark

ing. Spatial-domain watermarks were used mainly by early watermarking 

algorithms [8, 49, 59], and are generally not as robust as transform-domain 

watermarks [5, 14, 50, 58]. However, because of the integer nature of the 

representation, spatial-domain watermarking has always been adopted within 

the framework of fragile watermarking. 

Private/Public Watermarking Another way to categorize watermarking algo

rithms is to label them as either private or public methods. Private methods 

[14, 50, 66] requires the use of the source image to verify the embedded water

mark, whereas public watermarking [49, 68] removes this requirement. This 

distinction generally depends on the nature of the embedding rule, which 

could either be an addition rule [14, 66] or a replacement strategy [21, 30]. 
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Table 2.1: Prominent Applications of Digital Watermarking. 

Appls. based on robust watermarks Appls. based on fragile watermarks 

• ownership assertion/verification 

• recipient tracing (fingerprinting) 

• copy/usage control 

• content labeling/captioning 

• integrity checking/authentication 

The private methods often provide higher robustness than the public algo

rithms because of the availability of the original image. However, the re

quirement of the original image may be a burden or an impossibility for some 

applications. For example, the watermarking standard that is being set up for 

copy control within the next-generation DVD systems will not allow private 

watermarks [6]. 

2.3 Watermarking Opportunities 

Watermarking has been considered as a useful technique in many interesting 

applications [42, 43, 67]. The domain of applications can be generally classified ac

cording to the robustness of the embedded watermarks. Specifically, there are two 

kinds of applications: applications based on robust watermarks and those based on 

fragile watermarks. Table 2.1 presents such a classification. Within the possible 

applications that utilize robust watermarks, ownership assertion/verification 
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requires the highest security because of the value of this application and the many 

types of image processing and malicious attacks. Hence, a very robust and secure 

watermarking system is required for this kind of application. However, for many 

cases, the robustness offered by watermarking is only a necessary condition for 

identifying the true content owner [16]. Recipient tracing/fingerprinting is 

another application of robust watermarking. By embedding an imperceptible but 

indelible watermark into the to-be-distributed content, tracing or fingerprinting is 

possible should a doubtful customer, at some later time, be questioned as to the 

source of illegal redistribution. For tracing applications, the watermark-robustness 

requirement might be lower than for ownership verification. However, it requires 

the use of a variety of watermarks which in turn are vulnerable to collusion attacks 

[56]. Robust watermarks can also be used for controlling the use of copyrighted 

content. Copy/usage control is best performed by watermark-detection hard

ware inside legal electronic devices such as the music or DVD players. Information 

about the content or other useful data could be embedded as well. For example, 

content labeling or annotations can help in indexing and retrieval of images 

within a digital library. In general, applications like labeling and captioning require 

the least amount of robustness in the watermark since the user of the content often 

focus on the values provided by the hidden watermark, not the tampering with the 

watermark.^ 

'In some of the literature, labeling and captioning are considered as the applications of data 
hiding. Data hiding applications generally have less concern about content tampering while a 
high information capacity is their main focus. Watermarking applications, on the other hand, 
emphasize more about the robustness or integrity of the watermark. 
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Integrity checking or content authentication is the major application in 

which the fragile watermark plays a dominant role. When the multimedia content 

is used for legal purposes such as medical records and business transactions, it is 

imperative that we can identify the sender while being able to v^erify the integrity 

of the received content. By checking the integrity of the hidden fragile watermark, 

we can easily determine or locate any possible alterations that have happened to 

the watermarked content. 

2.4 Obstacles and Limitations 

.A.ny protection system has its holes; watermarking has no exceptions. In this 

section, we introduce some obstacles and limitations that challenge the security 

and feasibility of robust watermarking. 

According to [17], four types of attacks are possible to deter the usefulness of a 

watermarking system. We present these attacks in Fig. 2.3. 

The first type of attack is the robustness attack, which focuses on weak

ening or eliminating the embedded watermark by degrading the image. Possible 

robustness attacks include filtering, compression, and addition of noise, as well as 

some public-domain software based on common signal manipulation such as Stir-

Mark [26] and UnZign [63]. A collusion attack, i.e., eliminating the watermark by 

averaging several copies of the watermarked images, can also be considered as a ro

bustness attack. The second type of attack is presentation attack. These attacks 

generally do not modify the image. Rather, they manipulate the image so that the 
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Interpretation 
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'& Watermarked Content 
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Figure 2.3: Four groups of possible attacks for watermarking. 

existence of the watermark cannot be found. An example of a presentation attack 

is to represent the watermarked image using several small mosaic images [20]. In 

this way, a watermark search engine Hke a "web-spider" [19] will fail in locating 

the embedded watermark, which is now distributed among several images. Other 

examples of presentation attacks include rotation, scaling, and various affine trans

formations of the watermarked image. The interpretation attack is the third 

type of attack. This attack normally does not change or remove the watermark 

by modifying the watermarked image. The interpretation attack, instead, tries to 

engineer different interpretations about the evidence of the extracted watermark 

in order to make a plausible claim of rightful ownership. For example, the attacker 

can create a fake original image (i.e., by subtracting the attacker's own watermark 

from the publicly available watermarked image) and then use it to derive an own

ership deadlock [16]. For this type of attack to work, the attacker has to have an 

in-depth understanding of the underlying watermarking algorithm. The legal at
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tack is different from other attacks in that it goes beyond the scientific merits and 

focuses on legal issues to nullify the technical evidence provided by the watermark. 

This kind of attack involves copyright law, different interpretation from various 

jurisdictions, the credibility of both claimed owners, etc. 

Besides the four types of attack that we introduced above, there are also schemes 

proposed for tampering with the watermarking system inside particular devices 

such as DVD players and recorders. For a discussion about such schemes and some 

interesting remarks, refer to [15]. 

2.5 Robustness Enhancement Protocols 

Because of the existence of a variety of attacks, there are methods designed for 

circumventing various attacks. In this section, we enumerate and discuss some pos

sible remedies. These remedies can often be used for enhancing system robustness 

to guard against the "robustness attacks" discussed in the previous section. 

Significant Coefficients For the watermark to survive common image processing 

and various attacks, the transform coefficients of the source image, especially 

the strongest ones, are selected for embedding the watermark. Since the se

lected coefficients normally correspond to the perceptually significant ones, 

the hidden watermark still remains even after the watermarked image un

dergoes severe degradation. A spread-spectrum based DCT scheme [14] and 

a DWT scheme [66] belong to this category. A very important observation 
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made in this type of approach is that the watermark has to be embedded in 

the significant components of the image in order to withstand attacks. 

Visual/Perceptual Masking For many applications, the ultimate content re

ceiver is the human eye. Hence, knowledge learned from studying the human 

visual system can be utilized for embedding stronger but undetectable wa

termarks. By studying visual masking effects, the watermark can be embed

ded into the whole image or in a block-by-block manner [25, 50, 58]. Also, 

approaches under this category generally provide higher performance than 

those for significant-coefficient watermarking, due to the increased water

mark strength [50]. 

Reference Watermark Rather than focusing on how to robustly embed a water

mark, the performance of the system can also be increased by robust decoding. 

For this purpose, a so-called reference watermark can be placed independently 

along with the actual watermark [31]. By considering the watermark process 

as a channel characterization problem, the watermark decoder can correctly 

estimate the bit-error-rate (BER) of the channel by comparing the "original" 

reference and "tampered" reference watermarks. The estimated BERs are 

then used for calculating the confidence of the actual watermark. 

Pre-filtering Before Correlation For the watermark decoder, a pre-processing 

step performed on the received image may help in enhancing the system 

robustness. A scheme focusing on reducing the detection error by pre-filtering 

has been designed for this purpose [18]. In public watermarking methods for 
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which the watermark is to be "detected" rather than "extracted", the host 

image can be viewed as an additive noise to be filtered away by correlating 

the query watermark with the received image. Since the noise (i.e., the 

host image) is not white in general, the performance resulting from a direct 

correlation cannot be optimal. For optimal watermark detection, both the 

received image and the query watermark are processed by a whitening filter 

before correlation. 

Geometric Nlanipulation Invariance Besides signal processing that preserves 

the image geometry (i.e., compression or adding white noise), there are other 

types of manipulation and attack that can change the geometry of the im

age. Examples include re-sampling, cropping, and affine transformations. 

For many watermarking schemes, especially the public ones, geometric modi

fication is an annoying problem which hinders correct localization of the pre

viously embedded watermark, and hence decreases the detector reliability. 

To prevent this watermark-synchronization problem, fundamentally, we can 

design a watermark that is rotation-scaling-translation invariant [44]. Also, 

we can embed a pre-chosen sinusoidal signal (watermark) into the image that 

helps us to effectively invert the geometric distortions (and thus recover the 

synchronization of the watermark) before the watermark decoding takes place 

|22|. 

Fig. 2.4 presents the pool of robustness remedies we just discussed, along with 

the new solutions we are providing in this dissertation. The new solutions are to 
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be introduced in the following chapters. 

S ignificant-Coefficient 
Watermarking 

Pre-Whitening 
Filters 

Robust-Coefficient 
Watermarking 

(Chap. 3) 

V isual-Masking 
Watermarking Reference Watermarking 

Synchronization-Free 
Watermarking 

Equalized-Spectrum 
Watermarking 

(Chap. 4) 

Inversely-Proportional 
Watermarking 

(Chap. 5) 

Figure 2.4: Protocols for robustness enhancement. The three protocols empha
sized with thick lines are the ones proposed in this work. 
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WATERMARKING USING ROBUST COEFFICIENTS 

3.1 Introduction 

Practically speaking, a successful watermarking system depends on several fac

tors, including the capacity, faithful watermark extraction, low algorithmic com

plexity, and others. Among these factors, the successful extraction and verification 

of the embedded watermark are no doubt the most important. However, the ex

traction and verification of the watermarks is highly challenging due to various 

forms of image processing and malicious attacks. Although it is impossible to pre

dict the processing that a watermarked image may undergo, we still can increase 

the robustness of a watermarking scheme by exploiting the assumption that the 

possible attack will, in general, be content-preserving. 

In this chapter, we propose a general scheme to select the best coefficients 

for watermark embedding in the transform domain. By "best" coefficients, we 

mean that if the watermark embedding were to use these strategically determined 

coefficients, better performance would be achieved, compared to that of the non-

strategically selected coefficients. 

In the following, we first discuss some common approaches adopted by most 

current transform-domain algorithms, and then discuss in detail a method to select 
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the locations of the best coefficients for watermarking. Experimental results and 

discussions will be presented to support our use of the best coefficients toward a 

robust watermarking. 

3.2 Motivation for Coefficient Selection and Attack Anal

ysis 

In the literature, almost all transform-domain watermarking algorithms are 

similar in the way they select the coefficients in which to embed the watermark. 

This common approach tends to hinder achieving high robustness against various 

tampering. For example, various schemes select the locations of coefficients blindly 

or heuristically based on a random key [24] or some pre-determined pattern [68]. 

Other methods choose the locations beised on the most significant coefficients [14] 

or embed watermarks in all coefficients in accordance with the human visual system 

properties [50]. 

Since the extraction of the embedded watermark is to be verified under var

ious attacks, the developers of robust watermarking algorithms could utilize the 

knowledge of attacks in order to improve the performance of the algorithms. To 

our knowledge, only one approach has been proposed that utilizes the attacks 

to improve the robustness [31]. However, this scheme selects the coefficients for 

watermarking in the same way as most methods, and it utilizes the attack infor

mation after the watermarked image has been altered. Also, this scheme requires 

embedding a reference watermark in the image. This requirement improves the ex



traction robustness of the actual watermark, but at the same time, it decreases the 

capacity of the watermarking scheme because of the need for an auxiliary reference 

watermark. 

3.3 Selecting the Robust Coefficients 

From a practical point of view, each image has its own set of transform co

efficients, and each coefficient has its own sensitivity against different types of 

tampering, which generally happens in the spatial domain. For the purpose of 

confident watermark extraction under tampering, the watermark signals should be 

embedded in the coefficients having the least sensitivity. Hence, if some ad hoc rule 

or a random seed is used to select the embedding coefficients, we cannot expect 

a reliable retrieval of the watermark from these coefficients after the tampering. 

Also, if the watermarks are embedded using the same set of coefficients in every 

image [68], we might lose some degree of robustness because we cannot make use 

of specific properties of each image's transform coefficients. 

In this section, we introduce an effective scheme to select the set of the best 

coefficients based on their "unchangedness" properties. Our scheme will utilize 

the possible attacks that the attacker might use to remove the watermark, and we 

assume that these attacks are content-preserving. We claim that the coefficients 

chosen for watermarking a particular image should have the smallest variations, or 

sensitivities, to various types of tampering. In our work, we call these coefficients 

robust coefficients. 
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In the transform domain, the coefficients are usually somewhat uncorreiated 

with each other. Also, it is mathematically difficult to predict the exact amount 

of variation a particular coefficient will experience during tampering. Hence, given 

an image, there is no direct way to determine the locations of the robust coeffi

cients. However, with the knowledge of various tamperings, we can determine the 

locations of the robust coefficients by an analytical approach. For example, before 

watermarking, we can attack the host image strategically with as many types of 

tampering as desired, as long as the tampering preserves most of the image con

tents. Next, by examining the coefficients before and after these testing attacks, 

we can figure out the coefficients that are least susceptible. In practice, each coeffi

cient will have different variations under different attacks. Hence, the most robust 

coefficients have to be chosen in an average sense. 

3.3.1 Selection Using the Embedding and Verification Rule 

At first thought, the selection of the most insensitive coefficients using the 

attack analysis seems trivial. For example, for a transform coefficient Vi, we could 

apply a possible attack (i.e., tampering) to the image, and record the resulting, 

processed coefficient i;,. For each coefficient u,, we could define its sensitivity as 

= |ui - Ufl. (3.1) 

Thus, the set of the most insensitive coefficients will be the set of coefficients having 

the smallest and should be selected for watermarking since they allow faithful 

watermark recovery due to their "unchangedness" properties. 
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Unfortunately, the above trivial rule cannot be used to determine the locations 

of the desired robust coefficients for watermarking. For example, consider two 

transform coefficients, with vi = 10000 and V2 = 100. Assume that after some 

tampering, the processed coefficients are vi = 10010 and V2 = 99. Thus, according 

to (3.1), V2 has a lower sensitivity compared to ui since 

^2 = |99 - 100| = 1< 10 = llOOlO - 100001 = ̂ i. 

However, taking the absolute changes and the original magnitudes into considera

tion, ui seems to be less sensitive than V2, because after the tampering, vi has a 

change of only 0.1% while V2 has a change of 1%. Now the underlying question is 

which sensitivity rule should be used, in order to select the coefficients that allow 

faithful watermark verification? 

To figure out the answer to our question, we have to resort to the watermark 

embedding and the verification step that will be used once the locations of the 

robust coefficients have been determined. Let's assume Cox's scheme [14] will 

be used as the underlying approach. In Cox's scheme, the additive watermark 

embedding rule is 

v[ = Vi(l + axi) = Vi + aviXi, (3.2) 

where Vi and u,' are the zth selected and watermarked AC coefficients of the image 

DCT, Xi is the corresponding watermark component generated for the zth coeffi

cient, and a is a scaling factor controlling the strength of embedding. At the re

ceiver and possibly after an attack, the possible watermark. A' = (xq, xi,..., xa/_i), 

is extracted from the received image through an inverse of this particular embed-
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ding scheme, 

X, (3.3) 

where v" is the ith DCT coefficient of the received image. ̂ 

Once the watermark has been extracted from the received image using (3.3), 

the final robustness is represented by a similarity measure between the watermarks. 

In [14], the ordered similarity measure between the original watermark X and the 

extracted watermark X, is defined as 

where M is the number of coefficients used. Looking closely into (3.4), it is obvious 

that a significant similarity is obtainable if the numerator is large and the denom

inator is small. For a large numerator value, the sign of xi must match with that 

of Xi for no cancellation in the resulting inner product. For a small denominator 

value, the magnitude of i, has to lie in a small range (e.g., Gaussian distributed 

with zero mean and unit variance in our case) comparable to that of x,. However, 

considering that the watermarked image undergoes tampering and the requirement 

of a low-strength watermark embedding (for an invisible w^atermark), the extracted 

Xi is not very likely to match the Xi in both the sign and the magnitude. 

The objective of our coefficient selection is to choose the best coefficients, and to 

achieve a high SIM value from these coefficients. Hence, we should select the set of 

coefficients such that, after watermarking and image tampering, the corresponding 

' Ideally, v" = v[ if there is no tampering involved. However, for the equality to hold, we have 
to neglect the minor perturbations of v\ due to the forward/inverse transforms and the 256-level 
quantization in the pixel domain after watermark embedding. 

SIM(X, X) (3.4) 
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extracted watermark component x, still closely matches the corresponding original 

X i .  

The selection of the coefficients based on the sign correspondence with the orig

inal watermark signal (for a large numerator in (3.4)) is logically sound. However, 

there are at least two reasons that prevent us from doing so. First, if we limit 

the selection of the coefficients solely based on the sign matching with the original 

watermark, we might end up with very few coefficients available for embedding 

the watermark. Second, the locations of the best coefficients determined using a 

watermark A' might not be suitable for embedding using another watermark, say 

Y. This limits the number of the watermarks that can be used for watermarking 

the images for different recipients for tracing purpose. 

Thus, for achieving a high similarity measure using (3.4), we propose to select 

the coefficients based on the magnitudes of the extracted x,. Since the original 

watermark is Gaussian distributed with zero mean and unit variance, we will look 

for the transform coefficients that result in small extracted watermark components. 

Specifically, after the tampering, we will search for the coefficients having the 

minimum |x,| values. Since a is a constant factor that will be used for all of the 

selected coefficients in both (3.2) and (3.3), the selection of the robust coefficients 

based on the minimum |x,| is equivalent to the selection of coefficients based on 

values, (refer to (3.3)). the mmimum 
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3.3.2 Attack Analysis Using Unmarked Image 

"• ' values would involve two Selecting the robust coefficients based on the 

steps. First, the original image would be pseurfo-watermarked using an initial wa

termark to get the v[ coefficients as done by (3.2). Second, the watermarked image 

would undergo a testing attack to obtain the v'/ coefficients as indicated through 

(3.3). The original image would then be "re-watermarked" using the strategically 

selected robust coefficients. Because the pseudo-watermarked image (represented 

by ^'i) will not be needed once the locations of the robust coefficients have been 

determined, we might be able to save some of the processing load by skipping this 

stage in the actual computation. In fact, the locations of the robust coefficients 

in the final watermarked image would not exactly match those computed from the 

pseudo-watermarked image anyway. Hence, in the following, we discuss how to 

determine the robust coefficients directly from the original image, rather than the 

pseudo-watermarked image. 

Because of the invisibility requirement of the embedded watermark, the amount 

of coefficient modification (i.e., the aviXi term in (3.2)) is always limited in order to 

maintain the desired SNR for many applications. Thus, if we consider a relatively 

small amount of embedding such that 

aviXi < Vi 

then 

< - v'i ~ (^i + CtViXi) v'i - Vi 

V'i Vi + aviXi Vi 
(3.5) 
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Furthermore, we claim the following also holds: 

< - v'i Vi - Vi 

v'i Vi 
(3.6) 

where u, is the fth coefficient after the original image undergoes the same attack 

in which v[ is changed to v". The arguments for (3.6) to hold are as follows. From 

the attack point of view, the v\ and Vi are coefficients within two images that are 

almost identical.^ Thus, after the same type of attack on these two images, the 

absolute relative deviation of v[, 

v'! - v\ 

and that of u,-, 

v\ 

Vi - Vi 
Vi 

should have very similar values. Hence, (3.6) should generally hold. 

Finally, comparing (3.5) and (3.6), we now have 

v'l - Vi Vi - Vi 

Vi Vi 
(3.7) 

The replacement of v" by u, in (3.7) enables us to skip the pseudo watermarking 

step. Hence, the selection of the robust coefficients can be solely based on the 

original image and the possible attack. Using Cox's DCT scheme, if we define the 

sensitivity, 
V — V 

V 
(3.8) 

"In essence, the coefficients u, represent the original image while the v[ represent the water
marked version through uj = t;i(l + axi)- However, re-writing this embedding rule, we can also 
manage to have Vi = t;J(l + 0yi), for some 0 and y,. Thus, which is the original image and which 
is the watermarked one? 
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then the selection of robust coefficients simply involves searching for the coefficients 

having the smallest ^ values. 

So far, the derivation of the sensitivity has been based on a particular water

marking scheme. That is, the selection of the robust coefficients using (3.8) will be 

applicable only for Cox's DCT scheme. For other schemes, the particular sensitiv

ity measures have to be derived based on the embedding schemes being used. For 

example, the sensitivity measure, 

is suitable for Xia's DVVT scheme [66], and can be derived in a straightforward 

manner, as we did in this section. 

3.4 Experimental Results 

In this section, we present experimental results of using the robust-coefficient 

scheme to enhance the performance of some existing algorithms. We adopt the con

ventional DCT and DWT watermarking approaches [14, 66] that utilize significant 

coefficients for watermarking, and provide thorough comparisons and analysis. For 

the details about the specific algorithms, refer to Appendices A and B. 

3.4.1 Implementation Details 

For a good comparison, we tested the algorithms using various images. Ap

pendix C shows these 256 x 256, 8-bit gray-scale images. Ten types of image 
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processing are used in our experiments. These types of processing are used for 

determining the locations of the robust coefficients, as well cis for measuring the 

similarity of the extracted watermark. We include four types of JPEG compression 

(different quality factors without smoothing), two versions of median filtering (3x3 

and 5x5), two types of additive white Gaussian noise (A''(0,10^) and A''(0, 20")), 

one instance of down-sampling (by a factor of 2 in both dimensions), and one type 

of cropping (keeping the central 25%). For processing such as down-sampling and 

cropping, where the size of the watermarked image is altered, the same water

mark synchronization steps described in [14] are used for retrieving the watermark. 

Fig. 3.1 shows an example of the original "lenna" image, a watermarked image 

using Cox's DCT scheme, and the watermarked but JPEG-compressed images. 

Fig. 3.2 shows the images tampered by the other types of processing. In the 

original algorithms, 1000 coefficients were selected for watermarking. In our work, 

we used various sizes of coefficients ranging from 1000 to 29000, to demonstrate 

the algorithm performance under different capacities. Also, due to the situation 

that the similarity measure varies slightly depending on the embedded watermark, 

we computed the similarity measure as the average of 100 watermark embeddings. 

For each capacity and each type of tampering, the similarities of 100 embeddings 

are measured and averaged. The 95% confidence interval of the averaged similarity 

is calculated using using Student's t-distribution. 

For a fair comparison, the (peak) SNRs of all the watermarked images are set 

at 36 dB. This is done by determining the appropriate scaling constant in each 



(a) original (b) watermarked 

(c) JPEG, q = 80 (d) JPEG, q = 60 

(e) JPEG, q = 40 (f) JPEG, q = 20 

Figure 3.1: The original, the watermarked, and the watermarked but JPEG-
compressed images. 



(a) noise, N{0 ,10^) (b) noise, iV(0,20^) 

(c) 3x3 median filtering (d) 5x5 median filtering 

(e) cropping (f) down-sampling 

Figure 3.2: Various watermarked but tampered images. 
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watermark embedding using Newton's root-finding method.^ By using the same 

SN'R for the different watermarking schemes, the similarity performance can be 

fairly compared. 

As in the Cox's work, we used a full-frame DCT for embedding the water

mark. To do so, we used the 512 x 512 DFT to realize the computation of the 

256 X 256 DCT, as introduced in [37]. For the DWT, we adopted the Cohen-

Daubechies-Feauveau biorthogonal wavelets [11]. The wavelet filters having 9 and 

7 taps are used. In order to obtain perfect reconstruction without generating spu

rious wavelet coefficients around the image boundaries due to the use of the odd-

length filters, wavelet analysis using whole symmetry has been carefully studied 

and implemented [38, 39].'* 

As discussed in Sect. 3.3, the sensitivity measure is used for selecting the lo

cations of the robust coefficients. Since the watermarked images undergo various 

forms of attacks in our study, we determine the locations of the robust coefficients 

in an average sense. That is, we attack the original image with each attack, and 

record each coefficient's sensitivity using (3.8). After all the attacks, the overall 

sensitivity of each coefficient is computed as the mean of all the individual sensi

tivities. The locations of the robust coefficients are then determined based on the 

smallest, overall sensitivities. 

^Using Newton's method, we calculated the appropriate scaling factor, a, for use in the em
bedding step. During watermark extraction and verification, the same scaling factor is retrieved 
and applied. This is done for every embedding and every image. 

•'In Xia's work, the simplest wavelets (2-tap Haar wavelets) cire used for conducting the wavelet 
analysis. In general, the perfect reconstruction is easily attainable when using even-length filters 
with periodic extension. How^ever, using even-length filters, the spurious, peak edge points show 
up in the resulted wavelet decomposition. 
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3.4.2 Results Using DCT-Based Watermarking 

We implemented Cox's DCT-based significant-coefficient watermarking (SCW) 

algorithm and our proposed robust-coefficient watermarking (RCW) approach. 

Fig. 3.3 shows the "lenna" image watermarked by SCW and RCW with a ca

pacity of 5000. Since we fine-tuned the embedding strength to obtain the desired 

SNR of 36 dB, the watermarks are not visible in the images. For this particular 

example, the a is 0.098 for SCW and 0.102 for RCW. Fig. 3.4 shows the locations 

of the 5000 coefficients selected by SCW and RCW, as well as the corresponding 

difference map. As can be seen from the figure, since the image has a low-pass 

nature, most of the coefficients lie in the upper-left part of the spectrum. The dif-

(a) DCT-SCW (b) DCT-RCW 

Figure 3.3: Visual comparison of watermarked images. 



(a) DCT-SCW (b) DCT-RCW (c) Difference Map 

Figiure 3.4: Locations of the selected coefficients and the difference map. The 
DCT origin is at the upper-left corner. 

ference map shows the locations of the coefficients in RCW but not in SCW. These 

coefficients are selected by RCVV because they have smaller sensitivities under all 

the attacks, which allow more accurate watermark components to be extracted. 

Figs. 3.5 and 3.6 display the similarity measurements for the "lenna" and "boat" 

images using different capacities and various types of processing. In these figures, 

results from both SCW and RCVV are plotted together, with the error bars indi

cating the 95% confidence intervals of the averaged similarities. 

As shown in the figures, for JPEG compression, the RCW performs comparably 

to SCW. For lower capacities, the performance of SCW is slightly better than for 

RCW. This is because at low capacities, the coefficients used by SCW are typically 

much stronger than those used by RCW. For middle and high capacities, RCW 

is superior than SCW. Also, the similarity improvement increases as the quality 
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factor decreases. This implies that RCW is even better for higher compression 

ratios. 

For attacks such as additive white noise, median filtering, and down-sampling, 

RCW achieves much higher improvement margins than under JPEG compression, 

sew performs a little bit better than RCW under cropping. However, the results 

generated by both SCW and RCW are much greater than six and are increasing 

monotonically with respect to the capacities. 

3.4,3 Results Using DWT-Based Watermarking 

Experimental results using Xia's DWT approach are presented in this section. 

Fig. 3.7 shows the "bank" image watermarked using both SCW and RCW with 

a capacity of 5000. As described in the previous section, the watermarks are not 

visible in the images because the SNRs are set to 36 dB. For this example, a is 

0.001 for both SCW and RCW. The a values used in the DWT-based schemes are 

much weaker compared to those used in the DCT schemes. This results from the 

discrepancies between the two embedding rules. 

Fig. 3.8 shows the locations of the significant and robust coefficients, and the 

corresponding difference map. From the figure, it can be seen that most of the 

selected coefficients lie on or fall in the vicinities of the edges. This illustrates the 

fact that the significant wavelet coefficients are generally those of the edge points. 

Figs. 3.9 and 3.10 show the similarity comparisons for the "bank" and "lady" 

images under different capacities and various types of processing. From the 



(a) DWT-SCW (b) DWT-RCVV 

Figure 3.7: Visual comparison of watermarked images. 

(a) DWT-SCW (b) DWT-RCW (c) Difference Map 

Figtire 3.8: Locations of the selected coefficients and the difference map. 
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Figure 3.9: Similarity comparisons for the "bank" image using DWT scheme. 
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Figure 3.10: Similarity comparisons for the "lady" image using DWT scheme. 
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figures, we see that the performance of RCW is again comparable to that of SCW 

under JPEG compression, as was the case for DCT. Under additive noise, RCW 

performs slightly better than SCW. For median filtering and down-sampling, RCW 

has a better performance margin for low capacities than for high capacities. Under 

cropping, RCW hsis better overall performance than SCW. 
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WATERMARKING VIA SPECTRUM EQUALIZATION 

4.1 Introduction 

In the previous chapter, we discussed a scheme to select the transform coeffi

cients that are robust against various types of image processing, and used them 

for embedding the watermark. The main reason for selecting specific coefficients 

is their unequal "sensitivities" to various forms of image tampering. Hence, if 

all the transform coefficients have equal sensitivities or strengths, the coefficient-

selection step can be skipped before watermarking. If the coefficients strengths are 

approximately equal, then the sensitivities will usually be approximately equal. 

In this chapter, we present another scheme that can enhance the performance 

of most existing robust image watermarking algorithms. The principle of the pro

posed scheme is general, so that it can be applied directly to other media as well. 

Specifically, we perform a simple, invertible operation on the original source image 

before any watermarking step. The actual watermark embedding is then applied 

to this modified image, rather than to the original image. We will show that, via 

a simple permutation operator, much higher watermark capacity and robustness 

are obtainable. In [61], the permutation approach was used for audio watermark

ing. Here, we apply the permutation concept to image watermarking and present 

quantitative performance comparisons. 
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In the next section, we first present the general characteristics of a large class of 

transform-domain methods, discuss their common shortcomings, and then propose 

an effective remedy. Sect. 4.3 introduces a realization of the proposed solution and 

explains how it can be incorporated into existing watermarking systems. Sect. 4.4 

includes the experimental results, utilizing both the DCT- and DVVT-based schemes 

[14, 66] as the underlying watermarking systems. 

4.2 Motivation for Watermarking with an Equalized Spec

trum 

In the past few years, robust watermarking algorithms in the transform domain 

have been heavily studied. Various methods based on the DCT [5, 14], discrete 

Fourier transform [44, 48], and DWT [27, 66] have been proposed. Similar to most 

spatial-domain methods, the watermark embedding step starts with generating a 

random watermark signal using a private key solely owned by the encoder. 

In transform-domain methods, the original image is first transformed to the 

desired domain. Then the watermark signal is superimposed by modifying the 

transform coefficients through the underlying embedding algorithm. The water

marked image is obtained via an inverse transform of the modified spectrum. 

The biggest challenges of robust watermarking are the effective extraction and 

verification of the embedded watermark. Although several counterfeiting and at

tacking proposals [16, 46] have shown the vulnerability of a wide class of algorithms. 
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a significant amount of watermarking research still continues, including capacity 

estimation [55], synchronization [22], and hardware implementation [40], 

Most transform-domain watermarking techniques share a common approach: 

first the original image is transformed to the desired domain, and then the water

mark signal is embedded by modifying the transform coefficients. However, this 

approach has a fundamental shortcoming. Most natural images are spectrally low-

pass rather than uniform, so the watermark is typically embedded in transform 

coefficients having unequal strength. This is an undesirable situation. 

As pointed out by [14], large-magnitude coefficients, in general, are less sensi

tive to attack. Hence, the watermark is usually embedded in the larger coefficients 

in order to achieve a more reliable recovery of the watermark. The number of 

coefficients selected for watermark embedding involves a trade-off. Generally, im

proved spread-spectrum robustness is attained if this set of coefficients is large [14]. 

However, if the set becomes too large, one faces diminishing returns because the 

strengths of the additional coefficients decrease. This phenomenon is unavoidable 

due to the use of unequalized and weak coefficients, and hence it is an inherent 

problem in most transform-domain methods [5, 14, 66]. This can severely hinder 

the watermark robustness and watermark capacity, even if the attack is minor and 

basically "content-preserving". 

An obvious approach to solve this problem is to select coefficients that are 

approximately equal and strong in magnitude for watermark embedding. However, 

this heuristic approach would not be very useful due to the low-pass nature of 
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most images. In the proposed technique, we perform an invertible operation on the 

original image to equalize the transform coefficients, and then embed the watermark 

using a subset of these coefficients. Under typical forms of attack, the equalized 

coefficients enable a more faithful watermark recovery because the effects of the 

attack are more evenly borne by these coefficients. The experimental results in 

Sect. 4.4 support this claim. 

4.3 Equalizing the Spectrum via Pixel Permutation 

From a signal processing point of view, one could simply apply a pre-whitening 

filter to the image to equalize the image's spectrum. However, the implementation 

complexity and the need for perfect reconstruction (after the whitening process) 

prevent the use of such a filter. 

The proposed technique is to use a simple pixel-wise permutation operator to 

randomize the original image, and hence obtain an equalized spectrum. There 

are several ways to realize a permutation process. A simple method is the brute-

force approach that randomly and sequentiallj'^ determines the permutation with a 

private key. A more advanced and elegant approach is to make use of the linear-

feedback shift-register, a technique generally used in channel coding [51]. When 

used online, the brute-force approach will not as efficient as the shift-register-based 

approach since the former conducts a sequential search of unselected pixels for the 

permutation purpose. Nevertheless, if a permutation table is calculated off-line 

using the brute-force approach, the implementation efficiency can be made the same 
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as that of the shift-register-based approach. A major characteristic of the brute-

force approach is that it allows to permute image of any sizes, not only for sizes of 

squared numbers. This convenience makes it an advantage over the shift-register-

based approach that normally computes only squared-number permutation. An 

example of the permutation using the "lenna" image and the resulting sorted-

magnitude spectra is shown in Fig. 4.1. The image shown in Fig. 4.1(b) can be 

perfectly reconstructed to the image in Fig. 4.1(a) by an inverse permutation. 

Strictly speaking, the permuted image is not white because its spectrum is not 

perfectly flat. However, because of its simplicity and flexibility, we use permutation 

to obtain an approximately equalized spectrum. One might propose to search for 

the best private key that leads to a permuted image that is as white as possible. 

However, based on the assumption that the keys (and hence the corresponding 

permutation tables) are generated under the same probability model, the existence 

of the best key is doubtful. 

Incorporating the spectrum-equalization scheme into any transform-domain wa

termarking system is straightforward. Once the given original image is randomized 

through permutation, we can then perform the desired embedding scheme by taking 

the permuted image as the original one. After the watermark has been embedded 

into the permuted image, we then perform a corresponding inverse permutation 

to generate the watermarked image. For watermark retrieval, the watermarked, 

possibly tampered image is first permuted using the same key as was used in the 

initial permutation, and then the normal watermark verification step is performed. 

Fig. 4.2 provides an illustration of this process. 
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Figure 4.1: (a) OriginaJ "lenna" image; (b) permuted "lenna" image; (c) the 
corresponding sorted-magnitude spectra. 
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Figure 4.2: Incorporating the permutation scheme into an existing transform-
domain watermarking system. Here, a private watermarking system is used. 
However, the proposed spectrum-equaUzation scheme can be apphed to public 
systems as well. 

There are at least two advantages for incorporating the permutation in the 

watermarking step, in addition to the similarity improvements we are presenting 

in the next section. First, the pirate may claim that he/she owns the copj^ight 

of the watermarked image. However, he/she is unable to determine the permuted, 

watermarked image for removing the watermark since he/she has no knowledge of 

the correct private key. Hence, the use of the private key increases the security level 

of the algorithm. Second, after the permutation, the equal-strength coefficients are 

distributed evenly across the whole image spectrum. Thus, we can select any 

subset of the coefficients for embedding the watermark and achieve the same level 

of similarity robustness. Furthermore, the freedom of choosing any coefficients for 

placing the watermark can also increases the algorithmic security. Consequently, 
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the performance of a public watermarking scheme like [5] could also be enhanced 

by using a permutation operator before watermarking. 

4.4 Experimental Results 

To demonstrate the superiority of applying the spectrum-equalization scheme 

before watermarking, we use the well-known DCT and DWT schemes [14, 66] as 

in the previous chapter. For details about the two algorithms, see Appendices A 

and B. For details of the implementation and the data set, refer to Sect. 3.4.1. 

For ease of presentation, we use USW and ESW to denote unequalized-spectrum 

watermarking and equalized-spectrum watermarking, respectively. 

4.4.1 Results Using DCT-Based Watermarking 

Some of the results utilizing the DCT scheme are presented in this section. 

Fig. 4.3 shows the "lenna" image watermarked by the USW and ESW. The capacity 

used in watermarking is 5000. For this particular example, the value of a is 0.098 

for USW and 0.139 for ESW. Since the SNR of the watermarked image is set to 36 

dB in this example, the watermark is not visible in the image. Fig. 4.4 shows the 

zoomed views of the original and watermarked images. It is interesting to note that 

the watermark superimposed by ESW is distributed over the entire image while 

the watermark added by the USW is more local. 

Fig. 4.5 shows the locations of the 5000 coefficients used by USW and ESW. As 

can be seen from the figure, in USW, the significant coefficients are mostly in the low 



(a) DCT-USW (b) DCT-ESW 

Figure 4.3: Visual comparison of watermarked images. 

(a) original (b) DCT-USW (c) DCT-ESW 

Figure 4.4: Visual comparison of the enlarged views. 
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(a) DCT-USW (b) DCT-ESW 

Figure 4.5; Locations of the 5000 selected coefficients for the "lenna" image. The 
DCT origin is at the upper-left corner. 
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frequency band due to the nature of the image. For ESW, the coefficients selected 

are evenly spread over the whole spectrum. This is due to the characteristics of 

the equalized spectrum. 

Figs. 4.6 and 4.7 display the similarity comparisons for the "boat" and "F16" 

images using different capacities and various types of processing. As shown 

in the figures, ESW outperforms USVV by a substantial margin for all kinds of 

image processing. For JPEG compression and median filtering, ESW's performance 

is worse than that of USW when the capacity is low. This occurs because the 

coefficients used by USVV are very strong for low capacities (refer to the magnitude 

spectrum shown in Fig. 4.1). However, as the capacity increases, the performance 

of USW cannot keep up with that of ESW. This occurs because a large number 

of high-frequency coefficients are used by USW, and these coefficients are very 

sensitive to tampering. 

For processing such as additive noise, down-sampling, and cropping, the per

formance of ESW is much better than that of USW, regardless of the capacity. 

4.4.2 Results Using DWT-Based Watermarking 

Fig. 4.8 displays the "lady" image watermarked by USW and ESW, using Xia's 

DWT scheme [66]. The two images look identical due to the limited SNR. The 

zoomed views of the original and watermarked images are shown in Fig. 4.9. The 

watermark added by the DWT-based ESW spreads over the whole image. Since the 

watermark is embedded in the wavelet-coefficient domain, the effect of the permu-
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Figure 4.6: Similarity comparisons for the "boat" image using DCT scheme. 
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(a) DWT-USW (b) DVVT-ESW 

Figure 4.8: Visual comparison of watermarked images. 

(a) original (b) DWT-USW (c) DWT-ESW 

Figiu-e 4.9: Visual comparison of the enlarged views. 
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tation operation can be further understood by examining the coefficient locations. 

The bitmaps in Fig. 4.10 show the locations of the 5000 coefficients selected by USW 

(a) DVVT-USW (b) DVVT-ESW 

Figure 4.10: Bitmaps showing the locations of the 5000 selected coefficients. 

and ESW. Similar to the bitmaps shown in the DCT-based cases, the coefficients 

used in the DWT-based ESW are evenly distributed over the wavelet spectrum. 

Hence, equivalently, in the pixel domain, the noise induced by the watermarking is 

spread throughout the whole image. 

Figs. 4.11 and 4.12 show the similarity comparisons of the USW and ESW using 

the "lady" and "bridge" images. Similar to the similarity comparisons between 

the DCT-based ESW and USW, the DW^T-based ESW outperforms the DWT-

based USW by significant margins for all types of processing and capacities. This 

again shows the effectiveness of embedding a robust watermark within the equal-
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Figure 4.11: Similarity comparisons for the "lady" image using DWT scheme. 
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Figure 4.12: Similarity comparisons for the "bridge" image using DWT scheme. 



ized spectrum of an image. Furthermore, comparing with Figs. 4.6 and 4.7, it is 

important to note that the performance of USW (either the DCT- or DWT-based) 

varies for different test images. However, for different images, the performance of 

ESW stays substantially the same for both DCT or DVVT. This demonstrates that 

the ESW is, to some degrees, both image- and transform-independent, compared 

to USW. 
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CHAPTER 5 

WATERMARKING BY INVERSELY PROPORTIONAL 

EMBEDDING 

5.1 Introduction 

In the previous two chapters, we introduced two methods to enhance the per

formance of traditional image watermarking algorithms. We proposed to utilize 

the robust coefficients and the equalized spectrum for achieving a higher algorithm 

robustness. These two methods aim to enhance the existing schemes based on 

the same watermark embedding rule. In this chapter, we discuss another problem 

inherent to the traditional transform-domain algorithms and provide a solution to 

fix it. We show that one problem with the conventional watermarking approach 

is the use of an improper embedding rule. We then present a modified embedding 

scheme in which the watermark strength is inversely proportional to a subset of 

the selected coeflficients. The experimental results show that the new embedding 

rule enables a more powerful retrieval of the watermark. In addition, the proposed 

scheme can be tailored to resist different kinds of image tampering for different 

applications. 

In Sect. 5.2, we discuss the problem with the traditional watermark embedding 

rule and demonstrate that it results in decreased performance. In Sect. 5.3, we 
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propose a modified embedding rule to fix the problem. Sect. 5.4 presents the 

experimental results with comparisons made to the traditional DCT- and DVVT-

based watermarking schemes [14, 66], as we did in the previous chapters. 

5.2 Problems with Conventional Embedding Rules 

In traditional transform-domain watermarking approaches, the private scheme 

starts by transforming the original image using an image transform, followed by 

modifying the transform coefficients with an additive rule using the watermark. 

The watermarked image is the result of an inverse transform of the set of the 

modified coefficients. Due to the use of such an embedding scheme, the original 

transform coefficients, and hence the original image, are needed by the decoder to 

retrieve the embedded watermark. Normally, in order to withstand various forms 

of image processing and attack, the strongest transform coefficients, or significant 

coefficients, are chosen for embedding the watermark. An often used watermark 

embedding rule has the following form: 

v \  =  Vi  +  af (v i )x i ,  

where vi and v[ are the zth strongest and the modified coefficients, a is the scaling 

factor controlling the strength of the embedding, and x, is the corresponding ran

dom watermark component. In the conventional embedding scheme, / is a function 

that is directly proportional to its argument, for the purpose of emphasizing the 

importance of the selected coefficients. For example, 

f {Vi )  = Vi  
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is used in Cox's spread-spectrum DCT-based scheme [14], whereas 

f{ V i )  = vf 

is adopted in Xia's multi-resolution DWT-based method [66].^ Several techniques 

could be used to verify the extracted and possibly corrupted watermark. In [14], 

Cox et al. proposed a statistically derived similarity measure, SIM. 

Considering the "low-pass" nature of most "content-preserving" image process

ing, the robustness of choosing the strongest coefficients to embed the watermark is 

highly assured. However, due to the limited number of strong coefficients in typical 

images, there is an upper bound for the number of coefficients (i.e., the watermark 

capacity) that can be selected for watermarking, if we consider the possibility of 

image tampering. This is equivalent to saying that, under general types of im

age processing, the similarity between the extracted and the original watermark 

worsens as more coefficients are used in the embedding. We implemented both the 

DCT and DWT schemes [14, 66] and measured their robustness under JPEG com

pression. Fig. 5.1 presents the similarity measurements for the "peppers" image. 

As shown in the plots, the similarity degrades as the capacity increases. This 

phenomenon confirms the arguments made in [14] about the "diminishing" simi

larity return under the image attack, as more and more coefficients are selected 

for watermarking. Hence, this undesirable situation prevents us from embedding 

'Under a rigorous definition, the function / used in Xia's DWT scheme is not proportional 
to its argument (it is proportional to the square of its argument, however). To differentiate from 
the inversely proportional embedding scheme proposed later in this chapter, for /(u.) = vf, we 
still call it a directly proportional embedding rule. 
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Figure 5.1: The similarity degrades as the number of coefficients used increases. 
JPEG compression with quality factor 80 is used as the attack. 

watermarks having a high capacity. To fix this problem, we need to explore fur

ther the effects on the transform coefficients by the watermarking process and the 

effects on the watermark by the image tampering. Taking Cox's DCT scheme as 

an example. Fig. 5.2 shows the transform coefficients after the watermarking and 

after the tampering, with a watermark capacity of 5000. Fig. 5.2(a) is a plot of 

the strongest original coefficients and the modified coefficients after watermarking. 

As can be seen from this figure, the effect of watermarking on the coefficients is 

equivalent to superimposing noise on the image's original spectrum, as expected. 

Fig. 5.2(b) displays a plot of the original and the watermarked, but tampered coeffi

cients. Comparing Figs. 5.2(a) and 5.2(b), it is seen that after the image processing, 

the weaker coefficients (those having higher indices) undergo more tampering than 

the stronger coefficients. The large amount of tampering (due to the image pro

cessing) of the weak coefficients implies that the watermark components extracted 
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Figure 5.2: CoefBcient spectra of the (a) original and watermarked coefficients 
and (b) original and tampered coefficients. JPEG compression with a quality 
factor of 40 is used as the attaick in these log-magnitude plots. 

from them will not be consistent with the original ones. 

Fig. 5.3(a) displays the original 5000 watermark components and Fig. 5.3(b) 

shows the tampered, extracted watermark components. From the original and 

tampered watermarks, it is clear that watermark components corresponding to 

the weak coefficients deviated more from the original than those corresponding to 

the strong coefficients. Thus, as more coefficients are selected for watermarking, 

the additional coefficients introduce increasingly deviated watermark components. 

This is the reason why the SIM value degrades as the capacity increases. 
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Figure 5.3: The (a) original and (b) tampered watermarks. 

5.3 Proposed Inversely Proportional Embedding Rule 

Identifying the spectrally-significant coefficients as an effective region for wa

termark embedding is the major contribution in Cox's work. However, the poor 

performance (i.e., the diminishing similarity) in verifying the extracted watermark 

as more coefficients are used is not solely due to the shortage of strong coefficients. 

It is, as a matter of fact, due to the use of the following directly proportional 

embedding rule: 

Fig. 5.4 shows the normalized, sorted magnitude spectrum of the 5000 strongest 

coefficients of the gray-scale "peppers" image. Applying an embedding scheme such 

as (5.1) to an image having a magnitude spectrum as shown in Fig. 5.4, the low-

magnitude coefficients (those with indices > 1000) receive much less alteration 

v[  =  Vi+ aViXi- (5.1) 
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1 2  3  4  5  

Coefficient Index (xlOOO) 

Figure 5.4: The sorted-magnitude spectrum of the "peppers" image. 

through watermarking than the few extremely strong coefficients. This is because 

the additive term, 

aviXi 

in (5.1) is relatively weak for those low-magnitude coefficients. On the other hand, 

as shown in Fig. 5.2(b), the low-magnitude watermarked coefficients undergo much 

higher modification than the strong coefficients after content-preserving processing. 

Because of the weak embedding and the large amount of tampering, the watermark 

components extracted from the low-magnitude coefficients damage the overall SIM 

measure. 

To retrieve a more faithful watermark (i.e., a higher SIM value) from the wa

termarked, but tampered image, we propose using a modified embedding rule to 

hide the watermark in the low-magnitude coefficients. For strong-magnitude coef

ficients, we still use the original embedding scheme. Specifically, for a watermark 

capacity of N, we embed the watermark using the N significant coefficients with 
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the following rule: 

{Vi + ̂ ViXi if 0 < z < M — 1 
(5.2) 

Vi 4- if M < i < N — 

where M is the index threshold for differentiating the strong-magnitude coeffi

cients from the low-magnitude ones, ^ is the embedding constant for the strong-

magnitude coefficients, and 7 is the embedding constant for the low-magnitude 

coefficients. 

Using (5.2) to embed the watermark, the amount of embedding for the low-

magnitude coefficients is inversely proportional to their strengths. The essence 

of such an embedding is tantamount to placing a stronger watermark in the low-

magnitude coefficients than the original embedding rule does. Since the coefficient 

strength decreases as watermark capacity increases, we can expect a much higher 

SIM measure for high watermark capacity because using this new watermarking 

scheme. 

The values of A/, /?, and 7 can be chosen in different ways, and different values 

result in different algorithm performance. For example, we can select M based on 

the number of the available strongest coefficients in the image's spectrum and the 

capacity of the used watermark. On the other hand, we can determine M based 

on the underlying attack that the image may undergo. For example, we can use 

a large M if the underlying attack deviates mostly the low-magnitude coefficients. 

The value of and 7 can be decided based on whether we want to place our 

emphasis on the strong- or low-magnitude coefficients. For a stronger emphasis, 

the corresponding P or y can be made larger. Also, and 7 can be fine-tuned 
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to achieve a desired signal-to-noise ratio (SNR) of the embedded watermark, as 

described in the next section. 

5.4 Experimental Results 

In this section, we present experimental results to demonstrate the effectiveness 

of the proposed techniques. As in the previous chapters, we use Cox's DCT- and 

Xia's DVVT-based algorithms for the purpose of comparison. 

To determine the optimal M, 0, and 7 values used in (5.2) for the DCT-based 

watermarking under various types of image attacks, we used an iterative approach.^ 

For each capacity N, the initial value for M is set to 0.2iV, and the value for P is 

set to 0.50, where a is the scaling constant that one would use for the original DCT 

scheme having a 36 dB watermark (refer to Sect. 3.4.1). During the optimization 

step, the best values for M and are being approached, for obtaining the highest 

averaged SIM under the ten image attacks . After three iterations, we found that 

the optimal value for M is between 0.125A'^ and 0.15iV for three images, and for 

is around 0.4a. In the DCT-Based results showTi in the remaining of this section, 

for simplicit}'', M is set to 0.14iV, and ^ is set to 0.04. The corresponding value for 

7 is determined using Newton's method, for the desired SNR. 

In Cox's DCT-based scheme [14], the strongest coefficients are chosen from the 

-If M ,  P ,  and 7 are chosen randomly, some degree of robustness (i.e., the SIM values) will be 
lost when compared to those generated using the optimal values. However, our experiments (not 
shown here) indicated that, even when using the rzindomly selected parameters, the performance 
of the proposed algorithm is still higher than that of the original algorithm. 
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whole-image DCT. In Xia's DVVT-based approach [66], the coefficients are chosen 

from the two-level wavelet coefficients, ignoring the lowest sub-band. Consequently, 

the DVVT coefficients are selected from a relatively limited, higher-frequency spec

trum, compared to the DCT coefficients used in the DCT-based scheme. Thus, 

when applying the proposed embedding rule (5.2) to Xia's two-level DWT scheme, 

the SIM will be higher if we treat all of the coefficients as high-frequency ones. 

For this reason, the M for the modified DWT scheme is set to 0 in (5.2). The 

corresponding 7 value is calculated, using Newton's method, to achieve the desired 

SNR. 

5.4.1 Results Using DCT-Based Watermarking 

Fig. 5.5 shows the "peppers" and "bridge" images watermarked by directly-pro-

portional watermarking (DFW) and inversely-proportional watermarking (IPW), 

with a capacity of 5000 {M = 0.14 x 5000 = 700) and an SNR of 36 dB. For the 

"peppers" image, IPVV generates slightly more visible variation from the original 

than the DFW in smooth regions of the image, even though the SNR is the same. 

For example, some noise is visible within the long vertical pepper in the left part of 

the IPW image. This happens because IPW adds a stronger watermark signal to 

the low-magnitude DCT coefficients compared to DFW, and this is equivalent to 

superimposing extra high-frequency noise in the image. This implies that the SNR 

is not an ideal indicator of human visual perception. However, under the same 

SNR, the images watermarked by the DFW and IPW could be indistinguishable, 

depending on the contents of the target images. For example, for the "bridge" 



(a) DCT-DPVV (b) DCT-IPW 

(c) DCT-DPW (d) DCT-IPW 

Figure 5.5: Visual comparison of watermarked images for DCT-based watermark
ing. 
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images shown in Figs. 5.5(c) and (d), the two images look identical, showing no 

signs of the high-frequency noise hidden in the IPW approach. This is because 

the original "bridge" image contains more high-frequency regions (e.g., leaves and 

trees) than the "peppers" image. 

Figs. 5.6 and 5.7 display the similarity measurements for the "peppers" and 

"bridge" images for different capacities and under various types of processing. As 

shown in these figures, for JPEG compression, IPW performs better than DPW for 

both test images for all capacities. This is due to the nature of JPEG compression, 

which heavily truncates the high-frequency, low-magnitude coefficients. IPW sur

vives this type of tampering by embedding a stronger signal into these coeflficients. 

Because the high-frequency part of the watermark is stronger with IPW than with 

DPW, it is less affected by high-frequency tampering. For other types of attack, 

the improvements of IPW are also substantial. For the "peppers" image under 

median filtering, the SIM for DPW drops below ten after capacity 17000 while for 

IPW, the SIM is always above 19. For the "bridge" image under median filtering, 

the SIM for DPW drops quickly to six at capacity 9000 while the SIM for IPW is 

always above six. For the down-sampling attack, the improvements of IPW over 

DPW are similar to those under the median filtering attack. For the cropping 

attack, the SIM for IPW is also higher than for DPW with both performances 

increasing as the watermark capacity increases. 
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Figure 5.6: Similarity comparisons of the "peppers" image using DCT scheme. 
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Figure 5.7: Similarity comparisons of the "bridge" image using DCT scheme. 



5.4.2 Results Using DWT-Based Watermarking 

Fig. 5.8 displays the "tree" and "cman" images watermarked by DPW and IPW, 

with a capacity of 5000 and the watermark SNR at 36 dB. Because the same SNR 

is used and the wavelet coeflBcients used by both DPW and IPVV are high-frequency 

band coefficients, the watermarked images are visually indistinguishable. 

Figs. 5.9 and 5.10 show the SIM values for the "tree" and "cman" images under 

different image attacks and under various capacities. 

From these figures, it is clear that, as with DCT-based watermarking, the DWT-

based IPW has much better performance than the DWT-based DPW. For JPEG 

compression with a quality factor of 80, DPW has a SIM value less than six for 

capacities greater than 17000 for the "tree" image, and less than five for capacities 

greater than 9000 for the "cman" image. For IPW, the corresponding performance 

is much higher. A similar situation holds for the performance improvement under 

JPEG compression with a quality of 60 and under white noise attacks. 

For attacks such as median filtering and down-sampling, the performance of 

DPW and IPW is not as good as it is for JPEG-compression and white noise 

attacks since the former types of attack cause more tampering to the coefficients. 

However, the performance of IPW is, on average, better than DPW. For the "tree" 

image with a median filtering attack, the SIM produced by IPW is higher than 

eight for capacity 1000. For DPW, the performance never reaches five for any 

capacity. For the "tree" image with a down-sampling attack, DPW has a peak 

SIM of 11, which is higher than that of IPW. For the "cman" image with a down-



(a) DWT-DPW (b) DWT-IPW 

(c) DWT-DPW (d) DWT-IPW 

Figure 5.8: Visual comparison of watermarked images for DWT-based water
marking. 
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Figure 5.9: Similarity comparisons of the "tree" image using DWT scheme. 
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Figure 5.10: Similarity comparisons of the "cman" image using DWT scheme. 



sampling attack, IPW has a higher SIM than DPW, with the highest SIM value 

being around nine at capacity 1000. 

For the cropping attack, IPW outperforms DPW by a substantial amount, and 

the same is true for the attacks by JPEG compression and white noise. For both 

tested images, the SIM generated by IPW grows linearly with the capacity, whereas 

the SIM produced by DPW decreases as the capacity increases. 
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CONCLUSION 

6.1 Summary 

In this dissertation, we presented three solutions for improving the robustness 

of image watermarking algorithms. 

In Chap. 2, we provided an overall introduction to digital watermarking. The 

introduction consists of various aspects of watermarking: a general framework, 

classifications of algorithms, opportunities and limitations, and some previously 

proposed robustness remedies. In Chaps. 3, 4, and 5, we discussed and analyzed 

the proposed new solutions for robust watermarking. For each of the solutions, 

we compared its performance against two traditional DCT and DWT approaches 

using various images, many watermarks, and different capacities, under identi

cal watermark strengths. The improved similarities of the extracted watermarks 

demonstrated the effectiveness of the proposed solutions. 

A brief summary of each solution is given in the following. 

6.1.1 Robust-Coefficient Watermarking (RCW) 

RCW is a simple and effective scheme that can be used for improving the perfor

mance of transform-domain watermarking algorithms. Since the system robustness 
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is to be tested under image manipulation and processing, we proposed to enhance 

the robustness by investigating the susceptibility of the transform coefficients using 

future attacks. 

Based on the underlying watermark embedding scheme which we are trying 

to improve, we derived a sensitivity formula for choosing the most insensitive 

DCT/DWT coefficients for watermark embedding. We demonstrated that the sen-

sitivitj' can be calculated by utilizing the un-watermarked original image with the 

analysis of some possible pseudo attacks. We tested the proposed idea using dif

ferent types of "content-preserving" image tampering. The performance of RCW 

is comparable to that of SCW for low information capacities, and is better in an 

overall sense when considering all the attacks we tested. 

6.1.2 Equalized Spectrum Watermarking (ESW) 

ESW is the second technique we presented for enhancing the watermark ro

bustness. We first pointed out a situation common to transform-domain schemes 

in which the host image is first transformed and then the coefficients are modified 

as a means to embed the watermark. After the image transform, the coefficients are 

generally unequalized, so the watermark embedding is performed within a "rough" 

coefficient terrain. Due to the shortage of significant coefficients, the watermark 

embedding within such a terrain hinders the algorithm robustness. 

We then introduced a very simple and efficient method to overcome the prob

lem. Prior to watermark encoding, we performed a pixel permutation process to 
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achieve spectrum equalization of the coefficients. Watermarking using the equalized 

coefficients enabled a more reliable watermark detection. 

The robustness enhancement through a simple permutation was implemented 

and the experimental results showed that the proposed technique is practical, effi

cient, and effective. 

6.1.3 Inversely Proportional Watermarking (IPW) 

IPW is the third technique we presented for improving the robustness of image 

watermarking algorithms. We first showed that, under typical attacks, the perfor

mance of some conventional algorithms diminishes when the number of transform 

coefficients used increases. This phenomenon limits information capacity. We then 

discussed in detail that an inappropriate embedding rule results in this problem, 

rather than the shortage of significant coefficients which was claimed by others. 

To improve the robustness, we proposed a modification to the embedding rule. 

For low-magnitude/insignificant coefficients, an embedding rule that inversely em

phasizes the coefficient magnitudes was designed. For strong/significant coeffi

cients, we adopted the original embedding scheme. The use of an inversely-

proportional embedding scheme for low-magnitude coefficients ensures a reliable 

watermark extraction. 
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6.2 Future Work 

There is further work that could be done to extend the analysis of the proposed 

techniques and to enhance their performance. 

The first and the simplest task is to perform more tests on the proposed schemes. 

To do this, more images and more image tampering are required, along with more 

watermarks. Furthermore, other types of media, such as audio and video, can also 

be used for testing. 

Second, we can test the proposed schemes with other watermarking approaches. 

Specifically, we can apply the solutions to other private transform-domain water

marking methods that are different from the DCT/DWT algorithms we used here. 

Also, we can test them with public transform-domain algorithms with appropriate 

modifications. However, we have to point out that the proposed solutions probably 

cannot be used for enhancing the spatial-domain watermarking schemes. This is 

because the pixels in the spatial domain tend to have equal importance, whereas 

our solutions will only benefit transform-domain algorithms that utilize unequally-

important transform coefficients for watermarking. 

Third, within the transform domain, it would be worthwhile to see if the algo

rithm performance can be further boosted by using a combination of the pro

posed solutions. For example, we could combine the "spectrum-equalization" 

step with the "robust-coefficient watermarking" step to test a given algorithm. 

Also, it would be interesting to check whether the combination of "inversely-

proportional embedding" and "robust-coefficient watermarking" can provide fur
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ther algorithm enhancement. However, combining "spectrum-equalization" with 

"inversely-proportional embedding" might not as successful as the above two com

binations. This is because in the equalized-coefficient domain, most coefficients 

have equal significance, thereby leaving little room for the "inversely-proportional 

embedding" step to further improve the performance. 

After several years of extensive and intensive study by many researchers around 

the globe, digital watermarking is no longer a "nascent" technologv'. It has become 

a well-known technology- with a variety of possible applications, but there still 

remain many challenges and limitations. 

There are many factors involving content-protection issues and the designing of 

a secured watermarking mechanism. Watermarking is interesting, invaluable, but 

might not be imperative. Standing at the rising edge of the digital millennium, 

we may still need more understandings and evaluations of various watermarking 

algorithms and systems, before they can be effectively deployed in the future for 

the benefits of multimedia owners and users. 
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APPENDIX A 

COX'S DCT SCHEME 

In Cox's DCT scheme [14], the strongest DCT coefficients of the original image 

are selected for watermarking. The watermark encoding is done by modifying the 

selected coefficients using an additive rule. To extract the embedded watermark, 

the DCT of the original image is required for subtraction from the received image 

DCT. 

During encoding, the source image is first transformed using a full-frame DCT. 

The watermark sequence, X = {xq, xi,..., xjvf-i), consists of M numbers randomly 

generated from a Gaussian distribution, N(0,1). .A.mong all the AC coefficients, 

the M strongest ones are selected for embedding the watermark using the following 

formula: 

u,'= ^,(1 + Qa:,), z € {0,1,..., M — 1}, (A.l) 

where r, is the ith selected AC coefficient, Xi is the zth element of watermark A', 

a is the watermark strength factor, and u, is the modified (watermarked) coeffi

cient. The watermarked image is obtained through an inverse transform using the 

modified DCT coefficients. 

For watermark detection, the original and the received (possibly corrupted) 

i m a g e s  a r e  f o r w a r d  t r a n s f o r m e d .  T h e  p o s s i b l e  w a t e r m a r k ,  X '  =  ( x j ,  l i , . . . ,  x \ f _ i ) ,  

is extracted from the received image through an inverse of this particular embedding 
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scheme: 

(A.2) 

where v" is the zth corresponding DCT coefficient of the received image. The 

received image will be considered as a watermarked version of the original image 

if the similarity measure between X and X' is larger than a pre-chosen threshold. 

The similarity measure, SIM, is defined as 

In Cox's work, it was shown that SIM has a normal distribution having zero 

mean and unit variance if the extracted watermark X' is independent of the ex

pected watermark A". Using standard significance tests for the normal distribution, 

a similarity threshold of six can be used to verify the extracted watermark. Often, 

due to many forms of tampering and the possibility of a series of tampering, a 

threshold value greater than six is preferred. 

A - A "  
(A.3) 
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APPENDIX B 

XIA'S DWT SCHEME 

Xia's DWT watermarking algorithm [66] is, in many ways, identical to Cox's 

DCT scheme. The DVVT scheme first performs a two-level forward wavelet trans

form on the input image, selects the strongest coefficients, embeds the watermark 

using an additive rule, and then uses the inverse wavelet transform to generate the 

watermarked image. The watermark used by the DWT scheme is the same as used 

by the DCT scheme. 

Fig. B.l shows the DWT pyramid structure and an example of an image de

composition. 

LL, HL, 
HL 

I 
LH 

2 
HH -7 

HL 
I 

LH, HH, 

DWT 

(a) (b) 

Figure B.l; (a) The two-level wavelet pyramid; (b) a two-level wavelet decompo
sition of the "bank" image. 

For watermark encoding, the input image, x [ m , n ] ,  is first decomposed into 
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seven wavelet sub-bands. Let y[m, n] denote the strongest wavelet coefficients, 

which are selected from all the sub-bands except the LL^ band. The Gaussian 

watermark sequence W[m, n] (having zero mean and unit variance) is embedded 

where or is the watermark scaling factor, and the squared sign is used for empha

sizing the significance of the selected coefficients. The modified wavelet pyramid is 

then reconstructed back to the pixel domain to generate the watermarked image. 

For decoding the embedded watermark, the received and the original images 

are first forward transformed using the same two-level wavelet decomposition. A 

corresponding watermark decoding rule is performed as 

where iy*[m, n] is the extracted watermark sequence and z [ m , n ]  is the DWT of 

the received watermarked image. 

In the original DWT scheme, the watermark verification step is realized through 

a hierarchical manner: the watermark is sequentially extracted from each sub-band 

and then correlated with the corresponding original watermark depending on the 

status of the current correlation result. 

A hierarchical approach can accelerate the computation during watermark de

tection, but on the other hand could hinder the detector accuracy. In our simulation 

of Xia's DWT scheme, we extract the hidden watermark from all of the sub-bands 

at once and then compare it against the original watermark. The similarity be

into y[Tn. n\ by 

y[m, n] = y[TTi, n] + a n] W[m, n], 
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tween the two versions of the watermarks is computed using the same similarity 

measure (SIM) used in Cox's DCT scheme for consistency. 



APPENDIX C 

TEST IMAGES 
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