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ABSTRACT

Insider threats—trusted members of an organization who compromise security—are
considered the greatest security threat to organizations. Because of ignorance, negligence, or
malicious intent, insider threats may cause security breaches resulting in substantial damages to
organizations and even society. This research helps alleviate the insider threat through
developing mitigation strategies and detection techniques in three studies. Study 1 examines how
security controls—specifically depth-of-authentication and training recency—alleviate nonmalicious insider threats through encouraging secure behavior (i.e., compliance with an
organization’s security policy). I found that ‘simpler is better’ when implementing security
controls, the effects of training diminish rapidly, and intentions are poor predictors of actual
secure behavior. Extending Study 1’s finding on training recency, Study 2 explains how different
types of training alleviate non-malicious insider threat activities. I found that just-in-time
reminders are more effective than traditional training programs in improving secure behavior,
and again that intentions are not an adequate predictor of actual secure behavior. Both Study 1
and Study 2 introduce effective mitigation strategies for alleviating the non-malicious insider
threat; however, they have limited utility when an insider threat has malicious intention, or
deliberate intentions to damage the organization. To address this limitation, Study 3 conducts
research to develop a tool for detecting malicious insider threats. The tool monitors mouse
movements during an insider threat screening survey to detect when respondents are being
deceptive. I found that mouse movements are diagnostic of deception. Future research directions
are discussed to integrate and extend the findings presented in this dissertation to develop a
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behavioral information security framework for alleviating both the non-malicious and malicious
insider threats in organizations.
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CHAPTER I: INTRODUCTION
Insider threats—trusted members of an organization who compromise security—are often
cited as the greatest cyber security threat to organizations (e.g., Boss et al., 2009; Holmlund et
al., 2010; Holmlund et al., 2011). In a recent survey of over 600 organizations, insider threats
were suspected to be the cause of at least 21% of electronic crimes. Eighty-one percent of
organizations surveyed reported experiencing a security breach within the last 12 months; 46%
reported that insider attacks were more damaging than outsider attacks (Holmlund et al., 2011).
In another estimate, the U.S. Secret Service reports that 46% of all reported security breaches are
caused from insiders (Baker et al., 2010). The average cost of a single security breach for
organizations is hundreds of thousands of dollars (Holmlund et al., 2010; Holmlund et al., 2011),
accumulating to billions of dollars of damage in the U.S. alone. Aside from direct monetary
damages, security breaches caused by insiders can also have a negative impact on a firm’s
market value and reputation, or can lead to government penalties (Goel & Shawky, 2009). In
some cases, insider threats can even compromise national security, and put nations at risk (Nicks,
2012).
Insider threats can be roughly divided into two categories: a) the non-malicious insider
threat and b) the malicious insider threat (Vroom & von Solms, 2004). The non-malicious
insider threat refers to users who put their organization at risk by not complying with the
suggested security policy because of ignorance or non-malicious negligence. For example, nonmalicious insider threats may make an organization vulnerable by creating weak passwords, not
updating antivirus programs, not locking computers or office doors, visiting websites infected
with viruses or malware, and disclosing sensitive information in emails or in conversation
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(Holmlund et al., 2010). The malicious insider threat, on the other hand, refers to an adversary
who operates as a trusted member of an organization to intentionally harm it (CERT, 2012). For
example, malicious insider threats may purposely install malware on a system, steal or expose
sensitive information, sabotage systems, delete information, steal hardware, or perform financial
fraud (Holmlund et al., 2010). Table 1 compares and contrasts common types of non-malicious
and malicious insider activities.
Table 1. Common non-malicious and malicious insider threat activities (Holmlund et al., 2010)
Non-Malicious Insider Threat Examples
Non-intentionally introducing viruses, worms,
and other malicious code through visiting
infected websites or installing infected
software
Leaving information vulnerable to
unauthorized access through creating weak
passwords or leaving systems unlocked

Malicious Insider Threat Examples
Intentionally introducing viruses, worms, and
other malicious code

Accessing unauthorized information, systems,
or networks to view or steal sensitive
information (e.g., customer information,
financial information, trade secrets, classified
information, etc.)
Responding to spam email
Illegally generating spam email
Falling for phishing attempts
Generating phishing messages to gain personal
data from customers or other employees
Not properly storing financial resources (credit Committing financial fraud (credit card fraud,
cards, cash, account numbers, etc.) or not using etc.)
secure connections (secure Wifi, https, etc.) to
complete transactions
Visiting websites infected with spyware / not
Introducing spyware
having an anti-spyware program configured
correctly.
Unintentionally exposing private, classified, or Intentionally exposing private, classified, or
sensitive information (e.g., leaking customer
sensitive information
information during a conversation with a
partner, sending information in email,
downloading info to home computer, losing a
jump drive, etc.)
Not properly configuring the firewall /
Performing denial of service attacks
antivirus software on a computer
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Not securing a website
Not backing up information or configuring
redundant resources
Not physically securing hardware (not locking
doors, etc.)

Defacing a website
Deliberately disturbing, deleting or destroying
information, systems or networks (i.e.,
sabotage)
Stealing hardware

This dissertation focuses on strategies for protecting organizations from insider threats
through addressing the following general research question: How can organizations alleviate
non-malicious and malicious insider threats? I help address this question in three studies that
build upon each other. Figure 1 summarizes how each study helps alleviate insider threats. Study
1 examines how two security controls—depth-of authentication and training recency—alleviate
non-malicious insider threats through encouraging secure behavior (i.e., compliance with an
organization’s security policy). I found that “simpler is better” when implementing security
controls, and complexity decreases secure behavior. I also found that the effectiveness of training
quickly diminishes over time. In two experiments, I measured actual user behavior and found
that intentions are a weak predictor of actual secure behavior; depth-of-authentication and
training recency rather are best modeled as directly influencing user secure behavior.
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Figure 1. Overview of three studies

Building on our findings that training increases secure behavior in Study 1, Study 2
examines how training can alleviate insider threats through explaining how different types of
training (e.g., online training programs vs. just-in-time reminders) improve secure behavior.
Challenging past literature, I found that very simple, just-in-time reminders designed into the
user interface are much more effective in encouraging secure behavior than requiring users to
engage in traditional online training programs. Similar to Study 1, I measured actual user
behavior in Study 2 and found again that intentions are a weak predictor of actual behavior; the
influence of just-in-time reminders is best modeled as directly influencing user behavior.
My findings in Study 1 and Study 2 only apply to users with non-malicious intent.
Optimized security controls (Study 1) or training (Study 2) have limited utility when a user has
malicious intent, or intentions to harm the organization. Study 3 helps address this gap by
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developing a mass-deployable online surveying tool to help identify malicious insider threats.
The online tool detects when people are concealing information through monitoring mousing
behavior when asked about insider threat activities. I found that mouse movements are diagnostic
of deception. For example, we found differences between how guilty insiders answered key
questions (sensitive questions about an insider threat activity) and control questions (questions
not about the insider threat activity). Furthermore, we found differences in how guilty insiders
and innocent participants answered both key and control questions. Table 2 summarizes the
three studies, their methodologies, and their associated key findings.
Table 2. Summary of three studies
Study
1

Alleviating Insider
Threats Through:
Security Control
Optimization

Experiments
Two Experiments:
• 155 participants
• 310 participants

2

Just-in-Time
Reminders

Experiment:
• 275 participants

2

Detection of Malicious
Insider Threats

7 Exploratory Pilot
Studies:
• 1293 participants
Experiment:
• 75 participants

Key Findings
•
•
•
•

•
•

Look beyond intentions; intentions
are weak predictors of behavior
Keep the system simple
Training matters
Just-in-time reminders are more
effective than training sessions
alone in improving actual behavior
Mouse movements are diagnostic
of insider threats in screening
surveys
Mouse movements provide
information that cannot be derived
in standard polygraph testing.
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CHAPTER II: ALLEVIATING NON-MALICIOUS INSIDER THREATS THROUGH
SECURITY CONTROLS
“The road to Data Breach is paved with good intentions.”
Ponemon Institute

Introduction
Computer users who are not compliant with their organization’s security policies because
of ignorance or non-malicious negligence (i.e., non-malicious insider threats) pose a serious
threat to organizations (Holmlund et al., 2011). The human is considered the weakest link in
security (Boss et al., 2009) and security breaches caused by poor secure behavior can create
significant upheavals, such as credit card number theft (Trotta, 2009) and government data theft
(Jean-Francois, 2008). Security breaches can also have a negative impact on a firm’s financial
performance, market value, reputation, and can lead to government sanctions (Goel & Shawky,
2009). Damages per security breaches have been estimated at hundreds of thousands of dollars
per incident (Holmlund et al., 2010; Holmlund et al., 2011). Despite the potential harm of
security breaches, however, employees seldom comply with security policies (CSI, 2011).
To help encourage compliance and thus alleviate the non-malicious insider threat, a rich
body of literature has examined how to improve secure behavior—defined as users’ compliance
with an organization’s security policy and best practices—by encouraging positive security
intentions 1. In a general research domain, people’s intentions alone account, on average, for a

1

(e.g., Anderson & Agarwal, 2010; Bulgurcu et al., 2010; D'Arcy & Devaraj, 2012; D'Arcy et al., 2009; Dinev &
Hu, 2007; Herath & Rao, 2009a, 2009b; Hovav & D’Arcy, 2012; Ifinedo, 2012; Johnston & Warkentin, 2010a,
2010b; Keith et al., 2009; Lee & Kozar, 2005; Lee & Larsen, 2009; Peace et al., 2003; Siponen et al., 2009; Siponen
et al., 2006; Siponen et al., 2010; Siponen & Vance, 2010; Siponen et al., 2012; Vance et al., forthcoming; Vance et
al., 2012; Vance & Siponen, 2012; Warkentin et al., 2011)
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28% variance in behavior (Sheeran, 2002), which warrants research on how to improve
intentions. However, research has also suggested that factors other than intentions may influence
behavior in an information systems context (Ortiz de Guinea & Markus, 2009). Especially in the
area of secure behavior, intentions do not always lead to actual secure behavior (Acquisti, 2004;
Crossler et al., 2013). This is particularly troublesome, because a single failure to translate
positive intentions into behavior will make a system vulnerable (Crossler et al., 2013). However,
there is a dearth of research examining the antecedents, aside from intentions, of actual secure
behavior. Of note, almost every study that has measured actual secure behavior has found that
factors other than intentions to behave securely influence secure behavior directly (e.g., Dodge et
al., 2007; Keith et al., 2009; Workman et al., 2008; Zhang et al., 2009). Even studies that
measure self-reported behavior have found that intentions should be supplemented by other
antecedents to predict secure behavior (e.g., Lee & Kozar, 2005; Lee & Larsen, 2009; Siponen et
al., 2010). Little research, however, has explained why these factors influence secure behavior
directly rather than through the mediator of intentions.
To address this need, this study challenges the sufficiency assumption of the Theory of
Planned Behavior in a security setting, which states that intentions are adequate to predict
behavior. Building on Field Theory (Lewin, 1951), we explain how, in addition to intentions,
users may react to security controls from the environment (i.e., physical, procedural, technical,
or compliance controls) that may influence behavior directly in the momentary situation. We
then study how two very common security controls will influence behavior directly—the depthof-authentication and training recency. In summary, we address the following research questions:
a) how does depth-of-authentication and training recency influence secure behavior, and b) do
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depth-of-authentication and training recency influence behavior directly or indirectly through
the mediators of attitude, subjective norms, behavioral control, and intentions?
We develop hypotheses to answer these research questions and test the hypotheses using
two separate experiments. Secure behavior was operationalized as password strength in an
authentication context in both experiments, to maximize precision. The study makes four major
contributions to research. First, the study draws on Field Theory (Levin 1951) to explain why
security controls directly influence secure behavior rather than indirectly through behavioral
intentions. Second, it stresses the need to understand the behavioral costs of security controls
(e.g., weaker password creation behavior) alongside the proposed technical benefits (e.g.,
multiple layers of security). Third, it suggests that one must account for the time elapse between
training and behavior to reliably assess the impact of training on behavior. Finally, it empirically
demonstrates that while intentions do influence secure behavior, their effect is very small in
comparison to the direct effect of security controls implemented by a company. This accentuates
the benefits of measuring actual behavior rather than intentions alone in the area of secure
behavior.

Previous Research on Secure Behavior
Existing literature has established a rich understanding of the antecedents of secure
behavior intentions (see Appendix A for a list of constructs that influence security-related
intentions). Although intentions are undoubtedly an important predictor of actual secure
behavior—accounting, on average, for a 28% variance in behavior (Sheeran, 2002)—research
also suggests that intentions alone may not be sufficient to account for behavioral variations
(Ortiz de Guinea & Markus, 2009; Sheeran, 2002). For example, when examining continued or
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common IT behaviors, intentions may not strongly influence behavior; rather, other factors may
influence behavior, including emotion and automatic (habitual) behavior triggered by the IT
itself (Ortiz de Guinea & Markus, 2009). Secure behavior may be particularly vulnerable to these
other factors, as most users have a long history of dealing with security (e.g., most users have
been creating passwords since they first started using computers).
Recognizing the possible intention-behavior gap, prior research has stressed the
importance of measuring and understanding actual behavior (Crossler et al., 2013; Workman et
al., 2008). For example, in a behavioral information security context, measuring only intentions
is particularly troublesome because intentions do not always lead to behavior, and even a single
failure to execute positive security intentions will make a system vulnerable (Crossler et al.,
2013). Although people are concerned about their security and may have good intentions toward
protecting it, they rarely actually take actions to protect their information even when the costs of
behaving securely are low (Acquisti, 2004). Accurately measuring true intentions is also
difficult, as respondents naturally do not want to reveal their true security intentions or selfreported behavior because of social desirability bias, even when the survey is anonymous
(Crossler et al., 2013).
Of particular interest to our current research, a few studies have shown that constructs,
independently from intentions, can influence behavior directly. For example, in addition to
intentions to behave securely, deterrence (Siponen et al., 2010), an individual’s perceived cost,
trialability, computer capacity (Lee & Kozar, 2005) and IT budget (Lee & Larsen, 2009) will
influence secure behavior directly. Furthermore, research studying the “knowing-doing” gap of
secure behavior has found that the same factors that influence subjective (self-reported)
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behavior do not always influence objective (actual) behavior (e.g., Workman et al., 2008).
Hence, there is a need to further our understand of what factors influence behavior through the
mediator of intentions, and what factors influence behavior directly.
The current paper addresses this need by explaining why security controls, in addition to
intentions, will directly influence behavior in a security setting. We do this by challenging the
sufficiency assumption of the Theory of Planned Behavior (TPB) in a behavioral information
security context, TBP being one of the predominant theories explaining how intentions influence
behavior. Building on Field Theory (Lewin, 1951), we then explain how two common security
controls—a) the depth-of-authentication of the security system (a technical security control) and
b) the recency of training (a procedural security control)—will influence behavior directly rather
than being mediated through intentions. We test this in an experimental setting, measuring actual
behavior (password strength), and we find strong support that security controls influence actual
behavior independently from intentions and that it is necessary to account for these direct
relationships in order to predict secure behavior.

Theoretical Model and Hypotheses
In this section, we first describe the theory of planned behavior (TPB). Second, we
describe how the sufficiency assumption of TPB is limited in a security setting, thus resulting in
the need to examine other direct antecedents of secure behavior. Finally, building on Field
Theory (Lewin, 1951), we explain how two security controls—depth-of-authentication and
training recency—will influence behavior directly.
Theory of Planned Behavior
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Originating from psychology, TPB (Ajzen, 1985, 1991) is a popular theory that has been
applied to various information systems contexts to explain how relevant beliefs influence user
behavior through the mediator of intentions. The applicability of TBP in a security context is
questioned by some, because it has primarily been used in information systems research for
predicting productive system use and not protective system (e.g., security system) use (Lee &
Larsen, 2009; Ng et al., 2009). Others, however, have deemed it appropriate and have
successfully predicted security intentions using TPB (e.g., Bulgurcu et al., 2010; Dinev & Hu,
2007; Herath & Rao, 2009b; Ifinedo, 2012; Lee & Kozar, 2005; Peace et al., 2003). The theory
has also been used to integrate protection motivation theory and general deterrence theory (two
very common security theories) into a single theoretical lens (Herath & Rao, 2009b). In addition,
it has been used for predicting protective behaviors (as opposed to productive behaviors)
extensively in health-related fields (see Sheeran, 2002, p. for review). Importantly, it is one of
the theories most used in explaining how intentions influence behavior, and it has been the
subject of much research examining the intention-behavior gap (Ajzen et al., 2004). Hence, we
conclude that it is an appropriate basis for our extension.
In short, TPB posits that behavioral attitude, subjective norms, and perceived behavioral
control influence one’s intentions to perform a behavior. Behavioral attitude refers to “positive or
negative evaluation of performing the behavior;” the term “subjective norms” refers to the
“social pressure put on him to perform or not perform the behavior in question;” and behavioral
control refers to “the degree of control a person has over internal and external factors that may
interfere with the execution of an intended action” (Ajzen, 1985, p. 12). TPB predicts that
intentions influence behavior and mediate the effects of attitude and subjective norms on
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behavior. Intentions partially mediate the effect of perceived behavioral control on behavior;
however, perceived behavioral control also has a direct relationship with behavior. Finally, TPB
predicts that attitude, subjective norms, and behavioral control are positively correlated. Figure 2
summarizes TPB. Based on extant literature that has investigated relationships among TPB
constructs, we form the following hypotheses in the context of secure behavior:
H1: Attitude toward behaving securely will positively influence secure behavior
intentions.
H2: Subjective norms of behaving securely will positively influence secure behavior
intentions.
H3: Perceived behavioral control of behaving securely will positively influence secure
behavior intentions.
H4: Perceived behavioral control of behaving securely will positively influence secure
behavior.
H5: Secure behavior intentions will positively influence secure behavior.
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*TPB also suggests that attitude, subjective norms, and perceived behavioral control are correlated

Figure 2. Theory of planned behavior

TPB Sufficiency Assumption Limitations in a Security Setting
A key assumption of TPB is that intentions and perceived behavioral control alone should
be sufficient to predict actual behavior (Ajzen, 1991).This is called the TPB sufficiency
assumption, and it has been the topic of much research (e.g., Rivis & Sheeran, 2003; Sutton et
al., 1999). Although the TPB sufficiency assumption has been shown to be valid during rational
decision making (Ajzen, 1991), it has not held in other situations (see Sheeran, 2002 for
summary), a problem that has been termed the intention-behavior gap. For example, behavior
has been shown to be influenced by positive or negative stimuli from the environment that are
not mediated through intentions or behavioral control (Bargh, 1990). Habit has been shown to
directly influence behavior in some situations and not be fully mediated through intentions or
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behavioral control (Bagozzi et al., 1992). A person’s sense of identity in a situation has been
shown to influence health behavior directly, rather than being mediated through intentions and
behavioral control (Hagger et al., 2007). Secure behavior has been shown to be influenced
directly by factors such as perceived cost, trialability, computer capacity (Lee & Kozar, 2005),
and budget (Lee & Larsen, 2009) in addition to intentions. Schwarzer (2008, p. 1) explains the
importance of considering factors in understanding the intention-behavior gap:
“This discrepancy between intention and behavior is due to several reasons. For example,
barriers could emerge…therefore, intention needs to be supplemented by other, more proximal
factors that might compromise or facilitate the translation of intentions into action.”
We propose that the intention-behavior gap may be particularly prominent in an IS
security setting. Most users have been interacting with security mechanisms (e.g., passwords,
virus programs, etc.) since they started using computers. Thus, interacting with security is a
routine task that most users do on a daily basis. Whereas this behavior may formerly have been
intentional behavior—a rational decision making process involving intentions, beliefs,
expectations, reflections on past experience, etc.—over time, it crystalizes into habit. Although
habit has been shown to directly or indirectly influence intentions in some cases (e.g., Gefen,
2003; Vance et al., 2012), research mostly agrees that habit is non-intentional and that it either
influences behavior directly or moderates the influence of intentions on behavior (e.g., Kim &
Malhotra, 2005a, 2005b; Kim et al., 2005; Limayem & Hirt, 2003; Limayem et al., 2007;
Limayem et al., 2001). Habitual behavior, although not influenced by intentions, can be
influenced by various other factors. For example, emotion can subconsciously influence behavior
or “derail a previously formed intention about continuing IT use” (Ortiz de Guinea & Markus,
2009, p. 438). A system or environmental stimulus may also trigger automatic behavior (Ortiz
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de Guinea & Markus, 2009). Hence, in a security setting, behavior may be governed by a
combination of intentions, habit, and proximal factors such as security controls.
Field Theory (Lewin, 1951; Martin, 2003) explains how both intentions and other
proximal factors (e.g., security controls) influence behavior. Field Theory proposes that behavior
is derived from a totality of coexisting factors, including not only characteristics of the person
(beliefs, intentions, etc.) but also environmental and contextual factors. Symbolically, behavior
(B) is a function of both the Person (P) and the Environment (E), as shown in Equation 1.
Importantly, the theory proposes that we should consider the momentary situation of a person to
understand behavior. This is in contrast with the notion that behavior is solely predicted by
beliefs and intentions that may have been formulated prior to the behavior or that may persist in
the future. The theory does not discount the influence of past or expected future experiences in
determining behavior; indeed, the theory recognizes that these experiences may play a part in
determining the behavior in the immediate situation. However, the theory posits that ultimately,
the present situation determines behavior, and not solely the pre-formulated intentions or
expected future outcomes (Balkenius, 1995). This is particularly true for behaviors that
unavoidably require interaction with an environment (Lewin, 1951), such as security-related
behavior. Individuals react to the factors in the environment (e.g., security controls), which may
result in varying behavior even when intentions remain constant.
𝐵 = 𝑓(𝑃, 𝐸)

B = Behavior
P = Person
E = Environment

Equation 1. Lewin's Field Theory
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In a security context, we predict that security controls in an organization’s security
environment will directly influence secure behavior. User interaction with components of an
organization’s security environment is unavoidable. For example, in creating a new password for
an account, one must interact with a user interface and with the organization’s authentication
strategy. Password creation interfaces and strategies often differ from one system to another in
terms of the security controls implemented (e.g., single- or multi-factor authentication, the
presentation of security information, etc.). As common behavior (e.g., creating passwords)
becomes habitual over time, these other factors may ultimately influence how a user reacts (Ortiz
de Guinea & Markus, 2009), and thereby whether he or she chooses to create a strong or weak
password. As secure behavior requires intimate interaction with the environment, Field Theory
would predict that it would be determined not only by one’s beliefs and intentions but also by
characteristics of the security environment. In the following section, we explain in detail how
two frequently implemented security controls—depth-of-authentication and training recency—
will influence behavior directly rather than mediated through intentions and behavioral control.
Security Controls: Depth-of-Authentication and Training Recency
Depth-of-Authentication and training recency were chosen because of their prevalence in
the industry and because they represent two important managerial decisions that organizations
must make about security controls: a) what is the optimal authentication strategy (a technical
security control decision), and b) how often do we give training (a procedural security control
decision)? Importantly, based on Field Theory (Levin 1951), we suspect that depth-ofauthentication and training recency will influence secure behavior directly (as described below),
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rather than being fully mediated through beliefs, intentions, and perceived behavioral control
because they represent behaviors that unavoidably require interaction with an environment.
First we propose that an increase in depth-of-authentication, aside from its technical
advantages, will have a direct negative effect on secure behavior. Depth-of-authentication is a
technical control that refers to the number of steps users must perform to gain access to a system
or resource (e.g., Cavusoglu & Raghunathan, 2009; Ng et al., 2009). For example, some
organizations require that users enter a dynamic pin from a token in addition to their user name
and password. The token is a small device that displays a six digit pin that changes every sixty
seconds and that can be validated at the server level. If the user name, password, and pin all
match, the user is granted access; otherwise, access is denied. Other organizations require users
to memorize multiple passwords for various systems, so that there is no single point of failure if
one password is compromised.
From a technical perspective, these measures should increase overall security. However,
we propose that these controls emerge as “barriers” (Schwarzer 2008, p.1) that may have a
negative “side effect” that encourages users to behave less securely. This negative relationship
between depth-of-authentication and secure behavior is based on the premise that an increase in
depth-of-authentication will cause extra work. Not only does it make authentication more
difficult, but it also makes it more difficult for users to accomplish their primary tasks in using a
computer (e.g., work assignments, communication, etc.), because it increases the likelihood that
they may not gain access to the resources they need. Past research has shown that people prefer
the path of least resistance (Mann, 1987), and when extra work is required, this will cause a
negative affective arousal and psychological discomfort that may influence subsequent behavior
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by derailing or overriding intentions (Briggs et al., 2008; Ortiz de Guinea & Markus, 2009). This
effect of the environment is not directly accounted for in TPB (Dutta-Bergman, 2005).
One way in which people deal with extra work and negative arousal is to change behavior
impulsively and, by doing so, reduce the extra work (Mann, 1987) or psychological discomfort
(Festinger, 1957). Thus, in a security context, users often engage in non-secure behavior despite
having good intentions toward security. While users typically cannot choose to ignore security
mechanisms (otherwise they will not gain access to the resources they need), they can find ways
to make the interaction easier, which thereby compromise security. For example, in a password
authentication context, one can create weak passwords or perform other compensatory actions
(such as writing down passwords or not logging out of systems) to reduce the work. The more
complex a system gets (i.e., the higher the depth of depth-of-authentication), the more users will
try to compensate in their secure behavior, in order to restore an equilibrium. This happens
automatically, through an affect-driven impulsive behavior rather than through intentions (Evans,
2008). Hence, we predict that as depth-of-authentication increases, users’ secure behavior will
decrease:
H6: An increase in depth-of-authentication will negatively influence secure behavior.
We also predict that training recency will have a direct positive relationship on secure
behavior, in addition to influencing users’ beliefs because it represents another required
interaction with the environment (Lewin, 1951). Much research has shown that training will
influence users’ beliefs and thereby their intentions to behave securely, or it will influence their
intentions directly (e.g., D'Arcy et al., 2009; Hovav & D’Arcy, 2012; Puhakainen & Siponen,
2010; Warkentin et al., 2011). For example, training has been argued to have the potential to
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influence attitude, behavioral control, and subjective norms (Archer et al., 2008). If users
elaborate on the training, it can cause persistent, long-lasting beliefs that will influence their
intentions to behave securely and will ultimately result in secure behavior (Puhakainen &
Siponen, 2010).
We concur that training can have this effect on beliefs and intentions, and we will
replicate these hypotheses; however, we also propose that the recency of training may have a
direct relationship with secure behavior through the availability and recency heuristics. Training
recency refers to the temporal proximity of the training to the intended action of behaving
securely. The availability heuristic is a phenomenon in which people predict the frequency of an
event based on how easily an example can be brought to mind (Tversky & Kahneman, 1973). In
a security setting, this heuristic can be applied to predict that people will behave securely if the
requirements and rationale for secure behavior are easily brought to mind when presented with a
security decision. The more recent the training in the requirements and rationale for secure
behavior, the more available it will be in the user’s mind. Alternatively, although one might have
positive intentions to create a strong password, if the requirements or need for a strong password
are not easily brought to mind, the user might create a weak password despite having good
intentions. Likewise, the recency heuristic, the tendency to weigh recent events more heavily
than earlier events, predicts that the more recently the users received training, the more likely
they will be to recall the information from the training (Ebbinghaus, 1913). In summary, we
predict that training recency will influence beliefs relating to behavioral control, attitude, and
subjective norms, as robustly shown in previous literature; however, we also propose that
training recency will have a direct impact on secure behavior:
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H7a: Training recency will positively influence perceived behavioral control.
H7b: Training recency will positively influence attitude.
H7c: Training recency will positively influence subjective norms.
H8: Training recency positively influences secure behavior.
Figure 3 summarizes the hypothesized model.

Figure 3. Hypothesized model

Methodology
To test our model, presented in Figure 2, we conducted two experiments, manipulating
different components of depth-of-authentication and training recency. Both experiments were
conducted in a realistic mock corporate environment. In Experiment 1, we operationalized depth-
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of-authentication as single-factor authentication (passwords) vs. dual-factor authentication
(passwords + SecurID tokens). In addition, training was randomly given to all participants 0–26
days prior to the experiment (0 being the day of the experiment). In Experiment 2, we
operationalized depth-of-authentication as single sign-on (one password to access all systems in
the corporate environment) vs. multiple sign-on (a different password for each system). In
addition, all participants were randomly assigned to a recent training condition (the day of the
experiment) or a no-training condition. Table 3 summarizes the manipulations.
In both experiments, we chose to operationalize secure behavior as password strength.
Although user password creation behavior is only one of many types of secure behavior, it
allows us to precisely measure objective actual behavior (password strength). We can then see
how intentions to create strong passwords as well as security controls influence this actual
behavior. Furthermore, password creation behavior necessitates interaction with several variables
of an organization’s security environment that may influence behavior directly—including the
depth-of-authentication strategy and training recency. Finally, password authentication is the
most common way that end-users interact with organizations to secure systems and resources,
and it is currently one of the greatest sources of large-scale security breaches, despite advances in
security (e.g., Hurtado, 2011; Trustware, 2012).
Table 3. Experiment manipulations
Experiment
Experiment 1

Experiment 2

Depth-of-Authentication
Manipulation
Single-factor (password) vs.
dual-factor (password +
SecurID token) authentication
Single (one password for all
systems) vs. multiple sign-on

Training Recency
Manipulation
Training received 0–26 days
before experiment
Recent training vs. no training

35

(individual passwords for each
system)

Dependent and Independent Variables
Secure behavior was operationalized as password entropy—a computer industry measure
of password strength. During our experiments, the entropy of users’ passwords was analyzed
using an automated script. Entropy is a base-2 algorithm of the number of guesses required to
crack a password, using brute force. For example, a password with 42 bits of strength would
require 2^42 attempts to exhaust all possibilities during a brute force search. Adding one bit of
entropy to a password doubles the number of guesses required, which makes an attacker's task
twice as difficult. Furthermore, password entropy is also a suitable indicator of how successful a
dictionary attack will be (see Appendix E).
Intentions, attitude, behavioral control, and subjective norms were measured in a postsurvey using validated instruments originating from (Ajzen, 1991) and further refined by (Taylor
& Todd, 1995) and (Bulgurcu et al., 2010), for an information systems context. The instruments
are discussed in detail in Appendix C. The measures were adapted to a password security context
and were reviewed by measurement and password security experts to ensure face and content
validity. The items were also tested in a pilot study, and minor adjustments were made to
improve clarity. We also collected several control variables that represent salient differences
among participants that were not already captured in our model and that were not controlled for
by our experiment design. These included age, gender, years of education, nationality, and
discipline.
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For each experiment, the validity and reliability of the instruments were assessed and are
reported in Appendix D. In summary, attitude, subjective norms, behavioral control, and
intentions are reflective measures, and thus, convergent and discriminant validity and reliability
of measurement scales were verified through a confirmatory factor analysis as well as through
construct correlations and cross-correlations for both experiments. All of the loadings of each
item on its latent construct exceeded 0.6. Average variance extracted of all constructs was much
larger than 0.5; therefore, a good convergent validity was demonstrated (Anderson & Gerbing,
1988), and all square roots of average variance extracted exceeded the correlation coefficients
between constructs and therefore demonstrated good discriminant validity (Fornell & Larcker,
1981). Correlations among independent variables were less than 0.65; hence, multicollinearity
was not deemed a problem (Billings & Wroten, 1978). Finally, all Cronbach’s alpha scores are
above the 0.7 score suggested by Nunally (Billings & Wroten, 1978).
Experiment 1 Task and Procedure
All participants received a training video (0–26 days prior to the experiment) that
explained the importance of security for our online vendors and that taught participants how to
create strong passwords. Training material for creating strong passwords was adapted from the
SANS institute (http://www.sans.org/), a recognized authority on security training and standards.
After watching the training, participants were required to pass a short quiz that assessed
comprehension. Following the training, all participants scheduled a session to come into a
computer lab to complete their consulting tasks. The experiment protocol was designed to mimic
a realistic scenario that employees would encounter in the workforce. Participants were told that
they would be performing consulting services for a company. They would come to a computer
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lab and would be in charge of assessing inventory and ordering supplies for the company through
an online vendor. This would require them to create online accounts at our vendors’ websites.
Upon arriving at the computer lab, participants were randomly assigned either to a singlefactor authentication treatment or a dual-factor authentication treatment. Depending on the
treatment, participants were given a packet that contained instructions for completing their
tasks—assessing inventory and ordering supplies from a vendor for our company. After
assessing the inventory at the company, participants were required to create an account at a
vendor’s website to order new inventory. The single-factor authentication treatment allowed
users to create a password and to login to the vendor websites with only the password they would
create. The dual-factor authentication treatment, however, required participants to use both a
password and a SecurID token to create an account and to login to the vendor website. In this
treatment, the account creation process had participants create a user name and password as well
as enter the pin from their SecurID token. Every time they logged into the vendor’s website
thereafter, they were required to enter both the password and a pin from the SecurID token. The
pin changed every 60 seconds and was synchronized with the vendor’s website.
As participants in both treatments created their passwords, password information was
extracted and anonymized to protect user privacy. Password entropy was then calculated using
an automated script.
Experiment 1 Participants
A total of 332 people participated in the experiment. Students were chosen as the
population because they present an accurate representation of new employees integrating into a
new organization (Greenburg, 1987). The students averaged 3.8 years of education, indicating
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that they would soon be entering the workforce. Thus, the results of this study may be
generalized to junior employees and can influence new employee orientation programs. Fiftynine percent of the participants were male, and the average age was 23. The four most
represented disciplines for participants were Accounting (16%), Management Information
Systems (14%), Marketing (12%), and Finance (12%). Sixty percent of the participants were
American, 13% Indian, 9% Mexican, 7% Chinese, and 11% other.
Experiment 1 Data Analysis and Results
To make sure that the treatments achieved their desired effects, we conducted
manipulation checks. First, we required that all participants pass a short quiz following the
training, in order to assess comprehension. This ensured that participants had indeed paid
attention to the training. Second, we had all participants rate the difficulty of authentication
during the task in a post-survey. Participants in the dual-factor treatment ranked the
authentication task as significantly more difficult (t = 1.930, df = 330, p > 0.025) than
participants in the single-factor treatment.
Prior to analyzing our model, we first tested to see if any of the control variables were
significant in predicting any of our dependent variables. To do this, we performed a General
Linear Model in SPSS, regressing our dependent variables on our control variables. None of the
control variables were found to be significant. Therefore, the control variable paths were not
included in the subsequent SEM analysis, following best practice to assess model fit (Kenny,
2011).
The SEM analysis was performed using MPLUS. Because password entropy was not
normally distributed (password entropy is by nature exponential), standard errors were estimated
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using a maximum likelihood estimator bootstrapping technique with 1000 draws. Training
recency was included as a continuous variable, whereas dual-factor vs. single factor
authentication was included as a factor. The results are shown in Figure 4.

(Standardized Coefficients Shown)

Figure 4. Experiment 1 hypothesized model results

To test whether dual-factor authentication and training recency influenced behavior
directly or through the mediators of attitude, behavioral control, subjective norms, and intentions,
we adopted a two-pronged approach: a) test of competing models using SEM, and b) mediation
tests. First, we created a competing structural equation model that predicts that training recency
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and dual-factor authentication influence behavior indirectly, through the mediators of behavioral
control, subjective norms, and attitude. Intentions then mediate the influence of behavioral
control, subjective norms, and attitude on behavior. The results of the competing model are
shown in Figure 5. Model fit indices for both our hypothesized model and the competing model
are shown in Table 4. Overwhelming support shows that training recency and dual-factor
authentication have a direct relationship with password strength rather than a mediated
relationship through attitude, subjective norms, behavioral control, and ultimately intentions.

(Standardized Coefficients Shown)

Figure 5. Experiment 1 competing model

Table 4. Experiment 1 model fit indices
Proposed Model
Chi-Squared

8.758 (df = 9)

Belief-Intention
Mediated Model
80.211 (df = 13)

Ideal
Non-significant
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CFI

(p=0.4599)
.990

(p<.001)
0.434

TLI

.994

0.129

RMSEA

0.000 (90% CI: 0.000 – 0.125 (90% CI: 0.099 –
0.152
0.061)
0.047
0.288

R2 Password
Strength
AIC*

9191.032

9260.485

BIC*

9270.940

9336.588

> .90 good
> .95 excellent
> .90 good
> .95 excellent
< .01 excellent; < 0.05
good
Higher is better
Comparative only,
lower is better
Comparative only,
lower is better

* Can be used to test non-nested models
Experiment 1 Mediation Checks
We also conducted mediation checks to see if intentions and behavioral control (the two
variables in TPB that influence behavior directly) mediate the influence of dual-factor
authentication and training recency on password strength. (Baron & Kenny, 1986) specify four
steps in establishing mediation. In summary, first show that the initial variable is correlated with
the outcome variables (Step 1). Second, show that the initial variable is correlated with the
mediator variable (Step 2). Third, show that the mediator affects the outcome variables (Step 3).
Fourth, to establish complete mediation, the effect of the initial variable on the outcome variables
should be zero when controlling for the mediating relationship (Step 4).
Applying these steps to test if intentions mediate the influence of our manipulations on
password strength, we found that dual-factor authentication (p = .019) and training recency
(p<.001) are significantly correlated with password strength (Step 1). However, we found that
dual-factor authentication (p = .139) and training recency (p = .352) are not significantly
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correlated with intentions (Step 2); thus, intentions do not mediate the influence of these factors
on actual behavior.
Next, we tested whether perceived behavioral control mediates the influence of our
manipulations on password strength. Again, both variables were significantly correlated with
behavior. In step 2, however, we found that dual-factor authentication is not significantly
correlated with perceived behavioral control (p = .396) and thus is not mediated through
perceived behavioral control. Training recency was correlated with perceived behavioral control
(p<.001), and thus we progress to step 3. In step 3, behavioral control was not significantly
correlated with password strength (p = 0.174) when accounting for training recency, and thus it
does not mediate the relationship between training recency and password strength.
Finally, we conducted a mediation test to see if the relationship between perceived
behavioral control and the attitude on behavior are mediated through intentions. Both constructs
were significantly correlated with password strength (p = .005 and p = .049 respectively) (Step
1). Both constructs were correlated with intentions (p = .001 for both constructs) (Step 2). When
controlling for the influence of behavioral control and attitude on behavior, intentions do
influence password strength (p = .041) (Step 3). And when accounting for the mediating
relationship, the effects of behavioral control and attitude are not significant, denoting complete
mediation (p = .215 and p = .369 respectively).
Supplemental Analysis on Costs/Benefits of Dual-Factor Authentication
Although our results show that the SecurID tokens caused users to create weaker
passwords, the tokens also provided a benefit that was not accounted for in the analysis. The
tokens required users to enter 6 extra digits (that changed every 60 seconds) in addition to their
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own passwords. One way to view this benefit is to add six extra digits to the password’s entropy.
When accounting for these six extra digits in a password’s entropy, our results show that the
overall password entropy of users with tokens (password + 6 digits; m = 82.301, sd = 28. 29) is
significantly greater than the entropy of users who created strong passwords but did not have the
benefit of the token (m=58.106, sd=29.77) (T = 13.094; P < .001).
Experiment 2 Task and Procedure
Similar to Experiment 1, the experiment was designed to mimic a realistic scenario that
employees would encounter in a workforce. Participants were asked to role-play a new employee
of a corporation. Upon arriving at the experiment, they were given a new employee orientation
and were introduced to their first task—completing a financial summary report. Participants in
the recent training treatment watched a short training video about how to create strong passwords
and why strong password security is important. Afterward, they completed a short quiz to assess
comprehension. Participants in the no-training treatment did not watch the video or take the quiz.
After the new employee orientation and the introduction to their first task, participants
started compiling a financial report, following a printed instruction sheet. The financial report
required the user to access several internal systems from different departments in the
organization. In the single sign-on group, participants created a password for their Windows
workstation, and this same password allowed participants to access all other subsystems from
different departments. In the multiple sign-on treatment, the user had to create a unique password
for each subsystem in the organization, resulting in three different passwords to complete the
financial report. The system captured, anonymized, and automatically analyzed the entropy for
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each password. The entropy for the users’ last created password was analyzed, allowing us to see
the influence of multiple sign-on on password strength.
Experiment 2 Participants
A total of 162 students participated in Experiment 2. Sixty percent were male. The three
most represented disciplines were MIS (58%), MIS/Operations Management (12%), and prebusiness (11%). Approximately 60% were 19–22 years old. The two most represented
nationalities were American (64%) and Chinese (13%).
Experiment 2 Data Analysis and Results
Similar to Experiment 1, we conducted manipulation checks on our treatments. First, we
required all participants in the recent training group to pass a short quiz following the training, to
assess comprehension. Second, we had all participants rate the difficulty of authentication during
the task in a post-survey. Participants in the multiple sign-on treatment ranked the authentication
process as significantly more difficult than did the people in the single sign-on treatment (t =
5.774, df = 160, p > 0.001).
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((Standardized Coefficients Shown)

Figure 6. Experiment 2 results

As done in Experiment 1, we tested to see if any of the control variables significantly
influenced our dependent variables, using a general linear model. None of the control variables
was significant, and thus the control variable paths were excluded from the future SEM analysis.
An SEM was then conducted using a bootstrapping technique (maximum likelihood estimator
with 1000 draws) to account for the non-normal nature of password entropy. Figure 6 displays
the results.
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Similarly to Experiment 1, we tested whether recent training and multiple sign-on would
influence behavior directly or through the mediators of attitude, behavioral control, subjective
norms, and intentions; we conducted model comparison and mediation tests. First, we specified a
competing model that predicts that recent training and multiple sign-on will influence behavior
indirectly through the mediators of behavioral control, subjective norms, attitude, and ultimately
intentions. The results of the competing model are shown in Figure 7. Model fit indices for both
our hypothesized model and the competing model are shown in Table 5. Overwhelming support
shows that recent training and multiple sign-on have a direct relationship with password strength
rather than a mediated relationship through behavioral control, subjective norms, attitude, and
ultimately intentions.

(Standardized Coefficients Shown)

Figure 7. Experiment 2 competing model
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Table 5. Experiment 2 model fit indices
Proposed Model
Chi-Squared

10.757 (df = 9) (p=0.293)

CFI

0.988

Belief-Intention
Mediated Model
26.904 (df = 13) (p=
0.013)
0.906

TLI

0.977

0.855

RMSEA

0.035 (90% CI: 0.000 –
0.101)
0.234

0.083 (90% CI: 0.037 –
0.128)
0.052

4011.962

4026.110

4075.874

4086.979

R2 Password
Strength
AIC*
BIC*

Ideal
Non-significant
> .90 good
> .95 excellent
> .90 good
> .95 excellent
< .01 excellent; < 0.05
good
Higher is better
Comparative only, lower
is better
Comparative only, lower
is better

* Can be used to test non-nested models

Experiment 2 Mediation Checks
We conducted mediation checks to see if intentions mediate the influence of multiple
sign-on and recent training on password strength, using the method outlined in (Baron & Kenny,
1986). First we found that multiple sign-on (p < .001) and recent training (p<.001) are
significantly correlated with password strength (Step 1). However, we found that multiple signon (p = .093) and training recency (p = .304) are not significantly correlated with intentions (Step
2); thus, intentions do not mediate the influence of these factors on actual behavior.
Next, we tested whether perceived behavioral control mediates the influence of our
manipulations on secure behavior. Again, both variables were significantly correlated with
behavior. In step 2, however, we found that multiple sign-on is not significantly correlated with
perceived behavioral control (p = .517) and thus is not mediated through perceived behavioral
control. Training recency was correlated with perceived behavioral control (p = .034), and thus
we progress to step 3. In step 3, behavioral control was not significantly correlated with
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password strength (p = 0.079) when controlling for recent training, and thus it does not mediate
the relationship between recent training and password strength.
Finally, we conducted a mediation test to see if the relationship between perceived
behavioral control and attitude on behavior are mediated through intentions. Both constructs
were significantly correlated with entropy (p = .050 and p = .019 respectively) (Step 1). Both
constructs were correlated with intentions (p <.001 for both constructs) (Step 2). When
controlling for the influence of behavioral control and attitude on behavior, intentions do
influence entropy (p = .047) (Step 3). And when accounting for the mediating relationship, the
effects of behavioral control and attitude are not significant, denoting complete mediation
(p = .271 and p = .094 respectively).
Summary of Findings
The results of the hypotheses from both experiments are found in Table 6.
Table 6. Summary of results
Hypothesis
H1: Attitude toward behaving securely will positively
influence secure behavior intentions.
H2: Subjective norms of behaving securely will positively
influence secure behavior intentions.
H3: Perceived behavioral control of behaving securely will
positively influence secure behavior intentions.
H4: Perceived behavioral control of behaving securely will
positively influence secure behavior.
H5: Secure behavior intentions will positively influence
secure behavior.
H6: An increase in depth-of-authentication will negatively
influence secure behavior
H7a: Training recency will positively influence perceived
behavioral control.
H7b: Training recency will positively influence attitude.

Experiment 1
Supported

Experiment 2
Supported

Not Supported Not Supported
Supported

Supported

Not Supported Not Supported
Supported

Supported

Supported

Supported

Supported

Supported

Not Supported Not Supported
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H7c: Training recency will positively influence subjective
norms.
H8: Training recency positively influences secure behavior.

Not Supported Not Supported
Supported

Supported

In both experiments, all model fit indices demonstrate that depth-of-authentication and
training recency influence password strength directly and not through the mediators of attitude,
behavioral control, subjective norms, and ultimately intentions (see Table 4 and Table 5). The
model predicting direct relations from depth-of-authentication and training recency to password
strength fit the data much better (in terms of BIC, AIC, RMSEA, TLI, CFI, and Chi-Squared),
and it accounted for much more variance in behavior (on average, 21.15% more) than did a
competing model mediating the influence of the two variables through attitude, behavioral
control, subjective norms, and ultimately intentions. In addition, the mediation test showed that
neither intentions nor perceived behavioral control mediated the relationships of depth-ofauthentication and training recency on password strength.
In both experiments, depth-of-authentication decreased users’ raw password strength. In
Experiment 1, users who were required to authenticate with dual-factor authentication, on
average, created weaker passwords than users who were required to use single-factor
authentication. A supplemental analysis, however, demonstrated that the benefits of SecurID
tokens outweighed the costs. In Experiment 2, users who were required to use multiple sign-on,
on average, created weaker passwords than users who were allowed to use single sign-on. Thus,
H6 was supported in both experiments. Likewise, in both experiments, training recency had a
significant direct influence on password strength. In Experiment 1, the more days since users had
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received training, the weaker their passwords were, on average. In Experiment 2, having recent
training was much more effective than having no training. Thus, H8 was also supported.
Although intentions did not mediate the influence of depth-of-authentication and training
recency on password strength as predicted by TPB, they still influenced behavior. In both
experiments, intentions influenced password strength. Thus, H5 was supported. Attitude and
perceived behavioral control significantly influenced intentions in both experiments (H1 and H3
supported). The relationship between subjective norms and intentions was not supported in either
experiment (H2 not supported). This may be because password creation is done in private and
the passwords are often kept secret, and thereby, password creation might not be influenced by
what other people who are important to users think. Similar to our results, other studies have
found that subjective norms are non-significant in predicting security-related behavior (e.g., Lee
& Kozar, 2005; Li et al., 2010). In our experiments, whereas perceived behavioral control did
influence intentions, it did not significantly influence password strength (H4 not supported).
Future research should investigate this non-significant relationship in more detail. We suspect
that despite the perception of behavior control, most people have the actual ability to create
strong passwords. Thus, creating strong passwords may be influenced less by ability (behavioral
control) and more by convenience.
Finally, the training in this study significantly influenced perceived behavioral control
(H7a supported). The content of our training primarily taught participants the requirements for
strong passwords and techniques to create strong passwords. Thus, it is not surprising that it
would influence perceived behavioral control. However, given this emphasis, training did not
influence subjective norms or attitude in either experiment (H7b and H7c not supported). Future
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research should examine how training can be manipulated to influence subjective norms and
attitude.

Discussion
This research addressed the following research questions: a) how does depth-ofauthentication and training recency influence secure behavior, and b) do depth-of-authentication
and training recency influence behavior directly or indirectly through the mediators of attitude,
subjective norms, behavioral control, and intentions? Building on TPB and Field Theory, we
found that depth-of-authentication and training recency influence secure behavior directly and
that this influence is not mediated through attitude, behavioral control, subjective norms, and
ultimately intentions. In experiment 1, we operationalized depth-of-authentication as single- vs.
dual-factor authentication and training recency as training from 0–26 days prior to the
experiment. In experiment 2, we operationalized depth-of-authentication as multiple vs. single
sign-on and training recency as no-training vs. training given on the day of the experiment. In
both experiments, we operationalized secure behavior as the strength of users’ passwords.
The results and contributions of this study must be discussed with respect to its
limitations. First, we employed an experimental design. When faced with the balance of
generalizability, realism, and precision, it is not possible to maximize one without compromising
the other two (McGrath, 1981). In the context of laboratory experiments, precision is strong, but
the experiments are often lacking in generalizability and realism. Field studies tend to maximize
realism at the expense of generalizability and precision. Thus, “no one method is better or worse
than any other; they are simply better at some aspects and worse at others” (Dennis & Valacich,
2001, p. 5). To accomplish the objective of our study—to establish the causal influence of depth-
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of-authentication and training recency on end-user security—precision and a laboratory
experiment were arguably the most appropriate methodology for an initial investigation.
However, we suggest that future research improve realism by testing our hypotheses in a field
study.
The second limitation of our methodology is our subject sample, which is limited in
scope to college students. Although student subjects may be an accurate representation of new
employees (Greenburg, 1987), to permit us to generalize to a larger population of new
employees, a broader sample size that includes industry professionals should be used.
Furthermore, to extend generalization, the study should be replicated with veteran employees
who may be influenced by habit and experience.
Finally, we only administered training once and only gave one type of training. Typically,
training in organizations is given on an annual or semi-annual basis. Furthermore, training is just
one part of an effective security education, training, and awareness program. It should be
accompanied by other factors including the following: face-to-face discussions (Hollinger &
Clark, 1983), checklists (Cox et al., 2001), verbal persuasion , vicarious experience (Warkentin
et al., 2011), and exercises (Dodge et al., 2007), to name a few. The effectiveness of training is
also likely to differ depending on its content and presentation (e.g., Jenkins et al., 2012). Our
training briefly explained why it was essential to be secure and then explained how to be secure,
using guidelines from the SANS institute in an online video. Future research should examine
what content and presentation strategy will increase the effectiveness of the training.
Implications for Research
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This study makes four important contributions to research. First, it draws on novel theory
to explain how and why factors other than intentions will strongly influence behavior directly.
As secure behavior is often habitual for users, it can be strongly influenced by environmental
factors and by characteristics of the system (Ortiz de Guinea & Markus, 2009). Based on Field
Theory (Lewin, 1951) , we explain that depth-of-authentication and the recency of training will
influence password strength directly and not be mediated through attitude, subjective norms,
behavioral control, or intentions. Although past research has also suggested that TPB cannot
fully explain end-user security (e.g., Johnston & Warkentin, 2010a; Lee & Larsen, 2009; Ng et
al., 2009), we theoretically justify why the sufficiency assumption of TPB is limited in a security
setting ,and we empirically validate the idea that TBP must be supplemented with other proximal
factors. This opens a new venue of future research in the security realm. Based on our findings,
future research should seek to understand what other direct antecedents, implemented by
organizations, of secure behavior are and what theories explain their existence.
Second, this article stresses the need to understand the behavioral costs of security
controls (e.g., decreased willingness to create strong passwords) alongside the proposed technical
benefits (e.g., no single point of failure). In our study, we found a trade-off between technical
controls and users’ behavior. Namely, the more complicated the authentication system is (e.g.,
requiring dual-factor authentication instead of single-factor authentication or multiple sign-on
instead of single sign-on), the less the likelihood that users will create strong passwords. Hence,
there is a need to compare the benefits of technical controls with their behavioral costs and to
alleviate these costs. This study only investigated two forms of technical controls, both in an
authentications setting: dual-factor authentication and multiple sign-on. However, our study
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establishes the theoretical foundation and justification for future research in order to examine
how other technical controls influence secure behavior, and to discover whether they universally
have behavioral costs associated with the technical benefits.
Third, our research suggests that one must account for the time lapse between training
and behavior in order to assess reliably the impact of training on behavior. Much past research
has examined how to create effective training (e.g., Cox et al., 2001; Crossler & Belanger, 2009;
D'Arcy et al., 2009; Dodge et al., 2007; Hovav & D’Arcy, 2012; Karjalainen & Siponen, 2011;
Puhakainen & Siponen, 2010; Sasse et al., 2001; Warkentin et al., 2011). Our research extends
this important past literature, and possibly accounts for variations in findings, by explaining and
empirically validating how training recency is an important attribute of training programs that
influences secure behavior. In experiment 1, days-since-training had a significant effect on both
password strength and perceived behavioral control. In experiment 2, recent training was shown
to be much more effective than no training. Furthermore, the influence (standardized coefficient)
of training recency was relatively large compared to the influence of intentions and depth-ofauthentication. This strongly suggests that future research examining security education, training,
and awareness programs should control for and report the time difference between when the
training was administered and when the effect was observed.
Finally, our research empirically demonstrates that while intentions do influence secure
behavior their effect may be small in comparison to the direct effect of security controls
implemented by a company and thus stresses the need to measure objective secure behavior.
Field theory explains that not only do intentions influence behavior, but characteristics in the
environment do as well (Lewin, 1951; Martin, 2003). Specifically, the strongest predictor of
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behavior is ultimately the user’s present situation (Balkenius, 1995). Confirming arguments that
intentions do not always lead to behavior in a security context (e.g., Crossler et al., 2013), we
found that intentions alone were not good predictors of password strength in our experiments.
Rather, security controls—such as the recency of training and the depth-of-authentication—
influenced behavior as well. Although this may not be the case in other security contexts or
experiments, one will not know without measuring actual behavior.
Implications for Practice
Management must make difficult decisions regarding which technical controls and
authentication technologies to implement within an organization’s security strategy. Our research
suggests that there is “no such thing as a free lunch;” or in other words, every control likely has a
behavioral cost associated with a technical benefit. To choose an optimal combination of controls
and technology, one must understand not only the technical impact of the choice but also the
behavioral consequences of the choice. This study examines a security-system characteristic—
depth-of-authentication—and explains how it influences end-user security in terms of password
strength. Although high depth-of-authentication is often desired from a technical security
perspective, our research shows that depth-of-authentication is negatively correlated with
password strength. Thus, management must carefully consider the trade-off between the
technological advantages of implementing a security control and its behavioral side effects.
Second, we recommend that practitioners provide short security training sessions for their
incoming employees and provide refresher sessions. In our experiments, the training video was
an approximately five-minute narrated presentation that explained how to comply with the
security policy. The video robustly increased password strength and behavioral control. Such a
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video is neither difficult nor expensive to produce; however, the outcome of this small
investment will generate a very positive impact on secure behavior. Our research suggests that
the effect of such training diminishes quickly, however. Thus, training should be repeated
(Myyry et al., 2009; Puhakainen & Siponen, 2010) and preferably should always be taken before
a new password is created (Dinev & Hu, 2007; Pahnila et al., 2007). Future research should
supply managers with techniques for improving the longevity of training.

Conclusion
Employee noncompliance with organizational security policies poses a serious threat to
the well-being of organizations. A rich body of past research has examined how to improve
secure behavior through improving security intentions. This study concurs that intentions play an
important role in deterring secure behavior, but it challenges the sufficiency assumption of TPB
in a security setting, which states that the study of intentions is adequate to predict behavior.
Based on Field Theory, we find that security controls (depth-of-authentication and training
recency) will directly influence employees’ secure behavior (password strength) rather than
through the mediators of attitude, subjective norms, behavioral control, and intentions, as
denoted in TPB. We recommend that future research seek to measure actual secure behavior,
when possible, to understand what antecedents in addition to intentions influence behavior. Our
results demonstrate that security controls (e.g., depth-of-authentication) have behavioral costs in
addition to the proposed technical benefits that should be understood through future research.
Finally, our results stress the importance of accounting for the time lapse between training and
behavior to reliably assess the impact of training on behavior and to account for variations in
research.
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CHAPTER III: ALLEVIATING NON-MALICIOUS INSIDER THREATS:
COMPARING SECURITY TRAINING TO SECURITY REMINDERS

Introduction
One of the greatest security threats to organizations originates from within—the nonmalicious, uninformed insider threat (Brodie, 2009). Users are often cited as the weakest link of
security (Boss et al., 2009), and because of negligence or ignorance cause costly security
breaches (Vroom & von Solms, 2004). As a result, organizations make substantial investment in
implementing security education, training, and awareness (SETA) programs—organizational
efforts that reinforce acceptable security guidelines and emphasize the potential consequences
for non-secure behavior (D'Arcy et al., 2009; Puhakainen & Siponen, 2010). SETA programs
are common practice in organizations; however, surveys show that the majority of employees
still engage in unsafe computing practices, and 62% of employees admit to having very little
knowledge of IT security (Schneier, 2005).
One reason for sub-optimal SETA programs is a weak theoretical understanding of how
different components of SETA programs influence secure behavior (Puhakainen & Siponen,
2010). SETA programs can consist of several different components including online training
videos (Furnell et al., 2002; Workman & Gathegi, 2007), face-to-face discussions (Hollinger &
Clark, 1983), checklists, web-based tutorials (Cox et al., 2001), verbal persuasion , vicarious
experience (Warkentin et al., 2011), and exercises (Dodge et al., 2007), to name a few. Too
often, however, organizations take a “one-size-fits-all” or “shotgun” SETA approach in hopes to
improve security, without understanding how or in what circumstances different components of
SETA programs influence behavior. Hence, SETA programs are commonly criticized as being
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ineffective when security breaches happen, when in reality, they may be ineffective only because
they are inappropriately executed (Herold, 2009).
This article takes a step to address these limitations by explaining how two common
components of SETA programs—online training and just-in-time reminders—influence secure
behavior through distinct theoretical mechanisms: a) improved beliefs and intentions as a result
of learning and b) improved behavior as a result of reactions to stimuli in the environment.
Integrating theories of planned behavior and dual-task interference, we explain how training and
reminders complement each other and in what circumstances one is desired above the other. In
summary, we address the following research question: How do just-in-time reminders influence
secure behavior compared to training?
By addressing this research question, we make the following three contributions. First,
our research suggests that components of SETA programs fall in to at least two important
categories—those interventions that improve beliefs and intentions (e.g., training), and those
interventions that influence behavior directly (e.g., reminders). Because of dual-task
interference, traditional behavioral theories predicting that only beliefs and intentions influence
behavior may not be adequate, and should be complemented with theories that also explain
reactive behavior. Second, this study explains that different components of a SETA program
alleviate different sources of non-secure behavior. In our study, training was statistically
effective in improving security beliefs, but not practically effective (consistent with dual-task
interference theory) in influencing secure behavior. Just-in-time reminders were effective in
overcoming the possible effects of dual-task interference and improved secure behavior. Finally,
our study confirms the need for future research to measure actual secure behavior rather than
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relying on intentions or self-reported behavior to understand how various components of SETA
programs influence behavior.

Literature Review
SETA programs are multi-faceted and take many forms (D'Arcy et al., 2009). For
example, components of SETA programs have included discussions of the organization’s code of
conduct (Hollinger & Clark, 1983), general training modules (Furnell et al., 2002; Workman &
Gathegi, 2007), checklists, and web-based tutorials (Cox et al., 2001). SETA programs can also
incorporate informal learning, influenced by factors such as situational support, verbal
persuasion, and vicarious experience (Warkentin et al., 2011); or be conducted through
unannounced training exercises—e.g., sending users mock phishing emails and reinforcing
concepts about phishing learned in an educational setting (Dodge et al., 2007).
Academics and practitioners agree that two essential and complementary components of
SETA programs include a) training and b) reminders (Sternberg, 2010). Security training refers
to the portraying of security information to users to promote sustained behavior change.
Effective training is persuasive (Siponen, 2000) facilitating cognitive elaboration and learning
and thereby encouraging positive beliefs and intentions about behaving securely (Puhakainen &
Siponen, 2010; Sasse et al., 2001). For example, SETA programs can influence perceived
certainty and severity of sanctions (D'Arcy et al., 2009), information security awareness (Cox et
al., 2001), knowledge of security information (Karjalainen & Siponen, 2011), intentions (Hovav
& D’Arcy, 2012), and ultimately behavior such as usage of security tools (Crossler & Belanger,
2009) and compliance with organizational security policies (Puhakainen & Siponen, 2010).
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For training to be effective “it must be reiterated on a regular basis and reinforced by
other things such as … reminders” (Sternberg, 2010, p. 16). It should be integrated with normal
business communication and be continuous (Puhakainen & Siponen, 2010). Hence, for training
to be effective, it must be accompanied by reminders, and ideally just-in-time reminders
(Murray, 1991; Thomson & Solms, 1997). In an applied security context, the Health Insurance
Portability and Accountability Act (HIPAA) established national standards to protect electronic
personal health information—known as the Security Rule. The rule outlines four addressable
requirements of all SETA program, including requirement A: administer security reminders to its
entire workforce (2003). Various methodologies have been proposed for implementing
reminders, including screensavers, email messages, newsletters, posters, oral updates, and
quizzes (Sackett, 2005).
Despite the importance of both training and security reminders, there is a dearth of theory
explaining how security reminders and traditional security training interact with one another,
whether both reminders and training are always necessary, and in what circumstances one is
desired above the other. Most research examining the influence of reminders on secure behavior
is atheoretical in nature. For example, research suggests that SETA programs should be a
combination of courses, seminars, videos, handouts, directives, reminders and newsletters
(Murray, 1991; Thomson & von Solms, 1997); however, it does not differentiate between the
different theoretical mechanisms through which interventions influence secure behavior, does
not specify what combination of interventions are ideal, and does not outline in what situations
some interventions are more ideal than others. Reminders were flagged as a critical component
of SETA programs (Sackett, 2005), but it is not clear when or why reminders are preferred to
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other forms of training. We address this gap in literature through theoretically explaining how
security training and just-in-time reminders influence secure behavior through distinct
mechanisms, and thereby provide practical insight on when the use of security reminders is
desired to optimize SETA programs.

Theoretical Model and Hypotheses
In this section, we explain how traditional training programs influence secure behavior
through improving beliefs and intentions. We then explain how beliefs and intentions may not
always influence behavior because of dual-process interference. Finally, we described how
security reminders influence secure behavior through a different theoretical mechanism—a
reactive response—and thus can help overcome the effects of dual-process interference.
First, to explain how security training influences beliefs and intentions, we draw on the
Theory of Planned Behavior (TPB) (Ajzen, 1985, 1991). TPB posits that behavioral attitude,
subjective norms, and perceived behavioral control influence one’s intentions to perform a
behavior. Behavioral attitude refers to a “positive or negative evaluation of performing the
behavior”; subjective norms refers to the “social pressure put on him to perform or not perform
the behavior in question”; and behavioral control refers to “the degree of control a person has
over internal and external factors that may interfere with the execution of an intended action”
(Ajzen, 1985, p. 12).TPB predicts that intentions influence behavior and mediate the effects of
attitude and subjective norms on behavior. Intentions partially mediate the effect of perceived
behavioral control on behavior; however, perceived behavioral control also has a direct
relationship with behavior. Finally, TPB predicts that attitude, subjective norms, and behavioral
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control are correlated. As the relationships in TPB have been robustly validated, we replicate the
hypotheses in a security setting as follows:
H1: Attitude toward behaving securely will positively influence secure behavior
intentions.
H2: Subjective norms of behaving securely will positively influence secure behavior
intentions.
H3: Perceived behavioral control of behaving securely will positively influence secure
behavior intentions.
H4: Perceived behavioral control of behaving securely will positively influence secure
behavior.
H5: Secure behavior intentions will positively influence secure behavior.
Based on theory of planned behavior, we predict that training will influence beliefs
related to attitude, subjective norms, and behavioral control and thus impact behavior. Attitude
toward a behavior can be defined as a function of the summation of one’s beliefs and the value of
those beliefs (Ajzen & Fishbein, 1973, 1980; Fishbein & Ajzen, 1975). Based on this definition
of attitude, three ways to change one’s attitude toward an object and thus one’s behavior exist.
First, one can change the value of a belief. For example, if someone has a belief that security is
not very important, one way to change this attitude is to stress the importance of security through
training and thus make this belief more important. Second, one can add a new belief to one’s
belief set. For example, if one believes that security makes a system cumbersome and thus
undesirable, teaching that person the benefits of security features will add new beliefs to his or
her belief set and thereby lessen negative beliefs’ influence on attitude and behavior. Third, one
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can disconfirm the user’s existing beliefs. For example, if one believes that technical security
controls completely secure a system and thus the user must not be security conscious, explaining
counterexamples of how a hacker can navigate around security features through social
engineering will disconfirm this belief and cause a change in attitude.
In summary, security training may change the value of beliefs, add beliefs regarding
security, or modify current beliefs. In literature, for instance, security education has been shown
to influence beliefs of intrinsic benefit, safety, rewards, work impediment, intrinsic cost,
vulnerability, and sanctions (Bulgurcu et al., 2010). Training has also been shown to help
employees realize how vulnerable their organization is to security threats (Siponen et al., 2009).
When employees learn to behave securely through training, these beliefs will influence attitude
and ultimately behavior. Thus, we hypothesize:
H6a: Training will positively influence attitude.
Similarly to attitude, perceived behavioral control is defined as the summation of an
individual’s control beliefs—beliefs about factors that may facilitate or impede behavior (Ajzen
& Fishbein, 1973, 1980; Fishbein & Ajzen, 1975). Training that explains to users how to behave
securely should influence these beliefs. Research has robustly found that training of “how” to
behave securely can promote self-efficacy and control (Bandura, 1989), which has been shown
to be a consistent predictor of secure behavior (Warkentin et al., 2011). From a perceived
behavioral control perspective, training can introduce new control beliefs of behaving securely.
For example, in a password creation context, training might reduce uncertainty by explaining to a
user what is expected in terms of password strength, thus adding new control beliefs of how to
behave securely. Or training might provide heuristics or techniques for remembering complex
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passwords, thus promoting the control belief that security is possible (Keith et al., 2009). These
additional control beliefs should influence overall perceived behavioral control (Ajzen, 1985,
1991). In summary, we predict:
H6b: Training will positively influence perceived behavioral control.
Finally, we predict that security training could influence subjective (social) norms, based
on similar logic to the two previous hypotheses. Subjective norms are defined as the summation
of one’s normative beliefs (the likelihood that important referent individuals approve or
disapprove of a given behavior) multiplied by one’s motivation to comply with each referent
(Ajzen & Fishbein, 1973, 1980; Fishbein & Ajzen, 1975). Training can influence subjective
norms by explaining or signaling that security is important to management, or other referents, in
the organization. Training can also relate information regarding rewards for behaving securely,
or sanctions of not behaving security to increase motivation to comply with referents’ opinions.
Thus, training has the potential to influence subjective norms. In summary:
H6c: Training will positively influence subjective norms
Aside from the typical TPB-relationships, training also has the potential to influence
behavior directly if conducted with close temporal proximity to a targeted security-related
behavior (Jenkins & Durcikova, 2013). This relationship is best explained through the
availability heuristic and recency effect. The availability heuristic is a phenomenon in which
people predict the frequency of an event based on how easily an example can be brought to mind
(Tversky & Kahneman, 1973). In a security setting, this heuristic can be applied to predict that
people will behave securely if the requirements and rational for secure behavior are easily
brought to mind when presented with a security decision. The more recent the training of the
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requirements and rational for secure behavior, the more available it will be in the user’s mind.
For example, although one might have positive intentions to create a strong password, if the
requirements or need for a strong password are not easily brought to mind, the user might create
a weak password despite having good intentions. Likewise, recency heuristic, the tendency to
weigh recent events more than earlier events, predicts that the more recent users received
training, the more likely they will recall the information from the training (Ebbinghaus, 1913).
To understand how training ultimately influences behavior, one must account for the direct link
between training and behavior to account for a possible availability and recency effect (Jenkins
& Durcikova, 2013). Thus, we predict:
H7d. Training conducted within close temporal proximity to behavior will positively
influence secure behavior.
Although traditional training sessions will improve attitude, subjective norms, behavioral
control, and thereby intentions; improving beliefs and intentions of secure behavior may not
always influence subsequent behavior due to dual-task interference. While using a computer for
a variety of purposes (e.g., completing work related responsibilities, communication, and
entertainment), security is often a secondary task (Adams & Sasse, 1999; West, 2008). Rarely is
the act of performing these security-related behaviors (e.g., creating new passwords,
authenticating, backing up data, updating software patches, detecting phishing messages) the
primary purpose of using a system (West, 2008). Because security is often a secondary task of
using computers, dual-task interference theory predicts that performance on these security tasks
will be negatively impacted because of users’ limited ability to recall important information or
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beliefs and limited processing capacity while engaging simultaneously with other primary tasks
(Pashler, 1994).
Dual-task interference is a phenomenon that explains why people have trouble
performing two or more relatively simple tasks concurrently (Pashler, 1994). Normally, people
are not aware of tasks interfering with each other unless they are cognitively difficult or
physically incompatible. Hence, it might seem that only exceptional activities suffer from dualtask interference. Studies, however, demonstrate that just the opposite case is true (Borst et al.,
2012; Fougnie & Marois, 2009; Hiraga et al., 2009; Pashler, 1990, 1994; Pashler et al., 1993;
Pearson & Sawyer, 2011; Telford, 1931). Tasks can “interfere with each other quite drastically,
even though they are neither intellectually challenging nor physically incompatible” (Pashler,
1994, p. 220). Dual-task interference has been shown to explain performance in computermediated environments (e.g.,Heninger et al., 2006; Shaft & Vessey, 2006), and we predict that it
is also appropriate to explain a possible disconnect between intentions and secure behavior in a
security context. Three prominent models explain why dual-task interference will impede
performance on secondary tasks and the translation of intentions to behavior: capacity sharing
model, bottleneck (task-switching) model, and the cross-talk model.
Capacity Sharing Model: The capacity sharing model explains dual-task interference
based on the assumption that people share processing capacity (i.e., mental resources) among
tasks (Tombu & Jolicœur, 2003). Humans have finite cognitive resources (Marois & Ivanoff,
2005; Sweller, 1988). Simply stated, the capacity sharing model explains that when more than
one task is performed together or close to each other, less cognitive capacity is available for each
individual task, and performance on one or more task is thereby impaired (Tombu & Jolicœur,

67

2003). People generally have fair control of how they distribute their finite cognitive resources;
when performing multiple tasks simultaneously, they can choose which tasks to devote their
limited cognitive capacity to (Pashler, 1994). For example, in a phishing context, users can
distribute their cognition to quickly and efficiently processing and responding to emails, or
looking for cues that the email is legitimate or not. While it is common for users to give attention
to both tasks, they will most likely devote more cognition to the primary task (checking and
responding to email), and thus give in to phishing attempts that otherwise could have been
avoided (Pashler, 1994). Likewise, when people are prompted to create new passwords, they can
either interrupt their current task, to devote cognition to the password-creation task resulting in a
strong password; or, they can create a quick, weak password or reuse an old password to not
distract attention away from their primary task.
Bottleneck Model: The bottleneck (task-switching) model explains that parallel
processing may be impossible for certain mental operations (Dux et al., 2006; Pashler, 1994;
Sigman & Dehaene, 2006). This model assumes that the mind has various mechanisms that are
used to process information and perform operations. Some operations may simply require the
mind dedicate a mechanism to its processing for a short period of time. When one of the
mechanisms is dedicated to performing an operation or processing information, it cannot be used
to perform other operations or process other pieces of information until it is available again.
Thus, if two tasks require the same mechanism at the same time, one or both of the tasks will be
delayed or impaired (e.g., Navon & Miller, 2002; Vandierendonck et al., 2010). This limitation is
referred to as a bottleneck. For example, in a sensitive information disclosure scenario, if one is
solving a complex analytical problem that involves sensitive information, one may not be able to
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simultaneously recall the regulations for protecting this information without switching attention
away from the analytical problem, which may distract from work performance. Therefore, one
would be more likely to disclose sensitive information without even noticing it. With any task,
there could be a single or multiple bottlenecks that can affect performance.
Cross-talk model: Finally, the cross-talk model assumes that the content of information
causes interference, not necessarily the mind’s limited processing capacities. Crosstalk is the
communication between various sources of information, including sensory inputs, processes, and
thoughts (Koch, 2009; Navon & Miller, 1987). For example, this may include what a person is
sensing from the environment, thinking about, feeling, or concluding from previous processing.
The cross-talk model posits that concurrent tasks will cause the mind to confuse the various
sources of information. Information form one task will prime subsequent processing and
behaviors (Koch, 2009). For example, if I am performing a work-related task that requires me to
work quickly or efficiently, this mindset may influence my subsequent security activities—e.g.,
cause the user to move more quickly through security even at the expense of weaker security. As
another example, if I am using my computer for entertainment (e.g., movie watching or
socializing) and visit a potentially non-secure website, my subsequent thoughts are more primed
to recall feelings of enjoyment, rather than feelings of vulnerability. On the contrary, if I am
doing tasks that are related to security and thus my mind is primed to be secure (such as the
context of being an IT security admin), the more likely I will be primed to behave securely
(positive cross-talk).
Just-in-Time Reminders: We propose that just-in-time reminders (e.g., Figure 8)
influence secure behavior through a different theoretical mechanism than traditional training and
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thereby overcome the influence of dual-task interference. Performance of “secondary” tasks
(e.g., security) can be improved by presenting information at critical times to reduce overload
and direct users to tasks needing their attention (Chueh & Barnett, 1997; Murtaugh et al., 2005).
The three models of dual-task interference discussed previously can help explain why just-intime reminders overcome the influence of dual-task interference on secure behavior. First, from
a capacity sharing model, just-in-time reminders limit the amount of cognition required to
behave securely (e.g., Chueh & Barnett, 1997). Users no longer must recall from memory the
need to behave securely and the recommended actions to behave securely (e.g., what is sensitive
information and that they should not disclose it). Based on the capacity sharing model, the lighter
cognitive load of performing a secondary task, the better the user will perform because the user
is more likely to devote adequate processing capacity to perform the task well (Tombu &
Jolicœur, 2003).

Figure 8. Example of just-in-time reminder (reminder circled)
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Second, the bottleneck (task-switching) model will also predict that just-in-time
reminders will promote better secure behavior. Just-in-time reminders reduce the number of
bottlenecks the mind has to pass through to behave securely. In a security context, several bottle
necks exist: including memory retrieval, critical or creative processing, and memorization in
some cases (Adams & Sasse, 1999). A just-in-time reminder reduces the need to utilize memory
retrieval and processing mechanisms of the brain. For example, in a password creation context,
users no longer have to recall the requirements of a strong password, and critically think to make
sure they fulfill each requirement. They simply must react to the prompt, which utilizes more
automatic behavioral mechanisms rather than scarce cognitive resources.
Finally, from a cross-talk model perspective, the prompt will prime other security related
thoughts and thereby influence subsequent behavior (Koch, 2009; Navon & Miller, 1987). For
example, the reminder may prompt users to remember the severity and vulnerability of a threat
(positive cross-talk). It may also bring the expectations of behaving securely to mind. As such,
just-in-time reminders anchor user thoughts and expectations, and thus behavior will be more
consistent with the displayed security requirement than they otherwise would be. In summary,
we predict that just-in-time reminders will directly influence one’s secure behavior because it
alleviates the negative effects caused by dual-task interference:
H7. Just-in-time reminders will improve secure behavior.
Figure 9 summarized our hypothesized model.
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Figure 9. Hypothesized model

Methodology
To test our hypotheses, we implemented a 2x2 factorial experiment, crossing just-in-time
reminders (present or missing) and online training sessions (present or missing) resulting in four
treatment conditions. This resulted in four conditions shown in Table 7. The experiment was
designed to mimic a realistic scenario in which participants engaged as consultants for an ecommerce company to complete a task. During this task, participants were randomly given
training, reminders, or both (described in further detail below).
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Table 7. Experiment conditions
Training
+
Just-in-time reminders
No Training
+
Just-in-time reminders

Training
+
No just-in-time reminders
No Training
+
No just-in-time reminders

Dependent and Independent Variables
Secure behavior was operationalized as password entropy—a computer industry measure
of password strength. Although user password creation behavior is only one of many types of
secure behavior, it allows us to precisely measure objective actual behavior. As measurement
precision is absolutely necessary to test the influence of just-in-time reminders on secure
behavior compared to intentions, behavioral control, and training, we deem the password
authentication context appropriate. Password authentication is the most common way end-users
interact with organizations to secure systems and resources, and is currently one of the greatest
sources of large-scale security breaches despite advances in security (e.g., Hurtado, 2011;
Trustware, 2012). Although a password authentication context has several advantages to achieve
our research objectives, we recommend that future research cross-validate our results using other
operationalizations of secure behavior.
During our experiments, entropy of users’ passwords was analyzed using an automated
script. Entropy is a base-2 algorithm of the number of guesses required to crack a password using
brute force. For example, a password with 42 bits of strength would require 2^42 attempts to
exhaust all possibilities during a brute force search. Adding one bit of entropy to a password
doubles the number of guesses required, which makes an attacker's task twice as difficult.
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Furthermore, password entropy also is a suitable indicator of how successful a dictionary attack
will be (see Appendix E).
Intentions, attitude, behavioral control, and subjective norms were measured in a postsurvey using validated instruments originating from (Ajzen, 1991) and further refined by (Taylor
& Todd, 1995) and (Bulgurcu et al., 2010) for an information systems context. The instruments
are discussed in detail in Appendix C. These instruments have been widely validated to measure
TPB constructs, including in the behavioral information security domain (e.g., Bulgurcu et al.,
2010; Dinev & Hu, 2007). The measures were adapted to a password security context, and
reviewed by measurement and password security experts to ensure face and content validity. The
items were also tested in a pilot study and minor adjustments were made to improve clarity.
We also collected several control variables that represent salient differences among
participants that were not already captured in our model and were not controlled for by our
experiment design. These include age, gender, years of education, nationality, and discipline.
Participants
A total of 267 people participated in the experiment. Students were chosen as the
population because they present an accurate representation of new employees integrating into a
new organization (Greenburg, 1987). The average years of education were 3.28, indicating that
the students would soon be entering the workforce. Thus, the results of this study may be
generalized to junior employees. Seventy-four percent of the participants were male and the
average age was 21.97. The four most represented disciplines for participants were Accounting
(16%), MIS (14%), Marketing (12%), and Finance (12%). Seventy-one percent of the
participants were American, 13% Chinese, 6% Mexican, and 10% other.
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Experiment Task and Procedure
The experiment protocol was designed to mimic a realistic scenario that employees
would encounter in the workforce. Participants were told that they would be performing
consulting services for an actual e-commerce company. The experiment facilitators created a real
e-commerce business and sold actual products online. The participants were in charge of
assessing inventory and ordering supplies for the company through an online vendor. As a part of
the task, users had to create a password at the inventory department to assess and order the
inventory. Prior to starting the task and creating a user account, participants in the training
treatment watched a short training video adapted from an industry security training program that
explains why strong passwords are important, and then describes how to create a strong
password.
Participants were then given instructions on how to complete their inventory management
task. If participants were in the just-in-time reminders condition, the instructions led the users to
an account creation page that had a just-in-time reminder (< 20 words) on the password creation
screen (Figure 8). The reminder prompted participants to use a passphrase with 15 or more
characters, use upper and lower case letters, numbers and special characters to create a unique
password (this same information was also covered in the training treatment). If participants were
in the no just-in-time reminder condition, they were led to an account creation page with no justin-time reminder. As participants in both treatments created their passwords, password
information was extracted and anonymized to protect user privacy. Password entropy was then
calculated using an automated script.
Data Analysis and Results
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Prior to analyzing the data, validity and reliability of the instruments were assessed
(Appendix F). In summary, attitude, subjective norms, behavioral control, and intentions are
reflective measures adapted from previously developed instruments and thus convergent and
discriminant validity and reliability of measurement scales were verified through a confirmatory
factor analysis as well as construct correlations and cross-correlations for both experiments. All
of the loadings of each item on its latent construct exceeded 0.6. Average variance extracted
(AVE) of all constructs was much larger than 0.5, therefore good convergent validity was
demonstrated (Anderson & Gerbing, 1988), and all square roots of AVE exceeded the correlation
coefficients between constructs and therefore demonstrated good discriminant validity (Fornell
& Larcker, 1981). Correlations among independent variables were less than 0.65 ; hence,
multicollinearity was not deemed a problem (Billings & Wroten, 1978). Finally, all Cronbach’s
alpha scores are above the 0.7 score suggested by Nunally (Billings & Wroten, 1978).
Next, we performed manipulation checks to see if our manipulations had the desired
effect. First, we required that all participants pass a short quiz following the training to assess
comprehension. This ensured that participants indeed paid attention to the training and
internalized the information. Second, in a post survey, we asked participants whether they saw
any reminders on how to create strong passwords while they were creating their accounts. Onehundred-thirty participants in the just-in-time reminder condition reported seeing the prompt; and
four reported not seeing the prompt. These four data points were removed from the analysis.
We analyzed our data using SEM in MPlus. Prior to analyzing our model, we first tested
to see if any of the control variables were significant in predicting any of our dependent
variables. To do this, we performed a General Linear Model in SPSS, regressing our dependent
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variables on our control variables. None of the control variables were found significant.
Therefore the control variable paths were not included in the subsequent SEM analysis,
following best practice to assess model fit (Kenny, 2011). Because password entropy was not
normally distributed (password entropy is by nature exponential), standard errors were estimated
in the SEM using a maximum likelihood estimator bootstrapping technique with 1000 draws.
The results are shown in Figure 4.

Figure 10. Model results
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Table 8. Experiment 1 model fit indices

CFI

Proposed Model
5.405 (df = 5)
(p=0.3685)
0.998

TLI

0.995

RMSEA

0.018 (90% CI: 0.000 –
0.093)
0.290

Chi-Squared

R2 Password
Strength
AIC*
BIC*

5527.924
5614.731

Ideal
Non-significant
> .90 good
> .95 excellent
> .90 good
> .95 excellent
< .01 excellent; < 0.05
good
Higher is better
Comparative only,
lower is better
Comparative only,
lower is better

* Can be used to test non-nested models

Although our model fit indices indicate very good model fit, we validated that just-intime reminders influence password strength directly rather than through the mediators of attitude,
subjective norms, behavioral control, and intentions. We tested a competing model in which we
hypothesized a direct relationship from just-in-time reminders to attitude, subjective norms,
behavioral control, and intentions. None of the relationships were significant: p = 0.414
(β=0.014), p =0.267 (β=0.040), p =0.162 (β=0.090), and p=0.398 (β=0.014) respectively.
Furthermore, a chi-squared difference test demonstrated that we can completely remove the
relationships from just-in-time reminders to attitude, subjective norms, behavioral control, and
intentions without significantly reducing the amount of variance accounted for (saturated model
chi-square = 6.631 (df=5), reduced model chi-square = 5.405 (df=6), p = .269)
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In addition, to test how much variability in behavior is explained by just-in-time
reminders with respect to variability explained by intentions, behavioral control, or training—we
conducted chi-square model difference testing. We created four reduced models, each with one
relationship to password strength eliminated (intention to entropy, behavioral control to entropy, training
to entropy, or just-in-time reminders to password strength). We then compared each reduced model to the
baseline model (including all relationship) using a chi-square difference test. The chi-squared difference
test is a test of practical significance. The results of this test indicate whether the reduce model
statistically explains the same amount of variance as the full or baseline model. If the chi-square test is
non-significant, the relationship can be eliminated without a significant change in explained variance. The
results of the test are shown in Table 9. As is shown, the only practically significant relationships to
password entropy were just-in-time reminders and perceived behavioral control. Just-in-time reminders
by far accounted for the most variance (unique r-squared = 0.213, chi-square difference test p-value =
p<.001), whereas perceived behavior control uniquely contributed 0.015 to the r-squared (chi-square
difference test p-value =0.022). Neither the relationship from intentions to entropy nor the relationship
from training to entropy accounted for significant variance in password entropy.

Table 9. Results of chi-squared difference testing
Predictors of Password Strength

R-Squared

Chi-Square

0.290
0.068

R-Squared
difference
from
baseline
0.213

5.405 (df = 5)
72.867 (df=9)

Significantly
different from
baseline
model?
Yes (p<.001)

0.281
0.285
0.275

0.009
0.005
0.015

8.749 (df=6)
5.836 (df = 6)
10.640 (df=6)

No (p=.067)
No (p=.511)
Yes (p=.022)

(Intentions, behavioral control,
training, just-in-time reminders)

Baseline model (everything)
Baseline model minus just-in-time
reminders
Baseline model minus training
Baseline model minus intentions
Baseline model minus perceived
behavioral control
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Summary of Findings
We found that the training administered in our experiment did influence perceived
behavioral control (H6b supported); however, it did not influence attitude (H6a not supported) or
subjective norms (H6c not supported). This is likely because our training focused mostly on how
to behave securely, rather than heavily on why it is important or why other people think it is
important. Per TBP, perceived behavioral control influenced both intentions to create strong
passwords (H3 supported) as well as password strength directly (H4 supported). Also consistent
with TPB, attitude influenced intentions (H1 supported) and intentions ultimately influenced
password strength (H5 supported). Contrary to TPB, the relationship between subjective norms
and intentions was not supported in our experiment (H2 not supported). This may be because
password creation is done in private and often kept secret, and thereby might not be influenced
by what other people who are important to users think. Similar to our results, other studies have
also found that subjective norms are non-significant in predicting security-related behavior (Lee
& Kozar, 2005; Li et al., 2010).
Although intentions statistically influenced password strength, a chi-squared difference
test of explained variance demonstrated that the effect was not practically significant. The
difference in r-squared of password strength after omitting the relationship from intentions to
behavior was only 0.005, which was not a significant difference (p=.511). Similarly, training,
although statistically significant, was not practically significant. When omitting the relationship
between training and password strength, r-squared of password strength only decreased by 0.009,
which was not a significant difference (p =0.067). The relationship between reminders and
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behavior was not only statistically significant (H7 supported), but was also highly practically
significant. When eliminating the relationship between just-in-time reminders and password
strength, the r-squared of password strength decreased by 0.213, which is a highly significant
difference (p<0.001).

Discussion
This study addressed the following research question: how do just-in-time reminders
influence secure behavior compared to security training? Drawing on TPB, we predicted that
traditional security training will influence behavior through improving beliefs and thereby
intentions; and found that training sessions indeed influenced behavioral control beliefs and
thereby intentions. Dual-task interference theory predicts that performance on secondary tasks,
however, may suffer from humans’ limited ability to process two tasks simultaneously. Hence,
although training sessions may improve beliefs and intentions, these improvements may not be
adequate to account for variations in behavior. To overcome the effects of dual-task interference
on security, we predicted and found that just-in-time reminders may influence behavior directly
through a reaction-based response. Furthermore, because of dual-task interference, we found that
just-in-time reminders accounted for more variance in behavior than training sessions and
intentions.
The contributions of these results to theory and practice must be interpreted within the
bounds and limitations of this research. First, our online training session was limited to a single
online video that explained primarily how to behave securely with a short emphasize on the
important of behaving securely and the dangers of not behaving securely. Thus the results of our
study are only relevant to a single treatment of similar training materials, and are not
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generalizable to other types of training material. Second, we employed an experiment design.
When faced with the balance of generalizability, realism, and precision, maximizing one will not
be possible without compromising the other two (McGrath, 1981). In the context of laboratory
experiments, precision is strong but is often lacking in generalizability and realism. Field studies
tend to maximize realism at the expense of generalizability and precision. Thus, “no one method
is better or worse than any other; they are simply better at some aspects and worse at others”
(Dennis & Valacich, 2001, p. 5). To accomplish the objective of our study—to establish the
difference between how just-in-time reminders and security training sessions influence secure
behavior—precision and a laboratory experiment is arguably the most appropriate methodology
for initial investigation. However, we suggest that future research improve realism by testing our
hypotheses in a field study.
Finally, a limitation of our methodology is our subject sample, which is limited in scope
to college students. Although student subjects may be an accurate representation of new
employees (Greenburg, 1987), a broader sample size that includes industry professionals is
needed to permit us to generalize to a larger population of new employees, Furthermore, to
extend generalization, the study should be replicated with veteran employees who may be
influenced by habit and experience.
Implications for Research
Our research suggest that components of SETA programs fall in to at least two important
categories—those interventions that improve beliefs and intentions (e.g., training), and those
interventions that influence behavior directly (e.g., reminders). Importantly, we suggest that
traditional theories predicting behavior solely through beliefs and intentions—such as TPB,
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health belief model, protection motivation theory, and theory of reasoned action—must be
complemented with theories that explain reactive behavior because of dual-task interference.
Beliefs and intentions established through training may be hindered because security is a
secondary task for most users. Rarely do people use a computer for the primary purpose of
performing a security task. Rather, security is intertwined with other tasks that may be the focal
point of a users' attention (e.g., socializing, communicating, entertainment, work tasks). Because
one's cognition may be preoccupied with these other tasks, dual-task interference may exist and
important beliefs or intentions to behave securely may not be salient for critical security
decisions. This suggests that future research should look for additional theories to supplement
traditional belief / intention theoretical models. In our study, we supplement TPB by explaining
how just-in-time reminders influence behavior directly. This increased the r-squared of password
strength by 0.213.
Second, this study explains that different components of a SETA program alleviate
different sources of non-secure behavior. Namely, in our experiment, the training we
administered was shown to influence both perceived behavioral control and password strength
directly. Although not significant in our results, past literature has found that training can also
promote beliefs that influence attitude and subjective norms. In our experiment, although the
direct relationship between training and password strength was statistically significant, it was not
practically significant. Just-in-time reminders, on the other hand did not influence one's beliefs,
nor ones intentions, but rather influence behavior directly. The relationship between just-in-time
reminders and password strength and actual password creation behavior was both highly
practically and statistically significant. This suggests that different components of SETA
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programs can influence behavior through different causal mechanisms and address different
problems that inhibit secure behavior. For example, if employees behave non-securely because
they think security is not important, our research suggests that training can be effective in
improving these poor beliefs. However, if employees behave non-securely because they are busy
performing work tasks and not focusing on security, just-in-time reminders may prove effective
in improving behavior. Future research should seek to understand how other components of
SETA programs (e.g., newsletters, discussion groups) influence secure behavior and thereby
provide insight about when they are desired.
Finally, in order to fully understand how components of SETA influence secure behavior,
our study emphasizes the need for future research to measure objective secure behavior.
Confirming arguments that intentions do not always lead to behavior in a security context (e.g.,
Crossler et al., 2013), intentions alone were not good predictors of password strength in our
experiment. Although they were statistically significant in influencing behavior, they were not
practically significant in influencing password strength. While this may not be the case in other
security contexts or experiments, one will not know without measuring actual behavior. Many
studies that have examined how intentions influence behavior have examined self-reported
behavior (Lee & Kozar, 2005; Lee & Larsen, 2009; Siponen et al., 2010); however, to our
knowledge, few studies aside from the current research have examined how intentions to create
strong passwords actually influence password strength. Hence, our results strongly stress the
need for future security research to investigate real objective behavior and examine how to best
predict this behavior.
Implications for Practice
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Our research stresses the need for multi-dimensional SETA programs to encourage
secure behavior in organizations. Importantly, we stress that it is not adequate to only have
annual or semi-annual training (e.g., online security training sessions) to promote secure
behavior. Although this may influence users’ beliefs about security, it may not ultimately
improve secure behavior. Rather, training sessions should be accompanied by other components
of a SETA program that are closer in proximity to the actual secure behavior. Our research finds
that one of these tools should be just-in-time reminders. Just-in-time reminders do not require
that the user remember material from past training sessions, rather it provides them the
information they need at the time they need it. Regardless of their post beliefs and intentions, we
found users will positively react to these just-in-time reminders and thereby be more compliant
with security best practices and policies.
Our research also stresses the importance of security-centric interface design. Interfaces
should be designed to include cues and reminders of security. For example, in our study, we
included a reminder of how to create strong passwords on the password creation interface. This
practice is fairly common in industry; password creation interfaces frequently inform users of
their password strength. We confirm that this practice is important, and suggest that
organizations look for other ways to incorporate just-in-time reminders. For example,
organizations can implement algorithms (e.g., Saberi et al., 2007) that detect phishing messages
or fake websites (e.g., Abbasi et al., 2010). When a potential phishing message or fake website is
detected, a just-in-time reminder can be displayed to caution users to examine the credibility of
the source. As another example, organizations can include screen savers (Sackett, 2005) to
remind participants to logout when their computers are not in use. We recommend that

85

practitioners and researchers seek to develop method and algorithms to detect when just-in-time
reminders are needed.
Finally, our findings indicate that monitoring of participation is required when online
training programs are implemented because forty-percent of our subjects did not watch the
complete training (these people were not included in the analysis). We opted for online training
in our experiment because many companies utilize this type of training for ease of execution as
compared to the much more expensive alternative of classroom training. However, this medium
of choice makes it also easy for the employee not to participate for the full length of the training
or not paying attention to the training. Thus, this simple and inexpensive training solution may
turn into a very expensive endeavor for any company because the employees are not getting the
training they need. Practitioners should make sure that they have a way to measure how long an
employee was engaging in the online training session to ensure proper delivery of training
material.

Conclusion
Employee non-compliance with organizational security policies may cause substantial
damage. To help encourage secure behavior, organizations typically implement Security
Education, Training, and Awareness (SETA) Programs. SETA Programs are multifaceted (e.g.,
tutorials, reminders, training sessions, etc.); however, little research explains how the different
components influence behavior, and when one is desired above another. This research explains
how two common SETA program components influence behavior: a) online training and b)
reminders. We hypothesize that online training improves beliefs and intentions. However,
because of dual-task interference, beliefs and intentions do not always influence behavior.
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Conversely, we predict that users react to reminders during the momentary situation, and thereby
reminders influence behavior directly. We test our hypotheses in a realistic experiment setting
and confirm that training influences beliefs and intentions, and reminders influence behavior
directly. Although intentions influenced behavior statistically, the relationship between
intentions and behavior was not practically significant. Our research stresses the need to measure
secure behavior directly and examine direct antecedents of behavior in addition to intentions
when studying how different components of SETA influence secure behavior.
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CHAPTER IV: IDENTIFYING MALICIOUS INSIDER THREATS THROUGH
MONITORING MOUSE MOVEMENTS

Introduction
Malicious insider threats—adversaries who operate as trusted members of an
organization—are a significant danger to both private and public sectors, and are often cited as
the greatest threat to an organization. Malicious insider threats may include current or former
employees or other business partners who have authorized access to an organization's resources
and intentionally misuse that access (CERT, 2012). Damages caused by insider threats within the
U.S. are estimated to exceed tens-of-billions of dollars alone (Figliuzzi, 2012); not included in
this estimate is undetected damages or damages that were not reported to protect the
organization’s reputation. Eighty-seven percent of identified computer system intruders at the
U.S. Department of Defense were insiders (DoD Office of the Inspector General, 1997). The
U.S. Secret Service reports that 46% of all identified data breaches were from insiders. Of these,
90% were malicious (Baker et al., 2010).
The identification of malicious insider threats is an extremely difficult, expensive, error
prone, and time-consuming task. According to a recent survey of 50 representative companies, it
takes an average of 45 days to contain an insider attack (Institute, 2011). This identification
process is often further delayed in very large organizations. For instance, identifying a small
number of potential insider threats within an organization with thousands of employees is a
literal “needle in the haystack” problem. To date, systems to detect insider threats have focused
on either detecting anomalies in system resource utilization (e.g., operating system usage,
memory, I/O calls, file access monitoring, etc.) or employing lengthy human behavioral analysis
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techniques (e.g., the polygraph examination) that are often invasive, expensive, time consuming,
and not easily scalable for widespread deployment.
To address these challenges, we propose a novel methodology for detecting insider
threats through online screening surveys that can detect when people are lying on questions.
Organizations have long used pre-employment and investigatory surveys to identify individuals
who pose a threat (e.g., Institute, 2002). These surveys, however, rely on individuals telling the
truth or accompaniment of costly and time-consuming polygraph testing. As an alternative, we
propose that deception can be quickly and cost-effectively detected through monitoring mouse
movements as people respond to a focused questions designed to identify insider threats. As a
foundation for this development, this article addresses the following research question:
Are mouse movements indicative of insider threats on screening surveys?

Links between the Cognitive and Motor Systems
Researchers once believed that the mind’s cognitive and motor systems were functionally
independent. However, recent research is unequivocally demonstrating that hand movement can
leave powerful traces of internal cognitive processes. We propose that mouse movements can
reveal hidden cognitive states that are diagnostic of deception. According to Freeman and
colleagues (2012, p. 2), the “… tracking of hand movement … recorded by a computer mouse …
permits … high-fidelity, real-time motor traces of the mind [and] can reveal ‘hidden’ cognitive
states that are otherwise not availed by traditional measures.” A growing body of research is
revealing that there are reliable linkages between different types of cognitive processing and
hand movement (see Freeman et al., 2011 for literature review). For example, primate studies
have shown that hand movement and mental dynamics are closely intertwined; the processing of
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perceptual information continually informs motor-cortical population codes during a decision
making process rather than waiting to the end of a decision making process (Cisek & Kalaska,
2005; Paninski et al., 2004).
In human studies, neurophysiological findings have shown that the brain immediately
shares its ongoing results with the motor cortex when categorizing visual stimuli (Freeman et al.,
2011). As information is shared with the motor cortex, the mind programs multiple movements
in parallel in response to competing stimuli with action potential (Song & Nakayama, 2006;
Song & Nakayama, 2008). These competing movement responses will continuously influence
subsequent behavior (Freeman et al., 2011). For example, hand movements have been shown to
be predictive of cognitive processing such as: decision conflict, difficulty judging the
truthfulness of statements (McKinstry et al., 2008), deception (Duran et al., 2010), increased
cognitive processing (Dale & Duran, 2011), emotion (Zimmermann et al., 2006; Zimmermann et
al., 2003), attraction toward distraction stimuli (Song & Nakayama, 2006; Song & Nakayama,
2008), language processing (Spivey et al., 2005), interpretation of ambiguous sentences (Farmer
et al., 2007), learning (Dale et al., 2008), attitude formation, concealment of racial prejudices
(Wojnowicz et al., 2009), and dynamic competition in classification tasks (Dale et al., 2007;
Freeman & Ambady, 2009, 2011; Freeman et al., 2008). Appendix G summarizes these studies.
As two specific examples, (McKinstry et al., 2008) had participants in a controlled study
judge the truthfulness of statements using a mouse to select “yes” for true statements and “no”
for false statements on a computer screen. They found that when answering questions with
greater uncertainty of truthfulness, associated fluctuations in mouse movements increased
(Figure 1).
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(white line = obvious truth, black line = obvious false, shaded
lines = varying degrees of uncertainty) (McKinstry et al., 2008).
Figure 11. Mouse trajectories while making truth/false judgments
of statements with different levels of uncertainty

Similarly, Duran et al. (2010) used a Nintendo Wii remote to capture participants’ hand
movements while answering autobiographical questions either truthfully or falsely. Participants
aimed the Wii controller at a wall that had the words “Yes” or “No” projected onto the surface.
When responding falsely, responses had greater entropy as well as hand trajectories that reached
peak velocity later in the movement, with a steeper curve toward the false option Figure 12.
Clearly, a growing body of recent cognitive psychology and neuroscience research demonstrates
a strong linkage between variations in hand movement and different types of cognitive activity,
including deception.
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True no (dashed line with circles), true yes (dashed line with triangles), false no
(solid line with circles), false yes (solid line with triangles) (Duran et al., 2010)
Figure 12 Velocity by time for true / false answers

Deception and Mouse Movements
Building on previous literature, we suggest that mouse movements can reveal hidden
states of deception in insider threat surveys. An insider threat survey asks questions on a
computer about illicit behavior and requires respondents to answer by admitting to or denying
the behavior. For instance, Figure 13 is an example of an insider threat detection question—
“have you stolen any classified information?” In this example, the respondent must move the
mouse from the lower middle of the screen to the “No” answer to deny stealing classified
information or to “Yes” to confess. Mouse movements are captured while the respondent is
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answering the question. In the following paragraphs, we suggest why deception will influence
mouse movements.

Figure 13. Example insider threat question

Prior research on deception has established that humans guilty of acts know to be
immoral, criminal, or unethical have uncontrolled physiological changes (i.e., a rush of
adrenalin) that can be detected as observable behavioral changes when responding to questions
regarding such events (Ben-Shakhar & Elaad, 2003). These behavioral changes can be detected
with a variety of sensor technologies and approaches including vocalic, linguistic, kinesics,
mouse movement, and keyboard typing patterns (Derrick et al., 2011). Similar to the way a lie
detector detects physiological changes in the body based on uncontrolled responses when
answering sensitive questions, such responses can be detected in non-intrusive ways when a
person is guilty of actions known to be wrong (Burgoon et al., 2009). In a controlled setting, for
example, a catalyst for creating an uncontrolled physiological response in a person would be to
ask specific questions about activity known to be illegitimate to the employment agreement (e.g.,
accessing critical resources for criminal intent, drug usage, and so on) (Krapohl et al., 2009). We
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therefore suspect that heightened emotion and stress, significantly deviating from established
norms for a particular person, will be detected through subtle behavioral changes captured by
anomalous keyboard and mouse usage patterns when answering sensitive questions (when guilty
or at least in need of further investigation) versus benign questions where the respondent has no
reason to be deceptive (as described below).
Under typical conditions, the mouse and keyboard activity of individuals is very
consistent. Baseline typing and mouse movement patterns are a function of one’s fine motor
skills. Fine motor skills are normally gradually developed until they are consistent and eventually
automatic (see Zimmermann et al., 2003). Thus, for the normal adult, baseline typing and mouse
movement patterns typically remain constant, unless otherwise influenced. Two states that can
temporarily influence fine motor skills, and thereby typing and mouse movements, are stress and
arousal. The influence of stress and arousal on fine motor skills has been modeled as an inverseU shaped curve. When stress and arousal move from low to moderate, fine motor skills become
more precise. When stress and arousal move from moderate to high, fine motor skills decrease in
performance (Yerkes & Dodson, 1908). We therefore predict that individuals who deceive on an
insider threat survey, and thereby experience stress and / or arousal will leak cues of this
deception in their mouse movements. We suspect that these differences will be significant both
within subjects (when someone is lying vs. telling the truth) and between subjects (when
someone is lying vs. when another person is telling the truth). In summary, we predict 2:
H1: When lying, individuals will exhibit different mouse movements compared to when
telling the truth on insider threat survey questions.
2

Specific predictions of how mouse movements differ between guilty insiders and innocent respondents
are available from the author upon request, and will be published in a subsequent document.
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H2: Individuals who lie will exhibit different mouse movements compared to individuals
who tell the truth on insider threat survey questions.

Methodology
To test these hypotheses, we conducted a mock cyber credit card theft study using a
multi-level experiment design (Table 10). Half of the participants were randomly assigned to
commit an insider threat activity (steal credit card numbers). All participants—both innocent and
guilty—then completed a computer-based screening test that asked questions about the insider
threat activity (key questions) and benign questions not related to the activity (control questions).

Table 10. Multi-level experiment design
Level 1

Committed the insider threat activity

Did not commit the insider threat activity

Level 2

Key questions

Key questions

Control questions

Control questions

Participants
A total of 75 people were recruited for the experiment from an undergraduate business
course for extra credit. Of these, 5 of the participants in the guilty treatment refused to perform
the mock insider threat theft. Four others confessed to committing the theft during the screening.
This resulted in useable data from 66 participants (30 in the insider threat treatment and 36 in the
innocent treatment). 59% of participants were female and the average age was 21.8. The average
number of years of college education was 3.1. The most represented nationalities were American
(69%), Chinese (11%), and Mexican (9%). Twenty-nine percent of students were business
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management majors, 27% accounting, 20% marketing, 15% finance, and 9% management
information systems.
Procedures
A task was designed to mimic a realistic insider threat scenario. Although the task was
sanctioned (i.e., participants were told to perform the elicit act and appear innocent), it was
conducted to solicit suspicion and anxiety. Participants registered for an appointment online and
were randomly assigned to an innocent or guilty condition. Upon arriving at the experiment, the
participant was given a consent form to review and sign.
Guilty Condition
Participants in the guilty condition were given a folded piece of paper and a jump drive.
They were instructed to go in the elevator (on the first floor), press the button to the fourth floor,
and only then read the paper. The instructions on the paper are shown in Table 11. In summary,
the instructions asked participants to go to the Management Information Systems department,
login to a computer in the front office using a set of credentials, and steal a file containing
department credit card numbers. Participants were instructed to lie if confronted about the theft.
Your task is to commit a theft. You will go into the MIS department front office and steal a
computer file that contains department credit card numbers. You will then go to room 109
for further instructions. During the entire experiment, please try your best to appear
innocent, do not raise any suspicion, and do not confess to committing the theft. If you
are asked any questions about the theft, LIE.
Below are the steps of your task:
1. Go to the MIS Department front office—room 430 (see the first picture).
2. Go to the back-right corner of the reception area (circled in the lower picture; under
the TV). Be confident. Don’t talk with anyone unless talked to. If anyone asks what
you are doing, say you are a TA, and you need to get a file.
3. Log in to the computer on the desk. Use the following credentials:
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4. Username: CHROME13\eller
5. Password: manager
6. You should see a picture of a red sports car as the desktop background and a file
called “department credit card numbers”
7. Open the file to make sure it contains the department credit card numbers
8. Copy the entire file to the flash drive we gave you. You can plug the flash drive into
the monitor or on the computer to the left side of the desk. DO NOT REMOVE THE
FILE, JUST COPY IT.
9. Log out of the computer.
10. Go to room 109 with the flash drive when you are finished.

To make sure you remember the details of this theft, please answer the following questions:
What picture was on the desktop of the computer? ___________________________
What information was in the file you stole? ___________________________
Where did you copy the file to? _______________________________
What password did you use to login to the computer? ______________________________
Table 11. Guilty participant instructions

After copying the files, guilty participants were instructed to go back to the room on the
first floor. Upon arriving at the room, an experiment facilitator explained that a theft occurred
and the participant was a suspect for that theft. The participant was then asked to take an
investigation screening (described in the next section).
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Innocent Participants
Participants in the innocent condition were also given a folded piece of paper. They were
instructed to go in the elevator (on the first floor), press the button to the fourth floor, and then
read the paper. Similar to the guilty participants, the paper asked participants to go to the
Management Information Systems department. However, rather than stealing information,
innocent participants were asked to pick up a piece of paper (a news article) at the front desk and
then go back to the room on the first floor. Upon arriving at the room, an experiment facilitator
explained that a theft that occurred and the participant was a suspect for that theft. The
participant was then asked to take an investigation screening (described below).
Screening Test
After completing the task (guilty or innocent), all participants engaged in a computerized
screening test (e.g., similar to Figure 13). In the test, participants were asked control questions
(benign questions all participants should answer truthfully to) and key questions (questions about
the theft that guilty insider should lie to).
Measures
During the screening test, we collected mouse and electrodermal data. Using a polygraph
machine, we captured electrodermal responses using two sensors on the pointer and ring fingers
of the participant’s non-dominant hand (the hand not used to move the mouse). We used the
electrodermal responses to compare and validate our procedure for detecting insider threats
based on mouse movements that were captured while participants answered the questions in the
screening test. We allowed 12 seconds between each question/item for and an individual’s
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electrodermal activity to react and then to level out before asking the next question (Gamer et al.,
2006).
Pilot Tests
This study builds on 7 exploratory pilot studies with approximately 1293 participants to
understand the dynamics of capturing mouse movements to detect deception and to discover
what features to extract and analyze to facilitate hypothesis creation. The specific scenario used
in this experiment, was pilot tested with an additional 6 people to make final adjustments to the
experiment protocol and procedures
Analysis
We divided our analysis into three relevant areas to test the hypotheses:
•

Area 1 examines what features differentiate how a guilty person answers a key question
versus a control question (a within-subject analysis). This is a typical analysis done in
polygraph administration. Each guilty participant (n=30) answered 4 key questions and
20 control questions.

•

Area 2 examines what features differentiate between how a guilty person answers a key
question versus how an innocent person answers a key question (a between-subject
analysis). Each guilty and innocent participant (n = 66) answered 4 key questions.

•

Area 3 examines what features differentiate between how a guilty person answers a
control question versus how an innocent person answers a control question (a between
subject-analysis). Each guilty and innocent participant (n = 66) answered 20 key
questions.

We excluded other possible areas of analysis for the following reasons:
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•

Confessing to an act, whether truthfully or deceptively, will always flag the response for
follow-up questioning. Hence, this eliminates the need to create a model to predict: a)
when guilty people are being deceptive on a control question (falsely confessing), b)
when deceptive people are being truthful on a key question (confessing), and c) when
innocent people are being deceptive on either a key question or control question (falsely
confessing).
Table 12 summarizes the areas of analysis. The analysis will proceed as follows. For each

area, we will first check to see if there was a difference in electrodermal response as done in
traditional polygraph testing. We will then test to see if differences in mousing behavior also
exist.
Table 12. Summary of areas of analyses
Area 1: Guilty key vs.
control questions
Guilty
Guilty key
control
questions
questions
(deceptive
(truthful
response)
response)

Area 2: Key questions
Innocent
key
questions
(truthful
response)

Guilty
key
questions
(deceptive
response)

Control Questions
Innocent
control questions
(truthful
response)

Guilty control
questions
(truthful
response)

Area 1: Guilty Key vs. Control Items
In this section, we investigate whether differences can be detected in how guilty
individuals (n=30) answer control vs. key questions. We first analyze the polygraph data
followed by the mousing data. The polygraph is based on the assumption that a guilty person will
experience a heightened electrodermal response (caused by arousal and stress) when answering
key questions deceptively compared to answering control questions truthfully (Krapohl et al.,
2009). Our results confirmed that this effect was present in our experiment. We specified a linear
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mixed model predicting deception (control vs. key item) based on electrodermal responses
nested within each participant. In other words, our model examines deviations from individual
electrodermal baselines. Thus, participants are only compared to their own electrodermal
baseline to detect anomalies.
We found that the peak electrodermal response was a significant predictor of key items
(p< .05, z=1.911, n = 30, one-tailed). In other words, after controlling for individual differences,
people were significantly more likely to experience a higher electrodermal response on the key
items than on the control item. Similarly, we found that the minimum electrodermal responses
were significant predictors of control items (p < .05, z = -1.743, n = 30, one-tailed). In other
words, after controlling for individual differences, people were more likely to experience a lower
electrodermal response on the control questions as compared to the key questions.
Complementing the electrodermal responses, we also found that mouse movements were
different between how guilty insiders answered control and key questions. These movements
were significant on multiple dimensions (p <.05, z > 1.645 for each dimension, n = 30) 3.
Area 2: Guilty and Innocent Key Item Trajectories
In this section, we will test whether differences in mouse movement can be detected
between how guilty and innocent people answer key items. We first test whether an
electrodermal response is present, next we test whether differences in mousing behavior exist.
Typically, only within subject comparisons are made in a polygraph examination because of
individual differences. Hence, a comparison of electrodermal activity in how guilty and innocent
people answer key questions is not normally conducted. We cross validated this in our
3

Information about what dimensions were significantly different between how guilty insiders answered
control vs. key questions is available from the author upon request, and will be published in a subsequent document.
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experiment and found no differences in electrodermal responses between how innocent and
guilty people answer key questions.
Although electrodermal responses did not reveal differences, we found that mousing
behavior did. Guilty participants exhibited different mouse movements than innocent
participants. These differences were significant on multiple dimensions 4 (p<.05, z > 1.645 for
each dimension, n=66).
Area 3: Guilty and Innocent Control Item
In this final area, we test whether differences exist in how guilty and innocent people
answer control items. In this case, the difference would be due solely to the arousal associated
with committing the mock cyber credit card theft, and not due to being deceptive on a question.
The polygraph assumes that no-significant electrodermal difference will be found between
innocent and guilty participants when answering control questions. Supporting this assumption,
our analysis of electrodermal responses revealed no significant differences between innocent and
guilty participants when responding to control items. Although no differences were found in
electrodermal data, differences in mouse behavior were found that may be suggestive of a taskinduced search bias by guilty participants (a fundamentally different cognitive response
compared to being deceptive). These differences were significant on multiple dimensions
indicative of a task-induced search bias 5 (p<.05, z > 1.645 for each dimension, n=66).

Discussion
4

Information about what dimensions were significantly different between how guilty insiders vs. innocent
participants answered key questions is available from the author upon request, and will be published in a subsequent
document.
5
Information about what dimensions were significantly different between how guilty insiders vs. innocent
participants answered control questions is available from the author upon request, and will be published in a
subsequent document.
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Our research question asked, “Are mouse movements indicative of insider threats on
screening surveys? We hypothesized that a) when lying, individuals will exhibit different mouse
movements compared to when telling the truth on insider threat survey questions and b)
individuals who lie will exhibit different mouse movements compared to individuals who tell the
truth on insider threat survey questions. We found support for both hypotheses in our
experiment.
Before talking about the implications of our research, we first discuss the limitations and
boundaries that our results must be interpreted within. First, although our experiment task was
designed to elicit arousal in a realistic insider threat scenario, the experiment was sanctioned.
Participants were instructed to commit the theft and to lie if asked about committing the theft.
Furthermore, the stakes of being caught in the deception were low. Future research should crossvalidate the results of our study in a higher-stake, more realistic scenario. In a real life scenario,
we suspect that people will experience greater arousal and stress when the stakes are higher.
Thus, we suspect that our results would be magnified in a real life scenario.
Second, this study focused largely on only one age demographic; the average age was
just under 22 years old. The majority of participants were students and computer savvy. Future
research should cross-validate our results in a more diverse population. In several of our pilot
studies, we used Amazon’s Mechanical Turk to recruit participants. The average age of these
participants was roughly 35 years old, and the results were very similar to those reported in this
study. Furthermore, the cultural demographic was much richer in these pilot studies, as the
majority of participants were not from the United States.
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Finally, no single methodology for detecting deception is perfect. Rather the best
prediction of deception and insider threats come from multiple complementary sources. Hence,
the results of this study should be interpreted as a layer in the defense-in-depth strategy against
insider threats. The ideal system for identifying insider threats should triangulate several sources
of information including log analysis, mouse trajectory analysis, communication analysis,
personality assessments, and other behavioral information.
Implication for Research
This research introduces a novel approach for unobtrusively measuring internal cognitive
processing through analyzing mouse movements. In the context of our study, we analyzed mouse
movements to predict deception and guilt on insider threat surveys. We validated our findings
using an established neuroscience and deception detection technique through measuring
electrodermal responses. We found that differences in mouse trajectories existed between how
guilty insiders answer key questions (sensitive questions about the insider threat activity) and
control questions (not about the insider threat activity). These differences correlated to peaks in
electrodermal activity as shown to be predictive of deception in previous literature (Gamer et al.,
2006; Krapohl et al., 2009).
However, the analysis of mouse movements revealed information that normally is not
detectable in electrodermal responses. For example, our analysis of mouse movements also
revealed between-subject differences in how guilty and innocent people respond to key
questions. These differences are normally not discernible in traditional electrodermal responses.
Furthermore, our analysis of mouse movement was able to demonstrate differences in how guilty
and innocent people answered control questions (benign questions not about the insider threat
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acts). Namely, our analysis suggested that guilty participants engaged in a task-induced search
bias that was not present for innocent participants. A task-induced search bias refers to a change
in behavior resulting from anticipation of a specific stimulus. Future research can use our
methodology to assess the degree of task-induced search bias in a variety of contexts.
Implications for Practice
We propose a cost-effective, mass-deployable methodology for detecting insider threats
through monitoring mouse movements in screening surveys. Traditional screening for insider
threats is time-consuming and expensive. For example, one way that federal agencies screen for
insider threats in the United States is through using polygraph examinations. Polygraph
examinations are time consuming (taking multiple hours on average), expensive, and cannot be
easily mass deployed. Our proposed solution, on the other hand, can be mass deployed to
thousands of individuals simultaneously within an organization using an online survey. The
marginal cost of deploying it to an additional person is miniscule. We theoretically and
empirically identified mouse movement features that are diagnostic of deception for these
screening surveys. These features can be used in insider threat surveys, or can be used in a
variety of other contexts. For example, these features can be used to detect dishonesty, faking,
misleading answers, and lies in pre-employment skill questionnaires, insurance applications,
integrity surveys, and so forth.

Conclusion
Malicious insider threats pose a serious threat to organizations. The identification of
malicious insider threats, however, is extremely difficult, expensive, error prone, and time
consuming; especially in very large organizations. This research establishes a foundation for
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detecting insider threats through a mass deployable, cost-effective survey that analyzes
respondents’ mouse movements to detect deception to questions about illicit acts.
We develop and test hypotheses in a laboratory experiment mimicking a realistic mock
cyber credit card theft. After committing or not committing the theft, both innocent people and
guilty insiders took a screening survey on a computer. During the test, we capture both mouse
movements and electrodermal responses. We found that mouse movement features differentiated
when guilty insiders told the truth (on control questions) and lied (on key questions). These
differences corresponded to peaks in electrodermal activity. We also found that mouse
movements revealed between-subject differences in how innocent people and guilty insiders
answered key questions. Finally, the mouse movements revealed a task-induced search bias for
guilty insiders on control questions that as not present for innocent people. Our results have
implications for measuring ‘hidden’ cognitive processes of individuals through monitoring
mouse movements, and creating mass-deployable cost-effective screening surveys that can detect
deception through analyzing mouse movements.
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CHAPTER V: CONCLUSION
This dissertation contains three studies that help address the following research question:
How can organizations alleviate non-malicious and malicious insider threats? Study 1 examines
how to alleviate the non-malicious insider threat through optimizing security controls. Drawing
on Field Theory (Lewin, 1951) and the Theory of Planned Behavior (Ajzen, 1991), we explain
how security controls will influence behavior directly rather than through the mediators of
beliefs and intentions. In an experiment that mimicked a realistic corporate setting, we found
evidence that depth-of-authentication and training recency influence behavior directly rather than
through the mediators of beliefs and intentions. An increase in depth-of-authentication had a
negative effect on users’ secure behavior; it weakened password creation behavior in terms of
password entropy. Furthermore, we found that training recency influences password creation
behavior. The paper makes four major contributions to research. First, the study draws on novel
theory to explain how security controls will influence secure behavior directly. Second, it
demonstrates the importance of measuring actual secure behavior rather than intentions alone.
Third, it suggests that one must account for the time elapse between training and behavior to
reliably assess the impact of training on behavior. Finally, it stresses the need to understand the
behavioral costs of security controls (e.g., weaker password creation behavior) alongside the
proposed technical benefits (e.g., multiple layers of security).
Building on our finding that the recency of training influences behavior, Study 2 explores
how different types of training can help alleviate non-malicious insider threats. Specifically, this
article explores how two common components of Security, Education, Training, and Awareness
(SETA) programs influence secure behavior and thereby alleviate insider threats—training and
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just-in-time reminders. These types of training influence secure behavior through distinct
theoretical mechanisms: a) through improving beliefs and intentions through learning and b)
through improving behavior through a reaction response. Integrating theories of planned
behavior (Ajzen, 1991) and dual-task interference (Pashler, 1994), we explain how training and
reminders complement each other and in what circumstances one is desired above the other.
This study makes the following three contributions. First, our research suggests that components
of SETA programs fall in to at least two important categories—those interventions that improve
beliefs and intentions (e.g., training), and those interventions that influence behavior directly
(e.g., reminders). Because of dual-task interference, traditional behavioral theories predicting
that only beliefs and intentions influence behavior may not be adequate, and should be
complemented with theories that also explain reactive behavior. Second, this study explains that
different components of a SETA program alleviate different sources of non-secure behavior. In
our study, training was statistically effective in improving poor security beliefs, but not
practically effective (consistent with dual-task interference theory) in influencing secure
behavior. Just-in-time reminders were effective in overcoming the effects of dual-task
interference and thereby influence behavior directly. Finally, our study confirms the need for
future research to measure actual secure behavior rather than relying on intentions alone to
understand how various components of SETA programs influence behavior.
Study 1 and Study 2, focus on alleviating the non-malicious insider threats, but may not
be generalizable to the malicious insider threat. For example, making security controls easier or
providing just-in-time reminders will likely not prime secure behavior for someone who is
intentionally engaging in planned threatening behavior. Addressing this limitation, Study 3
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extends my research to the malicious insider threat—an adversary within the organization with
intentions to damage the organization. Study 3 introduces a novel methodology for detecting
insider threats through monitoring mouse movements in screening surveys. I found that guilty
insiders showed significantly different mouse movements when lying compared to when telling
the truth. These differences corresponded to peaks in electrodermal activity in a within-subject
polygraph test; however, I was also able to find significant between-subject differences not
attainable through a polygraph. Finally, I found that guilty insiders engaged in a greater taskinduced search bias on non-relevant questions than innocent participants. The results make
several important contributions. First, I show that hidden cognitive states, such as insider threat
concealment, can be detected through analyzing mouse movements in a screening survey.
Second, I found that mouse movements explain variance in deception detection tests that is not
normally explained in the polygraph—such as between subject differences, and the task induced
search bias. Table 13 summarizes the major contributions from Study 1, 2, and 3.
Table 13. Summary of major contributions
Contributions Specific to Alleviating Insider Threats
Complex security controls will increase non-malicious insider threat
activity
To reduce non-malicious insider threat activity, security training should
ideally be given immediately before major security-related behaviors are
performed
Security intentions do not always predict actual secure behavior, and thus
research should seek direct antecedents of insider threat behavior.
Training to reduce non-malicious insider threat activity can fall in at least
two categories a) those interventions that improve beliefs and intentions,
and those interventions that influence behavior directly
Just-in-time reminders are more effective in reducing non-malicious insider
threat activities than training sessions alone
Hidden cognitive states—such as insider threat concealment, arousal, and

Study
Study 1
Study 1

Study 1, Study 2
Study 2

Study 2
Study 3
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cognitive conflict—can be detected through analyzing mouse movements in
a screening survey.
Mouse movements can detect hidden cognitive states that are not normally
detectable through the polygraph.
Detecting deception in screening surveys through analyzing mouse
movements shows potential to be a cost-effective, mass deployable tool for
detecting insider threats.

Study 3
Study 3

Future Research
This dissertation leads to several areas of future research. The future research can be
discussed in three broad categories: a) detecting insider threats, b) mitigating insider threats, and
d) combining detection and mitigation into a behavioral information security framework. Figure
14 summarizes the major tasks in each of these research areas.

Figure 14. Roadmap of future research

Behavioral Information Security Framework
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The end goal of this research program is to develop a Behavioral Information Security
Framework for alleviating insider threats through both a) detecting malicious insider threats and
b) implementing persuasive interventions and system design to encourage secure behavior from
non-malicious insider threats. This framework combines and extends the research presented in
this dissertation into a unified and comprehensive solution for managing behavioral information
security in organizations, and would work alongside technical security programs (intrusion
detection systems, etc.) to protect organizations against internal and external attacks.
Implementing this framework in organizations, my research would focus on evaluating how the
framework impacts the organizational threat level (e.g., the number and severity of security
breaches), culture (e.g., employee ownership of security and productivity in the work
environment), and financial performance (e.g., firm market value). Using this information, I
would continually refine the components of the framework.
Prerequisite for developing this Behavioral Information Security Framework, several
remaining research questions must be answered in both a) detecting malicious insider threats and
b) understanding mitigation strategies for non-malicious insider threats. A summary of key next
steps and future research in each of these areas is described in the following sections.
Detection of Insider Threat Future Research
The research presented in this dissertation supports that malicious insider threats can be
detected through monitoring mouse movements during insider threat screening surveys.
Although the experiment and prior exploratory pilot tests suggest that these results are systematic
across contexts, research must be conducted to identify the boundaries and limitations of this
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approach. The next steps of this research program include answering the following research
questions:
•

What features are diagnostic of insider threats on different input devices
(touchpads, touchscreens, etc.)?

•

Are the mousing features identified in our studies to detect insider threats
applicable to different questioning techniques (e.g., the relevant/irrelevant
questioning technique, the control question technique, etc.)?

•

Do our results cross-validate on other tasks (e.g., increased arousal or stake) and
across different populations (e.g., people with low computer self-efficacy)?

•

How effective are countermeasures in fooling our insider threat detection
technique? Can the use of countermeasures be detected?

Answering these research questions will reveal constructs that will moderate the
diagnostic capabilities of various mouse movement features on insider threat detection. For
example, in our exploratory pilot tests, we found that different mouse movement patterns are
diagnostic of deception when using a touchpad compare to when using a computer mouse.
Likewise, we suspect features that are diagnostic of insider threats on a touchscreen (iPad, etc.)
will be different than those on a touchpad or computer mouse. Finally, countermeasures can
compromise our approach for detecting insider threats. For example, based on the Response
Activation Model (Welsh & Elliott, 2004), one way to overcome the influence of competing
motor programs is to wait until inhibition is completed before moving. In the insider threat
survey, one could apply this knowledge by waiting for a few seconds before moving. Hence,
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research is needed to find features that predict when countermeasure tactics are being used (e.g.,
waiting for a few seconds before answering), and flag these responses for follow-up questioning.
Once we understand the bounds and limitations of our methodology for detecting insider
threats, we will use our findings to implement a mass-deployable tool for insider threat detection.
To inform the development of this tool, several future research questions on analyzing /
visualizing ‘big data’ and designing screening interfaces must be answered, including:
•

How do you best process and analyze large amounts of mousing data in real time
to predict insider threats?

•

How do you best visualize large amounts of mouse data to inform decision
making?

•

What characteristics of a user interface best solicit cues of deception?

As an example of the “big data” problem associated with collecting mouse movements,
consider the following scenario. The U.S. Department of Defense has 3.2 million servicemen and
servicewomen, plus the civilians who support them (Wikipedia, 2013). If every person were to
take a five minute insider threat screening twice a year, this would equal approximately 144
billion mouse movements that would be processed and analyzed. Research is needed to
understand how to most efficiently process and analyze this data in real time. Furthermore,
research is needed to understand how to best visualize and present the results to the end user
(e.g,. management).
Finally, we will explore other methodologies for detecting insider threats to complement
our methodology. No single technique can classify all insider threats with 100% accuracy.
Rather, the best predictions are based on several complementary sources that triangulate to
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explain different variation in the insider threat population (Figure 15). For example, insider
threat surveys could be complemented by a behavioral evaluation performed by a person’s
supervisor. This behavioral evaluation, for instance, could ask questions about a person’s social
interactions, anger, and other social data that are characteristics historically common in insider
threats (Shaw & Stock, 2011). These methods could be complemented by a continuous
monitoring system that records and analyzes people’s mouse movements, file access activity,
resource utilization, etc. on a day-to-day basis to identify anomalies. When an anomaly is
detected, further computer access and communication logs can be investigated to help confirm
whether or not someone is participating in insider threat activities.

Figure 15. Triangulation of detection techniques

Mitigation Strategies for Insider Threats
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Our research supports that non-malicious insider threat activities can be reduced through
organizational efforts such as decreasing the complexity of security controls and providing justin-time reminders. In our experiments, we focused primarily on improving one type of secure
behavior—password creation behavior. In future research projects, we will investigate whether
our findings will improve other types of secure behavior as well, such as vigilance in detecting
phishing messages, installing software updates, backing up data, avoiding risky websites, not
disclosing sensitive information, locking computers etc. Furthermore, our future research will
cross-validate our results in a broader set of contexts. For example, a series of studies could
cross-validate our findings in a real-life organization setting, where employees are faced with
work-related pressures, deadlines, managerial influence, etc.
Studying a broader context will naturally lend investigation of additional direct
antecedents of secure behavior. Our study only examined security controls such as the recency
of training, depth-of-authentication, and just-in-time reminders. However, there are numerous
other security controls that will likely influence behavior directly. For example, security controls
can be divided up into physical controls (e.g., doors and locks), procedural controls (e.g.,
incident response processes, SETA training, and management oversight), technical controls (e.g.,
authentication controls, firewalls, and antiviruses), and compliance controls (e.g., privacy laws
and clauses). Often these controls are implemented to solve a problem, without consideration of
unanticipated side effects they may have on a person’s secure behavior. For example, the results
of Study 1 indicated that although increasing the depth-of-authentication has a technical
advantage, this may be offset by users creating weaker passwords. Our future research will
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investigate what other security controls have unanticipated consequences in an effort to extract
timeless principles that should guide control implementation (e.g., keep it simple).
Likewise, our research will continue to examine what components of SETA programs
and types of training will best promote secure behavior and in what circumstances different
components are preferred over others. SETA programs can consist of several different
components including online training videos (Furnell et al., 2002; Workman & Gathegi, 2007),
face-to-face discussions (Hollinger & Clark, 1983), checklists, web-based tutorials (Cox et al.,
2001), verbal persuasion, vicarious experience (Warkentin et al., 2011), and exercises (Dodge et
al., 2007) to name a few. Generally, these components can be summarized in three schools of
thought—behaviorism, constructivism and cognitivism learning (Ertmer & Newby, 1993).
Behaviorism treats the mind as a “black box” and posits that learning is manifested by changes in
behavior caused by providing positive or negative reinforcement (Skinner, 1953). In
organizations, this type of learning typically takes the form of training by the means of actual
rewards or punishments for employees’ positive or negative secure behavior, or cues (e.g.,
reminders) that users react to in the environment. Constructivism learning (DeVries & Zan,
2003), on the other hand, refers to an active learning process in which employees construct
knowledge for themselves. For example, this type of learning is often accomplished by selfdriven training—e.g., IT security managers who find solutions to security challenges, and in
doing so, increase their own knowledge about security. Cognitivism (Piaget, 1970, 1985)
explains mental-process learning in which employees are presented and taught information. Our
future research will examine how these different approaches to training compare and contrast to
one another.
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Finally, future research should cross-validate our results in a longitudinal setting. Rarely
is performing a security-related behavior a onetime event. Rather, users are constantly faced with
security decisions, such as creating new passwords, evaluating emails for phishing, installing
updates, etc. Hence, security is often claimed to be an act of habit, and not influenced by
intentions or rational decisions (Ortiz de Guinea & Markus, 2009). Likewise, people will likely
become accustom to just-in-time reminders, security controls, etc. and will begin habitually
responding to them as well. Similarly, we only did one-time training in our studies and thus do
not see how repeated training over a period of time will influence beliefs and behavior. Hence,
there is a need to cross validate our results in a longitudinal setting to understand continued
secure behavior.

Conclusion
Insider threats pose a serious danger to organizations. In three studies, this dissertation
examines how to alleviate insider threats through security control optimization, just-in-time
reminders, and insider threat detection. The results of this study establish a foundation for
developing a Behavioral Information Security Framework for alleviating insider threats in
organizations through both a) detecting insider threats and b) implementing persuasive
interventions and system design to encourage secure behavior. I propose future research in both
of these areas that will increase our understanding of deterring and detecting insider threats. This
will result in more comprehensive behavioral information security in organizations that
complement existing technical security approaches.
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APPENDIX A: ANTECEDENTS OF SECURITY INTENTIONS
Table 14. Examples of constructs that directly influence secure behavior intentions from relevant
studies
Construct that influences
secure behavior intentions
Appeal to higher loyalties
Attitude

Budget
Computing capacity
Condemn the condemners
Culture
Descriptive norms
Ease of use
Evaluation awareness
Formal sanctions
Identifiability
Image
Informal sanctions
Neutralization
Monitoring
Moral beliefs
Moral compatibility
Normative beliefs
Organizational commitment
Peer behavior
Perceived behavioral control
Perceived benefits
Perceived certainty of
sanctions
Perceived detection
probability
Perceived effectiveness

Source(s)
(Siponen et al., 2012)
(Anderson & Agarwal, 2010; Bulgurcu et al., 2010; Dinev & Hu,
2007; Ifinedo, 2012; Johnston & Warkentin, 2010b; Peace et al.,
2003)
(Lee & Larsen, 2009)
(Lee & Kozar, 2005)
(Siponen et al., 2012)
(Hovav & D’Arcy, 2012)
(Anderson & Agarwal, 2010; Herath & Rao, 2009b)
(Keith et al., 2009)
(Vance et al., forthcoming)
(D'Arcy & Devaraj, 2012)
(Vance et al., forthcoming)
(Lee & Kozar, 2005)
(Vance & Siponen, 2012)
(Siponen & Vance, 2010)
(Hovav & D’Arcy, 2012; Vance et al., forthcoming)
(D'Arcy & Devaraj, 2012; Siponen et al., 2012; Vance &
Siponen, 2012)
(Lee & Kozar, 2005)
(Bulgurcu et al., 2010; Herath & Rao, 2009b) (Siponen et al.,
2009; Siponen et al., 2010)
(Herath & Rao, 2009b)
(Herath & Rao, 2009a)
(Dinev & Hu, 2007; Peace et al., 2003)
(Siponen & Vance, 2010; Vance et al., 2012)
(Herath & Rao, 2009b) (Herath & Rao, 2009b; Siponen et al.,
2009)
(Siponen & Vance, 2010)
(Herath & Rao, 2009b)
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Perceived security risks
Perceived severity of
sanctions
Perceived vulnerability
Personal norms
Psychological ownership
Relative advantage
Response Cost
Response Efficacy

Rewards
Self-efficacy

SETA programs
Shame
Social desirability pressure
Social influence
Social pressure
Social presence
Subjective norms
Threat appraisal
Technology awareness
Trailability
Usefulness
Virtual status
Visibility

(Siponen & Vance, 2010)
(D'Arcy et al., 2009; Herath & Rao, 2009b; Ifinedo, 2012; Lee &
Larsen, 2009; Siponen et al., 2009; Vance et al., 2012)
(Ifinedo, 2012; Lee & Larsen, 2009)
(Siponen & Vance, 2010)
(Anderson & Agarwal, 2010)
(Lee & Kozar, 2005)
(Lee & Larsen, 2009; Siponen et al., 2012)
(Ifinedo, 2012; Johnston & Warkentin, 2010a; Lee & Larsen,
2009; Siponen et al., 2009; Siponen et al., 2006; Vance et al.,
2012)
(Vance et al., 2012)
(Bulgurcu et al., 2010; Herath & Rao, 2009b; Ifinedo, 2012;
Johnston & Warkentin, 2010a; Lee & Larsen, 2009; Siponen et
al., 2009; Siponen et al., 2006; Siponen et al., 2010; Vance et al.,
2012; Warkentin et al., 2011)
(Hovav & D’Arcy, 2012)
(Siponen et al., 2012)
(D'Arcy & Devaraj, 2012)
(Johnston & Warkentin, 2010b)
(Lee & Larsen, 2009)
(Vance et al., forthcoming)
(Anderson & Agarwal, 2010; Herath & Rao, 2009b; Ifinedo,
2012; Peace et al., 2003)
(Siponen et al., 2006; Siponen et al., 2010)
(Dinev & Hu, 2007)
(Lee & Kozar, 2005)
(Keith et al., 2009)
(D'Arcy & Devaraj, 2012)
(Lee & Kozar, 2005; Siponen et al., 2009; Siponen et al., 2010)
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APPENDIX B: RESEARCH EXAMINING SECURE BEHAVIOR DIRECTLY
Table 15. Relevant studies that examine behavior directly
Construct that influences Behavior
behavior
Mandatoriness
Computer self-efficacy
Apathy
Information security
climate
Self-efficacy

Training

Security education,
training, and awareness
programs
Self-efficacy
Password generation
strategies:
Passphrases
System-generated
passwords
Self-generate passwords
Intentions
IT budget
Intentions
Computer capacity
Perceived cost
Trialability
(perceive behavioral
control rational)
Avoidance motivation
Preconventional moral

Source

Self-reported or
objective
behavior

Precautions taken

(Boss et al., 2009)

Self-reported

Compliant behavior

(Chan et al., 2006)

Self-reported

Propensity to
respond to phishing
attacks:
(Dodge et al., 2007)
Disclose information
Opening malicious
attachments

Objective

Security tool usage

(Crossler & Belanger,
2009)

Self-reported

Login failures

(Keith et al., 2009)

Objective

Adopt Anti-malware
by SMEs

(Lee & Larsen, 2009)

Self-reported

Adoption of antispyware system

(Lee & Kozar, 2005)

Self-reported

Avoidance behavior
Hypothetical

(Liang & Xue, 2010)
(Myyry et al., 2009)

Self-reported
Self-reported
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reasoning
Openness
Conservation
Perceived susceptibility
Perceived benefits
Self-efficacy
Perceived severity

situation

Computer secure
behavior

(Ng et al., 2009)

Self-reported

Deterrence
Intentions

Compliance with
information security
policies

(Siponen et al., 2010)

Self-reported

Omissive behavior

(Workman et al., 2008)

Objective

Password recall

(Lee & Kozar, 2005;
Lee & Larsen, 2009;
Zhang et al., 2009)

Objective

Perceived severity
Perceived vulnerability
Self-efficacy
Response efficacy
Response Cost-Benefit
Interference alleviation
methods for password
recall:
List reduction method
Unique identifier method

Actual compliance
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APPENDIX C: SURVEY INSTRUMENT
Participants were given a summary of the password policy adopted from the SANS
institute, and then asked questions about their beliefs and intentions toward following the policy
(Table 16).
Table 16. Survey instrument
Items

Intro

INT

A

SN

Dimensions
Scale
Source
This corporation’s password policy requires that all of your passwords adhere to the
following guidelines:
Contain at least 15 alphanumerical characters (the more characters, the stronger the
password)
Contain both upper and lower case characters (e.g., a-z, A-Z)
Have digits (0-9)
Have special characters (e.g., !@#$%^&*()_+|~-)
Are not a word found in a dictionary
Are not based on personal information, names of family, etc.
Are not word or number patterns like aaabbb, qwerty, zyxwvuts, 123321, etc.
Intentions to comply with the password policy
I intend to comply with the requirements of the password
policy for this organization.
I intend to create passwords according to the requirements
(Bulgurcu et al.,
of the password policy of this organization.
a
2010)
I intend to carry out my responsibilities prescribed in the
password policy for this organization when I create
passwords.
Attitude
To me, complying with the requirements of the password
policy is
unnecessary…necessary
(Bulgurcu et al.,
b
unbeneficial…beneficial
2010)
unimportant…important
useless…useful
Subjective Norms
____ think that I should comply with the requirements of
(Bulgurcu et al.,
a
the password policy
2010)
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My colleagues
My executives
My managers
Perceived Behavioral Control
I would be able to create strong passwords per the
password policy on my own.
PBC
Creating strong passwords per the password policy is
c
(Taylor &
entirely within my control
Todd, 1995)
I have the resources and the knowledge and the ability to
create strong passwords per the password policy
Scales a 1 = Strongly Disagree — 7 = Strongly Agree
b 1 = Extremely; 2 = Quite; 3 = Slightly; 4 = Neither; 5 = Slightly; 6 = Quite; 7 =
Extremely
c. 1 = Almost Never;2 = Very Rarely; 3 = Rarely; 4 = Occasionally; 5 = Frequently; 6 =
Very Frequently; 7 = Almost Always
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APPENDIX D: STUDY 1 INSTRUMENT VALIDATION

Chronbach's
Alpha

Internal
Conistency

Entropy
58.167
Training recency
2 (days sense
7.322
training)
Dual-factor
3 authentication
(factor)
4 Intentions
5.750
5 Attitude
6.471
6 Subjective norms
6.533
Perceived
7
5.346
behavioral control
*SQRT of AVE on Diagonals

-

-

-

6.850

-

-

-

-

(0.396)

-

-

-

-

-

-

(0.182)

0.153

-

1.233
0.906
0.500

3
4
3

0.945
0.963
0.922

0.922
0.963
0.902

0.856
0.896
0.756

0.122
0.084
(0.022)

(0.000)
(0.037)
0.006

1.114

3

0.861

0.750

0.501

0.151

(0.216)

SD

AVE

Number of Items
-

1
-

2

27.008

Mean

#
1

Construct

Table 17. Descriptive statistics, reliability, AVE, and inter-construct correlations for Experiment 1

3

4

5

6

(0.065)
(0.053)
0.048

0.925*
0.212
(0.097)

0.946*
0.047

0.869*

(0.077)

0.237

0.138

0.020

7

0.714*

3
4

Entropy
Recent training
(factor)
Multiple sign-on
(factor)

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

-

1.410
1.797
1.303

3

0.921
0.969
0.922

0.912
0.933
0.848

0.869

0.839

Mean

Intentions
5.972
Attitude
9.858
Subjective norms
4.916
Perceived
7
behavioral control 5.503
*SQRT of AVE on Diagonals
5
6

1.145

4
3
3

AVE

31.642

SD
Number of
Items

Internal
Conistency

2

88.016

Construct

#
1

Chronbach's
Alpha

Table 18. Descriptive statistics, reliability, AVE, and inter-construct correlations for Experiment 2

1
(0.237)

2

3

4

5

6

0.859*

7

-

0.224

0.019

0.776
0.823
0.738

0.212
0.225
0.012

(0.133)
(0.040)
0.010

0.038
0.037
0.045

0.881*
0.451
0.314

0.907*
0.218

0.635

0.168

(0.048)

0.144

0.443

0.403

0.532

0.797*
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Table 19. Loadings from confirmatory factor analysis
Item

Loadings Experiment 1

Loadings Experiment 2

INT1
INT2
INT3
A1
A2
A3
A4
SN1
SN2
SN3
PBC1
PBC2
PBC3

0.895
0.977
0.872
0.890
0.955
0.993
0.964
0.857
0.955
0.787
0.701
0.703
0.719

0.854
0.921
0.866
0.848
0.895
0.937
0.890
0.864
0.877
0.767
0.811
0.759
0.820
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APPENDIX E: RELATIONSHIP BETWEEN PASSWORD ENTROPY AND
DICTIONARY ATTACK SUCCESS
The likelihood that a password is in a hacking dictionary decreases quickly as password
entropy increases. For example, Figure 16 shows the entropy of passwords contained in one of
the largest dictionaries of stolen passwords used for hacking (the Rockyou security breach of 32
million accounts (Skullsecurity.org, 2013)). This dictionary is often used in attempts to crack
users’ passwords. As can be seen, the number of known passwords in this dictionary
dramatically decreases as entropy increases. For these reasons, we deem entropy as an adequate
measure of password strength.

Figure 16. Summary of password entropy from rockyou dictionary
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APPENDIX F: STUDY 2 INSTRUMENT VALIDATION

AVE

Internal
Conistency

Chronbach's
Alpha

Number of Items

SD

#

Mean

Construct

Table 20. Descriptive statistics, reliability, AVE, and inter-construct correlations

1

Video Training

-

-

-

-

-

-

2

Reminder

-

-

-

-

-

-

3

Entropy

-

-

-

-

4

Intentions

5

Attitude

6

Perceived behavioral
control

7

Subjective Norms

7.338

3.694

0.437

0.968

0.160
0.232
0.035

0.184
0.950
0.985

3
4
3
3

1

2

3

4

5

6

7

0.003

-

0.124

0.449

-

0.980

0.938

0.835

0.127

0.022

0.178

0.914*

0.951

0.927

0.760

0.087

0.077

0.183

0.335

0.872*

0.911

0.887

0.724

0.122

0.039

0.198

0.592

0.450

0.851*

0.882

0.885

0.726

0.029

0.106

0.145

0.247

0.304

0.342

*SQRT of AVE on Diagonals

Table 21. Loadings from confirmatory factor analysis
Item

Loadings Experiment 1

INT1
INT2
INT3
A1
A2
A3
A4
SN1
SN2
SN3
PBC1
PBC2
PBC3

0.914
0.915
0.911
0.800
0.8920
0.8936
0.9221
0.724
0.787
0.859
0.767
0.982
0.899

0.852*
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APPENDIX G: SUMMARY AND EXCERPTS FROM STUDIES THAT HAVE LINKED
HAND MOVEMENTS TO COGNITIVE PROCESSES
Table 22. Summary of relevant studies that have linked hand movements to cognitive processes
Reference
(Dale & Duran,
2011)

(Dale et al., 2007)

(Dale et al., 2008)

(Duran et al.,
2010)

(Farmer et al.,
2007)

Summary and Excerpts from Study
This research tested the influence of sentence negation [described as “an
extra step, or mental operation” (Wason and Johnson-Laird, 1972 p. 39)] on
semantic processing in real-time through measuring mouse trajectories. In
three experiments, participants verified the truth or falsity of simple
statements, some containing negations, some not. In the first two
experiments, negation cause more discreteness (more x-flips, acceleration
changes) in mouse trajectories of the response, indicating increase cognitive
activity to process sentence negation. In the third experiment, enhanced
pragmatic context decreased the discreetness.
This article examined the mental processing of classification across time.
Participants clicked on either ‘mammal’ or ‘fish’ in response to of atypical
(e.g., whale) or typical (e.g., cat) examples in the form of words and
pictures. Atypical exemplars produced trajectories with greater curvature
toward the competing category than did typical exemplars.
This paper shows hand and arm movements change as learning occurs.
Hand movements were captured using a Nintendo Wii Remote as
participants learned randomized pairs of unfamiliar symbols. Across
learning, participant arm movements were initiated and completed more
quickly, had lower fluctuations, and participants pressed the button harder.
Participants used a Nintendo Wii remote to capture hand movement when
answering autobiographical questions either truthfully or falsely.
Participants aimed the Wii controller at a wall that had the words “Yes” or
“No” projected onto the surface. False response movements appeared to
take a more curved route to the target response, with the curve in the
direction of the true response indicating attraction toward a choice. Velocity
of false responses increased (as participants committed to an answer) and
subsequently decreased (as participants slowed down to answer) much later
for false responses than for truth responses, and the peak velocity was lower
for false responses than true responses. Furthermore, false responses had
greater total time, latency, distance, motion time, x-flips latency, x-flips in
motion, high x value, and low x value than truthful responses.
This paper examines whether ambiguous sentences are processed through
parallel or serial processing using mouse movements. Participants heard
structurally ambiguous sentences while viewing the pictures with properties
that either support or do not support the different interpretations. Results
showed that the average ambiguous-sentence trajectory was more curved

128

(Freeman &
Ambady, 2009)

(Freeman &
Ambady, 2011)

(Freeman et al.,
2008)

(McKinstry et al.,
2008)

(Song &
Nakayama, 2006)

(Song &
Nakayama, 2008)

(Song &

toward the incorrect picture than those of unambiguous sentences.
Participants are presented with sex-typical and sex-atypical faces and
identify whether the face was masculine or feminine. Mouse movements
were recorded during the classification task. Sex atypical faces showed
continuous spacial attraction toward the opposite-gender sterotype.
This article examines how facial and voice cues are integrated ruing realtime social categorization through monitoring participant’s mouse
movements. Participants were presented a male or female voice with a
typical or atypical (i.e., feminzed male voice or masculized female voice)
voice. The sex-atypical voice led the hand to be continuously attracted to
the opposite sex-category.
This article examined social categorization in real-time through analyzing
mouse movements as participants categorized typical an atypical faces by
sex. Although participants categorized atypical faces accurately, mouse
trajectories showed a continuous spatial attraction toward the opposite sex
category, suggesting dynamic competition between alternatives.
In a controlled study, participants judged the truthfulness of statements
using a mouse to select “yes” for true statements and “no” for false
statements on a computer screen. The results showed that when answering
questions with greater uncertainty of truthfulness, participants’ mouse
movements showed greater curvature (i.e., maximum deviation) and higher
entropy (disorder). In addition, peak velocity was lower for low-truth
values than medium or high truth values, and occurred later in the
movement, suggesting a truth bias.
This article examines whether and odd-colored target can be detected
among uniformly colored distractors using broadly distribute attention over
the entire display. Participants were asked to manually point to the oddcolor target among distractors as quickly as possible. Latencies and
movement durations became shorter and curve trajectories decreased as the
number of distractors increased or target color repetitions increased.
Furthermore, trajectories were highly curved as participants first moved
toward the distractors and then toward the target. The results suggest that
focal attention is likely used to detect the odd-colored target among
uniformly colored distractors.
In an experiment examining target selection in visual search, participants
were asked to reach for an odd-colored target when presented with two
homogenous distractors. Hand movements were shown to initially move
toward distraction items and then curve toward the correct target, revealing
hidden internal processing of how the mind processes visual information
and its tentative commitment toward a choice.
This article suggests that cognitive and motor systems are intertwined and
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Nakayama, 2009)

(Spivey et al.,
2005)

(Wojnowicz et al.,
2009)

(Zimmermann et
al., 2006;
Zimmermann et
al., 2003)

that one’s internal cognitive processing can be revealed by how people
move their hands in reaching tasks. A review of literature is provided as
support.
This article provides evidence through monitoring mouse movements that
spoken language is influenced by continuous uptake of sensory input and
dynamic competition between simultaneously active representations.
Participants were presented with two color images on a screen. Either two
pictures with phonologically similar names (e.g., candy and candle), or two
pictures with phonologically dissimilar words (e.g., candy and jacket).
They were asked to move the mouse from the bottom-center of the screen
to one of the pictures based on what a pre-recorded audio file that told them
to click on one of the pictures (e.g., click on the candy). When the words
were played in the phonologically similar condition, mouse movements
showed a strong attraction toward the opposite picture before selecting the
correct picture. This treatment also demonstrated longer total response
times, duration of movement, average movement length on the computer
screen.
Through analyzing mouse movements, this article examines if self-reported
explicit attitudes are derived from a continuous, temporally dynamic
process, whereby multiple simultaneously conflicting sources of
information self-organize into a meaningful mental representation.
Participants reported their explicit attitudes towards White and Black
people by moving the cursor to a ‘like’ or ‘dislike’ response box. The
results showed concealed racial prejudices evident though greater curvature
in mouse trajectories as well as disorder and competitive velocity profiles.
This paper argues that monitoring mouse movements can provide a
measure of individual’s emotion. In an experiment, moods were induced
and several physiological parameters were measured concurrent in addition
to mouse movements. The parameters included respiration, pulse, skin
conductance level and corrugator activity. The results found that mouse
movements were different across emotions.
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