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ABSTRACT 

 

Information systems and their services (referred to as cyberspace) are ubiquitous and 

touch all aspects of our life. These pervasive cyber services have revolutionized the way 

we do business, maintain our health, conduct education, and how we secure, protect, and 

entertain ourselves. With such exponential growth in cyberspace activities, the number 

and complexity of cyber-attacks have increased significantly due to an increase in the 

number of applications with vulnerabilities and the number of attackers equipped with 

fast networks and processing units. As the major backbone of the cyberspace, the security 

of network-centric systems plays an important role in cyber-security. Consequently, it 

becomes extremely critical to develop efficient network defense capabilities that can 

mitigate and protect against cyber-attacks.  

An Intrusion Detection System (IDS) is a system that monitors the behavior of systems 

for malicious activities or policy violations in order to produce reports to a management 

station or even do proactive countermeasures against the attackers. Anomaly behavior 

detection is a detection technique in which the system models for the normal behavior of 

the network and detects any deviation from this normal model as an anomalous behavior. 

With high detection performance and no need for manual updates, the anomaly detection 

is a promising technique that is actively pursued by researchers. 

Since each network system and application has its own specification defined in its 

protocol, it is hard to develop a single IDS which works properly for all network 

protocols. The keener approach is to design customized detection engines for each 

protocol from different layers and then aggregate the reports from these engines to define 

the final security state of the system. On the other hand, it would be cumbersome and 

takes a lot of effort and knowledge to manually extract the specification of each protocol 

from their RFC documents. So it will be very useful to formulate a well-organized 

methodology based on data mining and machine learning which can be applied to 

produce efficient detection engines for different network protocols.  
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In this dissertation we aim to formalize a general methodology based on the application 

of sequential data mining to the protocol network traffic in order to perform anomaly 

behavior analysis for network-centric systems. The assumption is that the protocol does 

not follow a random behavior, and there is an explicit state machine or an implicit 

acceptor machine which confirms the normal behavior of the protocol. Our methodology 

is based on partial modeling of the protocol’s state transitions during a time interval Δ�.  

We consider any n consecutive messages in a session during the time interval Δ� as an n-

transition pattern called n-gram. By applying statistical analysis over these n-gram 

patterns we model the normal behavior of the system. Then we consider the amount of 

the deviation from this model as a measure to define the anomaly score of the system 

activities. If this anomaly score goes higher than a well-tuned threshold the system marks 

that activity as a malicious activity and alarms. To validate our methodology, we have 

applied it to two different protocols: DNS (Domain Name System) at the application 

layer and the IEEE 802.11(WiFi) at the data link layer, where we have achieved good 

detection results (>95%) with low detection errors (<0.1%). 
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Figure  1-1- Attack sophistication versus intruder technical knowledge 

 

 Figure  1-1 indicates how the attack sophistication has increased while the intruder’s 

technical knowledge has decreased. This means more amateur attackers can apply 

sophisticated attacking tools to conduct dangerous attacks against the network. 

Nowadays, the attackers can not only do successful attacks in shorter time, but also 

impact the broader scope of resources. Figure  1-2 indicates that the attackers can 

currently impact regional networks in term of minutes, and it has been predicted that 

they will be able to impact the global infrastructure in the matter of seconds in near 

future. Recently, attacks were launched against Sony’s PlayStation network and 

brought it down for roughly 24 days. The damage from this attack was about 171 

million USD. Other organizations like Google, Yahoo, Adobe Systems, Morgan 

Stanley, Dow Chemical Company, Citibank, Bank of America, are continuously 

experiencing one type or another of cyber-attacks. 
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firewalls are used to protect the network resources against the intruders by restricting 

the access to the private resources from outside of the network based on the defined 

network policy. The attackers apply different techniques to bypass the preventive 

security preparations by misusing the breaches. 

 

Figure  1-3- Cyber-security solutions 

 

The intrusion detection approach is based on monitoring the network traffic in order 

to detect the malicious activities as intrusions.  Depending to the level of detection, 

the system can have different responses to an intrusion. While some systems just 

produce reports to the administrator, others may even attempt to stop the intrusion. 

The two major detection approaches are: Misuse Detection, and Anomaly detection.  

In Misuse Detection, specific signatures for each known attack is produced and stored 

as a set of rules or signature knowledge-base. During the detection time, the extracted 

audit information is analyzed, and whenever any of the attack signatures is observed, 

the system will send an alert. Because of its simplicity and accuracy (low false 
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1.3 Problem Statement 

In this thesis we study the following problem: 

“We pursue to offer a generic methodology which can be applied to different network 

protocols in order to design efficient Anomaly Behavior Detectors for different 

network-centric systems.” 

With the proliferation of new web-based applications and network protocols, the 

complexity of computer networks is increasing. In addition, the new cloud computing 

paradigm encourages the traditional local applications to migrate to the remote 

datacenters which are accessible through internet networks.  

 

Figure  1-5- Network Layers and Protocols 

 

Figure  1-5 indicates some well-known basic network protocols which today’s 

networks are relying upon. While Figure  1-5 has selected a sample of basic protocols, 
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there are a lot of other protocols in each layer, especially in the application layer. 

Each different protocol has its own specification as is defined in its RFC documents 

(Request for Comments). The protocol specification is specified through its 

messages’ format (Syntax), and a set of detailed rules for exchanging those messages 

(Semantic or Behavior).  

The numerous different application and network protocols make it difficult to design 

a single efficient Intrusion Detection System (IDS) which can protect all network 

traffic. Since the network traffic is a combination of traffic from different protocols in 

different layers, we need a set of fine-grained Intrusion Detectors which analyze the 

traffic from each protocol separately. Then, we should aggregate the results from 

these detectors to achieve better detection rates with lower false alarms than is 

possible by using just one detector.  Youssif et al [1] have proposed the multi-level 

intrusion detection system which inspects and analyzes the traffic from different 

network protocols through some fine-grained detection engines. While these detection 

engines are working on different layers, the multi-level IDS employs an efficient 

fusion algorithm to aggregate the detection results of each detector to assess the final 

security status of the network.  
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The main objective of this dissertation is the development of a general Anomaly 

Behavior Analysis methodology which can be applied to different protocols to design 

efficient IDSs for any communication protocol. 

Our methodology is based on the spatiotemporal analysis. We divide the traffic into 

different sessions based on a key-feature considered as spatial dimension and then 

analyze the temporal behavior of each session through modeling a sequence of events 

related to that session. 

As a proof of concept we applied our methodology to two different network protocols 

at two different layers. The DNS protocol is picked from the application layer which 

is a query-response protocol, and the IEEE 802.11(WiFi) from layer 2 which is based 

on connection initiation. We showed the efficiency of the designed IDSs through a 

comprehensive evaluation against different attack libraries. 

1.5 Dissertation Organization 

The remaining of this dissertation is as follows: 

Chapter 2 describes the background and related work in order to understand the 

investigated problem and our ABA approach. We present a comprehensive taxonomy 

for Intrusion Detection Systems and also review the security solutions for DNS and 

IEEE 802.11, the two selected protocols for case-study. 

Chapter 3 describes the ABA, our Anomaly Behavior Analysis approach, and 

formalizes the 5 steps which the methodology follows to customize the ABA for 

different network-centric systems. 
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Chapter 4 is dedicated to the first case-study. It reviews the DNS protocol behavioral 

characteristics and discusses how the ABA is adopted to design and implement an 

IDS for DNS protocol. 

Chapter 5 explains the second case-study. It first introduces the IEEE 802.11 security 

issues and available solutions. Then, a brief IEEE 802.11 behavior analysis is 

described, and finally the ABA customization for the protocol is presented. 

The conducted experiments and the evaluation results for both protocols are discussed 

in Chapter 6. 

Finally, Chapter 7 concludes the dissertation by summarizing the research results, the 

contributions of the dissertation, and discussing future research activities. 
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Figure  2-1 Typical Intrusion Detection Architecture by Axelsson [2] 

 

In this model each box represents a sub-module of the system. The description of 

each sub-module is as follow. 

• Audit data collection: This module collects the audit data which are analyzed by 

the detection module for intrusion detection.  

• Audit data storage:  Typically the collected audit data will be stored for future 

references. Since the amount of these stored data is exceedingly large some 

techniques are employed to reduce the volume of data. 

• Analysis and detection: This module employs different techniques to analyze the 

audit data in order to detect suspicious activities as intrusions.  

• Configuration data:  This module contains the system configuration data. 

• Reference data: The intrusion detection procedure is based on comparison. The 

detection module should compare the collected data with a reference model to 

find the attacks and abnormal behaviors. This module contains the reference data 

which are compared with the audit data by the detection module. 
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• Active/processing data: This module keeps some temporal intermediate data 

which are generated during the detection process. 

• Alarm:  This module generates the output of the system. Depending on the 

system policy the output can be varied from simple alarms to advanced proactive 

actions. 

Our taxonomy is based on the possible techniques which can be employed in each of 

these described modules and it adds two more dimensions: environment and 

architecture. Figure  2-2 shows this extended Intrusion Detection taxonomy. 
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Figure  2-2 Our Intrusion Detection Taxonomy 

 

In what follows, we provide further details about each dimension in our taxonomy. 
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2.2.1 Audit data Collection: 

2.2.1.1 Source of Data: 

According to the source of audit data the IDSs can be grouped in two major 

categories: Host-based and Network-based. While the host-based Intrusion Detection 

Systems use the host audit data (e.g. system call, accounting information etc.) to 

detect the attacks, the network-based systems are based on the sniffed network 

packets and other available flow information. In the 80th, when the idea of intrusion 

detection was introduced for the first time, computer networks were not so pervasive. 

In that environment (mainly mainframe systems with some local users), the IDSs 

were host-based [3][4][5]. With cyberspace becomes pervasive, network-based as 

well as host-based IDSs are widely used.  

2.2.1.1.1 Host Based: 

The host systems are good information sources which can be used by security tools 

for intrusion detection. The host audits provide data about the system users which can 

be profiled to model the user behavior. These user profiles can be used to detect 

insiders. 

The system calls are one of common information sources for Host-based Intrusion 

Detection Systems (HIDS). Forrest et al [6] implemented the first system call based 

intrusion detection by modeling the system call sequences. Several other HIDSs have 

been designed by applying different detection methods (e.g. N-gram, Finite State 

Machine, Execution graph) to model the behavior of users and programs in term of 
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system calls [7][8][9][10][11]. The main assumption of all of them is that: "The 

system attacks will change the normal system call traces". 

System accounting is another source of data which can be used by intrusion detection 

systems. The system accounting audit trails give good information about the 

consumption of shared resources (e.g. CPU time, memory usage, network bandwidth, 

launched processes, number of page faults, I/O usage, etc.). These types of 

information are also good resources for intrusion detection.  

System log is another audit source which is provided by Syslog service. Syslog is 

embedded in most common operating systems. It makes it possible to obtain 

heterogeneous data from different devices and applications and store them into a 

single data repository.  In syslog we can find the source of the logged message (user, 

application name, authentication, printer and etc) and the timestamp which specifies 

its time of occurrence.  

2.2.1.1.2 Network based: 

The network packets and network flow data are viable information for the intrusion 

detection systems to detect a large variety of network attacks. The detection systems 

based on network data are called Network Intrusion Detection Systems (NIDS). Since 

most of the attacks which target the network (e.g. Denial of Service, Port scan, 

session hijacking, spoofing and etc) cannot be discovered by host audit investigation, 

the NIDS systems are critically important in cyberspace era. The main assumption in 

these systems is that "malicious network activities will affect the network content".  

The main advantage of NIDSs is their portability; most network traffic is based on 
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TCP/IP and consequently the NIDS can be easily deployed in any TCP/IP network. 

On the other hand the scalability is the most challenging issue for NIDSs. With the 

dramatic increase in computer networks traffic and speed, the NIDS have little time to 

analyze the huge amount of data generated by network resources and services.  The 

most known network based audit data are: network packets and the network flow 

information. The “network packet” is a formatted unit of data which flow over 

network connections.  There are many different commercial [12][13][14][15][16][26] 

and academic [17][18][19][20][21][22] [23] works which use network packets as 

their data source. The network accounting and flow information is another good 

information source for detecting malicious activities. The network flow in general 

means a set of packets which have the same protocol and originate from the same 

source IP address and port to the same destination with the same IP and Port. The 

Netflow [24] and IPFIX [25] are the most known network flow protocols which have 

been used by most existing HIDSs. Some attacks like Denial of Service and flooding 

attacks can easily be detected by this information.  

2.2.1.2 Data Processing Time: 

According to the data processing time we can divide the IDSs into two groups: batch 

(offline) and real-time (online). The offline systems periodically perform post-

analysis of the offline audits that are stored in form of log files or database tables to 

detect malicious activities. The online IDSs analyze the audit of data as a stream of 

online real-time data. The online systems need to be fast enough to detect intrusions 

in real-time.  



28 

 

 

 

2.2.1.2.1 Batch (Offline): 

In the early days of intrusion detection systems the computation capabilities were 

limited, so the first IDSs were operating in batch mode. Today, there are still some 

modern intrusion detections use the batch processing in shorter intervals (e.g. minutes 

instead hours or days) to process the audit data. The advantage of this method is that 

it avoids disturbing the network performance by separating the audit collection and 

intrusion detection module from normal network traffic. 

2.2.1.2.2 Real time (online and inline): 

Objective of real-time systems is to detect intrusions as early as possible. Real time 

systems process the continuous data streams to detect intrusions. As attacks speed and 

sophistication increase, large number of systems can be compromised in fraction of a 

second.  The IDSs should be designed to use the system resources as efficient as 

possible. The Network based real-time IDSs can be online or inline. The online 

system will sniff a copy of network traffic and will generate alerts when it detects an 

intrusion, but the inline system will lie in the way of network traffic and consequently 

it has the capability to filter the malicious packets in real-time; these systems are 

called Intrusion Prevention Systems (IPS). 

2.2.2 Analysis and Detection Mechanism: 

According to the detection mechanism the intrusion detection systems can be grouped 

into two primary groups: Misuse Detection and Anomaly Detection. While the 

Misuse detection characterizes the attack signatures to detect the intrusions, the 
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anomaly detection models the normal behaviors to detect any deviation from it as a 

suspicious activity.  

The misuse detections rely on the security experts’ knowledge and the attack 

signatures that should be provided by these experts in the form of rules or patterns. 

The system will monitor the audit data for these signatures. Although misuse systems 

are simple and accurate, the problem is that they are unable to detect new attacks. In 

addition they depend on security professionals to define the attack signatures and 

these signatures should be updated by administrators periodically.  

Anomaly based systems, on the other hand, will define the legitimate activities in a 

normal model that can be used to detect any deviation from the normal activities that 

might be triggered by an intrusion. Therefore they can be fully automated systems. In 

addition the Anomaly based systems are able to detect zero day attacks; that means 

new novel attacks that were never seen before. 

2.2.2.1 Misuse Detection: 

Misuse detection tries to detect the predefined intrusion signatures in the audit data. 

Because of its simplicity and accuracy (low false positive) most known commercial 

IDSs are Misuse based. According to the approach used to model the intrusion 

signatures, misuse IDSs can be divided into two groups: rule based, and state based.  

The rule based signatures are a set of if-then rules defining the intrusion scenarios, 

and are applied to audit data. Snort [26] is the most famous rule-based Misuse 

detection system. 
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The state based signature is in the form of state transition diagram which models the 

intrusion scenario. Nodes correspond to system states and the arcs represent the 

actions. In network based systems these states are the different states of the network 

protocol and in the host based systems they are the state of the running processes, 

which are defined by selected feature-value pairs. The state machine which represents 

an intrusion signature begins from a start state and goes through some intermediate 

states before it ends up in a compromise state. The actions that are not labeled in the 

state machine will be neglected and when the compromised state is reached the 

intrusion is detected. 

2.2.2.2 Anomaly Detection: 

The main feature of anomaly detection systems are their capability in detecting novel 

attacks (known as zero day attacks). Since they are not relying on predefined 

intrusion signatures that are manually modeled by network experts, they can be fully 

automated. In general the anomalies are not normal. So the system needs only to 

define the normal behavior and any activity which lies outside of this normal space 

will be considered as anomaly. These anomalies can either be dangerous attacks or 

only some novel rare normal behavior. The anomaly detection systems typically 

suffer from high false positive alerts which happen when the system experiences 

significant changes in its normal operations (changing configuration, using faster 

routers, etc.). The other feature of anomaly detection systems is that they need a pre-

operation phase (training phase) to model the system's normal behavior. The 

performance of anomaly systems depends on how accurate they model the normal 
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behavior. The following paragraphs describe some important anomaly detection 

techniques. 

2.2.2.2.1 Statistical based: 

The statistical methods focus on the statistical process which generates the data. They 

assume that they can find out a specific statistical process which represents the data 

generation process. Based on this assumption they monitor the user or system 

parameters as random variables. Whenever the standard deviation of any observed 

values exceeds the normal value more than a specified threshold an abnormal 

observation will be detected. Different statistical models are applied for Statistical 

based Anomaly Detection [27][28][29]. 

2.2.2.2.2 Distance Based techniques: 

These techniques are based on the fact that normal instances occur near the dense 

neighborhoods, while anomalies are far from the normal data [30]. Based on this 

assumption they will compute the distance of each observation from its neighbors to 

detect the anomaly score. There are several kinds of distances that can be used: 

Euclidean distance, Pearson distance, Mahalanobis distance, Manhattan distance. The 

two most famous distance based techniques are k Nearest Neighbor and Relative 

Density.  

2.2.2.2.3 Machine Learning and Data Mining based: 

Machine learning is another technique that has been used in anomaly detection. 

Unlike the statistical methods the machine learning does not assume any prior 
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knowledge about the data. It is more concerned about designing a system which can 

evolve its behavior according to the empirical data. To do that the machine learning 

techniques generate complex patterns and decision making models according to data 

examples. But since the possible events are too large to be covered by the observed 

datasets, there are always unseen inputs that system should decide about. To solve 

this, the learner generalizes from the observations to act properly in case of new 

inputs and improves its behavior during the learning process. In other words the 

machine learning systems are able to change their response on the basis of newly 

acquired information. 

The machine learning techniques can be categorized according to their learning 

process into three groups: supervised which are trained by the labeled dataset, semi 

supervised which are trained with both labeled and unlabeled datasets, and 

unsupervised which are trained only by unlabeled dataset. In what follows, we discuss 

the main learning techniques. 

Clustering is an unsupervised learning method which groups similar observations in 

the same subsets (clusters) so that the members of each group have the most 

similarity to each other. To do that, for each cluster a representative (centroid) is 

selected. After that, each new observation will be clustered according to its similarity 

or distance to the clusters' centroids. In anomaly detection we have a couple of 

normal clusters and some outliers which are some rare points far from these clusters 

[31][32][33]. The outliers are considered as anomalies.   
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Classification is a supervised learning method which uses labeled data to design a 

classifier (model) in order to classify the new observations. All the classification 

methods have two phases 

• Training: which they learn the classifier according to identified features and 

classes from the labeled (classified) training data.  

• Testing: in which they use the learned classifier to classify novel observed data 

instances. 

Based on the number of classes, there are two major classification algorithms: multi-

class and one-class. In multi-class the algorithm uses multiple classifiers to classify 

the data instances in multiple classes, but in one class it uses only one classifier to 

group the data in one class. In simple anomaly detection the one-class algorithm is 

enough to classify the instances in normal class (they are normal or not normal).  

Markov model is another machine learning approach which has been used to detect 

anomaly [34][35][36]. For each state the transition to the next state will occur with a 

certain transition probability. These transition probabilities are the parameters which 

should be learned in the training phase. In the test phase the sequence of observations 

will be applied to the Markov chain and the probability of that sequence transitions 

defines how normal it is.  

Association rule mining is another unsupervised machine learning technique which 

has been applied extensively to discover interesting relations in large databases. This 

learning will be used to find the events which occur together. According to the 
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original definition by Agrawal et al [39] the association rules will be defined as 

X=>Y which means we expect observing the Y after the observation of X.  

Sliding window is a machine learning technique which will be used for anomaly 

detection on sequential datasets. It is suitable for situations which the order of 

observations is very important for anomaly detector.  By sliding window the 

sequential learning can be converted to the regular learning problem. Forrest at el [6] 

used this technique to model the program’s system call sequence to build the normal 

profile. They applied a fixed size sliding window W to extract the valid sequences for 

each program and in testing phase used this profile to detect the anomalies.  

The ML-IDS (Multiple Level IDS) [1] is another work which have applied multiple 

sliding time windows with different sizes to detect the TCP/IP anomalies. It has 

achieved good experimental results by correlating the alerts of these different sized 

windows. 

2.2.3 Reference Data: 

The Intrusion detection systems are based on comparison with a reference data. They 

will continuously compare the current state of the system or the sniffed network 

traffic with some reference models to detect the suspicious activities. The reference 

data can be the attack scenarios (Misuse detection) or the normal behavior models 

(Anomaly detection). Intrusion detection systems can be divided into three categories 

according to their Reference Data:  Rule Based, Model Based or profiling based. In 

the rule based systems the reference data is stored as a set of rules. The model based 

system stores the reference data as different type of models like statistical models 



35 

 

 

 

[29], Neural Network models [37], Markov models[36], Fuzzy models [38], n-gram 

models [6], etc. 

In the profile based approaches separate models or rule sets are generated for each 

different user, process, network traffic or application and are stored as their profiles.  

2.2.4 Alarm Information: 

Considering an intrusion detection system as a black-box, the output of the system is 

its alarming mechanism.  

After receiving the detection result, the alarm module performs appropriate action 

according to the alarm detail and its response policy. The system can issue the alarms 

in different levels. Tucker et al [40] have categorized the IDSs according to the level 

of detections in five groups: 1-Intrusion Detection, 2-Intrusion Recognition, 3-

Intrusion Identification, 4-Intrusion Confirmation, 5-Intrusion Prosecution.  They are 

ordered according to the amount of the attack detail they expose in their alarm. While 

in  Intrusion Detection level the IDS only recognizes that some suspicious activity 

has happened without giving any more information about it, the Intrusion Prosecution 

systems collect the attack evidences and footprints to identify the originator of 

intrusion for more prosecutions.  

2.2.5 Deployment Environment: 

According to the deployment environment we can divide the Intrusion detection 

systems into two major groups: Wired IDS and Wireless IDS. With increasing 

interest in wireless networks the security issues of these systems become critically 

important for companies and organizations. The most advantage of wireless systems 
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are their flexible topology and mobility. But on the other hand because of their open 

infrastructure the threats against them are increasing. While the security issues in 

wired network can happen in any network layer, the wireless network intrusions 

happen in the data link layer (layer 2) or below.  

2.2.6 Architecture: 

Stand-alone IDS is a single application which is installed on a single host system or 

network appliance. These systems work independently without correlation or 

cooperation with other systems. Most of the Host-based IDSs and old Network IDSs 

were stand-alone systems which run on a host or gateway to detect the intrusions. 

Although these systems are simple and easy to implement, they cannot detect some 

attacks which affect multiple hosts or networks. In addition, by increasing the volume 

of audit data, especially in high speed networks, the required data processing cannot 

be met by a single host. With the increase in cyber-attack sophistication, speed, 

volume and coordination, it is important these IDSs can work together in a 

cooperative manner to process the collected audit information at each IDS site. A 

Distributed Intrusion Detection System (DIDS) can be managed either in a 

centralized way or in a decentralized way. 

A centralized DIDS is composed of multiple distributed audit data collectors (probes) 

and a centralized analyzer. While this approach works well for small networks, but it 

cannot be scaled to large networks.  

A decentralized IDS applies multiple distributed analyzers as well as distributed 

probes to increase the performance. These distributed detection modules will 
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cooperate with each other to detect intrusions. They can be arranged in different 

schemes like hierarchical or distributed agent-based. 

2.3 Anomaly Behavior Analysis  

Our approach for intrusion detection is based on system behavior analysis by 

modeling the system protocol. A network system protocol defines the system’s 

message format and the rules for exchanging those messages (behavior) which are 

specified as protocol specification through protocol RFC.  

Two well-known investigated approaches for protocol behavior modeling are: manual 

specification modeling and automatic protocol reverse engineering. Specification 

based approaches [41] are based on manually developed specifications that capture 

legitimate system behaviors. The specification extraction is done manually by 

protocol experts who have the adequate knowledge to investigate the protocol 

documents in order to extract the protocol’s specification. The extracted specification 

for each protocol is modeled as some finite state machine. The cost of producing 

specification based detectors is very high considering that this process is done 

manually by knowledgeable protocol experts, and should be repeated for each 

protocol revision.  Unlike the specification based detection systems, the automatic 

reverse engineering methods [42][43] apply data mining and machine learning 

techniques to extract the protocol message formats and behavior specifications 

automatically from network traces. Though reverse engineering a protocol is not 

expensive in comparison to manual specification extraction, the reverse engineered 

specifications are not as accurate as the manual extracted specifications specifically in 
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term of message formats.  By applying a hybrid approach we can utilize the 

advantage of each technique to design an accurate detection system. The protocol 

specification extraction involves two main procedures: Message format (syntax) 

extraction and protocol behavior (semantic) extraction. Unlike the automatic reverse 

engineering techniques which assume there is no knowledge available about the 

protocol, we acquire the protocol message format from the protocol’s description 

which is easy to get from RFC documents. The behavior extraction is a cumbersome 

procedure to be manually done, since it needs the investigation of the protocol in 

detail. We utilize the machine learning techniques for behavior extraction.  

2.4 An Overview of DNS Security solutions (1
st
 CaseStudy): 

As it was discussed before the DNS security solutions can be classified into two main 

groups. The first group, which is called preventive approach, tries to redesign or 

extend the protocol in order to prevent attackers to be successful. The DNSSEC [44] 

is the most known work in this category. DNSSEC was designed to protect recursive 

domain names from forged DNS data, such as that created by DNS cache poisoning. 

It is a set of extensions to DNS which provides DNS clients with origin authentication 

and data integrity. The deployment of DNSSEC provides a strong mechanism to 

protect the clients against cache poisoning attacks by signing and authenticating all 

the DNS responses. The DNSSEC needs significant changes in the root and top level 

name servers as well as recursive servers. Currently almost all the Top Level Domain 

(TLD) servers have adopted the DNSSEC, but still there are a lot of authoritative and 

recursive DNS servers which so not support DNSSEC. 
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Dagon et al. [45] in their work proposed the 0x20-bit encoding which uses the case 

sensitive query names to increase the entropy of DNS queries. They use a 

combination of lowercase and uppercase letters to write the query name in the DNS 

queries. 0x20-bit encoding makes the poisoning attacks harder but not impossible. 

DNSCurve [46] is another secure DNS protocol which is recently proposed as an 

alternative to DNSSEC. The basic idea is to define new secure transport layer 

protocol (CurveCP) using elliptic curve cryptography on top of UDP, and then 

transport the DNS queries inside CurveCP. The authors claim that DNSCurve could 

be implemented on the Internet much easier than DNSSEC, but to our best knowledge 

no detailed specification has yet been written. In addition, similar to DNSSEC, the 

DNSCurve needs significant change in domain name structure. 

Predisci et al recently have proposed WSEC [47], a security extension to DNS 

protocol which proposes a solution to brute-force DNS cache poisoning by increasing 

the entropy of DNS queries to the point that cache poisoning become practically 

infeasible. It uses the wildcard domain names [48][49] and TXT record [50] to 

prepend random string to the query name to increase the entropy of DNS queries. 

Although WSEC doesn’t need the support of the root and top level domain name 

servers, it still requires collaboration between administrators of recursive and 

authoritative name servers. The recursive name servers should implement some new 

functionality and authoritative servers must be willing to make simple configuration 

changes in their zone-files. 
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This type of approaches try to address the vulnerabilities of DNS by adding data 

origin authentication, data integrity verification mechanisms or content encryption to 

the protocol, and most of them have been proposed as a solution to the cache 

poisoning attack, while the protocol still remain vulnerable against other types of 

attacks like DNS amplification, DNS tunneling and zero day attacks. The other 

problem with these approaches is that they need the support of both recursive and 

authoritative and/or Top Level Domain name servers which makes them difficult to 

be widely adopted and used. The study, conducted for the Internet security company 

Internet Identity [51], showed that only 38% of federal .gov domains have been 

signed with DNSSEC as of mid-September 2010 nine months after the deadline for 

federal agencies to implement DNS Security Extensions in their Internet domains. 

Even the more backward compatible solutions [45][46][47] have not yet been applied 

extensively, mainly because their cost or due to poor maintenance. 

The second approach is based on Intrusion Detection Systems [52][53][54][55] and 

can be categorized into two subgroups: Direct and indirect behavior analysis of DNS 

operations.  

The first technique uses the DNS traffic anomalies to detect security threats against 

other protocols [52][56][57][58][59]. Since many other Internet services rely on DNS 

protocol, many attackers have misused DNS protocol to target other protocols (e.g., 

worms, SMTP attacks, mail-spams). Hence, some related DNS behavior analysis 

methods attempt to detect these types of attacks by analyzing the DNS traffic in 

correlation with other protocol’s traffic. In [52], normal traffic of DNS protocol is 
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monitored and some statistical thresholds for each protocol parameter are calculated 

during the training phase. Then during the detection phase, values of these parameters 

will be compared with the specified thresholds to detect abnormal traffic (e.g Spam 

backscatter and PTR Scanning).  

The goal of the methods in the second group is to analyze normal and abnormal 

behavior of DNS traffic to detect the threats against the DNS protocol itself 

[53][54][55][60]. Some of these works [53][54][61][62][63] have monitored the DNS 

traffic at different levels of  Domain Name hierarchy during a period of time to study 

the characteristics of normal DNS traffic. These techniques provide some statistical 

results about DNS traffic without any detection approach. There are other methods 

[53][55][60] which have proposed anomaly detection mechanisms for DNS protocol.  

In [53], the paper presents a tracking technique based on a statistical model to locate 

the anomalous name servers by analyzing DNS traffic. Like any other pure statistical-

based anomaly detection method this approach will be influenced by the quality of 

representative DNS traffic. For example considering the time (morning or night, 

workdays or weekends) and the deployment location (home, enterprise, university) 

the traffic nature will change significantly with respect to time and location. 

Consequently, it is difficult to obtain a statistical profile that works accurately for all 

these different scenarios. This context dependency of the DNS traffic can cause a 

high false positive rate in pure statistical-based anomaly detection systems. The 

modeling we introduce in this dissertation splits the DNS traffic into different 
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sessions according to their query name and query source address in order to reduce 

the false positive rate and increase the detection accuracy. 

In [55], the paper describes algorithms used to monitor and detect certain types of 

DNS attacks using Netflow data [64]. Since the DNS is an application layer protocol, 

there is no information about DNS messages in the network flow. As a result, it 

detects DNS attacks by analyzing flow information in lower layers (source and 

destination IPs and Ports, length of packet and so on). It detects the DNS attacks by 

analyzing IP and Transport layers' flow information and, hence, that will impact the 

detection accuracy of the approach. Also, it has separate engines for each DNS attack 

which makes it incapable of detecting new DNS attacks. 

The Antonakakis et al in [60] have recently proposed Anax, a centralized DNS 

monitoring system that detects poisoned records in cache. Anax operation is very 

similar to reputation systems.  It uses the repeated queries to check the integrity of the 

IP address records for the domains of interest. It scans different recursive DNSs to 

detect poisoned cache content. Considering millions of recursive name servers 

worldwide and hundred millions of registered domain names, a centralized approach 

doesn't seem to be a promising idea. In addition Anax is designed specifically to 

detect cache poisoning attacks and is still unable to detect other types of attacks.  

In our approach, we present a more context independent and comprehensive 

technique to analyze the normal and abnormal behavior of DNS traffic. 
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2.5 An Overview of IEEE 802.11 (WiFi) Security solutions (2
nd

 

CaseStudy): 

As it was discussed before, wireless Intrusion Detection Systems can be classified 

based on the reference data and the analysis technique. In addition we can classify 

them according to the type of attacks to be detected. Our approach is based on 

anomaly behavior analysis of the MAC layer frames. 

Based on reference data, we can categorize the WLAN intrusion detection systems 

into three groups: those which just focus on the physical layer data [65][66][67][68], 

those which just use the data link layer data [69][70][71][72], and the ones which 

combine the information from both layers [73].  Most of the physical layer IDS 

systems check the wireless signal specification in order to detect the physical layer 

attacks like jamming [65][68]. The common jamming detection approaches are based 

on signal strength and location consistency[65][74]. Furthermore, there are some 

other works which analyze the physical layer data to detect MAC layer 

attacks[66][67]. For example Sheng et al. used signal strength to detect the MAC 

address spoofing attack [66].  

The MAC layer based systems use the information in the header of the IEEE 802.11 

frames for intrusion detection. There is a lot of information in the IEEE 802.11 

frames which can be utilized. El-Khatib has applied different feature selection 

techniques to select the most efficient feature set from IEEE 802.11 header fields 

[75]. His final feature set includes only 8 features out of 38 possible fields. Some 

other approaches use the available sequence number in IEEE 802.11 header to detect 

the MAC address spoofing [69][70][71]. These methods are based on the fact that 
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even if the MAC address can easily be spoofed, the anomalies observed in the 

sequence numbers of the spoofed frames when compared with the original frames are 

unavoidable by the attackers [76]. Gill et al. proposed a specification based approach 

to model the state machine of the protocol [72]. They implemented the full state 

machine of IEEE 802.11 and then monitored the MAC layer frames transferred 

between each station and access-point pair to generate a state transition model. 

During testing any state transition violation is considered as an abnormal activity. 

Torres et al. [76] combined the sequence number tracking with state machine model 

to develop a more powerful system. In addition, there are some other approaches 

which use the combination of physical and MAC layer information to detect the 

wireless attacks. Fayssal et al. combined the physical and MAC layer information to 

obtain a richer feature set for their wireless IDS [73]. Our approach is based on 

anomaly behavior analysis of the MAC layer data. We use the frame type and subtype 

in IEEE 802.11 header to model the normal IEEE 802.11 behaviors. 

According to the analysis type we can classify wireless intrusion detection systems 

into two main groups: Misuse Detection and Anomaly Detection. Most of the current 

commercial wireless intrusion detection systems, e.g. Snort-Wireless [77], AirMagnet 

[78]  and AirDefence [79] are based on the misuse detection approach. There are also 

some academic works based on misuse detection technique. Since the misuse 

detection techniques are based on predefined attack signatures, they cannot detect 

novel attacks, as known as zero day attacks. In addition, the attack signatures should 

be manually updated whenever a new attack is recognized. The alternative 
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approaches to misuse systems are the ones based on anomaly detection technique. In 

anomaly based approaches, the normal behavior of the network is accurately modeled 

and any significant deviation from the normal model is considered as a suspicious 

activity. Although the anomaly based systems are able to detect zero day attacks, they 

often suffer from false positive alarms since any significant changes in the normal 

traffic might be considered as abnormal operations. In this dissertation, we show how 

our generic anomaly behavior analysis methodology can be applied to build an 

anomaly based intrusion detection system for wireless LAN (IEEE 802.11) with low 

false positive alarms and high detection rates. 

Since there are many different types of IEEE 802.11 attacks which target different 

vulnerabilities in the protocol, it is quite a challenging research task to design a single 

detection engine to detect all types of these attacks. However, there are some methods 

that have been proposed to detect a comprehensive attack set [73]. In general we can 

classify the IEEE 802.11 attacks into four different types: jamming attacks, MAC 

spoofing attacks, attacks which exploit the protocol state machine vulnerabilities, and 

attacks that attempt to break the encryption and steal the shared encryption keys. 

Although the last group of attacks has been hardened after deployment of the IEEE 

802.11i, the protocol is still vulnerable against the first three groups. In this 

dissertation, our wireless intrusion detection system is designed to detect the attacks 

that exploit the protocol state machine vulnerabilities. 
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types of events. � is partitioned into two subsets � and �, which respectively denote 

the Normal and Abnormal events, such that � ∪ � = �. To model  �, we need a 

representation map to represent the events in the event set � for further analysis.  

Thus, the representation map 
 is responsible to map the events in � to their 

representation patterns in �� as � �⇒��. Likewise, the �� and �� respectively 

represent the normal event set �, and abnormal event set �, such as � �⇒��, �
�⇒ ��, and  �� ∪ �� = ��. A detector is defined as a system  = ��,�� with two 

components � and �. � is the anomaly characterization function defined as �: �� →
[0,1] and � is the memory of the system which keeps a normal behavior model 

composed of the extracted normal patterns out of ��. With an output between 0 and 

1, function � specifies the degree of abnormality for a sample event sequence � ∈ �� 

through comparing it with the stored normal model �. The greater the value of �, the 

more abnormality degree for the sample �. The detector  is a binary classifier, which 

classifies a sample � ∈ �� as either normal or abnormal by comparing it with normal 

model �. We can consider  as: 

��� = ����� !�"				 								$�		���,�� > &	 	�� !�"							 �'ℎ) *$�)  

where & specifies the detection threshold. Detection occurs when the detector 

classifies a sample as abnormal, regardless of whether it is really an anomaly or an 

error mistakenly classified as anomaly. The detection errors are defined over a test set 

�+� which is a subset of ��, �+� ⊆ ��. Two types of errors are considered for a 
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detector: false positive and false negative. The false positive happens when a sample 

from normal set � ∈ �� is detected as an abnormal event, which is defined as 

-. = /� ∈ ��|��� = ���� !�"1; the false negative occurs when the detector 

classifies an abnormal sample � ∈ �� as a normal event (undetected anomalies), that 

is -2 = /� ∈ ��|��� = �� !�"1.  
To design a detector  we need to define the following components  

• U: The event set 

• R: The representation map 

• f:   The anomaly characterization function 

• M: The Normal model (memory) 

• & : The detection threshold 

 

3.3 Detector design methodology based on ABA: 

In this section, we will describe a methodology which can be employed to customize 

the described generic Anomaly Behavior Analysis model for a specific protocol. 

In our approach, we partially model the system behavior by statistically modeling the 

n consecutive protocol transitions during a time interval ∆�.  

Based on the formulated problem the following components have to be defined for a 

protocol anomaly behavior detector: 

• U: The event set 

• R: The representation map 
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• M: The Normal model (memory) 

• f:   The anomaly characterization function 

• & : The detection threshold 

 

In what follows, we will describe the methodology that is applicable to different 

protocols for designing the components of an Anomaly Behavior Analysis detector. 

The representation map 
  and anomaly characterization function � are defined based 

on multiset concept. A multiset is a set of objects with a special property, which let it 

have repeated members. Unlike a normal set, in which each member can occur just 

once, in a multiset any member can be repeated more than once. The formal 

definition of a multiset and its operations is as follows: 

 

Definition: A multiset, or bag, is a set of objects in which the member repetition is 

allowed [80]. Formally, given a set S, a multiset is defined as 4�5, 6�, where the 

function 6: 5 → ℤ. counts how often each member � ∈ 5 occurs in 4. We use 4��� as 

shorthand for 6���. We say that � is a member of  4, denoted as � ∈ 4	, if 4��� ≥ 1. A 

multiset is shown by double curly-brackets, for example,  4 = //�9, �911 is a multiset 

over S where 4��9�=2, and 4��� = 0 for all � ∈ 5\/�91. For a finite multiset 4, ‖4‖ 

denotes its cardinality and is defined as ∑ 4���=∈> . If 49 and 4? are two multisets on 

S their intersection is defined as  4 = 49 ∩ 4? where for all � ∈ 5, 4��� =
min	�49���, 4?����. Similarly, their union, is	4 = 49 ∪ 4?, where for all � ∈ 5, 

4��� = maxF49���, 4?���G, and their sum, is 4 = 49⨄	4? where for all � ∈ 5, 
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4��� = 49��� +	4?���. The empty multiset ∅ of 5 is the multiset that ∅��� = 0  for 

all s∈ 5. 

 

A generic architecture of an anomaly behavior detector based on Anomaly Behavior 

Analysis methodology is shown in Figure  3-2. 

 

Figure  3-2 The general architecture of ABA methodology 

 

Our methodology can be summarized in the following steps: 

 

Step1- Generating the event set K: 

The event set � for each protocol is the set of all possible events that can occur 

according to protocol specifications. To specify each event we extract two kinds of 
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features: session-key and transition-type. The session-key feature is used to categorize 

the events under different event-flows called sessions which is denoted as 5L. The 

transition-type feature is used to differentiate between different types of transition 

events within each protocol session. Referring to the general architecture shown in 

Figure  3-2, the two sub modules, Event Capture and Feature Extractor, are 

responsible to extract the required events from protocol traffic.  

 

Step2- Producing the representation map M: 

The representation map 
 for each protocol is used to map the protocol events from U 

to their representation patterns in ��	as � �⇒��. 
 is defined for each protocol based 

on the session-key and transition-type features. 

A session 5L can be represented as a sequence of different events, 5L = [N9, … , NP], 
where N9, … , NP ∈ TYP and TYP is the set of all possible values for the protocol 

transition-type feature. The assumption is that the system does not follow a random 

behavior and there is an implicit state machine which confirms the normal behavior 

of the system. Each protocol event produces a transition event in the protocol. We 

consider any n consecutive protocol transition events in a session 5L during the time 

interval ∆�T = ['T , 'T.9] as an n-transition pattern called n-gram. To generate the n-

gram patterns we slide a window of size n over the sequence of protocol transition 

events that occurred during ∆�T which is denoted as sub-session  5L,∆UV =
WNXY , … , NXZ[. 
The result is a multiset, or a bag, of patterns of size n denoted as: 
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ℙL,∆UV = ]^WNXY , … , NX_[, WNX` , … , NX_aY[, … , WNXZ2b.9, … , NXZ[cd. 
The final representation of � within the time interval  ∆�T , denoted as �∆UV

�⇒e∆UV�  , 

is a multiset defined by union of the pattern multisets of all observed sub-sessions in 

∆�T  as   e∆UV� =	⋃ ℙL,∆UV 	bLg9  where the observed sub-sessions during ∆�T are indexed 

from 1 to n. 

Referring to the general architecture of the system shown in Figure  3-2, the Anomaly 

Behavior Analysis Unit implements the representation map 
 and it consists of three 

sub-modules denoted as Session Generator, Gram Generator and Gram Counter. The 

Session Generator produces the sub-sessions 5L,∆UV by categorizing all the protocol 

events with the same session-key (Key ID). The Gram Generator is responsible to 

extract the n-gram pattern multiset  ℙL,∆UV 	for sub-session 5L,∆UV by sliding a fixed-size 

window with size n over the sub-session. The example shown in Figure  3-2 shows the 

3-gram patterns that are extracted from a protocol session. The Gram Counter sub-

module counts the frequency of each n-gram pattern to store them in the pattern 

mutiset ℙL,∆UV. 

 

Step3- Generating the normal model M: 

To generate the normal behavior model h, we need a normal training set �U which is 

a subset of all possible normal events �U ⊆ � observed during time frame � =
['=+ij+ , 'kbl]. The normal model h is considered as the representation of the training 
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set ℕU� 	 as �U �⇒ℕU�.  To apply the representation map 
 to �U , first the time frame � 

is partitioned to n fixed-sized time intervals ∆�T with size ∆'		as: 

 /∆�T1Tg9P = /∆�T = ['T , 'T.9]	|	'9 = '=+ij+, 'T.9 = 'T +	∆'1,		 where n = o+p_q2+rstus∆+ v 
We apply the described representation map 
 to the training set during each time 

partition ∆�T as  �∆UV
�⇒ℕ∆UV�  in order to achieve the normal representation ℕ∆UV�  

within time partition ∆�T. The final normal model h is achieved from union of 

normal representations of different time partitions as h = ℕU� = ⋃ ℕ∆UV�PTg9 . In fact, 

since this is a multiset union, the final model h includes the maximum observed 

count for each pattern during different time partitions. 

 

Step4- Generating the anomaly characterization function	w: 
During each time interval ∆�T, we formulate the anomaly characterization function 

�: �∆UV� → [0,1]  for each active sub-session 5L,∆UV as complement of the portion of the 

n-gram patterns in the sub-session, ℙL,∆UV, which has been observed during the normal 

behavior training associated with the normal model h. Thus, � is defined as:  

�F5L,∆UV ,hG = 1 − 	 yℙL,∆UV ∩hy	
yℙL,∆UVy  

where ℙL,∆UV is a multiset of the extracted patterns from sub-session 5L,∆UV. We should 

mention that the operations ∩ and ‖	‖ are multiset operations as defined above. 

Referring to Figure  3-2, the anomaly characterization function � is implemented in 

the Detection module. 
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Step5- Tuning the detection threshold τ: 

The detection threshold will be tuned up for the protocol by experimental evaluation 

of different threshold values to find out which threshold achieves the best detection 

results with lowest error. 

 

After finding out all the required components, the final detector can be defined over 

each sub-session 5L,∆UV 	as : 

F5L,∆UVG = ����� !�"				 	$�		�F5L,∆UV ,hG > &	 	�� !�"							 �'ℎ) *$�)  

An alert is issued for each detected abnormal sub-session. 

 

GenerateNormalModel(frames, gramSize){ 

 define normalModel as a MultiSet; 

 sessionSet � Session_Generator(frames); 

 Gram_Generator(sessionSet, gramSize); 

 Gram_Counter(sessionSet); 

 for each session s in sessionSet { 

  normalModel � Union_MultiSet(normalModel, 

                        s.patternMultiSet); 

 } 

 return normalModel; 

} 

 

Detect(frames, gramSize, normalModel){ 

 sessionSet � Session_Generator(frames); 

 Gram_Generator(sessionSet, gramSize); 

 Gram_Counter(sessionSet); 

 for each session s in sessionSet { 

  normalng = MultiSet_Intersection 

             (s.ngramMultiSet, normalModel); 

  normal_Score � Cardinality(normalng)/ 

                         Cardinality(s); 

  a_Score = 1- normal_Score; 
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  if (a_Score > threshold) issue an alert 

                                   for s; 

 } 

} 

 

The pseudo codes for different modules of ABAU (Anomaly Behavior Analysis Unit) 

are as follows: 

 

Session_Generator(frames){ 

 for each Frame f in frames { 

  for each Session s in sessionSet{ 

   if (f.sessionKey == s.sessionKey){ 

     add f to s; 

     break; 

   } 

  } 

  if (f is not added to any session){ 

    generate a new Session s; 

    s.sessionKey � f.sessionKey; 

    add s to sessionSet; 

  } 

 } 

 return sessionSet; 

} 

 

Gram_Generator(sessionSet, gramSize){ 

 for each Session s in sessionSet{ 

  win_start � 0; 

  win_end � gramSize; 

  while (win-end less than the number of 

         frames in s){ 

   ngram � “”; 

   for (i=win_start; i<win_end; i++){ 

    concat type_subtype of the ith frame in s  

                        at the end of ngram; 

   } 

   add ngram to s.ngrams; 

   win_start ++; 

   win_end ++; 

  } 

 } 

} 
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Gram_Counter(sessionSet){ 

 for each Session s in sessionSet{ 

  for each ngram ng in s.ngrams{ 

   if (ng is in s.ngramMultiSet) 

    increase the count of ng in 

             s.ngramMultiSet by one 

   else 

    add ng to s.ngramMultiSet; 

  } 

 } 

} 

 

 

And following is the pseudo codes for the employed multiset operations: 

MultiSet_Union (mS1, mS2){ 

 define mUnionResult as a MultiSet; 

 add all elements of mS1 and mS2  

                to the mUnionResult; 

 for each ngram ng in mUnionResult { 

  mUnionResult.count(ng) � 

    Max(mS1.count(ng), mS1.count(ng)); 

 } 

 return mUnionResult; 

} 

 

MultiSet_Intersection (mS1, mS2){ 

 define mIntersecResult as a MultiSet; 

 for each ngram ng in mS1{ 

  if (ng is in ms2){ 

   add ng to mIntersecResult; 

   mIntersecResult.count(ng)� 

       min(mS1.count(ng), mS1.count(ng)); 

  } 

 } 

 return mIntersecResult; 

} 

 

Cardinality (mS1){ 

 set cardinality to 0; 

 for each ngram ng in mS1{ 

  cardinality � cardinality + 

                mS1.count(ng); 
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 } 

 return cardinality; 

} 
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misused by a wide range of cyber-attacks such as phishing fraud or identity theft. In 

addition there are other services that use Domain Names as their authentication 

mechanism (e.g. Berkeley remote commands (rlogin) or some VOIP systems) and, 

thus, they can also be exploited by using cache poisoning [84].  

DNS servers not only can be shut down by Denial of Service (DoS) and Distributed 

Denial of Service (DDoS) attacks but also may be used by cyber attackers to 

participate in DDoS attacks against the other internet services. This kind of attack 

which is similar to smurf attack [85] is referred to as DNS amplification attack [86].  

In general, two techniques have been investigated to address the DNS security 

problems: Preventive approach and Intrusion Detection approach. The preventive 

approach is based on adding security mechanisms to the protocol in order to prevent 

the attacks or make it harder for the attacker to penetrate into the system. A good 

example for this approach is DNSSEC [87] in which the DNS protocol is redesigned 

from scratch with security considerations. There are other preventive solutions which 

keep the backward compatibility by adding security features to the current DNS 

protocol (e.g. DNSCurve [46], 0x20-bit encoding [45], WSEC DNS [44]). The 

second approach is based on Intrusion Detection System [52][53][54] which monitors 

the DNS traffic to detect cyber-attacks against the DNS protocol. 

The problem with the first approach is that it will be extremely difficult to be adopted 

and used due to the incompatibility with the current DNS protocol that is used to 

implement key Internet naming services. The migration to secure protocols clearly 

can be trusted as a long term strategy, but meanwhile other interim measures should 
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be provided to protect the network infrastructure.  In addition even though most of the 

preventive systems harden the cache poisoning attack, other security issues like 

amplification attacks, tunneling and other zero day attacks are still possible to happen. 

A recent work by Herzberg et al [88] shows that WSEC DNS [44] and 0x20-bit 

encoding [45] are still vulnerable to cache poisoning. Considering these limitations, 

the DNS intrusion detection approach is still an alternative solution for securing the 

DNS protocol. 

In this chapter, as the first case-study, we design an Intrusion Detection System (IDS) 

for DNS protocol based on customization of our Anomaly Behavior Analysis (ABA) 

model through the developed methodology. 

4.2 Analysis of the DNS protocol Behavior 

In anomaly behavior analysis, it is necessary to review and analyze the characteristic 

of DNS traffic in order to find appropriate detection techniques. The DNS protocol 

can be viewed as a distributed system of hierarchically organized servers, and is 

based on query/response mechanism. 

The global Domain Name System is divided into different segments, known as DNS 

zones. Each zone has one or more Authoritative NameServers which are responsible 

for that zone. The information about the Domain Names in each zone is stored in its 

Authoritative NameServer as some formatted data records, called Resource Record 

(RR). If we consider DNS mechanism as a Client/Server application, each client has a 

small built-in library, known as Resolver, which is responsible to send queries to the 
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NameServers and receive the related responses for each query. A resolver can only 

send queries to a Recursive NameServer.  

The Recursive NameServers offer an extra recursive service which enables them to 

iteratively search the Internet to resolve the names which they are not authoritative 

for. They often use a caching mechanism to cache the resource records for the 

recently resolved domain names. It helps them to resolve repetitive domain names 

efficiently.  

 

 

Figure  4-1- A sample Domain Name resolution   

 

Figure  4-1 shows an example on how a sample domain name is resolved in the DNS 

protocol. First the application program asks the resolver about a domain name (e.g. 

ece.arizona.edu) which forwards this request to the recursive name server. When a 

host queries a recursive server this recursive server iteratively searches the internet to 

find the answer and responds to the host by the final address or an appropriate error 
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or Response has a TYPE field which specifies its type. The TYPE field can have 70 

different values which some of them are obsolete and some are used in special cases. 

The most common TYPE values are defined in Table  4-1. 

 

 

Table  4-1- MOST COMMON VALUES FOR TYPE 

Type Description 

A A 32-bit IPv4 address, most commonly used to map 

hostname to the  IP address of the host 

AAAA A 128-bit IPv6 address, most commonly used to map 

hostname to the IP address of the host 

NS Specifies the authoritative name servers for the 

related zone. 

CNAME Alias of one name to another canonical name. The 

DNS lookup will continue by retrying the lookup 

with the new canonical name 

MX Maps a domain name to a list of message exchange 

agents for that domain 

SOA Specifies authoritative information about a DNS 

zone, including the primary name server, the email of 

the domain administrator, the domain serial number, 

and several timers relating to refreshing the zone. 

TXT Originally for arbitrary human-readable text in a 

DNS record 

PTR  [89][89] Pointer to a canonical name. Unlike a CNAME, in 

PTR DNS processing does not proceed, just the name 

is returned. The most common use is for 

implementing reverse DNS lookups, 

 

The DNS protocol uses a simple mechanism to find which response is related to 

which query. It checks the originality of a DNS response using the QNAME field, 

destination and source port numbers and DNS transaction ID. This simple matching 

mechanism, as will be explained later, is the Achilles' heel of DNS which has been 

misused by DNS attackers. 
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Although the DNS resolvers and servers do not keep the current state of the protocol, 

we can assume a logical state machine for Domain Name Systems. It means that, the 

next step in DNS protocol depends on the type of the current queried server (e.g. 

recursive, root, TLD or authoritative) as well as the type of the current received 

response. For example, assume the scenario in which a recursive NameServer has 

queried a root NameServer for an Address, Q(A), and it has been replied with a 

response of the type of NameServer, R(NS). With this as the current state, the next 

step is to ask the related TLD server with a query of the type of Address, Q(A). But, 

in another scenario that an authoritative NameServer has been queried for an address 

(e.g. Q(A)), and has responded with the type of address, (e.g. R(A)), the name 

resolution process is completed, and consequently, there will be no next step. It is 

clear from these two scenarios that the next step in the protocol depends on the last 

query and response messages (Q(TYP) and R(TYP)). 
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Figure  4-3- A sample DNS protocol state diagram 

 

 

Figure  4-3 shows a sample logical state diagram extracted from the DNS protocol. 

The transition conditions of the protocol are different types of queries and responses 

(Q(TYP) and R(TYP)), where TYP indicates the type of query or response as shown 

in Table  4-1. Even though this state diagram seems not to be so complicated, 

considering that there are many different possible values for TYP, it is a cumbersome 

work to specify the specific TYP values for each state transition. Thus, considering 

the fact that DNS traffic is inherently sequential, in our developed approach, we 

customize our ABA methodology to generate an anomaly based IDS for DNS based 

on n-gram analysis. The n-gram analysis is a sequential behavior analysis method, 
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which has been applied to many problems ranging from natural language processing 

to system call analysis. In this dissertation, we show how it can be utilized to perform 

the DNS anomalous behavior analysis. It is based on the assumption that the cause of 

anomaly can be localized to shorter subsequences within the actual sequence [90]. In 

our ABA model we use sliding window with fixed size n to extract n-length 

subsequences, known as n-grams, from the actual sequence. Since most of the DNS 

attacks generate anomalous protocol transitions, the use of n-gram behavior analysis 

can then be used to detect accurately the DNS attacks as will be shown in the 

experimental analysis and evaluation of our approach. 

In addition, the DNS protocol uses a simple method to check the originality of the 

responses. Therefore some DNS threats, like cache poisoning, attempt to break this 

simple ID-matching mechanism by brute-force attacks, which generates excessive 

repetition of protocol transitions. By analyzing the frequencies of the transition 

sequences, one can detect this type of attacks. To account of this fact, since our ABA 

methodology is based on multisets, it models the frequency of n-gram patterns for 

each DNS session. 

The main contribution applying ABA to DNS protocol is that it introduces a 

comprehensive anomaly behavioral analysis and detection system which can detect 

different types of DNS threats. Unlike most of the previous works which have only 

focused on cache poisoning attacks [45][46][60], our approach is applicable to detect 

most of the current DNS threats and has the potential to detect zero day attacks. 

Moreover, in contrary to the presented work in ref [55] which has separate engines 
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for each DNS attack type, in our approach one behavioral analysis unit will be used to 

detect all types of DNS attacks which increases its scalability.  

Furthermore, unlike the aforementioned preventive approaches which need the 

support from different parts of the DNS (e.g. root, TLD, authoritative and/or recursive 

servers), our approach does not require such a support. Since it works as a monitoring 

system which can be deployed separately from Domain Name Servers, it doesn’t 

introduce any overhead to the protected name server. 

 

4.3 DNS Anomaly Behavior Detector Implementation 

As discussed before, we need to customize required components of ABA according to 

the 5 specified steps in section 3.3. Figure  4-4 shows the ABA architecture for the 

DNS protocol.  
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Figure  4-4- Architecture of the customized Anomaly Behavior Analysis for DNS 

 

Our approach is composed of two different phases: Training phase (learning the 

normal model), and testing phase (detecting the intrusions). In Figure  4-4 the training 

phase is indicated by blue arrows and the testing phase is shown by green arrows. 

During the training phase, state transitions are represented as a multiset of n-gram 

patterns (ℕU�), and their statistical properties are captured in the corresponding normal 

behavior model (h). To increase the system efficiency we store the normal model h 

as a counting bloom filter [91][92][93].  

During the testing phase, the frequency of any N consecutive transitions of the 

protocol in each session 5L is computed as a multiset of n-gram patterns ℙL,∆UV 	during 

the observation window Δ�T. The frequency of the n-gram patterns in ℙL,∆UV 	are 

compared with the frequency of the normal transitions that are stored in the normal 

behavior model h. The difference between these two values specifies the anomaly 

degree for each subsession 5L,∆UV.  
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In what follows we describe how we implement each step of the ABA methodology 

when applied to DNS protocol. 

4.3.1 Generating the event set K (Step1): 

The event set � is generated by the two following modules, Packet Capture and DNS 

Feature Extractor. The generated events are stored in a database called DNS Message 

DB. 

• Packet Capture: This module is a packet sniffer application used to monitor the 

designated DNS server traffic to collect the DNS messages. The captured DNS 

messages are delivered to the Feature Extractor module for further processing. 

• DNS Feature Extractor: This module is used to extract the intended features out 

of sniffed DNS traffic in order to generate the event set �. As it is described in the 

design, each event in � will be characterized by a session-key and a message-type. 

Figure  4-5 demonstrates how these two features are extracted out of the DNS 

message format. Since the whole name resolution process happens around the same 

domain name, the queried domain name is considered as the session-key. In addition, 

as discussed before, the DNS protocol is a query response protocol. Thus, to extract 

the message-type feature, we first pair each query with its corresponding response 

and pick the pair of query type and response type as the message-type. 
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Figure  4-5- DNS Feature Extraction Process 

 

4.3.2 Producing the representation map M (Step2): 

The representation map R is implemented by the Behavior Analysis Unit (BAU). 

BAU is responsible to produce the patterns and their statistical information out of the 

extracted events from event set �. 

 

Figure  4-6- DNS Behavior Analysis Unit (DNS-BAU) 
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The DNS Session Generator first splits the traffic into different DNS sessions denoted 

as  5L, the Gram Generator module is responsible to analyze DNS traffic in each 

session 5L during time interval Δ�T and represent it as a multiset of n-gram patterns, 

ℙL,∆UV 	, and the Gram Counter counts the frequency of each unique n-gram in ℙL,∆UV. 

BAU is discussed in more details in the following paragraphs. It is composed of the 

following modules: 

• Session Generator: 

The sequence of messages served by a DNS server is the result of the overlap of a 

large number of independent name resolution sessions. The Session Generator 

separates these sessions according to the queried name (QNAME) and the resolver IP 

address to achieve accurate behavioral analysis of DNS traffic. The resolver is the 

system which asks the DNS to resolve a domain name by sending a query to the DNS 

server. The session generation process is composed of two main steps. In the first 

step, the DNS messages are divided into several parts to separate traffic streams 

according to their QNAME. In the second step, for each stream the resolver IP 

addresses are specified. Then, any DNS message with non-resolver IP addresses (e.g 

top-level or Authoritative DNS servers) that has been transferred during the interval 

between query submission and receiving its response by a resolver is categorized as a 

session between that resolver and the DNS server. After generating the sessions for 

resolvers, any remained message is considered as a separate session. The session 

generation is indicated by an example in Fig. 7. The Res1 and Res2 are the resolvers 
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and S1, S2, S3 and S4 are TLD and Authoritative servers that are assumed as non-

resolver IP addresses. All the messages in the Figure  4-7 have the same query name. 

All the DNS messages between query 1 and response 9, which are delivered among 

DNS1 and non-resolver IP addresses, are categorized in Session1. The messages 4 

and 10 are considered as Session2, and the remaining messages (11 and 12) are 

categorized in Session3. It has to be considered that message 4 is between query 1 

and response 9, but since it is submitted from a resolver (Res2), it is not included in 

Session1. 

 

Figure  4-7- DNS Session Generator 

 

• Gram Generator 

The Gram Generator generates n-gram patterns out of the DNS messages in each 

session. In each DNS session a response is paired with its corresponding query with 

respect to its ID, port and IP addresses. We consider each Query-Response pair as a 

�{, 
� keyword as shown below: 
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�{, 
�|	�}~ × �}~ 

�}~ = /�, �5, 5��, �����, ~�
,��,… 1 ∪ /∅1 
 

The TYP specifies the type of the query or response (see Table  4-1). In the case of 

multiple response records (ANSWER, AUTHORITY or ADDITIONAL) it picks the 

type of the first record as the response type. 

The Gram Generator generates separate n-grams of these �{, 
� pairs in each DNS 

session 5L during time interval Δ�T, starting from the first DNS message of that 

session. Each �{, 
� picks the time of its Query as its timestamp, but in case of null 

query Q = ∅ it takes the Response time as its time stamp.  

In the case of two separate responses R1 and R2 are matched for the same query, the 

first response R1 will be paired with that query as �{, 
1� and the second one will be 

paired with the null query as �∅, 
2�. 
The gram generator chronologically sorts these �{, 
� keywords according to their 

timestamp during a given time interval Δ�T. Then it slides the window one step at a 

time to extract the next n-grams as multiset ℙL,∆UV. This process is shown for 3-grams 

in Figure  4-12 and Figure  4-13. The multiset of n-gram patterns,	ℙL,∆UV, is the output 

of the Gram Generator Module to Gram Counter Module. 

• Gram Counter  

The Gram Counter Module counts the frequency of each unique n-gram in the 

multiset ℙL,∆UV. 
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4.3.3 Generating the normal model M (Step3): 

The normal behavior model is generated during the training phase indicated by blue 

arrows in Figure  4-4. During the training interval T, a subset of normal behavior 

events known as training data set �U ⊆ � are fed to the system and the multiset of 

represented normal n-gram patterns ℕU� is stored as the protocol normal behavior 

model h. Thus, the normal behavior model h contains the observed n-gram patterns 

during training phase as well as their maximum observation frequencies in a session. 

To decrease the response time of the behavior analysis unit, a highly efficient 

Counting Bloom Filter [92] has been used instead of regular databases. Bloom Filter 

[91] is an efficient one way binary storage structure. It  is composed of a bit array of 

m bits, and  k different hash functions, each of which maps or hashes some set 

element to one of the m array positions with a uniform random distribution. To store 

an element, it should be fed to each of the k hash functions to get k array positions. 

Then the bits at all these k positions are set to 1. To check the existence of an element 

in the filter, the element is hashed with each of the hash functions to get the k array 

positions. If any of these k positions was not set in the array, it results that element is 

not stored in the filter.  The Counting Bloom filter [92] is a special version of bloom 

filter which extends the array positions from being a single bit, to an n-bit counter. 

Instead of setting the bit in a specific position it increments the value of the counter at 

that position and to retrieve the count of an element it will return the maximum value 

between the relevant counters. A Bloom filter may yield a false positive. The value of 

false positives decreases as m (the number of bits in the array) increases, and 
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increases as n (the number of inserted elements) increases. The following equation 

gives the false positive probability resulted by bloom filter of size m when inserting n 

elements. 

� ≈ 0.6185�/b 

To find the efficient size of the filter we need to know the maximum number of 

elements which are inserted into the filter. Figure  4-8 indicates the number of distinct 

n-grams in the normal dataset when the total number of patterns increases. As the 

number of n-gram patterns increases, so the number of unique sequences in the 

normal database increases. Initially, the growth is very rapid, but then tapers off, in 

particular after 500000 patterns. It shows that in 9-gram, only 1% of the n-grams are 

unique (7000 out of 700000). 

Considering the 7000 distinct n-grams, using 250KB memory for an 8-bit counting 

bloom filter, the filter false positive is 3.5 × 102� which is practically insignificant. 

Hence we don't need a large counting bloom filter to store the unique n-grams 

required for DNS behavior analysis. 
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in this step the attacker sends a DNS query to the Victim’s NameServer.

in these steps the normal iterative name resolution b

while the NS is performing the normal iterative name resolution process, 

the attacker starts flooding the victim with forged DNS responses that are spoofed 

gram patterns associated with cache 

poisoning deviates from the normal DNS patterns. We picked the cache

known DNS attacks. The following steps describe a sample 

[83]. 

 

Cache Poisoning Attack 

in this step the attacker sends a DNS query to the Victim’s NameServer.

in these steps the normal iterative name resolution b

while the NS is performing the normal iterative name resolution process, 

the attacker starts flooding the victim with forged DNS responses that are spoofed 

gram patterns associated with cache 

poisoning deviates from the normal DNS patterns. We picked the cache-poisoning 

eps describe a sample 

in this step the attacker sends a DNS query to the Victim’s NameServer.

in these steps the normal iterative name resolution by the Victim 

while the NS is performing the normal iterative name resolution process, 

the attacker starts flooding the victim with forged DNS responses that are spoofed 
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IDs and ports. If any of the flooded messages hits the correct ID and port before the 

original response (step 7), the Victim NS will cache it. Hence, the cache is poisoned. 

Step 8— in this step the victim NS sends the forged response back to the bad guy 

which is not important. 

 

For this attack scenario, we will generate the patterns for the normal and attacked 

DNS session to show how our approach can detect the anomaly triggered by the DNS 

attack. The (1-2a-3-4-5-6-7-8) is the normal sequence of transitions and (1-2a-2b-3-4-

5-6-7-8) is the sequence of transitions during abnormal behavior. Table  4-2 shows the 

sequence of transitions for normal session considering the transition steps shown in 

Figure  4-11. 

 
Table  4-2-Normal session 

Q  Step 1a 2 4 6 

R  Step 8 3 5 7 

Q Type A A A A 

R Type A NS NS A 

Extracted 

keyword 
(A,A) (A,NS) (A,NS) (A,A) 

 

Table  4-3 shows the sequence patterns for abnormal flow. 



 

 

 

 

Q  Step

R  Step

Q Type

R Type

Extracted 

keyword

As we can see the normal session should be:

5b�j�iL =
but when the cache poisoning 

5i�b�j�iL
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Figure  4-13

cache poisoning attack scenario.

Table  4-5

13 shows the 3

poisoning attack scenario.

5 shows the generated 3
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grams from the abnormal patterns. 
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Table  4-5- Abnormal 3-Grams Counts 

3-gram count ��, �� 2 ��, ���∅, �� 1 ��, ���∅, ����, �5� 1 �∅, ����, �5��∅, �� 2 ��, �5��∅, ��, ��, �5� 1 ��, �5��∅, ��, ��, �� 1 �∅, ��, ��, �� 1 

 

Comparing Table  4-4 and Table  4-5, seven abnormal 3-grams can be used to detect 

cache poisoning attack. Figure  4-12 and Figure  4-13 show how we can apply the 

representation map R with window size 3 to each session. By applying the 

representation map R to the normal session 5b�j�iL  and the abnormal session 

5i�b�j�iL	, we can extract the representation patterns as the following two multisets: 

ℙb�j�iL = /[��, ��, 2], [��, ����, �5�, 1], [��, ����, �5���,�5�, 1],	
[��, �5���, �5���, ��, 1], [��, �5���, ��, 1]1  

 

ℙi�b�j�iL = /[��, ��, 2], [��, ���∅, ��, 1], [��, ���∅, ����, �5�, 1], 
[�∅, ����, �5��∅, ��, 2], [��, �5��∅, ����, �5�, 1], [��, �5��∅, ����, ��, 1], 
[�∅, ����, ��, 1]1 

 

The ℙb�j�iL is the representation of the normal session, so ℙb�j�iL ⊂ ��, and 

ℙi�b�j�iL is the representation of the abnormal session, so ℙi�b�j�iL ⊂ ��.  

To simplify our scenario, we consider the ℙb�j�iL as the normal model h. 

According to the anomaly characterization function: 
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��5i�b�j�iL ,h� = 1 −	‖ℙi�b�j�iL ∩ ℙb�j�iL	‖‖ℙi�b�j�iL‖  

The ℙi�b�j�iL ∩h = ℙi�b�j�iL ∩ ℙb�j�iL = /[��, ��, 2]1, so ‖ℙi�b�j�iL ∩
ℙb�j�iL‖ = 2 and ‖ℙi�b�j�iL‖ = 9 . Thus, the value of the anomaly 

characterization function for the abnormal session is ��5i�b�j�iL ,h� = 1 − ?
� =

0.78. Thus, the �=��jk�>t�_�u�t�� = ��5i�b�j�iL ,h� × 100 = 78. If we consider the 

anomaly threshold less than 78 we can detect the attack in this example scenario. 

The above example was a simple scenario which shows how the extracted n-grams 

from regular cache poisoning traffic deviates from the normal n-grams. 

Table  4-6 shows the sample generated transition sequences for other attacks. These 

sequences are generated according to different attack scenarios [83][86][94][95][96].  

Comparing Table  4-6 with Table  4-2 we can see how these attack scenarios deviate 

significantly from normal behavior. The transition sequences of Table 9 can be fed to 

DNS Gram Generator module to generate the related n-grams as in the previous 

example. 

 

 
Table  4-6- Abnormal pattern for different types of attacks 

Attack Extracted keyword 

Tunneling[96]  ��, �5�����, ��������, ����… ����, ���� 
Amplification[86][94]  

��5, �5���5,�5���5,�5�… ��5,�5�	����, ��������, ����… ����, ����	��, ����, ��… ��, ����, ��	
Dan Kaminsky[83]  ��, ����, �5���,�5�… ��, �5���,�5�	
Advanced Cache poisoning 

(CNAME Chaining)[95]  
��, ������… ��, ��������, ����, ��… ��, ��	
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Although Table  4-6 and Table  4-2 show the difference between the normal and attack 

patterns, in real DNS traffic these patterns may change. In Chapter 6, we will evaluate 

our approach and its efficiency to detect a wide range of real DNS attacks. 



 

 

 

5.1

  AN5

5.1 Introduction

Recent advances in wireless technolog

communication 

of wireless networks versus wired 

deployment and maintenance cost, especially

the exponential growth in the deployment of Wireless Local Area Networks 

(WLAN), the security issue of these networks has become a major concern for both 

users and providers. 

The first wireless LAN standard, IEEE 

then, different revisions have been conducte

Although most of the revisions have focused on the performance, the IEEE 802.11i

[99] standard was dedicated to security amendmen

which is known as Wi

substitute the previous weak security specification, Wired Equivalent Protocol 

(WEP). Although the name of 

secure as the wired connection, it has been shown to have numerous flaws and 

security issues. The major improvement of IEEE802.11i was on privacy and 

confidentiality. Despite it has provided good mechanisms to improve privacy and 

confidentiality, it still does not provide enough protection for availability and 

ANOMALY BEHAVIOR ANALYS

Introduction 

Recent advances in wireless technolog

communication medium

of wireless networks versus wired 

deployment and maintenance cost, especially

the exponential growth in the deployment of Wireless Local Area Networks 

(WLAN), the security issue of these networks has become a major concern for both 

users and providers.  

The first wireless LAN standard, IEEE 

then, different revisions have been conducte

Although most of the revisions have focused on the performance, the IEEE 802.11i

standard was dedicated to security amendmen

which is known as Wi

substitute the previous weak security specification, Wired Equivalent Protocol 

(WEP). Although the name of 

secure as the wired connection, it has been shown to have numerous flaws and 

security issues. The major improvement of IEEE802.11i was on privacy and 

confidentiality. Despite it has provided good mechanisms to improve privacy and 

entiality, it still does not provide enough protection for availability and 

MALY BEHAVIOR ANALYS

(WIRELESS LAN

Recent advances in wireless technolog

medium, both in home and enterprise networks. The main advantages 

of wireless networks versus wired 

deployment and maintenance cost, especially

the exponential growth in the deployment of Wireless Local Area Networks 

(WLAN), the security issue of these networks has become a major concern for both 

 

The first wireless LAN standard, IEEE 

then, different revisions have been conducte

Although most of the revisions have focused on the performance, the IEEE 802.11i

standard was dedicated to security amendmen

which is known as Wi-Fi Protection Access (WPA), was offered in July 2004, to 

substitute the previous weak security specification, Wired Equivalent Protocol 

(WEP). Although the name of Wired 

secure as the wired connection, it has been shown to have numerous flaws and 

security issues. The major improvement of IEEE802.11i was on privacy and 

confidentiality. Despite it has provided good mechanisms to improve privacy and 

entiality, it still does not provide enough protection for availability and 

MALY BEHAVIOR ANALYS

WIRELESS LAN

Recent advances in wireless technology have made 

, both in home and enterprise networks. The main advantages 

of wireless networks versus wired ones are their mobility, flexibility and inexpensive 

deployment and maintenance cost, especially

the exponential growth in the deployment of Wireless Local Area Networks 

(WLAN), the security issue of these networks has become a major concern for both 

The first wireless LAN standard, IEEE 802.11, has been ratified in 1997

then, different revisions have been conducte

Although most of the revisions have focused on the performance, the IEEE 802.11i

standard was dedicated to security amendmen

Fi Protection Access (WPA), was offered in July 2004, to 

substitute the previous weak security specification, Wired Equivalent Protocol 

Wired Equivalent Protocol (WEP) im

secure as the wired connection, it has been shown to have numerous flaws and 

security issues. The major improvement of IEEE802.11i was on privacy and 

confidentiality. Despite it has provided good mechanisms to improve privacy and 

entiality, it still does not provide enough protection for availability and 

MALY BEHAVIOR ANALYSIS OF THE

WIRELESS LAN) PROTOCOL

y have made the wireless 

, both in home and enterprise networks. The main advantages 

are their mobility, flexibility and inexpensive 

deployment and maintenance cost, especially in places that wiring is difficult. With 

the exponential growth in the deployment of Wireless Local Area Networks 

(WLAN), the security issue of these networks has become a major concern for both 

802.11, has been ratified in 1997

then, different revisions have been conducted to improve the base standard

Although most of the revisions have focused on the performance, the IEEE 802.11i

standard was dedicated to security amendments. The first draft of IEEE 802.11i, 

Fi Protection Access (WPA), was offered in July 2004, to 

substitute the previous weak security specification, Wired Equivalent Protocol 

Equivalent Protocol (WEP) im

secure as the wired connection, it has been shown to have numerous flaws and 

security issues. The major improvement of IEEE802.11i was on privacy and 

confidentiality. Despite it has provided good mechanisms to improve privacy and 

entiality, it still does not provide enough protection for availability and 

IS OF THE IEEE 802.11 

) PROTOCOL 

the wireless the most widely used 

, both in home and enterprise networks. The main advantages 

are their mobility, flexibility and inexpensive 

in places that wiring is difficult. With 

the exponential growth in the deployment of Wireless Local Area Networks 

(WLAN), the security issue of these networks has become a major concern for both 

802.11, has been ratified in 1997

d to improve the base standard

Although most of the revisions have focused on the performance, the IEEE 802.11i

ts. The first draft of IEEE 802.11i, 

Fi Protection Access (WPA), was offered in July 2004, to 

substitute the previous weak security specification, Wired Equivalent Protocol 

Equivalent Protocol (WEP) im

secure as the wired connection, it has been shown to have numerous flaws and 

security issues. The major improvement of IEEE802.11i was on privacy and 

confidentiality. Despite it has provided good mechanisms to improve privacy and 

entiality, it still does not provide enough protection for availability and 

IEEE 802.11 

the most widely used 

, both in home and enterprise networks. The main advantages 

are their mobility, flexibility and inexpensive 

in places that wiring is difficult. With 

the exponential growth in the deployment of Wireless Local Area Networks 

(WLAN), the security issue of these networks has become a major concern for both 

802.11, has been ratified in 1997 [97]. Since 

d to improve the base standard 

Although most of the revisions have focused on the performance, the IEEE 802.11i

ts. The first draft of IEEE 802.11i, 

Fi Protection Access (WPA), was offered in July 2004, to 

substitute the previous weak security specification, Wired Equivalent Protocol 

Equivalent Protocol (WEP) implies that it is as 

secure as the wired connection, it has been shown to have numerous flaws and 

security issues. The major improvement of IEEE802.11i was on privacy and 

confidentiality. Despite it has provided good mechanisms to improve privacy and 

entiality, it still does not provide enough protection for availability and 

86 

IEEE 802.11 

the most widely used 

, both in home and enterprise networks. The main advantages 

are their mobility, flexibility and inexpensive 

in places that wiring is difficult. With 

the exponential growth in the deployment of Wireless Local Area Networks 

(WLAN), the security issue of these networks has become a major concern for both 

. Since 

 [98]. 

Although most of the revisions have focused on the performance, the IEEE 802.11i 

ts. The first draft of IEEE 802.11i, 

Fi Protection Access (WPA), was offered in July 2004, to 

substitute the previous weak security specification, Wired Equivalent Protocol 

plies that it is as 

secure as the wired connection, it has been shown to have numerous flaws and 

security issues. The major improvement of IEEE802.11i was on privacy and 

confidentiality. Despite it has provided good mechanisms to improve privacy and 

entiality, it still does not provide enough protection for availability and 



87 

 

 

 

integrity (e.g. denial of service, session hijacking and MAC address spoofing attacks) 

[100].  

The main reasons of these vulnerabilities are: 1) Unprotected frames in IEEE 802.11 

protocol such as: management and control frames. Some attacks use these 

unprotected frames to break the normal operations of the protocol, which results in 

Denial of Service attacks; and 2) Almost all Wireless Adaptors let the user change its 

MAC addresses which threaten the integrity of the network. 

The failure of current wireless protocols to address these vulnerabilities makes 

intrusion detection for wireless networks extremely important. The Intrusion 

Detection Systems (IDSs) can provide more secure networks by monitoring the 

behavior of the protocol to detect any anomalous events triggered by wireless attacks.  

Although different intrusion detection systems are available for wired networks, they 

cannot be applied directly to wireless networks. While the intrusion detection systems 

in wired networks are working on different network layers, in wireless networks, we 

cannot easily access the content of the top layers which are often encrypted. 

Therefore unlike the wired networks, most of the wireless intrusion detection systems 

operate at the bottom two layers (Physical and Data Link).  

We can categorize the available Wireless Intrusion Detection Systems (WIDS) 

according to the reference data or the analysis techniques. According to the reference 

data we can group the Wireless IDSs into three groups: those which just focus on the 

physical layer data [65][66][101], those which only use the data link layer (MAC 
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layer) data [69][102] or the ones which combine the information from both layers 

[73].  

According to the analysis technique, IDSs are classified into two categories: Misuse 

Detection and Anomaly Detection [104].  

In this section, we present a Wireless LAN (IEEE 802.11) Intrusion detection system 

based on our ABA methodology to analyze the MAC layer frames and detect any 

type of attacks against IEEE 802.11 with high detection rate and low false alarms. 

The IDS focuses on detecting malicious management and control frames that threaten 

the availability and integrity of the wireless network.  

5.2 IEEE 802.11 Behavior Analysis: 

Because we are going to apply the ABA methodology for the IEEE 802.11 protocol, 

the general behavior of the protocol is described in this section. IEEE 802.11 is a 

standard protocol for Wireless Local Area Networks which has been ratified in 1997 

[97]. The protocol has had several amendments during its lifetime in order to address 

performance and security issues.  Since the IEEE 802.11 is a complicated protocol, 

here we just go through the related parts in order to clarify our approach. 

According to a 2-bit type field in the protocol header, the frames in IEEE 802.11 are 

grouped into three different types: Management, Control and Data. Figure  5-1 depicts 

the frame header format for IEEE 802.11 protocol. The two-bit Type field specifies 

the type of the frame (Management, Control, and Data). Each frame group is 

composed of several different frames which are specified by a 4-bit subtype field.  
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Figure  5-1- 802.11 frame format 

 

The data frames encapsulate the data from the top layer protocol in the payload of 

their frames. The control frames control the access to the wireless medium. They also 

provide MAC-layer reliability functions. Both data frames and control frames 

cooperate to deliver the data reliably from one station to another. They work in 

conjunction to provide area clearing operations, channel acquisition and carrier-

sensing maintenance functions and positive acknowledgment of the received data. 

Management frames are used to deliver some required primitive supervisory services 

like Authentication or Association. They are used to join or leave wireless networks 

and move associations from one access point to another access point. Unlike the 

wired networks in which the workstation can be physically authenticated and 

associated by just plugging it into a switch, in wireless network these services are 

provided virtually by using a sequence of management frames. There is a state 

machine that is followed by protocol to provide these services. This state machine is 

shown in Figure  5-2. 
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Even though the IEEE 802.11i encrypts the payload of data frames to provide more 

privacy and confidentiality, the management and control frames are still unprotected, 

and consequently, they can be easily forged by attackers. There are numerous Denial 

of Service (DoS) attacks which use this vulnerability to disturb the protocol 

availability. In most of these attacks the attacker tries to disturb the normal behavior 

of the protocol by breaking the aforementioned state machine [74] [74]; not following 

the rules governed by the state machine.  

Gill et al have proposed a specification based approach which tracks the protocol 

state machine in order to detect intrusions [72]. They implement the full state 

machine of IEEE 802.11 as an embedded engine into their system that monitors the 

MAC layer frames to track the state transition per each Station and AccessPoint pair. 

They consider any state transition violation as a potential intrusion. To follow the 

state transition model the system needs to keep the current state for each connected 

Station to an AccessPoint until it disconnects. Consequently, the resource 

consumption of the system increases significantly with the number of connected 

stations. The excessive resource consumption can be exploited by attackers who 

might launch a DoS attacks against the IDS itself. This can be carried out when the 

attacker opens a lot of new connections in a short period of time without terminating 

them. In addition, as they have mentioned in [76], their system detects positive shifts 

in the case of frame loss, which increases the false positive rate. They have defined 

some thresholds to decrease the effect of frame loss issue. 
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In ABA approach, instead of defining an explicit state machine from the protocol 

specification, we partially model the protocol state transitions using n-gram patterns 

which are extracted during online protocol behavior analysis. Since we observe the 

protocol behavior in a specific time window, we just validate the state transitions for 

that specific time interval, and do not need to keep the state for each connected 

Station-AccessPoint pair. This reduces the overhead of our approach and makes it 

implementable even for large wireless networks.  The main advantage of our work to 

Gill et al work [72] is that, unlike their approach which requires some protocol 

experts manually extract and model the protocol state machine, by applying the ABA 

methodology the model generation is automatically done through applying the 

machine learning techniques to protocol normal traffic. This gives more flexibility to 

our approach to be easily extended to model other wireless protocols and to be 

updated to support protocol revisions. We will describe the customized ABA for 

IEEE 802.11 in further detail in the next section. 
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Figure  5-2- 802.11 state machine 

 

5.3 IEEE 802.11 Anomaly Behavior Detector Implementation: 

In ABA, we consider the frequency of a sequence of protocol transitions over a 

period of time as a measure of whether or not the protocol is behaving normally. 

During the training phase, state transitions are represented as a multiset of n-gram 

patterns (ℕU�), and their statistical properties are captured in the corresponding normal 

behavior model (h). During the testing phase, the frequency of any N consecutive 

transitions of the protocol in each session 5L is computed during the observation 

window Δ�T as a multiset of n-gram patterns ℙL,∆UV 	and compared with the frequency 

of the normal transitions that are stored in the normal behavior model h. The 
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difference between these two values specifies the anomaly degree for each subsession 

5L,∆U. Figure  5-3 indicates the customized ABA architecture for IEEE 802.11 

protocol.  

  

 

Figure  5-3- IEEE 802.11 Behavior Analyzer Architecture 

 

 

In what follows, we describe how the discussed components of  ABA are customized 

and implemented for IEEE 802.11 protocol through Figure  5-3 architecture. 

5.3.1 Generating the event set K (Step1):  

The event set � is generated by the following two modules and the generated events 

are stored in a database called  Frame DB. 

• Frame Capture: This Module is composed of a high gain antenna per each 

monitored channel. Since channel hopping generates frame loss, we use a 

separate antenna for each channel. The captured frames are delivered to the 

Feature Extractor module for further processing. 
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• IEEE 802.11 Feature Extractor: This module is used to extract the intended 

features out of sniffed wireless traffic in order to generate the event set �. As 

it is described in the design, each event in � will be characterized by a 

session-key and a frame-type. Figure  5-4 demonstrates how these two features 

are extracted out of the IEEE 802.11 frame format.   The extracted pair of 

Source and Destination MAC Addresses is used as session-key to split the 

traffic into different sessions, and the Type and Subtype fields are used as 

frame-type for generating the n-gram patterns. Thus, the Feature Extractor 

module extracts the source MAC address (srcMAC), the destination MAC 

address (dstMAC), and the type and subtype (type-subtype) of the frame.  

Since the approach aims at analyzing the frame flows between endpoint 

devices, the transmitter and receiver addresses are considered as the source 

and destination addresses. Figure  5-4 shows the intended features. In this 

figure the selected fields are colored in green. 
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Figure  5-4- Feature Extraction Process 

 

5.3.2 Producing the representation map M (Step2):  

The representation map R is implemented by the Anomaly Behavior Analysis Unit 

(BAU). The BAU is responsible to produce the patterns and their statistical 

information according to the described mechanism in section 3-3 out of the extracted 

events of event set �. It is composed of the following modules: 

• Session Generator: The Session Generator module classifies the extracted events 

under different sessions 5L, according to their session-key (source and destination 
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MAC Address). All the events with the same session-key are categorized in the same 

session denoted as 5L. 
• Gram Generator: This module slides a window with size �	over session 5L	 during 

time interval Δ� to generate the pattern multiset ℙL,∆UV. It extracts any N consecutive 

frame-type (type-subtype) in 5L, as an n-gram pattern. Figure  5-5 shows the process of 

extracting 3-grams from a simple short session. To make the example more 

demonstrative it is assumed that the network uses the open system authentication, and 

the session starts and terminates during the same time window. In real network 

traffic, there are packet losses and usually the time interval Δ�T covers a sub-session 

of the original session which leads to chopped patterns at the end of the time window. 

So the real cases are not always as neat as this example. 



97 

 

 

 

 

Figure  5-5  3-gram extraction example 

 

• Gram Counter: The Gram Counter module counts the occurrence frequency of each 

n-gram in time interval Δ�T per each session 5L, and stores them in normal model. 

There are several DoS attacks which flood the network with malicious frames to 

interrupt the protocol’s operations. This group of attacks indicate an excessive 

number of normal or abnormal protocol transitions. Thus, by analyzing the statistical 

properties of the transitions (e.g., frequencies of patterns), the intrusion detection 

system can then use this measure to detect wireless network attacks which follow this 

behavior. On account of this fact, we store the frequency of distinct n-grams that are 
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observed during normal operations and within a fixed observation time interval �T. 

This is done by the Gram Counter module. 

5.3.3 Generating the normal model M (Step3):  

The normal behavior model is generated during the training phase indicated by blue 

arrows in Figure 4. During the training interval T, a subset of normal behavior events 

known as training data set �U ⊆ � are fed to the system and the multiset of 

represented normal n-gram patterns ℕU� is stored as the protocol normal behavior 

model h. Thus the normal behavior model h contains the observed n-gram patterns 

during training phase as well as their maximum observation frequencies in a session. 

During the training phase, the BAU analyzes the sequence of frames between each 

Station and AP denoted as session 5L to extract the n-gram patterns per each Station-

AP session. Since IEEE 802.11 follows a state machine, it is feasible to assume that 

after enough training it can extract most of the possible normal patterns in the state 

machine transitions. To train the system based on supervised learning some labeled 

normal wireless traffic should be provided. Since generating a comprehensive normal 

traffic is somehow problematic, our training is based on semi-supervised learning. By 

semi-supervised we mean that instead of providing a fully labeled training dataset we 

just have labeled the known attack traffic. The dataset is filtered to exclude the known 

attacks in order to provide the system with more pure training data sets.  
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5.3.4 Generating the anomaly characterization function	w (Step4):   

The anomaly characterization function is implemented in the detection module. The 

detection module compares the n-gram frequencies for each real time session 5L 
during time interval Δ�T with the normal values stored in Normal Model h and 

computes the anomaly score according to the value of anomaly characterization 

function �F5L,∆UV ,hG, described in section 4.2.4. 

We implement the a-score for each sub-session based on the anomaly characterization 

function f as: 

a-score(5L,∆UV) =	�F5L,∆UV ,hG × 100 = 	�1 −	�ℙ�,∆�V∩h�	
�ℙ�,∆�V� � × 100 

The anomaly score is the complement of the portion of the sub-session patterns, 

which have been observed in normal model h.  Once the anomaly score of a sub-

session exceeds the specified threshold, that sub-session is considered abnormal, and 

the system alerts. 

5.3.5 Tuning the detection threshold � (Step 5): 

To tune up the detection threshold & for the IEEE 802.11 protocol, we did some 

experimental evaluation of the a-score value for normal and attack traffic. Figure  5-6 

depicts the a-score (anomaly score) distribution of both attack and normal traffic in 

the same graph. By comparing the two distributions, we observe that the normal and 

abnormal traffic can be easily differentiated with a good margin specified by blue 

dashed area, which means setting the a-score threshold & to some value between 6 and 

15. A detailed discussion of these evaluation results are presented in chapter 6. 
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Figure  5-6- Comparison of a-score (anomaly score) distribution for normal and attack traffic 
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The users in SubNet1 use CAC DNS server to resolve the domain names, and their 

traffic is redirected by a designated router to the CAC DNS.  In addition to the real 

traffic, six Linux machines were employed to browse different websites using some 

auto traffic generator scripts. The traffic generator scripts have written in Perl and 

used the Linux “w3m” command to browse different domain names picked randomly 

from a dictionary. The dictionary was extracted from Alexa [106] website. To make 

the traffic generation more similar to real traffic, the top 10 domain names (e.g. 

facebook.com, google.com) were considered as more popular domains and were 

picked with a higher probability than other domains.   Since the name server was 

protected by the firewall and was only accessible by qualified IP addresses inside the 

network, we consider the collected traffic in UACAC-DNS as normal traffic.  

The statistical information about these datasets is provided in Table  6-1. Table  6-2 

lists the percentage of the DNS message types for each dataset. 

 

 
Table  6-1- Number of Queries Replies and Domain Names in each data set 

Week 
DARPA99-DNS DNS-CAC 

Queries Replies Names Queries Replies Names 

1st 127917 127577 2309 3460433 3481879 74077 

2nd - - - 2912931 2866395 74407 

3rd 648797 648521 2175 3534062 3467415 70344 

4th - - - 1266596 1241167 37562 

total 776714 776098 2859 11174022 11056856 88269 
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As it is observable from Table  6-2, the distributions of traffic in two datasets are 

different from each other. There are message types which have been observed only in 

one of the datasets (e.g. AAAA, OPT, PTR). 

 

 
Table  6-2- Percentage of different message types in each dataset 

Message 

Type 
UACAC-DNS DARPA99-DNS 

A 41.23% 35.12 

AAAA 16.12% - 

ANY 3.30% 2.37 

CNAME 9.27% < 0.01 

MX 5.24% 10.05 

NS 6.7% 0.02 

OPT 0.74% - 

PTR - 11.69 

SOA 16.27% 40.68 

Other 1.13% 0.07 

 

To evaluate the system, the same experiments were performed on the both datasets as 

it will be described later. Also to evaluate the context dependency of the system we 

have done cross-validation by applying the generated normal model of one dataset to 

test the other dataset. These experiments are analyzed in detail in the next sections. 

6.2.2 Attack Library 

To evaluate the system against a wide range of attacks we have applied our approach 

to detect a group of known attacks against DNS protocol. Each attack has been 

launched during 30 minutes against the CAC DNS server, shown in Figure  6-1. The 

attacks used in our evaluation are the most known attacks against the DNS protocol: 
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DNS Tunneling, DNS Amplification and different variations of DNS cache poisoning 

(Birthday Attack, Dan Kaminsky, and CNAME Chaining). The description of each 

attack is as follows.  

• Tunneling [96]: The DNS tunneling is the process of encoding any binary data 

within DNS queries and replies, in order to utilize the Domain name system as a 

bi-directional data channel. Hence, it utilizes the DNS lookup system as a carrier 

to tunnel any other kind of data to a remote system. The DNS tunneling is used to 

bypass the firewalls which block a specific traffic type (e.g. HTTP), but allow the 

DNS traffic (e.g. airport access points). By using the DNS tunneling the intruder 

bypasses the firewall by tunneling the blocked traffic through DNS traffic. The 

Base32 encoding is used in DNS queries and the Base64 encoding is used in 

response messages with type of TXT or OPT. 

• Amplification[86][94]: The DNS amplification attack is a type of DDoS attack 

which abuses open recursive DNS servers using spoofed DNS queries. In this 

type of attacks the attackers send DNS queries for a specific domain name into a 

recursive DNS server while spoofing the source IP address. The queries have a 

spoofed source IP address of the intended victim, thus the server sends the 

responses to the victim IP address. If a big number of malicious machines start to 

send the query request during a short period of time a large volume of DNS 

response messages will flood to the victim machine which can generate traffic 

overhead to that machine. 
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• Cache poisoning Attack: Cache poisoning attacks abuses the vulnerability in 

DNS caching system. In this type of attacks the attacker tries to deceive the DNS 

recursive servers to cache misleading IP address records for a domain name. So 

whenever the DNS server is queried for that Domain Name the server returns that 

malicious address, cached in server, instead of the validated IP address for that 

Domain Name. There are different techniques to do the cache poisoning attack. In 

April 2008 Dan Kaminsky [83] realized a dangerous kind of cache poisoning, in 

which the attacker can target the whole domain zone instead of a particular 

domain name, and can repeat the attack until get successful. 

Variations: Birthday Attack [107], Dan Kaminsky [83], Advanced Cache 

poisoning (CNAME Chaining) [95]. 

 

To evaluate how well the anomaly classifier can distinguish between normal and 

abnormal DNS traffic, in one experiment we used 30 minutes of DNS attack traffic to 

compute the anomaly score distribution for the traffic of each attack class separately. 

Figure  6-2 and Figure  6-3 indicate the distribution of the anomaly score (a-score) for 

DNS attack flows and normal traffic using 7-gram patterns. The X axis shows the 

anomaly score and the Y axis represents the percentage of flows which match that 

score.  

It is clear from these diagrams that the normal and abnormal traffic are properly 

separated. By comparing the two diagrams, once can conclude that by setting the 
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anomaly threshold between 25 and 52 we can accurately differentiate the normal 

traffic from the abnormal ones. 

 

 

Figure  6-2- The anomaly score distribution for different type of attack traffics 

 

 

Figure  6-3- The anomaly score distribution for normal traffic 
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6.2.3 Evaluation experiments 

To evaluate our approach in different traffic contexts, we performed three types of 

experiments using the aforementioned DNS datasets (DARPA99-DNS and UACAC-

DNS). In the first group of experiments, the system is trained and tested by the same 

dataset. These experiments indicate the behavior of the system where the learning is 

done in the same environment as the deployment environment. 

The second group of experiments are the cross validation of the approach over two 

different datasets, which means the normal model generated by training the DNS 

anomaly behavior analysis system on one dataset is used to test the detection rate of 

our system when applied to the traffic generated by the other dataset. These 

experiments evaluate the impact of context dependency on the system. 

In the third type of tests the constructed normal models from each dataset are 

combined together as a unified normal model. This unified model is used to train the 

system, and then the system is tested using the generated normal model. The results 

of this experiment show the system performance under a comprehensive training 

using different types of traffic flows monitored from different traffic contexts.  

To determine the performance of the system in each experiment, we depicted the 

ROC (Receiver Operating Characteristic) curve for different sizes of n-grams. The 

ROC curve provides a demonstrative way to visualize the tradeoff between the 

detection rate and the false positive by changing the threshold. In each experiment, 
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One solution to the issue of context dependency is to generate a comprehensive DNS 

traffic which includes various DNS traffic from different services. Generating such 

comprehensive dataset is somehow problematic because of privacy issues, and also 

needs a lot of time and computation. The other promising idea is to train the system in 

different sites with different traffic context and then merge the resulted normal 

models to build a comprehensive DNS normal model. In the last experiment 

(Experiment-4) we have applied this idea to our datasets. First we have generated two 

separate normal models by training the system with the Week 3 of DARPA99-DNS 

and Week1 UACAC-DNS. Then we have merged the two generated normal models 

to generate  a comprehensive DNS normal model. The ROC shown in Figure  6-7 was 

obtained by applying the merged normal model to the Week 1 of DARPA99-DNS 

dataset. The best achieved false positive is around 0.22% which is acceptable when 

compared to a 5% false positive obtained in the previous experiment. 
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University of Arizona. We used these two traffic sets associated with each channel, 

CH6 and CH11, to validate the approach by training our intrusion detection system on 

CH6 (channel 6) and testing it on the other channel, CH11 (channel 11). The 

validation results have been used to measure the false positive error rate (|.).  

In the second experiment type, we used a controlled testbed environment, shown in 

Figure  6-8, to restrict the effects of the wireless attacks to be launched.   

 

Figure  6-8-Wireless testbed 

 

 

The testbed consists of 2 Access Points (APs) operating at channels 3 and channel 8, 

respectively. These APs are configured to work with WEP and WPA security 

protocols. The Monitor module uses two separate high gain antennas for channel 

monitoring (a separate antenna per each channel) and the detection engine is 

implemented in the monitoring system. The normal traffic data is collected using 
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some normal stations and the attacker can launch attacks on the configured APs. In 

this experiment we determine the detection rate of the system which implies the false 

negative error rate (|2). The wireless attacks used during the testing phase are 

discussed later in this section. 

6.3.2 Training Evaluation 

Since generating a comprehensive normal traffic is somehow problematic, our 

training is based on semi-supervised learning approach. To generate the normal 

transitions model of wireless traffic, we have sniffed the wireless traffic on channel 6 

(our high traffic channel) for one week and have collected around 216 million 

wireless frames that are stored in the CH6 dataset. The training data is not supervised, 

but the dataset is filtered to exclude the possible attacks in order to provide the system 

with more pure training dataset. In the following experiments, we have used 4 as the 

sliding window size and 10 seconds for the observation time window. The intuition 

behind choosing a window size of 4 is because as it is shown in the state machine of 

Figure  5-2, it takes 4 transitions to have a cycle from state 1 to state 3 and again from 

state 3 back to state 1. In addition, our experimental results confirm that the 4-gram 

analysis provides the best detection and error rates during our evaluation. The other 

n-gram sizes are evaluated later in the Detection Evaluation subsection. In addition 

the 10 second time window seems a good choice, because regularly in 10 seconds 

most of the wireless connection setup process is accomplished, and 10 seconds is an 

acceptable response time for an IDS (the abnormal behavior can be detected after the 

10-second time window is processed). 
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6.3.2.1 Analyzing the management frames case:  

In this experiment the n-gram model is only generated out of management frames. If 

we review the state machine in Figure  5-2, we observe that the major transitions 

between different states are generated only by a subset of the management frames 

which are defined as set F. 

� = /����6$�'$��	
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Considering this fact we can reduce significantly the traffic volume to be analyzed. In 

this experiment, we have selected only the specified management frames from � to 

model the state machine. 

After testing this approach, we found out that the filtering of the IEEE 802.11 traffic 

based on management frames doesn’t result in much improvement in the detection 

rate, and in fact it increases the false positive rates (|. > 7%) because of the small 

number of management frames used in the analysis. Analyzing the traffic on channel 

6, we observed that only 12688 out of these 216 million frames were in the selected 

set F, which is less than 0.001% of the total traffic. The reason for this small number 

of management frames is that these type of frames usually are exchanged when a new 

station connects to an AccessPoint or a connected station disconnects or moves from 

one AccessPoint range to another which happens much less than the data or control 

frames. These small number of management frames increases the false positive rate 

of the system due to inadequate training data. The inadequate training data makes the 

model biased and cause any minor deviation from training traffic generates a large 
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deviation from the normal model. In addition, it takes a long time to collect enough 

management frames to achieve an acceptable level of system training. The 

management frame filtering approach might be considered in high traffic wireless 

networks like hotspots, which can result in significant reduction in the number of 

frames to be analyzed. 

6.3.2.2 Analyzing All frames Case: 

In this experiment, the normal transitions model is generated from all frames 

(management, control and data) associated with each session. In this case the gram 

generator continues generating n-gram patterns from the monitored WiFi traffic on 

channel 6 until we reach the point that the new traffic does not produce any new n-

gram pattern; that means we can expect to capture almost all possible normal n-gram 

transitions. It was noticed that after processing of 102 million frames (p17 in 

Figure  6-9) which were collected after four days, there is no new pattern that can be 

found in the channel 6 dataset. In this process, we have developed a comprehensive 

normal transitions model composed of 922 4-grams. Figure  6-9 shows the number of 

observed new 4-grams per each 6 million frames. 
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Figure  6-10-a-score distribution for normal traffic 

 

6.3.3 Detection Evaluation: 

In this evaluation, we have launched a wide range of wireless attacks against the 

testbed resources shown in Figure  6-8 to evaluate the detection capabilities of our 

approach.  In this section, we first define the set of wireless attacks to be used in our 

evaluation, and then we evaluate the impact of different n-gram sizes on the detection 

rates and false alarms. We use the ROC (Receiver Operating Characteristics) diagram 

shown in Figure  6-12 to quantify the detection rates corresponding to each false 

positive. 

6.3.3.1 Wireless Attack library:  

To evaluate the system against a wide range of wireless attacks we have evaluated our 

approach to detect a group of known wireless attacks against the IEEE 802.11 state 

machine. Each attack has been launched during 2 minutes against the APs shown in 
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Figure  6-8 testbed which are configured to operate on channel 3 and 8. The 

description of each attack is as follows.  

• Injection Test: By doing the Injection Test the attacker can determine if its 

wireless card can successfully inject and also determine the ping response times to 

the Access Point. The Injection Test provides the attacker with valuable 

information.  

• Deauthentication attack: In this attack the attacker sends deauthentication 

frames to one or more clients who are currently associated with a particular access 

point to force them to deauthenticate.  

Variations: Deauthentication Broadcast, Targeted Deauthentication 

• Disassociation Flood: This is a kind of Denial of Service attack through which 

the attacker floods the AP with disassociation frames to disassociate one or 

multiple clients from the network.  

Variations: Disassociation Broadcast, Targeted Disassociation 

• Association Flood: This attack is another Denial of Service attack in which the 

attacker floods the AP with association or reassociation frames.  

• Authentication Flood: This attack is a kind of Denial of Service attack in which 

the attacker floods the AP with authentication frames.  

Figure  6-11 indicates the anomaly score distribution for each attack. 
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Figure  6-11-Anomaly score distribution for each attack 

 

By comparing the distribution of normal and attack traffic, we observe that the 

normal and abnormal traffic can be easily differentiated with a good margin. 

6.3.3.2 Detection Results: 

To determine the effectiveness of our approach, we depict the ROC (Receiver 

Operating Characteristic) curve for different sizes of n-grams as shown in 

Figure  6-12. In these experiments the system has been trained with the Channel 11 
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The required session-key and transition-type features are developed for each protocol 

based on the protocol message format. 

As a proof of concept, we selected two different network protocols from two different 

layers to apply the ABA methodology. The DNS protocol was picked from the 

application layer which is a query-response protocol, and the IEEE 802.11(WiFi) was 

selected from data link layer which is based on connection initiation. We performed a 

comprehensive set of different experiments for each case-study to evaluate the 

performance and efficiency of the Intrusion Detection Systems. Our experimental 

results for both protocols indicate that the IDS prototypes based on the ABA 

methodology can detect a wide range of different types of attacks with high detection 

rate (more than  99%) and low false alarms (less than 0.1%). 

7.2 Contribution of the dissertation 

The main contributions of this dissertation are as follows: 

• Development of a generic Anomaly Behavior Analysis (ABA) methodology 

which can be easily applied to design and implement Intrusion Detection Systems 

for different network-centric systems and protocols. 

• A comprehensive evaluation of the developed ABA methodology by showing 

how to apply this approach to two different protocols: DNS and IEEE 802.11 

protocols. . 

• Design, implementation, and evaluation of an Intrusion Detection System for 

Domain Name System (DNS) protocol based on ABA, which can detect different 

types of DNS threats. Unlike most of the previous works which have only focused 
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on cache poisoning attacks, our approach is applicable to detect most of the 

current DNS threats and has the potential to detect zero day attacks efficiently 

with low false positive rate (between 0.1 % and 0.2%) and high detection rate 

(more than 99%). 

• Design, implementation, and evaluation of an Intrusion Detection System for 

IEEE 802.11 (WiFi) protocol which can detect different types of IEEE 802.11 

with high detection rate (more than  99%) and low false alarms (less than 0.1%). 

 

7.3 Future Work 

To improve our ABA methodology that is developed in this dissertation, the 

following provides a list of future research tasks: 

• Apply the ABA methodology to HTTP and MAIL protocols: By development 

of IDS prototypes to secure and protect HTTP and email traffic, we can 

further demonstrate the applicability of our approach to secure and protect any 

network-centric system protocol. 

• Formalization of an attack classification methodology based on ABA 

approach: In this dissertation we used our anomaly behavior analysis 

methodology for designing the Intrusion Detection Systems based on partially 

modeling the protocol state machine. As a future work, the formalization of an 

attack classification methodology can be investigated based on partially 

modeling the attack state machines through the same technique that have been 

employed in ABA. For example, the behavior of each attack can be modeled 
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by extracting the n consecutive transitions in the attack scenario which are 

stored as the signature of the attack. When an attack has been detected, the 

extracted n transitions of the attack can be used to classify and identify the 

detected attack. 

• Adaptive Learning: In our ABA methodology, we have two different phases: 

training and testing. The generated normal model during the training phase 

would be applied to the protocol traffic during the testing phase to detect any 

deviation from the normal behavior. It is possible that some unobserved 

normal behavior during the training phase might occur during the testing 

phase, which misleads the ABA to detect them as anomalies. As a future 

research work, the adaptive learning techniques can be investigated to 

decrease the protocol false positive, by adaptively learning these rare normal 

patterns. The major side-effect of adaptive learning is that the malicious 

attackers can misuse the system’s adaptive learning capability by gradually 

injecting their attacks’ signatures to normal traffic with the purpose of 

misleading the system to learn them as normal patterns. So the adaptive 

learning advantages and disadvantages should be carefully investigated.  

• Risk Impact Analysis and Action: In this dissertation, we did not address 

throughly, risk impact analysis, and also the actions that can be taken to stop 

attacks or mitigate their impacts. Further research can be carried out to 

basically identify the appropriate methodology to self-protect network-centric 
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systems and their protocols with little involvement of users and/or system 

administrators.  
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