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ABSTRACT 

 

Machine learning is a huge focus for computer scientists today because it promises a deeper 

understanding of the massive amounts of data being collected by businesses, governments, 

doctors, and individuals.  Through data analysis businesses can make better decisions, machines 

can take over complex tasks and computers can mimic human intelligence.  Advances have the 

potential to transform the way things are done in almost every industry including, Medicine, 

Manufacturing, Marketing, Transportation, Media and Communications, and Security.  Most of 

the information available on machine learning is technical and difficult for people who are not 

involved in the field to grasp.  Machine learning is an area that has the potential to change the 

way that people live their lives on a daily basis so it is important that they know what is coming 

and understand the good and bad implications of future developments.  Research was conducted 

by reading articles and papers about machine learning advances and repurposing them for a less 

technical audience. This paper explores the evolution of machine learning leading up to current 

applications.  It then focuses on the proposed future applications and what those advancements 

could mean for society.  
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What is Machine Learning? 

Machine learning is the science of getting computers to learn from large amounts of data.  For 

many complex problems that are not well understood, machine learning can capture data about a 

particular problem and identify unique patterns and characteristics of this data. Once the patterns 

and characteristics are learned by the system, any new data can be examined to see whether it 

matches those previously learned patterns. For example, suppose a machine learning system is 

designed to distinguish between spam and non-spam email messages. At the start, the spam 

identification system would learn about characteristics that distinguish both types of messages by 

examining a large amount of spam and non-spam messages. After learning these differences, the 

system can then classify them and prevent the spam messages from reaching our inboxes. 

Machine learning can also be used for more complex problems related to understanding data.  

Sometimes human expertise cannot be explained or does not exist so machines need to be able to 

sense and recreate the knowledge on their own.  Machine learning is useful when a solution 

cannot be explained but it can be inferred from examples or experience.  Our ability to recognize 

faces is impossible to explain, so machine learning is necessary for the development of facial 

recognition software.  Once a program is shown enough images and knows which are of the 

same person, it can develop its own algorithm for classifying faces.  Over time, machine learning 

will enable computers to be better than people at activities like classifying faces, understanding 

speech, and driving vehicles. 

There are three learning styles that make up the field of machine learning: 

1. Supervised Learning 

This type of learning is when there is an expected output and immediate feedback is 

provided as to whether the program was right or wrong.  The spam vs non-spam example 

above is supervised learning.  A user can tell if a spam message got through the filter or if 

a legitimate message was marked as spam.  They then tell the system immediately if it 

made the wrong classification and help it to learn to make better classifications in the 

future. 

2. Unsupervised Learning 

In unsupervised learning, programs learn how to analyze and organize data but the output 

is not defined.  There is no target result but the goal is finding structure in the data. 
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Unsupervised learning is often used to cluster data.  For example, in marketing it can be 

used to segment potential customers based on a large array of attributes.  Analysis may 

determine that certain age groups prefer certain brands over others or that there is no 

relationship between age and preferred brand.  There is no expected outcome, but the 

output is still valuable in helping marketers to know what groups they should target and 

what their message should be. 

3. Reinforcement Learning 

Reinforcement learning is characterized by delayed feedback and having programs learn 

from actions after a series of steps have been completed.  An example of this type of 

learning is teaching machines to play games.  The performance of a computer or 

individual during a chess match cannot be evaluated until the game is complete.  

Sometimes sacrificing a piece is necessary for the strategic long-term objective of 

winning.  If this type of learning was not used, a machine would favor keeping individual 

pieces over winning the game. 

Data collection has become a huge part of our daily lives.  Its pervasiveness is only growing year 

after year.  When we look at both the information that we choose to share about our lives on 

social media sites and the information we unwittingly leave behind everywhere we go, the 

enormity of what is out there becomes more evident.  Information about internet browsing 

patterns, spending habits, and communication history is collected constantly and stored by 

companies in the hope that it can be leveraged for useful information.  Data mining is a 

capability derived from machine learning as it allows computers to sift through and make sense 

of large amounts of data, a task that would be an impossible task for human beings. 

There are many uses for machine learning and it has become an important focus for computer 

scientists in recent years.  The fields of medicine, marketing, transportation, manufacturing, and 

robotics have all been greatly impacted by machine learning and this trend will continue to 

transform these and other industries over the next few decades.  Modern applications of machine 

learning have a large yet unseen impact on our daily lives.  Once we realize how machine 

learning has impacted the way that we live now, it is clear that it has the potential to greatly 

impact the way that humans will live in the future. 
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Major Breakthroughs in Machine Learning (1950s-2000s) 

Machine learning has been a focus of computer scientists since the early 1950s. Over the years, 

researchers have developed and revised many methods for machine learning in order to improve 

their effectiveness and increase the number of applications.  Discussed in this section are some of 

the major breakthroughs in the field beginning with the first learning program, a checkers game, 

and ending with deep learning, a method that attempts to model the behavior of computers after 

the brain. 

1952 – First Learning Program 

Arthur Samuel, an IBM scientist, created the first learning program.  It was a game that 

improved at playing checkers by playing both against itself and against human 

opponents.  Its programming was adapted after each match to include winning strategies 

it discovered.  Samuel chose checkers because it is a game with basic rules that allowed 

his program to focus purely on its ability to learn and improve (Sutton & Barto, 1998, ch 

11.2). Though it was a simple application, Samuel’s Checkers game brought interest to 

the idea of programming machines to learn and proved that it was possible. 

LIMITATIONS 

Samuel’s program was not perfect and could still be beaten by amateur players. Because 

of the way it was programmed, it was possible for the Checkers program to get worse 

over time.  Arthur Samuel continued to work on refining his learning program into the 

late 1960s.  An unbeatable checkers program was not developed until 2007 with the 

‘Chinook’ program designed by researchers at University of Alberta (Sutton & Barto, 

1998, ch 11.2). 

1957 – Perceptron/Neural Networks 

In 1957, Frank Rosenblatt designed a type of neural network using something called a 

perceptron.  Neural networks are designed to mimic the behavior of a brain by connecting 

a web of points where simple decisions are made.  The points then come together to solve 

a larger and more complex problem.  This approach of mimicking the way that a brain 
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works has been effective in solving more complex machine learning problems.  The 

human brain is much better at things like vision and speech recognition than computers.  

This approach was the first attempt at modeling a machine’s behavior after the successful 

method used by the brain (Russell, 1996).  While Rosenblatt’s single perceptron model 

was not effective in the long run, it was the first step toward the modern field of neural 

networks and deep learning. 

LIMITATIONS 

Rosenblatt’s single perceptron model was initially promising but eventually proved 

ineffective for many applications and the field of neural networks was stagnant for many 

years until the advent of deep learning and multilayer perceptron networks (Shiffman, 

2012). At this time, computers could not handle more sophisticated neural networks 

which took too much time to “think”. 

APPLICATIONS 

Perceptrons and the neural network are useful in their ability to make inferences from 

observations and tackle problems with complex data sets.  Some of the capabilities that 

have since grown out of neural networks and the discovery of the perceptron are: 

 Classification – pattern recognition 

 Data processing 

 Robotics 

1967 – Nearest Neighbor Pattern Recognition 

Cover and Hart published a paper about this method in 1967.  In the nearest neighbor 

method, when a machine encounters a new object it classifies it as the most similar object 

in memory.  It is used as a way of predicting the classification of an object (Cover & 

Hart, 1967).  In internet marketing, computers use the information that they have on a 

user to make assumptions about his/her classification. A website may gather information 

like browsing history, user location, and time of day and use it to segment users. If it 

predicts that the user is a high spending potential male then the ads that the user sees will 

be different from someone classified as a low spending female.  A specific classification 
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may or may not be accurate but being able to predict and then target marketing based on 

general classifications has proved effective.  The ability to overcome ambiguity and 

classify data on its own is an important aspect of machine learning.  Programmers cannot 

foresee every possibility so computers need to learn to make their own classifications. 

LIMITATIONS 

Overfitting is the biggest issue with nearest neighbor pattern recognition.  The program 

adds too much complexity to classifying the data which means that accuracy can be 

negatively impacted by irrelevant attributes. 

APPLICATIONS 

Classification – pattern recognition 

Computer vision 

Spell-checking 

Internet marketing 

Late 1970s – Decision Tree Learning 

During late 1970’s, Ross Quinlan, a researcher in machine learning, developed a decision 

tree algorithm known as ID3 or Iterative Dichotomiser.  The goal of decision trees is to 

develop a model that can predict the value of variables based on several input variables. 

A decision tree is created from the top down by evaluating the best classifier attribute 

available (Mitchell, 1997).  Decision trees are a fairly common tool used in industry, but 

allowing computers to generate these trees based on data is an effective way to find 

patterns that could not be detected without the computing power of machines. 

A decision tree program might be given data on medical diagnoses to organize.  The data 

would be evaluated and the program would determine the best attibute to use for the first 

split. Gender is likely to be the best classifier so that branch would be created. This 

process would continue until the decision tree was completed.  This method was a 

precursor to the C4.5 Decision Tree algorithm that is used now. 



Running Head: MACHINE LEARNING: FUTURE CAPABILITIES AND THEIR IMPLICATIONS 9 

LIMITATIONS 

This method does not guarantee an optimal solution and tends to get stuck at local 

optimums.  There needs to be an ability to backtrace during the search to find a better 

solution. In the medical diagnosis tree, it may become apparent as the tree develops that 

gender was not the best first branch but the algorithm does not allow for a reevaluation of 

the established branches.  ID3 can also overfit data, the same problem as the nearest 

neighbor method (Almuallim, Kineda, & Akiba, 2002). 

APPLICATIONS 

 Data mining 

 Classification – Pattern recognition 

1981 – Explanation Based Learning 

Gerard Dejong introduced explanation based learning in an article that was published in 

1981. Explanation based learning is a type of supervised learning that uses examples to 

learn and is able to discard irrelevant information as it determines strategies.  EBL forms 

generalizations and is able to find and classify future examples similar to training 

examples quickly (Ellman, 1987). 

An example of this method is a chess game that was programmed using training 

examples. The program is shown examples of what move is best in certain scenarios and 

eventually computer can begin to make intuitive leaps about where the rules apply and 

what the best strategy is in any situation. 

LIMITATIONS 

In EBL, the training set as a whole needs to be correct, complete, and consistent. If the 

examples do not cover every possible issue encountered than the program will not work. 

It can only form generalization from the examples provided to it (Ellman, 1987).  Rules 

also tend to be learned too frequently which slows down the system. 

APPLICATIONS 

 Natural language processing 
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 Image Recognition 

 Games 

Late 1980s – Reinforcement Learning 

Three threads of reinforcement came together in the late 80s to launch what is now the 

modern field of reinforcement learning.  Modern reinforcement learning is a method of 

machine learning based on principles of behaviorist psychology in which the program 

learns by attempting to maximize reward.  The two features that distinguish 

reinforcement learning is that it does trial-and-error and its success is not evaluated right 

away (Sutton & Barto, 1998). The reward is delayed until a strategy has proven to be 

successful. 

LIMITATIONS 

In reinforcement learning there are often too many possibilities that approximations must 

be made in the interest of time and available memory. 

APPLICATIONS 

 Game playing 

 Robotics and control 

1995 – Support Vector Machine 

Support vector machines are a group of supervised learning methods developed by 

Vladimir Vapnik (“SVM,” 2007).  The SVM algorithm is used to classify information 

into categories. Its skills at classification and pattern recognition improve with more 

examples. A support vector machine can only address binary problems (Weston, 2004).  

For example, an SVM could be designed to distinguish between a picture of a car and a 

house. 

LIMITATIONS 

The SVM can only be directly applied to cases with two classes. If more than two classes 

are present, algorithms must be used to reduce the multi-class tasks into multiple binary 
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problems. If the SVM was needed to distinguish between a car, a house, and a person, 

then it would need more than one task. 

APPLICATIONS 

 Bioinformatics-used to classify proteins 

 Text categorization and character recognition 

 Image recognition-higher accuracy than traditional 

2000s – Deep Learning 

In the 2000s, the idea of complex neural networks was not new, but computers had never 

been powerful enough the process the large amount of data required to mimic brain 

processes. In 2004, Geoffrey Hinton founded the Neural Computation and Adaptive 

Perception program which was a hand-picked group of researchers tasked with creating 

“computing  systems that mimic organic intelligence” (Hernandez, 2014). Recently, 

companies like Google, Facebook, and Microsoft have hired these NCAP researchers to 

bring machine learning to their company.  These same companies have been very active 

in machine learning research in recent years and are responsible for some of the current 

applications discussed in the next section.  Deep learning has been an effective strategy 

for addressing machine learning problems that computers have not been able to solve in 

the past. 

LIMITATIONS 

Overfitting and computation time are both issues with deep learning.  It is usually only 

one element in a group of techniques used in a machine learning program.  It has no way 

of making inferences and integrating abstract knowledge. 

APPLICATIONS 

 Computer vision 

 Automatic speech recognition 

 Natural language processing 
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Current Applications 

This section discusses some of the current applications of machine learning in various industries.  

Machine learning has already transformed the way that things are done in medicine, 

manufacturing, transportation, marketing, media, security, and other industries.  Most people 

encounter a machine learning application during the course of their day without even realizing it.  

Some of the applications explored in this section are making recommendations, talking to Siri, 

diagnosing and treating cancer, improving driving, and predicting crime. 

Medical Industry 

BIOINFORMATICS 

Bioinformatics is a field of research in which computers are used to manage and analyze 

biological data.  The goal of bioinformatics is to make sense of complex biological 

systems that cannot be understood without the help of technology.  One example of how 

machine learning is used in this field is in the analysis of genomes, or DNA sequences, 

which contain too much data for humans to decode (Fox, 2006).  Genome research helps 

doctors to better understand genetic predispositions and drug responses.  Bioinformatics 

is also used by researchers to improve their understanding of diseases and design drugs to 

treat them (Starger).  As machines continue to make sense of this data, understanding of 

human’s genetic makeup will grow, leading to improvements in medical treatments and 

diagnoses. 

MEDICAL IMAGE PROCESSING 

Medical image processing is the use of computers to analyze medical images like x-rays 

and CT scans.  Doctors can misread these images or be unable to detect changes over 

time that tell them how a patient is progressing.  Using machine learning to analyze these 

images is helpful in quantifying the information contained within.  Diagnosis is easy, but 

being able to detect how fast a tumor or disease is progressing or whether or not 

treatment is working is harder ( “Machine Learning”).  Machine learning can also be used 

to find similar cases, and help a doctor recommend the best course of treatment. 
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Manufacturing and Transportation (Robotics) 

Robotics can be broken down into two categories in machine learning: control and perception. 

Control is mastering the functionality of a machine.  For example getting a helicopter to level 

itself out and fly smoothly by analyzing factors like wind and elevation and adjusting based on 

changes in these conditions.  This is the kind of information that a pilot may have intuitively but 

would have a hard time defining to the satisfaction of a machine.  This means that machine 

learning is necessary to determine the relevant factors for flying on its own and adjust 

accordingly.  Control is about improving precision through repetition.  Perception deals with 

training a computer to perceive and understand its surroundings.  This is the current field of 

machine vision.  Autonomy in machines require this ability to sense the environment and obtain 

information from an image which is difficult data to process (Ng, 2011).  It would be impossible 

for programmers to define every object that a robot might encounter which means machine 

learning is necessary so that robots can learn to recognize and classify new objects on their own. 

AUTONOMOUS VEHICLES 

Mars Rovers 

Two NASA rovers, Spirit and Opportunity, utilize machine learning to navigate the 

surface of Mars.  These rovers are on a mission to determine if the planet ever had 

environments with enough liquid water to support life.  They contain a new version of 

navigation and hazard-avoidance software that enable them to make decisions and avoid 

potential hazards without the guidance of scientists on Earth.  The rovers are given a 

destination and then “evaluate the terrain with stereo imaging to choose the best way to 

get there” (Viotti, 2013) This has allowed for longer drives than possible using navigation 

commands though they can still be operated with step-by-step navigation from drivers on 

Earth. 

Self-Driving Car 

Completely autonomous vehicles are still a ways off, but car manufacturers have already 

begun to build machine learning technology into vehicles.  Some new models of cars can 

detect lane lines and steer to stay inside them, or monitor the distance from the car ahead 
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and brake when necessary.  There is also adaptive cruise control which automatically 

maintains a safe distance from the car ahead.  Volvo’s new safety system, chimes if the 

driver crosses a lane line without signaling and rates a driver’s attentiveness to promote 

better driving habits (Bilger, 2013).  These features are still new but will likely become 

common over the next few years. 

As vehicle manufacturers begin to incorporate small pieces of machine learning and 

autonomy, Google has been testing its own fleet of fully autonomous cars. These vehicles 

can drive in city traffic, on busy highways, and on mountainous roads.  There is still 

some occasional human intervention required, but they have been very successful.  When 

the Google car is driving itself, it compares the data it is acquiring during the trip to data 

collected when the route was driven by an engineer.  This practice is used to 

“differentiate pedestrians from stationary objects like poles and mailboxes” (Guizzo, 

2011). The car is often better at driving than a human as it can brake preemptively based 

on traffic data or sense animals walking on the shoulder and slow down (Gannes, 2013). 

Even though these cars have had very good safety records during testing, they are not yet 

commercially viable.  The major challenges ahead are improving reliability of the cars 

and addressing legal and liability issues (Guizzo, 2011).  Some of the issues the car has 

are that its lasers bounce off shiny surfaces so it has trouble driving in rain, cannot tell the 

difference between firm and wet concrete and it cannot understand a policeman’s hand 

signals or hear his whistle or directions (Gannes, 2013).  They are currently designed to 

alert the passenger and allow him to become the driver when a part of the trip is too 

difficult to navigate autonomously. 

MANUFACTURING EQUIPMENT 

Machine vision is a key technology in manufacturing and quality control.  Manufacturing 

machine vision uses industrial image processing to “inspect products in real-time without 

operator interference” (“What is,” 2013).  It can be used to confirm that parts are 

assembled correctly, identify and locate parts and tell the robot how the part is oriented.  

This helps to increase productivity and improve quality assurance.  Machine learning can 

be used to help robots refine existing knowledge and apply the control aspect of robotics.  

It can also be used to help the robot adjust to a changing environment and deal with 
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uncertainty (Kaiser, 1995, pg 2).  The main goal of robotics in manufacturing is to 

optimize behavior to complete a task using minimal resources 

Marketing 

RECOMMENDATIONS 

Companies like Amazon, Facebook, and Netflix use machine learning algorithms to 

provide product, friend, and movie recommendations to users.  Machine learning is used 

to identify relationships between customer behavior and preferences and to classify 

viewers by their tastes.  When Netflix started its streaming service, its recommendation 

algorithms had to change.  They have adjusted the algorithm so well that “75% of what 

people watch is from some sort of recommendation” (Amatriain & Basilico, 2012).  

Today, Netflix gathers information about what is watched, whether a selection is viewed 

fully or partially, how the customer browses, what is searched, and when and where the 

services are being used.  Netflix is continuing to improve its recommendation algorithms 

through machine learning.  They are currently researching object recognition and 

language understanding in the hopes of training a system that can tag content based on 

images and text and gain better insight into customer preferences (Harris, 2014). 

ONLINE ADVERTISEMENTS 

Online advertisements use machine learning in a similar way to recommendations.  The 

goal is to find the best match between a user in a specific context and an advertisement.  

Ads can be recommended based on social networks, browsing history, past purchases or 

online profiles (Schwaighofer, 2014).  All of this data collected about internet users is 

aggregated and used to predict what types of advertisements and products that user would 

be most interested in.  Because companies are paid based on click through rate, it pays for 

them to optimize the ads displayed based on the user.  The ultimate goal is “to build 

predictive models automatically for hundreds of different … campaigns” (Perlich, 2012, 

pg 3).  Companies tasked with displaying ads have so many campaigns that machine 

learning is needed to make decisions to consumer engagement with advertising and 

therefore, maximize profit. 
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SENTIMENT ANALYSIS/OPINION MINING 

Sentiment analysis is a type of natural language processing used to extract feelings, tastes 

and opinions from text.  Its goal is to discover how customers are responding to a new 

product launch, determine which product features are popular or unpopular, and identify 

the preferences of various demographics. Techniques for sentiment analysis “rely on a 

computer’s ability to automatically learn the language used for expressing sentiment” 

(Soar, 2011). It requires a set of examples created by people, analyzes them, and then 

applies its finding to new reviews.  The computer is better at sentiment analysis with 

more examples. 

Because of the huge variation in ways to say the same thing, this field is not perfect but 

does an adequate job of determining an author’s feelings.  Sentiment analysis algorithms 

look at sentence structure as well as what words are used.  It only takes one word to 

greatly change the meaning of a sentence and people do not express their opinions in the 

same way.  A word that is considered to be positive in one situation may be considered 

negative in another. Computers will often need to be trained for different types of 

products because the same statement could have opposing sentiments based on the 

context (Soar, 2011).  If a reviewer describes a movie as scary, it is good for a horror 

movie and bad for a children’s movie.  Despite these challenges, sentiment analysis is 

reliable enough to help markets understand how the public is responding to their product.  

It does not need to be perfect to be successful. 

Media 

SIRI 

Siri is the intelligent personal assistant that is included on Apple’s iPhones. Siri can be 

used to do things like send messages, make calls, set reminders, and browse the web.  Siri 

uses machine learning to improve its responses to customer requests, understand voice 

commands and make responses to queries.  It combines voice recognition and natural 

language processing fields into one query-managing app.  When a user makes a request, 

Siri listens for key words to determine the subject and then decides whether or not to 

prompt for more information (Aron, 2011).  All of the queries are logged by Apple and 
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can be used to improve responses and determine what commonly asked questions cannot 

yet be answered. 

IMAGE RECOGNITION 

Image recognition requires teaching a computer to look for patterns and sequences in 

numerical data. Images are composed of pixels which the computer interprets as a series 

of numbers.  If it can identify that these numerical series are similar in multiple images, it 

can recognize that the images are all of the same subject (Strickland, 2009).  Image 

recognition algorithms are commonly used for facial recognition.  People can easily 

distinguish between faces, but computers have a lot more difficulty.  Machines have to 

look at the distinguishable features that make up a person’s face like distance between 

eyes, width of the nose, or shape of the cheeks in order to recognize them.  Facial 

recognition is used by law enforcement for identification, private companies for 

biometrics, and by everyday people for tagging pictures. 

Security 

PREDICTIVE CRIME SOFTWARE 

The LAPD developed a system to predict aftershocks during earthquakes.  They 

determined that if they fed crime data into the same system it could generate a 

mathematical model for predicting crime.  The resulting system is currently being used 

by the Los Angeles and Santa Cruz Police Departments. There has been a “33% 

reduction in burglaries, a 21% reduction in violent crimes and a 12% reduction in 

property crime in the areas where predictive software is being used” (Rijmenam, 2014).  

One discovery made by the system is that whenever a crime occurs in one location, more 

is likely to occur, similar to aftershock patterns.  They use the software to identify where 

a crime is likely to occur on any given day but getting police officers invested in using 

the software was difficult.  During the proof of concept, officers were not happy about 

being instructed where to patrol but became convinced that it was helping when they saw 

a drop in crime (Rijmenam, 2014).  Making better use of this kind of data is expected to 

lead to a reduction in the number of officers needed to cover a given geographic area 

because they will be better informed and more efficient (Wood, 2014).  Predictive crime 



Running Head: MACHINE LEARNING: FUTURE CAPABILITIES AND THEIR IMPLICATIONS 18 

software can also be applied to non-violent crimes.  One police department used it to find 

suspicious claims in insurance data and were able to stop a scam where an organized 

crime group faked accidents and tried to claim them several times (Rijmenam, 2014).  

The software is currently being tested in over 150 cities and that number is expected to 

grow.  Predictive crime software allows for law enforcement to understand the bigger 

picture and prevent crimes from occurring. 

ELECTRONIC SKETCH ARTIST 

Electronic sketch artists are another security application of machine learning.  This 

software is currently being used by police in the UK to help witnesses identify suspects.  

The system allows people to respond to faces that they view instead of remembering 

specific attributes.  Witnesses choose the best and worst matches from groups of face 

images and as they progress, each new group reflects the attributes that the witness has 

been drawn to in previous rounds.  Eventually the system learns what the suspect looks 

like and an accurate sketch can be released (Stenman, 2013).  This software has been 

credited with solving many crimes and is being adopted by more and more police 

departments around the world. 

Other 

SEARCH ENGINE OPTIMIZATION 

Even though Search Engine Optimization is impacted by financial incentives, machine 

learning is used in an attempt to provide users with the content they seek.  When there are 

so many ways to phrase a search request, machine learning is useful for recognizing 

patterns in synonymous language (Fishkin, 2012).  For example, if someone wanted to 

search for a good restaurant there are many other words that the search engine knows to 

look for also.  Relevance and importance are the two things that SEO looks at when 

determining the optimal search results.  There are hundreds of factors that influence a 

web pages relevance: words contained on the site, geographic location, search history etc.  

A pages importance is its popularity.  The assumption is that more popular sites contain 

more valuable content.  In 2011, Google began a project that required people to rank 

thousands of sites based on the quality of their content (Fiskin, 2012).  Machine learning 
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was then used to mimic the evaluators in assessing the quality of other sites.  The results 

that we see after a Google search are the result of this type of complex machine learning 

algorithms. 

CREDIT FRAUD DETECTION 

Older fraud detection systems use a set of rules to determine if a transaction is fraudulent.  

Rules are things like flagging high ATM withdrawals or international credit card 

purchases. This method is helpful in stopping a considerable number of cases, but 

machine learning is being used to improve the process.  Today, breaches are skyrocketing 

and existing systems were not designed for new purchasing channels. It can take six 

months to deploy measures to prevent a new fraud discovered using older systems.    

New machine learning solutions “analyze historical transaction data to build a model that 

can detect fraudulent patterns” (Goldschmidt & Gutfreund).  Transactions are assigned 

fraud score based on the specific cardholder’s patterns.  This technology cannot predict 

what will happen in the future but it can help financial institution make smarter choices 

when it comes to preventing fraud and adapt faster to new threats. 
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Challenges 

 
FAULT TOLERANCE 

One element of any type of learning is making mistakes.  Machine learning can therefore 

only be applied to fields that are relatively fault tolerant.  For example, people can be 

classified incorrectly or shown the wrong ads or recommendations without making much 

of an impact.  There are certain applications of machine learning where errors cannot be 

tolerated.  Self-driving vehicles, for example, will not be accepted until they are very 

close to perfect at making decisions.  The traditional method of learning through mistakes 

when it comes to vehicles could be deadly.  Humans are being used in these scenarios to 

supplement the knowledge of machines.  A driver can take over when an autonomous 

vehicle makes a mistake and doctors can review machine recommendations for diagnosis 

and treatment.  Machines will have to be much better at the tasks they are assigned before 

they can take over driving, drone strikes, or medical diagnosis. 

UNSTRUCTURED DATA  

Interpreting unstructured data is a major challenge in the advancement of machine 

learning.  An example of structured data is accounting data.  It is being stored in 

databases or spreadsheets in a way that makes it easy to track and analyze.  Organized 

data is much easier to run analytics on that unorganized data.  Unstructured data is much 

broader and takes many forms: emails, digitized music, movies, images, and more 

(Subramanian, 2014).  A doctor may want to use analytics on a patient’s medical history, 

but unstructured data like their notes, or an x-ray will not be included in the analysis.  

Businesses have begun to store massive amounts of this unstructured data because it 

could eventually be valuable (Subramanian, 2014).  The information is out there and 

ready to be analyzed but we need the computing power and algorithms to be able to sort 

through it.  Some of the things keeping us from interpreting unstructured data are a lack 

of tools, difficulty integrating structured and unstructured data, a shortage of skilled 

professionals and a lack of urgency (Taylor, 2013).  Despite attempts to understand 

unstructured data it has been a difficult task and the volume of data to be analyzed 

continues to grow. 
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GENERALIZING ACROSS DOMAINS 

Making connections across fields is a task that is easy for humans and currently difficult 

for machines.  Sometimes hiring people with skills seemingly unrelated to the job they 

will be assigned brings a unique and valuable perspective.  Wall Street, for example, 

hires many physicists whose expertise seems to transfer well to pricing options and stock 

market predictions (Domingos).  A machine that is knowledgeable about physics, 

however, would not be able to apply that knowledge to any other area.  This means that 

machines have to be specifically designed for different applications and successes in one 

area cannot be leveraged in another.  This slows down the advancement of machine 

learning and demonstrates one way that human abilities continue to surpass machines. 

DEEP LEARNING AND ARTIFICIAL INTELLIGENCE 

Artificial intelligence is the development of computer systems that can perform tasks that 

would usually require human intelligence.  One big challenge in artificial intelligence is 

that current systems do not measure up to biological ones.  Biological systems can adapt 

to new environments in a way that current computer programs cannot.  Getting software 

to run on multiple architectures is not yet possible but advances in AI may allow for 

software that is self-configurable and self-optimizing (Brooks, 1996).  Machines struggle 

to master the human skill of intuition because it is impossible to break down the process 

in an explainable way.  It has proved easier to let machines develop their own intuition 

than try to recreate human intuition (Hernandez, 2013).  Another issue is that promising 

research has been abandoned too soon because another idea seemed more promising at 

the time.  This means that researchers often need to retrace the steps of their predecessors 

to make advances.  Shared ideas about how to tackle problems has trapped researchers in 

certain paths when it may be more beneficial to take a new approach or revisit an old one 

(Brooks, 1996).  Having computers become as smart as people is an enormous task that 

will continue to present challenges in the future.  Understanding how the brain works is 

essential for giving machines artificial intelligence. 
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Future Capabilities and their Implications 

The term the Internet of things is used to reflect a trend toward widespread connectivity.  Our 

homes, cars, medical trackers, social media profiles, and smartphones may all be connected one 

day in a way that facilitates massive data collection and analysis.  The data rich world that would 

result would open the doors for many new applications of machine learning.  Everything from 

theoretical to soon to be unveiled future capabilities are discussed in this section.  One day our 

cars may drive for us, our doctors may treat us virtually, and our smartphones may replace even 

the best human personal assistants.  There is going to be a large societal impact associated with 

these theoretical capabilities.  If the proposed machine learning applications were to be 

successful, they would have huge implications on workforce, health, public safety, and privacy.  

This section explains both what researchers are working on and what the advances in each 

industry might mean for society. 

Medical Industry 

BIOINFORMATICS 

The price of a full human genome sequence is dropping rapidly and within five years it is 

expected to cost less than a blood test.  This means that the limits placed on bioinformatics by 

the cost of obtaining genome sequence data will no longer exist.  When machine learning 

algorithms become smart enough and fast enough to interpret genome sequences combined with 

other medical data, the field of medicine will be transformed.  Doctors and researchers involved 

in bioinformatics envision a future where diagnosis is made with holistic data with treatments 

being tailored to an individual (Wadhwa, 2014).  Below are some of the capabilities that are 

anticipated in the future. 

Data Collection and Preventative Medicine 

As the ability to collect and process large amounts of medical data improves, it will be 

used to “monitor our health, predict disease and advise on how to improve health” 

(Wadhwa, 2014).  Today, devices already collect data about where an individual has 

been, and the intensity of daily physical activity, as well as monitoring heart rate, sleep 

patterns, blood pressure, blood glucose, and respiration patterns.  In the future there will 
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also be sensors that analyze a person’s food intake and bowel habits creating an even 

more complete picture of health.  Once all of this data is aggregated, machine learning 

will allow for a computer to sense irregularities and warn people of impeding illnesses 

(Wadhwa, 2014).  Smartphones may become a medical tool that advises people on 

improving their health by displaying the resulting analysis and issuing health alerts 

(Thompson, 2013).    If it is possible to detect a problem in early stages, it is often much 

easier to prevent the illness or alleviate symptoms.  While having machines constantly 

monitor our health may seem extreme, this type of ubiquitous data collection is coming 

and the benefits are high enough that it will likely be accepted (Thompson, 2013). 

Bioinformatics driven by machine learning will change the role of doctors in catering to 

patient’s medical needs as they go from diagnosing and treating illnesses to predicting 

diseases and prescribing a regimen for prevention (Schimpff, 2010).  Continuous data 

about patient health could show what immune systems are fighting at any given moment.  

These data collecting sensors and machine learning analysis will be particularly helpful 

for patients with chronic illnesses who need their health closely monitored.  An Intel 

manager working on this technology predicts that within ten years “one-third of the 

population will have either a temporary device or another more permanent connected 

device in their body” (Thompson, 2013).  Eventually, drugs may include sensors that can 

see how a patient is reacting to the medication. This will be helpful in assessing quickly 

whether or not a drug is working or if a patient is having a dangerous allergic reaction.  

The ability to diagnose and predict diseases later in life will also improve (Schimpff, 

2010).  Machine learning algorithms will likely start to recognize predictive factors that 

medical science was unaware of because doctors are unable to process data in the same 

way.  This means that after a patient’s genes are analyzed, doctors will be able to tell 

what illnesses patient is likely to contract later in life. 

Smart Drugs 

A theoretical future development that relies on the use of machine learning is smart drugs 

which would be able to “automatically detect, diagnose, and treat a variety of diseases 

using chemicals that can perform AI-type reasoning” (“Programming Smart,” 2013).  

Researchers are aiming to develop a drug that can specialize itself to an individual’s 
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unique chemistry to treat a range of illnesses.  They want to design artificial systems that 

behave similar to biological cells by sensing the environment and acting on the data 

discovered (“Programming Smart,” 2013).  This kind of autonomous behavior would 

allow for a unique drug treatment that would be able to sense what is needed to cure a 

patient.  These drugs could also give scientists insight into how problems might be solved 

on a molecular level (“Programming Smart,” 2013).  If these drugs prove to be viable, 

then it would allow for machines to help doctors to develop a deeper understanding of the 

human body. 

Improved Diagnosis and Treatment 

With the masses of medical data collected and analyzed, doctors will be able to prescribe 

medicines and make diagnoses based on full medical history, genetic composition, and 

device readings.  Machines can get a much more holistic view of bodies, lifestyles, and 

symptoms than doctors.  Machine learning will enable comparison of data from similar 

patients to determine which treatments have worked best (Wadhwa, 2014).  Doctors will 

automatically have access to millions of other cases so they will have informed 

knowledge from machines on treating illnesses they have never seen before.  It will be 

easier for doctors to monitor how a disease and treatment is progressing and select drugs 

based on an individual patient’s unique situation (Schimpff, 2010).  During treatment of 

certain illnesses like cancer, it is not always easy to detect progress so machine learning 

would enable a closer examination of changes to a patient’s condition. 

One doctor was able to analyze a full genome sequence of healthy and cancer cells to 

reveal that a drug for kidney cancer might cure a case of leukemia that had failed to 

respond to other treatments.  After this proved successful, other doctors have made major 

breakthroughs in treating cancer based on DNA mutations.  Currently the process of 

analyzing this data is expensive and time-consuming and therefore its availability is 

limited.  IBM is developing cognitive systems to bring this type of tailored treatment to 

more patients at a lower cost.  Sequencing a patient’s full genome, mapping the cancer’s 

DNA and analyzing the large amount of data is difficult and can take months.  The 

cognitive systems are being developed and will allow doctors to create focused treatment 

plans in days or minutes, using machine learning to help far more patients at an 
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affordable cost (Royyuru, 2013). Machines will continue to learn about more and more 

health issues and improve the ability of doctors to diagnose and treat patients around the 

world. 

IMPLICATIONS 

Massive amounts of medical information presents some obvious challenges for privacy and 

security of sensitive data.  As always, regulation will lag behind technological advance and 

patients will need to be careful to choose health care providers that are prepared to adequately 

secure health data.  Changes to HIPAA and device security will be important steps before this 

technology can be safe to use from a privacy standpoint.  Even with proper restrictions a 

potential problem with surrendering this data is that it could be used by health insurance 

companies to assign premiums or decide whether or not a doctor’s visit was justified (Thompson, 

2013).  Marketers are also talking about using this kind of data to better understand the needs of 

their customer base.  Privacy battles are likely as these products and machine learning systems 

are rolled out as people try to benefit from the technology without losing control over their 

personal data. 

The entire process of health care is expected to change as doctors stop making money from 

treating patients who are sick and use their skills to prevent sickness.  Today, doctors treat 

symptoms of interest and may not even be aware of some symptoms that a patient did not think 

to mention.  Machine learning will allow for analysis of data from millions of patients. There 

will be testing of reactions to medications on such a large scale that it will change the way that 

drugs are tested and prescribed leading to changes in the pharmaceutical industry as well.  

Machine learning is unbiased and will not ignore information to confirm the positive aspects of a 

drug (Wadhwa, 2014).  This means that drugs will be better understood before they are released. 

A larger demand for health care is expected as the percentage of the population over 65 

continues to grow.  Around half of Americans already have a chronic condition and this figure is 

expected to rise.  It will be difficult for doctors to meet the rising demand in health care needs 

without the help of technology.  Telehealth is when technology is used to deliver health related 

services.  Thanks to this technology, doctors can see and treat patients virtually.  Telehealth 

services are already being used for basic health inquiries.  When machine learning can enable 

doctors to have access to analyzed medical data, doctors will not need to see many more of their 



Running Head: MACHINE LEARNING: FUTURE CAPABILITIES AND THEIR IMPLICATIONS 26 

patients in order to make a diagnosis (Bangalore & Framingham, 2012).   Patients will begin to 

monitor their own health which will hopefully lead to people taking better care of themselves 

and recognizing problems early.  These advances will be especially helpful in regions where 

doctors are not easily or readily accessible. 

Manufacturing 

IMPROVED EFFICIENCY 

Today, most advanced manufacturing techniques are driven by large amounts of data.  

There are so many variables in manufacturing a product that machine learning is 

necessary to sift through all of the data and find opportunities for improvements.  Sensors 

on equipment are becoming increasingly important for improving efficiency in the 

manufacturing process because they “enable intelligent, flexible, reliable and highly 

efficient manufacturing techniques” (Koten, 2013).  Machine learning will continue to 

allow machines to perform more precise functions and provide information that will 

allow for easier management of the factory as a whole.  Products can be tracked through 

the entire process and the second something goes wrong in the process it can be detected 

and a supervisor can be notified (Koten, 2013).  Smart analytics are used to optimize 

production.  For example, modules can be automatically replenished when an 

approaching failure is detected or the module reaching the end of its life (Gandhi, Magar, 

& Roberts, 2014).  Being able to get the most use out of a product, recognize issues early, 

and identify process improvement areas are essential to improving efficiency and will be 

achievable because of machine learning. 

INDUSTRIAL ROBOTICS WITH AI 

Industrial robots are able to operate continuously with increasingly good precision. They 

can report progress and learn to improve their performance.  Industrial robots will 

become more affordable in the future.  The cost of these robots has fallen 50% compared 

to human labor since 1990, according to a report by the McKinsey Global Institute 

(Koten, 2013).  The next generation of robots will be cheaper, easier to use, and will 

work with people instead of replacing them.  In the future, machine learning robots will 

be able to retrieve and transport parts, sort, clean, and hold items, and complete various 
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other tasks.  Machine learning will enable robots to have more functionality and adapt to 

the specific needs of the manufacturing plant in which they reside.  People will be more 

productive with the assistance of industrial robots (“Making,” 2012).  The Fraunhofer 

Institute in Germany is one company working to develop robots that can work alongside 

people and are capable of understanding simple instructions given with voice commands 

(“Making,” 2012).  Over time, increases in productivity coupled with increasingly skilled 

robots will mean that less workers are needed. 

SUSTAINABLE MANUFACTURING 

The goal of sustainable manufacturing is to maximize use of energy and materials as well 

as minimize waste. Machine learning can help to make this a reality in the future (Koten, 

2013).  Some manufacturing engineers are pursuing the possibility of factories that 

operate continuously in the dark.  These lights out factories do not require heating, 

cooling, or lights because they are run mostly by smart robots and machines (Koten, 

2013).  Manufacturing like this will likely be possible in some scenarios, but most believe 

that people will still be necessary though their help will be needed less in the actual 

factory.  Human workers will be needed to service machines and oversee robots work.  

Jobs that require broader skillset will remain useful.  There is still a ways to go before 

machines can completely replace people in manufacturing but with advancements in 

machine learning it is becoming a more likely possibility.  It is likely that the shift will be 

gradual as companies adopt the technology as its price falls below labor costs (“Making,” 

2012).  The hope is that displacement in manufacturing will mean that the economy is 

growing and changing instead of just pushing unskilled workers out of their jobs. 

IMPLICATIONS 

Some think that robotics and machine learning are a way to bring manufacturing by American 

companies back to the U.S.  Others see it leading to more unemployment for manufacturing 

workers.  As prices fall below the cost of a human worker people will be out of their jobs.  Once 

robots can communicate and solve problems autonomously there will be less demand for lower 

skilled manufacturing workers (Wood, 2014).  Companies would no longer need to outsource for 

cheap labor and can bring plants and some jobs back to American soil.  Proponents for smart and 

flexible robots in manufacturing admit that there will be jobs lost but say that it could lead to 
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more wealth for the country and create new and different jobs to be filled.  There would be more 

demand for technicians who can fix machines and overseers who ensure the factory is running 

smoothly (Toor, 2014).  There is the possibility of technology assisting instead of replacing 

workers which will mean higher productivity.  As machine learning and robotics take over tasks 

that require the ability to follow instruction, education will have to teach people what machines 

cannot do like creative thinking (Wood, 2014).  Emphasizing purely human skills in education 

will help to eliminate the job loss from machines taking over mundane tasks. 

Transportation 

SELF-DRIVING VEHICLES 

As mentioned in the current application section, autonomous vehicles have already come 

a long way but there are still issue that they must overcome before they can be bought by 

consumers.  Google’s co-founders, Larry Page and Sergey Brin, say that “making 

vehicles smarter will require lots of computing power and data, and that's why it makes 

sense for Google to back the project” (Guizzo, 2011).  People are devoted to making 

these a reality in the near future because they believe that autonomous vehicles will 

drastically improve the safety and efficiency of transportation.  Nine and a half million of 

the ten million accidents that occur in the US every year are caused by human error 

(Bilger, 2013).  Autonomous vehicles will have the ability to drive more defensively and 

always maintain focus, something that human drivers cannot do.  The ability to quickly 

react to potential roadway dangers could save thousands of lives each year (Guizzo, 

2011).  They will also be able to make better use of space on the roadway and make it 

easier to control the flow of traffic.  Machine learning may also enable the vehicles to 

improve gas mileage and make the vehicles capable of saving money, time, and lives. 

By the end of 2013, Google’s autonomous vehicle had driven over half a million miles 

without an accident.  This is approximately twice as far as an average American driver 

goes without an incident.  This does not reflect complete autonomy however, as the cars 

have the driver take over in certain unclear situations. The risk is still too high to be 

accepted by consumers.  Autonomous vehicles will have to be almost perfect to be 

allowed on the road.  It is expected that they will not be accepted until they reach six 
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sigma level which is three defects per million (Bilger, 2013).  The most optimistic 

estimates are that the vehicles are still ten years away from being commercially available.  

The exact release date is unpredictable because it is hard to know how fast machine 

learning algorithms can master driving and what scenarios they will be unable to handle 

without further research. Autonomous vehicles have to learn to understand the unwritten 

language of drivers (Bilger, 2013).  For example, when a car signals that it wants to 

change lanes a human driver knows to either slow down to let the car in or speed up open 

up a spot behind.  There are some plans to begin testing the technology though it is likely 

that passengers will still have to be ready to take over the driving in tough spots. The UK 

has a pilot program scheduled to launch in 2015 that will have small autonomous vehicles 

moving people around Milton Keynes city center.  The roads will be closed to all other 

traffic.  It will be the first implementation in a public environment.  Only a few thousand 

autonomous vehicles are expected to be in service by 2020 (Martin, 2013).  The speed at 

which autonomous vehicles are adopted will likely depend on the success or failure of 

these types of pilot programs. 

Autonomous vehicles will likely change way that people use cars.  If transportation is 

available to anyone whenever it is needed, owning a car would no longer be necessary 

(Martin, 2013).  Autonomous vehicles may become a shared service instead of a private 

holding. People would be able to summon a ride using a smartphone and an autonomous 

car would show up, ready to drive them anywhere (Guizzo, 2011).  There are plans to 

initially test autonomous vehicles as a taxi service, then expand to using them for local 

delivery.  As the vehicles continue to learn and improve, the services would then expand 

to larger areas (Martin, 2013).  The freight industry would also be impacted by 

autonomous vehicles.  It is a huge industry in the United States and a third of haulage 

companies costs are the drivers.  With the potential for huge cost savings, many people 

working in taxis, freight and delivery trucks could be replaced.  It is possible that 

eventually vehicles with drivers will start to be limited on roadways and eventually 

excluded.   
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IMPLICATIONS 

It is estimate that almost all vehicles will be autonomous by 2050. That would mean that the 

233,000 taxi drivers and 1.7 million truck drivers employed today would be out of a job (Wood, 

2014). Freight transportation using an autonomous delivery method would improve fuel 

economy and eliminate the need for truck drivers.  There is concern over unemployment 

resulting from autonomous vehicles that would displace a large portion of the workforce without 

creating new jobs.  They may face significant resistance from labor groups trying to protect the 

livelihoods of people working in transportation (Fagnant & Kockelman, 2013).  This is another 

instance of machine learning taking over a large portion of the workforce and it may become 

difficult for new industries to increase their demand for workers at the rate they are displaced. 

According to research conducted by the Eno Center for Transportation, at only 10% market 

penetration, autonomous vehicles are expected to reduce crash and injury rates by 50%.  This 

figure is expected to rise to 90%, at 90% penetration (Fagnant & Kockelman, 2013).  Despite 

these impressive projections, there is already fear over driverless cars and the horror of death by 

computer.  The autonomous vehicles will need to have impeccable safety records before many 

consumers will be willing to surrender control of their lives to the technology.  At the same time, 

proponents believe that “once a car is better than a driver, it is irresponsible to have the driver 

there” (Bilger, 2013).  There will be debate between those who are afraid of surrendering control 

to robots and those who think that safety gains from autonomous vehicles need to outweigh these 

fears.  There is also the issue of determining who is liable for accidents in an autonomous vehicle 

(Fagnant & Kockelman, 2013).  Car manufacturers, passengers, or the company responsible for 

the machine learning algorithms that make the vehicle run could all be considered responsible 

parties in different situations.  The legal and insurance process for motor vehicle accidents would 

have to adjust to account for new scenarios. 

Traffic congestion is expected to fall from the reduced number of crashes and improved traffic 

flow.  Later in this section, smart city approaches to controlling traffic flow are discussed and 

would also improve congestion.  With ride sharing and autonomous vehicle taxi services, more 

people will have access to transportation.  It will especially benefit people too young to drive, the 

elderly, and the disabled facilitating more independence and mobility (Fagnant & Kockelman, 

2013).  Parking patterns will change with vehicles that are able to park themselves wherever 



Running Head: MACHINE LEARNING: FUTURE CAPABILITIES AND THEIR IMPLICATIONS 31 

space is available and not necessarily close to the owner’s destination.  On demand taxis, or local 

vehicle fleets will mean that owning a car could become unnecessary for most people.  It is 

estimated that a single autonomous vehicle could replace between nine and thirteen privately 

owned cars without compromising travel patterns (Fagnant & Kockelman, 2013).  This could 

have a huge environmental impact by lessening the number of vehicles on the road, improving 

gas mileage, and providing an opportunity for alternative fuel vehicles to replace many of the 

vehicles on the road today. 

Marketing 

DATA COLLECTION AND COGNITIVE COMPUTING 

Increased and widespread use of wearable technology like Google Glass and fitness 

trackers will create large volumes data that can be analyzed to provide marketers with 

valuable insights (Walter, 2013).  It is estimated that the amount of data on the web will 

grow 300 times by 2020.  Objects used by people in their everyday lives are increasingly 

equipped with sensors that gather data and upload it to an online database.  Televisions, 

refrigerators, thermostats, and cars are just a few of these products.  This amount of 

information can be overwhelming for marketers to understand which is where machine 

learning steps in (Childress, 2014).  Today, social networking sites are storing a massive 

amount of data that has never been analyzed.  Up to 90% of this is unstructured data.  

Deep learning advances are helping make sense of unstructured data which could bring 

marketers much closer to truly knowing their customers (Smith, 2014).  Machine learning 

is what will enable marketers to sift through the masses of data to help improve decision-

making and understand the desires of consumers. 

 Cognitive computing allows for computers to use artificial intelligence and machine 

learning to sense and predict customer behavior, wants and needs.  This removes the 

necessity of programming systems to anticipate every possible scenario and the proper 

response (Walter, 2013).  The most accurate predictive models have more data to draw 

from and can adjust when a prediction is incorrect, learning from its mistakes.  Soon 

companies won’t just want to be able to predict what their customers want, but when they 

want it (Childress, 2014).  As data collection continues to penetrate different areas of 
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consumer’s lives, machines will get much better at predicting and personalizing 

marketing materials and offers. 

PERSONALIZED MARKETING 

As a result of the wealth of data collected on customers, companies will be able to market 

to individuals more directly.  This type of targeted marketing will be more valuable 

because the intelligent interpretation of data will help companies to build a more personal 

relationship with customers.  The more personalized interactions that should result will 

be more effective in increasing brand loyalty and driving sales (Childress, 2014). A store 

might track its customers shopping trip, see what products they spent the most time 

looking at, what they bought, and send them information or offers when there is a 

relevant sale or new products that they might be interested in.  Machine learning can also 

be used to test which messages or offers a customer will be most receptive to.  As use of 

the technology becomes more common, “consumers will see offers and campaigns 

directed more towards the individual and not a giant group of people” (Delgado, 2014).  

Factors like purchase history, age, and financials could be used to personalize a message 

and give consumers the illusion of a more personal experience. 

ANTICIPATORY COMPUTING 

Another future capability that machine learning will bring to marketing is anticipatory 

computing which will enable marketers to predict what information a customer wants 

before they ask for it.  This type of information is derived from person’s location, the 

tone and language used in messages, their calendar, browsing history and many other 

areas.  This will provide people with constant access to recommendations that can be 

used immediately (Walter, 2013).  Companies are also hoping that machine learning will 

allow marketers to determine an individual’s health, personality, and mood at any given 

time.  The hope is that this will help them to better predict and influence purchases. 

In January of 2014, Apple submitted a patent for machine learning technology that would 

be able to infer moods in real time.  They think that an individual’s receptiveness to 

marketing materials is based on their happiness and attention level.  The goal with this 

new technology is to be able to gauge how someone is feeling at any time and ensure that 
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ads are delivered at the best possible moment for an individual.  Apple plans to combine 

behavioral information like click rate, likes, and comments analyzed for sentiment with 

physical indicators that could gathered from wearable devices like heart rate, adrenaline 

levels, perspiration rate, and facial expressions.  Machine learning would then be used to 

analyze all of the collected data about someone, determine their baseline behavior, and 

then detect any deviations that indicate a change in mood (Childress, 2014).  This is 

definitely one of the more disturbing applications of machine learning that will likely 

draw attention from privacy advocates. 

IMPLICATIONS 

In the future, the goal is to go from machine learning algorithms that gather and interpret 

large amounts of data, to ones that are able to take action on their own.  Automated decision 

making in marketing will allow action to be taken quickly and before a trend changes or ends 

(Datta, 2012).  It will also allow for firms to recognize more quickly when it is time to move 

on from a product or sense a resurgence in popularity.  The human element will still be 

needed, but there will be a shift away from data analysis and tracking trends to more original 

content creation and performance monitoring for the new autonomous system. 

For machine learning in marketing, there is a grey area when it comes to privacy.  The trick is for 

marketers to provide an acceptable amount of value in exchange for a consumer’s diminished 

privacy (Walter, 2013).  In marketing it is difficult to say exactly where the line should be drawn 

since it will most likely be different for everyone.  Not all companies are responsible with the 

data that they collect.  There is a lack of transparency about what is being collected, who is 

seeing it, and what it is used for.  Machine leaning just makes this an even bigger problem since 

raw data can be converted into knowledge about who we are and how we live.  Knowing what 

consumers want before they ask for it can be creepy and there are bound to be battles in the 

future over privacy and an individual’s right to opt out.  Target went too far with its marketing 

insights when it tried a program to detect when women were pregnant so that it could give them 

ads.  One customer that was identified was a teenager who had not told her parents she was 

pregnant so when the ad went to her house, it revealed that information (Childress, 2014).  

Regulation as always is lagging behind the influx of data and the ability to analyze it in 

meaningful ways.  There is a delicate balance between helpful and creepy and there are bound to 
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be stumbles along the way.  People may be very resistant to any perceived invasion of privacy in 

the marketing arena or, if it is gradual enough, they may become desensitized to the 

phenomenon. 

Another issue is that companies may start using data against a customer’s wishes.  When people 

use Facebook, they are not anticipating that their pictures, updates and likes will be analyzed to 

better understand their lifestyle.  According to research done at Cambridge University, people 

who rarely use Facebook are just as exposed as those who overshare because the few posts show 

what is really important to someone, and that it has more significance (Childress, 2014).  Apple 

recently stated their plans to use “physical indicators gathered from wearable technology that can 

measure heart rate, blood pressure, adrenaline levels, perspiration rate, body temperature; voice 

level, pattern and stress; and movement and facial expression” in order to sense a customer’s 

mood and optimize the time that an ad is shown.  This is an assumption that our medical data 

will be accessible to marketers in real time (Childress, 2014).  This seems to be one of those 

instances where it goes too far and consumers will need to be particularly vigilant in protecting 

privacy in an era of machine learning. 

Media and Communication 

TRANSLATION 

Google and Microsoft are currently trying to develop a product that will translate voice 

input in one language and then speaks the translation in another.  Not only could this type 

of product be used to converse with foreigner friends or navigate as a tourist but it could 

help facilitate business (Arrington, 2010).  Microsoft has spent the last 20 years investing 

in learning how computers can learn from data and turn it into real-time language 

translation.  They are attempting to combine speech recognition technology with deep 

neural networks to improve the accuracy of translation of human speech.  The ultimate 

goal of these systems is to match the capabilities of human translators which is believed 

to be a long way off but attainable.  Translation technology may one day be “seamlessly 

part of the fabric of computing infrastructure used” (“Speaking,” 2013).  This is a 

technology that is expected to become so easy to use that it seems like a necessity that we 

never lived without. 
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Today most translation aps translate on a word-to-word basis where each word is 

translated separately.  This leads to very inaccurate results since words have multiple 

meanings and many expressions do not translate the same way.  Research has found that 

people speak very differently from how they write.  Conversational language is much less 

formal and literal (Andrews, 2014).  This means that in order to translate spoken word, 

machines need to keep up to date with how language and expressions are changing.  

Modern applications learn based on every conversation that is analyzed and improves 

over time.  Google’s statistical machine translation crawls the web collecting both text 

and audio and runs the data through algorithms to get to “the root of how language 

naturally works” (Andrews, 2014).  Google employees say that it is just a matter of 

waiting for the collection and analysis of data and cautiously estimate that a real-time 

translation device will be possible within a decade. 

VIRTUAL ASSISTANTS 

Siri is only the first phase in virtual assistants.  One improvement that is already planned 

for the future is having Siri convey and sense emotional and social characteristics. This 

can be accomplished by teaching machines to synthesize paralinguistics which are speech 

nuances like pitch and intonation (Anderson, 2013).  Artificially intelligent systems today 

cannot create an emotional connection with the user and it is very easy to tell that it is not 

a person.  When human interaction with machines seems natural and effortless, that will 

be considered the ultimate success.  Data needs to be collected and machine learning 

applied to make the systems seem more human (Ward, 2014).  It could create unique 

personal assistants, advisors and even companions for anyone based on who they are.  

Siri responds to similar requests the same way so the goal with the next generation of 

virtual assistants is to add personalization to the interaction. 

Improvements in virtual assistant performance is not just a matter of granting them access 

to new data but making them smarter with the data they already have access to today.  

When a user puts an appointment in a smartphone calendar, it could automatically 

calculate transportation time, look for and recommend places to eat nearby, calculate how 

much time is needed to get to the next appointment, and share weather conditions.  

Virtual assistants can start to do the things that human personal assistants do.  More 
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automation should come with time as they become secretaries, recommendation systems, 

and smart shopping helpers (Bajarin, 2014).  Machine learning will grant them both a 

brain and a voice.  Text to speech technology is quickly evolving and researchers are 

attempting to create voices from that will be lifelike enough to simulate human speech.  

Each person could choose a unique assistant voice, choose their favorite celebrity’s voice 

or mix together the voices of two celebrities.  It will be possible to have far more 

intelligent conversations with these assistants as they adapt to our changing needs and get 

to know us on a personal level (Ward, 2014).  The system will be able to ask for 

clarification, provide options, and allow users flexibility in how they phrase answers. 

IMPLICATIONS 

Future advances in media and communication will lead to changes in the way that people live 

their everyday lives and interact with technology.  A translation device could make the world a 

smaller place by facilitating interactions between people who do not share a common language.  

It could make international business simpler, or allow stores to provide better service to 

customers who may not speak the clerk’s language (Arrington, 2010).  There are also worries 

that the technology may just make people lazy and lead them to think that they are 

communicating effectively when they are ignoring the nuances of expressing sentiment through 

language.  While a translation device would be useful when travelling, doing business, or 

conducting international relations, it may never be a good enough substitute for human 

translation (Andrews, 2014).  Translation by machines will probably never be able to capture 

some of the important elements of communication like non-verbal cues and sarcasm. 

Virtual assistant have the potential to organize people’s lives and make some things like planning 

a trip much easier.  If they prove to be as effective as developers hope, virtual assistants will be 

an essential tool that people use every day.  One drawback is that it could take away the 

opportunity for people to discover new things or just explore.  When a device is planning every 

element of someone’s life, it may be hard to just take time to go off the grid and relax.  The 

devices will also require large amounts of personal data that will need to be secured.  People 

don’t want their schedules, travel information, or purchase history to be accessible by third 

parties through hacking or theft. 
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Security 

MILITARY APPLICATIONS 

Autonomous defense systems are being proposed and worked on as a possible warfare 

tool in the future.  These systems would have machines that make decisions without 

human input, radically changing modern warfare.  Countries like the US and the UK that 

are looking at this technology are aiming to have a longer reach, greater efficiency, and 

fewer native casualties.  The UK’s Strategic Defense and Security Review referred to it 

as a means “to adapt to the unexpected in a time of constrained resources” (Cartwright, 

2010).  There are obvious legal and ethical issues especially because it is impossible for 

the autonomous robots to distinguish reliably between civilians and combatants.  The 

ability to make this distinction and to only accept civilian casualties that are proportionate 

to the military advantage gained are both required by humanitarian law and would likely 

be ignored by an autonomous system (Cartwright, 2010).  It is important that someone 

with a conscience is controlling weapons to prevent inhumane attacks.  While machine 

learning can train autonomous defense systems to find and attack strategic targets, it may 

never be able to give them a conscience. 

Today there are complaints about drone technology having pilots on the other side of the 

world that could misinterpret what they see on their computer screen.  These future 

weapons will completely remove that human element.  The proposed lethal autonomous 

robots will be able to perform and think better than human operators by being less 

emotional and more selective (Foust, 2013).  Drones can be hacked and hijacked but 

autonomous systems cannot since they do not receive outside commands.  This 

technology is possible but may never be used because military officers do not want to 

surrender control of a conflict and people tend to be more comfortable with collateral 

damage as a result of human error and not robot miscalculation (Foust, 2013). 

LAW ENFORCEMENT 

Facial recognition technology is already used by law enforcement but there are 

improvements planned for the future.  The FBI is working on the Next Generation 

Identification System, a biometric system for identification with a $1 billion budget.  The 
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system’s mission is to reduce terrorist and criminal activity through expanded biometric 

identification and links to criminal history databases (Stenman, 2013).  Facial recognition 

is a huge part of this proposed solution and will improve reliability by converting flat 

images to 3D.  This will help with being able to recognize image when a straight on 

image is not available.  Elective online behavior of people, like the use of Facebook, 

could eventually feed this system also.  Facebook has one of the largest biometric 

database in the world and user’s privacy could be easily compromised because any 

information collected and stored by a company is vulnerable to being taken by the 

government (Stenman, 2013).  Improved facial recognition will make it easier to find 

criminals on the run or detect terrorists at border crossings or airports (Waugh, 2013).  

There is still a question of whether or not the tradeoff between improving the ability of 

police to catch criminals and strengthening ‘Big Brother’ is worth it. 

Computerized cameras will be able to spot dangerous people before they commit crimes 

by scanning crowds in public places and using machine learning to detect suspicious 

behavior.  The systems will have parameters for what is considered normal behavior at 

the site in question and if there is a deviation from the norm it will alert a human guard to 

investigate.  Early versions are expected to be able to track up to 150 people at a time and 

eventually begin to learn what types of behavior is suspicious (Waugh, 2012).  The 

possibility of this coming to fruition is increased by post 9/11 fears of terrorist attacks.  

Most cities have an established CCTV camera infrastructure.  London and Singapore are 

already piloting predictive analytics on video feeds which will attempt to detect crowd 

and traffic movements and other safety concerns including environmental factors like fire 

and floods.  When an issue is detected, alerts will be sent to authorities.  Most police 

forces of today are using old technology and could be greatly benefitted by these new 

tools to aid in preventing and solving crimes (Daly, 2013).  The vision for the future is to 

improve law enforcement’s ability to anticipate and respond to safety concerns. 

THEFT AND FRAUD PREVENTION 

IBM intends to release a digital guardian within the next five years that will be able to 

learn from past online behavior to protect a person’s identity.  As it better understands an 

individual, it can make decision for their security like preventing what it expects are 



Running Head: MACHINE LEARNING: FUTURE CAPABILITIES AND THEIR IMPLICATIONS 39 

fraudulent purchases.  The cognitive system will strive to have “always aware” 

intelligence.  It could even be used to prevent a thief from operating a smartphone by 

recognizing that their touch pattern is different (Rao, 2013).  Integrating data from many 

areas will help to prevent fraud more effectively than systems today.  The digital 

guardian would recognize fraudulent purchases that tradition methods would not.  For 

example, it would know that your gas tank is full and recognize that a gas pump purchase 

is not legitimate.  Or it would know that you are at home and not at the gas pump when 

the charge is being run for authorization.  A system that understands us better will also be 

able to avoid rejecting valid charges like getting cash in a foreign country (Rao, 2013).  It 

would know that the card holder scheduled a trip, purchased an airline ticket, or booked a 

hotel room.  This kind of system will improve as it gets to know a user, becoming even 

more skilled at protecting the individual. 

Businesses will also be able to leverage machine learning to prevent security breaches in 

the future.  A database can be developed that contains all existing malware and 

information on the individuals and accounts associated with attacks.  Attacker behavior, 

preferred targets, and method of hacking would all be stored and constantly updated to 

allow for a system that can recognize and protect against all known attacks and attackers.  

Hackers would become unable to reuse code and attacks would become increasingly 

difficult to get past the system as it learns to recognize new patterns and approaches in 

breach attempts (Rogers, 2014).  Evading detection will require completely new code, 

servers and accounts and require hackers to start from scratch every time they attempt an 

attack.  This will not completely eliminate attacks but will provide a greater advantage to 

the organizations and individuals targeted in fighting breach attempts.  Machine learning 

will allow organizations to identify most threats before they cause harm (Rogers, 2014).  

Amateur hackers will have a much harder time exploiting weaknesses and only advanced 

first-time attacks will be successful. 

ROBOTIC SECURITY 

Knightscope has developed an autonomous robot to be used as a security guard for 

corporations, schools and neighborhoods.  The company has already released a version of 

the robot but it still has a ways to go before it will be an effective security tool.  Current 
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versions have a video camera with night vision, thermal imaging, radar, air quality 

sensors and a microphone (Markoff, 2013).  It has only limited autonomy, requires a 

preplanned route and does not yet have advanced machine learning features like facial 

recognition.  The robotic guards will eventually be connected wirelessly to a centralized 

server that will allow them to recognize faces, license plates and suspicious situations.  

The creator envisions these robots being used to patrol schools or function as a 

neighborhood watchman (Markoff, 2013).  They will eventually be able to scan for stolen 

vehicles or license plate infractions if law enforcement wants to use them.  They can also 

recognize threatening gestures like pointing a gun and future models are expected to be 

able to handle rough terrain and obstacles.  Knightscope plans to have them available by 

2015 at a cost of $6.25 an hour, making them cheaper than human guards.  The company 

hopes to make some of the data that they capture available in real-time to the public so 

that a citizen could use their smartphone to see if there are any hazards where they are 

planning to go.  They estimate that crime could drop up to 50% in areas patrolled by 

these robots and there are plans to test them at sporting events and malls (Flacy, 2013).  

Human security guards would not be replaced since the robots do not carry weapons or 

provide force in any way.  They will be able to patrol grounds and notify human security 

or law enforcement to respond to an incident. 

IMPLICATIONS 

Autonomous defense systems will lead to much debate among nations and human rights 

advocates since removing the human element in warfare could be very dangerous.  This process 

has already begun even though the technology is only in the research stages.  The United Nations 

has created a team to assess the technology and pass pre-emptive rules about their use before the 

systems enter production (Tilbury, 2013).  If robots end up replacing soldiers completely, war 

will no longer be about defending a nation but who has the better weapons.  A country or ruler 

will be secured by the strength of the technology at their disposal and not the support of the 

people.  It is possible that in 20 to 30 years, soldiers will not be necessary (Tilbury, 2013).  Some 

see this possibility as dark dystopian future where self-aware robots take over but the more likely 

issue is that machines may never be smart enough to be trusted with such dangerous technology 
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(Cartwright, 2010).  There is too much at stake if an autonomous weapon makes a mistake so it 

is likely that the technology will be heavily regulated if it ever surfaces. 

Advances in facial recognition and predictive analytics will help law enforcement to lower crime 

rates and enhance their ability to identify and apprehend criminals.  It would be very difficult for 

an individual to get away with a crime if caught on camera and country borders could be more 

secure by preventing known terrorists and criminals from entering.  The same issues that are 

being debated now of the government keeping watch over citizens will become even more 

relevant in the future.  Highly sophisticated facial recognition software means that people could 

be tracked almost everywhere they go.  Many are already upset that law enforcement is reluctant 

to share who they are tracking and why and this advanced technology will just make it easier for 

them to abuse their power.  Law enforcement and government’s use of the technology may need 

to be regulated to prevent a Big Brother scenario. 

Other 

GOOGLE CAMERA CONTACTS 

Google recently filed a patent for smart contact lenses.  The technology would be able to 

process images and provide assistant to visually impaired wearers.  It could potentially 

relay shades and colors to partially blind or recognize and use a third party device to alert 

wearers to impending dangers like a car approaching (Booton, 2014).  The image 

recognition capabilities of today are not yet advanced enough to help with recognizing 

faces but it is a future possibility.  Using machine-learning capabilities and built-in 

sensors the contacts would be able to interpret an image and send a message through a 

smartphone in warning.  This device is likely many years away because it is far from 

being commercially viable, safe, or cheap enough (Booton, 2014).  Google has also 

worked on plans for smart contacts that measure glucose levels in diabetics to help with 

constant non-invasive monitoring.  Right now, these smart lenses are only a proposed 

technology that may never go into production (Etherington, 2014).  There is potential for 

these to replace Google Glass, augment vision, take pictures, and see for the visually 

impaired. 
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FUTURE OF SEARCH 

Google is working towards a future search engine that is similar to the one famously used 

in Star Trek.  Their desktop version of search will adopt a conversational tone, get 

smarter about interpreting sequences of related queries, and anticipate further queries 

(McCracken, 2013).  Searcher will use microphones and speakers instead of typing in 

queries and reading the results.  The Star Trek computer that Google is trying to emulate 

was a humanistic and all-knowing.  Some of the issues with search engines of today are 

that they do not give an answer but links to one, users have to change language to search, 

and they cannot anticipate needs.  When you ask Google a question its “brain” should see 

the same thing as you, many associations that are closely related to the topic (Manjoo, 

2013).  In order for this to become a reality, natural language processing and search 

algorithms would have to improve through machine learning. 

Google aims to become a virtual personal assistant like the one described in the previous 

section.  It should be able to give unrequested reminders based on location, calendar and 

interests.  They also foresee interconnectedness in the future so when you look for and 

choose a restaurant it will automatically pull up directions in your GPS or set the route in 

your self-driving car (Dorrier, 2013).  Google wants people to look back and be surprised 

that we ever lived without this technology.  They want people to be amazed that we used 

to type queries instead of engaging in a conversation to get answers (Manjoo, 2013).  

There are still may questions asked that don’t have a direct answer either because more 

information is needed or there is no answer.  Approximately 16% of queries on Google 

are completely new meaning the search engine always has questions to answer that it has 

never seen before (Manjoo, 2013).  Google is still working on an AI approach to fielding 

customer requests and hopes that one day the technology will not be seen as just a search 

engine. 

SMART CITIES 

Another future application of machine learning that is being discussed is the concept of 

smart cities.  Smart cities would enable processes like traffic control, parking, and 

electricity to be automated.  The aim is to reduce congestion, pollution, fossil fuel 

consumption, accidents and the inconvenience of owning a motor vehicles in cities 
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(Dwortzan, 2012).  There would be a smart parking system that assigns and reserves 

spaces automatically and traffic regulation that autonomously controls lights to improve 

traffic flow without endangering bicycles or pedestrians.  Bus routes could be altered by 

citizen needs and not wasted by completing routes without passengers (Borger, 2013).  

The plan is to design a mobile sensor network that links vehicles onto a network and 

transmits information like accidents and road conditions to any relevant people.  The 

concept of smart cities are gaining traction in the western world (Dwortzan, 2012).  

Another element of smart cities will be smart-grid networks that become better at 

allocating electricity and recognizing hazard in the city.  Public issues like flooding, fires 

or building collapses can be quickly identified and information disseminated to residents 

(Carter, 2013).  Cities may also attempt to leverage machine learning technology to 

interact with citizens and respond to needs.  Sentiment analysis would give leaders much 

more feedback from many more constituents than ever before (Borger, 2013).  Leaders 

can latch onto trending concerns and sense problems before they happen.  Smart cities 

will be a way to make travel more efficient, conserve energy, and have politicians be 

more in touch with the needs of their community. 

SMART HOME 

Smart homes will connect devices and analyze data in order to make life easier. The 

home automation industry is expected to grow to $14.1 billion in revenue worldwide by 

2018 as the technology gets cheaper and easier to use (Brennan, 2013).  These systems 

will be able to open doors, turn on lights, and gauge if someone is home to stay or to get 

something they forgot.  The next big addition to this technology is voice control and 

software that will allow for companies to monitor for intruders (Brennan, 2013).  It might 

be able to predict a homeowner’s arrival and prepare dinner, automatically turn on a full 

washing machine, or adjust heat and air conditioning based on skin temperature.  It will 

be able to monitor for signs of trouble like appliances left on for too long and issue an 

alert (Pelland, 2009).  Research organizations are already trying to get systems to learn 

how people live to train them to anticipate habits and help with chores.  The systems will 

learn by watching how people live and adjusting to meet their unique needs. 
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COMMERCIAL FACIAL RECOGNITION 

Some stores and hotels today are testing systems that analyzes the faces of customers as 

they enter the establishment.  The system then checks this information against a database 

with celebrities and valued customers to help in identify potential big spenders. If a 

customer is recognized, the software alerts staff via computer, tablet or smartphone.  It 

may even be able to provide details such as clothing size and shopping history (Stenman, 

2013).   Soon companies may even be able to link online social media profiles with facial 

recognition images from stores.  Commercial facial recognition can benefit consumers by 

improving service but secretly having a system that recognizes customers and provides 

biographical information is contested by those with concerns over privacy (Singer, 2014). 

Companies are trying to weigh the possible ramifications and how the technology can be 

used ethically and securely. 
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Conclusion 

The future of machine learning is filled with many capabilities that would make our lives easier.  

Cars could keep us safe, doctors and computers could prevent us from getting sick, law 

enforcement could prevent crimes and quickly apprehend criminals, and marketers could help us 

find what we want before we even think to look for it.  Our lives would become infused with 

technology to a much greater extent than they are today.  There are also dangers associated with 

intelligent machines and easily interpreted data.  Privacy is highly valued by many people who 

would rather be anonymous than transparent no matter what the benefits are.  Machine learning 

may force people to surrender their anonymity and risk having information about them abused by 

businesses or government.  The success of the proposed machine learning advances would 

undoubtedly enable a “Big Brother” government that knows what its citizens are thinking and 

can capture every second of their lives.  This does not mean that government will overstep its 

bounds but citizens will have to continue to be wary of how it uses the technology.  There is also 

the possibility that may people will lose their jobs in manufacturing and transportation.  It is 

unclear whether these layoffs will be followed by new employment opportunities or just lead to a 

steep rise in unemployment.  Machine learning advances are coming and people need to be 

prepared to regulate the behavior of the organizations and governments that use them in order to 

benefit without surrendering too much personal freedom. 
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