
THE USE OF BINARY CYCLIC CODES IN THE GENERATION OF
TWO OTHER CLASSES OF HIGH SECURITY CODES

A. BROTHMAN
L. M. HOROWITZ

S. J. HALPERN
E. H. BROTHMAN

R. D. REISER

Introduction    The goal of this paper is to present the means of convenient generation
and quantitative evaluation of two classes of codes: fixed number of ‘ones’ per sequence
codes and saturated binary codes with uniformly generated redundancy sets. Each of
these two classes of codes is dealt with as a means of securely conveying information-
symbols in the form of individually-protected sequences which are individually
subjected to error detection, and, if possible, error correction.

In generating the two subject classes of codes, use will be made of binary cyclic codes,
either to provide the whole code sequence or to provide the redundancy-sets of the
generated codes.

Codes are evaluated in terms of their intrinsic security properties, their bandwidth
requirements, and their intrinsic efficiencies. A code’s intrinsic security properties are
derived from the code’s distance-properties. It’s bandwidth properties are based on it’s
auto-correlation functions. It’s efficiency or economy is determined by the relationship
which links its error detection or error correction capabilities to its bit-length. Both a
code’s intrinsic security properties and its bandwidth requirements are factors in the
evaluation of its optimality.

Saturated binary codes with uniformly generated redundancy-sets are codes in which:

i. all or nearly all of the discrete binary combinations of (m) message-bits are used to
develop the code’s information-sets

and,

ii (R) redundancy-bits are appended to each information-set according to uniform
logical and/or mathematical rules of generation.



Codes with fixed numbers of ‘ones’ per sequence, called “n-out-of-nB” codes in this
paper, are codes in which the only restriction on permitted formats is that they contain
(n) ‘ones’ out-of-nB bits per sequence. Binary cyclic codes are those codes in which all
sequences are developed by a ring-type recirculation of a “generating sequence.”

Several conclusions may be drawn from these definitions They are as follows:

i. a saturated binary code with uniformly-generated redundancy-sets may or may not
be a code with a constant number of ‘ones’ per sequence

ii. if (Cs) denotes the maximum number of symbols which can be encoded by a code
system, then (Cs) for a “saturated binary code” is defined by

Cs = 2 mm ; (1)

for “n-out of-nB” codes is defined by

(2)

and for binary cyclic codes is defined by

Cs = nB (3)

Except in those cases in which an “n-out-of-nB” code or a saturated binary code happens
also to be a binary cyclic code, it is a further conclusion from the above that for any
given code period, an optimally-designed binary cyclic code will offer the least densely
packed code-space.

The Intrinsic Security Parameters of a Code    The error detection and error correction
capabilities of a code are dictated by the code’s intrinsic security properties, The intrinsic
security parameters of a code are its minimum distance property (nd), its radius of
detection (rd), its radius of correction (rc), and its radius of non-spurious correction (rs).
The (nd) property of a code is the minimum number of bit-positions by which any two
sequences in the same code system are distinguished. The code’s rd -property is the
maximum number of bit-errors per sequence it can sustain without sacrificing certainty
of error detection. A code’s rc-property denotes the maximum number of errored bits per
sequence for which it provides infallible correction capability. The code’s rs-property is
the upper bound of bit errors per sequence at which correction is safely pursued. In some
codes, the code’s rs-property may equal its rc-property; and, insome the code’s rs-property
is greater than the code’s rc-property. In all codes, it will be true that rc #, rs < rd. In those 



cases in which rs > rc, a guard-zone exists in which the correction process will yield
detectable ambiguity in the place of spurious correction.

For all codes, (nd) and (rd) are related through

nd = rd + 1 (4)

For those codes in which rc > 1 bit, (rs), (rd) and (rc) are related through

rs = rd - r
c  (5)

rs $ rc  (6)

rd $ 2rc  (7)

The Bandwidth Property of Codes    When a code sequence answering to some
mathematical structure is translated to the forms required for transmission across a
communications link, the sequence takes the form of voltage and current waveforms
which can be represented in terms of their Fourier power spectra. For any voltage
waveform v(t), there exists an autocorrelation function R(J) which is defined by the
relationship

(8)

where (J) is a time interval between two successive waveform voltage amplitudes v(t)
and v(t + J).

By the Wiener-Khintchine Theorem, if

G(T) = the two-sided Fourier power spectrum
associated with the waveform v(t)

and,
    T = any sideband associated with v(t),

(9)

It follows, therefore, that if (Tc) were the center frequency of a symmetrically distributed
passband of width 2)T, and if f(T) were to characterize the attenuation curve within the
pass region, the in-band signal power (Es

2) would be given by



(10)

When Equation (8) is applied to a 1-0 binary digital sequence, two equally useful
definitions of R(J) are possible. These are

(11)

and

(12)

where

of a generalized sequence ~. Equation (11) states the total of identically-placed “1”-bits
in any two compared sequences. Equation (12), on the other hand, gives the difference
between all identity and all “distance” bit-positions. Indeed, if (i) were to denote the
number of bit-positions in which two compared sequences have identity and (d) were to
denote the number of bit-positions in which the sequences differ, clearly

i - d = Ra (J) (13)

By Equation (9), a code which exhibits (nR) unique autocorrelation levels is also
characterized by (nR) unique power spectra. Accordingly, regardless of the specific form
of the f(T) in Equation (10), Equation (10) states that for a code which exhibits (nR)
autocorrelation levels, there will exist (nR) distinct values of inband received signal
power.

Some Theorems on the Autocorrelation and Distance Properties of Codes    To
arrive at guides for the generation and evaluation of the two subject classes of codes, we
pass to the derivation of a number of basic concepts. The first goals are those
relationships which relate:



i. Ra (J) t o (nB)
and,

ii (d) and (nd) to (nB) and Ra (J)

Towards these purposes, if Equation (12) is expanded and combined with Equation (11),
we arrive at :

(14)

where (ki) is the number of “1” -bits in the ~i sequence and (kj) is the number of “1”-bits
in the ~j sequence.

Equation (14) is applicable to all codes. The specific form of the equation suits
application to codes containing a varying number of ‘ones’ per sequence. For the cases
of “n-out-of-nB” and binary cyclic codes, Equation (14) takes the more convenient form

(15)

where k = the number of “1”-bits in a sequence.

In codes in which the number of ‘ones’ per sequence varies, Equation (14) leads to the
conclusion

Ra(J) / nB mod 2 (16)

while Equation (15) leads by the same reasoning to

Ra(J) / nB mod 4 (17)
for the case of codes with a fixed number of ‘ones’ per sequence.

Realizing that nB = i + d, Equations (14) and (13) may be combined to yield

(18)

and similarly, Equations (13) and 15 may be combined to obtain

(19)

Equations (18) and (19) indicate that the (nd)-property of a code of any given length is
determined by the maximum value of Ra(J). Thus, where [Ra(J)]M designates this
maximum value of Ra(J),



(20)

To arrive at the maximum bounding value of (nd), that is possible for any value of (nB) in
any code, we take advantage of the known minimum packing-densities of binary cyclic
code spaces to determine those bounds.

Noting that [Ra(J)] M in Equation (20), for the case of a binary cyclic code, is the
maximum value of Ra(J) for 1 # J # nB - 1, it can be proved that:

(21)

Combining Equation (21) with Equations (3) through (5), one concludes that for all
codes, the upper bounds of (nd), (rd) and (rc) as functions of (nB) are stated by:
 for codes of bit-length n -_ 0 mod 4;

(22)

for codes of bit-length nB / 0  mod 4;

(23)



for codes of bit-length nB / 1  mod 4; 

(24)

for codes of bit-length nB / 2 mod 4; and

(25)

for codes of bit-length nB / 3 mod 4.

The Generation of Saturated Binary Codes.    Three methods are proposed for the
generation of saturated binary codes with uniformly generated redundancy sets. These
are: “set -by-set” addition method; the “linear modulo-2” adaptation method; and, the
“linear mod-2” truncation method.

The “set-by-set” addition method views the constituent information-sets of saturated
binary codes as consisting of “prime” sets and “non-prime” sets. In terms of a
generalized definition, the 11prime” sets of an (m) message-bit saturated binary code are
those in which (m-1) bits are in the “0”-mode and only one bit is in “1” -status; while,
the “non-prime” information-sets are those in which two or more of the; (m) message-
bits are in “1”-status.

If (R) redundancy-bits were to satisfy the specified distance property of the generated
code, let it be that the set consisting of (m) “0”s is assigned a redundancy-set consisting
of (R) “0”s.
Realizing that all prime sets already enjoy a 2-bit distance from one another, it is the
function of the (R) redundancy-bits to contribute an (nd-2) additional distance to the
overall sequence. Since the prime message-bits contain one “1”, the R-bit redundancy-set
should also contain (nd-1) “1”s to give them their (nd) distance from the sequence



containing (m + R) “0”s. These conditions can be most conveniently met by making the
R-bit redundancy-set the binary cyclic code which most economically satisfies the
“distance” and “1”s-content requirements. It is, of course, an added requirement of the
selected cyclic code that it furnish (m) unique redundancy-sets.

Having selected the binary cyclic code which is to furnish the R-bit redundancy-set,
(m)cyclic permutations of the code are assigned arbitrarily to the (m) “prime” message-
sets. All other sequences in the saturated binary code are then developed by a sequence-
by-sequence addition with no inter-bit carrying.

Illustratively in Figure 1, where the specified nd-property of 5 dictates a “1”-content of 4
and an inter-redundancy set distance of 3 at a minimum, the requirement is met with
maximum economy by a 7-bit Legendre Sequence. Here, the redundancy-set for the
symbol 1 is the generating sequence 1110100, for the symbol 2 is the cyclic permutation
1101001 for the symbol 4 is the suceeding permutation 1010011, and for the symbol 8 is
the 7-bit sequence 1111111. Noteworthy in this connection is the fact that the resulting
11-bit saturated binary code is the best possible solution to Equations (22) through (25).
The use of an R-bit sequence of ‘ones’ for one of the “prime” message-sets where such a
sequence fulfills the minimum inter-(R) bit distance requirements is frequently a
conveniece to the minimizing of (R).

Other illustrations of the “set-by-set” addition method are the following:

If an rc-property of 4 bits were required for a 4-bit bcd code, the required number
of ‘ones’ (kr) in the R-bit redundancy-set would be arrived at by the following
reasoning. By Equations (4) and (7), the required (nd) is:

nd $ 2rc + 1 = 9 bits
leading to

k r $ 9 - 1 = 8 bits

The inter-redundancy set distance requirement for the prime sets would then be:

nd - 2 $ 7 bits = (nd)R

Application of Equations (22) through (25) indicate an ambiguity which is best resolved
through the use of a 15-bit redundancy set. The cyclic permutations of a 15-bit Jacobi
Sequence of the form: 0 0 0 1 0 0 1 1 0 1 0 1 1 1 1, is indicated as the R-bit redundancy-
sets for the prime information-sets. The resulting code would be a 19-bit saturated binary
code. As evaluated by Equation (25), which is applicable to 19 / 3 mod 4, the
theoretically best code length for rc = 4, would be 19 bits, and hence the generated code
would be the best possible for the stated security conditions. Similarly, were a 3-bit



correction radius required of an alphanumeric code consisting of 5 message-bits, it
would be required of the entire code sequence that

nd = 2(3) + 1 = 7 bits
leading to

kr = 7 - 1 =  6 bits
(nd )R = 7 - 2 = 5 bits

Application of Equations (22) through (25) leads to the conclusion that an eleven-bit
Legendre Sequence of the form: 11011100010, would satisfy the requirements. The
resulting 16-bit sequence indicates by Equation (22), which is applicable to 16 / 2 mod
4, that the theoretically best code period for rc = 3 has been approximated.

The virtues of the “set-by-set” addition method of generating saturated binary codes
consist of the ease with which codes can be designed to suit any demands and the
accommodations of the method to truncated methods of error correction. The ability to
“clock” all (2m) redundancy-sets in (m2m-1) clocking-cycles for the purposes of correction
logic establishes a minimal logic clocking-rate. All of the advantages of a “table look-
up” type of correction without a large memory requirement are afforded.

Another method of arriving at a saturated binary code with uniformly generated
redundancy sets is that of adaptation of a linear mod-2 binary cyclic sequence. Given a
requirement for an m-bit message saturated binary code, one may achieve this purpose
with the linear modulo-2 sequence of period

nB = 2m-1 - 1 (26)
or

nB = 2m -1  (27)

In using a code, according to Equation (26) the adaptation method consists of:

a. employing all of the (2m-1 - 1) sequences afforded by the direct generating
sequence

b. adding the sequences which are the binary complements to the sequences provided
in Item (a)

c. arbitrarily adding an all “0”s sequence and an all “1”s sequence.

Illustratively in Figure 2, a four-bit message saturated binary code is formed from the
linear modulo-2 binary cyclic sequence conforming to nB = 23 - 1. In this case, the codes
for symbols 1 through 7 are the cyclic permutations of the generating sequence 1110100,
while the codes for symbols 8 through 14 are the cyclic permutations of the
complementary generating sequence 0001011. The code for the symbol 0 has been



omitted in Figure 2, but the code for the symbol 15 is the arbitrarily-added 1 1 1 1 1 1 1.
When this method of adaptation is used to generate saturated binary codes, the exhibited
intrinsic security properties will conform to:

(28)

Saturated binary codes formed by these rules exhibit a minimum of four autocorrelation
levels, and possibly as many as six.

In the generation of a saturated m-bit message set binary code from a linear modulo-2
sequence of period nB = 2m - 1, no adaptation is required since the first m-bits of the full
binary cyclic code of such a period describes all (2m - 1) formats of (m) bits. In this case,
the resulting saturated binary code is a 2-level autocorrelation code; and since the
generating sequence is a pseudonoise sequence of period nB / 3 mod 4, Equation (25)
gives its intrinsic security parameters.

For some applications, the saturated binary codes which are obtained from the adaptation
of linear modulo-2 binary cyclic sequences may be excessive in character code length.
Where this is the case, and lesser security parameters can be tolerated, the resulting
binary codes can be adapted by truncation of the redundancy-sets of such codes.
Truncation is applied to the extreme right-hand vertical periods in the redundancy-set.

To calculate the security parameters which exist after (t) vertical periods have been
eliminated, we take advantage of the known imbalance parameter of the full linear mod-2
sequence. For the case of a saturated binary code which is formed from a linear mod-2
sequence of period nB = 2m-1 - 1, the following will apply. If any one character of the
binary code is selected as “reference” and any other character is compared to it for
distance, the probability that the distance would be altered by (y)-bits in the removal of
(t) terminal vertical periods is stated by:

(29)

In Equation (29), (Py) designates the probability of a y-bits distance loss, and 0.5
represents the factor for a “success” or a “failure” in altering-distance when the vertical
imbalance parameter is B=0. Applied to a population of 2nB characters, an expectancy
(Ey) of



(30)

is encountered for a y-bits distance loss. Since the specified loss will occur if Ey $ 1, we
may then write that when

(31)

the truncated code will exhibit an nd-property according to:

nd = 2m-2 - 1 - y (32)
(rd) and (rc) properties for such truncated codes of

and                                           (33)

can also be expected.

In those cases in which truncation is applied to saturated binary codes formed from linear
mod-2 sequences of period nB = 2m - 1, Equation (31) is also applicable. Truncated codes
in this case which undergo a loss of y-bits of distance will conform to:

                                                     (34)

and,

In general, we note the connection between the above-propose methods of generation of
saturated binary codes andthe Hamming Rule. The Hamming Rule for saturated binary
codes of ndproperty nd = 3 and rc = 1 sets down the requirement that for an m-bit
message set, the required R-bit redundancy set is such that

2R - 1 $ m + R (35)
Any of the several methods proposed here is a means of generating codes with intrinsic
properties equal to or greater than the Hamming limits.

The Generation of “n-out-of-nB” Codes    Binary cyclic codes are also applicable to the
generation and evaluation of “n-out-of-nB” codes. In the simplest case, any binary cyclic
code is straightforwardly an “n-out-of-nB” code, and may be used for the purposes of an
“n-out-of-nB” code. Other methods of generating “n-out-ofnB” codes are: (1) the



cascading of binary cyclic sequences; and, (2) the formation of constant imbalance codes
through “set-by-set” addition rules.

To construct an “n-out-of-nB” code system by the “cascading principle”, note is taken of
the number of sysmbols which must be encoded and of the imbalance which the intended
code involves. The imbalance of an “n-out-of-nB” code system is

(36)

while the symbol encoding capability (CS)max is given by

(37)

The code may then be constructed from the cyclical permuations of

binary cyclic sequences having the same (B)-parameter but (N) different generating
sequences. A typical instance of such a construction is offered in Figure 3 where the first
five sequences are the cyclical permutations of 11100, and the second five, by Equation
(37), are the cyclical variants of 11010. The (nR)-value for cascaded binary cyclic
sequences is determined by the (nR)-value within each of the cascaded sequences, and by
the cross-correlations between the generating sequences. When the cross-correlations of
the generating sequences with respect to any selected generating sequences are identical
to one of the aperiodic levels of the comparison sequence, the (nR) for the cascade is
minimized.

“Set-by-set” addition codes with constant “n-out-of-nB” characteristics are possible for
codes with information-set bit lengths up to and including four bits. A “set-by-set”
addition code with constant “n-out-of-nB” characteristics is illustrated in Figure 4. In the
generation of such codes, each prime information-set is assigned a redundancy-set
consisting of a cyclic permutation of the sequence 1110 . All non-prime sequences are
then formed according to set addition rules. “Set-by-set” addition codes formed in this
fashion will exhibit a two-level autocorrelation according to

(39)

rc = 1, rd = 3 and nd = 4.



Fig. l-“Binary Code” Formed by “Set-by-Set” Additional Rules



Fig. 2a-The 7 Message Sets, 3 Recurrence Equations,
and State Diagram for A 23 - 1 = nB 

Linear Modulo-2 Sequence

Fig. 2b-A Four-Bit Message Set Code with Uniformly
Developed Redundancy Sets



Fig. 3-A 10-Character “3-Out-of-5" Code Generated from
Two 5-Bit Recirculation Sequences

Fig. 4-“Set-by-Set” Addition Code With Constant 
“n-out-of-nB” Characteristics


