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ABSTRACT 

 

Multi-processor embedded system is the future promise of high performance computing 

architecture. However, it still suffers low network efficiency and security threat. Simply 

upgrading to multi-core systems has been proven to provide only minor speedup compared with 

single core systems. Router architecture of network-on-chip (NoC) uses shared input buffers 

such as virtual channels and crossbar switches that only allow sequential data access. The speed 

and efficiency of on-chip communication is limited. In addition, the performance of conventional 

NoC topology is limited by routing latency and energy consumption due to its network 

diameter increases with the rising number of nodes. 

The security concern has also become a serious problem for embedded systems. Even with 

cryptographic algorithms, embedded systems are still very vulnerable to side channel attacks 

(SCAs). Among SCA approaches, power analysis is an efficient and powerful attack. Once the 

encryption location in an instruction sequence is identified, power analysis can be applied to 

exploit the embedded system. 

To improve on-chip network parallelism, this dissertation proposes a new router 

microarchitecture based on a new data structure called virtual collision array. Sequential data 

requests are partially eliminated in the virtual collision array before entering router pipeline. To 

facilitate the new router architecture, new workload assignment is applied to increase data 

request elimination. Through a task flow partitioning algorithm, we minimize sequential data 
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access and then schedule tasks while minimizing the total router delay. For NoC topology, this 

dissertation presents a new hybrid NoC (HyNoC) architecture. We introduce an adaptive routing 

scheme to provide reconfigurable on-chip communication with both wired and wireless links. In 

addition, based on a mathematical model which established on cross-correlation, this dissertation 

proposes two obfuscation methodologies: Real Instruction Insertion and AES Mimic to prevent 

SCAs power analysis attack. 
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CHAPTER 1 INTRODUCTION 

 

1.1 Multi-processor Embedded System 

Embedded systems possess properties of small size, rugged operating ranges, low power 

consumption, and low cost/unit. They are playing important roles in every day peoples’ lives. As 

shown in Fig. 1-1, no matter the embedded system is used in which application, consumer 

electronics (smart watch, personal digital assistant, MP3 player, DVD player, videogame console, 

digital camera), communication systems (smart phone, modem, router, network switch, firewall 

gateway), medical equipment (vital signs monitor, electronic stethoscope, medical imaging 

equipment), or transportation  systems (electric vehicle, hybrid car, global positioning system), it 

is always facing a common requirement: an insatiable demand for higher performance. 

 

 

Fig. 1-1 Embedded system applications 
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In the past decades, this performance demand is majorly satisfied by Moore’s Law: the 

number of components in an integrated chip (IC) will double every 18 to 24 months [1] [2]. As 

shown in Fig. 1-2 [3], till 2011, transistor count is doubling every two years. It can be roughly 

summarized as the performance demand is satisfied by “shrinking the silicon and increasing the 

clock speed” [3]. However, we cannot improve embedded system performance forever by just 

increasing IC’s transistor count. Due to the immutable physical constants such as speed of light, 

the of electrons, and operating temperature limits of silicon, Moore’s Law can no longer be 

relied on to provide extra performance [3]. 

 

 

Fig. 1-2 Moore’s Law [3] 
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As we can no longer improve embedded system performance by increasing IC’s transistor 

count, does it mean that the embedded system has reached its heyday and can no longer 

performances better? The answer is absolutely no! Researchers have found the solution: multi-

processors embedded system [4-6]. The previous successes achieved by IBM, Larrabee, Intel, 

and Tilera have already demonstrated 32 cores, 64 cores, 80 cores, and even 100 cores on a 

single die [7] [8]. Multi-processor embedded system has become a vital part for the high speed 

computing architecture. 

 

1.2 Network-on-chip for Multi-core System 

When an application is applied on a multi-core system, its task flow will be partitioned into 

several sub-flows with one or more tasks. These sub-flows will be assigned to and executed on 

different processors (this will be discussed in details in Chapter 2). Execution results of a task 

will be fed into the successor task as input data. Data transmission between different tasks on 

different processors is realized by network-on-chip (NoC). As shown in Fig. 1-3, the on-chip 

network has routers at every node. The router is connected to the central processor and neighbor 

nodes via short local interconnects.  
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Fig. 1-3 Multi-core system with network-on-chip 

 

A NoC architecture has four critical parameters: NoC topology, routing algorithm, flow 

control protocol, and router microarchitecture [2]. The NoC topology dictates the number of 

nodes in the platform. It also indicates how the nodes are connected by local links. While the 

NoC topology determines all possible paths a communication data can traverse through the 

network, the routing algorithm selects the specific path the communication data will take from its 

source to its destination. The flow control protocol determines the traversing detail for the 

communication data. For example, it specifies the timestamp of the communication data leaving 

a router and the timestamp of the communication data being buffered. Finally, the router 
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microarchitecture provides the router circuits’ implementation. It realizes the routing and flow 

control protocols. In Chapter 2 and Chapter 3, we will discuss the router microarchitecture and 

NoC topology in details.  

In recent years, the leading chip-industry companies, such as IBM, Larrabee, Intel, and 

Tilera, have released a wide variety of multi-core productions [7] [8]. It is not hard to find out the 

trend of the multi-core industry: the core count is getting higher and higher. “Big data” is another 

trend for the multi-core system. Nowadays, data transmission between different cores can reach 

hundreds of megabytes, even gigabytes. As the number of on-chip cores and transmitting data 

volume increase, a scalable and high-bandwidth network-on-chip becomes critically important 

[10]. 

 

1.3 Side Channel Attack and Embedded System Security 

Due to the success in system-on-chip (SoC) architecture, embedded system based products 

are getting more and more popular in all aspects of people’s lives. Along with the soaring 

prosperity of embedded system, side channel attack (SCA) also becomes a major concern for 

system security [11-15].  

SCAs refer to the security attacks deployed by hackers to unlawfully obtain system secret 

keys. The hacker measures system properties such as power consumption [16], electromagnetic 

(EM) emission [17] [18], and execution time [19] from the embedded processor while it’s 
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running cryptographic programs. Then the hacker can correlate these system properties with the 

program structure to predict system secret keys. 

Side channel attacks are targeting at exploiting leakage from the physical implementation of 

cryptographic algorithms. Over the years, new effective SCA approaches, such as simple power 

analysis (SPA) [16, 20], differential power analysis (DPA) [15] [21-24], correlation power 

analysis (CPA) [25], mutual information attack (MIA) [26], and partitioning power analysis 

(PPA) [27], are ceaselessly suggested. Among all of the SCA approaches, DPA is the most 

efficient and powerful attack. We will discuss this SCA approach in details in Chapter 4. 

 

1.4 Research Objective 

The objective of this dissertation is to: 1) Discuss the defects and limitations of current NoC 

designs and SCA countermeasures; 2) Provide a new NoC router microarchitecture design and a 

new hybrid NoC topology design; 3) Provide a new power obfuscation model to defend power 

analysis in side channel attack. 

Contributions of this work: 

 Proposed a new router microarchitecture based on virtual collision array. This virtual 

collision array is placed right before the router input buffers to reduce the number of 

sequential data access to router pipeline. 
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 Designed new task flow partitioning and task scheduling algorithms facilitating the new 

router microarchitecture to achieve minimal router delay while considering performance 

constraints and system constraints. 

 Based on the millimeter-wave four-element-array on-chip antenna, proposed a new 

hybrid NoC topology with both wired and wireless communication channels. 

 Designed new adaptive routing scheme facilitating the new hybrid NoC topology, which 

is able to dynamically choose a proper transmission path, wired or wireless, for each data 

packet during the whole routing process. 

 Introduced two power profile obfuscation ideas Real Instruction Insertion and AES 

Mimic.  

 Introduced a new concept referred to as Dissimilarity Level to provide an explicit 

assessment of power profile difference between the one without obfuscation and the one 

with obfuscation. 

 

1.5 Dissertation Outline 

Chapter 2 introduces the virtual collision array concept and the new router 

microarchitecture based on this concept. Performance evaluation includes packet latency, system 

throughput, speedup, power, and energy consumption between the proposed design and the 

conventional virtual channel router is compared. In Chapter 3, backgrounds of millimeter-wave 

on-chip antenna are discussed. The new hybrid NoC topology and its routing algorithm are 
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proposed in this chapter. On-chip antenna performance, such as PRE, input impedance, reflection 

coefficient, one antenna gain pattern, and two antennas gain pattern, are presented and analyzed. 

Network performance of the proposed design is compared with the conventional mesh, torus, and 

butterfly NoC topologies. In Chapter 4, the cross-correlation based encryption obfuscation model 

is designed. The concept of Dissimilarity Level and its impact on differential power analysis is 

presented. Two power profile obfuscation ideas and the optimization process are also presented 

in this chapter. In Chapter 5, the conclusion remarks of this dissertation are discussed. 
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CHAPTER 2 COLLISION ARRAY BASED ROUTER 

MICROARCHITECTURE DESIGN FOR NETWORK-ON-CHIP 

 

Router microarchitecture is one of the most important parameters to define on-chip network 

architecture. Router microarchitecture realizes on-chip network routing algorithm and flow 

control protocol, and finally determines the implementation of network circuitry. The inner 

structure of router microarchitecture determines the per-hop packet latency and overall routing 

delay. Good router microarchitecture can provide relatively low per-hop packet latency. With the 

same routing algorithm (the same hop count), the overall routing delay for an inter-core 

communication could be lower on the network. In addition, since router microarchitecture 

determines network circuitry components and their activities, it can also influence network 

power and energy consumption.  

With dozens or even hundreds of processors integrated on single chip, a sophisticated 

network-on-chip is desired for providing efficient and reliable on-chip communication [28-31]. 

However, the current state of art on NoC router microarchitecture can only provide limited on-

chip communication performance. Novel router microarchitectures are urgently needed. 

This chapter is first devoted to discuss the Amdahl’s law and limitations of current NoC 

router microarchitecture. This chapter introduces the collision array concept for common 

sequential components. We then propose a new virtual collision array based NoC router 
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microarchitecture. Workload assignment and task scheduling for the new NoC platform is 

illustrated in this chapter. Finally, this chapter presents the result analysis of the new design.  

 

2.1 Amdahl’s Law and Limitations of Current NoC Router Microarchitecture 

With the soaring prosperity of system-on-chip architecture, the modern multi-core system 

design is still governed by the Moore’s Law: the number of components in an integrated chip 

will double every 18 to 24 months [1] [2]. The previous successes achieved by IBM, Larrabee, 

Intel, and Tilera have already demonstrated 32 cores, 64 cores, 80 cores, and even 100 cores on a 

single die [7] [8]. Nevertheless, putting hundreds of cores on a single chip is not an easy task. 

The most challenging part is not about how many cores can be integrated on a single chip, but 

how to efficiently activate those cores and achieve the proposed performance improvement. 

Even with multiple cores, the SoC architecture usually cannot provide speedups equal to the 

number of cores in use. So where is the bottleneck? Amdahl’s law gives an accurate explanation: 

speedup achieved in parallel computing depends on how much sequential computing is required 

[32] [33]. Let’s assume that each core takes one unit time (normalized) to complete one 

operation and that p is the percentage of this operation which could be executed in parallel by a 

multi-core system. Then for n cores, the parallel portion needs time p/n and the sequential 

portion needs time 1-p. Therefore, it takes time 1-p+p/n to complete the operation by n cores. 

The speedup, defined by the ratio of sequential time to the parallel time, can be expressed as:  

                                              )/1/(1 npps                                                (2.1) 
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Fig. 2-1 illustrates the relationship between speedup and number of cores for various 

percentages of parallelism. Even with only 10% of sequential computation, the speedup is less 

than 8 times with 30 cores. For cases where 60, 70 and 80% of computations are parallel, we see 

little improvement in terms of speedup when we have 20 to 30 cores. The speedup saturates at 2, 

3, and 4 times, respectively. For a multi-core system, the speedup bottleneck is the inability to 

respond to simultaneous requests with a shared, common resource that only allows sequential 

operations/computations. 

 

 

 

Fig. 2-1 Speedup vs number of cores 
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Following Amdahl’s law, it is easy to understand why most multi-core systems have on-

chip network I/O as their bottlenecks. With dozens or even hundreds of cores integrated on 

single chip, a sophisticated NoC is desired for providing efficient and reliable on-chip 

communication [28-31]. However, NoC router is not a concurrent structure. The conventional 

router employs shared input buffers such as virtual channels and crossbar switch that only allow 

sequential data access [9]. This leads to low speed and low efficiency of on-chip communication.  

Modern on-chip networks use routers at every core to transmit data through the multi-core 

system. Fig. 2-2 depicts a 4x4 multi-core platform in torus topology. As shown in this figure, 

each router is connected to a core and four neighbor routers by short local interconnections. 

Therefore, for a torus topology on-chip network, each router has five input/output channels, 

transmitting data from/to north, south, west, east, and central nodes. 

 

 

Fig. 2-2 4x4 multi-core platform in torus topology  
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Different types of routers have their unique data flow control mechanisms. For instance, the 

virtual channel router achieves an efficient physical link utilization and high throughput. As 

shown in Fig. 2-3 [9], the input buffer of each input port consists of multiple virtual channels. 

These virtual channels share the same physical links of one input channel. When a data packet 

holding one virtual channel gets blocked due to some unknown situations, the rest of the data 

packets can be transmitted using the physical links through other virtual channels. The virtual 

channel router follows a “push-model” style [34] where data packets are pushed from a source to 

a destination with one hop or multiple hops. At each hop, when the header flit of a data packet is 

available at the router input channel, an acknowledgement signal is set “high” if virtual channels 

have space to store the incoming data packet. Upon receiving this acknowledgement signal, the 

input buffer will receive a write request to initiate a write operation. When all virtual channels 

are occupied and have no more space to store new data packets, an acknowledgement signal is 

set to “low” and the write operation stops. The router computation block uses deterministic logic 

to analyze the header flit of data packets, computes the destination of data packets and selects 

output channels. If an output channel is available, and if the grant signals are set to “high” by the 

virtual channel allocator and switch allocator, the input buffer will receive read requests and 

initiate the read operations until the grant signals are set to “low” or the virtual channel becomes 

empty. A typical router pipeline includes buffer write and route computation stage (BW&RC), 

virtual channel allocation and switch allocation stage (VA&SA), and switch traversal stage (ST). 



 

 

28 

Each pipeline stage is sequential. Let tp be the packet latency which is the duration for one data 

packet traverses through the router pipeline. The average router delay tr can be calculated as: 

                                                                pr tNHt                                                          (2.2) 

where N is the total number of data packets and H is the hop count. 

 

 

Fig. 2-3 Conventional virtual channel router architecture [9] 

 

In summary, NoC routers put transmission data in queues to write into or read out from 

router input buffers. Each write or read operation for one data flit will update the router buffer in 

a sequential way while other data flits in the same packet are waiting. The same sequential 

operations also exist in the crossbar. Switch allocator coordinates the usage of input channels and 

output channels. Only one input channel can transmit data to one output channel each time. Data 
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packets from other input channels have to wait and try to bid for switch and output channels in 

the future cycles. As shown in Fig. 2-4, On-chip Communication A is sent from the central core 

to the east node, On-chip Communication B is sent from the south node to the north node. Even 

they use different input and output channels, they cannot be transmitted simultaneously. The 

router delay is literally the sequential addition for the two inter-core communications. Therefore, 

even each core in a multi-core system performs the same; the system throughput may still go 

down due to many communications among cores. Researchers realized that the only way to 

exploit multiple cores is through parallelism [35-39].  

 

 

Fig. 2-4 Two on-chip communication bidding for switch and output channels 
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Moreover, the conventional router follows a “push-model” style [34], where data packets 

are pushed from the router input channel into the router output channel without investigating the 

data contents. In reality, with an application (e.g. FFT in image processing applications), it is 

possible to know data content through tasks and task flows. The existing router design cannot 

take advantage of the knowledge of task flows and their associated data requests. The routing 

speed is thus limited by the conventional “push-model”. 

To solve the above problems, this chapter introduces a virtual collision array based NoC 

router microarchitecture design. This new design integrates a virtual collision array structure at 

the input of router buffers to eliminate the sequential data access to the router pipeline. Instead of 

direct accesses to the router input buffers, data requests meet in the virtual collision array to 

cancel their opposite requests. The collision array concept was first introduced in [40] [41] for a 

single core with multiple threads. We will discussion this concept in the next section. For the 

first time, we introduce how to use this concept to redesign router for the NoC architecture.  

 

2.2 Collision Array Concept for Common Sequential Components 

Collision array was first introduced in [40] [41] to increase parallelism and reduce 

contentions when visiting common sequential components in single core multi-thread 

architectures. In this section, we first introduce this collision array data structure and then explain 

how we can apply the same concept in the NoC architecture of multi-core system.  
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Fig. 2-5 [41] presents a collision array structure for a common stack. There are two 

operations associated with a stack: pop and push. In a single core multi-thread architecture, each 

thread may try to gain access to this common stack. Such an attempt is counted as one request. If 

this request fails to be exercised because of the contention from other requests from other threads, 

then it backs-off into a structure called collision array. Here, a random location in the array is 

picked. If there is another request already stored in this location, requests may be eliminated if 

they have opposite operations. For example, one request wants to pop the data. The other request 

wishes to push the data. Then push exchanges its data with pop. This procedure is called request 

elimination. In this case, the stack is not really visited or accessed. If one request cannot 

exchange data with the request stored in the location picked (for example, pop cannot collide 

with pop, push cannot collide with push) or it does not find another request there, then this 

request would revisits the stack [40] [41]. For single core multi-thread architecture, this collision 

array structure can achieve a significant throughput improvement, compared with the “Back-off 

Only” algorithm. NoC based multi-core system also has shared structures, such as input buffers 

and crossbar in routers. Amdahl’s law is also applicable to these cases. The collision array 

concept is not only limited for the single core multi-thread architecture. We extend it to the on-

chip router to allow scalability of this type of architecture. Note that for the collision array 

concept in the previous researches, the collision array size or the collision array request 

holding/back-off duration (these definitions will be provided in the next section) is never 

considered as potential influential factor to the overall router delay. In addition, the data access 
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and operation requests are originally determined by the application itself. It is these tasks from 

one application that decide the need of data access and operation. Therefore, the “check-in” and 

“check-out” of collision array are not random, but fundamentally decided by task flows. 

 

 

Fig. 2-5 Collision array structure for a common stack [41] 
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2.3 Virtual Collision Array for NoC Router 

2.3.1 Communication Request Elimination in Virtual Collision Array 

In this chapter, we propose a new NoC router structure. A new circuit “virtual collision 

array” is implemented in each input port of the conventional virtual channel router. This is to 

eliminate sequential data access to the router pipeline as well as to improve parallelism of the 

router resource utilization. To illustrate, instead of direct access to the input buffers, data 

requests first visit the virtual collision array to potentially collide with other requests. We 

provide the following two definitions for virtual collision array to help elaborate the models 

related to this new design.  

Definition 2: Virtual Collision Array is a virtual data array (also referred to as elimination 

array) where data requests may be eliminated before they access the shared structure.   

Definition 3: Collision Array Size (L) is the length of collision array. It indicates the maximum 

number of write requests that can be stored in the collision array at the same time.  

Before we discuss how to design the new virtual collision array, let us first talk about how 

this array works. NoC platforms are driven by real applications. It is well known that application 

provides task flow. Different applications have different task flow topologies and data volumes. 

Each task flow has a number of tasks. It has been shown in [42] that tasks belonging to different 

task flows have little dependency, but tasks belonging to the same task flow are highly related. 

Fig. 2-6 illustrates a real application task flow example represented as a Directed Acyclic Graph 

(DAG). T = {T1, T2, … , T10} is a set of nodes with each node representing one task. We also 
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assume that these tasks are fine grain type. Task weight wi beside each node represents the 

execution time of task Ti on a single core. The router delay is directly impacted by data and its 

volume. We use data tokens [43], the number on each arc between two nodes in Fig. 2-6, to 

represent the number of data packets transmitted between two tasks. A task flow needs to be 

partitioned and assigned to different cores before it can be executed on a multi-core platform. 

When we process task flow on a multi-core platform, two directly connected tasks Ti and Tj may 

be partitioned and assigned to two different cores A and B. Then the data packets between Ti and 

Tj need to be transmitted from Core A to Core B through on-chip routers. The data delivery 

between two directly connected tasks executed by different cores is referred to as Inter-core 

Communication. 

 

 

Fig. 2-6 Real application task flow example 
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Definition 1: Inter-core Communication refers to data delivery between two directly connected 

tasks executed by different cores. 

Given an application, we have task flows and their associated tasks. As shown as an 

example in Fig. 2-7, when we process task flow on a multi-core platform, tasks T1 and T2 are 

assigned to Core A, tasks T3 and T4 are assigned to Core B. Then the data packets between T1 and 

T3 need to be transmitted from Core A to Core B through on-chip routers. Note that task flow 

partitioning and task scheduling are performed ahead of the routing process. Through task flow 

partitioning, we can acquire the source and destination information of inter-core communication 

data packets. Through task scheduling, we can increase the chance of sequential data access 

elimination. We will discuss the workload assignment and task scheduling in the next section. 

The virtual collision array is placed before router virtual channels in each router input port. The 

new design has a random address generator, a counter, a state analyzer and an L-size virtual 

collision array. During task flow partitioning and task scheduling stage, tasks are assigned to 

different cores and inter-core communications are generated. Fig. 2-7 demonstrates the process 

of request elimination in the virtual collision array. We will discuss the write and read request 

generations after elaborating how the new virtual collision array works. When a write request 

arrives router input port, the random address generator provides one random address for this data 

request in the L-size virtual collision array. If the associated array location of this random 

address is available, the data request is stored in this location. If this location is occupied by 

another data request, the random address generator will provide a different address for this new 
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data request. For example, write(i) request in Fig. 2-7 is first assigned to virtual collision array 

location(1). However, this location has already been occupied by write(b) request. So write(i) 

request gets a new address from the random address generator and is stored there. When a read 

request arrives, the random address generator also provides a random address in the same virtual 

collision array. The state analyzer records virtual collision array status. If there is a write request 

associated with the same data, these two opposite requests collide. Both requests are thus 

eliminated. The associated data packet will bypass the router pipeline and directly reach output 

channel for its destination. For example, as shown in Fig. 2-7, read(c) meets with write(c) in 

virtual collision array location(0). These two requests are eliminated and packet(c) will no longer 

traverse through the router pipeline, but be directly sent from input channel to output channel. If 

the read request cannot meet with its correspondent opposite request, it backs off and waits tb 

cycles for the next available access to virtual collision array, while its corresponding data packet 

is still stored in the memory of the core or buffer of the previous router (read(d) request in Fig. 

2-7). We would like to point out that each data request has independent access to the virtual 

collision array. Therefore, an effective way to increase data collision possibility and reduce 

router delay is by raising the number of accesses. That is, we allow back-offs and revisits to this 

virtual collision array. It is worth declaring here that back-offs do not degenerate the network 

performance. Without back-offs, data packet is sent to the conventional router pipeline when just 

one collision does not happen. However, the conventional router pipeline is a totally sequential 

structure. Data packets will be accumulated in the input queue, still without be transmitted. To 
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the contrary, back-offs allow requests revisit the virtual collision array, increase request 

eliminations. In addition, back-offs are not infinite. Each write request is stored in a random 

location of virtual collision array for a certain duration th. When the counter records th cycles, if 

the data request is still not eliminated, it leaves virtual collision array and returns to input buffers. 

The associated data packet is going to traverse the router pipeline without bypass. For example, 

write(a) in Fig. 2-7  is un-eliminated after storing in virtual collision array for th cycles. packet(a) 

will be sent to the router input buffer. The proposed virtual collision array works in the packet 

level. All data flits in a same packet will follow the same transmission path. 

 

 

Fig. 2-7 Request elimination in virtual collision array 

 

Definition 4: Read Request Back-off Duration (tb) is the time interval that a read request has to 

wait before it revisits the virtual collision array. 
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Definition 5: Write Request Holding Duration (th) is the longest cycles that the virtual collision 

array can store each write request. Once the holding duration expires, write requests that are 

not eliminated have to leave the virtual collision array. And the associated data packet will 

traverse the router pipeline without bypass.  

 

2.3.2 Virtual Collision Array based NoC Router Structure 

Now let us discuss how the write and read requests are generated in the new architecture. 

Fig. 2-8 depicts the new router design with the proposed virtual collision array and its control 

circuits. When an inter-core communication needs to be transmitted by a router, data packets are 

injected into one of router input ports from the memory of a core or buffer of the previous router. 

If the virtual collision array in this input port has space to store data requests, an 

acknowledgement signal is set to “high” by the state analyzer and is sent to the input channel. 

For each data packet, a write request is issued and is sent to the virtual collision array. At the 

same time, routing computation extracts the destination address of a data packet in the header flit 

and decides the output channel for the each data packet. If the output channel is available for 

receiving data, it sends an acknowledge signal back to input port, and a read request is issued. 

This read request will visit the virtual collision array and will try to collide with its write request 

already waiting there. If request elimination occurs, the data packet will bypass the router 

pipeline and reach the output channel. As mentioned above, the new virtual collision array 

eliminates data requests that are sent to the router pipeline. Thus, data packets can bypass the 
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router pipeline to save routing time and energy. It is worth emphasizing that the write and read 

requests are generated and analyzed inside one router. For each data packet, there is one unique 

pair of write and read requests. Therefore, there is no confusion or confliction in the request 

elimination. 

Our proposed structure allows data requests to visit the virtual collision array 

simultaneously, therefore it introduces parallelism to the sequential router structure. However, 

we also need to ensure there is no deadlock in the case that multiple requests are trying to update 

the virtual collision array at the same time. We implement the virtual collision array as a lock-

based structure. The lock is realized by a special synchronization operation called CAS in the 

state analyzer. CAS is widely used in today’s multi-core systems [41]. When a read request 

arrives at random location of the virtual collision array, CAS compares the address information 

of this read request and the write request stored in the location. If the two requests are associated 

with the same data packet, CAS outputs a Boolean signal to lock the virtual collision array and 

only lets this pair of requests update the virtual collision array. With the CAS lock, although 

multiple requests can visit the virtual collision array simultaneously, only one of them can update 

the virtual collision array each time. Therefore our proposed virtual collision array is deadlock-

free.  

Elimination rate, router delay, and power/energy consumption are critical performance 

metrics for the virtual collision array, and will be discussed in details in the following sections. 



 

 

40 

 

Fig. 2-8 Virtual collision array based router structure 

 

2.3.3 Virtual Collision Array Elimination Rate 

The introduction of our virtual collision array for NoC router is to eliminate data requests 

before them entering the conventional router pipeline. Therefore, the elimination rate of virtual 

collision array becomes a critical parameter for evaluating the performance. For the L-size virtual 

collision array, without loss of generality, let us assume that some write requests are already 

stored inside. Each read request can visit any location with a possibility of 1/L. Thus the 
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probability of successful elimination is 1/L. And the probability of elimination failure is 1-1/L. 

Let tb be the read request back-off duration when a failure of elimination happens. And th 

denotes the write request holding duration. The ratio of th/tb indicates the upper bound to the 

number of times that one read request may visit the collision array. The elimination rate can be 

express as:   
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As described by (2.3), the elimination rate ER is proportional to the ratio of th/tb, and is 

reversely proportional to the increase of L. To verify the proposed virtual collision array model, 

we implemented it in C++. So, performances of the virtual collision array can be simulated. Fig. 

2-9 verifies the elimination rate changing trend with different holding/back-off duration ratios for 

various virtual collision array sizes. It can be observed that larger elimination rate is achieved by 

using higher th/tb ratio and smaller L. Let N be the total number of data packets. The number of 

data packets that are associated with failed elimination attempts in the collision array is: 
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And the number of data packets that will bypass router pipeline is: 
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Fig. 2-9 Elimination rate vs th/tb 

 

Despite elimination rate is a critical performance metric for the virtual collision array, high 

elimination rate does not necessary lead to the low router delay or low router energy 

consumption. In the following sections, we will discuss further how to design virtual collision 

array to optimize router delay and router energy consumption. 

 

2.3.4 Virtual Collision Array based Router Delay 

(2.2) shows the router delay of an N-packet inter-core communication traveling through H 

hops. (2.4) provides the estimation of the number of data packets that will use the router pipeline. 

Therefore, the total router pipeline delay for this inter-core communication can be calculated as 

the product of number of data packet using router pipeline and router pipeline delay: 
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                 pfailpipeline tNt                                                       (2.6) 

Let ki be the number of visit counts for the i-th read request. This ki is bounded by 

1 /i h bk t t  . The delay to eliminate this i-th read request and its correspondent write request 

in virtual collision array is therefore i bk t . The total delay needed to successfully eliminate 

requests in virtual collision array can be calculated as: 
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where Nsucc is estimated in (2.5). The total delay spent in virtual collision array for failed 

eliminated requests can be calculated as: 
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Therefore, the total delay at the virtual collision array can be derived as: 
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where tw is the wire delay for one data packet traveling from the router input channel to the 

output channel. As described from (2.7) to (2.9), delay of the virtual collision array is 

proportional to L, and is reverse proportional to the ratio of th/tb. This can be explained as follows. 

If one write request is stored in virtual collision array for long time, it deprives other requests’ 

colliding opportunities. In addition, higher th/tb ratio implies that each write request can be stored 
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in virtual collision array for a longer time. The delay of virtual collision array is thus increased. 

On the other hand, bigger L provides more space in the virtual collision array. The delay of the 

virtual collision array is reduced with bigger L since more requests can be processed in the 

virtual collision array. Fig. 2-10 verifies the relationships among the delay of virtual collision 

array, the size of virtual collision array, and the holding/back-off duration ratio th/tb. We assume 

that the inter-core communication has 5000 data packets. Before L reaches 8, the virtual collision 

array delay drops dramatically when L increases. When L reaches 8, this dropping trend slows 

down, and begins to saturate when L exceeds 10. When the th/tb ratio reaches 8, the virtual 

collision array delay is 33K cycles at L=2. The delay becomes 13K cycles at L=16. With 

different applications, these numbers would be different, but they follow that same theoretical 

explanation. The total router delay of the new architecture can be calculated as: 

                         )(' overlaparraypipeliner tttHt                                    (2.10) 

where toverlap is the overlap of router pipeline delay and virtual collision array delay. (2.6) and 

(2.9) show that tpipeline and tarray are inverse proportional to each other. Fig. 2-11 demonstrates the 

relationship of tpipeline and tarray with the increase of holding/back-off duration ratio. Again, we 

assume that the inter-core communication has 5000 data packets with a packet size of four 64-bit 

flits. We simulated this example on an on-chip network of 4x4 torus topology with 16 virtual 

channels per physical channel, 8 flits per virtual channel. Fig. 2-11 shows that along with the 

increase of th/tb ratio, the router pipeline delay decreases and collision array delay increases. We 

can explain the observations as follows. The virtual collision array is placed before the router 



 

 

45 

virtual channels. When a data packet is processed by the virtual collision array, a previous data 

packet is processed by the existing router pipeline at the same time. Therefore, the virtual 

collision array delay and the router pipeline delay are highly overlapped. According to evaluation, 

the overlap reaches 95% during the whole routing process. Therefore, for optimizing the total 

router delay, we need carefully design the virtual collision array properties to balance the virtual 

collision array delay and router pipeline delay. 

 

 

Fig. 2-10 Virtual collision array delay vs L 

 

2.3.5 Virtual Collision Array based NoC Platform Power and Energy 

We would like to point out that the proposed collision array is a virtual data structure. Data 

packets are never truly stored or passed through the virtual collision array. However, the new 
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design introduces more hardware, for example additional multiplexers and control circuits of the 

virtual collision array, which can introduce extra power consumption to the NoC router. On the 

other hand, due to the request elimination in the virtual collision array, the number of data 

packets transmitted by router pipeline is reduced. Therefore, the energy consumed on router 

pipeline is saved. For the conventional router structure, let Punit be the original power 

consumption of one virtual channel router. It includes the power consumed by the input buffer, 

crossbar switch, allocators, arbiters, and wired links. The average power consumption of one 

router during the whole routing process can be calculated as: 
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where tp is the packet latency, and N is the number of data packets processed by this router. tr is 

the total router delay for transmitting these N data packets. The average power consumption of 

the whole NoC platform can be calculated as:  

 
 




h

i

h

i r

ipunit

riNoC
t

NtP
PP

1 1

                                         (2.12) 

where h is the number of routers, Ni the number of data packets processed on the i-th router. The 

total energy consumed on the NoC platform can be calculated as: 
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Fig. 2-11 tarray and tpipeline vs th/tb 

 

For the new virtual collision array based router structure, let Parray be the power 

consumption of the virtual collision array. It includes the power consumed by the random 

address generator, counter, and state analyzer in the control circuits and the additional 

multiplexers. The average power consumption of the whole NoC platform can be calculated as:  
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where t’r is the total router delay of the new structure and t’ri is the individual delay of the i-th 

router. The total energy consumed on the platform can be calculated as: 
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where αi is the duty rate of the i-th router. t’ri and αi  are determined by the workload assignment 

algorithm and task scheduling algorithm. We will discuss these algorithms in the following 

section.  

Due to the extra hardware added into the virtual channel router, the average power 

consumption of the proposed NoC platform is larger than which of the conventional NoC 

platform (P’NoC > PNoC). However, the new technology reduces router delay. The total energy 

consumed on the NoC platform is saved (E’NoC < ENoC). 

 

2.4 Workload Assignment and Task Scheduling 

As shown in (2.6)-(2.10), the total router delay of the proposed virtual collision array based 

router is a function of data packets number: t’r(N). Task flow partitioning determines the number 

of data packets transmitted by routers among the whole network. The proposed task flow 

partitioning algorithm aims to minimize the total router delay by assigning workloads to multiple 

cores with the minimum data communication. Capacity Rate is introduced as an indication of 

how much workload one core can sustain during workload assignment. Workloads are 

fundamentally composed of sets of tasks, named task flows. Tasks from different flows tend to 

have very few or no dependencies among them. Therefore, to reduce total routing delay, we limit 

the process of one task flow to a group of cores physically adjacent to each other. Such a group 

of cores is defined as a partition. The partitioning algorithm aims at mapping a task flow onto 
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one particular partition. Task scheduling will accordingly be done within the partition that is 

designated to this task flow.  

Generally a task flow is represented by a DAG G = (T, E) with T denoting a set of tasks to 

be executed and E = {(i, j)} specifying precedence relationships among tasks. Each task Ti is 

associated with a task weight wi representing its execution time. The workload of this task flow 

can be evaluated by the structure of the task graph and the task weights [44]: 
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where WCP is the group of tasks in the worst-case path. When performing partitioning, the 

partition should be able to accept the workload evaluated based on the given flow. On the other 

hand, as capacity rate specifies the upper bound of workload on each core, the sum of core 

capacity rates in one zone reflects the maximum total workload one zone can accept. This 

summation must exceed the estimated workload resulted from the flow assigned to this zone. In 

addition, for the whole multi-core system, there exists a power consumption boundary Pup_total. 

The summation of power consumption P for each core should be less than Pup_total. Taking all 

these constraints into consideration, the partitioning problem for a particular task flow can be 

described as:  

                                               minimize      
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                                                                    totalupPP _  

                                              variables       kZ     

where Ti and Tj are two directly connected tasks assigned to different cores. Zk is the partitioning 

result consisting of an optimal set of adjacent cores, such that the router delay is minimized. The 

search for an optimal partition was done following a greedy heuristic. As a prerequisite, we rank 

the cores according to the capacity rates, and identify the strongest 20% of the cores (with 

highest capacity rates). The partitioning algorithm starts with an identified strong core to 

initialize a partition in rectangular shape, and calculates the total router delay within this partition. 

The next step is to make slight adjustments to this initialized zone for exploring a better partition, 

following a heuristic procedure. For each adjustment, the heuristic compares the router delay 

with the delay for the initialized partition. The heuristic accepts changes that improve router 

delay following a simulated annealing algorithm. This searching procedure is repeated until the 

termination condition is satisfied. All tasks from the task flow will be assigned to the cores 

included in the obtained partition. 

After partitioning, the next step is task scheduling within the partition designated to a task 

flow. The goal is determine the task-core mapping results to achieve the minimum routing delay. 

We formulate the task scheduling problem as a mixed-integer program (MIP), by introducing a 

set of binary variables {Mij’s} to represent all task-core mapping results. Each variable Mij is a 

decision variable of binary type, which is set to “1” if task Ti is mapped onto the j-th core and 

“0” as the opposite situation. Suppose a flow of n tasks is to be executed within a partition of m 
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cores. The total number of decision variables is thus (n x m). Apparently for each task Ti the 

definition of this binary variable imposes the following constraint: 

                                                                1
1
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which indicates that one task can be assigned to only one core. Using these binary variables, task 

allocation can be conveniently determined. 

In addition to the binary mapping variables, another set of decision variables are the starting 

times for all tasks, denoted by d
s
. Task starting times are combined with the task-core mapping 

variables to determine the job sequences of all involved cores. An optimal schedule can be fully 

specified by determining the binary variables Mij’s and task starting times d
s
: the decision 

variables related to j-th core indicates a set of tasks to be executed on it, and the starting times 

help determine the execution sequence of all assigned tasks. This introduces the second set of 

constraints in task scheduling, which is for the purpose of keeping the precedence relationships 

among tasks. For each arc (i, j) on the task graph, the precedence relationship requires that task 

Ti must be finished before the execution of its successor Tj: 
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where s

id  and e

id  represent the starting time and execution time for task Ti , respectively, while 

comm

jid ,  represents the communication time between task Ti and Tj, which is determined by the 

router delay. 



 

 

52 

There are two other constraints for each core in the scheduling framework: workload 

constraint imposed by core capacity rate and upper bound limit of power consumption. Capacity 

rate is included as an upper bound limit for workload assigned to each core. A core with low 

capacity rate indicates that light workload should be assigned to this core. The workload on a 

core depends on task allocation and frequency scaling ratio. The estimation of core workload can 

be detailed in [44]. When performing task scheduling the real workload assigned to a core cannot 

exceed a pre-evaluated bounding value provided by capacity rate; otherwise, it may break the 

performance limits and cause reliability issues. 

The last concern in this scheduling framework is the optimization objective. For the purpose 

of optimizing total routing delay, we need to minimize the number of hops for each inter-core 

communication. Therefore, we should have the shortest Manhattan Distance among the cores 

with tasks mapping on, in order to achieve minimum routing delay. To sum up, task scheduling 

in this proposed router design can be generalized by the following mixed-integer program:  
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where Mk denotes the set of mapping variables, which exert a constraint in this MIP to guarantee 

the uniqueness of task-core mapping relationship. d
s
 is the set of task starting time. MD(i,j) is the 

Manhattan Distance between two tasks Ti and Tj having precedence relationship, and the 

objective function is the summation of all MD(i,j)’s. The execution time of Task Ti must be 

completed before the execution of Tj, including the communication time. For each core 

processing a part of the task flow, its capacity rate CRk must be larger than the workload of these 

tasks. Additionally, there is an upper boundary Pupk for each core’s power consumption Pk. 

It is worth emphasizing that although the optimal scheduling result can be obtained by 

solving the MIP described above, its computational complexity could be a serious issue when 

applied to real systems and applications. The size of the search space when solving MIP is 

proportional to the number of tasks and cores. To address this issue, the scheduling algorithm 

searches task-core mapping variables with simulated annealing to obtain a near optimal solution. 

 

2.5 Result Analysis 

In this section, we compare the proposed virtual collision array based router design with the 

existing virtual channel router design. The performance evaluation includes packet latency, 

system throughput, speedup, power, and energy consumption. A data packet size of four 64-bit 

flits is used in all experiments. We use Booksim2.0 [45], a cycle-accurate interconnection 

network simulator, to simulate an on-chip network of 4x4 torus topology with 16 virtual 

channels per physical channel, 8 flits per virtual channel. To keep the simplicity and ensure the 
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deadlock freedom, we choose dimension-ordered routing (DOR) as the routing algorithm. We 

use virtual-channel flow control to improve link utilization. To establish a fair comparison, we 

simulate different data traffic and generate different task graphs using real applications from four 

benchmark suites: MediaBench [46], MiBench [47], NetBench [48], and EEMBC [93]. Tasks of 

real embedded application and network application are generated by profiling particular 

benchmarks from benchmark suits. Then an application task flow is created by artificially 

assigning precedence relationships among the tasks. The profiling work was done by a previous 

group. Here we just use their task flow data in the experiments. The power and energy results for 

the on-chip network components are estimated by Xilinx ISE Design Suite 13.2 and Xilinx 

Power Analyzer with the Xilinx Virtex-6 library [49-51]. All the experiments are running on a 

computer with Intel Core i5-3230M CPU at 2.6GHz and Linux operating system. 

For proving the adaptivity of the proposed virtual collision array router, we simulate eight 

different data traffic patterns: Uniform, Matrix Transpose, Neighbor, Tornado, Random 

Permutation, Shuffle, Bit Reversal, and Bit Complement [52]. Fig. 2-12 demonstrates the new 

structure’s significant packet latency and system throughput improvement for the 4x4 torus 

network on all of the eight data traffics. Traffic 1 is Uniform traffic. Network throughput of the 

conventional virtual channel router saturates at 0.3 offered load. Network throughput of proposed 

virtual collision array based router saturates at 0.75 offered load. It shows an increase of 160% in 

throughput. Traffic 2 is Matrix Transpose traffic. Network throughput of the conventional virtual 

channel router saturates at 0.21 offered load. Network throughput of proposed virtual collision 
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array based router saturates at 0.55 offered load. It shows an increase of 159% in throughput. 

Traffic 3 is Neighbor traffic. Network throughput of the conventional virtual channel router 

saturates at 0.35 offered load. Network throughput of proposed virtual collision array based 

router saturates at 0.85 offered load. It shows an increase of 163% in throughput. Traffic 4 is 

Tornado traffic. Network throughput of the conventional virtual channel router saturates at 0.35 

offered load. Network throughput of proposed virtual collision array based router saturates at 

0.85 offered load. It shows an increase of 164% in throughput. Traffic 5 is Random Permutation 

traffic. Network throughput of the conventional virtual channel router saturates at 0.27 offered 

load. Network throughput of proposed virtual collision array based router saturates at 0.7 offered 

load. It shows an increase of 158% in throughput. Traffic 6 is Shuffle traffic. Network 

throughput of the conventional virtual channel router saturates at 0.24 offered load. Network 

throughput of proposed virtual collision array based router saturates at 0.6 offered load. It shows 

an increase of 166% in throughput. Traffic 7 is Bit Reversal traffic. Network throughput of the 

conventional virtual channel router saturates at 0.21 offered load. Network throughput of 

proposed virtual collision array based router saturates at 0.5 offered load. It shows an increase of 

163% in throughput. Traffic 8 is Bit Reversal Complement. Network throughput of the 

conventional virtual channel router saturates at 0.35 offered load. Network throughput of 

proposed virtual collision array based router saturates at 0.85 offered load. It shows an increase 

of 163% in throughput.  
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Fig. 2-12 Throughput and latency for different data traffics 
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The latency plots in Fig. 2-12 show the network saturates at the same point as the 

throughput plots for all of the eight traffic patterns. As long as the increase of offered load, the 

proposed virtual collision array based router has consistently lower packet latencies than the 

conventional virtual channel router. At the same time, packet latencies of the proposed structure 

saturate much slower than which of the conventional structure. 

To evaluate the router delay deduction and measure the speedup of proposed technology, 

we generate different task graphs using real applications from four benchmark suites: 

MediaBench [46], MiBench [47], NetBench [48], and EEMBC [93]. Table II-1 lists fifteen real 

applications as well as design and performance parameters, with and without using the proposed 

technology. The first column lists the name of each real application. The second column provides 

the total number of tasks in each application task flow. The third column shows the number of 

cores in use after applying task flow partitioning algorithm. The fourth column provides the total 

number of data packets needs to be transmitted among the network. The fifth column shows the 

total router delay for the conventional virtual channel router. The sixth column is the designed 

virtual collision array size. The seventh column is the optimal holding duration over back-off 

duration ratio. The eighth column shows the elimination rate provided by the chosen virtual 

collision array size and holding duration over back-off duration ratio. The last column shows the 

total router delay by using the proposed technology. From Table II-1, it can be observed that by 

optimizing virtual collision array properties and applying workload assignment and task 
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scheduling algorithms, an average of 74.9% data transmission in the conventional router pipeline 

can be eliminated. Total router delay is significant saved by using the proposed technology. 

 

Table II-1 Fifteen applications 

 

 

Fig. 2-13 shows the proposed technology speedup normalized by the conventional 

technology on the fifteen real applications. The highest speedup of 4.5 times is achieved on the 

dhNetbench application, which has the most task nodes number of 25 and most inter-core 

communication data packets of 1322. The lowest speedup of 3.6 times is achieved on the 

A2TIME01 application, which has the least task nodes number of 7 and least inter-core 

communication data packets of 404. This is because the proposed virtual collision array 

eliminates sequential data request to the router pipeline and increase the system parallelism. The 

more complicated application with the more data packets transmitted among the network, the 
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more decent performance the proposed technology can provide. For average, a 4.18 times of 

speedup can be observed from the figure. The speedup is majorly achieved by the reduced 

number of data packets accessing router pipeline. It is also achieved by the reduced packet 

latency. 

 

 

Fig. 2-13 Speedup on real applications 

 

Fig. 2-14 shows the power consumption distribution of the proposed design using TSMC 

40nm technology. It can be observed from this figure that the major power overhead is consumed 

by the extra link circuitry. This is because we have five more direct link connections between the 

virtual collision array and each of the five output channels. By contrast, power overhead 
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consumed in the virtual collision array control circuits and multiplexer is much less. On one hand, 

the extra hardware of the proposed virtual collision array based router architecture brings power 

overheads upon the conventional router. On the other hand, the router pipeline bypass of the 

proposed design saves partial power consumption over the conventional router. In summary, the 

average router power consumption of the new on-chip network is 45mW. Compare with the 

conventional virtual channel router structure (35mW power consumption), the proposed design 

has a power overhead of 28.6%.  

 

 

Fig. 2-14 Power distribution 
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However, due to the reduced number of data packets transmitted in the router pipeline and 

reduced router delay, the total energy consumption of the proposed design is saved. Fig. 2-15 

shows the total energy comparison between the proposed structure and conventional structure on 

each of the fifteen real applications at 400MHz clock frequency. Energy per bit for the real 

applications is shown in Fig. 2-16. An average of 56% energy saving can be observed from these 

two figures. The proposed design increases router power consumption but decreases router delay. 

In order to gauge the merits, Table II-2 depicts the energy-delay product of the proposed design 

and compares it with the conventional router design. 
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Fig. 2-15 Energy comparison on real applications 

 

 

Fig. 2-16 Energy per bit 
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Table II-2 Energy-delay product 
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CHAPTER 3 MILLIMETER-WAVE ON-CHIP ANTENNA BASED 

HYBRID NETWORK-ON-CHIP DESIGN 

 

3.1 Current State of Art on NoC Topology 

NoC topology is another important parameter to define an on-chip network architecture. It 

determines the number of routers (hop count) that an inter-core communication needs to be 

transmitted through the network. Therefore, the network liability, latency and power/energy 

consumption are also influenced by NoC topology.  

There are three basic wired NoC topologies: ring, mesh, and torus. As shown in Fig. 3-1(a), 

each node in the ring topology has only two connected neighbors. Data packet can only be 

transmitted to the next node or previous node on ring topology. For mesh topology in Fig. 3-1(b), 

the inner router has four neighbor routers located at its east, west, north, and south directions, 

router on the edge has only three neighbors and router in the corner has only two neighbors. For 

torus topology in Fig. 3-1(c), each router has four neighbors. Compare with mesh and torus 

topology, ring topology has less links and lower port counts at each router. It is easy to be 

implemented. However, the simple structure also makes ring topology with fewer alternate paths 

and higher hop count than mesh and torus topology. Torus topology has the best performance. It 

has lower hop count, delay and power/energy consumption compared to ring and mesh topology. 

However, wire lengths in a folded torus topology are twice that in mesh topology of the same 

size. Therefore, the per-hop latency and power/energy of torus topology are actually higher. In 
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addition, torus topology requires twice the number of links which must be factored into the 

wiring budget.  

 

 
(a)                                                   (b)                                              (c) 

Fig. 3-1 Basic NoC topologies: (a) ring; (b) mesh; and (c) torus [9] 

 

3.2 Hybrid NoC with both Wired and Wireless On-chip Communication Channels 

Among diverse NoC topologies, 2D mesh topology is a commonly used one due to its high 

fault tolerance and short wire length. However, when the number of processors on a single chip 

increases, the performance of a 2D mesh topology is limited by routing latency and energy 

consumption [53]. This is because the network diameter of 2D mesh topology increases linearly 

with the number of nodes. In a 9x9 NoC platform, the longest routing path of 2D mesh topology 

can reach 16 hops which also introduce large energy consumption on the interconnection links 

among routers. Different approaches such as low latency/power wired channels [54] and 3D NoC 

topologies [55] have been introduced to address the long routing latency and high energy 
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consumption problems. However, all of these approaches still use metal wires. According to the 

International Technology Roadmap for Semiconductors (ITRS) [56], the performance 

requirements of multi-core system NoC architecture can no longer be satisfied by the 

improvements of metal wires. In order to reduce latency and energy consumption, wireless 

communication has been introduced to the NoC platform [57]-[61]. 

Recently, several research groups have published important papers in the NoC wireless 

architecture area. For example, [57] proposed a hybrid mechanism to transfer data among IP 

cores by taking advantages of both wired and wireless communications. It used data congestion 

as the decision parameter to choose among wired and wireless links. [58] proposed an adaptable 

wireless NoC architecture (A-WiNoC) that uses adaptable and energy efficient wireless 

transceivers to improve network power and throughput by adapting channels according to traffic 

patterns. Link utilization statistics are used to reallocate wireless channels. There are other 

papers using the similar strategies [59] [60]. However, none of these papers depicts a clear 

picture of the on-chip antenna, which is used in the NoC platform to provide wireless 

communication. How to design the on-chip antenna, how to package and implement it on the 

NoC platform, what are the performance metrics of the on-chip antenna, how does the antenna 

provide desired wireless communication on the NoC platform? All of these questions are still 

unsolved. In addition, due to the large amount of nodes in NoC platform, we have to consider 

network performance, for example traffic jam as well as energy consumption. This is especially 

true if we have large amount of data communication from one side of chip to the other sides. To 
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Summarize, adaptability, low energy consumption, and low latency are the preferable 

performance metrics for the wireless fabric design. We need reconfigurable antenna with more 

communication directions and adaptive routing scheme for the wireless NoC. 

In this chapter, we review the background of a four-element-array on-chip antenna design 

as well as its package and implementation on NoC platform. Based on this high frequency high 

data rate on-chip antenna, we propose a new hybrid NoC architecture (HyNoC). We intend to 

create a reconfigurable on-chip network with both wired communication and wireless 

communication. Data packets can be transmitted from the source to the destination by either 

wired links or wireless links or a mixed of the two communication configurations.  

 

3.3 Background of Millimeter-wave On-chip Antenna 

3.3.1 Evaluation of Wireless Interconnects for NoC Platform 

Before reviewing the design, implementation and fabrication of the NoC using four-

element-array antenna, let’s firstly reviewing the evaluation of wireless interconnect for NoC 

purpose. For NoC platform, power budget is a critical condition. The wireless interconnect on 

NoC platform must be power efficient to meet the critical requirement. In this section, 

performance metrics will be introduced to evaluate the NoC using wireless interconnect.  

For recovering the free space loss during the wireless transmission, both transmitter (TX) 

and receiver (RX) are equipped with transmitting and receiving amplifiers. Friis Transmission 
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Equation calculates the ratio of power transmitted at the TX side over power received at the RX 

side [62]:  
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where d is the transmission distance between the transmitter and receiver, λ is the operating 

wavelength. λ/4πd denotes the spherical free space loss. 
2
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S  and 

2

11 r
S  are the reflected power 

numbers for transmitter and receiver RF interconnects. Gt(TX) and Gt(RX) are the transmitter and 

receiver radiation gain numbers. The power ratio consists of three components: reflected power 

terms, the spherical free space loss, and antenna gain terms. On NoC platform, identical antennas 

are used for both the TX and RX sides. Therefore, (3.1) can be simplified into: 
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(3.2) indicates how much power need to be recovered by TX/RX amplifiers to compensate 

the signal loss in the wireless channel. (3.2) would be more suitable to be written into the dB 

form: 
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where PRE denotes the power loss from the transmitter to the receiver during free space signal 

transmission. This PRE must be recovered and amplified by the TX/RX circuits. Lower value of 

PRE means higher efficiency of wireless system. The wireless link performance needs to be 
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calculated to quantify the efficiency of antennas. This chapter aims to develop NoC wireless 

interconnects with very low PRE, to allow very low gain TX/RX amplifiers. 

In high frequency wireless interconnect, transmission line is used to connect radio 

transmitter and receiver with their antennas [63]. However, the transmission line will transform 

the impedance of an antenna, making it very difficult to deliver power. Radiation power from the 

generator could be absorbed by the antenna or be reflected. Reflection is wasted power, it losses 

and reduces efficiency overall. To avoid reflection, the impedance of the antenna must be 

matched to the transmission line. Fig. 3-2 [64] illustrates a high frequency wireless interconnect 

example. A transmission line with length of L and characteristic impedance of ZO is hooked to an 

antenna with impedance ZA. The input impedance Zin is given by [64]: 
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Fig. 3-2 High frequency wireless interconnect input impedance [64] 
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From (3.4), it can be told that if the antenna is matched to the transmission line (ZA = ZO), 

then the input impedance does not depend on the length of transmission line. And if the input 

impedance is not well matched to the source impedance, not very much power will be delivered 

to the antenna. The ideal Zin is 50+j0 Ω. j is the square root of -1. The imaginary part of the input 

impedance provides phase information. None imaginary part means the input voltage and current 

are exactly in time-phase. 

The reflection coefficient is used to measure the power loss in reflection. Besides reflection 

losses, there are also free space signal losses and resistive losses. Transmission coefficient is 

used to measure the left over. It is a measurement of how much energy is detected by the 

receiver antenna and how much energy is lost over the air interface. The ideal transmission 

coefficient is equal to 1 or 0 dB (10log1 = 0). In the on-chip antenna design, the transmission 

coefficient is maximized and the reflection coefficient is minimized. 

 

3.3.2 On-chip Antenna Package and Implementation 

On-chip antennas with millimeter-wave frequency (mmW) must be chip/package 

compatible with the silicon integrated circuits. Several types of on-chip antennas with different 

frequencies have been investigated on silicon substrate with the standard CMOS process [65-68]. 

Unfortunately, these existing designs only achieved 10% to 15% radiation efficiencies. The 

bottleneck of efficiency lies in the low silicon conductivity. Due to the high dielectric constant 

(ɛr = 11.68) of silicon, most of the antenna energy radiates and dissipates in the silicon. Simply, 
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to prevent the dissipation of radiation energy, it just need to directly place a radiation director, a 

thin metal layer, under the antenna. However, this would hardly work in the NoC platform. 

There are two major reasons forbidding placing a thin metal layer directly under the NoC on-

chip antenna. First one is the dielectric layer of the on-chip antenna is very thin. In the current 

CMOS fabrication process, it is only 15µm or less. Secondly, the directly placed metal will also 

block the NoC on-chip routing. 

With the above concerns, the millimeter-wave on-chip antenna is designed with the ground 

shielded metal inside the package to prevent the radiation energy being dissipated. One problem 

of this design is that the ground shielded metal has been proven to add difficulties to the 

impedance matching [62]. Therefore, instead of using perfect electric conductor (PEC), perfect 

magnetic ground conductor (PMC) is used to make the ground shielded structure of the 

millimeter-wave on-chip antenna. Low-profile antenna (on-chip antenna is low-profile antenna) 

in package mounted on the ground plane generates an image current source. The image current 

created by PEC deteriorates the original current source due to its opposite direction to the 

original antenna current source [69]. A good solution for the image current effect is using PMC 

as the ground plane that creates an identical directional image current source to the original 

antenna current direction. Fig. 3-3 [78] [92] compares the images created from horizontal electric 

dipole antennas with PEC and PMC as the ground shielded structure. Fig. 3-3(a) shows that if the 

antenna is placed very close to an electric ground plane, then the image set up within the ground 

cancels the radiation currents in the antenna. Fig. 3-(b), however, shows that if the antenna is 
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placed very close to a magnetic ground plane, the image does not cancel the radiation currents in 

the antenna. In the same figure, it also shows the phase of the reflection coefficient for PEC and 

PMC ground planes. For PEC, θr = 180°, and for PMC, θr = 0°. 

 

 

Fig. 3-3 Image created over PEC and PMC ground plane [78] [92] 

 

It has been proven that artificial magnetic conductor (AMC) structure can be used to 

implement PMC [70-72]. AMC operating as PMC at specific frequencies has been introduced in 

[73]. The AMC structure creates a parallel resonant circuit with inductance and capacitance, 

which creates very high impedance near the resonant frequency [70]. The high impedance 

surface prevents the surface wave propagation at the resonant frequency. 

HFSS [74] is used in simulation to determine the patch dimensions of the AMC layer. The 

unit cell of the AMC layer with the rectangular waveguide simulator is shown in Fig. 3-4 [92]. 

The initial setup value of AMC patch gap and height are g = 0.12 mm and h = 0.203 mm. 
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According to the reflection phase of HFSS simulation, the width of AMC patch can be 

determined as w = 0.56 mm. Fig. 3-5 [76] [92] and Fig. 3-6 [92] depict the top view and cross-

sectioned view of the on-chip antenna and AMC layer design. A hydrocarbon ceramic type 

laminate, Rogers 4003, is used as the substrate material, which enables the copper-plated through 

hole generation [75]. The chemical wetting process is not required before producing the copper-

plated through hole vias. Multi-layer Rogers 4003 laminates can be assembled with a standard 

printed circuit board (PCB) fabrication process. The dielectric constant and dielectric dissipation 

factor are εr = 3.55 and tanδ = 0.0027 s/m, respectively. 

 

 

Fig. 3-4 Unit structure and dimensions of periodic AMC layer [92] 
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Fig. 3-5 On-chip antenna configuration (top view) [76] [92] 

 

 

Fig. 3-6 On-chip antenna configuration (cross-sectioned view) [92] 

 

Fig. 3-7 [78] [92] shows the simulated antenna reflection phase on the designed AMC layer. 

It can be observed that the reflection phase is about 0 degree around the 60 GHz frequency point, 
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which is the operating frequency of the millimeter-wave on-chip antenna. This means the current 

source and the image current are in phase around 60 GHz. 

 

 

Fig. 3-7 Simulated phase of reflection coefficient [78] [92] 

 

3.3.3 Folded Monopole Antenna and Two-element-array Antenna 

As shown in Fig. 3-8, a folded monopole antenna (also called single-element-antenna) [76] 

[92] is able to communicate with another single-element one in orthogonal direction. However, it 

may not be sufficient in diagonal direction since the longer distance between the transmitter and 

receiver. A two-element-array antenna [77] [92] can communicate in diagonal directions due to 

its strong radiation. To illustrate, the two-element-array antenna is able to create stronger 

directivity [77] [92] compared with the folded monopole antenna. Fig. 3-9 [92] demonstrates the 

gain pattern from two identical folded monopole antennas. The gain of such two-element-array 
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antenna can be enhanced about 5 dBi in the horizontal direction which provides strong and clear 

communication signals. 

 

 

Fig. 3-8 Radiation pattern of folded monopole antenna 

 

 

Fig. 3-9 Gain pattern created from two identical antennas [92] 
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3.3.4 Four-element-array Antenna 

On-chip antenna for NoC platform is required to provide wireless communicate in both 

orthogonal and diagonal directions with strong and clear communication signals. As we 

discussed in the previous section, folded monopole antenna can provide wireless communication 

in the orthogonal direction, and two-element-array antenna can provide wireless communication 

in the diagonal direction. The direction restriction of folded monopole and two-element-array 

antenna requires multiple antennas for wireless communication on a NoC platform. Due to the 

high fabrication cost and power consumption, using four single-element-array antennas and four 

pairs of two-element-array antennas are not an ideal option for on-chip multicore systems. 

To meet NoC requirements, one option is to provide an effective, reconfigurable array-

antenna orientation to provide optimized gain. This is the reason why we investigate a 

reconfigurable four-element-array antenna for NoC platform. Based on two-element-array 

antenna, four-element-array antenna is designed by using four folded monopole antennas. The 

orientation and distance between these four antennas are carefully designed. By activating a 

combination of two from the four folded monopole antennas, a reasonable radiation pattern 

direction and radiation gain can be created. Fig. 3-10 [92] shows the placement of the proposed 

four-element-array antenna on AMC layer. The black dot on each folded monopole antenna 

identifies the antenna directivity. In this design, all of the four folded monopole antennas are 

orientated to the center. This four-element-array antenna is called in star shape orientation. 
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Fig. 3-10 Four element array antenna in star shape orientation [92] 

 

The individual folded monopole antenna is expected to create the orthogonal direction of 

data communication while a pair of antennas is designed to produce the wave propagation in 

diagonal directions. Fig. 3-11 [92] shows four combinations cases of pair of antennas turned on. 

The black line represents the individual antenna directive gain pattern. The red line represents 

the two antennas directive gain pattern. The maximum gain of two antennas would be obtained at 

ϕ = 0˚, ϕ = 270˚, ϕ = 90, and ϕ = 180˚, respectively for case (1), (2), (3), and (4) in Fig. 3-11. At 

other angles, wireless communication can also be performed with a lower antenna radiation gain. 
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Fig. 3-11 Gain combinations of four-element-array antenna [92] 

 

3.4 Reconfigurable Hybrid NoC Architecture 

3.4.1 HyNoC Topology 

The proposed HyNoC architecture is an evolution version of the conventional wired 2D 

mesh NoC architecture. As shown in Fig. 3-12, each processor uses a router to transmit data 

through the multi-core system. For mesh topology, each router uses short wired bidirectional 

interconnections to communicate with a central core and four neighbor routers located at its east, 

west, north, and south direction (routers on the edge have only three neighbors and routers in the 

corner have only two neighbors). The destination address is carried in the header flit of each data 

packet. The router follows a “push-model” style, where data packets are pushed from a source to 

a destination with one hop or multiple hops [34]. 
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Fig. 3-12 Conventional 2D mesh NoC architecture 

 

The proposed HyNoC uses four-element-array on-chip antennas introduced in the previous 

section to provide wireless interconnections. Instead of fixed communication direction, the 

reconfigurable combination of pairs of folded monopole antennas can communicate with each 

other in all directions. This feature allows us to extend the conventional mesh topology of 

traditional wired NoC architecture to achieve better performance with lower consumption. One 

significant advantage of wireless NoC over the wired NoC is hop count reduction. For example 

in Fig. 3-13, if a data packet has a source at Node (0,0) and destination at Node (8,8),  wired NoC 

needs 16 hops to transmit this data packet from the source to the destination. However if we have 

antennas on Router (0,0) and Router (8,8), the wireless NoC only needs one hop to transmit this 

data packet. There is a requirement for on-chip antenna to provide one hop data transmission: the 

communication distance of on-chip antenna must be able to cover the distance between any 

transmitter and receiver on the NoC platform. For example, Tilra TILE-Gx36, TILE64/Pro64, 
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and TILE-Gx100 have 36, 64, and 100 processors, respectively. These processors are integrated 

on a single chip with a package size of 3.5cm x 3.5cm, 4cm x 4cm, and 4.5cm x 4.5cm, 

respectively [79]. When design the HyNoC topology, the on-chip antenna layout should be 

capable of providing decent wireless communication signal between the farthest diagonal 

transmitter and receiver. 

 

 

Fig. 3-13 9x9 HyNoC architecture 

 

The topology of on-chip wireless network is determined by the number and locations of 

reconfigurable antennas implemented on the NoC platform. For a 9x9 multi-core system, we 
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cannot integrate each node with a four-element-array antenna. It would be an unaffordable 

budget in both money and area. In addition, it is also a waste of resources. The network can be 

divided into sub-networks; and one set of four-element-array antenna needs to be shared by 

several nodes in the same sub-network. Routers belong to the same sub-network can transmit 

data by wired links; Router belong to different sub-networks can preferentially choose the on-

chip wireless network to transmit data packets. For more nodes in a sub-network sharing one set 

of four-element-array antenna, the cost and area overhead of the chip can be lower. However, 

this may introduce more congestion and the network performance can be lower. Fig. 3-13 

illustrates an example of a 9x9 multi-core system divided into 9 sub-networks. Each sub-network 

contains 9 nodes. The four-element-array antenna in each sub-network can provide wireless 

communication with the other eight sub-networks. Each set of four-element-array antenna is 

integrated at the center of the sub-network. It is wired connected to and shared by 9 routers. 

Wired links are used among the 9 routers in the same sub-network for data transmission. 

The longest inner sub-network communication has only 4 hops. For the inter sub-network 

communication, wireless links are used as the priority for the speed and energy concern. 

However, one antenna is shared by several routers, and some traffic patterns would cause hot 

spots on the network. The on-chip wireless network may suffer severe congestion which brings 

extremely high latency and low throughput. Therefore, we need an adaptive routing algorithm to 

switch between wireless link and wired link for the inter sub-network communication. We will 

discuss the adaptive routing algorithm in the following section. 
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3.4.2 HyNoC Routing Scheme 

Routing scheme specifies the path for a data packet transmitting from the source to the 

destination. A good routing algorithm should distribute data traffic evenly on the network and 

avoid creating hot spots. A good routing algorithm should also provide deadlock freedom, low 

network latency, and high system throughput [80]. 

For the data communication with source and destination belonging to the same sub-network, 

it is not necessary to use wireless links. We use wired link to transmit data packet inside one sub-

network. To simplify the design and implementation as well as guarantee the deadlock freedom, 

we choose dimension-ordered routing (DOR) scheme [9] for the conventional wired NoC. For 

the data communication with source and destination belonging to different sub-networks, data 

packets may be transmitted by wireless links, wired links, or both. The wireless interconnection 

of NoC has been proved with both low latency and high energy efficiency. Therefore, wireless 

link is the first choose. However, to avoid the wireless congestion, we may also choose wired 

links. 

To adapt the real time network situation, the decision of routing path needs to be made at 

every sub-network. The routing scheme is a function of packet current location (c) and 

destination (d), wired transportation hop count (H), wireless buffer utilization (BUFAN), and 

network energy consumption (E). Algorithm 3.1 illustrates the procedure of the routing scheme. 

This routing algorithm is executed when a data packet is injected into each sub-network. The 

‘RoutComp’ operator takes input as a data packet. It evaluates the address information stored in 
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the header flit and computes the current location c and destination d of the data packet. Number 

of wired transportation hops from the current location to the destination is computed by the 

‘HopComp’ operator using c and d. We define a wired communication hop threshold in line 2. 

This threshold is used to find out whether the current location and the destination are far enough 

to use wireless links for data transmission. If H is equal to or smaller than the threshold value, it 

indicates that the current location and the destination are in the same sub-network or at the edge 

of two adjacent sub-networks. It is not necessary to use wireless links for data transportation. If 

H is larger than the threshold value, the routing algorithm checks the current wireless buffer 

utilization in line 6. We use buffer utilization to measure congestion on the network. If the 

current wireless buffer still has space to store the data packet, wireless links would be chosen to 

transmit the data packet. However, if the current wireless buffer is full, which means it may 

create congestion on wireless links; the routing algorithm further calculates the network energy 

consumption for transmitting the data packet in line 10. If we use wired links to transmit the data 

packet, threshold+1 wired hops would be added before the data packet being injected into the 

next sub-network. Therefore, the energy consumption is calculated as the summation of energy 

consumed in the previous hops, wired energy consumption for threshold+1 hops, and wireless 

energy consumption for the rest transmission. If the energy consumption is lower than the upper 

limit, wired links are chosen to transmit the data packet to the next sub-network. Therefore the 

congestion on wireless links can be alleviated. If the energy consumption already violates the 

upper limit, wireless links are chosen anyway for the energy concern. The result of the adaptive 
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routing algorithm is stored in the header flit of each data packet and passed to the next sub-

network. 

 

Algorithm 3.1 Adaptive Routing Algorithm 

input: a data packet DPack, current wireless buffer utilization BUFAN, energy consumption of a 

data packet traversing a wired hop Ehop, energy consumption of a data packet traversing wireless 

link Ewireless, upper limit of network energy consumption for a data packet Eup; 

output: routing decision RoutDec; 

1:  {c, d}RoutComp(Dpack);  H=HopComp(c, d)   

2:  if H ≤ threshold do 

3:      RoutDecWiredRout(c, d) 

4:  end if 

5:  else do 

6:      if BUFAN is not full do 

7:          RoutDec WirelessRout(c, d) 

8:      end if 

9:      else do 

10:         EE + (threshold + 1) * Ehop + Ewireless  

11:         if E < Eup do 

12:             RoutDec WiredRout(c, d) 
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13:        end if 

14:        else do 

15:            RoutDec WirelessRout(c, d) 

16:        end else 

17:     end else 

18: end else 

19: return RoutDec 

 

3.5 HyNoC Workload Assignment and Task Scheduling 

To facilitate the proposed hybrid architecture and routing algorithm, the workload 

assignment and task scheduling algorithm is presented in this section. The proposed scheduling 

algorithm aims to minimize total routing time as well as to minimize the total communication 

energy consumption. Capacity Rate is introduced as an indication of how much workload one 

core can sustain during workload assignment. Workloads are fundamentally composed of sets of 

tasks, named task flows. Tasks from different flows tend to have very few or no dependencies 

among them. We assign the process of one task flow to a group of cores. Such a group of cores is 

defined as a partition. The partitioning algorithm aims at mapping a task flow onto one particular 

partition. Task scheduling will accordingly be done within the partition that is designated to this 

task flow. 
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Generally a task flow is represented by a DAG (Direct Acyclic Graph) G = (T, E) with T 

denoting a set of tasks to be executed and E = {(i, j)} specifying precedence relationships among 

tasks. Each task Ti is associated with a task weight wi representing its execution time. The 

workload of this task flow can be evaluated by the structure of the task graph and the task 

weights. The details about workload estimation can be found in [44]. When performing 

partitioning, the partition must be able to accept the workload evaluated based on the given flow. 

In addition, the total power consumption for all cores in use should be less than an upper bound 

limit. 

After partitioning, the next step is task scheduling within the partition designated to a task 

flow. The goal is determine the task-core mapping results to achieve minimum routing time and 

minimum communication energy consumption. We formulate the task scheduling and mapping 

problem as a mixed-integer program (MIP), by introducing a set of binary variables {Mij’s} to 

represent all task-core mapping results. Each variable Mij is a decision variable of binary type, 

which is set to “1” if task Ti is mapped onto the j-th core and “0” as the opposite situation. 

Suppose a flow of m tasks is to be executed within a partition of m cores. The total number of 

decision variables is thus (n x m). For each task Ti the definition of this binary variable imposes 

the following constraint: 

                                                                   



m

j

jiM
1

, 1                                                           (3.5) 



 

 

89 

which indicates that one task can be assigned to only one core. Using these binary variables, task 

allocation can be conveniently determined. 

In addition to the binary mapping variables, another set of decision variables are the starting 

times for all tasks, denoted by d
s
. Task starting times are combined with the task-core mapping 

variables to determine the job sequences of all involved cores. An optimal schedule can be fully 

specified by determining the binary variables Mij’s and task starting times d
s
: the decision 

variables related to j-th core indicates a set of tasks to be executed on it, and the starting times 

help determine the execution sequence of all assigned tasks. This introduces the second set of 

constraints in task scheduling, which is for the purpose of keeping the precedence relationships 

among tasks. For each arc (i, j) on the task graph, the precedence relationship requires that task 

Ti must be finished before the execution of its successor Tj: 
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i dddd  ,                                          (3.6) 

where s

id  and e

id
 
represent the starting time and execution time for task Ti, while         represents 

the communication time between task Ti and Tj. 

There are two other constraints for each core in the scheduling framework: workload 

constraint imposed by core capacity rate and upper bound limit of power consumption. Capacity 

rate is included as an upper bound limit for workload assigned to each core. A core with low 

capacity rate indicates that small or no workload should be assigned to this core. The workload 

on a core depends on the task allocation and the frequency scaling ratio. The estimation of core 

,

comm

i jd



 

 

90 

workload is discussed in [44]. When performing task scheduling, the real workload assigned to a 

core cannot exceed a pre-evaluated value provided by the capacity rate; otherwise, it may exceed 

the performance limits and cause reliability issues. 

The last concern in this scheduling framework is the optimization objective. One objective 

is to minimize the inter-core communication time to guarantee system performance when 

processing a task flow. The other objective is to minimize the total communication energy 

consumption, which is determined by energy consumption of a data packet traversing a wired 

hop and traversing a wireless link. In summary, task scheduling in this proposed router design 

can be generalized by the following mixed-integer program: 

                                                     minimize       
k

kt  

                                                     minimize       
k

ktotal EE  

                                                    subject to       ,

s e comm s

i i i j jd d d d    

                                                                    k kCR Workload                                                          

                                                                          k upkP P                

                                              variables        1 1, , ,...,s s s s

k nM d d d d  

where Mk denotes the set of mapping variables, which exert a constraint in this MIP to guarantee 

the uniqueness of the task-core mapping relationship. tk represents the total routing time for a 

particular inter-core communication, and the objective function therefore is the summation of all 
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tk’s. This objective function is optimized simultaneously with the other objective of minimal 

routing energy consumption.     and     are the starting times of Ti and Tj, while      is the 

execution time of task Ti on a particular core, and          is the communication time between Ti 

and Tj, which is determined by the routing delay. The execution time of Task Ti must be 

completed before the execution of Tj, including the communication time. For each core 

processing a part of the task flow, its capacity rate CRk must be larger than the workload of these 

tasks. Additionally, there is an upper boundary Pupk for each core’s power consumption Pk. To 

solve this formulated MIP, the scheduling algorithm searches task-core mapping variables with 

simulated annealing to obtain a near optimal solution. 

 

3.6 Result Analysis 

In this section, we firstly analyze the performance of the proposed on-chip antenna. PRE, 

input impedance, reflection coefficient, one antenna gain pattern, and two antennas gain pattern 

of the four-element-array antenna will be presented and analyzed. Then we compare the 

proposed reconfigurable HyNoC design with the conventional NoC architectures, to be specific, 

mesh, torus, and butterfly topologies. The HyNoC performance evaluation includes packet 

latency, system throughput, speedup, power, and energy consumption. A data packet size of four 

64-bit flits is used in all experiments. We use Booksim2.0 [45], a cycle-accurate interconnection 

network simulator, to simulate a 9x9 on-chip network with 16 virtual channels per physical 

channel, 8 flits per virtual channel. We use virtual-channel flow control to improve link 
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utilization. To establish a fair comparison, we simulate different data traffics and generate 

different task graphs using real applications from three benchmark suites: MediaBench [46], 

MiBench [47], NetBench [48], and EEMBC [93]. The power and energy results for the on-chip 

network components are estimated by Xilinx ISE Design Suite 13.2 and Xilinx Power Analyzer 

with the Xilinx Virtex-6 library [49-51]. All the experiments are running on a computer with 

Intel Core i5-3230M CPU at 2.6GHz and Linux operating system. 

Antenna dimensions are the main factors to determine the resonant frequency and input 

impedance. The dimension of the 60 GHz on-chip antenna needs to be turned to match the input 

impedance. After the antenna turning process, the optimized values of antenna width and antenna 

length are ant_w = 0.4 mm and ant_l = 1 mm. Fig. 3-14 [92] shows the four-element-array 

antenna input impedance Zin as a function of frequency. The desired antenna Zin is 50+j0 Ω. Real 

part = 50 Ω and imaginary part = 0. It can be observed from this figure that the on-chip antenna 

has nearly flat input impedance close to 50 Ω from 54 GHz to 65 GHz. 

After matching the antenna input impedance to 50 Ω, Fig. 3-15 [92] presents the measured 

reflection coefficient for the 60 GHz four-element-array antenna on AMC layer implementation. 

This figure shows how much power can be transmitted through the wireless interconnect. The 

measured result shows good match performance around 60 GHz: a local minimal reflection 

coefficient region from 58 GHz to 62 GHz can be observed from Fig. 3-15. This result indicates 

that a high radiation efficiency can be achieved based on (3.3). 
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Fig. 3-14 Input impedance vs frequency [92] 

 

 

Fig. 3-15 Measured reflection coefficient vs frequency [92] 

 

For the proposed four-element-array antenna, comparing with only one antenna on, the 

additional transmission gain of two antennas on can reduce the required PRE. Fig. 3-16 [92] 
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depicts PRE as a function of the antenna communication distance. With the increase of distance 

between the transmitter and receiver, radiation power required to be recovered and amplified by 

the TX/RX circuits also increases. It can be observed from Fig. 3-16 that when two antennas are 

turned on, the PRE is at least 10 dB lower when compared to just one antenna is turned on. 

 

 

Fig. 3-16 PRE vs communication distance [92] 

 

Radiation Gains of the final four-element-array antenna are shown in Fig. 3-17 [92]. The 

symmetric structure of the star shape orientation antenna system results in a symmetric shape of 

gain. Fig. 3-17(a) shows the case of one antenna turned on. The maximum gain is 4.19 dBi at ϕ = 

220˚ and ϕ = 140˚ for orthogonal direction communication. Fig. 3-17(b) shows the case of two 
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antennas turned on. The maximum gain is 7.23 dBi at ϕ = 225˚ for diagonal direction 

communication. 

 

 

Fig. 3-17 Radiation gain pattern of the proposed on-chip antenna [92] 

 

For proving the adaptivity of the proposed HyNoC architecture, we simulate three different 

data traffic patterns: Neighbor, Uniform, and Random Permutation [52]. Fig. 3-18 demonstrates 

the HyNoC’s significant packet latency and system throughput improvement, compared with the 

conventional mesh, torus, and butterfly network topology on all of the three data traffics. Traffic 

1 is Neighbor traffic. Network throughput of the conventional mesh, torus, and butterfly 

topology saturates at 0.3, 0.3, and 0.04 offered loads, respectively. Network throughput of the 

proposed HyNoC architecture saturates at 0.9 offered load. It shows an increase of 200% in 

throughput over the conventional mesh and torus network architectures. Traffic 2 is Uniform 

traffic. Network throughput of the conventional mesh, torus, and butterfly topology saturates at 
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0.13, 0.2, and 0.25 offered loads, respectively. Network throughput of the proposed HyNoC 

architecture saturates at 0.38 offered load. It shows an increase of 203%, 84%, and 50% in 

throughput over the conventional mesh, torus, and butterfly network architectures. Traffic 3 is 

Random Permutation traffic. Network throughput of the conventional mesh, torus, and butterfly 

topology saturates at 0.06, 0.09, and 0.11 offered loads, respectively. Network throughput of the 

proposed HyNoC architecture saturates at 0.19 offered load. It shows an increase of 200%, 113%, 

and 70% in throughput over the conventional mesh, torus, and butterfly network architectures. 

The latency plots show the network saturates at the same point as the throughput plots for all of 

the three traffic patterns. As long as the increase of offered load, the proposed HyNoC 

architecture has consistently lower packet latencies than the conventional mesh, torus, and 

butterfly network topologies. At the same time, packet latencies of the proposed HyNoC 

architecture saturate much slower than which of the conventional topologies. 

To evaluate the routing delay and measure the speedup of the proposed technology, we 

generate different task graphs using real applications from three benchmark suites: MediaBench 

[46], MiBench [47], NetBench [48], and EEMBC [93]. Table III-1 lists fifteen real applications 

as well as their routing delay on mesh, torus, butterfly, and HyNoC topologies. The first column 

lists the name of each real application. The second column provides the total number of tasks in 

each application task flow. The third column shows the number of cores in use after applying 

task flow partitioning algorithm. For the task mapping on the multicore system, some benchmark 

applications have very simple task flow with few tasks. In this case, few cores are used for 
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application tasks mapping on. If the network is empty and only tasks from one simple application 

are mapping on the multi-core system, all of these tasks will be mapped onto one single sub-

network. For our HyNoC architecture, no wireless link would be activated if all inter-core data 

communication is in the same sub-network. Each inter-core data communication uses wired links 

to transmit data packets. The performance of the proposed HyNoC architecture will not show 

any improvement compared with the conventional mesh network topology. Without utilizing the 

wireless network, even torus or butterfly topology works better than the hybrid NoC topology. 

To demonstrate the performance improvement of the proposed HyNoC architecture, it is more 

likely that the multi-core system is always working under a very busy situation. Most cores are 

almost fully occupied by existing workloads. There are only a few cores scattered on the system 

that can take the application tasks. Fig. 3-19 uses the A2TIME01 applications as an example. 

After the partitioning algorithm, the task flow of the A2TIME01 application is divided into 4 sub-

flows. The blocks in yellow in Fig. 3-19 represent the cores having heavy workloads. The 

capacity rates of these cores are very low. The A2TIME01 application tasks cannot be assigned to 

these cores. The blocks in blue scattered on the system represent the cores having high capacity 

rates. These cores are not working with heavy workload, and therefore can accept the A2TIME01 

application tasks. Our task mapping algorithm minimizes routing delay and communication 

energy consumption as the goal. Finally, as shown in Fig. 3-19, the A2TIME01 application tasks 

are assigned to Core (0, 1), Core (6, 0), Core (4, 3), and Core (3, 8).  
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Traffic 1 

 

Traffic 2 

 

Traffic 3 

 

Fig. 3-18 Throughput and latency for different data traffics 
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Table III-1 Fifteen applications 

 

 

The fourth column of Table III-1 provides the total number of data packets needs to be 

transmitted among the network. The fifth, sixth, seventh, and eighth column show the routing 

delay on conventional mesh, torus, butterfly topologies, and the proposed HyNoC architecture, 

respectively. From Table III-1, it can be observed that the routing delay can be significant saved 

by using the proposed technology. 
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Fig. 3-19 Task flow partitioning and task mapping for the A2TIME01 application 

 

Fig. 3-20 shows speedups of different network topologies on the fifteen real applications. 

The speedups of the HyNoC design, torus topology, and butterfly topology are normalized by the 

speedup of mesh topology. The highest speedup of 4.5 times is achieved on the dhNetbench 

application, which has the most task nodes number of 25 and most inter-core communication 

data packets of 1322. The lowest speedup of 2.8 times is achieved on the A2TIME01 application, 
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which has the least task nodes number of 7 and least inter-core communication data packets of 

404. This is because the proposed HyNoC architecture uses four-element-array on-chip antennas 

to alleviate wired link congestion. The more complicated application with the more data packets 

transmitted among the network, the more decent performance the proposed technology can 

provide. For average, the HyNoC design achieves a 3.6 times of speedup over mesh topology as 

well as a 3.1 times of speedup and a 1.5 times of speedup over torus and butterfly topology. The 

speedup of the HyNoC design mainly owes to the one hop source-destination communication 

achieved by the four-element-array on-chip antenna. The task scheduling algorithm balances the 

utilization of wired and wireless links. The adaptive routing algorithm alleviates data congestion 

on the wireless network. Some applications have concentrated data patterns, creating hot spots 

on the network. To avoid traffic building up on wireless links, the adaptive routing algorithm 

assigns more data packets to the wired network. This lead to a relatively lower speedup 

compared with other applications with un-concentrated data patterns. 

Table III-2 shows the power consumption distribution of the proposed design using TSMC 

40nm technology. It can be observed from this table that the major power is consumed by the 

link circuitry. Wired links consume 59% more power than wireless links. By contrast, power 

consumed in input buffer, crossbar switch, virtual channel allocator, and switch allocator is much 

less. In summary, the average power consumption of the HyNoC network is 53.1mW. 
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Fig. 3-20 Speedup on real applications 

 

TABLE III-2 Power distribution 
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Fig. 3-21 shows the total energy comparison between different network architectures on 

each of the fifteen real applications at 400MHz clock frequency. For different applications with 

different data traffic patterns, the ratios of energy consumed on wired and wireless links are 

different for the HyNoC design. The HyNoC architecture has an average energy savings of 4.6X 

and 3.9X over the mesh and torus topology. These energy savings mainly owe to the low 

communication hop count achieved by the all-direction millimeter-wave on-chip antenna. With a 

less number of communication hops, energy consumed on both routers and wired links are 

greatly saved. The HyNoC architecture has an average energy saving of 48% over the butterfly 

topology. This saving is mainly due to the low energy wireless network. Furthermore, Fig. 3-22 

shows the energy per bit comparison between different architectures on the real applications. 
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Fig. 3-21 Energy comparison on real applications 

 

 

 

Fig. 3-22 Energy per bit 
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CHAPTER 4 PROTECTING EMBEDDED SYSTEM WITH 

OBFUSCATION TO PREVENT SIDE CHANNEL ATTACK  

 

Due to the success in SoC architecture, PDAs, Smart Phones, Tablets, Smart Watches and a 

lot of other mobile platform based systems are getting more and more popular in all aspects of 

people’s lives. A key component of these gadgets is the embedded system. 

 

4.1 Current State of Art on Embedded System Encryption and Side Channel Attack 

Embedded system uses cryptographic algorithms, such as AES, DES, ECC, RSA, SHA [21] 

[22] [81-83], to encrypt the private data. Among all of these cryptographic algorithms, Advanced 

Encryption Standard (AES) algorithm is one of the most widely used encryption programs in 

embedded systems [16] [24]. Fig. 4-1 [84] illustrates the encryption process of a 128-bit AES 

algorithm. As shown in Fig. 4-1, a 128-bit input is xor’ed (denoted as  ) with a 128-bit secret 

key to produce a 128-bit Y. This Y is divided into sixteen 8-bit blocks. Every 4 different 8-bit 

blocks are combined into a 32-bit block (FT0, FT1, FT2 and FT3). Lines in different colors are 

used to indicate the combination of 8-bit blocks, for example Y0[0] is fed into FT0, Y1[1] is fed 

into FT1, Y2[2] is fed into FT2, and Y3[3] is fed into FT3. The 32-bit blocks are used as indices 

for the SBOX lookup. The SBOX lookup result is xor’ed with the secret key again to produce the 

128-bit output. The whole process will continue for several iterations/rounds. 
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Fig. 4-1 128-bit AES example [84] 

 

With the soaring prosperity of the embedded system, its security becomes a serious concern: 

attacks may penetrate the embedded system and may obtain the private information. One type of 

attacks is side channel attack — an attack based on information obtained from the measuring 

performance of the physical system, instead of identifying theoretical weaknesses in the software 

or algorithms  (e.g. this is done through cryptanalysis). While cryptographic algorithms help 

embedded system develop secret keys to encode plaintext into ciphertext, they fail to effectively 

protect embedded system devices from SCAs. With simple measurement equipment or testing 

schemes, SCAs can monitor the system performance such as dynamic power dissipation, 

http://en.wikipedia.org/wiki/Cryptosystem
http://en.wikipedia.org/wiki/Algorithm
http://en.wikipedia.org/wiki/Cryptanalysis
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electromagnetic emission, and processing time of the embedded system. Note that these 

measurements also include the performance metric when the embedded system is executing an 

encrypted program [16] [17] [19]. By correlating the performance measurement with the 

executed program, SCAs can easily predict the secret key and decipher the ciphertext. Among 

the SCA approaches, power analysis is an efficient and powerful attack. As shown in Fig. 4-2 

[84], attacker can easily connect a resistor between the Vcc and Gnd segments of a smart card to 

measure the dissipate power. The attacker can deliberately control the clock (CLK) and data 

inputs (I/O) to perform power analysis on the encryption program [84]. 

 

 

Fig. 4-2 Power analysis on a smart card [84] 
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There are two different types of power analysis: Simple Power Analysis (SPA) [16] [20] 

and Differential Power Analysis (DPA) [15] [21-24]. SPA analyzes power profile of the 

embedded system based on the magnitude of the power value. DPA, regarded as even more 

powerful than SPA, uses statistical method to predict the secret key of the cryptographic 

algorithm. Researchers have shown that the once the encryption location is identified from a 

power profile, SCAs can successfully obtain secret keys and thus break into the embedded 

system [84-87]. Therefore, even with cryptographic algorithms, embedded systems are still very 

vulnerable to SCAs. 

To prevent power analysis attack, one potential approach is obfuscating power profile to 

hide the encryption in the program executed on embedded system. Several ideas and approaches 

were employed by a couple of research groups [11] [14] [85] [88]. Most of these ideas are 

applicable in some real applications. However, it is not clear how exactly the proposed efforts 

can decrease the risk from SCAs. Nor did these approaches achieve an optimized obfuscation. 

For example, Table Masking methodology proposed by Gebotys in [85] presents a 

countermeasure to resist second- and third-order DPA and differential electromagnetic analysis 

(DEMA). In this methodology, the regular SBOX is divided into several different tables. Each 

SBOX data uses a different random mask and be randomly masked in these tables. This 

algorithm shows success for preventing DPA and DEMA attacks; however it doesn’t make any 

modification of the instruction sequence. Therefore, the arrestive repeated patterns in power 

profile are still distinct. Additionally, this algorithm lacks self-automation, and thus requires a lot 
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of human interference. Barbosa et al. [88] proposed an automatic process of construct 

indistinguishable operation sequence. By analyzing execution paths, the algorithm automatically 

inserts dummy tasks into instruction sequence, creating identical execution paths. This 

methodology has been proved to defend against SCAs without leaking information on program 

control flow and computationally identical execution paths. However, the dummy task insertion 

may be easily removed by using simple time shift [15]. In addition, the fixed insertion location is 

also unsecure. Reconfigurable Architecture introduced in [14] suggested an embedded processor 

with a reconfigurable functional unit (RFU). Proposed by Seyyedi et al., this algorithm used an 

automatically generated RFU to randomly execute custom instructions. The obfuscated power 

profile was compared with the one without obfuscation by a correlation coefficient. This 

coefficient reveals very little about how the added obfuscation can prevent SCAs. Nor did this 

methodology achieve an optimized result. Similar issue also occurred in the method introduced 

in [11]. Ambrose et al. [11] used a random code injection methodology to mask power analysis 

based SCAs. Random task was automatically generated and injected to a random location. A 

mathematic formulation called RIJID index was defined to evaluate the scrambling provided by 

the random instruction injection. However, it is not clear how much impact this random insertion 

would have on SCAs. And this methodology also failed to achieve an optimized result.  
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4.2 Cross-correlation based Encryption Obfuscation Model 

Most popular cryptographic algorithms (such as AES, DES, TripleDES) utilize iterative 

computations to encrypt data with a secret key. This chapter focuses on protecting AES 

encryption algorithm on embedded systems against SCAs. As discussed in previous section, AES 

uses SBOX executing xor and lookup instructions successively for several iterations. Each 

iteration executes the same set of instructions. Thus, these iterations would consume similar 

amount of power. It is obvious that similar patterns of power consumption would repeat in the 

dynamic power profile [89]. These similar power patterns can be extracted as a power template 

and be cross-correlated to the power profile to locate the AES encryption. Once the location of 

encryption in the instruction sequence is identified, SCAs can apply power analysis (such as SPA 

[16] [20] and DPA [15] [21-24]) to intrude the device [84-87].  

This section introduces an obfuscation model based on cross-correlation between power 

template and power profile. Inputs to this model include power template, power profile with 

obfuscation, and peak information of cross-correlation between power template and power 

profile without obfuscation. The output of this model is the Dissimilarity Level which indicates 

how little repeating patterns may be identified in the power profile with obfuscation. Before 

discussing the new cross-correlation based obfuscation model, let us first review cross-

correlation concept, and how to use power template to identify AES location in power profile.  
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Definition 1 Cross-correlation fg is defined as an integral of the product of a complex 

conjugate function f
*
(t) and a function g(t+τ), where g(t+τ) is a time-lag function with time lag τ 

[90]. 

This definition can be further written using the follow equation: 

                                 ( f  )( ) ( ) ( )g f t g t dt 





                                     (4.1) 

Cross-correlation provides an accurate indication of whether g has presence in f or not. The 

amount of correlation between the two functions is indicated by peaks of cross-correlation result. 

Peak locations reveal the location of g’s presence in f, and higher peak values indicate a higher 

correlation between the two functions. Based on (4.1), Power Profile Cross-correlation can be 

defined: 

Definition 2 Power Profile Cross-correlation: Let P denote the power profile of a circuit or 

system and PT be the power template of interest. PPT is defined as Power Profile Cross-

correlation between the power profile and power template.  

               (P  )( ) ( ) ( )T TP P t P t dt 





                                      (4.2) 

(4.2) is the direct result of using (4.1) on power profile. We can use the similar approach to 

identify whether power profile with obfuscation still has presence of PT by replacing P with Pobf: 

            ( obfP  )( ) ( ) ( )T obf TP P t P t dt 





                              (4.3) 
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Here Pobf is the power profile with obfuscation. Fig. 4-3 and Fig. 4-4 further explain the 

physical meaning of these definitions. Fig. 4-3(a) shows a power profile without obfuscation. Fig. 

4-3(b) is the power template extracted from this power profile, e.g. the power profile for AES 

algorithm. Fig. 4-3(c) shows the cross-correlation result of Fig. 4-3(a) and Fig. 4-3(b). Let X = 

PPT be the cross-correlation function for the power profile without obfuscation. Then Xpeak 

represents the highest peak value of X, and 
peakXt denotes its corresponding time. The time 

coordinate axis of cross-correlation has already been adjusted to the same coordinate axis as in 

Fig. 4-3(a). Significant cross-correlation peaks reveal the location of the power template at time t 

= 
peakXt in the power profile without obfuscation in Fig. 4-3 (a). 

 

 

Fig. 4-3 (a) Power profile without obfuscation; (b) Power template; (c) Cross-correlation of (a) 

and (b) 

 

http://dict.youdao.com/w/coordinate/
http://dict.youdao.com/w/axis/
http://dict.youdao.com/w/coordinate/
http://dict.youdao.com/w/axis/
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Fig. 4-4 (a) Power profile with obfuscation; (b) Power template; (c) Cross-correlation of (a) and 

(b) 

 

Fig 4-4(a) shows the power profile with obfuscation (denoted as Pobf). Section 4.4 will 

further discuss two new obfuscation methodologies: Real Instruction Insertion and AES Mimic. 

Fig 4-4(b) demonstrates the same power template as Fig 4-3(b). The cross-correlation between 

power template and new power profile with obfuscation (represented as Xobf = PobfPT) is 

shown in Fig 4-4(c). Let Xobf-peak represent the highest peak value of Xobf, and 
obf peakXt 

denotes its 

corresponding time. Apparently, the cross-correlation peaks are shifted to new locations around 

time t = 
obf peakXt 

when obfuscations are applied. A shift of peak locations indicates the impact of 

obfuscation. Thus, when the attack applies cross-correlation method, it cannot correctly identify 

the encryption location and thus cannot discover the secret key. Henceforth, the shifted cross-

correlation peaks mislead attacks to some locations other than the real encryption one.  

To measure how much dissimilarity between the power profiles with and without 

obfuscation, a new cross-correlation based obfuscation model is introduced in this chapter. A 
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concept called Dissimilarity Level (denoted as parameter DL) is introduced to measure and 

control the optimization process. Fig. 4-5 shows the comparison of Power Profile Cross-

correlation with and without obfuscation. The dash curves represent X and the solid curves 

represent Xobf. The original peaks in X are reduced in Xobf. This indicates that the power template 

is at low correlation with the obfuscated power profile at this location. New peaks show up at 

time t = 
obf peakXt 

 in Xobf. A larger distance dis between 
obf peakXt 

 and 
peakXt  promises a larger 

deviation of encryption location identification. In addition, peak value is another critical factor to 

measure Dissimilarity Level. This paper proposes two methodologies to obfuscate the power 

profile: Real Instruction Insertion and AES Mimic. For the Real Instruction Insertion, random 

instructions are inserted into the AES xor&lookup iteration sequence to prevent SCAs from 

identifying the AES encryption location. Smaller cross-correlation peak value would help for 

hiding the encryption location. In this case, the Dissimilarity Level is defined as: 

                   
1

obf peak peakX X
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obf peak

peak

t t
D

XN
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                                              (4.4) 

where N is total number of peaks of cross-correlation between power template and power profile 

with obfuscation. The value of each peak is normalized by Xpeak. DL is calculated by the average 

of all peaks. For the AES Mimic, imitative xor&lookup tasks are created on the parallel hardware. 

By this methodology, fake “AES encryption” is created to delude SCAs. In this case, higher 
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cross-correlation peak values are expected for the fake encryption identification. The 

Dissimilarity Level is defined as:   

                   
1

obf peak peak

obf peak

L X X

peak

X
D t t

N X


 

    
  

                                       (4.5) 

 

 

Fig. 4-5 Comparison between X and Xobf 

 

4.3 Evaluation Dissimilarity Level Impact on DPA 

All SCAs utilize a common hypothesis test procedure to predict the secret key of encryption 

algorithm [13]. Fig. 4-6 [13] presents this common process flow of DPA attack. Power profiles 

are measured from embedded systems by SCAs. We can denote the power profiles as P(S, kc) = 

{P1, P2, … , Pn}. Power profiles can be represented as deterministic functions of input data set S 

= {s1, s2, … , sn} and correct secret key kc, where Pi is the power profile with a specific input test 

data si, and n is the total number of input data. Key hypotheses K = {k1, k2, …, km} contains all 
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possible subkey candidates for DPA. Select function, denoted as V = Ψ(S, K), is a function 

calculating the intermediate value for each pair of input test data and key candidate. 

 

 

Fig. 4-6 Common procedure of DPA through test [13] 

 

In DPA attack, V is a single bit. It can only be either 1 or 0. For all the input tests, we can 

model the power distribution using Gaussian model. Thus, power profile can be represented as 

[13]: 

                                    ,i i c iP V c r                                                         (4.6) 

where ɛ is the unit power consumption, c is an unknown constant, ri is a random noise from 

circuitry and measurement following a Gaussian distribution N(0, σ
2
), and Vi,c is the select 

function for input data si and correct key kc: Vi,c = Ψ(si, kc). Different of means (DOM) between 

power profile and select function is calculated for each key candidate in DPA attack. For each 

key candidate kj, select function with different input data are divided into two groups: V/kj= Ψ(S, 
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kj) = 1 and V/kj = Ψ(S, kj) = 0. DOM is defined as the difference between the average power 

consumption of these two groups [13]: 

 
1 0

1 0

1 0
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j V V

V V
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                          (4.7) 

where NV=1 is the total number of power profiles with V = 1, NV=0 is the total number of power 

profiles with V = 0, and NV=1 + NV=0 = n. n is the total number of input data, which also is the 

total number of power profiles. Finally, the secret key is predicted in the testing process. With a 

sufficient number of power profiles, the DOM value (δc) of correct key (kc) would converge to 

the unit power consumption (ɛ), while DOM values for other incorrect keys are much smaller 

[13]: 

             lim c
n

 


 ,      lim j
n

 


      j c                                  (4.8) 

In (4.5), DL is defined as proportional to the distance (dis) between real and fake AES 

encryption. A large DL value indicates the fake “AES encryption” is far away from the real one. 

In this case, power profiles are presented as Pobf (S, kf) = {Pobf1, Pobf2, … , Pobfn}, with 

                             ,obfi i f iP V c r                                                     (4.9) 

                                , ( , )i f i fV s k                                                     (4.10) 
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where S = {s1, s2, … , sn} is the input date set, kf is the fake secret key of imitative xor&lookup 

tasks in AES Mimic. Therefore, a larger DL promises a larger chance that DPA predicts a fake 

secret key.  

Another efficient approach to prevent DPA attack is increasing the number of power 

profiles needed to predict the correct key. More number of power profiles needed means the 

attack needs to perform more number of measurement trials. If n is the number of power profiles 

needed before obfuscation and n’ is the number of power profiles needed after obfuscation. The 

attack needs to pay n’/n times of additional effort to predict the correct key. In (4.4), DL is 

defined inversely proportional to the peak values of cross-correlation between power template 

and power profile after Real Instruction Insertion. Therefore, a higher DL value appears with 

more inserted instructions, providing a lower unit power consumption. The DOM value of 

correct key would converge to the unit power consumption with a sufficient number of power 

profiles. Although an individual power profile is a deterministic waveform, many power profiles 

present a Gaussian distribution. The relationship between the number of power profiles needed to 

predict the correct key and unit power consumption also follows Gaussian distribution. If the unit 

power consumption decreases, the number of profiles needed increases. Therefore, a larger DL 

promises more power profiles needed which leads to more effort needed for SCAs to predict the 

correct secret key in DPA attack. 
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4.4 Optimization for Power Obfuscation using Dissimilarity Level 

This section proposes two optimization methodologies to obfuscate the power profile. Both 

of these two methodologies utilize the cross-correlation based obfuscation model to promise an 

optimal result. 

4.4.1 Real Instruction Inserting 

As AES algorithm uses SBOX to repeatedly execute xor&lookup instructions, many 

encryption algorithms run iterative instructions to cipher a secret data. This leaves a distinct 

pattern in the power profile. By randomly (random instructions at random locations with random 

input data) insert real instructions into the encryption instruction sequence, the power profile can 

be scrambled and the encryption location can be disguised. Shown in Fig. 4-7, two flags, 

AES_start and AES_end, are defined to monitor the starting and ending of AES encryption. The 

Real Instruction Insertion algorithm is only applied during the AES encryption process. The 

algorithm picks a random location at each time, inserts a real instruction into the encryption 

instruction sequence. The instruction type is randomly selected. Its input data are also randomly 

generated. Although randomness is employed, the Real Instruction Insertion algorithm can reach 

a locally optimized result by applying the cross-correlation based obfuscation model. The 

algorithm only inserts one instruction into the encryption instruction sequence at a time. After 

insertion, the algorithm uses the obfuscation model to calculate DL value for the new power 

profile. If the new DL value is larger than the previous one, the inserted instruction is taken. 

Otherwise, the inserted instruction is discarded. The algorithm continues generating and inserting 
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instructions one by one into the encryption instruction sequence, until constraints are violated. 

The Real Instruction Insertion methodology can scramble the iterative power patterns of the 

encryption algorithm; however these inserted real instructions also consume energy and take up 

execution time. With more instructions inserted into the encryption instruction sequence, larger 

timing and energy overheads appear. 

 

 

Fig. 4-7 A-G: Non-AES instructions; AES: AES encryption instructions; RT: Inserted real 

instructions 

 

4.4.2 AES Mimic 

The Real Instruction Insertion methodology is used to scramble the iterative power patterns 

of the AES encryption. This methodology can hide the AES encryption location, creating 

difficulty for SCAs to identify the AES encryption. Besides Real Instruction Insertion, another 
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methodology called AES Mimic further obfuscates the power profile. When the instruction 

sequence is executed with its non-AES instructions, imitative xor&lookup tasks are created and 

executed on parallel hardware. A fake secret key is used in these tasks. In [91], the Confusion 

Coefficient k is defined to indicate the distinguishable level between two different keys under 

DPA attack: 

 

( / ) ( / )
( , ) [( / ) ( / )] i iV k V k

i j r i i

N
k k P V k V k

n


  k

                      (4.11) 

where 
( / ) ( / )i iV k V kN 

 is the number of power profiles for which key candidate ki and kj result in 

different selection function values. n is the total number of power profiles measured. Lager k(ki,kj) 

indicates that it is easy to distinguish keys ki and kj from DPA attack. Although the fake secret 

key is randomly generated in each trial, it must have a large Confusion Coefficient with the real 

AES secret key. 

The imitative xor&lookup tasks would provide iterative patterns in power profile similar as 

the AES encryption, misleading SCAs to a wrong location. Because of the instruction sequence 

and imitative xor&lookup tasks running on different parts of hardware parallel and 

simultaneously, this AES Mimic methodology only creates energy overheads, but has no timing 

overhead. 

Similar with Real Instruction Insertion, at each time, one xor&lookup task is created and a 

new DL value is calculated to decide whether this xor&lookup task is taken or not. This process 

stops when a maximum mimic task number is reached or the energy overhead constraint is 
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violated. Fig. 4-8 shows an example of AES Mimic methodology. Notice that the execution time 

of the mimic tasks is not constant. These tasks can be created and executed at any random time 

outside of the [AES_start, AES_end] interval. 

 

 

Fig. 4-8 A-H: Non-AES instructions; AES: AES encryption instructions; MI: Imitative 

xor&lookup tasks 

 

4.4.3 Obfuscation Optimization 

For the Real Instruction Insertion methodology, the instruction type, input data, and 

inserted location are randomly selected each time. For the AES Mimic methodology, the 

execution time of imitative xor&lookup tasks is also random (as long as it’s not the same time 

with real AES encryption execution). Therefore, it can be ensured that the power profiles with 

obfuscation look different every time, even the same input data set is provided in each 

measurement trial.  
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With the cross-correlation based model, power profile obfuscation can be mathematically 

included into optimization. Along with the timing overhead constraint Tmax and energy overhead 

constraint Emax, which limiting the number of inserted instructions and imitative xor&lookup 

tasks, the problem of obfuscation optimization can be described as to find Pobf  while 

                           maximize:         DL(Pobf)  

                          subject to:          Toverhead ≤ Tmax  ;  Eoverhead ≤ Emax 

where Pobf is power profile with obfuscation. DL can be calculated by (4.2) to (4.5).  Because Pobf 

is a nonlinear function with regard to time. DL(Pobf) is also nonlinear. The energy and timing 

constraints may be modeled as linear constraints. However, this is a non-linear optimization 

problem with computation complexity as NP-hard. To resolve this high complexity issue, this 

chapter proposes an algorithm for obfuscation optimization that is based on simulation with 

heuristic.  

    Algorithm 4.1 describes the pseudocode for the obfuscation optimization. When a power 

template and power profile without obfuscation is available, the cross-correlation between them 

is calculated first. ‘Peak_Extraction’ operator extracts peak information from the cross-

correlation result. Random instructions are generated by ‘Instruction_Generation’ operator and 

randomly inserted into the encryption instruction sequence by ‘Instruction_Insertion’ operator. 

Imitative xor&lookup tasks are created by “Mimic_Generation” operator. Timing/energy 

overheads are computed by ‘Compute_Time/EnergyOverhead’ operator, and used to control the 

algorithm working under boundaries. ‘Compute_DL’ operator uses the cross-correlation based 
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obfuscation model to calculate DL value and decides whether the inserted instruction or mimic 

task is taken or discarded. The computation complexity depends on the number of sampling 

points on power profiles. Give Ns as the maximum number of sampling points on power profile. 

Peak_Extraction( ) and Compute_DL( ) are the dominant procedures. Their computation 

complexity is O(Ns
2
). Thus the total computation complexity for Algorithm 4.1 is O(Ns

2
). 

Algorithm 4.1 Obfuscation Optimization 

Input: power profile without obfuscation (P); power template (PT); 

timing overhead constraint (Tmax ); energy overhead constraint (Emax); maximum mimic 

task number (Cmax) 

Output: power profile with obfuscation (Pobf); DL value 

1: [Xpeak, 
peakXt ]Peak_Extraction(P  PT) 

2: DL = 0 

3: Cmimic = 0 

4: while(1) do 

5:     Instrui Instruction_Generation( ) 

6:     Ptemp  Instruction_Insertion(Instrui,  P) 

7:     ToverheadCompute_TimeOverhead(Ptemp) 

8:     EoverheadCompute_EnergyOverhead(Ptemp) 

9:     if Toverhead >Tmax  or Eoverhead >Emax do 

10:        break 
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11:   end if 

12:   DLtempCompute_DL(Ptemp, Xpeak, 
peakXt ) 

13:   if DLtemp > DL do 

14:       DLDLtemp 

15:       PPtemp 

16:   end if 

17:   if Cmimic > Cmax do 

18:       continue 

19:   end if 

20:   Ptemp  Mimic_Generation(P) 

21:   ToverheadCompute_TimeOverhead(Ptemp) 

22:   EoverheadCompute_EnergyOverhead(Ptemp) 

23:   if Toverhead >Tmax  or Eoverhead >Emax do 

24:         break 

25:   end if 

26:   DLtempCompute_DL(Ptemp, Xpeak, 
peakXt ) 

27:   if DLtemp > DL do 

28:       DLDLtemp 

29:       PPtemp 

30:       Cmimic ++ 
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31:   end if 

32: end while 

33: Pobf   P 

34: return Pobf, DL 

 

4.5 Result Analysis 

To evaluate the proposed encryption obfuscation model and optimization methodologies, 

experimental results presented in this section are based on simulations. 

 

4.5.1 Experimental Setup 

As a test example, a simple instruction sequence shown in Fig. 4-9 is generated. All of the 

instructions are fine grain and their input and output data are 128-bit. A 128-bit AES encryption 

is applied in this experiment. Fig. 4-9 also presents the DAG of this instruction sequence. 
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Fig. 4-9 Instruction sequence example 

 

Fig. 4-10 shows the experiment process of task generation, power profile obfuscation, and 

DL calculation. The Task Generator is implemented in C and compiled using Microsoft Visual 

Studio
®
. The test instruction sequence and inserted real instructions/mimic tasks are 

implemented in Verilog. All Verilog modules are simulated and synthesized on Xilinx ISE 

Design Suite 13.2
®
. The embedded device used in the experiment is the Virtex-6

®
 family of 

Xilinx FPGA [49-51]. Device details are described in TABLE IV-1. The runtime of each 

execution is also measured using Xilinx simulation tool. The power profile is measured by 
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Xilinx Power Analyzer
®

. The encryption obfuscation model is implemented in Matlab
®

. DL 

value and timing/energy overheads are also calculated by using Matlab
®

. 

 

 

Fig. 4-10 Experiment process of the proposed experiments 

 

TABLE IV-1 Device details 
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4.5.2 Obfuscation and DPA 

Fig. 4-11 shows the power profile without obfuscation and the cross-correlation between 

this power profile and power template for the target instruction sequence. Peaks of the cross-

correlation are located around time t = 22 ns. Which indicates the AES encryption with secret 

key occurs at time t = 22 ns in the power profile. Fig. 4-12(a) shows the power profile of target 

instruction sequence after applying the proposed obfuscation methodologies. The energy and 

timing overhead boundary for Real Instruction Insertion is set as 15% and 25% respectively. The 

energy overhead boundary for AES Mimic is set as 30%. Fig. 4-12(b) is the cross-correlation 

between this obfuscated power profile and power template. Around time t = 22ns, the peak 

values are decreased to 9 units, which are around 15 units in Fig. 4-11(b). The decreasing of peak 

values at the AES encryption location proves the efficiency and effectiveness of the proposed 

methodologies for hiding the AES encryption in an instruction sequence. In addition, the new 

significant peaks in Fig. 4-12(b) appear around time t = 127 ns, with values around 21 units. This 

would mislead SCAs to a wrong location with wrong power profiles [13]. As a result, a fake 

secret key, which has a large confusion coefficient with the real secret key [91], would be 

predicted by DPA attack. 
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Fig. 4-11 Power profile without obfuscation and cross-correlation 

 

 

Fig. 4-12 Power profile with obfuscation and cross-correlation 
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The proposed methodologies also decrease the unit power consumption of the real AES 

encryption. Unit power consumption ɛ of AES encryption is 17.17 mW for the power profile 

without obfuscation. After applying the proposed power obfuscation methodologies, ɛ’ = 11.06 

mW. The relationship of unit power consumption and power profiles needed in DPA to predict 

the secret key is a Gaussian distribution. According to the Gaussian distribution table, it can be 

calculated that after applying the proposed power obfuscation methodologies, the DPA attack 

needs 10 times of additional number of power profiles to predict the secret key. This analysis 

demonstrates that even if SCAs somehow correctly identify the real AES encryption location in 

the instruction sequence, it becomes 10 times harder for DPA to predict the correct secret key 

after applying the proposed methodologies. 

To demonstrate the effectiveness of the proposed obfuscation model and optimization 

methodologies, we present five test cases in this paper. TABLE IV-2 depicts the detail data 

information of the five test cases before and after applying the proposed power obfuscation 

technology. The second and third columns of TABLE IV-2 list the average power consumptions 

and execution time of the five test cases before the obfuscation process. The fourth and fifth 

column list the average power consumptions and execution time of these test cases after applying 

the proposed Real Instruction Insertion and AES Mimic methodologies. The sixth column shows 

the final DL value for the test cases. The last column indicates whether DPA attack is successful 

or failed. 
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TABLE IV-2 Power obfuscation with proposed technology 

 

 

For the five test cases, A has the least number of instructions. The average power 

consumption and execution time for A is much lower than which for B, C, D and E. Therefore, 

under a same percentage of energy and timing overhead constraint, A has much less space for 

real instruction insertion and imitative xor&lookup task creating. As a result, the final DL value 

for test case A is only 46.15, which is much lower than the DL values of test cases B to E. 

However, the DPA attack on test case A is still failed due to the wrong AES encryption location 

identification. 

To evaluate the individual contribution of the proposed Real Instruction Insertion 

methodology and AES Mimic methodology, two separate experiments are fulfilled on the test 

cases. TABLE IV-3 depicts the energy overheads, DL value, and fake secret key prediction for 

the test cases after applying AES Mimic methodology. For AES Mimic methodology only, there is 

no timing overhead. The energy overhead constraint is set as 30% for the optimization process. 
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The fourth column of TABLE IV-3 indicates whether the fake encryption key is predicted by 

DPA attack. For test case B to E, large DL values are achieved. There are enough imitative 

xor&lookup tasks to mislead the attack to a fake encryption location with a fake secret key 

prediction. However for test case A, the DL value is much smaller. There are not enough 

imitative xor&lookup tasks to mislead the attack. The real AES encryption location can still be 

identified and the real secret key can be predicted by DPA. 

 

TABLE IV-3 Power obfuscation with AES Mimic 

 

 

TABLE IV-4 depicts the energy and timing overheads, DL value, and additional effort of 

DPA attack for the test cases after applying Real Instruction Insertion methodology. The 

constraints of energy and timing overheads for the optimization process are set as 15% and 25% 

respectively. The Real Instruction Insertion methodology can create more difficulties for DPA 

attack by decreasing the unit power consumption. The fifth column in TABLE IV-4 illustrates 

the number of times of additional efforts for DPA attack on the test cases. 
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TABLE IV-4 Power obfuscation with Real Instruction Insertion  

 

 

By averaging the test cases, Fig. 4-13 shows the percentage of DL value and energy 

overheads taking up by the two power obfuscation methodologies. Apparently, comparing with 

Real Instruction Insertion, AES Mimic consumes the major part of energy (65.79%) but also 

provides a major of DL value (67.66%). 

 

 

Fig. 4-13 DL and energy overhead percentage for Real Instruction Insertion and AES Mimic 



 

 

135 

CHAPTER 5 CONCLUDING REMARKS  

 

High performance computing architecture needs adoptable network-on-chip to provide 

efficient and reliable on-chip communication with a large number of communication channels. It 

also requires sophisticated security mechanism to protect the system from side channel attacks. 

This dissertation proposes efficient and reliable NoCs for high performance computing 

architectures by targeting at novel NoC router microarchitecture and hybrid NoC topology. A 

power obfuscation model to prevent SCA-DPA is also described in this dissertation.  

In Chapter 2, by applying the virtual collision array concept to multi-core system NoC 

architecture, we propose a new NoC router architecture to reduce the number of sequential data 

access to router pipeline. To facilitate the new architecture, we provide a new workload 

assignment and task scheduling. Through the new algorithms, we achieve minimal router delay 

while considering performance constraints and system constraints, e.g. power constraints and 

timing constrains. We demonstrate the potentials of using the new design to ease the exiting data 

I/O limitations, routing resource contentions, as well as communication bottlenecks in the current 

multi-core systems. 

In Chapter 3, the proposed a 9x9 HyNoC architecture uses only nine sets of four-element-

array antennas to provide wireless communication. The number of antennas used on the NoC 

platform is reduced. Thus budgets in both cost and area are saved. The new proposed adaptive 

routing algorithm takes data packet current location and destination, wired transmission hop 
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count, buffer utilization including traffic jams, and network energy consumption into 

consideration. It outputs routing decision of wireless or wired fabrics. The adaptive routing 

algorithm can dynamically choose a proper transmission path, wired or wireless, for each data 

packet during the whole routing process. 

In Chapter 4, two obfuscation ideas Real Instruction Insertion and AES Mimic are 

introduced. The first one reshapes the power profile of the embedded system. The later one 

intends to mislead SCAs by using a fake secret key. It creates power profile that resembles the 

impact of this wrong key. A new concept referred to as Dissimilarity Level is introduced to 

provide an explicit assessment of power profile difference between the one without obfuscation 

and the one with obfuscation. For the first time, we show the impact of the proposed obfuscation 

methods on SCAs in terms of the amount of effort in identifying the correct secret keys. Our 

methods consider the additional overheads of the obfuscation method through optimization. We 

maximize Dissimilarity Level using Real Instruction Insertion and AES Mimic under 

performance constraints (e.g. energy constrains and timing constraints). 
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