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ABSTRACT
This paper presents the development of a signal processing system that responds automatically to an
audio trigger event. The audio trigger event, for example, can be a gun shot, and the system’s response
is to fire back at the source. The proposed system uses microcontrollers to digitally process audio
signals coming from the audio trigger. Once the event is detected, the location of that source relative
to the base location is estimated and retaliatory measures are automatically activated by the system. In
our study, gunshot sounds are replaced by recorded audio tones and the retaliatory mechanism consists
of a Nerf dart being fired toward the sound source. Sound localization is achieved via time stamping
the digitized microphone signals. With an array of microphones, angular components as well as radial
components can be determined. Servo motors are used to control the turret type mechanism for firing
back Nerf darts to the source. The project has potentials for both lethal and non-lethal responses to a
firearm discharge. The work is based on a 2013 senior undergraduate capstone project.

INTRODUCTION
In our turbulent times, there are many instances in which a solitary gunman strikes causing grievous
loss of life. There are many political discussions about how to deter such actions. The motivation for
this project stems from the desire to develop a deterrent system against any potential gunman wishing
to harm innocent people. Throughout history, there have been many attempts to aid in the cessation of
these violent acts. In World War I, sound localization was used to determine the presence and location
of enemy aircraft [1]. Techniques such as megaphones or parabolic reflectors were used to amplify
the sound of the surrounding environment. By listening to the amplified ambient noise, soldiers could
determine if a plane was in a specific direction. However, this method could only provide the general
location of a plane. In World War II, radar systems were developed, resulting in acoustic localization
techniques becoming obsolete. It is important to note that radar may be useful in determining the
distance and location of an object relative to the emitter, but it cannot locate an audio source.

Our system can provide a deterrent to a gunman by instantly returning lethal or non-lethal response
before the perpetrator causes significant damage. The core of this system is sound localization, which
is the process of determining the location of the origin of a sound. The system can be implemented
with a non-lethal weapon system and placed in public places like schools, malls and movie theaters to
mitigate tragedies such as the Colorado Movie Theater Massacre. Not only would victims escape the
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line of fire, but also policemen would be able to subdue the perpetrator in a timely manner.

The proposed system consists of several components. One key component is the environmental sound
collection and analysis system. Multiple microphones must be used in tandem to adequately perform
this task. Each microphone receives an incoming signal, which is passed to an individual microcon-
troller. These microcontrollers are used to digitize and process the ambient environmental sound. A
matched filter or correlation algorithm is used to determine if the collected sound matches the stored
sound. In this case, the stored sample corresponds to the sound that is of interest, such as a gunshot.
Another subsystem calculates the relative location of the sound. This is done by solving a non-linear
system of equations [2]. After calculation of the sound location, two servomotors accurately aim the
dart firing mechanism. After all these processes, a Nerf-dart will fire, successfully hitting the sound
source.

SYSTEM DESCRIPTION
A top level overview of this system is best described with a scenario. The system containing multiple
microphones is quietly listening to the surrounding environment while reading environmental data.
At a location some distance away, a threatening sound is made. Each of the detection microphones
hears the sound and notes the time it was received. An additional identification microphone performs
a correlation test on a sample of the threatening sound, confirming it is a threat. The time of arrival
at each of the detection microphones is compared and used to compute the location of the sound
origin. The system responds by pointing a retaliatory device at the origin of the sound and fires. The
environmental readings are used throughout the process to improve the accuracy. The system is divided
into 5 subsystems: sound processing, fire control, environmental sensors, turret mechanism and power
as shown in Figure 1.

Fig. 1. Block Diagram of the Proposed System

The sound processing subsystem performs two functions: sound detection and sound identification.
The sound detection is performed by N identical units, each consisting of a microphone, a pream-
plifier, and a microcontroller. Sound enters the microphone and is amplified by the preamp. The
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microcontroller reads this sound signal through its on-board analog to digital converter. Once a valid
sound is detected, the time from a synchronized counter is recorded. A flag bit is also set to inform the
master controller that a sound has been received. Although there are enough analog inputs to sample
the microphones on a single microcontroller, we decided to process the sound in parallel to reduce
the possible error caused by the delay from serial sampling. The second function is sound identifica-
tion. This function is also performed on hardware that is similar to one of the sound detection units.
When the first sound processor sets its flag bit indicating it has a valid sound, the sound identification
unit records a short sample of sound and then uses a correlation algorithm, which is a matched filter.
The matched filter is used to determine how alike incoming waveform is to a stored waveform [3].
Therefore, it is used to determine if the sound is a legitimate target for retaliatory action.

Fig. 2. Parallel Sound Input with Time Stamping

The ”sensors” block in Figure 1 represents a simplified weather station. The environmental sensors
increase overall system accuracy. The sound processing subsystem requires the knowledge of the
speed of sound. If this system were to be used in a real-life scenario, fluctuations in environmental
temperature would occur. Basically, implementation of a temperature sensor maintains accuracy of
calculations, regardless of environment. Additionally, the combination of wind speed and direction
can be used to adjust the firing solution. It could also be used to detect extreme weather conditions,
which hinders accuracy.

A turret mechanism, shown in Figure 1, is needed for the retaliatory task.Two servomotors attached by
a bracket, create a pan and tilt mechanism. The servomotors will receive angular information provided
by the fire control microcontroller. The servomotors turn the turret to the location provided. With the
Nerf gun in place, the final instruction is to fire the Nerf dart. In a commercialized implementation,
this portion of the turret subsystem would be replaced with a lethal or non-lethal response.

Fire control is the backbone of our system. All other microcontrollers are slaves on a common I2C
bus, with the fire control system as the master. This device polls the weather station for information.
It also requests time delay information from the sound processing units when their flags have been
set. With this data, the master will calculate a firing solution while the sound identification system is
performing its match filter. Once the sound has been identified and the firing solution is calculated,
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then this controller will drive the servos to point and fire the Nerf gun. Finally, the master controller
will periodically send an interrupt to the sound processors to synchronize their timers.

One crucial aspect of this project is the proper implementation of sound localization. Recall that sound
source localization is a very challenging task. It is important to note that human beings have natural
algorithms of sound localization. The spacing between the ears allows for a delay in sound arrival
with nominal spacing between the ears. Additionally, the human body also has other body parts to aid
in the process of sound localization. For example, humans commonly use sight in parallel with the
time delay in arrival between ears. In terms of fabricated mechanisms of sound localization, the device
does not always have visual aid. Instead, more accurate and involved calculation has to be performed
in order to determine the source of the sound. The proposed system will be using several algorithms
to determine the exact location of the sound source.

Each of the microcontrollers has an on-board voltage regulator. Additionally, there is an added voltage
regulator to power the servos and the Nerf gun. All of the regulators receive power from a small, sealed
lead acid battery.

SOUND PROCESSING ALGORITHMS AND RESPONSE TO THE AUDIO TRIGGER
Two independent sound processing tasks are performed. The first task relies on finite sound wave
propagation speed, and exploits the Time Difference of Arrival. The second task is the implementation
of the matched filter used to discriminate against non-threatening sounds.

Time Difference of Arrival is implemented in each sound detection unit, and it notes the time when it
receives a possibly threatening sound. These times are then compared to each other to get the difference
in time arrival between each pair of microphones. Combining the speed of sound with 3-dimensional
vector analysis produces an equation with three unknowns for each microphone difference. Using at
least three time delays, a system of non linear equations can be used to determine the three unknown
variables, which are the (x,y,z) coordinates of the sound origin.

Let the position of the i-th microphone be (xi, yi, zi) for i = 1, 2, · · · , the position of the source be
(x, y, z), and the nerf gun position be (x0, y0, z0). Let there be N = 5 microphones. The distance
of the target from the i-th microphone is obtained as di =

√
(x− xi)2 + (y − yi)2 + (z − zi)2. The

time to reach the i-th microphone is ti = di/c, where c is the speed of sound taken as c = 340m/s.
One of the microphones will be the standard reference for all microphones. Microphone 1 will be
declared as (x1, y1, z1) and have coordinates of (0, 0, 0). All microphones will have coordinates based
upon the reference microphone. To determine the time difference between 2 microphones, we subtract
the arrival from 1 microphone from the other. After determining the time difference, the following
equation can be applied:

t2 − t1 = dt21 = (
√
(x− x2)2 + (y − y2)2 + (z − z2)2 −

√
(x− x1)2 + (y − y1)2 + (z − z1)2)/c

(1)

Following the same approach we obtain the equations given below

t3 − t1 = dt31 = (
√

(x− x3)2 + (y − y3)2 + (z − z3)2 −
√

(x− x1)2 + (y − y1)2 + (z − z1)2)/c
(2)
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t4 − t1 = dt41 = (
√

(x− x4)2 + (y − y4)2 + (z − z4)2 −
√

(x− x1)2 + (y − y1)2 + (z − z1)2)/c
(3)

t5 − t1 = dt51 = (
√

(x− x5)2 + (y − y5)2 + (z − z5)2 −
√

(x− x1)2 + (y − y1)2 + (z − z1)2)/c
(4)

Thus, equations (1)-(4) have to be solved for (x, y, z). These equations are non-linear. Several itera-
tive techniques are available in the literature to solve a set of non-linear equations. They include the
Newton-Raphson and the Gauss-Newton methods [2]. In our system, the equations are solved using
the fsolve function in Matlab.

The above equations require knowledge of the speed of sound, which depends on temperature. The
temperature dependence of sound can be accurately represented with a Taylor expansion. However, for
the range of temperatures that we are likely to encounter, it is nearly linear and can be approximated
by the formula c = 331.3 + 0.606 ∗ Tc where Tc is the temperature in degree Celsius.

It is important to keep in mind that a minimum of four microphones is necessary to accurately im-
plement the process of sound localization. However, increasing the number of microphones improves
the accuracy and robustness of the system. The placement of the microphones is highly critical to the
success of the system, since the resolution of time delay depends on the spacing of the microphones.
If the microphone spacing is too small, the difference between sound wave arrival and the sampling
error will be of greater proportion compared to the total measurement.

The second sound processing task discriminates different harmless sounds against certain specific
types of sounds of interest. In this case, the specific sound is described as a gunshot. The sound is
captured as an integer vector via digital sampling. The gun shot is also digitized in the same fashion.
Captured sounds can simply be compared through a correlation algorithm.

Z =
M∑
i=1

x(i) ∗ y(i) (5)

where y(i) represents the received sounds samples and x(i) is the sound of interest. M denotes the
total number of samples used in the correlation operation.If the correlation exceeds a specified thresh-
old, the sound is categorized as a match, resulting in permission to fire.
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RESULTS AND DISCUSSION
Figures 3 and 4 show the retrofit of a Nerf gun and has been modified to fire autonomously. Figure 3
shows the inner components of a Nerf gun including the firing mechanism as well as the ammunition
clip. Servo motors are attached to the side of the Nerf gun as seen in Figure 4.

Fig. 3. Inside Nerf Gun

Fig. 4. Side View of Nerf Gun

Testing of our Nerf gun shows that the darts can go up to a distance of about 60 feet. However,
we have limited our testing to half the maximum distance, that is about 30 feet, due to the inherent
inconsistency in the Nerf gun shots. Our results show that 10 out of 11 shots were in the range of no
more than 15 inches shown in Figure 5. The test was performed indoors where wind was not a factor.
After performing multiple tests, we concluded that shooting the Nerf darts occasionally damages them,
hindering the accuracy in future tests. The deformation of darts has also caused the nerf gun to jam
multiple times. By applying this knowledge, it has been concluded that new Nerf darts must be used,
in order to have a successful test.
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Fig. 5. System Results

Since proper acquisition of time delay information is a critical step in obtaining knowledge of a trig-
gered sound, we performed a test to ensure that it could be done. Basically, two microphones were
sampled to test the ability to gather the time delay information. The microphones were spaced 3 me-
ters apart. The two microphones were connected to a common microprocessor. The microprocessor’s
program was written to continuously listen until a sound exceeded a threshold. The time that the ex-
cessive noise reached each microphone was recorded. We stood approximately 4 meters away from
microphone 1 and 7 meters away from microphone 2. We then generated a loud sound to ensure that
the threshold was exceeded. Subtraction of the two time stamps yields the delay of arrival. Micro-
phone 1 was triggered first and the corresponding waveform is displayed as the upper curve in Figure
6. The lower curve in Figure 6 shows the delayed waveform received by microphone 2.

Fig. 6. Time Delay w/ Oscilloscope

We next test the performance of our iterative approach for solving the system of non-linear equations.
For this purpose, sound locations were randomly generated and the associated time delay was deter-
mined. Figure 7 shows a scatter plot of these errors with no noise assumed in the microphone time
delay measurements. In Figure 7, the scale is 10−14 which alludes to the fact that any calculation error
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is negligible. Figure 8 shows that noisy measurements create inaccuracy in the firing solution.

Fig. 7. Scatter Plot of the Source Location Estimation Error
with Accurate Sound Delay Measurements

Fig. 8. Scatter Plot Source Location Estimation Error with
Noisy Sound Delay Measurements

CONCLUSION
This paper proposes and describes a system that localizes an audio source and responds autonomously.
The hardware system description was presented. Results show that the proposed system can success-
fully detect an audio source. The measurements of time of arrival delay with the microphones were
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successfully tested. Simulation results on localization performance using delay measurements show
reasonable level of accuracy even in the presence of noise in the measurements. It is evident that
an autonomous response system, such as a Nerf gun modified to fire autonomously, can achieve a
reasonable accuracy.
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