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ABSTRACT 

Network-based telemetry systems have unprecedented amounts of flexibility due to the ability to 
manipulate configuration during a test. As a result of this flexibility, multiple tests can be 
conducted in a single flight; all it takes is reconfiguration of instrumentation. However, 
configuration of devices can be a complex task, and dynamic configuration can be even more 
daunting. As such, device configuration, control, and status must be managed in a coordinated 
fashion. A system manager implementation that performs coordinated status and control of 
instrumentation in the Test Article as well as test configuration authoring is presented in this 
paper, the Ground Test Article Manager (GTAM), which is being developed by the integrated 
Network Enhanced Telemetry (iNET) program. 
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INTRODUCTION 

Internet Protocol (IP) networks are pervasive today – they are present in homes, in the 
workplace, and even on mobile devices, like smartphones and tablet Personal Computers (PCs).  
Much of what we interface with in a day involves IP networks, be it web browsing, email, instant 
messaging, or telephony (i.e. Voice over IP).  With all this power at our disposal, it is easy to 
forget what it takes to make it all work so effortlessly and reliably.  In fact, most people are 
unaware of what it takes to do that (as they should be!).  It simply works, and most people are 
not interested in knowing how; they just need to have it, and they need to have it to the point that 
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it has become a necessity in their lives.  However, it takes a significant amount of advanced 
management to make IP networks operate seamlessly, reliably, and effectively – it is far from 
being trivial. In fact, it is the very complexity involved in the management of IP networks that 
make them reliable and seamless.  

Similarly, telemetric network systems also need complex levels of management in order to work 
seamlessly, reliably, and effectively.  However, the management needs of telemetric networks 
differ from those of other common, everyday life networks, especially when we consider the 
growing needs of flight test systems.  But what are these growing needs? 

Today’s flight test systems have significant limitations, and flight test demands are growing at a 
rate larger than today’s systems can support.  For instance, the amount of data being acquired 
during tests is growing at an exponential rate, as shown in Figure 1.  This increase in data 
demands imposes requirements not only on the devices acquiring, recording, and processing the 
data, but also on the underlying network transporting that data.  Furthermore, the amount of 
spectrum available for tests is ever decreasing, so that optimal utilization of spectrum is required.  
As such, the complexities involved in managing and configuring the devices and the underlying 
network need to be carefully handled.  In addition, the need to conduct multiple tests at a time, 
remotely manage the test system on a Test Article (TA), reconfigure devices in the middle of a 
test, reconfigure the test system for a different test, and dynamically modify certain parameters 
of the test system to maximize test efficiency is ever increasing.  In order to accomplish the 
flexibility afforded by dynamic status and control, a bidirectional communication link with the 
TA is needed.  This increase in flexibility creates challenges for test operations. For instance, a 
user might need to re-route data on the TA for a given test.  To ensure proper configuration and 
performance, a network topology and loading prediction may be needed in order to forecast the 
potential impacts of the re-configuration, not just within the TA, but across the systems that 
transport data to the ground stations. 

 

Figure 1.  Aeronautical Telemetry Data Rates Growth Over the Years [1] 

In order to support these growing demands, the integrated Network Enhanced Telemetry (iNET) 
program is developing the Telemetry Network System (TmNS), which is a system architected to 
enhance existing telemetry systems through the incorporation of networking technologies.  One 
of the key features of the TmNS is the two-way telemetry link that allows users in a ground 
station to remotely and dynamically control and status the flight test system in the TA.  As part 
of this dynamic management capability, users are capable of reconfiguring devices on the TA.  
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Finally, the TmNS provides the ability to dynamically allocate Radio Frequency (RF) telemetry 
network resources to multiple tests, with different priority levels.  This capability allows multiple 
tests to be conducted concurrently, while maximizing the use and efficiency of the available 
spectrum. 

To support all this advancement, highly specialized applications are needed to manage telemetric 
network systems.  These applications (i.e., managers) are central in maintaining the system 
working seamlessly, reliably, and effectively.  One example of such application is the Ground 
Test Article Manager (GTAM), which is being developed as part of the iNET program.  The 
GTAM is parallel to the network applications we have become accustomed to in generic IP 
networks.  Its job is to make the TA network work seamlessly and reliably.  The GTAM is 
responsible for status and control of all TA devices, including the network fabric devices (e.g., 
switches) as well as instantiating and maintaining test mission configuration using Metadata 
Description Language (MDL).  This paper highlights the features provided by the GTAM in 
order to expose the complexities handled by it to ensure the TA subsystem operates smoothly 
while abstracting from the users the underlying system complexities.  This type of abstraction 
should be useful for similar network-based instrumentation systems.  Before delving into the 
details, let us consider typical flight test systems and their limitations. 

MAINSTREAM FLIGHT TEST SYSTEMS 

Clearly, the capabilities of flight test instrumentation systems have grown over the past decades.  
What started out as verbal and written observations of gauge readouts by test pilots eventually 
turned into automated telemetry.  For nearly 50 years, these telemetry systems have been based 
on variants of the Inter Range Instrumentation Group (IRIG) 106 pulse code modulation (PCM) 
standards.  Numerous generations of flight test systems have evolved in increasing capability, 
both for airborne instrumentation and ground processing systems, while still consistently 
leveraging PCM.  The pervasiveness and simplicity of PCM and the IRIG 106 standards have 
served the flight test community well by providing stability to build interoperable products. 

Nevertheless, what PCM has offered in stability, it has lacked in flexibility.  PCM, by its nature, 
is optimized for periodic, fixed rate data sources such as sampled analog sensor data.  While 
many mainstream systems are able to transport asynchronous data such as avionics bus data over 
PCM, this approach is inherently inefficient due to PCM’s fixed framing structure.  The increase 
in proportion of avionics bus data to sampled analog sensor data in current and future flight test 
programs will continue to reduce PCM’s transport efficiency.  When hindered by unidirectional 
telemetry, PCM becomes both inefficient in spectrum use and inflexible to dynamically utilize 
the limited telemetry resource since it has to be pre-configured prior to flight. 

Recent developments in network-based flight test systems offer improved flexibility for handling 
asynchronous data.  Since networks are based on the transport of asynchronous packets of 
variable size, they match naturally to the transport of the message-oriented asynchronous 
avionics bus data.  Networks also, by nature, provide a rich set of protocols for interaction 
between network-connected systems.  While this all allows for improved capability, the current 
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reality of mainstream network-based flight test systems is still more limited due to non-standard 
configuration, control, and status approaches. 

INET APPROACH TO HELP MEET INCREASING DEMANDS 

Addressing the limitations of flight test systems is of critical importance if flight test programs 
are to continue to be successful.  Just like our home networks, we need to gather more data, need 
to get it faster, and it all needs to work seamlessly.  iNET is focusing on addressing existing 
limitations to support the main demand areas.  The first key area is the increasing amounts of 
data.  In order to support the increasing amounts of data and data rates, both the TA and ground 
networks were designed to be overprovisioned so as to support not only the anticipated demands, 
but also allow for future growth. 

Another key area is the need for flexibility in data acquisition on the TA and on the data that gets 
telemetered to the ground.  iNET is addressing that need by the inclusion of a bidirectional RF 
link between the TA(s) and the ground station(s).  Existing systems are constrained by a one-way 
(TA to ground) telemetry link, which provides very limited capabilities (if any) to change test 
parameters and command and control of acquisition systems on the TA.  With the introduction of 
the iNET bidirectional RF link, full control, configuration, and command of the data acquisition 
in the TA becomes possible, which, in turn, enables users the ability to change acquisition 
parameters during a mission, completely change the configuration of devices while a test is in 
progress, monitor whether all data is being recorded on the recorder during a test mission, and 
change data being telemetered to the ground. 

In addition, the bidirectional RF link allows users the ability to retrieve data from the onboard 
TA recorder in the event data is lost on the PCM stream (sometimes called PCM backfill).  If 
dropouts on the PCM stream are detected by the telemetry processors on the ground, the missing 
data can automatically be recovered by requesting and retrieving it from the onboard recorder via 
the bidirectional RF link. 

Lastly, a key feature of the TmNS is dynamic spectrum allocation, that is, the ability to share the 
available spectrum among different tests depending on the needs, goals, or limits of each test.  
Dynamic spectrum allocation is accomplished using a component called the Link Manager.  The 
Link Manager monitors the requests of each test, as well as the available resources and gives 
access to each test accordingly.  This allows for increased spectrum utilization and the ability to 
support periods of higher than average data rates across the bandwidth-constrained RF link by a 
given test. 

While these concepts are all crucial for the success of flight test systems, successfully executing 
these concepts is a challenge.  In fact, the successful execution of these concepts depends on the 
design and implementation of highly specialized applications.  Examples of these applications 
include the Link Manager, which is responsible for the dynamic RF spectrum allocation, and the 
GTAM, which is responsible for the dynamic status, configuration, and control of TA devices.  
The following sections provide an overview of the capabilities and complexities of the GTAM. 
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INET DYNAMIC STATUS, CONFIGURATION, AND CONTROL: THE GROUND 
TEST ARTICLE MANAGER  

The iNET program is developing the GTAM, a software tool for describing tests and managing 
the devices in the TA network, in order to take advantage of the new capabilities provided by the 
network.  The GTAM will run on a ground-based computer inside a mission control room as 
well as the Ground Support Equipment (GSE), and its primary purpose is to provide users on the 
ground the ability to create MDL files for system configuration, discover devices on a TA 
network, and manage those devices.  Managing a device consists of being able to configure, 
control the device’s operational state, gather statistical health and status information, and collect 
fault information.  The GTAM serves as an all-encompassing tool to provide users in the mission 
control room with a view of the health of the flight test system and the ability to dynamically 
command, configure and control it.  

The GTAM is a rather sophisticated tool, as it has to be in order to properly handle the additional 
complexity in management of the system that comes with the ever-evolving technological 
landscape of flight test systems.  With the introduction of a bidirectional RF link, ground-based 
computers now have the ability to communicate with TAs during flight.  In fact, some tests may 
require a single ground-based computer to communicate with multiple TAs concurrently (e.g., 
relay).  Other scenarios would include multiple tests being conducted independently and 
simultaneously, each test containing a separate GTAM.  Each GTAM must be aware of its own 
scope of management in order to prevent inadvertent commanding and controlling of devices 
contained within the management scope of a different GTAM test.  Another system complexity 
is the fact that the RF link is a shared resource between multiple TAs and a common ground-
based radio.  For the sake of bandwidth utilization efficiency, the GTAM may make use of a 
consolidated management approach whenever possible in order to best utilize the limited 
spectrum and still maintain the overall health and status of the TA networks it is managing.  
Even the rate of retrieving status information should be fine-tuned so as to not saturate the RF 
link with uninteresting statistics.  The GTAM will also be able to verify the configuration of the 
devices it is managing in order to have confidence of the proper test setup.  This may involve 
retrieving the as-built configuration from each managed device and performing a non-trivial 
comparison between a device’s MDL-described configuration with the overall test’s MDL 
configuration file.  The GTAM will maintain a local database of the inventory of devices, the 
allocation of those devices for a test, and the configuration parameters for those devices. From 
this database, the GTAM will be able to generate the MDL configuration files that describe the 
tests.  Finally, from a usability perspective, the GTAM will provide the gathered information to 
the user in such a way so as to not bombard and overwhelm the user. 

The key to any manager’s success lies with how well it is able to handle the additional 
management complexities that are introduced by the new technology.  The manager should be 
designed in such a way so as to handle the system complexities behind the scenes, not requiring 
the user to be involved in those low-level details.  After all, the user should be focused on the test 
mission itself rather than the specific details of the underlying Simple Network Management 
Protocol (SNMP) management packets or the MDL system configuration files or any other 
mechanism or protocol used for management of the system. 
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The design of the GTAM provides the capabilities needed in order to address the complex 
challenges in the system.  The GTAM implements a database that contains descriptions of 
physical network components within the local range inventory.  The database is accessed through 
the graphical user interface (GUI) to construct the MDL configuration files describing specific 
tests.  The MDL of iNET is rather extensive and can lead to improper configuration files if not 
utilized correctly.  The GTAM abstracts the nitty-gritty details of the underlying language from 
the user by providing the user with a series of dialog boxes to obtain the required and optional 
data entries per device or per test mission description.  Figure 2 displays screen shots of the 
MDL authoring capability of the GTAM. 

 

Figure 2.  GUI for MDL Creation 

Once the GTAM has a valid MDL configuration file, it can then be configured to manage the 
network(s) described by the configuration file.  Once configured, the GTAM is able to initiate 
the automated function for device discovery.  Discovered devices are displayed to the user with 
the state and status information specific to the type of device.  The GTAM is able to learn the 
physical network topology and provides the user with a comparison against the expected network 
topology as described in the configuration file.  The GTAM also collects fault information from 
its managed devices.  All these capabilities on the GTAM operate with very little involvement 
from the user, allowing the user to focus more on the test rather than the specific mechanics of 
network management.  The frequency at which the GTAM discovers and monitors devices is 
individually configurable so as to adjust the GTAM’s bandwidth footprint over the constrained 
RF link.  Figure 3 displays screenshots from the GTAM’s status display of discovered devices 
and the network topology verification display. 
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Figure 3.  GTAM Graphical Displays of Discovered Devices and Tabular View of Network Topology 

The GTAM GUI provides a simple interface for managing devices.  It is also able to dynamically 
configure devices on the fly, another new capability introduced with the bi-directional RF link. 
Being able to reconfigure the devices in the network allows multiple tests to be conducted in 
succession without having to land the TA for reconfiguration.  Again, the GTAM provides a 
simple interface for the user to initiate reconfiguration while abstracting from the user the need 
to understand the complexities of access control, eXtensibile Markup Language (XML), the 
MDL schema, File Transfer Protocol (FTP), and the underlying details of the devices being 
configured.  

One way the GTAM is handling some of the inherent complexity is through a local database 
containing a device inventory and configuration information specific to each device type.  The 
GTAM provides a user interface to the database, allowing a user to create the required MDL 
configuration files needed for each test.  This same database can be used for comparison of 
current device configurations with the expected configuration to assure the user that the system is 
actually configured appropriately.  An automated device discovery process allows the GTAM to 
provide the user with a listing of all available devices on the network that can be managed under 
the current configuration.  Furthermore, the GTAM can achieve higher bandwidth efficiencies by 
means of consolidated management if an onboard manager is available and implements the 
consolidated management capability.  Another aide to bandwidth efficiency is that the GTAM 
can request status information from devices in a dynamic fashion.  Polling rates and breadth of 
information can be augmented for different types of devices under different circumstances.  
These are some of the ways the GTAM is addressing the new system complexities.  

CONCLUSION 

iNET is opening the doors to a diverse range of new capabilities to telemetry systems.  Be it the 
two-way RF link, which allows full control, status, and reconfiguration capabilities of the TA 
while a test is in progress or the ability to dynamically share spectrum among tests on a demand-
driven basis, it is clear that the advancements provided by iNET will have a significant impact on 
flight test systems.  However, implementing them is quite a complex task since the underlying 
foundation of all these advancements is networking.  As discussed in this paper, even though 
networks are everywhere today and are becoming integrated in our culture, making them work 
reliably and seamlessly is far from trivial, albeit very possible.  What makes reliability and 
seamlessness a reality has much to do with proper design, abstractions, algorithms, and tools to 
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use and support the underlying network protocols.  We have shown in this paper one such tool, 
the GTAM, whose primary role is dealing with the complexities associated with control, status, 
and configuration of TA components. 
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