
Overview of the Telemetry Network
System (TMNS) RF Data Link Layer

Item Type text; Proceedings

Authors Kaba, James; Connolly, Barbara

Publisher International Foundation for Telemetering

Journal International Telemetering Conference Proceedings

Rights Copyright © held by the author; distribution rights International
Foundation for Telemetering

Download date 24/05/2023 21:11:13

Link to Item http://hdl.handle.net/10150/581604

http://hdl.handle.net/10150/581604


1 

OVERVIEW OF THE TELEMETRY NETWORK SYSTEM 

(TMNS) RF DATA LINK LAYER 
 

 

James Kaba and Barbara Connolly 
SRI International 

Princeton, NJ USA 

james.kaba@sri.com, barbara.connolly@sri.com 

 

 

 

 

ABSTRACT 

 

As the integrated Network Enhanced Telemetry (iNET) program prepares for developmental 

flights tests, refinements are being made to the Radio Access Network Standard that ensures 

interoperability of networked radio components.  One key aspect of this interoperability is the 

definition of Telemetry Network System (TmNS) RF Data Link Layer functionality for 

conducting efficient communications between radios in a TDMA (Time Division Multiple 

Access) channel sharing scheme.  This paper examines the overall structure of the TmNS RF 

Data Link Layer and provides an overview of its operation.  Specific topics include Medium 

Access Control (MAC) scheduling and framing in the context of a burst-oriented TDMA 

structure, link layer encryption, the priority-enabled Automatic Repeat reQuest (ARQ) protocol, 

high-level network packet and link control message encapsulation, payload segmentation and 

reassembly, and radio Link Layer Control Messaging. 
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INTRODUCTION 

 

The Central Test and Evaluation Investment Program (CTEIP) launched the integrated Network 

Enhanced Telemetry Project as a multi-year effort with the goals of defining the architecture and 

a set of supporting standards for the Department of Defense’s next-generation flight test 

telemetry system [1]. The Radio Access Network (RAN) Standard defines the functionality and 

interfaces of the components that form the RF Network subsystem portion of the larger, end-to-

end Telemetry Network System (TmNS)[2][3]. This RF Network subsystem provides flexible 

and secure bidirectional wireless IP networking capabilities and dynamic access to shared 

spectrum to meet the quality of service (QoS)-enabled data delivery needs of multiple 

independent, concurrent tests. 

 

An “air interface” defined by the RAN Standard specifies details of over-the-air protocols, 

including the RF Physical Layer, the RF Data Link Layer, as well as high-level control and 
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management protocols to be supported by the interoperable components of the RF Network 

subsystem. As the iNET program transitions through a design and implementation phase leading 

toward flight tests of demonstration systems, details of the RF Network capabilities and 

interfaces continue to evolve and be refined to incorporate practical, implementation-oriented 

needs.  This paper describes the recent updates and current state of the RF Data Link Layer 

portion of the RAN air interface. 

 

 

OVERVIEW 

 

The role of the TmNS RF Data Link Layer is to handle the transfer of data between pairs of 

radios across the physical RF communication links of the Telemetry Network System, thereby 

enabling end-to-end bidirectional network connectivity between test assets and the Mission 

Control Rooms that conduct the tests.  This RF Data Link Layer provides capabilities for 

multiplexing network traffic and control payload into Medium Access Control (MAC) frames, 

increases transmission reliability through the use of an Automatic Repeat reQuest (ARQ) 

protocol, and provides privacy, authentication and integrity using link layer security 

mechanisms.  These capabilities are provided in the context of an adaptive Time Division 

Multiple Access (TDMA) MAC channel sharing scheme that schedules and allocates 

transmission capacity to test uplinks and downlinks based on priority, reservations, and 

instantaneous traffic load. 

 

 
Figure 1 TmNS RF Data Link Layer Framing Overview 

Figure 1 shows an overview of the TmNS RF Data Link Layer in the context of the network 

layer traffic (e.g. Internet Protocol (IP) packets) to be communicated through the system and the 

physical layer portion of the RF network.  High-level network traffic and Link Layer Control 

Messages (LLCMs) are considered to be MAC Service Data Units (MSDUs) that are 

multiplexed into MAC frames.  Multiple small MSDUs are packed as ARQ blocks into single 

MAC frames, while larger MSDUs are fragmented across multiple ARQ blocks and transferred 
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using multiple MAC frames.  A Fragmentation/Packing SubHeader (FPSH) is prepended to each 

ARQ block to facilitate packing; segmentation and reassembly operations; encapsulation and 

decapsulation of MSDUs; and optional ARQ operations.  The subfields of the FPSH identify and 

indicate the priority of the encapsulated data relative to other ARQ blocks, indicate the protocol 

type of the encapsulated traffic, and indicate whether the ARQ block is a fragment of a larger 

MSDU.  One or more sets of appropriate-sized ARQ blocks and corresponding FPSHs are 

grouped as MAC frame payload for incorporation into the MAC frames. 

 

Figure 1 illustrates that each MAC frame is assembled as a MAC Header, payload, and a Frame 

Check Sequence as a trailer.  Address fields in the MAC Header specify the source and intended 

destination radio for the traffic, as well as additional fields related to link layer processing. In 

normal operation, link layer security mechanisms are enabled to protect all data transmitted over 

the RF network.  This entails the application of an additional header to convey security-related 

parameters, an additional trailer used as an integrity check of the entire MAC frame, and a 

symmetric-key encryption process to provide privacy of the encrypted payload encapsulated by 

the MAC frame.  The MAC frames undergo bit pseudorandomization and LDPC Forward Error 

Correction (FEC) coding by the RF Physical Layer prior to being SOQPSK modulated.  They are 

transmitted over the RF Network in bursts of multiple LDPC codeblocks, where each burst 

begins with a preamble and an Attached Synchronization Marker to aid bit and byte level 

synchronization and demodulation.  The radios transmit the burst sequences according to 

transmission opportunities (TxOps) scheduled within the structure of a TDMA epoch. 

 

 

TDMA OPERATION 

 

Efficient spectrum utilization was a key driver for the iNET TmNS bidirectional RF network 

architecture.  The geographic structure of the aeronautical telemetry environment on a typical 

test range, the limited available bandwidth, and requirements to support concurrent tests suggest 

the need for many Test Articles to share a common communication channel through a multiple 

access mechanism.  The Time Division Multiple Access approach was selected as best providing 

the desired balance of flexibility, simplicity, determinism and efficiency.  Time Division Duplex 

(TDD) is used to separate uplink (ground to airborne radio) and downlink (airborne to ground 

radio) transmissions to emulate full-duplex logical communication over the half-duplex RF link. 

 

A typical aeronautical telemetry environment consists of Test Articles (TAs) being tracked by 

one or more Ground Station (GS) antennas and associated ground radios, where Ground Stations 

can be a variable distance from each other. For each TA, the RF communications uplink is 

transmitted from only one of these GS radios. In the case where a TA is tracked by multiple 

antennas, the downlink transmission can be received by each ground radio. In the current TmNS 

architecture and standards each GS radio in a Radio Access Network or RF Network subsystem 

has a connection to a single centralized Link Manager that implements the TDMA 

controller/scheduler processes. 

 

TDMA Frame Structure 

The general form of a TDMA frame, or epoch, is shown in Figure 2.  This notional diagram 

shows fixed-size epochs that contain variable-sized transmission opportunities (TxOps).  TxOps 
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represent a time during which a radio has dedicated access to the channel for transmission of data 

to another radio.  TxOps may be allocated for uplink transmissions, for downlink transmissions, 

or for transmissions between TA radios to support test scenarios involving airborne relays or 

chase planes.  TxOps are typically allocated for communications between a specific source and a 

single destination radio, though point-to-multipoint transmissions during a given TxOp are not 

precluded.  A TDMA frame must contain an integer multiple of transmission assignments, as 

TxOps cannot span epoch boundaries. 

 

 
Figure 2 Typical TDMA Frame 

To simplify radio operation, TDMA scheduling, and overall RF Network coordination, the 

duration of the TDMA frame (epoch) is constrained to the following allowable values:  1000 ms 

(maximum epoch size), 500 ms, 250 ms, 125 ms, 100 ms (default epoch size), 50 ms, 40 ms, 25 

ms, 20 ms, 10 ms (minimum epoch size). This range of epoch sizes permits RF Network 

planners to make performance tradeoffs involving overhead, packet latency, and network 

performance.  It also ensures that TDMA frames are aligned with International Atomic Time 

(TAI) such that the transition between whole TAI seconds corresponds with a transition between 

two adjacent TDMA frames, which indirectly helps to reduce link layer control overhead. 

 

Each radio or manager component in the RF system must use a commonly referenced external 

time synchronization mechanism to coordinate distributed operations and avoid RF interference.  

The RAN Standard calls for the use of the IEEE 1588 Precision Time Protocol (PTP), using 

master clocks locked directly to GPS to ensure time synchronization. 

 

TDMA Scheduling 

Each TxOp in an epoch can be assigned according to the need and priority of each test’s uplinks 

and downlinks by the TDMA controller resident in an RF Network subsystem component known 

as the Link Manager. Basic TDMA scheduling can provide static assignments of TxOps to 

allocate a fixed amount of capacity, regardless of whether a particular test needs more or less at 

that time.  However, the typical intended operation of the TmNS is for the Link Manager to 

optimize the overall use of the RF network, as well as the data delivery characteristics of each 

test using the RF network, by scheduling TxOps based on priority, reservations, and 

instantaneous or time-average network load.  Doing so can minimize data delivery latencies, 

maximize throughput, and reduce losses due to queue overflows [4]. 

 

In addition to scheduling Transmission Opportunities, the TDMA controller must also coordinate 

guard times when no transmission is allowed. Guard times can be required to avoid interference 

on the shared communication channel due to timing errors and RF signal propagation effects, or 

to meet radio transceiver design constraints involving switching between transmit and receive 

modes. 
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PHYSICAL LAYER SYNCHRONIZATION AND CODING 

 

The RF Physical Layer summarized in the overview and illustrated in Figure 1 was co-designed 

with the RF Data Link Layer to optimize tradeoffs in efficiency and flexibility of the air 

interface. Details related to SOQPSK modulation, LDPC Forward Error Correction coding, burst 

(versus continuous) operation in the context of the TDMA structure, spectral containment, 

waveform acquisition and efficient data recovery are outside the scope of this paper but have 

been described elsewhere [5]. Design choices made for the physical layer processes to meet 

overall program requirements and effective operation in the airborne telemetry environment 

impose constraints on the structure and operation of the RF Data Link Layer, as described below. 

 

Physical Layer Constraints On Link Layer Operation 

Figure 1 illustrates a burst sequence consisting of a preamble, an ASM and a Codeblock Frame 

consisting of 1 to N fixed-length codeblocks, where N may be fixed or variable up to some 

maximum (currently 16) specified through configuration setup.  A 2/3 LDPC code rate with 

6144 coded bits was selected for Forward Error Correction, yielding a codeblock size of 512 

uncoded bytes. Since LDPC provides “all or nothing” error protection whereby the codeblock is 

completely error free or totally corrupt, the maximum size of a MAC frame was chosen to 

correspond directly to the size of the codeblock. The one-to-one mapping with the LDPC 

Codeblock positions the MAC frame as the “atomic,” self-contained unit of data transport across 

the link, with the processing of one MAC frame independent of others. The size is well matched 

to typical IP and control traffic, which tend to be small, at a slight expense in efficiency due to a 

higher overhead-to-payload ratio.  Packing within a MAC frame and fragmentation across 

multiple MAC frames provides flexibility to support both smaller and larger payloads. 

 

The Codeblock Frame structure impacts TDMA scheduling flexibility.  TxOps should be sized to 

an integral number of burst sequences, as any portion of a TxOp that can’t contain a whole burst 

sequence will represent wasted network capacity.  Using large burst sequences with a fixed 

number of blocks can reduce control overhead but exacerbates the TDMA scheduler’s ability to 

provide the appropriate capacity to the required tests during any given epoch. 

 

 

MEDIUM ACCESS CONTROL FRAMING 

 

In standard operation each physical layer codeblock contains one MAC frame, also called a 

MAC Protocol Data Unit (PDU), limited to 512 bytes. Each MAC frame contains an 8-byte 

MAC header, up to 500 bytes of payload, and a 4-byte IEEE 32-bit Frame Check Sequence 

(FCS), as illustrated in Figure 3a.  In standard usage a link layer encryption scheme is applied to 

the MAC payload, as shown in Figure 3b.  Under these circumstances the MAC payload is 

further decomposed into an 8-byte CCMP header, up to 484 bytes of encrypted payload, and an 

8-byte MIC field.  Link layer encryption is described in a subsequent section. 

 

Figure 4 shows the format of the MAC Header.  The Source Address field contains the 2-byte RF 

hardware address of the radio transmitting the MAC frame, while the Destination Address 

identifies the RF hardware address of the intended receiver of the transmission.  A 12-bit Length 

field identifies the number of bytes of MAC Payload, with an ability to specify MAC frames 
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spanning multiple LDPC Codeblocks for non-standard, vendor-specific radio operation.  A 16-

bit Frame Control field in the header includes a 2-bit Version field to allow for evolution of the 

MAC formatting and processing, and a 2-bit Protected Frame field that specifies whether the 

MAC Payload is encrypted or transmitted in the clear.  Reserved bits allow for future expansion. 

 

  
Figure 3 Format of MAC Frame Figure 4 Format of MAC Header 

The payload of a MAC frame consists of zero or more MAC SDUs and/or fragments, each 

preceded by its Fragmentation/Packing Subheader as described in the Overview section. The 

MAC payload is followed immediately by a 4-byte Frame Check Sequence (FCS) consisting of 

an IEEE 802.3 CRC-32 Cyclic Redundancy Check hash.  The MAC frame is inserted into the 

LDPC codeblock, aligned such that a codeblock always starts with a MAC Header.  The Physical 

Layer pads out any unused portion of the codeblock with zeros prior to pseudorandomization, 

LDPC encoding, and subsequent modulation and transmission. 

 

Upon receiving and demodulating an inbound transmission, the physical layer performs LDPC 

decoding and bit derandomization, passing error-corrected codeblocks to the link layer.  The link 

layer processing then calculates the CRC-32 polynomial over the entire MAC frame and 

compares it with the FCS to detect framing errors.  The receiving radio compares the MAC 

Header Destination Address field to determine if it matches its own hardware address.  The 

Protected Frame bit in the MAC header indicates that decryption and authentication is to be 

performed using the encapsulated CCMP header, encrypted payload and MIC field.  The MAC 

header Length field indicates the amount of valid payload to be extracted from the MAC frame.  

For non-zero length payloads, pairs of Fragmentation/Packing Subheaders and ARQ blocks are 

parsed out and processed according to the procedures described in the following section.  

 

It should be noted that link layer framing in the RAN Standard up through Version 0.7.7 was 

based on ISO-13239, High-Level Data Link Control (HDLC). The decision to incorporate ARQ 

capabilities introduced the need for payload organizational structures and functions that were 

partly redundant with those of HDLC.  Further incorporation of those structures as a core part of 

MAC frame processing obviated the need for HDLC altogether. 

 

PAYLOAD MULTIPLEXING, SEGMENTATION AND REASSEMBLY 

 

The purpose of the MAC Framing described above is to assist with the multiplexing, 

transmission, and demultiplexing of messages over the RF link between two radios.  The 

messages to be transmitted across the RF link in the MAC payload typically include 
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• Network layer messages (e.g., TCP/IP, UDP/IP and related IP protocol suite packets) 

• Link layer messages (Link Layer Control Messages) 

These messages are referred to as MAC Service Data Units (MSDUs).  Link Layer Control 

Messages are created and used by radios to coordinate RF network operations.  IP packets 

containing application-layer test data, status and control information are typically exchanged 

between the data acquisition system and vehicle network on a Test Article and a Mission Control 

Room on the ground.  The Radios themselves also generate and consume IP packets as RAN 

Command and Control Messages, SNMP messages, and other configuration and control traffic. 

 

As show in Figure 1 and Figure 5, the payload of a MAC frame includes zero or more variable-

size ARQ blocks, each with an associated Fragmentation/Packing SubHeader (FPSH).  The 

maximum size of each ARQ block is limited such that the MAC frame that encapsulates it does 

not exceed the underlying physical layer LDPC codeblock size.  Where possible, a single ARQ 

block is used to hold an entire MSDU (e.g. an IP Packet or LLCM.)  Multiple short LLCMs, IP 

packets, and/or fragments of LLCMs or IP packets can be packed into one MAC frame. 

 

Figure 5 Notional MAC Frame Containing Two 

MSDUs or Fragments 

Figure 6 Fragmentation/Packing 

SubHeader (FPSH) 

If an LLCM or IP packet is too large to fit into the payload space available in MAC frame, then 

the MSDU must be segmented or fragmented.  Fragmentation is the process by which a MAC 

SDU is divided into one or more ARQ block and is undertaken to allow efficient use of available 

payload space in a MAC PDU.  Fragments are identified using the FPSH so that they can be 

easily retransmitted (if needed) and reassembled into complete messages at the receiver. 

 

The Fragmentation/Packing SubHeader that precedes each ARQ block includes all information 

needed by a receiver to extract ARQ blocks from the MAC Payload and reassemble multiple 

fragments into complete MSDUs.  Figure 6 shows the format of the FPSH.  The Fragmentation 

Control field indicates whether the ARQ block that follows holds a self-contained MSDU or 

whether it is the first, middle, or last portion of a fragmented MSDU.  The Block Sequence 

Number field identifies the ARQ block and provides transmission order information to assist 

with the fragmentation reassembly process.  The three-bit Priority field maps the ARQ block to 

one of eight possible priority classes so that differing levels of ARQ delivery guarantees can be 

applied.  A Length field indicates the number of bytes in the ARQ block, while the Protocol field 

indicates the type of payload encapsulated in the ARQ block.  Standard Ethertype values are 

used to foster harmonization with existing wired and wireless networking standards and to allow 
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extensibility for encapsulating arbitrary payloads.  A well-known value for the Protocol field 

indicates that the ARQ block contains RF Link Layer Control Messages. 

 

MSDUs are packed into MAC frames and transmitted according to priority guidelines.  Link 

Layer Control Messages are crucial for coordinating RF network operations and are considered 

to be the highest priority.  If ARQ processes have been enabled, retransmission of pending ARQ 

blocks is considered higher priority than transmission of new payload provided by the network 

layer packet queues.  The eight priority classes indicated by each ARQ block’s FPSH aid the 

prioritized packing and transmission process. 

 

 

AUTOMATIC REPEAT REQUEST 

 

The RAN Standard defines a priority-enabled selective feedback-based Automatic Repeat 

reQuest (ARQ) mechanism to provide data delivery guarantees to designated traffic over each 

RF radio link.  This link layer ARQ is intended to augment the physical layer Forward Error 

Correction properties of the LDPC encoding, and it can be used in addition to transport-layer 

retransmission (e.g. TCP timeout/retry) and application-layer retransmission mechanisms.  The 

link layer ARQ in the RAN Standard is widely inspired by the selective feedback ARQ approach 

used in IEEE Std 802.16-2009 Air Interface for Broadband Wireless Access Systems (a.k.a. 

WiMAX), which is based on a selective repeat (SR) ARQ scheme [6]. 

 

ARQ is provided independently for each unidirectional link in the system, where each link may 

comprise up to eight independent priority levels.  Each priority level provides a user-

configurable retransmission profile that can range from no retransmission (no ARQ) to multiple, 

frequent redelivery attempts, depending on the importance of the traffic.  In addition, we 

incorporate an ARQ feedback information element to confer selective (per-block) 

acknowledgement (ACK) or negative acknowledgement (NAK) of the data blocks between the 

recipient and sender.  A benefit of using independent ARQ protocols at each priority level is that 

loss of an ARQ block at a lower priority does not delay or inhibit transmitting an ARQ block of a 

higher priority. Selective ACKs/NAKs mitigate burst errors on TDMA-scheduled RF channels.  

 

  
Figure 7 ARQ Block State Machine at the 

Transmitter 

Figure 8 ARQ Block State Machine at 

the Receiver 

Figure 7 and Figure 8 illustrate the state machines defining the ARQ transmitter and receiver-

side activities, which operate on an ARQ block as the basic unit of retransmission.  After initial 

transmission, periodic retries will continue over multiple TDMA epochs until the ARQ block is 
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ACK’d or its lifetime is exceeded.  The receiver provides feedback each epoch regarding the 

blocks that remain outstanding.  The Block Sequence Numbers (BSNs) identifying each ARQ 

block are defined within a sliding window that limits the total number of outstanding blocks 

possible for each priority level. 

 

 

LINK LAYER ENCRYPTION 

 

iNET is following industry and commercial practices by adopting and adapting, where necessary, 

existing security approaches.  RF Data Link Layer security is provided by the Counter Cipher 

Mode with Block Chaining Message Authentication Code Protocol (CCMP) per NIST SP 800-

38C.  CCMP assures the confidentiality, integrity and authenticity of RF network traffic headers and 

payload.  It uses the American Encryption Standard (AES) algorithm for symmetric encryption 

and decryption of payload data using the counter (CTR) mode of the AES algorithm.  It uses the 

Cipher Block Chaining-Message Authentication Code (CBC-MAC) algorithm for computing an 

authentication hash, the Message Integrity Check (MIC), over the payload, the CCMP header, 

and portions for the MAC Header, as shown in Figure 5 and described earlier. 

 

Usage of CCMP is consistent with the NIST SP 800-97 guidelines for using IEEE 802.11i to 

establish a wireless Robust Security Network.  In general operation, basic and optional RF 

security capabilities are in line with the use of CCMP for “WiFi” networks as defined in IEEE 

802.11-2007, with minor adaptation for the specific format of the TmNS RF Data Link MAC 

Header.  Additional details of the Link Layer Encryption process and procedures for encryption 

key handling are outside the scope of this paper. 

 

 

LINK LAYER CONTROL MESSAGING 

 

The TmNS RF Data Link Layer incorporates a number of sophisticated operations that require 

coordination between multiple radios forming an RF Network and with the RF Link Manager.  

Rather than integrate the link layer control exchanges directly into the link layer framing and 

headers, the TmNS RF Data Link has chosen to use Link Layer Control Messages (LLCMs) that 

include a flexible and extensible “Type, Length, Value” (TLV) payload structure.  These LLCMs 

are encapsulated as payload in the MAC frame, similar to network layer payload, as described 

earlier.  Because the Link Manager is integrally involved with RF link coordination, the radio-to-

radio LLCM messaging concept and format is extended to the Link Manger using Link Manager 

Messages (LMMs) encapsulated in UDP/IP Datagrams.  LLCMs and LMMs consist of a short 

message header (containing a Source Address (SA), a Destination Address (DA), and a Sequence 

Number) and one or more TLVs as payload.  The SA/DA pair identifies the link to which the 

encapsulated command, configuration, or status/measurement applies. 

 

A sequence of LLCMs and LMMs referred to as the “Radio Control Loop” carries specific TLVs 

needed to conduct core radio link operations.  The Link Manager creates and disseminates 

Transmission Opportunity (TxOp) TLVs to define TDMA time slot allocations for all RF uplinks 

and downlinks.  Ground Radios parse and apply the uplink TxOp assignments, using the 

allocated timeslots to transmit uplink data and control traffic (e.g. LLCMs with downlink TxOp 

TLVs) to airborne radios.  Airborne radios use their allocated downlink timeslots to transmit 
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measurement data and important RF control TLVs containing RF link metrics and transmission 

queue fullness measurements.  The Link Manager collects these metrics as input to the demand-

based scheduling algorithms.  Additional LLCM/LMM message sequences and TLVs are used to 

configure and operate ARQ operations, automatic transmission power control algorithms, and 

distance propagation compensation algorithms.  The details of these algorithms continue to 

mature and are beyond the scope of this paper. 

 

 

CONCLUSION 

 

As the iNET program prepares for developmental flights tests, refinements are being made to the 

Radio Access Network Standard that ensures interoperability of networked radio components.  

As overall TmNS Concepts of Operation and usage details mature, RF Data Link Layer 

functionality has been updated to better support the needs of the RF Network subsystem.  This 

paper has presented an overview of the current RF Data Link Layer architecture and protocols. 
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