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ABSTRACT 

Modern test programs require an increase in sensor and bus data while at the same time seeking a 

decrease in the size and price of data acquisition components.  Data archiving, which has been 

traditionally supplied via dedicated standalone hardware, is not exempt to this demand, but in 

many ways has not kept up with other instrumentation components in terms of flexibility, size, 

density and price.  

The archiving capabilities of a data acquisition system must be able to meet the changing needs 

of the customer.  This paper presents a Solid State Drive (SSD) based data recorder 

implementation that can be easily reconfigured to address the requirements of different 

applications, including traditional PCM based systems and contemporary network based systems.  

The paper identifies the requirements, design challenges, trade-offs and risks in creating a low-

cost, flexible data archiving subsystem that can be used in a standalone configuration or be 

directly integrated with a host data acquisition system. 
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INTRODUCTION/REQUIREMENTS 

The platform (any vehicle: whether military or commercial: aircraft, ship, etc.) community 

continues integrating commercial-off-the-shelf (COTS) technologies into onboard applications; 

for example, the use of standard network technologies such as Ethernet for communication 

infrastructure.   These COTS solutions not only offer low cost, but also have other advantages 

such as higher performance, excellent scalability, and good technical support.  Unlike typical 

commercial applications however, these platforms typically pose stringent requirements on 

reliability, predictability, and efficiency, requiring that these COTS solutions be customized to 

meet application requirements. 

Archiving/data recording can also take advantage of advancements in COTS products.  SSD 

technology has seen a dramatic increase in performance over the past decade, driven mostly by 
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the need for use in ever smaller, more powerful laptop and other commercial devices that require 

gigabytes worth of storage.  These performance characteristics addressed over this period include 

higher density, higher throughput and better reliability.  L-3 TE has developed a recorder module 

for its NetDAS Data Acquisition System that can be easily reconfigured to address archiving 

requirements for different customer needs.  

In this paper, the design and implementation of the L-3 TE NetDAS Recorder Module (NRM), 

which is capable of recording data from either traditional PCM or network sources, is presented.  

Both sources are supported because while there are many initiatives to move to network systems 

(e.g. iNET amongst others), there are many users who require traditional PCM. This paper 

includes an overview of the supported archiving modes, the architecture of the NRM hardware, 

and the associated application software. 

HARDWARE DESIGN 

Requirements/Power Analysis 

The recorder required the following interfaces and functions: 

 A backplane interface that enables compatibility with the existing NetDAS module stacking 

system.  This interface provides power, control, sampled data, as well as the source of 

internal PCM data.  This allows the module to be used as a standalone recorder or be directly 

integrated into a data acquisition system. 

 Multiple Serial Advanced Technology Attachment (SATA) interfaces to provide support for 

up to 1 Terabyte (TB) in storage in the near future; this target density would be based upon 

the selection of a specific media type whose criteria would include physical form factor size, 

available and future densities, ruggedization (both thermal and vibration) and throughput. 

 A Gigabit Ethernet Interface with IEEE-1588 Precision Time Protocol (PTP) support for data 

access, control and highly accurate timing 

 Serial ports for host control and software development 

 Selectable Internal or External PCM Data Source 

 Network Data Source  

 Power Consumption target of 4-5 Watts to minimize heat dissipation and impact. 

 Operation over the standard industrial temperature range (-40⁰C to +85⁰C).  This in itself 

would have an impact on the design, as many of the higher density SSD drives are only 

commercially temperature rated due to Multi-Level Cell (MLC) architecture. 

 

Design Considerations – Processor Selection 

Processor selection was critical to the design.  L-3TE has significant experience with PowerPC 

over a number of different data acquisition applications and wanted to build upon those skills, 

but it was difficult to find an embedded processor that would meet all of the functional, 

environmental and size requirements - a processor that supported as many of the requirements as 

possible was needed.  After a review of the existing and new PowerPC devices, the Freescale 

P1022 processor was chosen as it met many of the technical requirements. 

 It supports multiple Gigabit Ethernet interfaces, 2 SATA interfaces, multiple serial ports, 

I2C, DDR2 memory, IEEE 1588, and a Local Bus within a single package. 
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 The Local Bus was necessary to interface to a FPGA that implements the logic to interface to 

the TE Bus, PCM inputs and other miscellaneous logic. 

 The major risk of the project was power consumption and dissipation. When chosen, the 

Freescale P1022 was still in the prototype phase of development but Freescale’s power target 

was aligned with the target goal. Lab testing indicates that we have achieved our initial goal 

of 4-5 Watts.  

Design Considerations – Electrical 
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Recorder Controller NRC-801 PCB Functional Block Diagram 

The figure above is the block diagram for the PCB Design of the NetDAS Recorder Controller 

Module (NRC) that consists of the following key components: 

 Freescale P1022 Processor 

 Xilinx Spartan6-LX45T (324 pin BGA) 

 PROM for FPGA (BGA) 

 2 - 128M x 16 DDR2 RAM  (BGA) To enable compatibility with the existing systems, the 

module needed to be designed to occupy a footprint of 3.2” x 1.7”.  

 128M x 8 FLASH (BGA) 

 GigE PHY VSC8601 (TQFP) 

 TEBus backplane buffers 

 PCM interfaces  

 Power Supplies for 1.0, 1.2, 1.8 and 2.5V 
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Design Overview – Implementation 

The NRC can be simply considered an application specific computer that provides a combination 

of standard and unique interfaces, including: 

 SSD disk operation: The primary purpose for the recorder is to store Gigabit Ethernet or 

PCM data on up to 2 SSD drives. The PCM rate is to 30 Mbps, while the minimum network 

speed is 50 Mbps.  Simultaneous read and write access was mandatory. 

 Gigabit Ethernet and IEEE-1588 Support: The Freescale processor provides integrated 

support for both functions. 

 RS-232 Interfaces: COM0 is the OS console; COM1 was to be reserved for future use.  

 PCM interfaces: Two PCM interfaces will allow capture of PCM data from either the TEBus 

or an external connection.  

Design Overview – Mechanical 

1.8” SSD technology was chosen as it satisfied a number of key requirements: low cost per 

gigabyte (GB), a large number of product vendors, and most importantly, the device form factor 

suited the NetDAS module footprint.  Other choices that were considered during the analysis 

phase included CompactFlash (both standard IDE and the newer CFAST devices) and 2.5” SSD.  

The latter was not selected because the size could not be accommodated; standard CompactFlash 

was rejected due to density limitations and performance; CFAST (CompactFlash with a SATA 

interface) was an interesting possibility as it addressed the performance issues of the older 

technology, however density was still a problem.  These devices are available in both Single 

Level Cell (SLC) and Multi Level Cell (MLC) architectures with a wide variety of densities.  

The NRM architecture was designed to allow for two SSD devices to be configured in a single 

recorder, thus allowing for the target maximum storage density to be nearly met in a very small 

configuration.  

 

The architecture of the NRM is such that it incorporates one (NRC) controller and a maximum of 

two NetDAS Media Modules (NMM), which is dependent upon the user’s total memory capacity 

requirement.  The NMM is simply a module to provide the housing for the SSD, and includes an 

integrated, thermally controlled heater for operating commercial SSD devices below 0⁰C. 

 
 

Recorder Mechanical Configuration 

The images above are the 2 views of the SSD modules connected to a Controller module; the 

first is the unit in the housing, and the second image is the PCB interconnects.  The two media 

modules are shown on the left hand side. This modular configuration allows a user to buy a 
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single NMM and then add the second at a later time should memory requirements increase. Due 

to the size of the SSD drive, the SSD modules are slightly taller (3.2 x 2.8”) than the standard 

NetDAS product.; However, since they do not require the I/O connector and cabling mate like 

the standard data acquisition modules, this additional height will have additional no impact on 

the user’s installation. 

SOFTWARE DESIGN 

Embedded Software  

The Recorder is able to take data from various sensor and bus inputs in a NetDAS system and 

record them to its media in packetized or block format. PCM is the primary format used by the 

telemetry industry and is one of the input sources that the recorder supports. The recorder is 

designed to be used in a number of different applications that requires different configuration 

mechanisms. There are two typical use cases: 1) the recorder is used standalone, in which it is 

configured directly by the host software via a network connection; or 2) the recorder is used as a 

module in a stacked DAS unit. The recorder hardware and software are capable of supporting 

both interfaces seamlessly which gives the test engineers the flexibility to configure the systems 

based on their needs.  

The recorder software archive format was predicated upon the use of IRIG/RCC 106 Chapter 10, 

due mainly to the availability of off-the-shelf software tools. When the input to the recorder is 

PCM, Chapter 10 PCM format becomes the natural choice for the recording format. Moreover, 

depending on the module framer and decommutation function, the PCM data can be organized at 

different packing mode and alignment mode. When the input to the recorder is network data 

traffic, the recording format can be either the standard Chapter 10 Ethernet format or a processed 

Chapter 10 network format depending on the test environment. 

The integrated Network Enhanced Telemetry (iNET) program has emerged as an industry 

leading program to manage the modern network based telemetry tests. The program creates 

standards to describe a Telemetry Network System (TmNS). The TmNS protocol organizes the 

data into a TmNS message as the payload of a TCP/UDP packet, in which a TmNS message has 

its own header and payload.  

A standardized eXtensible Markup Language (XML) based test description language, Metadata 

Description Language (MDL) is used to describe the test configuration and requirements. The 

MDL standard allows the user to specify the data selection criteria as the combination of any of 

the following fields: data transport attributes, the message identification, package identification, 

measurement identification and user specified fields anywhere within a TmNS message. When 

this iNET data filter requirement is translated into generic network terms, it becomes evident that 

the recorder shall be able to filter out the data by some transport attributes in the packet header 

and some data segments with fixed offset in packet payload.  

Configuration files are used to carry the configuration parameters to the recorder. Three types of 

configuration files are supported by the recorder.  An XML-based setup file in L-3 defined 

language; a MDL Instance Document standardized by the iNET program; and a Telemetry 

Attributes Transfer Standard (TMATS) file that complies with IRIG-106 Chapter 9 standard. L-3 

setup files are used as the primary configuration purpose.  
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When in Chapter 10 PCM recording, the TMATS file is required to be inserted into the recorded 

file. In iNET test environment, the MDL Instance Document is required to contain the iNET 

related configuration information. The protocol used to deliver the configuration files may be 

different per configuration scenario.  For example, an L-3 setup file can be sent to the recorder 

using an L-3 defined proprietary Data Distribution Network (DDN) protocol while the MDL 

Instance Document is usually sent to the recorder via industry standard SNMP interface. 

However, despite of these differences, the configurations share a set of common attributes that 

control the recorder tasks. The next figure shows a layered software design that isolates the 

interface complexity to the top level application modules while keep the engine modules simple 

and focus on the real work. 

Along with flexible configuration mechanisms, the recorder supplies multiple control and status 

channels. A set of discrete IOs enables the user to initiate the essential operations such as 

start/stop recording, erase, declassify and BIT as simple as flipping a button that is wired into the 

cockpit. Corresponding LEDs indicate the operation status intuitively with a dedicated LED to 

warn of a faulty condition. As discussed in the configuration setup, the control and status can go 

through the backplane via TEBus or a network.  

Data delivery in most network based telemetry tests is latency and throughput critical. In these 

tests, the data is usually sent via UDP/IP multicast. The recorder can be configured as a multicast 

receiver in these tests. However, there are cases that reliability is more critical than the 

throughput, thus TCP is used in the data delivery. In these cases, the recorder should act only as 

a sniffer in order not to interrupt the test data flow. 
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OS Selection 

Linux OS is selected to run recorder applications on the  recorder module. Linux code is based 

on the standard distribution of kernel version 2.6.36, with some modifications made to the 

Ethernet, and other drivers to make it work on the target (recorder module) and its Freescale 

processor. The benefits of using Linux as OS include maturity, stability, tailorable, reliable, 

effective, open source and usage in a number of real world embedded applications. 

File system type selections 

On-board flash memory is used for Linux OS kernel and file system. To provide fast and reliable 

way to update the recorder software and, if necessary, system applications, JFFS2 file system 

was selected as a file system. JFFS2 is well supported in Linux and specially designed for in-

flash file systems. It is aware of the restrictions imposed by flash technology and operates 

directly on the flash chips, thereby avoiding the inefficiency of having two journaling file 

systems on top of each other.  

 

The on-board flash memory reserved for the file systems has been divided into two 

partitions:  

 The root file system contains directories with system applications that are needed for 

proper Linux OS functioning. During normal operation, root is always mounted as 

read-only in order to minimize the chances of corruption.   

 The application file system is used as persistent storage for recorder applications, 

configuration files, log files etc.   

Native to Linux, the EXT3 file system was selected for storing recorder data on the removable 

media module. This file system is mature, robust and widely supported (including third party 

applications for Windows). This, combined with a card reader, allows the media to be removed 

from the NMM and read externally.  

Root files system and System Applications 

To minimize space used by system applications without limiting functionality, the recorder uses 

BusyBox as a set of system utilities. BusyBox combines tiny versions of many common UNIX 

utilities into a single small executable. It provides replacement for most of the utilities usually 

find in fileutils, shellutils, etc. which makes it attractive for embedded systems. The utilities in 

BusyBox have fewer options; however, the options that are included provide the expected 

functionality and behave very much like their GNU counterparts.  

Modular Design and Multithreading  

To improve system performance and support faster response time for key functions, the recorder 

software is partitioned into following core modules, processes and drivers: 

 Process Manager (PM) 

 OAM (operations, administrations, maintenance) Manager (OAM) 

 Recorder 

 Playback 

 PTP Manager 
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 Volume Manager 

 DDN Manager 

 iNET manager with SNMP agent (SNMP) 

 FPGA driver with interfaces to TEBus, DIO, and Time synchronizer 

 

All processes are running on the user level of Linux OS. All drivers are running as kernel level 

drivers in the Linux OS.  

Process Reliability  

Modular design helps to increase system reliability.  This segmentation ensures that the 

processes will continue to operate should any process fail, minimizing the impact on the overall 

system functionality. The system Process Manager (PM) performs the task of monitoring the 

health of the application processes; if any process fails to respond to several “Keep Alive” 

requests from the PM, the non-responsive process will be restarted to minimize down time and 

eliminate the need for the user to manually reboot the module or system. 

Inter-Process Communication Mechanism 

Process Message Interface (PMI) is designated to provide exchange of command requests, 

command responses and information messages across recorder components. PMI utilizes inter-

socket communication interface provided by Linux OS in order to transfer messages across 

processes, running as part of recorder application on the same processor. For this purposes, 

Linux domain sockets are used.  They are fast, reliable and provide message delivery 

confirmation. 

Custom FPGA Driver, Concurrent Access and Synchronization 

FPGA has the following major tasks: 

 Telemetry data acquisition via proprietary TEBus 

 Digital IO (DIO) 

 TEBus time synchronization 

 A single Linux OS FPGA driver handles all FPGA interfacing and was designed as a 

loadable Linux Module. This approach leaves the Linux kernel unmodified and simplifies the 

FPGA driver. Multiple locking mechanisms were implemented to ensure consistent and 

singular access to the FPGA; IOCTLs were used for low-priority tasks such as LED control, 

while memory mapped file mechanisms were employed as they are efficient in data delivery 

from kernel space to user application.  

Volume Management 

Volume Manager is responsible for providing physical SSD drive management and initialization.  

It starts its execution with initializing communication between partner processes and registering 

a set of user commands associated with itself. Volume Manager then enters the infinite 

residential loop where all processing assigned to Volume Manager is performed. Volume 

Manager executes the following functions: 

 Performs new media initialization 

 Performa media file system integrity check and automatic error fix if possible. 
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 Performs automatic and on-demand media mount/dismount. 

 Notifies Player and Recorder Process when new media become available. 

 Notifies Player and Recorder Process to stop using media before it has been unmounted.  

 Provides media declassification on request 

Recorder Process 

The Recorder Process is responsible for acquiring data from the user selected input source 

(internal or external PCM, network) and saving it on the NMM for later analysis or playback.   It 

performs the following functions: 

 Accepts Start/Stop requests from the Digital IO source or from the GUI. 

 Checks for free space availability on selected media before each writing session. 

 Automatically switches to the next available media if no sufficient free space available on 

current media or selected media became unavailable. 

 Accepts requests from Volume Manager for media removal, immediately terminates writing 

session and switches to the next available media if available. 

 Performs telemetry data archiving in Chapter 10 format.  

 Provides internal buffering before writing to the media for lossless storing.  

TmNS Message Playback  

Player Process is responsible for providing data stored on the NMM to the network interface.. 

Playing back recorded data does not affect recorder’s ability to perform its main function – 

acquiring and storing telemetry data.  It performs the following functions: 

 Established RTSP sessions and accepts Start/Stop commands from it. 

 Provides recorded data streaming via RTSP protocol to remote player software. 

 Accepts requests from Volume Manager for media removal, immediately terminated playing 

back if selected media  is about to be removed from the system. 

 Provides internal data buffering for continuous real-time playback.  

 Performs data playback from Chapter 10 format.  

Time Synchronization 

Precision Time Protocol (PTP) Manager is responsible for providing time synchronization 

between multiple units in the system. If configured as a slave, it constantly checks master clock 

for validity and automatically switches to the next available clock in the system when master 

clock fails.  The PTP Manager performs the following functions. 

 Notifies Recorder Process when time has been synchronized. 

 Performs IEEE-1588 or IRIG hardware timer adjustment in order to maintain 

synchronization accuracy. 

 Supports either PTP Version 1.1 or PTP Version 2 protocol.  

PTP and IRIG time synchronization 

Depending from configuration, PTP manager may use either IRIG or IEEE-1588 as the source 

for time synchronization. 
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 When IEEE-1588 selected as a time source, then FPGA uses the clock from the IEEE-1588 

module and will synchronize internal time counters by 1PPS signal from 1588 module. 

 When IRIG selected as a time source, 1588 module will synchronize its counters with 1PPS 

signal from FPGA. 

 Incoming PCM stream will be time stamped by FPGA according to selected time source. 

External Software 

External software is an import integral part in a complete recording solution. Because of the 

flexible configuration and control mechanism design, a wide range of external software can be 

used to interface with the recorder. The L-3 test management tool Vista TEC is the software that 

can host most configuration and control/status functions. It can communicate to the recorder 

module in a NetDAS stack via TEBus through the NetDAS controller. It can also reach to the 

recorder directly via network connection. And most importantly, it can generate TMATS file 

using the test setup information for the insertion by the recorder. When the recorder is asked to 

playback, Vista TEC can extract the PCM data from the network packet and restore the PCM 

stream in various graphical displays.  When the Vista TEC has a database that describes the 

PCM content, Chapter 10 Reports tool provided by Vista TEC can be used to extract individual 

measurements from user defined time slices. 

As an iNET enabled recorder, any SNMP client software should be able to communicate with the 

recorder to perform the basic configuration and control/status tasks. However, a TmNS system 

manager with SNMP capability and additional test knowledge is recommended since this 

manager needs to assume the role to oversight the test requirement. The recorder playback is 

performed via RTSP protocol. Any RTSP capable client software can be used to manage 

playback. 

Other non-integrated means for accessing recorded data include extraction of the device from the 

recorder and installation into a card reader, or simple FTP access using the gigabit Ethernet port. 

SUMMARY 

In this article, a shared hardware platform approach to implement a flexible data storage 

capability that can address different data sources has been described.  The shared hardware 

platform reduces the development cost and lead-time, while the embedded software is able to 

effectively handle the distinct requirements of the selected input data source and overall 

application implementation.  That is, the user can acquire the recorder for traditional PCM 

applications, and is ready for new networked based applications with no additional modifications 

or customization.   

We believe that such solution is cost-effective and reduces the product development cycle by 

building new system on top of common, proven hardware platform and adapting the software to 

the specific requirements.  We hope that further use of this framework will identify its strengths 

and limitations in the future, including potential conversion for other data acquisition purposes. 




