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ABSTRACT

Data security is becoming increasingly important in all areas of storage. The news services
frequently have stories about lost or stolen storage devices and the panic it causes. Data security
in an SSD usually involves two components: data protection and data elimination. Data
protection includes passwords to protect against unauthorized access and encryption to protect
against recovering data from the flash chips. Data elimination includes erasing the encryption
key and erasing the flash. Telemetry applications frequently add requirements such as write
protection, external erase triggers, and overwriting the flash after the erase. This presentation
will review these data security features.
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INTRODUCTION

Data security is important in all areas of data storage from enterprise to industrial applications
such as telemetry. The news services frequently have stories about data security breaches; while
many are related to network attacks, some are due to lost or stolen storage devices such as Hard-
Disk Drives (HDDs) or Solid-State Drives (SSDs). (Virtanen, 2014) Data security in modern
Solid-State Drives (SSDs) can help mitigate the risk of compromised data. It consists of two
main components: data protection and data elimination. These two items may sound like
opposites, but they both provide data security through different mechanisms. The goal of data
protection is to keep data from unauthorized access by using passwords and encryption; the goal
of data elimination is also to keep data from unauthorized access by erasing the encryption key
and most likely erasing the actual data as well. In addition, telemetry applications frequently
require additional data security elements such as write protection, external erase triggers, and
possibly overwriting the data after the erase. These data security features of an SSD contribute
to an overall robust security design for an entire telemetry system.

1. DATA PROTECTION

The first step of data security is data protection. The objective of data protection is to prevent
the data from being accessed by unauthorized users. If an adversary acquires a drive containing
confidential data, then data protection attempts to prevent the adversary from being able to
access that data. Two main components of data protection are passwords and encryption. In
addition, telemetry applications frequently require write protection to prevent collected data from
accidental overwrite during post processing.

1.1 PASSWORDS

A password on a drive is analogous to a combination lock on a
storage shed. The lock prevents access to the items in the storage
shed until a user provides the correct combination. In a similar way, a
password on a drive prevents access to the data items stored on the
drive. A user must provide the correct password in order to read or
write the data. One difference is that the user must remember to
return the combination lock when finished accessing the items in the
storage shed; however, a drive automatically locks and requires the
password again after a hardware reset, such as a power cycle.

The password on a standard ATA device is 32 bytes long and each byte can contain one of 256
possible values; the odds of a random guess being the correct password are 1 in 256°%or 1in 1.16
x 10”7, However, some systems use an ASCII-based password system with letters, numbers and
symbols that can be typed on a keyboard; this limits each byte to contain one of 95 possible
values which has odds of random guess being correct as 1 in 95°% or 1 in 1.94 x 10%. In addition,
the ATA standard allows for 5 attempts to unlock the drive with an incorrect password; after
that, the drive must be reset before the drive accepts additional unlock attempts. Therefore, with



the simple act of setting a password on a drive, the data is protected against basic attempts to
read or write data if the drive is ever lost or stolen.

1.2 ENCRYPTION

Most SSDs today are self-encrypting drives (SEDs) meaning they automatically create an
encryption key, keep the encryption key safe from prying eyes, and encrypt the data without any
intervention needed from the user or the host system. This implies that the user or the host does
not need to manage the encryption key (or keys on multiple drives), and also the host system
does not need to spend CPU cycles encrypting the data it writes to the drive, and decrypting the
data it reads from the drive. Another added benefit to a self-encrypting drive is the ability for the
drive to erase the encryption key within milliseconds making the data virtually unrecoverable (up
to the strength of the encryption key).

If the user of the drive loses possession of the drive (or a laptop containing the drive) before the
encryption key is erased, then the encryption does not protect the data unless the user also set a
password on the drive to restrict read/write access to the data; without a password, the adversary
has direct access to the data just as the original user has access. With a password set, an
adversary is limited to attempting to break the password, or attempting to remove flash chips.
Removing flash chips has additional difficulties; due to the wear-leveling involved in SSDs, as
the host writes data to logical blocks addresses, the drive stores the data in seemingly random
locations on the NAND flash.

- On an SSD without encryption, the adversary would be able to
read the data directly off of the individual NAND flash chips,
but then must attempt to piece the data sectors in the correct
order much like a jigsaw puzzle. Alternatively, on an SSD
with encryption, the adversary would not be able to read the
data directly, and would need to break the encryption in
addition to attempting to piece the data sectors into the correct
order; this situation is analogous to putting together a jigsaw
puzzle where all the puzzle pieces have the picture distorted
and are unrecognizable.

1.3 WRITE PROTECTION

An additional data protection feature needed for some telemetry systems is to write protect the
data, or make the entire contents of the drive read only. This feature can be used to protect
collected data during post processing, or to protect map data during a flight. Some write
protection systems require the host to send a non-standard, vendor-specific command to the drive
which may or may not be readily possible with all operating systems. Other write protection
systems utilize a jumper shunt across two external pins; some implementations have the pins
shorted with the shunt present for write protect mode, while other implementations have the pins
open with no shunt present for write protect.



2. DATA ELIMINATION

Another important aspect of data security is data elimination. The objective of data elimination
is to eliminate the data. If an adversary acquires a drive containing confidential data, then data
elimination attempts to remove the data before the adversary has a chance to access that data.
One distinction between data protection and data elimination is that data elimination must be the
last step before the adversary obtains the drive; otherwise, it is too late. The main component of
data elimination is erasing the encryption key on an SED and possibly the data itself. Again,
some telemetry applications require additional features such as an external hardware trigger to
initiate the elimination process and a method to overwrite the data to comply with various
agency requirements.

2.1 ERASING

The first step of data elimination for an SED is to erase the encryption key. Upon receiving the
erase command, an SED will automatically complete this step within milliseconds and render the
data virtually unrecoverable (up to the strength of the encryption key). This step is frequently
referred to as crypto or cryptographic erase. Be aware that the actual data still remains on the
storage medium, although it is stored encrypted without any trace of the encryption key.

Some SSDs follow the crypto erase with a block erase that
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and have the exact same blank picture.

2.2 OVERWRITE

For several agencies, such as the Inter-Range Instrumentation Group (IRIG), a crypto or block
erase is not sufficient. These agencies also require that the drive overwrite the data blocks with
another pattern, either random or known, in an attempt to eliminate any trace of the data from the
storage medium. For example, IRIG 106-13, Chapter 10, requires that the drive overwrite the
blocks with two separate patterns: 0x55, then 0xAA; in addition, the specification requires that
all blocks of memory shall be processed with no exclusions for any reason. (Telemetry Group,
2013)



2.3 EXTERNAL ERASE TRIGGERS

An additional data elimination feature needed for some telemetry systems is external erase
triggers; rather than initiate an erase sequence using software commands, some telemetry
systems must be able to erase based on a push button or some other electrical switch. This
external trigger is usually two external pins that initiate an erase sequence when connected
together or when connected to a power source, depending on the SSD product. Some SSDs have
these external pins on or near the host SATA connector, while other SSDs have these external
pins on the opposite end of the drive.

2.4 QUESTIONS TO ASK

When implementing data elimination in a telemetry system, a designer should keep the following
questions in mind.

1. Does the SSD erase just the encryption key (crypto erase), or erase data blocks (block
erase)?

a. If the SSD erases data blocks, then which data blocks does it erase: just blocks
that contain mapping information, or blocks that contain user data, or the entire
contents of all NAND flash chips?

2. Does the SSD overwrite the data blocks?
3. How does an end user know when the drive has completed the erase or overwrite

sequence?
a. Are there external LEDs that indicate various states, such as normal, erasing,
initializing?

b. Are there software commands (e.g., S.M.A.R.T. attributes) that convey progress?
4. Can the end user read the raw contents of the NAND flash chips to verify that the drive
eliminated their confidential data?

CONCLUSION

With all the security problems associated with lost or stolen drives, modern-day SSDs have
several data security features to protect against any crisis arising out of such a loss. The two
main components of data security are data protection and data elimination. Data protection,
consisting of elements such as passwords and encryption, keeps the data for use only by the
intended users. Data elimination, consisting of elements such as erasing and overwriting data,
removes the data so that no one can access the data, not even the intended users. Telemetry
systems can use these data security features along with additional features such as write
protection and external erase triggers, to complete a system design that can pass the scrutiny of
an information assurance security officer.
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NOMENCLATURE

ATA or Advanced Technology Attachment: An interface standard from TI13

(http://www.t13.0org/) for storage devices typically using a parallel bus (PATA), or serial bus
(SATA).

Flash: A non-volatile memory device using an array of transistors each with a floating gate to
store a charge

GB or Gigabyte: 10’ bytes
HDD or Hard-disk drive: Traditional data storage device using rotating, magnetic platter.

MLC or Multi-Level Cell: A flash technology which stores more than one bit per transistor cell
by using more than two voltage levels on the floating gate; most commonly referred to two bits
per cell using four distinct voltage levels

NAND: A high-density flash device usually with defect blocks marked by the factory; read and
write operations must be done at a page level (several kilobytes), and erases done at an erase
block level consisting of several of pages

SATA or Serial ATA: A storage bus interface where the data is transferred serially rather than
through parallel data wires as in previous generations.

SED or Self-Encrypting Drive: A storage device that automatically encrypts all data written to
the storage medium and decrypts all data read from the storage medium. No user or host
intervention or support is necessary to manage the encryption key or perform the encryption.

SLC or Single-Level Cell: A flash technology which stores one bit per transistor cell by using
two distinct voltage levels on the floating gate.

S.M.A.R.T. or Self-Monitoring, Analysis, and Reporting Technology: A standard protocol for a
host system to retrieve information about the drive status and health.

SSD or Solid-State Drive: A data storage device typically using the same form factors as
traditional hard disk drives, but without the moving parts. An SSD typically stores data in SLC
or MLC NAND flash.

TB or Terabyte: 10" bytes





