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ABSTRACT

A spacecraft complying with the CCSDS Packet Telemetry standard generates telemetry
data as a stream of packets. Generally, each packet has different requirements for data
transfer characteristics (such as delay and reliability). These requirements are called
Quality of Service (QoS) requirements. This paper proposes an extension to the CCSDS
Packet Telemetry standard to specify QoS requirements of each packet. The method
proposed in this paper is to associate with each packet (1) a level of delay tolerance and
(2) a level of loss tolerance. This paper shows how packets should be handled based on
this QoS information, and demonstrates that most of the QoS requirements for telemetry
data transfer can be met by using this information. This paper also addresses some topics
for future investigations.
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INTRODUCTION

The Packet Telemetry standard ([1] and [2]) developed by the Consultative Committee for
Space Data Systems (CCSDS) has been used by many spacecraft for sending telemetry
data to the ground. It provides users with flexible telemetry transport services using a
standard data unit known as the CCSDS packet. Spacecraft payloads generate telemetry
data as a stream of CCSDS packets. Generally, each packet has different requirements for
data transfer characteristics. For example, housekeeping data should be transferred with a
minimum delay but can tolerate occasional data losses. Memory data cannot tolerate any
loss of data but usually tolerate some delay. These kinds of requirements are called Quality
of Service (QoS) requirements.

This paper proposes an extension to the CCSDS Packet Telemetry standard to specify
QoS requirements of each packet. In ground computer networks, QoS requirements of a



packet are usually translated into a priority of the packet, and its value is included in the
packet header. The priority value of packets is used to determine which packets should be
transferred first and which packets should be discarded from a buffer when the buffer
becomes full. With this method, a high priority packet is transferred with a smaller delay
and a smaller probability of loss. For transferring telemetry data, however, this strategy is
not always sufficient because the tolerance to delay does not always coincide with the
tolerance to loss. The solution proposed in this paper is to associate with each packet (1) a
level of delay tolerance and (2) a level of loss tolerance. This QoS information is included
in the secondary header of the packet or in a portion of the Application Process ID field of
the primary header of the packet. This paper shows how packets should be handled based
on this QoS information, and demonstrates that most of the QoS requirements for
telemetry data transfer can be met by using this information in the packet header. This
paper also addresses some topics for future investigations.

QUALITY OF SERVICE REQUIREMENTS FOR TELEMETRY
DATA TRANSFER

In a spacecraft complying with the CCSDS Packet Telemetry standard ([1] and [2]),
onboard payloads generate telemetry data as a stream of CCSDS packets. A packet
generally corresponds to a set of data which should be handled by an application program
as a single unit. Typically, a packet contains a set of sampled data measured at an instance,
(a portion of) an image, or (a portion of) a file. A packet is identified by an APID
(Application Process ID) and a sequence count, which are contained in the primary header
of the packet. An APID identifies an application process onboard the spacecraft.

Packets generated by payloads are collected by the central data handling system (CDHS)
of the spacecraft (see Figure 1). The CDHS transmits the collected packets to a ground
station (GS), or stores them for transmission to a ground station at a later time. When the
CDHS transmits packets to a ground station, it multiplexes packets received from payloads
according to a prescribed algorithm, and generates a stream of transfer frames. The CDHS
may generate multiple streams of transfer frames (each of these streams is called a virtual
channel or VC) and multiplex them into a single stream of transfer frames to be transmitted
to a ground station. At the ground station, packets received from the spacecraft are either
delivered to the user (typically the control center of the spacecraft) in real-time or stored in
a temporary storage device and delivered to the user at a later time to save the bandwidth
of the ground network.



Figure 1 – Typical spacecraft data system configuration

Each packet has different transfer requirements in traversing the data system of Figure 1.
For example, packets containing housekeeping (HK) data should be transferred from the
payload to the control center with a minimum delay but can tolerate occasional data losses.
Packets containing computer data cannot tolerate any loss of data but usually tolerate some
delay. These kinds of requirements are called Quality of Service (QoS) requirements.

In the field of computer networks, engineers are developing communication protocols
which can meet various QoS requirements primarily for supporting multimedia
communications. The most common method to date for specifying the QoS requirements
of a packet in computer networks is to use a priority field in the packet header [3]. The
value of the priority field of a packet shows how important the packet is. This field is used
by the network to determine which packets in a buffer should be processed first and which
packets should be discarded when a buffer becomes full. With this method, a high priority
packet is transferred across the network with a smaller delay and a smaller probability of
loss than a low priority packet.

For transferring telemetry data from the payload to the ground user, however, a simple
priority is not sufficient in many cases because the tolerance to delay of a packet does not
always coincide with the tolerance to loss of the packet. For example, HK packets should
be transmitted with a minimum delay when they are used to control the spacecraft in real-
time, but occasional losses of HK packets are usually tolerated because HK data has some
redundancy. Therefore, HK packets have a low level of tolerance to delay and a high level
of tolerance to loss.

Most of the QoS requirements of telemetry packets can be expressed with the combination
of delay tolerance and loss tolerance. Some examples of QoS requirements of telemetry
packets are shown in Table 1. As explained above, HK packets have a low level of
tolerance to delay and a high level of tolerance to loss. Packets containing messages or



reports generated by payloads or subsystems (e.g., operation logs, event notification
messages, anomaly reports, etc.) must be transferred to the ground user as quickly as
possible, and any loss of such packets is not allowed. Therefore, these packets have a low
level of tolerance to delay and a low level of tolerance to loss. Science data obtained from
a once-in-a-lifetime observation (e.g., a comet flyby) cannot be lost, but may tolerate some
delay. Such packets have a high level of tolerance to delay and a low level of tolerance to
loss. On the other hand, science data obtained from a routine observation may be lost if
redoing the observation is not difficult. Such packets have a low level of tolerance to delay
and a low level of tolerance to loss.

Table 1 – Examples of QoS requirements

Low Loss Tolerance High Loss Tolerance
Low Delay Tolerance Messages, Reports Housekeeping (HK) data
High Delay Tolerance Once-in-a-lifetime science data Routine science data

Memory data

Each of the QoS parameters of Table 1has only two levels (i.e. low and high) and there are
only four QoS categories. However, to meet QoS requirements more flexibly, more levels
(e.g., 8 or 16) may be required for each parameter.

AN EXTENSION TO THE CCSDS PACKET TO SPECIFY QOS PARAMETERS

Various QoS requirements of telemetry data are met by using the capability of virtual
channels. In most implementations, each virtual channel is assigned a priority level or a
minimum bandwidth, and high priority packets are inserted into virtual channels with high
priory or large minimum bandwidths. A transfer frame of the virtual channel with the
highest priority is transmitted first when multiple frames are ready to be transmitted.
Mapping between packets and virtual channels are usually static and a virtual channel is
assigned to a payload, a group of payloads or a data recorder. In this case, priority is
statically assigned to payloads and data recorders.

This paper proposes to associate with each packet the QoS parameters described in the
previous section and to include them either (1) in the secondary header of the packet, or
(2) in a portion of the APID field of the packet. Figure 1 shows an example of the first
case and Figure 2 shows an example of the second case.



Figure 1 - Inclusion of QoS parameters in the secondary header (example)

Figure 2 - Inclusion of QoS parameters in the APID field (example)

The delay tolerance parameter indicates how much delay the packet can tolerate and is
used as a priority level when packets are multiplexed to be transmitted to the ground.
Packets with low delay tolerance are transmitted by virtual channels with high priority. In
this way, when a large packet with a high delay tolerance is being transmitted, a packet
with a low delay tolerance can be inserted in the middle of the large packet using a high
priority virtual channel. The delay tolerance parameter can also be used at a ground station
for selecting packets which should be transferred to the user in real-time if the bandwidth
of the network from the ground station to the user is smaller than the bandwidth of the
downlink from the spacecraft.

The loss tolerance parameter indicates how reliably the packet should be transferred and
used to determine which packets should be discarded from a buffer when the buffer is full.
This parameter is also used for discarding packets from a data recorder when the data
recorder is full. (It is assumed in this paper that the data recorder stores packets instead of
frames.) When packets are read out from a data recorder to be transmitted to the ground,
the order of read out is determined by a combination of the delay and loss parameters of
packets. An example is (1) first read out packets with low delay tolerance and low loss
tolerance, (2) then read out packets with low delay tolerance and high loss tolerance, and
so on. The loss tolerance parameter is not for guaranteeing that a packet is never lost
during transfer. That kind of guarantee should be achieved with a protocol with a
retransmission capability, which is not discussed in this paper.



The benefit gained by specifying QoS parameters for each packet is that the application
process can determine the QoS requirements for each packet based on the current status of
the application process. For example, when a subsystem is in a stable condition, the
housekeeping data of the subsystem is not significant. When a subsystem is detecting an
anomaly or something unusual, however, the housekeeping data of that period is important.
Therefore, by specifying QoS parameters for each packet and by using the QoS parameters
of packets for multiplexing packets and for managing onboard data recorders, the
downlink (return link) bandwidth and onboard storage capacity can be utilized more
efficiently, and spacecraft operations on the ground can be performed more efficiently.

If the secondary header is used for carrying the QoS parameters and if an application
process generates packets with the same APID and different QoS parameters, the order of
packet generation may not agree with the order of packet delivery. Since the sequence
count field of packets, which should be incremented continuously, is used for detecting
missing packets, capability for detecting missing packets at some points of the data system
may not work properly or may have to be modified in this case.

FUTURE WORK

There are some variants of the method proposed in this paper, and comparison among
variants should be made. This paper proposed to express QoS requirements of each packet
with two parameters (delay tolerance and loss tolerance), but more parameters may be
required to specify QoS requirements more precisely. Or, it may be more useful if QoS
requirements are specified by QoS types instead of specific parameters like delay tolerance
and loss tolerance. How to handle packets of each QoS type will be specified by a
descriptive algorithm and programmed into the CDHS of the spacecraft.

A possible extension to this proposal is a method for dynamically reserving resources such
as downlink bandwidth and data recorder capacity. When a payload detects something
important and wants to quickly transmit a certain amount of data to the ground or reliably
store a certain amount of data in the central data recorder of the spacecraft, such a method
may be useful. In the Internet community, a protocol for reserving resources is being
studied [4].

Another point which should be considered about this proposal is whether this should be a
CCSDS standard. When a spacecraft carries payloads of multiple organizations, such a
standard will facilitate development of the spacecraft and payloads. When ground
networks of multiple space agencies are connected, such a standard will facilitate timely
transfer of packets through the entire network.



This study is still at a preliminary stage, and the topics described above will be
investigated in the near future.

CONCLUSION

This paper proposed an extension to the CCSDS Packet Telemetry standard to specify
QoS requirements of each packet. The method proposed in this paper is to associate with
each packet (1) a level of delay tolerance and (2) a level of loss tolerance. This paper
showed how packets should be handled based on this QoS information, and demonstrated
that most of the QoS requirements for telemetry data transfer can be met by using this
information. ISAS is doing investigations for applying this method to future deep space
missions to achieve efficient usage of the downlink bandwidth and onboard storage
capacity.
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