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625 MBIT/SEC BIT ERROR LOCATION ANALYSIS FOR
INSTRUMENTATION RECORDING APPLICATIONS

Thomas E. Waschura
SyntheSys Research Incorporated

ABSTRACT

This paper describes techniques for error location analysis used in the design and testing
of high-speed instrumentation data recording and communications applications. It focuses
on the differences between common bit error rate testing and new error location analysis.
Examples of techniques presented include separating bit and burst error components,
studying probability of burst occurrences, looking at error free interval occurrence rates
as well as auto-correlating error position. Each technique contributes to a better
understanding of the underlying error phenomenon and enables higher-quality digital
recording and communication. Specific applications in error correction coding emulation,
magnetic media error mapping and systematic error interference are discussed.
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INTRODUCTION

Bit error rate testing has been used for many years to evaluate the quality of a digital
recording or communications system. To make these measurements, test data is sent
through the channel under test and the output from the tested channel is compared with
the known test data. A count of inconsistencies (e.g. errors) compared to the total number
of bits sent into the channel is reported as the bit error rate.

BER = Number of Errors / Total Number of Bits (1-1)

Alone, bit error rate is a very rough measure of a digital channel and offers little in
diagnostic information. Today’s modern channels with sophisticated modulation, high
data rates and error correction code processing has demanded increased testing and
analysis capabilities. By studying the exact bit position of each error in a data stream,
analysis algorithms can be used to identify error profiles and relationships that are
otherwise hidden.



BIT OR BURST ERRORS

When first studying error characteristics of a digital channel, classification of errors into
bit or burst categories is particularly helpful. Large burst errors are typically caused by
different underlying physical phenomenon than smaller, more isolated errors. The first
step in separating bit and burst errors is to assign a length to all error burst events.
Classification of error burst event lengths can be done based on the separation between
errors. If the separation between one error and the next error is more than the maximum
allowable error free interval, EFImax, within a burst event, the one error is the “end” of the
current burst event and the next error is the “start” of the next event.

Changing this EFImax can dramatically effect the way errors are interpreted. A larger
EFImax will tend to group more errors together to form larger burst events. A small EFImax

requires that errors be more dense inside bursts and therefore make the burst error criteria
more strict. Once the length is established, errors inside error events with lengths longer
than the minimum burst length, BLmin, are classified as burst errors and all other errors
are non-burst errors.

Results of error characterization in a magnetic recording channel are shown in Figure 1.

Figure 1.

In this example, the burst error statistics vary over the length of the magnetic surface
while the non-burst error statistics remain very constant. This agrees with the physical
understanding of a nominally constant signal to noise ratio of the underlying digital
channel, head and media chemistry, and the unpredictable occurrence of cosmetic surface



defects. Degraded signal to noise ratio causes small isolated errors while surface defects
will inevitably cause larger burst errors.

Knowing the exact length of errors is also a diagnostic clue to the cause of a failure. If all
errors are precisely N bits long, finding the significance of N in the system under test will
typically lead to understanding how N bit long bursts can occur. The length of typical
error bursts and their probability is also a primary data point for designing error
correction coding systems.

Figure 2.

Figure 2 shows a histogram of burst lengths in a typical digital channel. There are less
longer error bursts compared to more frequent shorter error bursts. In order to calculate
the probabilities of error burst occurrence, Pburst , the number of burst events must be
normalized to the total number of bits handed to the channel.

Pburst = Number of Burst Events / Total Number of Bits (2-1)

During error correction coding and interleave design, this measurement is typically
integrated to show the cumulative probability of having any error event greater than or
equal to an event size.

SYSTEMATIC ERRORS

Once bursts are understood, the next step in analyzing a digital channel is to understand
systematic errors versus truly random ones. The probability of a truly random error in a



binary encoded channel can easily be derived. This is the conditional probability that an
expected 1 will be misinterpreted as a 0 and visa versa.

In truly random error environments, each error is completely independent. The
probability of having an error some number of bits away from another error is a
probability distribution function centered at BER-1 bits. This can easily be checked using
error location analysis. By auto-correlating error positions, a histogram can be computed
that shows the number of occurrences of errors at any bit distance away from a given
error.

Consider what happens to this graph when a systematic error occurs. In this case, errors
will tend to appear at an interval related to the systematic nature of the error. This interval
between errors will appear more frequently than any other interval. The auto-correlation
of error position will have spikes in it at this interval. Furthermore, unless errors exactly
occur on these intervals every time, octaves of this interval will also have spikes.

Figure 3.

Figure 3 is an error position auto-correlation found in a transverse-scanning
instrumentation tape recording system. In this recorder, the track scan length is 34,848
bits. A typical cosmetic defect in this application is read during multiple passes of the
head and shows up as systematic errors spaced 34,848 bits apart.

Error auto-correlation can also be used when designing interleaved error correction
systems. The concept behind using a symbol interleave in front of a error correcting
block code is to scramble errors enough within a single set of codewords to make them
appear nearly random. This is typically done by interleaving data through an N-column



by M-row matrix. In these systems, data is filled into the matrix a column at a time and
then read out of the matrix a row at a time. Obviously, this process must be reversed
before user data is recovered.

The close-in error auto-correlation can be used to choose N and M. M is first chosen to be
long enough to handle single bursts or very highly localized errors. Next, the product of
N times M needs to be just less than any highly correlated error burst in the system. In
scanning magnetic tape recording systems, for example, this would be the strong
correlation between errors caused by cosmetic defects on the media surface. In the auto-
correlation example above this would yield, M*N < 34,848 bits. This approach would
optimize the interleaving for a single-symbol error corrector. If a multiple symbol error
corrector or erasure processing is used, the values of N or M can be scaled accordingly.

ERROR CORRELATION

Error locations can also be used to correlate errors to other signals in system
environments as well as to specific intervals known to be of interest to the system. For
example, in a scanning tape recording system, correlating the errors to the rotation of the
scanning head can show the probability of error for all offsets around the scan. Errors that
correlate to the scanner demonstrate a dependency that may be attributable to the scanner
or media design.

Figure 4.

Figure 4 shows a correlation of error locations to the scanner of an instrumentation tape
recorder. In this histogram, that certain offsets within the scan had significantly higher
error occurrence than other offsets. The ideal histogram would be a flat line indicating



that all errors are random with respect to the scanner rotational offset. The spikes in
Figure 4 might be due to media or mechanical issues. Changing media during the tests
can differentiate these two potential sources.

Application specific intervals within systems can also strongly correlate to errors. In
digital video modems, for example, MPEG-II packets occur for 188 bytes followed by 6
bytes of error correction codeword overhead. Each packet starts with a sync pattern and
then includes payload data. Errors that correlate to different locations within the packet
length may be caused by system electronics that operate on a packet-by-packet basis.

ERROR CORRECTION CODING EMULATION

Most modern digital channels incorporate error correction handling of some kind. In
order to design an error correction system, the basic statistics of error rates and profiles
obtainable by using error location analysis must first be understood. Error auto-
correlation is the best analysis for this purpose.

Once an error corrector is proposed, the next step is to experiment with the chosen
strategy and see how it performs. By knowing the exact bit location of all errors in a
digital channel, these errors can easily be mapped onto interleaving and correcting
mechanisms to see how the error would be handled. For example, an error corrector used
in ID-1 instrumentation recording creates two N=118 byte and M=153 byte tables. Each
table supports an inner code correction for up to 3 byte errors and an outer code
correction for up to 4 byte errors.

During bit error analysis, errors can be inserted into a hypothetical table inside the error
analyzer based on its exact bit location. Each table can then be studied to remove
correctable errors from further analysis. In this way, corrected error performance can be
studied on a digital channel before committing to expensive hardware solutions.

ERROR MAPPING

By mapping errors onto a 2-dimensional display it is easy to interpret the physical
relationship of error phenomenon. In a scanning magnetic tape recording system, a 2-
dimensional mapping can be created that maps error location to the actual media surface.
Figure 5 shows an example of errors found in a digital channel mapped onto the format as
the data was recorded onto the tape. Scratches, cosmetic defects and random errors can
all be clearly identified.



Figure 5.

By using image processing techniques, zooming and panning methods can be used that
allow viewing the gross-level performance of an experiment down to the bit-for-bit detail
of a single defect.

In order to perform this mapping, the incoming data stream must be blocked into tracks.
This can be done by assigning a particular number of bits to each data track or by
providing another signal to define the track boundaries. In this example, the number of
bits per track is well known to be 34,848.

INTERFACING

Interfacing digital recorders or communications channels for error location analysis is no
different than interfacing for ordinary bit error rate testers and is easily accomplished at
rates up to 625 Mbit/sec. Typically the device under tests accepts the digital clock and
data from the test pattern generator and the device under test’s output digital clock and
data is handed back to the bit error analyzing device.

Some issues in interfacing for modern communications systems and instrumentation
recorders are very important. For example, 8-bit or 16-bit parallel clock and data
interfaces are very common for instrumentation recording systems making traditional bit-
serial BER testers unusable. Also, many modems are designed for application-specific
use so test patterns must be devised that simulate real data by obeying data format/coding



rules as well as packetization. This means that testing with traditional pseudo-random
data sequences cannot be done.

CONCLUSION

Enhanced error location analysis should be used when designing or diagnosing digital
channels used in communications or recording systems. This approach leads to accurate
designs, efficient and predictable design cycles and fast fault isolation. Furthermore, error
location analysis is as easy to use as traditional bit error rate testers and improvements in
interfacing features allow error analysis in difficult to interface applications.
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