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TWENTY-FIRST CENTURY LIVE PLAY - RECENT
DEVELOPMENTS

Robert J. Reid
Nancy Callaghan

ABSTRACT

The 21st Century Live Play (21CLP) program is developing a mobile, low cost, wireless
networking system that supports applications to provide a number of services for military
use. 21CLP is a joint Defense Advanced Research Projects Agency (DARPA) and Central
Test and Evaluation Investment Program (CTEIP) project. The Naval Undersea Warfare
Center, Division Newport (NUWCDIVNPT), Code 382 has been assigned as the program
manager for a T&E version of the 21CLP system.

The 21CLP vision is a common instrumentation function that links, in real-time, live land,
air and maritime entities together with a virtual battlespace in any location where forces
are deployed or being trained, weapons systems are being tested and evaluated, and
ultimately where missions are being conducted. This vision will be realized with an
embedded, mobile, distributed, untethered system that requires little or no site preparation.
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INTRODUCTION

The objective of Twenty First Century Live Play (21CLP) is to demonstrate a technology
development venture that provides real-time mobile networking services end-to-end.
21CLP will develop a networking architecture that allows the interaction of live and virtual
entities in a common battlespace during live Test and Evaluation (T&E), training and
actual war. This network architecture supports maritime, land and air entities. 21CLP
consists of a mobile, tetherless, entity-level common network architecture that serves as an
applications pipeline, providing dynamic bandwidth to the battlefield with a guaranteed
Quality of Service (QoS). The distinguishing feature of this development is that the
architecture focuses on providing connectivity from the entity (i.e., a soldier, vehicle, or
system under test) upward to existing Command, Control, Communication, Computers and



Information (C4I) systems. Figure 1 below depicts the vision for coupling live and virtual
entities for training and testing. The 21CLP network technology will provide connectivity
to and between all entities on the live range.
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Figure 1. Conceptual WI/21CLP

21CLP is a joint project supported by CTEIP and the DARPA Warfighter’s Internet (WI)
program. The CTEIP envisions this coordinated effort as a way of injecting DARPA’s
advanced technology developments into T&E. WI is satisfying the mobile networking
requirements for several application programs including T&E. This program will provide
proof of concept demonstrations that show C4I and networking can be performed at the
combatant level during battle and training with interaction of various entities, within a
common architectural design that provides communication connectivity. The major goal is
to provide real-time networking services to the combatant. The joint program explores and
evaluates the technical alternatives, refines the most capable options, identifies high risk
areas and then develops and demonstrates the resulting capability. The WI/21CLP project
provides the mobile wireless real-time networking infrastructure extension to the Test and
Training Enabling Networking Architecture (TENA) and the Real-Time Information
Transfer Networking (RITN) under DARPA’s Synthetic Theater Of War (STOW)
projects.

Historically, many C4I programs have been developed as autonomous, “stovepiped”
systems that perform single, specific functions. These systems are unable to interoperate
with each other; they operate in limited environments and for a single purpose (i.e.,
training but not combat). Shrinking military budgets have forced the need to develop
flexible C4I systems that are geographically unconstrained, operate in unpredictable and



changing environments and serve the needs of T&E, training and actual battlefield
requirements. Coincidentally, emerging technologies in the field of electronic connectivity
are supporting seamless communications, mobile networks and increasingly shorter latency
times.

Live testing and training are significantly enhanced by the use of Distributed Interactive
Simulation (DIS) to support the interaction of live and virtual entities in a common
battlespace. This requires the need to develop a common architectural approach which
provides the capability for live instrumented entities to interact with virtual entities within
the battlespace, at any time and in any location with little or no site preparation.

There is a need to implement wireless networking connectivity to provide access to vast
amounts of information from remote sources. T&E and training ranges need to be linked so
that the variety of facilities distributed across the various ranges can be utilized at any
networked site. An extension of this need is the notion of allowing entities or aggregates of
entities to test on any dedicated range or off the range. This system requires no investment
in fixed range infrastructure.

With a common wireless and wired real-time Internet infrastructure, one can also provide,
at some level, a sharing of sensor information with the forward and rear forces. This
capability can aid C4I objectives as well as individual Warfighter’s ability to make tactical
decisions.

During the T&E of systems, there is a requirement to analyze the system under test during
real-time. The T&E goal is to generate realistic operational scenarios with which to stress
the system, collect real-time data regarding the state of the system as a function of time,
provide range safety and control during the conduct of the testing, process, archive,
analyze data relative to the performance of the system and provide system performance
assessments supporting the system developers and operators. The WI/21CLP project will
provide the data for this kind of assessment and reduce the time needed for the After
Action Review (AAR) process, allowing modifications to the test or mission plan in real-
time.

NETWORK ARCHITECTURE

The network architecture will strive to have functionality that is supported by a scaleable
(i.e., variable number of users) system architecture developed using object oriented
standards where practicable and in consonance with the High Level Architecture (HLA),
DIS (IEEE 1278.x) and the TENA. The architecture must be sufficiently comprehensive so
as to guide the development of subsystems, identify interface requirements and select



standards which need to be demonstrated. Additionally, efficient Internet protocols for this
system shall be considered.

The network architecture for WI/21CLP will consider compliance with guidance provided
in the Department of Defense (DoD) Technical Architecture Framework for Information
Management (TAFIM). The architecture will also be developed to incorporate widely
accepted commercial standards for information processing and information transport as
needed by the program. The philosophy of design will be to adopt rather than develop,
except where technical needs dictate otherwise.

Figure 2 below depicts the vision for coupling live and virtual entities for training and
testing. In order to support human-to-human and human-to-simulation interactions, the
communications network must be capable of transmitting messages between entities within
a maximum of 0.3 seconds, which is the empirical time delay before a human looses the
sense of realism. This will put considerable constraint on the design of the system. The
network must also support multimedia capability which will require a dynamic bandwidth
allocation scheme to allow large throughput and full use of network bandwidth. An
instance of the use of this capability may be live imagery sent from forward entities to rear
entities to enhance the rear entities battlefield assessment.

The architecture will need to be designed with a possible multilevel security scheme to
allow protection of data via encryption at the appropriate level. For combat, the
architecture will need to allow for a stringent authentication service so that information on
the network will not fall into enemy hands. Although the WI/21CLP architectural design
will consider security, early prototypes will not include a multilevel security system.

The trend in T&E ranges is towards the linking of the various distributed facilities and
assets for interoperability and remote asset use. This can be achieved by networking the
ranges together and utilizing a common architecture which uses standard protocols,
including DIS, and compatible, Interoperable instrumentation and interface packages.
WI/21CLP extends this concept so that entities or aggregates of entities can be tested on
or off any dedicated range. This mobile capability is supported by a hybrid layered
hierarchical solution that combines entity LAN, cellular telephone, packet radio (or UAV
relay) and ATM gateway technology to support multimedia services that are scaleable
without site preparation, maintaining end-to-end QoS in dynamically changing
environments. The tetherless support concept is also a key issue to using the same
communications architecture in actual war situations and to extending training to the pre-
staging environment.
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Figure 2  Coupling Live and Virtual Exercises

ENABLING TECHNOLOGIES AND STANDARDS

The concept for the WI/21CLP will be to implement by integration the appropriate
DARPA, Naval Research Lab (NRL) and U.S. Army Communications Electronics
Command (CECOM) technologies as well as to develop new technologies as required.
The DARPA Global Mobile InfoSystem (GLOMO) is developing research and
development technologies to support the mobile networking problems. The WI/21CLP
project will capitalize on these technology investments. Additionally, CECOM is
supporting the Battlefield Information Transmission System (BITS) program. BITS is the
Army’s plan for communications on the future digital battlefield. Sea Dragon is the
Marine’s thrust to support their Naval expeditionary role which requires Command and
Control (C2) and networking. These technologies will also be leveraged in the
development of the WI/21CLP. Finally, NRL is developing the Real-Time Information
Transfer Network (RITN) for STOW as well as the NRL Data/Voice Integration Advance
Technology Demonstration (ATD). This ATD supports the mobile fleet with multimedia



services. These and other applicable DARPA/DoD emerging technologies will be
employed in the development of the WI/21CLP.

Several emerging commercial technologies provide the means for implementing proof of
concept engineering demonstrations for the WI/21CLP architecture. Commercial
technologies, along with an Open Systems approach enable the feasibility of this
development. Some major emerging technologies and standards being considered in this
architecture are:

Asynchronous Transfer Mode (ATM) and Broadband Integrated Services Digital Network
(B-ISDN) are emerging commercial standards for efficiently and globally networking
multimedia applications at high speeds. The technologies to implement ATM standards are
evolving rapidly.

Personal Communications Services (PCS) are commercial, wireless digital radio
technologies that are being developed to provide bandwidths from kilo-bits-per-second to
mega-bits-per-second. Some of these provide very sophisticated means for combating
multipath and non-hostile interference. In general, these radios do not provide security but
do provide the means for introducing short term protection of tactical information.

New Protocol Data Units (PDU) are being developed, under the aegis of the DIS
Standards process, to specifically address unique constraints of radio frequency
connections in simulated environments.

REQUIRED CAPABILITIES

The WI/21CLP network architecture will be capable of supporting the following
operational domains: real battlespace, virtual battlespace, the instrumented training range
and the instrumented T&E range. In order to support these operational domains, the
architecture must have the following capabilities:

Diverse Environments  The network architecture must operate worldwide in diverse and
harsh environments (urban, jungle, mountains, plains, etc.) and in all type of weather
conditions. Furthermore, the operating environment will not require a pre-established
terrestrial infrastructure.

Multimedia Services  The network architecture must support a variety of network services
including voice, data, graphics, and video. Dynamic bandwidth allocations are required
and may need the use of adaptive modulation, link control and coding. Data error rates
must be low and a latency time of 0.3 seconds between entities is required for critical
events.



Security  The network must be secure end-to-end and include multi-level encryption.
Authentication and digital signatures should also be addressed as well as the protection
scheme from enemy “spoofing” in actual warfare.

 Scalability  The network architecture must enable the exchange of C4I messages at the
entity level, which requires the conceptual development of cellular peer-to-peer
communication protocols. The number of entities could potentially be large, on the order
of 100,000, with a ratio of one live participant to every ten virtual and constructive
participants. Other network attributes include dynamic multicast groups, connection and
connectionless services, and distributed control.

Standard Sensor Interface  The network architecture must be able to provide standard
protocols to planned sensors such as Global Positioning System (GPS), combat status
monitors, special sensors such as a real-time casualty assessment system (RCAS) and
emerging C4I systems such as the Personal Status Monitors (PSM).

Seamless  The network architecture must achieve seamless interaction between live and
virtual entities to support complex T&E and training exercises.

Mobile  The network architecture must support mobile, untethered communications at the
entity level for T&E exercises, Training exercises and actual war. No investment in range
infrastructure is required.

EXAMPLES OF POTENTIAL APPLICATIONS

The WI/21CLP project will provide the seamless network interfaces between sensors,
radios and individual combatants and the operation/strategic network (e.g. the Defense
Simulation Internet (DSI) and the Defense Information Systems Network (DISN)) to
provide end-to-end networking services. The architecture will be developed in such a way
as to provide a generic interface for sensors while providing the networking services
required. The following are a number of applications that require these networking
services.

T&E  Test and Evaluation requires the generation of realistic operational scenarios with
which to stress the system under test, collect real-time data regarding the state of the
system as a function of time, provide range safety and control during the conduct of the
testing, process, archive, analyze data relative to the performance of the system and
provide system performance assessments supporting the system developers and operators.
The WI/21CLP will provide the data for this kind of assessment and reduce the time
needed for the after action review process, allowing modifications to the test or mission
plan in real-time.



Training  Training requires monitoring live player state, scoring combat engagements,
communications, control of the operation, logging of data and communications, and the
coupling of live, virtual and constructive entities in support of simulations.

GPS  The Global Positioning System will interface with the architecture during the
demonstration to show the capability of locating an entity without using range equipment
(the tetherless concept). The GPS system has the potential to work at any location on earth
and has a 24 hour a day and 365 days a year coverage.

PSM  The Personal Status Monitor being developed for DARPA is another possible
candidate for an application to use the network architecture. The PSM provides entity
location and health status of each human entity on the battlefield. This technology can help
to reduce battlefield casualties by providing a locating and pre-triage capability for the
medical corp.

BADD  The Battlefield Awareness and Data Dissemination program, being developed by
DARPA, is in search of technologies to deliver a consistent picture of the battlefield to the
warfighter. BADD will be providing tools to support the changing battlefield situations.

C4I - Command, Control, Communications, Computers and Information, including Combat
ID systems, will be employed in this demonstration to show entity locations and provide
tactical information out to the entity. The current systems need to be examined to ascertain
whether they are capable of handling entity level performance. Connectivity to legacy C4I
systems shall be considered on a case by case basis for fusion with the overall WI/21CLP
network architecture.

DIS  The next generation DIS standard, 3.X, will define a more flexible set of protocols in
order to streamline communications for the growing number of participants in simulation
exercises. Use of the DIS protocol and the Defense Simulation Internet (DSI) can provide
simulated battleforces to play against the live entities. This capability will need to be
incorporated at the entity level.

RCAS - A real-time casualty assessment system could be supported with a computational
approach vice the direct fire systems that are currently deployed. A gun bore sensor would
be interfaced to WI/21CLP radios.



CONCLUSIONS

21CLP is a joint project supported by CTEIP and the DARPA Warfighter’s Internet
program. The CTEIP envisions this coordinated effort as a way of injecting DARPA’s
advanced technology developments into T&E. This joint venture is structured as a four
year Concept Development program to develop advanced technologies to support the
21CLP vision. At the end of the concept development program, the CTEIP will initiate a
new project to instantiate 21CLP technologies at a single range and DARPA will transition
the technologies to the Military Services. Because the first half of the program will focus
on Research and Development (R&D), DARPA funding will be greater than CTEIP
funding. The last half of the program will focus on the integration of resultant R&D
technologies and consequently, the CTEIP funding will increase once the technology is in
place. The WI has been proposed as a DARPA new start program to be funded by
DARPA in 1998, at which time the program will be executed as described here.


