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COMMUNICATION SYSTEM APPLICATIONS FOR SHIPBOARD
DATA COLLECTION AND NETWORKING

Dwight M. Peterson
Naval Warfare Assessment Division

Instrumentation Systems
Corona, CA  91718-5000

ABSTRACT

The assessment of weapons and combat system performance requires the collection and
networking of data from shipboard and land based locations. New programs being
introduced and tested, such as the Cooperative Engagement Capability, Theater Ballistic
Missile Defense, and All Service Combat Identification Evaluation Team, generate
gigabytes of data which must be reduced, transferred, and analyzed. Test conductors,
headquarters personnel, and military commanders require analysis results in near real time
to evaluate system performance during a test or exercise. This paper will discuss
communication system applications for shipboard data collection and networking to
collect, reduce, and transfer the large amounts of data generated during current and
planned Navy and Joint exercises. Examples of using 56 Kbit/Second International
Maritime Satellite, range based line-of-sight networking, and integrated workstation
applications will be addressed and lessons learned shared from actual installation and use.

INTRODUCTION

Naval Warfare Assessment Division (NWAD) is tasked as the analysis agent for all Navy
tactical missiles and the AEGIS combat system. Analysis agent responsibilities include
providing performance assessment to program managers and the Fleet during all
weapons/combat system life cycle phases. Key areas of concentration include developing
test plan scenarios, data management plans, providing on-site analysis during Development
Testing (DT)/Operational Testing (OT), and providing in-depth analysis of DT/OT test
results. Information obtained from this analysis is used to insure test plan objectives are
met and deficiencies are corrected during missile/combat systems development,
production, and in-service phases.

Acquiring test data from ships at sea is an integral part of the analysis process.
Traditionally, Time Space Position Information (TSPI), missile/target telemetry, and
weapons/combat system data sources are recorded on-range and aboard ship. NWAD



analysts are present on-range or aboard ship during Test and Evaluation (T&E) or Fleet
training exercises to perform a “quick look” assessment of exercise results. “Quick look”
analysis results are provided to exercise participants within 24 hours after each test via
Naval message. A final report is provided within 4-8 weeks after a test which reflects the
results of detailed analysis.

The timeframe for providing analysis results of modern weapon/combat systems has
dramatically decreased over the last few years. Program managers and Fleet commanders
require “quick look” assessment results immediately after a test or exercise and a final
report is needed in days vice weeks. NWAD has responded to these challenges by
developing analytical tools and using communication technology to improve our analysis
processes.

ANALYTICAL TOOLS

Three analytical tools have been developed to meet the demands AEGIS combat system,
air/surface missile system, and battlegroup exercise reconstruction. These tools provide the
analyst an ability to assess surveillance, C4I, and missile firing performance. They are
designed to operate on Silicon Graphics and TAC-3/4 workstation hardware.

COMMUNICATION TECHNOLOGY

Recent advances in communication technology allow test data collected on-range or
aboard ship to be sent electronically. Shipboard data collection is provided using
commercial International Martime Satellite (INMARSAT) for off-range testing and
wireless Local Area Network (LAN) technology has been developed for on-range testing.

INMARSAT

INMARSAT currently provides bi-directional secure data transfer at speeds up to 56 kbs
for ships equipped with high speed terminal hardware. NWAD is permanently connected
to INMARSAT coast earth stations at Santa Paula, CA and Southbury, CT which provides
a communication path for deployed ships within the Second, Third, Sixth, and Seventh
Fleets. This capability is currently used to support data collection and feedback of analysis
results during Fleet training exercises. This system will be capable of higher throughput
when INMARSAT advances to an Nx56 kbs infrastructure. Other commercial and military
satellite communication systems are also planned and could be realized on board Fleet
surface combatants to transfer test data and performance assessment results.



LINE OF SIGHT

Since 1992, NWAD has been developing a wireless LAN technology in the 900 Mhz band
to provide secure, Line-of-Sight (LOS) connectivity from ship-to-shore at date rates of 448
kbps or higher. This capability was originally developed and fielded in support of the
Theater Air Defense (TAD) program for the Self-Defense Test Ship (SDTS). The SDTS
operates near San Nicolas Island on the Southern California range. The coverage area for
the SDTS LOS system is shown in figure 1.

Figure 1 - SDTS Test Range Coverage Area

All Service Combat Identification Evaluation Team (ASCIET) 95 SUPPORT

During the summer of 1995, the LOS wireless LAN technology was used again to support
the All-Service Combat Identification Evaluation Team. Once per annum, the All-Service
Combat Identification Evaluation Team, located at Eglin AFB, FL, issues a call to the four
services to participate in a two-week joint exercise. The primary goal of the exercise is to
evaluate tactics, techniques, and procedures associated with combat identification in order
to eliminate blue-on-blue engagements. These include surface-to surface, surface-to-air,
air-to-air, and air-to-surface engagements. Secondary results of the exercise include joint
training opportunities, data link evaluation, evaluation of new combat systems and



equipment, and development of improved joint operation techniques. The AEGIS Program
Office took a proactive role in planning for ASCIET 95. As the AEGIS Air Defense
Analysis Agent, NWAD was selected by the AEGIS Program Office to develop and
implement a plan to support the two AEGIS ships participating in the exercise. A team was
assembled at NWAD, drawing from existing expertise in combat systems analysis and
information management, to support collection and analysis of the AEGIS combat system
data. Existing data collection and analysis processes were improved to accomplish the
following in support of ASCIET 95:

• developing a new process to integrate Fleet combat units, both surface and air, into a
shore based information network;

•  high speed, data networking between Eglin AFB, Camp Shelby, MS and Gulfport, MS
for data transfer and debrief;

• developing a common, integrated display tool to debrief all exercise and joint service
participants.

ASCIET 95 provided an opportunity for individual units from each service to train together
in a joint littoral-like exercise. Unlike current training exercises, ASCIET 95 test
objectives required that all participants talk together during each mission, to integrate
individual unit tactical pictures so all participants can see the “big picture”, and to provide
a rapid debrief capability for all exercise participants. The scope and magnitude of this
exercise involved state-of-the-art systems, equipment, and personnel from all services.
These systems, equipment, and personnel were required to have face-to-face interactions
during large scale missions conducted twice daily on an exercise area comprising
thousands of miles over land, air, and sea. ASCIET 95 was conducted on training ranges in
and around the Gulf of Mexico and on training ranges in Florida and Mississippi.

Previous year data collection and analysis efforts involved the physical transfer of
shipboard and land based data to a central site for processing and analysis. On-site
feedback and analysis was performed on an overnight and multi-day effort with final
analysis results documented in a report published weeks after the exercise. These
traditional analysis result reporting methods did not meet the ASCIET 95 requirement for a
rapid debrief capability after each mission to show how the mission events actually
happened. The tactical displays from each participating unit needed to be integrated
together to permit evaluation by the exercise coordinator. New technology innovations
were developed to allow for (1) the integration of independent tactical displays from each
service located hundreds of miles apart, (2) a common networking architecture to conduct
live video/teleconferencing between all exercise participants, and (3) the ability to collect
and relay data throughout the theater to debrief what happened during the mission.



During ASCIET 95, emerging technologies within the Navy’s Cooperative Engagement
Capability (CEC), Joint Tactical Information Distribution System (JTIDS), and Situational
Awareness Beacon with Reply (SABER) were tested in addition to existing deployed joint
service systems. The massive amounts of data generated by these systems combined with
the need for rapid feedback and analysis within hours, instead of days after an exercise,
called for radical changes in these processes. NWAD met this challenge and provided near
real time data collection, reduction, data transfer, and debriefing capabilities which
successfully met and exceeded the ASCIET 95 test objectives.

For ASCIET 95, the LOS communication capability was further developed for the 2.4 Ghz
band and fielded in the Gulf of Mexico. Various relay towers were instrumented along
with the two AEGIS ships participating in the exercise. Network coverage is shown in
figure 2.
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ASCIET 96 SUPPORT

Secure data communications network connections will be provided to eleven sites which
will participate in ASCIET 96. Secure network connections will be provided between four
sites at the Gulfport, MS Combat Readiness Training Center (CRTC), two AEGIS cruisers
(USS Anzio (CG 66) and USS Cape St. George (CG 71)), and the following five facilities;
a) Camp Shelby, MS, b) the Navy Construction Battalion Center (CBC) in Gulfport MS,
c) Eglin AFB, FL, d) Fort Bliss, TX, and e) Tinker AFB, OK. The two AEGIS cruisers
will operate off-shore in an area bounded by two 25 mile Line-of-Sight (LOS) radii from
the Gulfport R6 and R3 relay towers as shown in figure 2. The purpose of the secure data
communications network is to support event preparations, real-time operations, and debrief
during the entire test evolution. The following functionality will be supported.

• Distributed Interactive Simulation (DIS)
• reliable file transfers
• kill removal
• Computer Data Debrief (CDD)
• Video Teleconferencing (VTC).

Multiple terrestrial T1 circuits will be ‘hubbed’ from the Gulfport site. The T1’s will be
encrypted using KG-194 hardware. Ships will be connected using wireless LAN radio
transceivers installed on ACMI ocean relay towers. These units will provide
communication at data rates of 672 kbps or greater to each ship within 25 miles of each
tower. The Gulfport Bldg 154 Connectivity Diagram is shown in figure 3. The CG-71
Connectivity Diagram is shown in figure 4.
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Distributed Interactive Simulation (DIS) - This year, ASCIET will incorporate simulated
forces to augment available resources. Specifically, connectivity will be provided by the
ASCIET network between the truth data sources at Gulfport and Camp Shelby
(represented by the ACMI, RAJPO, MTEC, and EPLRS tracking systems) and simulated
forces (represented by the AWACS ASCOT at Tinker AFB and the ModSAF units at
Camp Shelby). In addition, operators of AWACS simulated forces at Tinker AFB, OK will
use DIS radios to simulate tactical command and control audio circuits with the truth data
center at CRTC in Gulfport, MS. All these DIS resources will use the User Datagram
Protocol (UDP)/ Internet Protocol (IP) connectionless communication mechanism to
transport DIS 2.0.4 compliant Entity State Protocol Data Units (PDU’s). Anticipated data
rates for DIS resources range between 24 kbps (for a DIS radio) to about 192 kbps for
each ModSAF.
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Reliable File Transfer - Reliable file transfers must also be supported during ASCIET-96.
This functionality will be provided on a point-to-point basis by the computers connected to
the ASCIET network via Ethernet using the reliable File Transfer Protocol (FTP). This
utility will be used immediately following each mission event to relay Command and
Decision (C&D) track data from the AEGIS cruisers over the wireless LAN to the CRTC
at Gulfport, MS. At times where bandwidth is not a limiting factor (e.g. during pre-mission
and post-debrief time frames), multiple simultaneous FTP sessions among all sites can be
supported. All resources which utilize this functionality use the Transport Control Protocol



(TCP)/ Internet Protocol (IP) connection-oriented communication mechanism which
assures errorless file transfers over the ASCIET network.

Kill Removal - ACMI/RAJPO real-time kill removal will be aided by two Cooperative
Engagement Capability (CEC) workstations in Bldg 100 at Gulfport. The connection
between the CEC LAN on either AEGIS ship and these workstations will be made using
the CEC Data Distribution System (DDS) and, as a back-up, the wireless LAN system.
CEC data relay requires approximately 128-384 kbps throughput, well within that
provided by the wireless LAN. ACMI data will be extracted by the CEC workstations in
real-time and integrated with CEC data into a single composite picture for display to the
CRTC-based kill removal operator. During non-CEC mode, kill removal assistance will be
accomplished via the full-duplex audio capability of the VTC over the wireless LAN. This
service will allow tactical display operators on the AEGIS cruisers to confirm/deny kill
removal decisions via voice to the CRTC-based kill removal operator in Gulfport, MS.

Computer Data Debrief (CDD) - The composite picture of all mission activity which is
gathered at the CRTC in Gulfport is required to be shared simultaneously with all
participating sites within three hours of the completion of each mission. One morning
presentation and one afternoon presentation are scheduled daily during the ten day
exercise. This Computer Data Debrief (CDD) functionality is depicted in Figure 3. Along
with CDD, full-duplex, multipoint audio must be provided to allow those being debriefed
to fully interact with the person conducting the debrief. This functionality will be
accomplished by using an X-Windows client/server set-up, where an SGI X-client
(executing the Warfare Assessment Model (WAM Debrief software) and a PC running X-
server software for Windows 95 at the CRTC shore site). This CRTC-based PC will also
be network linked to multiple similarly configured PC’s at all remote shore sites and the
ships. The PCs will be running Remotely Possible screen sharing application software.
This product interposes itself between Windows 95 applications and the
Kybd/Mouse/Display drivers and converts the information into IP packets that are sent
over multiple TCP/IP connections between the host and remote PC’s. This method
provides images that are clearer than a video codec conversion, takes less bandwidth, and
TCP/IP transport assures errorless transmission to all remote sites. Full-duplex, multipoint
audio will be provided by the VTC facility in an audio-only mode. Anticipated data rate
for CDD and audio functions is less than 512 kbps.

Video Teleconferencing (VTC) - Motion video with full-duplex multipoint audio between
single and multiple sites is required to support interactive coordination and debrief for
personnel during non-operations time periods. The method used to provide this
functionality is based on the Communique! for Windows 95 VTC software product for
PC’s. When coupled with a digital video capture board and a full duplex sound card, full
VTC functionality is achieved using PC’s. Communique! uses the UDP/IP connectionless



communications method and combines received audio packets from all sites to provide full
duplex, multipoint audio (i.e. a party line). The digital video capture cards use the Indeo
compression algorithm, at user specified quality factors, and provide direct image sizes of
320x240, 240x180, and 160x120 pixels at varying frame rates as the bandwidth allows.
Pixel doubling can also be enabled within Communique! to provide full-screen image sizes
of 640x480 pixels. Anticipated data rate for VTC and audio functions is less than 672
kbps.

Pacific Missile Range Facility (PMRF)/Atlantic Fleet Weapons Training Facility (AFWTF)

LOS networks are also planned for installation at PMRF and AFWTF to support AEGIS
Combat Ship System Qualification Trial (CSSQT) testing. Projected LOS coverage for
PMRF and AFWTF are shown in figures 5 and 6 respectively. LOS networking will permit
the transfer of combat system data from on-range AEGIS ships immediately after the
conclusion of a CSSQT test event. This will reduce the time required to provide analysis
feedback to range, program office, and Fleet personnel during a CSSQT. It will also
provide the file transfer and VTC capabilities to participating on range ships.

Figure 5 - PMRF LOS Coverage



CONCLUSION

The quantum level increase in the amount of data required to analyze the performance of
modern weapons and combat systems provides considerable challenges on our existing
range instrumentation and analysis methods. This paper has discussed initiatives
implemented within the Naval Warfare Assessment Division to improve our existing data
collection, processing, and analysis processes. I would like to acknowledge the many
talented and resourceful individuals within our Command who take state-of-the-art
technologies of the future and provide them to solve today’s problems. I look forward to
continued success as we help program office and Fleet personnel meet the challenges of
tomorrow.

   
Figure 6 - AFWTF LOS Coverage


