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BIT ERROR PROBLEMS WITH DES

Christopher E. Loebner

ABSTRACT

The Data Encryption Standard (DES) was developed in 1977 by IBM for the National
Bureau of Standards (NBS) as a standard way to encrypt unclassified data for security
protection. When the DES decrypts the encrypted data blocks, it assumes that there
are no bit errors in the data blocks. It is the object of this project to determine the
Hamming distance between the original data block and the data block after decryption
if there occurs a single bit error anywhere in the encrypted bit block of 64 bits. This
project shows that if a single bit error occurs anywhere in the 64-bit encrypted data
block, a mean Hamming distance of 32 with a standard deviation of 4 is produced
between the original bit block an the decrypted bit block. Furthermore, it is highly
recommended by this project to use a forward error correction scheme like BCH (127,
64) or Reed-Solomon (127, 64) so that the probability of this bit error occurring is
decreased.
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INTRODUCTION

The Data Encryption Standard (DES) was developed in 1977 by IBM for the Nation
Bureau of Standards (NBS) as a standard encryption algorithm to protect unclassified
information that would be transferred over a channel. The paper by Simid and
Branstad [1] offers a more complete history of the development of DES. DES can be
realized as a 64-binary-bit-block cipher device. It may also be a program which
combines a block of 64 binary bits of data with a user-specified 64-bit block key (8
parity bits and a 56-bit code word) to produces a 64-bit encrypted block of data. In
order to do this, the DES algorithm assumes that the 64 bits of data have no bit errors
as they enter the DES decryption algorithm. Unfortunately, bit errors occur in
transmission and we need to evaluate the consequences for the decryption process.
Therefore, the first major objective of this project is to show what happens after
decryption when a single bit error is introduced to the encrypted block during
transmission. The second objective of this project is to basically show what happens



after decryption if two bit errors occur in transmission of the encrypted block instead
of one and present ways to mitigate against bit errors with error correcting codes.

This research shows that when a single or double bit error occurs in the encrypted data
block, the DES decryption algorithm produces more bit errors in the decrypted data
block. More specifically, in this project we calculate the Hamming distance (this is the
number of bits that are different between two bit blocks) between the original 64-bit
data block and the decrypted 64-bit data block when a single or double bit error is
introduced in transmission.

DES ALGORITHM PROCESS

DES operates in four different modes:
(1) Electronic Code Book (ECB).
(2) Cipher Feedback (CFB).
(3) Cipher Block Chaining (CBC).
(4) Output Feedback (OFB).

Each mode can be used for a particular task. For example, ECB is used for encrypting
keys; CFB is used for encrypting individual characters; OFB is often used for
encrypting satellite communications; and both CBC and CFB can be used to
authenticate data [1]. The National Bureau of Standards Federal Information
Processing Standards Publication (FIPSP) 81 [2] offers a more in-depth view of each
DES mode of operation. For this project, the ECB mode is used because of its
simplicity. The DES algorithm process is best described in the National Bureau of
Standards FIPSP 46 [3].

PROJECT PROCEDURE

The program part of the project will be based on the block diagram in Figure 1.

Figure 1 Program Block Diagram

To get a thorough analysis of the bit error problem, the program will create a file of
1000 blocks of 64 random bits and encrypt each block one at a time. The program



takes each data block from the file and performs the following procedures on each
data block one at a time:

(1) The data block is DES encrypted with a given keyword.
(2) For each of the 64 bits in the block, sequentially perform:

(a) Starting with the most significant bit in the data block, the
program makes that position in error by changing a 0 to 1 or 1
to 0. This simulates a single channel error.
(b) Decrypt this erred data block.
(c) The Hamming distance between the original data block
and the decrypted erred data block is found and stored.

(3) Repeat procedures 1 and 2 with the next 64-bit block in the sequence.
(4) Find the mean and standard deviation on the Hamming distances
found for each bit position that was in error (all 64 positions) for all data
blocks processed.
(5) Perform statistical analysis for all Hamming distances found overall.

To insure that we are not seeing artifacts of a given key and data block, this project is
split into the following three trials.

(1) Trial 1 uses the keyword 0123456789ABCDEF written in
hexadecimal. A data file of 1000 random blocks of 64 bits is created by a
random number program.
(2) Trial 2 uses the same keyword as in trial 1 but with a different set of
1000 random data blocks.
(3) Trial 3 uses the keyword ABCDEFABCDEFABCD written in
hexadecimal and the same set of 1000 random data blocks as in trial 1.

Overall; these three trials will show if the Hamming distance will vary when using
two different key words and two different sets of data blocks.

EXPECTED RESULTS

The expected results on what should happen to the output ciphertext block if a single
bit in the input bit block is changed, is best described by Davis and Price [4]. They
state that, "the effect of a change of one bit in an input plaintext block should ideally
be to change the value of each individual bit in the output ciphertext block with a
probability of one-half" [4]. This is because the designers of the DES algorithm
wanted it to be impossible to find any correlation between the plaintext and the
ciphertext. Thus, this implies that a mean Hamming distance of 32 should be expected



Figure #2        Trial #1 Positions 1-4

between the decrypted bit block and the data bit block when a single bit in the
encrypted bit block is changed.

PROJECT RESULTS

The project results for the 3 trials are shown in Figures 2, 3, & 4 where:
(1) Figure #2 shows the Hamming distances found when bit positions 1
(1sb), 2, 3, & 4 are individually erred for trial 1.

(2) Figure #3 shows the mean Hamming distances found for each bit
position that is erred for trials 1, 2, & 3. The very last position in Figure 3,
position 70, shows the overall mean for each trial.
(3) Figure #4 shows the standard deviation found for each bit position
that is erred for trials 1, 2, & 3. The very last position in Figure 4, position
70, shows the overall standard deviation for each trial.





Overall, Figures 3 & 4 shows that a mean Hamming distance of 32 and a standard
deviation of 4 will occur when a single bit error occurs in any of the 64 possible
positions. Thus, no error in any one position will produce a significantly higher or
lower Hamming distance. Also, having a different key word or a different set of 1000
bit blocks will not produce a significantly higher or lower overall Hamming distance.
When one bit error occurs anywhere in the encrypted block, an average of half of the
bits in the bit block will be wrong after decryption compared to the original bit block
before encryption.

The second objective of this project is to find out what will happen if instead of one
bit error occurring, now two bit errors occur during transmission. Trials 1, 2, & 3 are
performed with bit position 1 (1sb) held in constant error while bit positions 2 - 64
(msb) are each erred. The results are approximately the same as in Figures 3 and 4
where the mean Hamming distance is 32 with a standard deviation of 4. Thus, from
Figures 3 & 4, it can be conclude that the DES algorithm thoroughly mixes up each
individual bit in the output ciphertext block so that the same results are produced for
one or two bits are changed in the plaintext.

ERROR CORRECTING CODES

If a single or a double bit error occurs in the encrypted bit block during transmission,
it can be expected that half of the decrypted bits in the bit block will be wrong. These
errors in the decrypted block can be shown in terms of a coding loss, the BER (bit
error rate) loss due to an extra 31 one errors instead on one which is shown in Figure 5
where a BPSK modulation is used. This BPSK coding loss of the decrypted data block
shows a log (1.5) increase in the BER compared to the BPSK (uncoded) graph before
decryption. Thus, a forward error correcting scheme like the one in Figure 6 would
avoid that one or more bit errors and the subsequent coding loss as much as possible.

Figure #6 Block Diagram of a Forward Error Correcting Scheme
Two possible coding schemes that use a symbol length of 64 bits (one DES data
block) would be the BCH (127, 64) and Reed-Solomon (127, 64) where 127 is code
length in bits and 64 is the symbol length in bits. BCH corrects up to 10 errors and the
Reed-Solomon corrects up to 31 errors [5]. The graph of log (BER) vs. Eb/No for
BCH and Reed-Solomon using a BPSK modulation is shown in Figure 5.

Using a coding scheme like BCH or Reed-Solomon will improve the BER for a given
Eb/No. For example, consider a BER at 1.0E-4, the Eb/No for BCH (127, 64) is (from



Figure 5) 5.5 dB, for Reed-Solomon is 2.5 dB and for uncoded BPSK is 7.7 dB. This
shows a 2.2 dB improvement for BCH (127, 64) and a 5.5 dB improvement for
Reed-Solomon when both are compare to the uncoded BPSK. Thus, coding does
improve the BER but there is a sacrifice of either speed (bit rate) or bandwidth



CONCLUSION

This project has looked at the problem of what would happen to the decrypted bit
block when a single or double bit error occurs to the encrypted bit block during
transmission. The decrypted bit block would have on the average half of its bits would
be wrong. Thus, a coding scheme such as BCH (127, 64) or Reed-Solomon (127, 64)
would be used to decrease the chance of bit errors from occurring at a expense of data
transmission speed or bandwidth. This project could be easily adapted with other
encryption algorithms to perform the same experiment.
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