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ABSTRACT.

During twenty-five years of space exploration by NASA, the formats and protocols used
within the flow of spacecraft telemetry and telecommand data have usually been
customized from mission-to-mission. Consequently, considerable resources are often
expended by each project in redesigning and testing significant elements of the spacecraft
and ground network hardware and software. This high degree of customization tends to
inhibit automation of the data handling processes, thus raising costs and potentially
reducing reliability.

The concepts of standardized “Packet Telemetry” and “Packet Telecommand” are
emerging as viable alternatives to the constant cycle of redesign. Within each concept,
autonomous “packets” of data are created within space or ground application processes,
using standard formatting techniques. These packets are then switched end-to-end through
the space data network to their destination application processes, using standard transfer
protocols. As a result the intermediate data networks may be designed to be completely
mission-independent, thus facilitating a high degree of automation and interoperability.

The Packet Telemetry protocols are currently mature and are in a final review cycle; the
Packet Telecommand protocols are more developmental, but essentially form symmetrical
“mirror-images” of the telemetry formats. This paper reviews both sets of standard
protocols.

INTRODUCTION.

The principal purpose of flying a space mission is to allow a human investigator (the
“user”) to interact with a phenomenon (the “domain of interest”) which can best be
observed from the unique vantage point of space. The user may be located in a 



comfortable facility on Earth, or may fly in space as a crewmember on a manned mission.
The domain of interest may be a scientific observation, or may be the space vehicle itself.

The user and the domain of interest are connected by a space data network, through which
flow streams of measurement and control information. This network configuration, which
is shown in Figure 1, has been expanded into a logical “reference model” in a preceding
paper (Reference 1).

The space data network may contain spacecraft sensors and effectors, spacecraft data
processing and storage subsystems, space-to-ground radio links, ground stations, ground
communications networks, control centers and user processing facilities. Telemetry data
units flow “downlink” from the sensors to the users, who analyze the incoming information
and subsequently generate telecommand data units which flow “uplink” to the effectors,
where their contents are executed to control the future acquisition of new measurements.

In the past, the data formats and protocols used within the bidirectional flow of telemetry
and telecommand information have been tailored to the needs of individual missions. This
situation has been a direct result of the immaturity of space electronics, since weight,
power and reliability considerations have dictated the simplest possible onboard
implementations. Consequently, a large amount of hardware and software redesign and
revalidation has been performed for each project, thus driving up cost. Customization also
inhibits automation of the data handling processes, resulting in a large amount of expensive
and unreliable human involvement. Interoperability of spacecraft (i.e., the capability to
rapidly and automatically switch spacecraft data between arbitrary configurations of the
supporting ground networks) has been correspondingly low.

In response to the recent availability of space-qualified microprocessors, the opportunity
exists to consider new ways of handling telemetry and telecommand data streams. In
particular, the new technology permits a much higher level of inter-mission standardization
to be contemplated. NASA, in concert with partner agencies in other countries, is currently
designing a “new generation” of standard formats and protocols which can significantly
increase the level of automation and interoperability possible within the telemetry and
telecommand data handling processes. “Packet Telemetry” and “Packet Telecommand”
are the names given to the new concept.

Packet Telemetry represents an evolutionary step from the traditional time-division
multiplex (TDM) method of transmitting scientific and engineering data from spacecraft
applications processes to users on the ground. Packet Telecommand provides a
symmetrical method for users to transmit supervisory information back up to the spacecraft
to control those processes. Both concepts involve:



- Encapsulating autonomous sets of telemetry or telecommand data (together with any
available ancillary parameters, such as “time”), to form standard-formatted “packets”
of information which can be automatically and independently routed between space
and ground application processes.

- Providing standardized mechanisms whereby the packets of telemetry or
telecommand information can be multiplexed into suitable transfer protocols, for
transmission through the noise-prone radio links which interconnect the spacecraft
and the ground.

Packet Telemetry and Packet Telecommand have the features of:

• Facilitating the bidirectional interchange of measurement and control data between
spacecraft and users, at rates appropriate for the applications being conducted.

• Defining standard logical interfaces and protocols between an instrument and its
associated ground support equipment which remain constant throughout the life-cycle
of the instrument (bench test, integration, flight, and possible re-use).

• Simplifying overall system design by allowing a microprocessor-based symmetric
design of the instrument control and data paths (“command packets in, telemetry
packets out”) compatible with commercially available components and
interconnection protocol standards.

• Eliminating the need for mission-dependent hardware and/or software at intermediate
points within the distribution networks through which space data flow; in particular,
enabling the multimission components of these networks to be designed and operated
in a highly automated fashion, with consequent cost and performance advantages.

• Facilitating interoperability of spacecraft whose telemetry and telecommand interfaces
conform to these standard protocols, i.e., allowing very simple cross-strapping of
spacecraft and ground network capabilities between Agencies.

• Enabling the delivery of high-quality data products to the user community in modes
which are faster, cheaper and more reliable than would be possible with conventional
systems.

CONCEPTUAL OVERVIEW.

A simplified overview of packetized space data interchange is presented in Figure 2.
Independent sensing sources in space create measurements of the domain of interest and



format them into standard telemetry packets (TPs). A spacecraft processor switches the
telemetry packets from multiple sources together into a single stream, and dispatches them
to the ground as the contents of standard fixed-length “frames”. A ground processor
captures the frames and extracts each telemetry packet, which is then delivered to the
appropriate user.

Based on analysis of the incoming measurement data, the user creates control data for
transmission to the spacecraft in order to modify future data acquisition. Each user formats
the control data into standard command packets (CPS). A ground processor switches the
command packets from multiple users together into a single stream, and dispatches them to
the spacecraft as the contents of standard variable-length “blocks”. A spacecraft processor
captures the blocks and extracts each command packet, which is then delivered to the
appropriate effector for execution.

ATTRIBUTES OF STANDARD PACKETS.

Telemetry and telecommand packets are end-to-end data objects which have the following
common structural attributes:

• They are of variable length, in order to accommodate the formatting needs of the
applications being conducted.

• They have three principal components:

- A standard “header” or labelling field, which identifies the application process
that generated the user data, and provides sequence control and length
information.

- A user-specified data field.

- An optional error-control field.

The formats of telemetry and telecommand packets are essentially identical, as shown in
Figure 3. They both contain the following format elements:

1. Packet Primary Header.

The primary header provides a standard label for all packets. It contains three fields:



(a) Packet Identification.

This 16-bit field begins with a 3-bit version number which defines the format of the
remainder of the packet. Only one version of the Telecommand Packet is currently
defined. Two versions of the Telemetry Packet are recognized, one being a regular packet
and the other being a “telemetry segment” which allows long packets to be broken into
shorter entities for network flow-control purposes.

One bit in the field is reserved as a spare, for possible future use. The remaining 12 bits
identify which spacecraft application process is the source (telemetry) or sink
(telecommand) of the data encapsulated within the packet.

(b) Packet Sequence Control.

This 16-bit field contains a sequence counter which “names” this packet so that it may be
discriminated from others associated with the same application process.

(c) Packet Length.

This 16-bit field contains a direct count of the number of octets (8-bit words) that are
contained within the packet.

2. Packet Secondary Header.

The secondary header provides a facility for inserting ancillary or correlative information
which may increase the autonomy of the packet. One parameter which will often be
present is the time of generation or execution of the packet. (Standard timecodes are
discussed in Reference 2).

3. Packet Data Field.

Other than a requirement that the field is an integer multiple of octets in length, the internal
format of the user data is unconstrained.

4. Packet Error Control Field.

If desired, an error-detecting code may be computed for the entire packet, and appended in
this field. The choice and length of encoding polynomial is presently left to the user.



DATA TRANSFER BETWEEN SPACE AND GROUND NETWORK
ELEMENTS.

The Telemetry and Telecommand Packet structures described above are unsuitable for
transmission directly through the radio links which interconnect the spacecraft and ground
systems. Instead, they must be embedded within “carrier” data structures which provide
reliable, error-controlled transfer through these media. These carrier structures also permit
independent packets to be multiplexed together, so that flow control may be achieved.

On the downlink, Telemetry Packets are encapsulated within “transfer frames”, which
provide the ground processor with sufficient control information to extract and assemble
files of individual packets.

On the uplink, Telecommand Packets are inserted into “telecommand blocks” for
transmission to the spacecraft. Acceptance or rejection of blocks by the spacecraft is
reported via a standard control field in the downlink transfer frame header. Within the
ground network, “command operation procedures” may be invoked to control the closed-
loop retransmission of erroneous blocks.

For reasons of communications efficiency, the frames and blocks have fixed maximum
length. Therefore, several mechanisms are provided to break long packets into “segments”
for transmission: these are discussed in detail in References 3 and 4.

TELEMETRY TRANSFER FRAME.

The format of the standard telemetry transfer frame is shown in Figure 4. The frame has
the same structural attributes as a packet, i.e., a standard frame header, a data field, and an
error control field. The frame, which is of fixed length within a particular mission, is sized
to fit within the data space of a Reed-Solomon codeblock (see Reference 5); application of
this encoding scheme is highly recommended for packetized telemetry systems, since
virtually perfect data quality may be achieved.

1. Transfer Frame Header.

The header provides delimitation, identification and sequence control of the frame, as well
as control information which describes how the packetized data are inserted into the data
field. The header contains six subfields:



(a) Synchronization Code.

This 32-bit subfield provides a marker which delimits the boundaries of the frame. Since
the frame is of fixed length, conventional “flywheeling” techniques may be used to
maintain synchronization in a noisy environment.

(b) Frame Identification.

This 16-bit subfield begins with a 2-bit version number which permits future format
evolution: only one version of the frame is currently defined.

The subfield also contains a 3-bit virtual channel identifier, which allows up to eight
different logical “types” of frame to be defined. Each logical virtual channel has its own
sequence counter for accounting purposes. One use of virtual channelization is to provide a
method of segmenting very long packets by assigning them to their own dedicated logical
channel: in this way the downlink channel capacity may be allocated to long-packet users
on a frame-by-frame basis, thus preventing “hogging” of the link by a single user.

The spacecraft which generated the frame is defined by a 10-bit spacecraft identifier,
which is internationally assigned by the Consultative Committee for Space Data Systems
(CCSDS).

(c) Command Link Control Word.

The Packet Telecommand concept (Reference 4) requires that a mission-independent
method must be provided for reporting acceptance or rejection of telecommand blocks
transmitted on the uplink. The 16-bit command link control word provides this reporting
facility, so that closed-loop retransmission of any erroneous blocks may be performed.

(d) Master Frame Count.

This 8-bit subfield increments once per frame, and provides short-term verification that no
frames are missing.

(e) Virtual Channel Frame Count.

This 8-bit subfield is used in conjuction with the virtual channel identifier, and increments
once for each frame generated on a particular logical channel.



(f) Frame Data Field Status.

This subfield provides the control information which describes how packets are inserted in
the frame data field. Normally, packets from multiple sources will be multiplexed together
back-to-back without any fill, and may thus be split between frames. Packets are always
transmitted as a contiguous set of bits, i.e., they are not switched together on a word-by-
word basis as with a conventional TDM system.

As noted, several options exists for segmenting long packets. One option uses a special
Version-2 telemetry packet whose length is a fixed binary value: the segment length
identifier specifies which value is selected.

The packet order flag may be set if packets are replayed from an onboard tape recorder in
reverse direction. In this case, the flag indicates that the sequence counts of the packets
may be expected to decrease rather than increase. Note that if reverse-replay is selected,
the bit-order of each packet must be rejustified by the spacecraft to appear in a forward
direction (i.e., most significant bit first) before insertion in the frame.

The synchronization flag is set if the contents of the frame do not conform to the standard
method of packet insertion, e.g., their bit direction is reversed, or they do not otherwise
conform to the standard format.

In order to extract packets from the data field, it is necessary to know where the first
complete packet header is located. The 11-bit first header pointer contains a count of the
number of octets into the frame at which the first complete packet header will be found.
Having found this header, the start of the next packet may be determined by a chaining
procedure whereby the packet length field in successive packets is examined.

2. Transfer Frame Data Field.

The frame data field contains the telemetry packets (or segments of long packets),
normally multiplexed together one after the other.

3. Transfer Frame Error Control.

The preferred method of transmitting spacecraft telemetry data to Earth is to encapsulate
the transfer frame within a standard Reed-Solomon codeblock (Reference 5). Reed-
Solomon encoding provides essentially perfect data quality with the lowest transmitted
power requirements of all present encoding methods. If Reed-Solomon encoding is
performed, then separate frame error control is not required and this field is optional. If
Reed-Solomon encoding is not used, then the last 16-bits of the frame must contain a



powerful error detecting code so that the ground network may determine whether an error
potentially exists.

TELECOMMAND BLOCK.

The Telecommand Block has the same structural attributes as a packet, i.e., a standard
block header, a data field, and an error control field. Blocks are of variable length, up to a
maximum of about 2000-bits.

Two versions of the block are currently defined. The standard Version-1 format, which is
shown in Figure 5, is used to carry pieces of user packets which are longer than the
maximum block length and have therefore been broken into segments: it thus contains its
own sequence count and length information. If all packets within a mission are shorter than
the maximum block length, then the Version-2 block may be used: this structure carries
whole packets only, and for reasons of efficiency the sequence count and length fields are
omitted from the block, since these are provided by the packet header.

1. Telecommand Block Header.

The block header contains the control information necessary for the spacecraft to
reassemble telecommand packets which have been transmitted from the ground. The
Version-1 block contains three subfields:

(a) Block Identification.

This subfield begins with a 2-bit version number which permits future format evolution. It
is followed by a 3-bit virtual channel identifier which, in the same way as the telemetry
transfer frame, allows the single physical uplink path to be logically broken into eight
virtual paths for different onboard addressing and routing purposes. One virtual path may,
for example, be used for transmitting “emergency” commands by interleaving them with
large preprogrammed command loads.

The subfield also contains a block acceptance and reporting mechanism (BARM) flag,
which provides the spacecraft with the criteria to be used for accepting or rejecting the
block. The BARMs are selected according to the command operation procedure (COP)
being used by the ground network. “COP-10” is a closed-loop sequential retransmission
mode, where blocks are only accepted in sequential order. “COP-20” is a closed-loop
selective retransmission mode, where blocks are accepted regardless of their sequence.
“COP-30” is a non-sequenced or bypass mode, suitable for open-loop commanding or
emergency operations, where block sequence is ignored.



The 10-bit spacecraft identifier describes the particular vehicle which is being addressed. It
is identical to the spacecraft ID in the telemetry transfer frame, and is assigned
internationally by the CCSDS.

(b) Block Sequence Control.

This 8-bit counter provides the serial number of the block, which is used by the spacecraft
according to the block acceptance criteria. The serial number of accepted blocks is
reported in telemetry to facilitate retransmission of erroneous command data. In Version-2
blocks, the packet sequence control field provides this function.

(c) Block Length.

This 8-bit subfield contains a count of the number of octets of data contained within the
block, including header and error control. In Version-2 blocks, the packet length field
provides this function.

2. Telecommand Block Data Field.

This variable length field contains one user Telecommand Packet or, if the packet exceeds
the maximum block length, one segment of a user packet.

3. Telecommand Block Error Control.

This 16-bit subfield contains a checksum of all data contained within the block.

MISSION APPLICATION.

The Packet Telemetry and Packet Telecommand formats and protocols described in this
paper are generally applicable to all classes of space missions, including low-Earth
orbiters, deep-space probes, and manned vehicles. They will be of particularly high utility
to NASA’s new Space Station initiative, since they provide a degree of structure and
interface standardization which will be essential to the complex and varied vehicle and
payload configurations which will be flown. It is postulated that these standards may also
be useful to military missions, since the potential for vehicle interoperability is significantly
increased.

STATUS AND PLANS.

At present Packet Telemetry is a mature concept which, through a program of work
established within the Consultative Committee for Space Data Systems, is proceeding



towards adoption as an international guideline for future space telemetry formatting. It is
hoped that a final guideline will be approved at the CCSDS plenary meeting in the Spring
of 1984.

Packet Telecommand is still in a developmental stage, and the NASA/ESA Working
Group (NEWG) has been acting as an “engine” for bringing the concept to a state where it
may be adopted by the CCSDS. The goal of the CCSDS is to advance Packet
Telecommand to the present level of maturity enjoyed by Packet Telemetry early in 1984.

In the interim, NASA will welcome comments, suggestions and offers of participation
relative to these important new areas of standardization work.
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FIGURE 2:  SPACE DATA INTERCHANGE

FIGURE 3:  TELEMETRY AND TELECOMMAND PACKET FORMAT



FIGURE 4:  TELEMETRY TRANSFER FRAME FORMAT

FIGURE 5:  TELECOMMAND BLOCK FORMAT


