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Abstract: To address key challenges for both quantum communication and quantum
computing applications in a simultaneous manner, we propose to employ the photon
angular momentum approach by invoking the well-known fact that photons carry both
the spin angular momentum (SAM) and the orbital angular momentum (OAM). SAM is
associated with polarization, while OAM is associated with azimuthal phase dependence
of the complex electric field. Given that OAM eigenstates are mutually orthogonal, in
principle, an arbitrary number of bits per single photon can be transmitted. The ability to
generate/analyze states with different photon angular momentum, by using either holo-
graphic or interferometric methods, allows the realization of quantum states in multidi-
mensional Hilbert space. Because OAM states provide an infinite basis state, while SAM
states are 2-D only, the OAM can also be used to increase the security for quantum key
distribution (QKD) applications and improve computational power for quantum computing
applications. The goal of this paper is to describe photon angular momentum based de-
terministic universal quantum qudit gates, namely, {generalized-X, generalized-Z, gener-
alized-CNOT} qudit gates, and different quantum modules of importance for various
applications, including (fault-tolerant) quantum computing, teleportation, QKD, and
quantum error correction. For instance, the basic quantum modules for quantum tele-
portation applications include the generalized-Bell-state generation module and the
QFT-module. The basic quantum module for quantum error correction and fault-tolerant
computing is the nonbinary syndrome calculator module. The basic module for entangle-
ment assisted QKD is either the generalized-Bell-state generation module or the Weyl-
operator-module. The possibility of implementing all these modules in integrated optics
is discussed as well. Finally, we provide security analysis of entanglement assisted mul-
tidimensional QKD protocols, employing the proposed qudit modules, by taking into
account the imperfect generation of OAM modes.

Index Terms: Quantum information processing, quantum qudit gates, quantum key distri-
bution (QKD), orbital angular momentum (OAM), spin angular momentum (SAM), quantum
error correction.
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1. Introduction and Motivation

Considerable research effort has been invested recently in the field of quantum information pro-
cessing with the goal of utilizing the unique properties of quantum information; such as linear
superposition, quantum parallelism, and entanglement; for quantum computation and communi-
cations [1], [2]. In the communications arena, it has been widely recognized that the underlying
principles of quantum mechanics can be used to enable secure communications. Specifically,
the impossibility for an eavesdropper to tap the quantum channel and distinguish among non-
orthogonal states without introducing disturbance to the transmitted signal ensures that the
quantum key distribution (QKD) system is secure. However, most of these previous research ef-
forts have focused on two-dimensional QKD, commonly performed by employing the polariza-
tion state of photons. Unfortunately, data rates for quantum key exchange in two-dimensional
QKD are still low, while the transmission distance is also limited by the available power budget.
On the other hand, to perform an arbitrary quantum computation, a minimum number of gates
known as universal quantum gates is needed [1]. Although a significant progress has been
made in recent years on physical realization of quantum computation circuits, we are still in the
initial stage of the implementation. Regarding the optical computing implementations [3], [4], the
most difficult qubit gate to implement, the CNOT gate, has been recently implemented as a
probabilistic device in integrated optics [5]. Unfortunately, probabilistic gates are not suitable for
large-scale computation as they only provide the probabilistic outcomes. Namely, any quantum
computation circuit based on probabilistic gates will perform desired function with a very small
probability.

To address these key challenges for both quantum communication and quantum computing
applications we propose to employ the photon angular momentum approach, by invoking the
well-known fact that photons can also carry both the spin angular momentum (SAM) and the or-
bital angular momentum (OAM) [2], [6]-[11]. SAM is associated with polarization and given by
oh = +h (for circular polarization), while OAM, is associated with azimuthal phase of the com-
plex electric field. Each photon with the azimuthal phase dependence of the form exp(—jl¢) (I =
0,4+1,42,...) carries the OAM of /h. Therefore, with each photon we can associate a photon
angular momentum defined over computational basis states |/, o). Because the OAM eigen-
states are mutually orthogonal, an arbitrary number of bits per single photon can be transmitted,
in principle. The possibility to generate/analyze states with different photon angular momentum,
by using either holographic or interferometric methods, allows the realization of quantum states
in multidimensional Hilbert space. Because OAM states provide an infinite basis state, while
SAM states are two-dimensional only, the OAM can also be used to simultaneously increase
the security for QKD and improve the computational power for quantum computing applications.

We propose the following deterministic quantum qudit gates and modules based on photon
angular momentum. First, we propose the photon angular momentum based universal quantum
qudit gates, namely {generalized-X, generalized-Z, generalized-CNOT} qudit gates. Second,
we describe different quantum modules of importance for various applications including (fault-
tolerant) quantum computing, teleportation, QKD, and quantum error correction. The following
quantum modules have been proposed in this paper: generalized-Bell-state generation module,
QFT-module, the nonbinary syndrome calculator module, the Weyl-operator-module in addition
to generalized universal qudit gates. The proposed generalized-controlled-phase deterministic
qudit gate can be implemented by employing linear optics, which is a key advantage compared
to probabilistic SAM-based CNOT gate. By employing the introduced gates and modules, we
propose their corresponding integrated optics implementation. Finally, we propose several en-
tanglement assisted protocols by employing the proposed generalized-Bell-state generation
module.

The paper is organized as follows. Section 2 is the key section of the paper. In this section
we introduce the key concepts of photon angular momentum state and corresponding photon
angular momentum operator. The SAM state and spin operator are described in a typical two-
dimensional space representation. The OAM operator is described in a reduced 2-D subspace
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rather than multidimensional space. After that the photon angular momentum based universal
quantum qudit gates and different quantum modules of importance for various applications in-
cluding (fault-tolerant) quantum computing, teleportation, QKD, and quantum error correction
are described. The corresponding implementation in integrated optics is proposed as well.
Some of the modules proposed in Section 2 are used in Section 3 to describe various entangle-
ment assisted QKD protocols, employing OAM, as well corresponding security analysis. The se-
curity analysis is performed in the presence of imperfectly generated OAM modes and
background error. Some important concluding remarks are provided in Section 4. Compared to
our recent paper [2], the proposed qudit gates and modules do not require the use of few-mode
fibers.

2. Photon Angular Momentum Based Universal Qudit Gates and
Quantum Modules for Quantum Information Processing,
Quantum Teleportation, and QKD

An arbitrary photon angular momentum state |¢)) can be represented as a linear superposition
of |/, o)-basekets as follows:

L, Lt
[y = > cadlla), DD el =1 (1)
|I=—L_ o=+1 |I=—L_ o=+1

where the |/, 0)-basekets are mutually orthogonal, namely
(m,oln,d’) = bmnboy; mne{—L_,...,—1,0,1,....L.}; o,0 € {-1,1}. (2)

Therefore, the photon angular momentum kets live in D =2(L_ 4+ L, + 1)-dimensional Hilbert
space Hy 1. +1)- Notice that in the most general case, the number of states with negative OAM
index, denoted as L_, does not need to be the same as the number of OAM states with positive
OAM index, denoted as L, . As we indicated in [2], this photon angular momentum concept to de-
scribe the photon states is different from the total angular momentum of photon defined as j h =
(I + o)h and introduced in [6]. The corresponding number of basekets in total angular momentum
representation is L + L. + 3, while in representation given by equation (1) the number of base-
kets is given by 2(L_ + L. + 1). As an illustration, in total angular momentum-notation for j = 4
we cannot distinguish between |/ =5,06=—1) and |/ = 3,0 =1) photon angular momentum
states. Therefore, the use of |/,o) notation is more general. The SAM (circularly polarized)
states can be represented in computational base {{|H),[V)}(H)-horizontal photon, [V)-vertical
photon) as follows:

1 [1 1[1
D =—|.|, |-1)=—]| .|. 3
=251 1] =75 ] @
The corresponding SAM operator is represented by
- 0 7j
s_[j X } @)
Clearly, right-circular (| 4+ 1)) and left-circular (| — 1)) states are eigenkets of this operator since
Sl+1) =1+1), S§[-1)=—|-1). (5)

The OAM states |+ /) and | — /) can be represented in reduced two-dimensional subspace, re-
spectively, as follows:

|/>;1m, |_/>;Hf/} I>0. ©6)
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Fig. 1. Basic qudit quantum gates employing photon angular momentum.

In this representation, since the mode with / =0 has no OAM value, it can be denoted as
10) = [0 0]". In this particular case, the photon angular momentum state reduces to the SAM
state only. By assuming that OAM-ket is aligned with the direction of propagation (z-axis), the
corresponding OAM operator can be represented as

.1 0

It is straightforward to verify that states |/) and | — /) are eigenkets of OAM operator L;:

Ll = (£h)]|zx)). (8)
The spin operator S and SAM operator L, satisfy the following properties:
10
=k, L2=Ph b= [o 1} (9)
where I is the identity operator. The photon angular momentum operator can now be defined as
IS 0 0 o0

J(Lz@l)(l®8)|:0 /S}’ 0{0 0} (10)

where the operator @ denotes the tensor product. The corresponding eigenvalue equation is
given by

J|£, 1) = (£)(E£1) £, £1). (11)

For convenience purpose, we can use a single indexing of photon angular momentum, and
the computational bases related to photon angular momentum states are denoted as
{10),|1),..., |D—=1)}, D=2(L_ + L;). By properly selecting L_ and L. to make sure that the di-
mensionality D is equal to some power of two, then the dimension D can be expressed as
D =q=2P, where p>1 is a prime. If the addition operation is performed over Galois field
GF(2P) instead “per mod D,” we can define the set of gates that can be used for arbitrary opera-
tion on qudits, as illustrated in Fig. 1. The F-gate corresponds to the quantum Fourier transform
(QFT) gate. lts action on ket |0) is the superposition of all basis kets with the same probability
amplitude

FIO)=q 2 > |u). (12)

ueGF(q)

Therefore, the F-gate on qudits has the same role as Hadamard gate on qubits. The action of
generalized X- and Z-gates can be described as follows:

X(@)|x) = |x+a), Z(b)x)=u"®™)|x); x,abeGF(q) (13)

where x, a,b € GF(q), tr(-) denotes the trace operation from GF(q) to GF(p) and w is a p-th root
of unity, namely w = exp(j2=/p). By omitting the SAM as a degree of freedom, since it represents
a fragile source of quantum information, the corresponding space becomes (L_ + L, )-dimensional
(D=L +L,).
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Fig. 2. OAM-based quantum qudit teleportation module.

By selecting (L_ +L;) to be a prime P, the corresponding addition operation represents
“mod P addition,” in other words right cyclic shift. The left cyclic shift can be defined as
X(a)|x) = |x — a). At the same time, the trace operation becomes trivial, and the action of gen-
eralized Z-gate becomes Z(b)|m) = &/?7/PP™m). The corresponding generalized-Hadamard
gate in this formalism is the F-gate since

D—1
Fln) = D72 " w " |m). (14)

m=0

Therefore, all these single-qudit gates can be implemented by using the OAM as a degree of
freedom. One particularly suitable technology is based on spatial modes in few-mode fibers as
we described in [2]. The basic building blocks for that purpose are OAM multiplexers/de-
multiplexers, few-mode fiber itself, and a series of electro-optical modulators. Since few-mode
fibers are not compatible with integrated optics we are targeting here, we modify single-qudit
OAM-based gate proposal as described below.

By using the basic qudit gates shown in Fig. 1, we can implement more complicated quantum
modules, as illustrated in Fig. 2, where quantum OAM-based qudit teleportation module is
shown. In Fig. 2, we use |Byo) to denote simplest generalized Bell baseket as follows:

D—1
|Boo) = CNOT(F @ 1)[0)[0) = D~"/2> " |m)|m) (15)
m=0

whose corresponding implementation is also shown in Fig. 2. As another illustrative example,
the syndrome calculator module, important in fault-tolerant computing and quantum error correc-
tion, is shown in Fig. 3(a). In both applications, we can determine the syndrome to identify the
quantum error based on syndrome measurements in accordance with the scheme from Fig. 3(b).
In this syndrome decoding module, the syndrome calculator module S(bj, a;) corresponds to
the i-th generator g;=[a;|b;] of a quantum-check matrix of a nonbinary quantum error correction
code

(A),
A= ¢ | A=g=@lb)=[0 - 0a - ay [0 0b - by

(A)n_k
€ GF(q)®N; a;, b € GF(q). (16)

In (16), we use a; to denote the action of X(a;) qudit gate on the i-th qudit location, while with b; we
denote the action of Z(b;) qudit gate on the i-th qudit location. Arbitrary error belongs to the multi-
plicative Pauli group (error group) on qudits Gy = {w°X(a)Z(b)|a, b € GF(q)N, ce GF(p)}. By re-
presenting the error operator as e = (c|d), corresponding to E = w°X(e)Z(d), the syndrome can
be calculated as S(E) = S(c,d) = eA.
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Fig. 3. (a) Quantum module for syndrome qudit calculation. (b) Quantum qudit syndrome decoding
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Fig. 4. Single-qudit gate implementation in integrated optics based on CGHs.

The quantum circuit shown in Fig. 3(b) will provide non-zero measurement if a detectible error
does not commute with a multiple of g,. The correctable qudit error is mapping the code space
to gX-dimensional subspace of g"-dimensional Hilbert space. Since there are N—K generators,
or equivalently syndrome positions, there are gN-X different cosets. All qudit errors belonging to
the same coset have the same syndrome. By selecting the most probable qudit error for the coset
representative, which is typically the lowest weight error, we can uniquely identify the qudit error
and consequently perform the error correction action. Alternatively, the maximume-likelihood de-
coding can be used, in similar fashion we described in [1]. However, the decoding complexity
would be significantly higher.

We turn our attention now to the description of the implementation of OAM-based single-qudit
and generalized-CNOT gates. The OAM-based single-qudit gate can be implemented in inte-
grated optics, with the help of computer generated holograms (CGHSs), as shown in Fig. 4.

The quantum state represented by |¢) = ,DZ’O1 ¢|l) arrives at the input of a single-qudit gate.
In OAM demultiplexer, we separate the basekets, while by set of D electro-optical modulators
(E/O MODs) we introduce the required phase shift and/or amplitude change to perform the de-
sired single-qudit operation. After that the basekets are recombined into single-qudit in OAM

multiplexer to obtain the output quantum state |¢/) = 2,0;01 cj|l). As an illustration, the F-gate is
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obtained by implementing the E/O modulator as a concatenation of an attenuator to introduce
attenuation D~'/2 and a phase modulator to introduce the phase shift —(27/p)nm in the m-th
branch, according to (14). The generalized Z(b) gate is obtained by introducing the phase shift
(27/P)bm in the m-th branch by corresponding phase modulator. The generalized X(a) gate is
obtained by using the CGH in the m-th brunch to introduce azimuthal phase shift of the form
exp(jag).

By implementing E/O modulator as a concatenation of an amplitude modulator and a phase
modulator or a single 1/Q modulator, the single-qudit gate shown in Fig. 4 is straightforward to
initialize to arbitrary state by properly adjusting amplitude and phase changes in each branch.
For instance, the superposition of all basis kets with the same probability amplitude is obtained
by simply introducing the amplitude change D~'/2 in each branch, while setting the phase shift
to zero.

The generalized-CNOT gate in which the polarization qubit serves as a control qubit
and OAM qudit as the target qudit is described in [12] and [13]. Here we are concerned
instead with implementation in which both control and target qudit are OAM states. The
holographic interaction between OAM |/c) and OAM |Ir) states can be described by the
following Hamiltonian:

H = —gJdcdr (17)
while the corresponding time-evolution operator is given by
U(t) = exp[—jtgdcdr] = exp[—jtglcit 4] (18)

By choosing gt =27/(L_ + L,), we obtain the following unitary operator:

Cio(Z(Ir)) = exp | —j————Ilrls (19)
+

2
L. +L
which is clearly generalized-controlled-Z operator. Generalized-CNOT operator can be ob-
tained by transforming generalized-controlled-Z operator as follows:

CNOT., = Cip(X(Ir)) = (1® FCip (Z(I)) (I © F). (20)

Since this OAM interaction does not require the use of nonlinear crystals or highly nonlinear fi-
bers, the OAM states represent an interesting qudit representation for quantum computing, quan-
tum teleportation, and QKD applications. Given that {generalized-X, generalized-Z, and
generalized-CNOT} gates represent the set of universal quantum gates, arbitrary quantum com-
putation is possible by employing the OAM gates described in this section. Namely, it has been
shown by Luo et al. [14] that the following qudit set of gates {generalized-X, generalized-Z, and
either generalized-CNOT or generalized controlled-phase} is universal. For the proof of this
claim, an interested reader is referred to [14, Th. 1].

We have already described how to generate the generalized Bell state |By) by (15). We now
describe how to generate arbitrary generalized-Bell state. By applying the same gates as in
Fig. 2, but now on ancillas |n) and |m), we obtain

D1
(F@ h|n)|m) = D2 " w =" |k)|m). (21)
k=0

By applying now the generalized-CNOT gate (see Fig. 2), we obtain the desired generalized-
Bell state |Bmn):

D—1
CNOT(F @ /)|n)|m) = D~/2> " w="k|k)|m + k). (22)
k=0
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Another approach to generate |Bnn) is to start with |Byy) and then apply the Weyl-gate, de-
fined as Wiy = S20-1 w=9|d + m)(d|, on second qudit in entangled pair

D—-1 D-1 D-1
(/% Winn)|Boo) = D23 k) (Z w9 d + m><d|> k)= D23 W k)lk + m). (23
k=0 d=0 k=0

The Weyl-gate can easily implemented based on Fig. 4, by moving from d-th to (d + m) mod D
branch and introducing the phase shift —27dk/D in that branch.

Now, we have all elements required to formulate entanglement assisted protocols based on
OAM, which is the subject in next section. The multidimensional QKD is subject of intensive
studies in recent years, which can be judged by a number of recent papers related to this topic
[15]-[22].

The proposed qudit gates and modules can be employed to implement important quantum al-
gorithms more efficiently. As an illustration, the basic module to implement the Grover search al-
gorithm, performing a search for an entry in unstructured database, is the Grover qudit operator,
which can be represented as

G = (2F®"|0)(0|F®" — )O (24)
where F is the QFT qudit gate and O is the oracle operator, defined as
Olx) = (—1)™|x); x = (xixz---xn), X € GF(q) (25)

with f(x) being the search function, generating 1 when the searched item is found, and zero oth-
erwise. Shor factorization and Simon’s algorithms are quite straightforward to generalize based
on description provided in [1, pp. 164—166].

The main problem related to OAM-based gates is the imperfect generation of OAM modes
[28]. Currently existing CGHs still exhibit the measurable OAM crosstalk. On the other hand, the
OAM is very stable degree of freedom, which does not change much unless the OAM modes
are propagated over the atmospheric turbulence channels [24]. Moreover, it has been shown in
[25] that in properly designed optical fibers OAM state get preserved after kilometers-length-
scale propagation. The noise affects the photons carrying OAM in the same fashion as polariza-
tion state of photon. The noise is more relevant in photon-number-sates-based optical quantum
computing than in OAM-based quantum computing.

3. Security Analysis of Photon Angular Momentum Based QKD Protocols

As we have shown in [2], various types of photon angular momentum-based protocols can be
categorized into two broad categories: non-entangled (such as the weak coherent state) based
protocols and entanglement assisted ones. Both the weak-coherent-state-based and entangle-
ment assisted based protocols employing proposed quantum modules are very similar to those
we have described already in [2]. In entanglement assisted protocols, we are interested in the
security against collective attacks, in other words the attacks in which the Eve’s interaction dur-
ing QKD is independent and identically distributed. The eigenkets of Wi, can be employed to
define the mutually unbiased bases (MUBs). In D-dimensional QKD systems there will be D? — 1
nontrivial Wmn's, however, not all of them can be used to create the MUBs. Namely, there exist at
least two MUBs and maximum D + 1 MUBs. For completeness of the presentation, we outline one
possible entanglement assisted multidimensional QKD protocol. By employing the generalized-
Bell-state generator module from Fig. 2, Alice prepares |Byo) baseket and sends one of the qudits
to Bob. Further, Alice performs the measurement in randomly selected eigenbasis the Wq,. On
the other side, Bob performs the measurement in randomly selected eigenbasis the W, on qudit
allocated to him.

In the sifting stage, only the items for which Alice and Bob used the same bases are kept, the
other items are ignored. In information reconciliation stage, Alice then performs systematic (n, k)

Vol. 8, No. 1, February 2016 6600212



IEEE Photonics Journal Integrated Optics Modules Based Proposal

nonbinary LDPC coding on positions in which both have employed the same basis. (In system-
atic codes, the information symbols are unaffected during the encoding process.) Alice then
transmits n — k < n parity symbols by classical optical channel to Bob, who performs nonbinary
LDPC decoding. Finally, the privacy amplification is further performed to distil for a shorter key
so that the correlation with Eve’s string is minimized, as explained in [26].

The security analysis of two relevant classes of entanglement assisted protocols, two-basis-
and (D + 1)-basis protocols, is discussed in the rest of this section. This security analysis is simi-
lar to that described in [2], except for more realistic OAM transition model described below.
Namely, it is well known OAM modes generated by spatial light modulators (SLMs) and other
CGHs are imperfect [23], [24], so that OAM mode crosstalk must be taken into account. In partic-
ular, the OAM crosstalk among the observed mode and several closest modes is predominant.
The parameters to be estimated in entanglement assisted protocols are commonly related to
probabilities that Alice and Bob’s outcomes a and b differ by d € {0,1,...,D — 1} (observed per
mod D). Let these probabilities be denoted as gmn(d). Then the following N-neighbor transition
probability model can be used to determine the error probabilities gmn(d), which is quite suitable
to model the imperfect generation of OAM modes, causing the OAM crosstalk. In this model we
assume that N neighbors get affected by OAM crosstalk so that the probability of transition from
a given state to N — 1 of its neighbors is given by q/(N — 1), where g is the probability for a given
symbol to be wrong. The probability of not having error will be then 1 — g. For example, the tran-
sition probability matrix IT describing this model for D = 8 and N = 3 is given by

1-¢ ¢ 0o 0 0 0 0 g7
i’ 12g ¢ 0o 0o 0 o0 0
0 ¢ 1q ¢ 0o 0 0 0
o 0 2 1Zg ¢ 0o 0o o
=109 o 0 2 15¢ 2 0o o (26)
o o o 0 ¢ 1 g ¢ 0
o o o 0o 0 ¢ 12g ¢
¢ o o 0o 0o 0 ¢ 1 4]

In the presence of residual (background) error r, we have to replace zeros in (26) with r and to re-
calculate the remaining transition probabilities such that summation per each row is equal to 1.
Without loss of generality, for two-basis protocol and (D + 1)-basis protocols we can select
the following sets {Wo1, Wio} and {Wo1; Who, ..., Wi p_1}, respectively. To determine the Eve’s
accessible information, we have to perform the maximization of mutual information between
Alice and Eve over all generalized positive operator valued measurement (POVM) schemes.
This accessible information is upper bounded by Holevo information (see [1], Ch. 12) as follows:

9

X(A: Elpas) = S(pe) = >_p(a)S(peia),  S(p) = —Tr(plogp) = — > _ Alogh; (27)
Ai

il
)

where S(p) denotes the von Neumann entropy and ); (i =1,2,...) denote the eigenvalues of
density operator (matrix) p. Because the following commutativity relation is satisfied

(W Wi, Weve W1 = 0, it is straightforward to show that the Alice-Bob density operator pag is
diagonal in the generalized-Bell basis
D—1 D-1
PAB = Z >\mn|an><an|§ Z Amn = 1. (28)
m,n=0 m,n=0

Upon the purification as follows |pas, £) = >, p VAmn|Bmn) aglémn) g, given that the pg, is a di-
agonal in the generalized-Bell basis, and given that von Neumann entropy is equal to the
Shannon entropy when quantum states are mutually orthogonal, we can write S(pgjs) =

H(qo1(0), .., qo1(D —1)).
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Fig. 5. Secret fraction key rate for finite keys in the presence of imperfect OAM generation for the
system dimensionality D = 17 (N-neighbor model).

Practical key lengths are finite, and we need to take into account the fact that various steps in
entanglement assisted protocols will fail with certain probability [27], [28]. To deal with such
scenarios, the concept of e-security is introduced in [27]. The key sequence denoted as Key is
e-secure with respect to an eavesdropper E when the trace distance between the joint state
prey.£ @and py ® pe (pu is the completely mixed state) is smaller than or equal to . Each step in
finite key analysis can fail with certain probability, so that we can write: € = egc + epa + €pe + &,
where ¢ denotes the security of the final key, cgc denotes the security of error correction
scheme, epa denotes the security of privacy amplification step, epe denotes the security of the
parameter estimation step, and & denotes the failure probability of Renyi entropies estimates
(see [26] and [27] for additional details).

Based on security theory described in [27], the bound for secure finite key rate is given by

A= (1) s - (oo 2) - (2)on( 2) - o[ ] e

where the ratio //L indicates that only portion of the sequence of length / < L is used for the
key, the rest is used for parameters’ estimation. In (29), the conditional entropy term H(A|E) is
determined by log(D) — Ig, where Ig is the Eve’s information. The error probabilities gmn(d) are
subject to fluctuations in similar fashion to that described in [2]. The results of calculations are
summarized in Figs. 5 and 6, for fixed total error rate £ of 1075, tolerable error correction rate
eec of 1079, and g set to 0.05.

To generate these results, the numerical maximization of (29) with respect to unknown param-
eters epa, cpe, and pmn (Pmn is the probability of selecting base m and n) is performed. Addition-
ally, the N-neighbor model of crosstalk, introduced above, is employed. Clearly, when the keys
are sufficiently long, the (D + 1)-basis protocols outperform two-basis protocols. On the other
hand, for shorter finite key rates, the two-basis protocols outperform (D + 1)-basis protocols.
Both types of proposed protocols significantly outperform conventional 2-D QKD protocols.
Namely, the upper limit for secret key rate is log,D — Ig, where Ig is mutual information gained
by Eve. Therefore, for 2-D QKD protocols the ideal secret key rate is always smaller than 1. In
the presence of residual background errors r = 0.001, for sufficiently long keys, the advantage
of (D + 1)-basis protocol over two-base protocol becomes negligible. Therefore, in the presence
of simultaneous OAM crosstalk and residual background errors the two-base protocol is quite
robust and it is suitable for use in all regimes.
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Fig. 6. Secret fraction key rate for finite keys in the presence of imperfect OAM generation and re-
sidual background error r = 0.001 for dimensionality of the system set to D =29 (N-neighbor
model).

4. Concluding Remarks

In order address key challenges for both quantum communication and quantum computing ap-
plications, in this paper we have proposed to employ the photon angular momentum approach,
combined with integrated optics. Given the fact that photons can also carry both SAM, associ-
ated with polarization, and OAM, associated with azimuthal phase of the complex electric field,
we can define the photon angular momentum as the tensor product of the two. Because mutu-
ally orthogonal OAM states provide an infinite basis state, while SAM states are two-di-
mensional only, the OAM can also be used to increase the security for QKD and improve the
computational power for quantum computing applications.

The goal of this paper has been manifold: (i) to describe photon angular momentum based
deterministic universal quantum qudit gates, namely {generalized-X, generalized-Z, generalized-
CNOT} qudit gates, (ii) to describe different quantum modules of importance for various appli-
cations including (fault-tolerant) quantum computing, teleportation, QKD, and quantum error
correction; (iii) to propose the corresponding integrated optics implementation; and (iv) to study
the security of entanglement assisted protocols employing the proposed generalized-Bell-state
generation module in the presence of crosstalk introduced by imperfect generation of OAM
modes. The following quantum modules have been proposed: generalized-Bell-state generation
module, QFT-module, the nonbinary syndrome calculator module, the Weyl-operator-module in
addition to generalized universal qudit gates. The proposed deterministic generalized-controlled-
phase qudit gate can be implemented by employing linear optics only, which is the key advan-
tage compared to the probabilistic SAM-based CNOT gate.

It is anticipated that the qudit gates and modules proposed here will be imperfect, so it is
essential to employ the quantum error correction to protect the quantum information as it dy-
namically undergoes quantum computation. One of the key issues for OAM-based quantum
computing is to implement OAM-based qudit gates fault-tolerantly. The fault-tolerance on qudits
can be defined in similar fashion as the fault-tolerance on qubits. We say that the quantum qudit
operation is fault-tolerant if the occurrence of single qudit gate/storage error does not produce
more than one error per encoded qudit block. The transversal operation on qudits can be de-
fined in similar fashion to that for qubits. We say that an operation on qudits is transversal if the
following two conditions are satisfied: 1) It employs only single-qudit operations on qudits from
the same code block, and 2) the j-th qudit in one coded block interacts only with the i-th qudit in
another code block (or block of ancillary qudits). On the other hand, the implementations of the
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fault-tolerant syndrome calculator, fault-tolerant encoded operations, measurement protocols,
and fault-tolerant computing gates on qudits do not represent straightforward generalization of
corresponding qubit circuits. Instead, we would need to re-derive the whole theory of fault-
tolerance on qudits, which is out of scope of this paper, and will be addressed in future.
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