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ABSTRACT

The performance is presented of a spread spectrum communication system utilizing
binary phase shift keying (BPSK), differential binary phase shift keying (DBPSK), and
8-ary frequency shift keying (FSK) signals in the presence of partial band jamming noise
and tone noise. A combination of coding, interleaving, and diversity techniques provides
the best antijamming capability.

INTRODUCTION

Satellite communication systems are vulnerable to hostile jamming. The use of spread
spectrum signals provides a measure of protection against in-band interference (jamming).
The amount of protection is given in terms of processing gain (1) which is defined as the
ratio of spread bandwidth, W, and data rate, R . Two types of jamming are considered:d

partial band noise jamming and partial band tone jamming. For partial band noise
jamming, the total jammer power, J, is spread evenly over a fraction, F(0<F<1), of the
spread bandwidth, W. The effective jammer power density is (J/FW). For partial band
jamming, the total jammer power, J, is evenly divided among jammer tones. For jamming
against DBPSK, the jammer is assumed to place tone at the center of the DBPSK data
interval.

There are two classes of spread spectrum techniques. The first is called direct sequence
(DS) spread spectrum. This is generated by multiplication of the data stream by a pseudo-
random (PN) sequence whose chip rate, R , is many times the binary data rate, R . Thec         d

second type is called frequency hopping (FH) in which the spread signal may change
frequency for each data bit or after several bits. The DS spread signals are coherently
demodulated, whereas FH spread signals are noncoherently demodulated. The channels
perturbed by partial band noise have phase as well as amplitude variations. It is desirable
to employ modulation techniques which exploit short-term coherence.



It is known (2,3) that for a coherent Gaussian channel of spectral density, N , with ao

constraint length, k = 7, rate r = 1/2 convolution code, and soft decision Viterbi decoder,
the bit energy to noise ratio, E /N , required to achieve a bit error probability equal to 10b o

-5

is reduced by approximately 5 dB as compared to that required for uncoded BPSK
transmission for the same bit error probability.

The purpose of this paper is to derive the E /N  required to achieve an error probabilityb j

equal to 10  for coded FHBPSK, FHDPSK, and FH8FSK signals in the presence of-5

partial band jamming when there are multiple data bits per single frequency hop.

FHBPSK SIGNALS

Let T  be the hop time and S the signal power. Thenc

E = ST  = S/Rc  c

is the total energy available per hop. The effective noise density is

where

and N  is the power spectral density of additive white Gaussian noise.  Assume that eacho

hop interval consists of N BPSK signals, where the first (N-4) bits are known reference
bits while the last four bits are data bits.  It is assumed that phase is constant within the
hopping but is not constant from hop to hop.  The energy per data bit is

Suppose that the first (N-4) reference signals provide a reference phase error 6. Then the
bit error probability is given by



assuming that N  > > N , wherej   o

and

The analysis follows from the results of (4). Let the received signal be

where

and w  = 2Bf  ; f  is the carrier hopping frequency. Let T  = T /N and n(t) be the whiteh  h  h       b  c

Gaussian noise. Let us denote the inphase and quadrature detector output by



and denote

where

where {n } and {n } are identically independent Gaussian random variables with meanK   K
~

zero and variance N /2. The independence is obtained by interleaving the data (5). Nowo

we obtain the phase error estimate (6) as follows:

where



Now, using the fact

(3)

Equation (2) becomes

(4)

Therefore, from Equations (1) and (4), the conditional bit error probability is given by

where

(5)

We note that n  and n  are Gaussian random variables with zero mean and variance 1.o  o
~

Therefore, the bit error probability is

(6)

The plots of P  for F = 0.1, 0.4, 0.5, 0.6, 0.9, and N = 5, 6,..., 20 are given in Figures 1E

through 5.

The worst case occurs when F = 0.1. When N = 5 (E /N ) = 22.5 dB for P  = 10 . Thisb J      E
-5

implies that one bit it allotted for phase reference. Using the convolution code with k = 7,
r = 1/2, quantization level M = 8, E  = 14.5 dB for P  = 10 . The coding gives anb     E

-5

advantage of 8 dB.



 See (4)*

 See (2), (4), (7)-(9)**

FHDPSK SIGNALS*

For a binary DPSK signal in the presence of noise jamming, the probability of bit error
rate is given by

(7)

where x = E /N . The bit error rate for the tone jamming is given byb j

(8)

The effective E /N  required for P  = 10  for partial band noise jamming is 8.4 dB and forb J   E
-5

partial band tone jamming is 12.7 dB. For a PN DBPSK in the presence of partial band
noise jamming (7), the effective (E /N ) required for P  = 10  is 8.4 dB.b J    E

-5

FH8FSK SIGNALS**

As mentioned before, FH systems are not hop-to-hop coherent. Even though DPSK
modulation is preferable for a system which sends more data per hop, it is desirable to
use FSK modulation when one bit or a fraction of a bit is sent per hop. The bit error
probability for 8 FSK in the presence partial band noise without diversity (10) is given by

where c = 3 E /N .b j

With fourfold chip diversity, the coded system has an advantage of 8 dB at P  = 10  overE
-5

the no diversity; but a coded signal with diversity has more than 40 dB advantage over no
diversity in an uncoded system at the same error rate. In all cases, optimum interleaving
(5) has been used to guarantee the memoryless channel such that soft decisioning can be
applied.



SUMMARY

For transmission of several data (symbols) per hop, the desirable DPSK spread spectrum
signal is that which needs 8.4 dB of E /N  for P  = 10 . The 8 FSK spread spectrumb j  E

-5

signals are preferable for transmission of one or a fraction of a data symbol per hop to
obtain a bit error probability P  = 10  when E /N  = 9 dB. In either case, signals are to beE    b J

-5

coded and interleaved and decoded using soft decisioning to yield the above bit error
probability.
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FIGURE 1. BIT ERROR PROBABILITY FOR FF = 0.1



FIGURE 2. BIT ERROR PROBABILITY FOR FF = 0.4



FIGURE 3. BIT ERROR PROBABILITY FOR FF = 0.5



FIGURE 4. BIT ERROR PROBABILITY FOR FF = 0.6



FIGURE 5. BIT ERROR PROBABILITY FOR FF = 0.9


