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ABSTRACT 

The integrated Network Enhanced Telemetry (iNET) radios provide a two-way telemetry link 
that interconnects the airborne instrumentation system with ground-based systems.  This 
capability brings the flight test telemetry domain into the realm of the more classic mesh 
networks in a mobile ad-hoc environment.  The underlying radio frequency (RF) communication 
protocols defined in the iNET standards support a variety of classic networking protocols.  The 
scheduling algorithms between Link Managers and radios can operate as a collision network, like 
classic Ethernet.  This paper describes the communication protocols and scheduling algorithms 
of the iNET radios, and it provides results of their use in a self-scheduling algorithm such as a 
classical token ring network. 
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INTRODUCTION 

For over a decade, many instrumentation systems have migrated to a network-based architecture, 
but those networks were largely self-contained within the instrumented vehicle or on the ground-
based data processing centers.  The telemetry link remained a predetermined, one-way flow of 
data from the airborne test vehicle to the ground receiver using a pulse code-modulation (PCM).  
That is, until recently. 

Two-way standardized network telemetry has now become a reality.  The integrated Network 
Enhanced Telemetry (iNET) radios have successfully demonstrated in flight the two-way 
telemetry between airborne instrumentation and ground-based processing systems.  This new 
capability provides an avenue for the flight test telemetry domain to enter into the realm of the 
network revolution.  By providing the two-way telemetry link, the door has been opened to 
utilize standard networking technologies and protocols as part of the new concept of operations.  
This includes on-demand data retrieval, data mining on the airborne recorder during flight, 
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command and control of airborne instrumentation from the ground control room, voice-over-IP 
(VoIP), file transfers, on-board web server access, etc. 

While classic range telemetry has utilized a kind of “hub and spoke” shape, practice has shown 
that the particular two-way telemetry paradigm needed varies.  The standardized protocols used 
by the iNET radios have been defined such that they can support several two-way architectures; 
including self-forming/self-healing mesh networks, cellular-based networks, etc. 

This paper focuses primarily on the iNET radios and the radio frequency (RF) communications 
protocols that they implement.  The RF communication protocols can be utilized in a manner to 
implement various network routing and communication protocols.  Classical network topologies 
and mobile ad hoc network protocols are briefly discussed.  Finally, results of using the iNET 
radios to implement a self-scheduling mechanism in the format of a token ring are provided as an 
illustration of the breadth of topologies possible. 

RCC PROTOCOLS FOR RF COMMUNICATIONS 

The Telemetry Network Standards (TmNS) interfaces and protocols implemented by the iNET 
radios are defined in an upcoming version of the Inter-Range Instrumentation Group (IRIG) 106 
standards maintained by the Range Commanders Council (RCC).  The network messages that 
comprise the RF communications control plane are identified in IRIG 106 Chapter 24, Message 
Formats [1].  The use of these messages and their impacts on the iNET radios are further 
described in IRIG 106 Chapter 27, RF Network Access Layer [2], and Chapter 28, RF Network 
Management [3]. 

The TmNS defined messages for RF network management are called RF Network Messages 
(RFNMs).  RFNMs consist of a header structure that provides a source and destination address 
along with a sequence number.  The source and destination addresses are RF Media Access 
Control (MAC) addresses which are analogous to the MAC addresses of Ethernet-based network 
interfaces.  Following the header is the RFNM payload that consists of one or more Type-
Length-Value (TLV) triplets.  There are six different types of TLVs, and from these six types the 
RF network can be established and maintained.  The six types are described further in Table 1. 

Table 1.  IRIG 106 Chapter 24 TLVs Defined for Use in RF Network Messages 

TLV Description 

Transmission Opportunity (TxOp) 
Assignment 

This TLV is used by the Time Division Multiple Access (TDMA) 
scheduler to allocate a transmission opportunity on a radio link. 

TxOp ID Acknowledgement Report This TLV is used by a radio to report the acknowledgement of 
specific TxOps that have been received and processed and 
applied to the active schedule. 

MAC Queue Status Report This TLV is used by a radio to report MAC layer queue level. 
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TLV Description 

Heartbeat This TLV is used to establish a timeout value used by the radio 
to classify TxOps as stale. 

Link Metric This TLV contains an absolute time and several link metric 
measurements pertaining to a specific radio link. 

Traffic Engineering (TE) Queue 
Status Report 

This TLV is used by a radio to report TE queue levels for each 
of the eight TE queues associated with a particular link on the 
reporting radio. 

 

iNET radios are required to synchronize their internal clocks prior to transmitting over their RF 
interfaces.  Time synchronization sources are locked to the Global Positioning System (GPS) and 
they operate as IEEE 1588-2008 grandmaster clocks for their respective subnetworks.  Once an 
iNET radio is locked to the time source, it can transmit according to its transmission schedule. 
Transmission schedules can be preloaded onto a radio through a Metadata Description Language 
(MDL) configuration file (IRIG 106 Chapter 23 [4]) or through the network-based RFNMs.  The 
TxOp Assignment TLV and the Heartbeat TLV in RFNMs are used to provide updates to the 
transmission schedule of a radio.  TxOps include a start and stop time relative to a configured 
duration of time (one second max). 

The TxOp ID Acknowledgement Report TLV, MAC Queue Status Report TLV, Link Metric 
TLV, and the TE Queue Status Report TLV are all generated by radios to a TDMA scheduler, or 
Link Manager, in the network.  The TxOp ID Acknowledgement report serves as an indication to 
the TDMA scheduler that a specific TxOp from a particular TxOp Assignment TLV has been 
applied to the transmission schedule.  This allows the TDMA scheduler to make any other 
scheduling changes with other radios.  Radios also generate MAC Queue Status Report TLVs 
and TE Queue Status Report TLVs to indicate the current network load conditions.  This 
information is used by the TDMA scheduler to determine whether to allocate more or less 
transmission time in a future schedule update.  Radios also generate the Link Metric TLVs that 
provide receiver statistics for a particular link.  This information can be utilized by the TDMA 
scheduler to perform antenna handoffs and the routing changes associated with it. 

The iNET project has conducted flight tests utilizing a single, centralized TDMA scheduler on 
the ground-based range network infrastructure to provide dynamic transmission schedule updates 
for radios in the air and on the ground.  Testing included performing numerous successful 
handoffs between ground-based radios without losing any data communication with the airborne 
radio.  While the iNET project has focused on a reference scheduling application, the Link 
Manager, it is not the only scheduling mechanism that the openness of the IRIG 106 standards 
can support.  The six structures of RF network control mentioned above are sufficient for 
establishing and maintaining reliable network communications between iNET radios.  Using 
these message types as the foundation within the RF network communication protocol, 
additional networking and routing protocols can be built on top to provide for a variety of 
classical or wireless mesh networking topologies. 
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CLASSICAL NETWORK TOPOLOGIES 

Network topology illustrates how a network of nodes (e.g., computers, hubs, switches, and 
routers) are connected together to allow the flow of data from one network node to any other 
node within the same network.  Network topologies can be examined from a physical perspective 
or a logical perspective.  A physical perspective describes how all network nodes are connected 
through cables or wireless technologies.  A description from the logical perspective focuses more 
on the flow of data through the network rather than the physical interconnects.  In the following 
sub-sections, some of the classical network topologies are discussed. 

Bus Network Topology 

A bus network is a simple network configuration where each network node is directly connected 
to a shared bus which provides a common communication channel between the nodes.  By 
nature, a shared bus is half-duplex, meaning there can be only a single node transmitting onto the 
shared bus at a time.  The bus requires some sort of transmission management and is prone to 
collisions if not handled correctly. 

Ring Network Topology 

A ring network is another simple network configuration where each network node is directly 
connected to two adjacent nodes.  Each of those adjacent nodes, or neighbors, are connected to 
the next adjacent node and so on until every node is connected and the ring is complete.  If a 
node sends a data packet, that packet will be received and processed by each node between the 
sender and the receiver.  If the neighbor is not the intended destination node, it passes the 
message along to its other neighbor.  This process continues until the data packet is received by 
the intended destination.  In a ring network, data can flow in a unidirectional or bidirectional 
manner depending on the configuration of the ring.  A common disadvantage to the ring network 
is that the addition or removal of a node will break the network requiring a reconfiguration of the 
impacted/adjacent nodes. 

Token Ring Network Topology 

A token ring network utilizes a special “token” in order provide access to a shared transmission 
medium.  Only one node can be in possession of the token at any one time, the time during 
which the token-owner may transmit.  Once transmission is complete, the token is released back 
onto the network.  This method eliminates the possibility of collisions on the shared transport 
medium. 

The standardized token ring is documented in IEEE 802.5 [5].  However, other network 
protocols utilize the token ring approach to shared medium access control.  This is the case in 
wireless networks where the ring structure is implemented as a logical ring rather than a physical 
ring.  One example of a wireless token ring is the Wireless Token Ring Protocol (WTRP) [6]. 
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Star Network Topology 

A star network is yet another simple network configuration where each network node is directly 
connected to a centralized switch or hub which provides a transportation path between each 
node.  This is an improvement from the ring network because each data packet is not passed 
from node to node down the line until reaching its destination but, instead, is transmitted to the 
central node before being forwarded to the destination node.  A sender may only be separated by 
a single switch from several other nodes in the network.  Star network topologies comprised of 
store-and-forward switches allow for multiple nodes to simultaneously transmit on the network 
and can provide full-duplex connectivity.  WiFi is a common example of a star network topology 
over wireless communication. 

Hybrid Network Topology 

Hybrid networks are created by combining more than one network topology to create a new 
topology.  Multiple star networks could be connected together using a bus network to form a 
hybrid network known as a tree network.  Hybrid networks may also combine wired network 
topologies with wireless network topologies. 

WIRELESS AD HOC NETWORKING 

To grasp the potential of the networking capabilities of the iNET radios, one must have an 
understanding of wireless ad hoc networks and their associated protocols.  Specifically, mobile 
ad hoc networks (MANET) logically fit the paradigm of the airborne iNET radios.  In general, ad 
hoc networks are self-forming, self-maintaining, and self-healing networks that do not require 
any pre-existing network infrastructure.  Nodes in the ad hoc network relay information from one 
neighboring node to another in order to ensure delivery across the wireless network.  This is a 
much different approach than the hub-and-spoke type of wireless networks such as WiFi. 

Figure 1 displays a screenshot of the animation of a network simulation of a MANET using ns-3, 
a discrete-event network simulator application.  Each wireless node is represented by a circle 
with a number label.  The transmitting node in the figure, labeled “3”, is in range of seven of the 
other 14 nodes in the simulation.  Communication from Node 3 to other nodes outside its 
transmission range is relayed by its neighbors to the destination [7]. 
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Figure 1.  Network Simulation of Mobile Ad Hoc Network 
 

Mesh Network Topology 

Mesh networks differ from traditional hub-and-spoke networks in that there are potentially 
multiple paths that data can travel in order to travel from source node to destination node.  A 
fully connected mesh network topology connects each node directly to every other node in the 
network.  A partially connected mesh network is one in which all nodes are connected to at least 
one other node, some nodes connect to multiple nodes, and there is at least one path across the 
network from each node to every other node in the network.  The partially connected mesh 
topology is likely the most applicable to telemetry on test ranges. 

MANETs are mesh networks that must adapt for the mobility of their nodes.  For a range 
telemetry scenario, the ground-based radios may be stationary while the airborne nodes are 
mobile.  The nature of mesh nodes requires relay operations between radios.  Basic relay 
scenarios have been performed with the iNET radios in the iNET System Integration Lab (iSIL) 
at Southwest Research Institute (SwRI®) in San Antonio, TX.  The relay scenarios were 
performed using the RF network control messages defined in IRIG 106 Chapter 24.  The relay 
consisted of one Test Article radio operating as the relay between a second Test Article radio and 
the ground-based radio. 

MANET Routing Protocols 

The routing protocol is what establishes and maintains network connectivity in a wireless ad hoc 
network.  Generally speaking, there are two main classes of MANET routing protocols: 
proactive protocols and reactive protocols.  Each protocol has both advantages and disadvantages 
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over other protocols.  Thus, it is important to select the protocol that best suits the goals of the 
MANET. 

Proactive protocols seek to establish network routes across the network early and often.  These 
protocols tend to adjust to routing changes due to node mobility since nodes should have up-to-
date routing information all the time.  These routing updates occur even when there is no data to 
send over the network.  Routing information is continually being shared, ultimately resulting in a 
reduction in latency at the onset of a new source-destination data flow or during route change 
events [7]. 

Reactive protocols only establish routes between a source and a destination node when there is 
data to send over the route.  While these protocols tend to have less protocol overhead than 
proactive protocols, they are more prone to higher data latencies at the onset of a new data flow 
due to the need to first learn the route [7]. 

It is envisioned that future ranges may depend more on the emerging wireless, ad hoc mesh 
networks.  The iNET radios are poised to be able to participate in these types of network 
environments. 

EXAMPLE TOKEN RING NEWORK WITH INET RADIOS 

As an example of the breadth of topologies possible by implementing one of the classical 
network topologies with the iNET radios, an experiment was designed to provide a simple, self-
scheduling wireless token ring topology using iNET radios.  In order to accomplish this task, a 
small amount of processing capability was distributed to each radio in order to perform the logic 
of token sharing.  This logic did not modify the RFNMs nor the way they are processed by the 
radios.  Thus, standard, off-the-shelf IRIG 106 iNET radios were able to form a token ring.  The 
lab setup assumed all iNET radios were able to communicate with all other iNET radios in the 
network through their RF interfaces.  A logical “Transmission Token” is passed from one iNET 
radio to another.  The iNET radio in possession of the token is permitted to transmit onto the RF 
network while all other iNET radios remain in a listening mode.  The token is passed around the 
network in a logical ring in order to ensure that each iNET radio is provided an opportunity to 
transmit onto the network. 

Figure 2 provides the RF network topology consisting of three iNET radios that utilize a token 
ring based architecture for access control of the RF network.  In the figure, iNET Radio 2 is the 
current owner of the transmission token; thus, it is transmitting onto the RF network.  As a part 
of its final transmission, it will pass the token to iNET Radio 3.  Once it passes the token, it 
returns to the listening mode. 
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Figure 2.  Example Token Ring Topology with iNET Radios 
The token ring network depicted in Figure 2 was established in the iSIL.  A VoIP call was 
established and maintained between two VoIP clients that were located on the wired networks 
connected to iNET Radio 1 and iNET Radio 3.  The communications path between the two VoIP 
clients traversed through the RF network.  The token passing mechanism ensured no RF 
collisions would occur between any two radios. 

Figure 3 shows a screen capture of a spectrum analyzer in the iSIL with the three iNET radios 
connected.  The lower half of the figure shows the distinct transmission bursts of each iNET 
radio in the time domain.  The RF signals from each radio have been attenuated differently in 
order to easily and clearly identify the transmitting radio.  iNET Radio 1 was attenuated the most 
and therefore has the smallest amplitude, followed by iNET Radio 2 and iNET Radio 3. 
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Figure 3.  Demonstration of iNET Radio Transmission Schedules with Token Ring 
In this implementation, the transmission epochs, or transmission burst windows, were a fixed 
duration in time.  At the start of each epoch, only one radio owns the transmission token, and the 
token is owned for the entire epoch.  Each epoch contains two distinct transmission regions from 
the transmitting radio.  The first is a short transmission that sends the transmission token to the 
radio that will be authorized to transmit during the next epoch.  The second, much longer 
transmission region is used for transmitting its queued data packets across the RF network. 

The capture shown in Figure 3 shows a sequence of five epochs, each one being utilized by a 
different iNET radio than the prior epoch.  However, the network will automatically adapt to 
network conditions if some radios have more data backlog than other radios.  For a radio that 
contains a larger queue backlog of data that will require multiple epochs, the radio will forego 
sending the transmission token at the start of an epoch.  By doing this, the radio will maintain 
ownership of the transmission token for the next epoch, thus allowing multiple consecutive 
epochs to be utilized for transmission by a single radio.  This behavior was observed in the iSIL 
when data loads through the radios were increased. 
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Though this is a relatively simple example, it emphasizes the point that various network shapes 
and topologies can be established by building on top of the IRIG 106 standards for telemetry 
networks (Chapters 21-28). 

CONCLUSION 

The TmNS-compliant iNET radios have successfully demonstrated in flight the two-way 
standardized network telemetry capability that the iNET project has promised to provide.  The 
RF network communication protocols utilized were based on standards currently being reviewed 
by the RCC for incorporation into the next release of the IRIG 106 standards.  These protocols 
provide a uniform way to communicate dynamically-changing transmission schedules among all 
iNET radios participating in the same RF network.  Using these protocols as the foundation of 
the RF network, other routing and networking protocols can run on top in order to establish 
various network shapes tailored to a particular range’s needs.  These other protocols include 
mesh and ad hoc network protocols.  It is envisioned that the iNET radios may be utilized in a 
wireless mesh network of radios on ranges in the future.  Finally, an example was given of a self-
scheduling token ring based transmission schedule being utilized on several iNET radios in the 
iNET System Integration Lab to highlight the fact that the iNET radios are capable of being 
utilized for various network topologies and scenarios. 
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