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ABSTRACT 

Advances in mobile and pervasive computing, social network technologies and the 

exponential growth in Internet applications and services will lead to the development of 

the Internet of Things (IoT). The IoT services will be a key enabling technology to the 

development of smart infrastructures that will revolutionize the way we do business, 

manage critical services, and how we secure, protect, and entertain ourselves. Large-scale 

IoT applications, such as critical infrastructures (e.g., smart grid, smart transportation, 

smart buildings, etc.) are distributed systems, characterized by interdependence, 

cooperation, competition, and adaptation. The integration of IoT premises with sensors, 

actuators, and control devices allows smart infrastructures to achieve reliable and 

efficient operations, and to significantly reduce operational costs. However, with the use 

of IoT, we are experiencing grand challenges to secure and protect such advanced 

information services due to the significant increase in the attack surface. The 

interconnections between a growing number of devices expose the vulnerability of IoT 

applications to attackers. Even devices which are intended to operate in isolation are 

sometimes connected to the Internet due to careless configuration or to satisfy special 

needs (e.g., they need to be remotely managed). The security challenge consists of 

identifying accurately IoT devices, promptly detect vulnerabilities and exploitations of 

IoT devices, and stop or mitigate the impact of cyberattacks. 

An Intrusion Detection System (IDS) is in charge of monitoring the behavior of protected 

systems and is looking for malicious activities or policy violations in order to produce 

reports to a management station or even perform proactive countermeasures against the 

detected threat. Anomaly behavior detection is a technique that aims at creating models 

for the normal behavior of the network and detects any significant deviation from normal 

operations. With the ability to detect new and novel attacks, the anomaly detection is a 

promising IDS technique that is actively pursued by researchers. Since each IoT 

application has its own specification, it is hard to develop a single IDS which works 

properly for all IoT layers. A better approach is to design customized intrusion detection 
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engines for different layers and then aggregate the analysis results from these engines. On 

the other hand, it would be cumbersome and takes a lot of effort and knowledge to 

manually extract the specification of each system. So it will be appropriate to formulate 

our methodology based on machine learning techniques which can be applied to produce 

efficient detection engines for different IoT applications.  

In this dissertation we aim at formalizing a general methodology to perform anomaly 

behavior analysis for IoT. We first introduce our IoT architecture for smart 

infrastructures that consists of four layers: end nodes (devices), communications, 

services, and application. Then we show our multilayer IoT security framework and IoT 

architecture that consists of five planes: function specification or model plane, attack 

surface plane, impact plane, mitigation plane, and priority plane. We then present a 

methodology to develop a general threat model in order to recognize the vulnerabilities in 

each layer and the possible countermeasures that can be deployed to mitigate their 

exploitation. In this scope, we show how to develop and deploy an anomaly behavior 

analysis based intrusion detection system (ABA-IDS)  to detect anomalies that might be 

triggered by attacks against devices, protocols, information or services in our IoT 

framework. We have evaluated our approach by launching several cyberattacks (e.g. 

Sensor Impersonation, Replay, and Flooding attacks) against our testbeds developed at 

the University of Arizona Center for Cloud and Autonomic Computing. The results show 

that our approach can be used to deploy effective security mechanisms to protect the 

normal operations of smart infrastructures integrated to the IoT. Moreover, our approach 

can detect known and unknown attacks against IoT with high detection rate and low false 

alarms.   
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 INTRODUCTION 1

1.1 Motivation 

IoT can be viewed as a ubiquitous network that enables monitoring and controlling a 

large number of heterogeneous devices that are geographically dispersed by 

collecting, and processing and acting on the data generated by smart objects. It 

represents intelligent end-to-end systems that enable smart solutions and covers a 

diverse range of technologies including sensing, communications, networking, etc. 

This diverse and dynamic use of resources has made security a major challenge. 

Traditional IT security solutions are not directly applicable to IoT due to the 

following issues: 1) The   IoT extends the “internet” through the traditional internet, 

mobile network, non IP networks, sensor network, cloud computing, and fog 

computing; 2) IoT platforms constrained in memory and processing capability and 

consequently may not support complex security algorithms; 3) All “things” will 

communicate with each other. This leads to multiple access points that can be used to 

exploit existing vulnerabilities; and 4) Some IoT devices and services may be shared 

and could have different ownership, policy, and connectivity domains. The more we 

rely on IoT systems, the more important role the IoT security plays in our life. 

Nowadays, cyber-attacks can compromise the operations of large computer networks, 

factories, nuclear power plants, and might cause full collapse of financial systems, 

power grids, water distribution networks, transportation, etc.  
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In addition, the IoT technology is becoming more complex, dynamic and 

heterogeneous with the emergence of new technology, applications and network 

protocols.  

On the other hand the attackers are equipped with more sophisticated tools which 

make them capable of launching more dangerous attacks with less prerequisite 

technical knowledge. Figure 1-1 shows how the attack sophistication has increased 

over time, while the intruder’s technical knowledge has decreased. This means more 

amateur attackers can apply sophisticated attacking tools to conduct dangerous 

attacks against computational devices, networks or smart premises. 

 

Figure 1-1- Attack sophistication versus intruder technical knowledge 

 

 

Currently, the attackers can not only launch successful attacks in shorter time, but 

they can also broad impacts on IoT resources. Figure 1-2 indicates that the attackers 

can currently impact regional networks in term of minutes, and it has been predicted 
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that they will be able to impact the global infrastructure in the matter of seconds in 

near future [1]. Recently, a large-scale ransomware attack began impacting 

companies, hospitals, and public services in more than 100 countries [2]. The 

propagation speed was estimated to be more than 3600 computers per hour, affecting 

more than 200,000 computers around the world.  The attack lead to the cancelation of 

surgeries and flights, a wide array of private and public institutions were crippled 

most of the day. 

 

Figure 1-2- The timeline of cyber-threads scope of damage and impact time [1] 

 

In addition to the aforementioned problems, the new IoT paradigm encourages the 

traditional local applications and systems to be accessible through the Internet. It is 

expected that by 2020 the number of interconnected smart objects will reach more 

than 50 billion devices [3]. Figure 1-3 shows the IoT growing trend. This trend will 
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exponentially increase the attack surface, making the IoT an attractive target for cyber 

attackers to perform malicious activities.   

 

Figure 1-3- Projection in the increase of interconnected IoT devices [3] 

 

Therefore, we need more sophisticated security tools to protect our IoT infrastructures 

and services against the ever-growing cyber threats in today’s environment. This has 

made the cyber security a challenging research problem.  

1.2 Problem Statement 

In this dissertation, our goal is to develop a general methodology to address the IoT 

security challenges so it can be applied to secure and protect many smart 

infrastructures such as smart cities, smart buildings and homes, etc. 

Figure 1-4 shows an IoT architecture to develop smart city applications [3]. While 

Figure 1-4 has selected a sample of basic protocols, communication technologies and 

services, there are a lot of other elements in each layer that are introduced to leverage 

the potential of the IoT.  
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Figure 1-4- Information framework for creating a smart city through IoT [3] 

 

 

Each layer has its own specifications, functionality and features that uniquely identify 

the IoT elements involved. This diversity makes it difficult to design a single efficient 

Intrusion Detection System (IDS) that can protect the entire IoT application. Since the 

whole application involves the interaction of different layers, we need a set of fine-

grained Intrusion Detectors which analyze each layer separately. Then, we should 

aggregate the results from these detectors to achieve better detection rates with lower 

false alarms than is possible by using just one detector.  Youssif et al. [4] have 

proposed the multi-level intrusion detection system (see Figure 1-5) which inspects 

and analyzes the traffic from different network protocols through some fine-grained 
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detection engines. While these detection engines are working on different layers, the 

multi-level IDS employs an efficient fusion algorithm to aggregate the detection 

results of each detector to assess the final security status of the network.  

 

Figure 1-5- Multi-level IDS [4] 

 

 

Considering the numerous different IoT elements involved in a single IoT application 

(e.g., smart water system), it is critically important to develop a generic methodology 

that is applicable to different IoT elements in order to design efficient fine-grained 

intrusion detectors for each layer in the IoT environment. 

1.3 Research Objective 

With the significant growth of IoT technology and the extensive use of the Internet 

services in our daily life, the security issues of these technologies still remain a big 

concern. The Intrusion Detection System is a promising solution for IoT security 

issues. The complexity and diversity of the IoT have made it very difficult to study 
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each IoT layer separately in order to design customized Intrusion Detection Systems 

for it. On the other hand, it is difficult to develop a single IDS which efficiently 

analyzes the whole IoT application that is generated using different technologies. 

The main objective of this dissertation is the development of a general Anomaly 

Behavior Analysis methodology for the Internet of Things, which can be applied to 

design efficient IDSs for each IoT layer. 

We have adopted an IoT hierarchical architecture that can be used to deploy IoT 

applications for smart infrastructures. In our methodology, we extend the mentioned 

architecture to develop an IoT threat modeling framework. The main objective of 

introducing our framework is to address security issues in a systematic way while 

designing and developing the functions and services to be offered by each IoT layer. 

In our approach, IoT hierarchy consists of four layers: application, service, 

communications and end-devices layers. By insuring that all existing vulnerabilities 

and threats of each layer can be identified and mitigation solutions can be applied, our 

framework will provide the architectural support to deliver trustworthy IoT services 

that can: 1) Protect IoT services against epidemic attacks; 2) Ensure that critical IoT 

systems can survive faults and destructive attacks; and 3) Ensure IoT security and 

privacy. 

As a proof of concept we have applied our methodology to different real-world 

applications using our smart home testbed, smart water testbed, smart car testbed, 

smart building testbed, and smart grid testbed. We also evaluated the performance 

and overhead of our IDSs to detect a wide range of IoT cyber-attacks.  
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1.4 Dissertation Organization 

The remaining chapters of this dissertation are organized as follows: 

Chapter 2 describes the background and related work in order to understand the 

investigated IoT security problem and our ABA approach. We present a 

comprehensive study about smart infrastructures, cybersecurity for IoT, threat 

models, and current approaches for intrusion detection systems.  

In Chapter 3 we present a hierarchical IoT architecture to develop smart 

infrastructures. In order to show the usability of this architecture, we describe how to 

apply it to several smart infrastructures. As a proof of concept, we have developed 

several smart infrastructures testbeds to test, evaluate and experiment with our 

developed solutions. These testbeds include smart building, smart home, smart water 

system, and smart car testbeds. We describe the testbeds in this chapter. 

Chapter 4 is devoted to explain our IoT threat modeling framework in detail. We first 

introduce a hierarchical IoT security framework that follows our IoT architecture, and 

then we show our approach to describe the attack surface for each layer.  

In Chapter 5 we show our first case of study for IoT end nodes layer. For this case we 

study threats against IoT sensors in a smart home environment. The conducted 

experiments and the evaluation results for the first case of study are discussed here. 

In chapter 6 we show our second case of study for IoT communications layer. For this 

case we use our smart water system to study threats against our IoT gateway. The 

conducted experiments and the evaluation results for the second case of study are 

discussed here.  
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Finally, Chapter 7 concludes the dissertation by summarizing the research results, the 

contributions of the dissertation, and discussing future research directions. 
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 BACKGROUND AND RELATED WORK 2

In this dissertation, we present an anomaly behavior analysis methodology that can be 

applied to different IoT layers for designing customized Intrusion Detection Systems. 

We have selected the end-nodes and communication layers as case-studies to evaluate 

our methodology. In this section we present a background about smart infrastructures, 

IoT cybersecurity, threat modeling, and anomaly behavior analysis. This background 

will help us to understand the scope of our research. Then, we review the related 

research about cyber-security solutions for IoT end nodes and IoT communications. 

2.1 Smart Infrastructures (SI) 

Infrastructures are the basic physical and organizational structures and facilities (e.g., 

buildings, water grid, transportation, power grids, etc.) needed for the operation of a 

society or enterprise [5]. Infrastructures have been around as long as urban centers, 

supporting a society’s needs for its planning, operation, and safety. As we move 

deeper into the 21st century, these infrastructures are becoming smart, through 

sensors of various kinds and advanced information systems to optimize their 

operations. Smart infrastructure services need to be provided reliably, economically, 

and in a resilient manner. Examples are the delivery of reliable and affordable power, 

water at a high quality, or transportation at an affordable cost. As systems become 

more intricate with increasingly stringent performance specifications, a possible 

solution is to use sensors and actuators to gather real-time information about the 

system behavior and its management. As systems increase in scope and size, 
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incorporation and integration of computational devices and communication networks 

is mandatory. Given that any smart infrastructure is a large and complex dynamic 

system, all of the aforementioned features are essential for the design and analysis of 

a smart infrastructure. There are, however, two distinguishing aspects to a smart 

infrastructure that are noteworthy. The first is that the central goal of an infrastructure 

is to deliver a critical service, such as energy, food, water, healthcare, or 

transportation. The second aspect of smart infrastructures is the availability of 

working with constrained resources, whether energy, water, transportation or 

healthcare, the available resources are limited. As a result, optimal use of resources is 

mandatory in smart infrastructures. Given that the major problem in a smart 

infrastructure is one of managing resources and making them available at the right 

location and at the right time, there is a distinct paradigm shift taking place in this 

topic. Thanks to the use of IoT, the end-user is empowered with making decisions, 

based on frequent, real-time, and distributed information available about the overall 

infrastructure. The questions that arise related to such a decision making as well as 

the collection of pertinent information and its processing, the requisite tools, 

methodologies, and challenges are all problems that fall within the broad rubric of 

systems and control. A distinguishing feature of any infrastructure is not only its 

ability to deliver a service, but to deliver it in a reliable and resilient manner. The 

former can be argued as a robustness property under disturbances such as 

cyberattacks. Resilience refers the capability of an infrastructure to recover from 

setbacks, adapt well to change, and continue to operate in spite of being under 
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attacks, that is, its ability to withstand severe disturbances, both random failures and 

targeted adversarial attacks. An obvious challenge arises from the scale of the 

infrastructure; while each individual system may have a small state space, the 

coupling between these systems leads to a very large number of interacting states. 

Additionally, the faults and attacks in one part of the infrastructure can propagate to 

adversely affect other systems. A more subtle challenge is balancing the diverse 

requirements and constraints of the composite system. As mentioned before, there are 

many examples of critical infrastructures, all of which can operate independently 

from each other or together to support the operations of a smart city. One of the main 

goals of a smart city is the development of well integrated environments for all the 

physical resources associated with a city, their control and management applications, 

human resources, and decision makers. The deployment of smart cities will lead to 

the proliferation of advanced global information services, improved utilization of city 

resources, and effective management during crisis situations regardless whether they 

are triggered by nature, terrorism, failures or human errors. Figure 2-1 shows a 

generic smart city architecture leveraged by the IoT, where all city organizations, 

resources, and services are interconnected to build a wide closed control system that 

involves the whole city. 
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Figure 2-1- Smart city general architecture 

 

Smart city technology can play an effective role in managing resources during major 

crisis, or public events (e.g., hurricane, terrorist attacks, parades, marathons, etc.). 

Smart city advanced information services can assist decision makers in mobilizing the 

people and physical resources to properly contain potential damages and stop their 

cascading effects in severe crisis management scenarios. Typically, the needed 

information is available but isolated and must be manually obtained, which could be 

ineffective in large scale disaster situations that need immediate access to such 

information. Consequently, it is critically important that the needed information about 

all city resources must be available in a secure and resilient manner to decision 

makers and to a limited extent the public [6].  
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2.2 IoT Cybersecurity 

The term Internet of Things (IoT) refers to uniquely identifiable objects (things), and 

their virtual representations in the Internet [7]. In recent years, the concept of IoT has 

become popular through some representative applications (e.g., smart grid, smart 

buildings, smart transportation, etc.). Usually, IoT has four major components   

including: 1) sensors and actuators, 2) heterogeneous access, 3) information 

processing, 4) applications and services, and additional components such as security 

and privacy [7][8].  As the IoT will be applied to the crucial areas of social programs, 

health care, transportation, and government (among others), security needs in the IoT 

will be higher. The IoT enables monitoring and controlling large number of 

heterogeneous devices and systems that are geographically dispersed, and covers a 

diverse range of technologies including sensing, communications, networking, etc. In 

the vast and diverse IoT ecosystem, security becomes a major challenge because 

traditional IT security solutions are not directly applicable to IoT due to the following 

characteristics [7][8][9]:  

• Operational Independence. In IoT environment, the component systems may 

operate separately, in different locations, under different policies, using 

different implementations and security policies. This can lead to potential 

threats, for example some systems may be more vulnerable to attacks than 

others (e.g., sensors), and compromising such systems may lead to 

compromise the entire IoT. Thus, operational independence adds a level of 

complexity to IoT that is not present in isolated systems. 
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• Managerial Independence. Component systems may be managed by 

completely different organizations, with different activities. This way, 

activities of one system may trigger security alerts in another system. What 

rights should one system have to specify the security of another system for 

external and independent activities? How can systems protect themselves 

from IoT emerging activities?  

• Evolutionary Development. IoT evolves over time, and this can introduce 

security issues that current IoT security components are not aware of. 

Therefore, the security solutions for evolving systems will be difficult to 

completely specify at design time, and will need to evolve as the system 

evolves. 

• Emergent Behavior. The IoT will be characterized by emerging behaviors 

and functions that occur after the system has been deployed. Responsibility to 

handle such behaviors could be complex and shared, leading to difficulties in 

deciding who should respond and where responses are required. 

• Geographic Distribution. An IoT application is often geographically 

dispersed (e.g. separate buildings, cloud services in other countries, etc), 

which may restrict what can be done at different locations, and how the 

component systems may work together to respond to a changing security 

situation. 

The security of IoT-based systems should be equipped with properties such as 

authentication, confidentiality, integrity, resiliency, etc. Therefore, some new 
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technologies and methodologies should be developed to meet the higher requirements 

in terms of reliability, security and privacy.  

2.3 Threat Modeling 

Improving security and reducing risks in smart infrastructures depend heavily on 

analyzing threats, risks and vulnerabilities to develop the appropriate 

countermeasures and mitigate their exploitations [10]. To better understand the IoT 

vulnerability landscape, a general IoT threat modeling needs to be developed [11]. A 

threat modeling defines threat scenarios and their associated risk distributions, 

likelihood of occurrence, and their impacts if they were successful. It helps in 

analyzing security problems, design mitigation strategies, and evaluate mitigation 

solutions. During the design phase, threat modeling can be used to identify 

vulnerabilities, and device design changes to mitigate potential threats. When a threat 

model is developed for a deployed system, it can be used to prioritize the mitigation 

actions [10]. In general the steps for threat modeling are the following [11]: 1) system 

model; 2) attack surface; 3) mitigation strategies; and 4) prioritize mitigation 

techniques.  

2.4 Anomaly Behavior Analysis  

Current cyber-security solutions are far from being satisfactory to stop the 

exponential growth in number and complexity of cyber-attacks [12][13]. In addition, 

the effort and knowledge required to launch sophisticated attacks is decreasing while 

their propagation has been reduced from days in the early 80s to a fraction of seconds 
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in 2000s [14]. There are two basic intrusion detection techniques to detect 

cyberattacks: signature based and anomaly based Intrusion Detection Systems (IDS) 

[14][15]. Signature based IDS builds a database of known attack signatures. 

However, these systems cannot detect new types of attacks or even a known attack 

with a slight change in its signature. The main feature of the anomaly detection 

approaches is their capability in detecting novel and new attacks. The Anomaly Based 

IDS defines a baseline model for normal behavior of the system through off-line 

training, and consider any activity which lies outside of this normal model as anomaly 

[16]. Compared with signature based approach, the advantage of anomaly based 

approach is its ability to detect unknown attacks. However, the major challenge of 

anomaly based approach is its high false alarm rates, especially when there is big 

change in the normal operation of the target system. 

Typically, the implementation of anomaly detection system consists of two phases 

[15][16]:  

• Training phase. In this phase, the features that characterize the normal 

system operations are selected. The methods for such extraction varies, and 

the quality of data training is heavily depend on the selected features. 

Moreover, the quality of selected features can be further improved by data 

preprocess (e.g., filtering data). After selecting the features, a boundary of 

feature space is generated through data training. Such data training is usually 

carried out by machine learning techniques (e.g., data mining). Since the 

boundaries generated by different algorithms may varies, choosing or 
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designing the right algorithm for the current dataset is the major challenge in 

data training, many algorithms need to be evaluated before picking the most 

accurate one. After the features have been identified, and the appropriate 

algorithm for training has been selected, the next step is to configure the 

algorithm properly so that the boundary between normal data and abnormal 

data does not face over-fitting or under-fitting problem. Overfitting occurs 

when the model fits the normal data so well that the noise of normal data is 

also described. Overfitting can achieve high detection accuracy when dealing 

with training data. However, since the bias of overfitting model is lower, the 

detection performance of overfitting model is worse than normal model when 

dealing with real-world data. On the other hand, the under-fitting happens 

when the model or the algorithm does not describe the normal data accurately 

enough, hence the baseline model fails to capture part of normal data within 

the normal boundary. The under-fitting can result in worse detection 

performance during both training and testing phase. Therefore, determining a 

balance between over-fitting and under-fitting is a major concern when 

performing data training. The typical techniques for keeping such fitting 

balance are: 1) performing K-fold cross validation during data training, 2) 

configuring training algorithm properly, and 3) selecting the proper features 

for training. 

• Testing phase. In this phase the generated baseline model is tested with the 

real-time traffic in order to evaluate its detection performance and overhead. 
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The incoming traffic is collected and the required features are extracted to 

build a runtime model that can be compared with the baseline model. Any 

attack, misconfiguration or misuse will lead to a deviation from the normal 

model; we name it as abnormal behavior. It is noted that the real-time traffic 

will exhibit a difference with the training data; hence a model adjustment may 

be required (e.g., re-train the model). The detection performance is quantified 

by calculating the model’s detection rate and false positive rate. The main 

limitation of this approach is the large number of false alarms that can be 

produced. To overcome this limitation, our approach performs fine-grain 

anomaly behavior analysis as will be discussed in further detailed when we 

introduce our ABA-IDS approach. 

 

A recent trend in ABA is to implement adaptive learning instead of supervised 

learning. In supervised learning process, operators have to manually tag the training 

data as either normal or abnormal. Moreover, the baseline model generated through 

supervised learning will not work properly if the operations of the monitored system 

experience a significant change. In an adaptive learning process, the data training 

process is usually fully automated without human intervention. Moreover, the 

baseline model keeps being updated to describe the latest changes regarding 

configuration and operation pattern of the protected system.  
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2.5 Overview of Cybersecurity for IoT End-Nodes (1st Case Study) 

In the IoT, every physical object (e.g., a room) has its representation in the virtual 

world sharing information about its properties (e.g., temperature). This representation 

is possible thanks to the end-nodes. The end-nodes comprise sensors to collect 

environmental data, actuators to modify the environment to a desired state, and local 

controllers to perform local actions and allow communication with other IoT 

elements. Currently, there is a strong research interest in the security of IoT when 

applied to smart infrastructures. The main reason is due to the large number of 

devices and users that can be connected using this technology. The interconnections 

between growing amounts of devices expose the vulnerability of IoT applications to 

attackers.  

In [17], the authors show how a Bluetooth connection was used in a city to change 

traffic sensors firmware to gather information and to modify the data provided by 

those sensors. This lead to incorrect information provided to the control center where 

the decisions are taken. As a result a specific route was congested during peak hours 

and the data about heavy traffic across the city was removed. In [18], the authors 

show a comprehensive study of cyber-attacks targeting information gathered from 

medical wireless sensor networks. Here the main concern is medical information 

disclosure and falsification. The aforementioned are some real-world scenarios that 

show how critically important is to secure and protect the IoT operations against 

cyberattacks, especially when it comes to IoT sensors. 
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The authors in [19] analyze the IoT security issues and challenges. They explore the 

lack of a systematic approach to address security in the IoT landscape.  The main 

contribution in this work is a detailed analysis of the IoT attack surface. However, 

there is no proposed solution to mitigate the security issues. Authors in [20] show a 

threat model to secure sensors in an IoT ecosystem. They use a multi-layer security 

framework to develop IoT security mechanisms, and focus on IoT sensors. To address 

the security issues, the authors discuss security policies enforcement mechanisms. 

The authors fail to explain how the framework can be used to protect IoT sensors 

against several well-known attacks such as sensor impersonation attack.   

Another issue that needs to be addressed in the end-nodes layer is the sensors 

network. The authors in [21] present a system that enhances the confidentiality of 

ZigBee sensors network messages by encrypting each packet. The proposed system 

follows 5 steps: setup, encryption, key generation, decryption, and delegation. Their 

system reduces the number of used keys because the user has to use three keys 

(public, master and private). Consequently, they enhanced the memory utilization by 

reducing the required memory for encryption operations. The drawback of their 

system is that their keys are static and consequently, an intruder with low monitoring 

overhead and data extraction skills can gain access to the system. Moreover, the 

system does not support digital signature and hence cannot be protected from 

malicious injection attacks [21]. Authors in [22] introduced a specification based 

intrusion detection system to protect the physical and MAC layers of ZigBee stack 

protocol. The proposed system depends on the extracted specifications from physical 
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and MAC layers to shape the normal space of the test environment. The advantage of 

their system is that it depends on the normal attributes of the system rather than 

focusing on the attacks. The drawback of their approach is that they use the nominal 

values of the attributes for their training model without checking those generated by 

the real system, which lead to many false positive alerts because in many cases real-

time systems do not follow the nominal values. The authors in [23] came up with a 

new security algorithm for end nodes, which is called Secure HAN that protects the 

Home Area Network (HAN) from local attacks. They assume that the customer is a 

trust worthy person, which is not accurate for all situations, and they also assume that 

their encryption algorithm is strong. The proposed algorithm performs authentication 

check, sequence number validation, identity check, and operation scheduling. They 

succeeded in detecting predefined attacks with low false alerts, but failed in detecting 

new attacks effectively. The downside of this algorithm is that it always assumes the 

main target for attackers is the automated meter infrastructure while it could be any of 

the end-devices like a smart plug. Frequency hopping method is used here to 

overcome the jamming attack with another assumption: the attacker has no clue about 

the sequence of the of channel rotation which, again, is not always true. Another work 

was presented in [24] to secure end-nodes networks. The proposed work included 

four mechanisms to protect home area networks, local metering networks, 

controllable local systems and the consumer metering data. The downside of the 

previous work that it supposes the attacks come from wide area networks only, and 

not from the inside the local networks. 
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With the continuous development of smart infrastructures, more and more sensors are 

used for IoT applications. As the number of IoT sensors increase, any node will be 

faced with the potential risk of hostile attacks, such as the nodes are accessed by an 

adversary, or the sensor data are eavesdropped, interrupted, modified or fabricated 

and so on. For the first case study, we focus our attention on IoT sensors. The idea is 

to create a signature that uniquely characterizes a sensor and then use the appropriate 

techniques to model the behavior of the characterized sensor. 

2.6 Overview of Cybersecurity for IoT Communications (2nd Case 
Study) 

Nowadays, connectivity adds great value to many applications. For example in 

industrial systems, the devices (e.g., programmable logical controller, PLC) can 

communicate with remote sensors, other devices, and centralized management 

systems to improve reliability and productivity. Extending connectivity beyond the 

local area networks (LAN) is often necessary and can be achieved with the use of the 

IoT [25]. In many applications it is highly useful to connect devices with the cloud to 

provide additional benefits to the entire ecosystem (e.g., remote monitoring). 

However, the path to create a virtual representation in the cloud of an object requires 

a way to put the sensor’s information in the cloud.  For devices that are not IP-based 

or Wi-Fi-based, this can be achieved through the use of gateways that bridge these 

devices to the Internet.  

In [25], the authors focus on implementing connectivity for IoT applications. They 

offer insights into the design of any IoT application requiring Internet connectivity. 
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The key aspects addressed in [25] include implementing IP connectivity, security, 

disparate node aggregation, power, and cost. The authors offer security by applying 

hardware-based cryptography, authentication mechanisms, execute-only program 

protection, read-only protection, debug port lock out, and tamper detection so systems 

can secure or mass erase sensitive data if the system casing is opened or breached. 

Although the proposed gateway provides certain level of security, they omitted the 

details on how this can be achieved. Moreover, the authors do not address the issues 

related to legitimate users performing careless actions that can lead to an excessive 

consumption of the gateway resources.  In [26] the authors present a secure gateway 

designed to link vehicles to the IoT. The proposed gateway is loaded with a variety of 

services while maintaining a certain level of security and authentication to avoid 

potential malicious attacks. The proposed hybrid and adaptive gateway is tested under 

four possible scenarios, 1) malicious vehicles joining the cluster group, 2) modifying 

and replaying the previously received gateway advertisement messages, 3) pretending 

to be a gateway or gateway requester, and 4) nonrepudiation attacks. The work 

presented in [26] is comprehensive and takes into account several real-world 

scenarios that can compromise the integrity or availability of the gateway. However, 

the conducted experiments are merely simulations that can be easily disregarded if we 

consider scenarios such as distributed denial of service, where multiple attackers can 

affect the gateway in a short period of time. In [27] the authors proposed a new 

adaptive flow based security mechanism for IoT devices using a software defined 

network gateway. The proposed mechanism performs dynamic analysis of traffic 
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patterns from IoT devices to determine when devices are compromised. They 

demonstrate the potential for using flow analysis to determine whether flows are 

periodic, and if so, to pre-emptively install their corresponding rule into the flow table 

prior to a packets arrival at a switch. The drawback of this approach is the fact that 

their use depends on periodic patterns which leaves out long-term attacks such as 

reply attack with enough data.  

Providing Internet to end-nodes is more than just a trend. The IoT is quickly reaching 

many fields such as industry, medicine, education, transportation, government, etc. 

The maturity of today’s connectivity solutions offers the tools to provide with Internet 

access to nearly every application through IoT gateways. The challenge here is to 

develop a secure and resilient gateway that can be securely used in IoT applications. 

In this dissertation, we explain how we applied our security threat modeling to 

analyze IoT infrastructures, and how to secure and protect our smart gateway in the 

communications layer of our IoT architecture. 
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 IOT HIERARCHICAL ARCHITECTURE FOR SMART 3

INFRASTRUCTURES  

One of the goals of IoT is to provide better quality of life for humans through the use 

of pervasive technology that touch all aspects of our life. The control and 

communication of these technologies must occur in an autonomic and transparent 

way. We have developed a general IoT architecture that can be applied to several 

infrastructures such that we can provide intelligence to these infrastructures to build 

what is known as smart infrastructures.  

In this chapter we first discuss our general IoT hierarchical architecture to build smart 

infrastructures. Then we show how to use the architecture to build the smart building 

testbed, smart home testbed, and smart water testbed. 

3.1 IoT Hierarchical Architecture 

According to the literature [28][29][30], an ideal solution for devices 

intercommunication and resources sharing is based on providing an easy way to setup 

environments.  It also should use well-known and well-documented technologies.  

There are several architectures that can be applied to build trustworthy services for 

smart infrastructures [3][28][29][30]. The IoT services for smart infrastructures can 

be developed using our hierarchical architecture as shown in Figure 3-1. The 

architecture consists of four layers: IoT end devices, communications, services, and 

applications.  



38 

 

 

Figure 3-1- IoT hierarchical architecture for smart infrastructures 

 

3.1.1 End Nodes Layer 

In the first layer (end nodes) the information passes through physical devices to 

identify or modify the physical world. This information includes object properties, 

environmental conditions, data, etc. The key components in this layer are the sensors 

for capturing and representing the physical world in the digital world, the actuators to 

modify the environment to a desired state, and a local controller to take immediate 

actions when required (e.g., a local fire alarm) [3][29].  

This layer provides functionality for local control, device discovering, connection 

establishment, communication with short range devices, and communication with 
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upper IoT layers. The integration of the different devices is accomplished using 

diverse hardware platforms (machine-to-machine devices) and protocols such as 

[30][31][32][33]: 

• IoT commonly used platforms: Arduino, NodeMCU, Raspberry PI, mbed, 

BeagleBone, DragonBoard, NI MyRIO, Gadgeteer, FONA, Vipase 24hours-

Care thermometer, Garmin vivofit, Samsung gear, Apple watch, Microsoft 

Band, Visi Mobile, Atlas Fitness Tracker, Seraphim Sense Angel Wristband, 

Amiigo Fitness Band, Qardio QardioArm, Visi Mobile, Withings Blood 

Pressure Monitor, BodyTel PressureTel. 

• IoT commonly used protocols: IPv6, 6LoWPAN, UDP, QUIC, HyperCat, 

Mosquitto, IBM MessageSight, AMQP, JMS, LWM2M, REST, HTTP/2, 

SOAP, Websocket, JavaScript / Node.js IoT, Ethernet, DigiMesh, IEEE 

802.15.4, ISA100.11a, Bluetooth, ZigBee, Wi-Fi, LTE-MTC, SensorML, 

IEEE 1888.3-2013, IEEE 1905.1-2013. 

 

In this layer, each device is described with the commands allowed to be executed on 

it and the type of provided data. For example a platform devoted to collect 

information about temperature should not be able to execute commands to control the 

illumination of a room. In upper layers, the presentation of the devices does not 

depend on the underlying communication protocols, meaning that other IoT 

components are provided with a unified access to the devices that is independent from 

their realization and the type of communication. After collecting the environmental 
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information in local controllers, the actions can be performed locally or remotely, 

depending on the configuration of the IoT platform. Table 3-1 shows the functions of 

the IoT end-nodes layer, their description and examples of actions.  

Table 3-1- IoT end nodes layer functions 

Function Description Example 

Closed loop 

control 

Actions that obey local rules are 

stored in the local controller. The 

actions involve sensors, and 

actuators. 

Automatic temperature 

regulation in a room. 

Device to device 

communication 

Communication between devices to 

share environmental information or 

other devices condition.  

Activate a lamp with a 

motion sensor in a 

separate room. 

Anomaly 

activities 

detection 

Detect when a sensor, actuator or 

the communication has been 

compromised. 

Detect when a sensor is 

dying.  

Data encryption / 

decryption 

Encrypt sensors data before sending 

the information to IoT upper layers. 

Decrypt the information from upper 

layers. 

Use lightweight 

encryption mechanisms. 

Push data to 

upper IoT layers 

Communicate sensors data to the 

IoT communications layer so that it 

is available for end users. 

Share information with a 

secure gateway. 

Receive data 

from upper IoT 

layers 

Receive information provided by 

user or another entity to perform ad-

hoc actions. 

Receive remote 

commands to deactivate 

the house’s alarm. 

 

3.1.2 Communications Layer 

Communications layer is responsible for the reliable transmission of information 

from/to end nodes [29][30]. This layer connects heterogeneous objects to deliver 

specific smart services. The technologies used in this include the Internet, mobile 

communication networks, network infrastructures, and communication protocols. A 

key component in this layer is the secure gateway which is the point of access 

(locally) to the system, to monitor sensors or issue commands to the actuators.  
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Typically, the IoT end-nodes layer operates locally using low-power technologies and 

diverse communication protocols [32][33]. However, majority of users do not have an 

expertise in low-level computational devices (e.g., Arduino), therefore, there is a need 

to provide an interface that can be locally or remotely accessed, and can be used to 

read sensors as well as to send commands to end nodes. The communications with 

different devices (local controllers) is accomplished using multiple protocols such as 

[32][33][34]: 

• Protocols for communications with end-nodes layer: Ethernet, I2C, 

WirelessHART, DigiMesh, ISA100.11a, IEEE 802.15.4, NFC, ANT, 

Bluetooth, ZigBee, EnOcean, Wi-Fi, WiMax, Weightless, NB-IoT (Narrow-

Band IoT), LTE-MTC (LTE-Machine Type Communication), EC-GSM-IoT 

(Extended Coverage-GSM-IoT), RPMA (Random phase multiple access).  

• Protocols for communications with services layer: Ethernet, HTTP, 

Websocket, Node.js, MQTT, Mosquitto, IBM MessageSight, CoAP, SMCP, 

STOMP, XMPP, AMQP, DDS, JMS, LWM2M, SSI, REST, SOAP. 

 

This layer provides the communications of all the components associated with each 

layer of the IoT hierarchical architecture. This feature leverages the functionality of 

smart infrastructures as they can be accessed, monitored, and administrated remotely, 

meaning that our smart infrastructure can be empowered with fog and cloud services 

to perform tasks that require high computational power. A key element in this layer is 
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the secure gateway whose function is to collect information from different local 

controllers, analyzes it and takes the corresponding action as shown in Table 3-2. 

Table 3-2- IoT communications layer functions 

Function Description Example 

Networked 

control 

Control loops are closed through the 

communication network and are 

inspected by the secure gateway. 

The actions involve local 

controllers. 

Autonomic AC 

management in a 

building. 

Device to device 

communication 

Communication between two or 

more gateways to avoid bottlenecks 

in a large-scale distributed system.  

Collect and process 

information about 

motion in an entire 

building. 

Anomaly 

activities 

detection 

Detect threats in communication or 

local controllers. 

Detect cyber-attacks 

targeting end nodes.  

Apply security 

mechanisms for 

data 

Apply encryption techniques for 

data, as well as access control 

mechanisms.  

Use authentication and 

authorization 

mechanisms. 

Push data to 

upper IoT layers 

Communicate data to the IoT 

services layer so that it is available 

for end users. 

Share information with a 

cloud service. 

Receive data 

from upper IoT 

layers 

Receive information provided by 

user through internet or a cloud 

service to perform ad-hoc actions. 

Receive remote 

commands to deactivate 

the house’s alarm. 

Host GUI The gateway is the local point of 

access to the users. A graphic user 

interface is required to issue 

commands to local controllers and 

read statistics from them. 

Host a http website with 

the required control 

buttons and graphs. 

Override rules in 

local controllers  

As a point of access to the local 

controllers, it must be possible to 

send commands that override local 

rules.  

Switch off the fire alarm 

when cooking. 

 

3.1.3 Services Layer 

The services layer acts as an interface between the application layer in the top level 

and the network layer in the lower level [29][30]. At this layer, all the required 

computational power is mostly provided using cloud services. This layer is used for 

remotely monitoring and controlling the system, as well as to store data and analyze 
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large amount of information. In general, IoT services can be allocated in four 

categories [30][31][33]:  

• Identity services. Used to represent real world objects in the virtual world. 

Identity services are the most important as they provide information about 

object properties and attributes to the rest of the services.  

• Information aggregation services. Used to collect and summarize raw 

sensory data that needs to be processed and reported to IoT applications. 

• Collaborative-aware services. Used to make decisions based on the 

processed information. This services can react proactively without human 

intervention or can act based on the feedback provided by the end user. 

• Ubiquitous services. Used to provide collaborative-aware services anywhere 

at any time.  

 

Majority of the current applications provide identity, information aggregation, and 

collaborative-aware services. For example, smart healthcare services fall into the 

information aggregation category, while smart home and smart buildings are more 

into the collaborative-aware category [30][33]. There are few applications that touch 

the ubiquitous services category. For example in smart city environment several 

systems are interconnected to provide the required services (smart transportation, 

smart government, smart health, and smart buildings).  
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The service layer leverages the functionality of smart infrastructures as they can be 

administrated remotely. A set of functions, their descriptions, and possible actions 

that be performed in this layer are shown in Table 3-3. 

Table 3-3- IoT services layer functions 

Function Description Example 

Cloud-based 

administration 

Remote monitoring and control of 

IoT elements in lower architectural 

layers. 

Command and control 

center in a smart city. 

Application to 

Application 

communication 

Communication between two or 

more applications in large-scale 

distributed system.  

Communication from 

smart transportation to 

smart power grid. 

Anomaly 

activities 

detection 

Detect threats in IoT applications. Detect long-term 

cyberattacks.  

Apply security 

mechanisms for 

data 

Apply encryption techniques for 

data, as well as access control 

mechanisms.  

Use of authentication 

and authorization 

mechanisms. 

Push data to IoT 

application layer 

Communicate data to the IoT 

application layer so that it is 

available for end users. 

Share information with 

health care services. 

Receive data 

from IoT 

application layer 

Receive information provided by 

user through Internet to perform ad-

hoc actions. 

Receive remote 

commands to activate 

the house’s alarm. 

Receive/send 

data from/to IoT 

communications 

layer 

Receive data from end devices layer 

trough communications layer. Send 

instructions to communication 

layer. 

Open smart building 

doors when a threat has 

been detected in the 

vicinity of the building. 

Override rules in 

gateways  

As a point of access to the local 

gateways, it must be possible to 

send commands that override local 

rules.  

Manage traffic lights in a 

smart city during crisis 

events. 

 

3.1.4 Application Layer 

The application layer provides customized services according to the needs of the user 

[29][30]. The access to the IoT services can be via mobile technology such as 

cellphone, mobile applications, or any smart device. The application layer provides 

the services requested by customers. For instance, a mobile application can report 

home temperature and humidity measurements when it is requested by the home user. 
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The relevance of this layer from the point of view of the IoT is that it has the ability 

to provide high-quality smart services to meet users’ needs. Many IoT standards have 

been proposed to simplify application development and deployment. However not all 

the protocols are required to develop a given IoT application. Some of the most 

popular standards are [30][31][33][35]:  

• Constrained Application Protocol (CoAP). It represents a simpler way to 

exchange data between clients and servers over HTTP. It eliminates ambiguity 

by using HTTP get, post, put, and delete methods.  

• Message Queue Telemetry Transport (MQTT). It aims at connecting 

embedded devices and networks with applications and middleware. It is 

suitable for resource-constrained devices such as low bandwidth links.  

• Extensible Messaging and Presence Protocol (XMPP). It is an open, secure, 

spam free and decentralized messaging protocol that allows instant message 

applications to achieve authentication, access control, privacy measurement, 

encryption, and compatibility with other protocols.  

• Advanced Message Queuing Protocol (AMQP). It supports reliable 

communication via message delivery guarantee primitives including at-most-

once, at-least-once and exactly once delivery. AMQP also supports the 

publish/subscribe communications model.  

• Data Distribution Service (DDS). It is a brokerless publish-subscribe 

architecture for real-time M2M communications that provides high Quality of 

Service (QoS) and reliability to its M2M applications.  
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The application layer leverages the functionality of smart infrastructures as they can 

be accessed remotely using mobile technology such as smart phones. Due to its 

functionality, security in this layer is focused on privacy and access control. A set of 

functions, their descriptions, and possible actions that can be performed in this layer 

are shown in Table 3-4.  

Table 3-4- IoT applications layer functions 

Function Description Example 

Mobile 

administration  

of IoT systems 

Remote access to IoT smart 

infrastructures to read statistics and 

issue commands to end devices or 

secure gateways. 

Remote security cameras 

access. 

Apply security 

mechanisms  

Apply privacy and access control 

mechanisms.  

Use of authentication 

and authorization 

mechanisms. 

Push data to IoT 

services layer 

Communicate data to the IoT 

service to store information or issue 

commands. 

Send a command to 

remotely open a gate. 

Receive data 

from IoT 

services layer 

Receive information provided by 

services layer through Internet to 

perform ad-hoc actions. 

Receive remote 

information. 

Override lower 

IoT layers  

As a point of access to services, it 

must be possible to send commands 

that override rules in services, 

communication layer or end-nodes 

layer.  

Manage smart home 

lights. 

 

3.2 Smart Building Testbed 

Our testbed has the functionality of the smart building resources and services such as 

sensors, actuators, automation and communication. The idea behind this testbed is to 

provide an accurate representation of the smart building environment so we can 

experiment with and evaluate our IoT security solutions. Our testbed shown in Figure 

3-2 and it includes fog and cloud services such as remote monitoring and control 
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through a central operator workstation, network assets, IP gateways, remote terminal 

units, and IoT end devices.  

 

Figure 3-2- Smart building testbed 

 

Our smart building testbed consists of two controllers that use different 

communication technologies such as the NI CompactRIO [36] and the KMC BACnet 

controller [37]. The CompactRIO has an ad-hoc wireless router and, at the same time, 

some of its inputs are attached an Arduino UNO controller [38]. The Arduino UNO 

controller has a ZigBee module so it can communicate with the control station by 

using ZigBee protocol [39]. The purpose of using redundant controllers is to 

experiment with and evaluate the development of our resilient smart building 

services. The communication with cloud services is through an ad-hoc router that 

uses an encrypted channel to send/receive information from the cloud. In case the 

communication of one of the controller is compromised, the second controller can 

handle the situation by sending high priority orders to the first controller. Because the 
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controllers share their inputs and outputs, they can handle seamlessly different 

protocols and technologies without any delay. Figure 3-3 shows the communication 

scheme for the smart building testbed.  

 

Figure 3-3- Smart building communication scheme 

 

3.3 Smart Home Testbed 

The smart home testbed has all the characteristics and functionalities of the actual 

smart homes such as sensors, actuators, automation systems, and communication 

channels. In our testbed, the user can monitor the variables and control elements 

using a variety of protocols (e.g. Wi-Fi). Variables include temperature, distance, 

motion, current, humidity, and illumination. The elements to control (actuators) are 

lights, ventilators, door, and electric sockets. The monitor and control tasks can be 

performed locally by accessing our secure gateway, and remotely by using cloud 
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services. The smart home testbed will enable us to experiment with and evaluate 

different security mechanisms and resilient algorithms and study their impacts on 

normal smart home services. In our testbed, the described elements are interconnected 

by using local controllers developed in the Arduino UNO [38] platforms. We use the 

Arduino platform because it is open source and compatible with a wide variety of 

sensors/actuators. We use C++ to perform the control actions as well as to perform 

the communication with a Raspberry Pi II [38] system through Ethernet and Wi-Fi. 

The main component of the testbed is the Raspberry Pi II system which is our secure 

gateway, access point and the host for our smart home website. The operating system 

(Raspbian) is based on Debian but optimized for the Raspberry Pi hardware. The 

gateway can be accessed to manage the elements of the smart home or read 

parameters. Figure 3-4 shows how we match our IoT architecture with our smart 

home testbed. The communication channel between cloud services and the IoT end 

nodes is handled by the secure gateway which monitors the information provided by 

sensors. Since it is critically important for the communications to be secure, we 

implement a multilayer authentication mechanism.  
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Figure 3-4- Smart home testbed 

 

Figure 3-5 shows the authentication methodology used in our secure gateway. When 

the user requests a service through application A, a policy agent, installed in the 

application server, intercepts this request and redirects the connection to the identity 

management server (IMS) [40]. The IMS challenges the user to provide his/her 

credentials. The user replies with Bio-Cyber metrics that uniquely identify the 

authorized person (in our case, using face features and fingerprint). If the information 

from the user is valid, the IMS opens a session and automatically redirects the 

connection back to the application A and the policy agent grant the access to the 

requested services. Once the session is open in the IMS, there is no need to provide 

Bio-Cyber metrics to access the services provided by application B as the policy 

agent gets the information directly from the IMS. 
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Figure 3-5- Secure gateway access control mechanism 

 

 

3.4 Smart Water System Testbed  

The smart water system testbed contains all the required hardware (e.g., pipes, 

sensors, valves, etc.) and software to emulate the main water distribution in a smart 

infrastructure. Water flow sensors are used to read the water consumption in real 

time. The information from the sensors is acquired by an Arduino board [38] every 

millisecond [41] but updated in memory every 5 milliseconds. The main tasks of the 

Arduino board are: 1) collect information from sensors, 2) analyze water consumption 

in order to detect abnormalities  in  water consumptions., 3) trigger alerts in case an 

abnormality is detected, and 4) send the collected information to the secure gateway 

(including the alerts). A manual valve attached to a secondary pipe is used to simulate 

water leaks, and an electric valve is used to start the water flow in the main pipe. In 
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case an anomalous water flow is detected, the Arduino activates a visual alarm (a red 

lamp), and sends the information to the secure gateway. The secure gateway is built 

using a Raspberry PI system [38] (with the same characteristics discussed in the smart 

home testbed). Figure 3-6 shows how we match our IoT hierarchical architecture with 

the smart water system testbed. 

 

Figure 3-6- Smart water system testbed 

3.5 Smart Vehicle Testbed 

The smart vehicle testbed shown in Figure 3-7 has the characteristics and functionalities 

of the actual smart vehicles such as sensors, actuators, automation systems, and 

communication channels. In our testbed, the user can monitor the smart vehicle variables 

and control the components using a variety of protocols (e.g. Bluetooth, Wi-Fi, and I2C). 

Monitored variables include temperature, distance, motion, and illumination. The 

controlled components are lights, movement guidance (left, right forward, backward), 
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brake and speed. The monitoring and control tasks can be performed locally by accessing 

our secure gateway, or remotely by using cloud services [14][21][28][31].  

 

Figure 3-7- Smart vehicle testbed 

 

In the first layer from the bottom (end nodes) the device information passes through 

physical devices to provide the required status information to higher layers and also 

connect the requests from upper layers to the appropriate physical devices in the car.  
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 IOT MULTILAYER SECURITY FRAMEWORK  4

The main goal of the security framework is to provide the architectural support to 

develop highly secure and trustworthy IoT services that can proactively detect and 

tolerate malicious behaviors that are triggered by attacks, faults (malicious or natural) 

or accidents. In order to protect against all kinds of attacks, we need a holistic 

approach to the design and development of the smart infrastructures that will lead to 

the delivery of trusted IoT applications and services [24]. We define a trustworthy 

service to be the one that can secure and protect the system against cyberattack (self-

protect), which can continue to operate normally by meeting its performance 

requirements in spite of attacks, or faults and can update its configuration and security 

policies. The security that needs to be maintained at all layers can be defined using 

[42]:  

• Authentication. It represents the means by which principals securely identify 

themselves to the system.  

• Authorization or access control. It provides a mechanism for limiting access 

by principals based on their identity to valued resources.  

• Integrity. To detect whether a message or object was modified or replaced in 

an illegal manner.   

• Non-repudiation. To prove that certain principals have sent/received a 

particular message; and   

• Auditing. To track down the sequence of events that led to an abnormality 
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In what follows we first present our IoT security threat modeling framework that can 

be used to develop highly secure IoT smart infrastructures.  

4.1 Threat Modeling Framework  

The framework integrates the development of IoT smart infrastructures services with 

security mechanism at the design and development stage as shown in Figure 4-1.  

 

Figure 4-1- Two-Dimension security framework 

 

As shown in Figure 4-1, we each layer of the IoT architecture has its own threat 

model that can be defined in terms of five components: Layer service model, Attack 

surface, Impact, Mitigation and Priority. For each layer, after we define the layer 

behavior or functional model, we then identify the Attack Surface that characterizes 

the entry points that can be exploited by attackers to inject malicious events to impact 

that layer normal operations. It will then be followed by identifying the potential 

impact of exploiting the vulnerabilities. Then we identify the mitigation mechanisms 

that can be implemented to diminish these attacks. Finally we prioritize the mitigation 

strategies according to the potential impact to the system. By following this 

architecture, we can ensure the development of highly secure and trustworthy IoT 
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services. In what follows, we describe the model, attack surface, impact, mitigation 

and priority planes for each IoT layer. 

4.1.1 End Nodes Layer 

IoT end nodes (also referred to as end devices) can offer computing resources to 

provide access to the physical world. End nodes represent the properties of a physical 

object in the digital world, and also can provide the capability to modify the 

environment to a desired state. IoT end nodes can be seen as a system in a system and 

they contain sub-resources such as software components with native interfaces.  Table 

4-1 shows the attack surface, impact, mitigation mechanisms, and priority associated 

with this layer. 

Table 4-1- Security framework for end nodes layer 

Attack Surface Impact Mitigation mechanism Priority 

Controllers Control, human life 

safety, time  

IDS, behavior analysis High 

Sensors Control, human life 

safety,  money, energy 

Lightweight encryption, IDS, 

behavior analysis, sensor 

authentication 

High 

Actuators Control, human life 

safety, time, money 

Lightweight encryption, IDS, 

behavior analysis, anti-jamming 

High 

Entertainment  Time, energy, money Encryption, moving target defense, 

behavior analysis 

Low 

Communication Time, energy, personal 

information leakage 

Encryption, moving target defense, 

behavior analysis, IDS 

Medium 

 

4.1.2 Communications Layer 

We will focus the communication plane on how to secure gateway since security out 

of the gateway boundaries depends on the Internet provider. Our secure gateway acts 

as a communication enabler, a device control system, and a data processing hub. In 

general, gateways ca provide limited data processing capabilities and consequently, 
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they are potentially targets for cyberattacks [43][44]. A gateway in IoT environment 

is more than just a router; it enables access to required information, manages 

information flow, manages different devices with a variety of protocols, and 

administrates applications [44]. Our secure gateway has two surface attack areas: one 

is mainly used for internal communications where different devices are attached to it 

(wired or wireless), and the second area is used for all external connections (the edge 

zone). The aforementioned features make the gateway an attractive asset to be 

attacked. Table 4-2 shows the attack surface, impact, mitigation mechanisms, and 

priority associated with this layer. 

Table 4-2- Security framework for communications layer  

Attack surface Impact Mitigation mechanism Priority 

Protocols Control, human life 

safety, time, money, 

energy, information 

Authentication, access control, IDS, 

ABA, anti-jamming 

High 

Firewalls Time, money, providers 

reputation 

IDS, behavior analysis, 

authentication and authorization 

Medium 

Routers Control, human life 

safety, time 

IDS, ABA, anti-jamming Medium 

Communication 

Bus 

Privacy, money, human 

life safety, time 

Encryption, IDS,  moving target 

defense, ABA 

High 

Elevation of 

privileges 

Control, time, money, 

information 

Authentication and authorization, 

ABA, IDS 

Medium 

 

4.1.3 Services Layer 

Cloud services enable remote communication from/to end users to/from gateways 

using public networks. This feature enables any component that is interfacing with 

devices through a gateway for data collection and analysis, as well as for command 

and control. The services plane is a mediator between systems to store and analyze 

data, to provide commands and control to IoT end devices, and expose information 
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and control capabilities to the authorized end-users. In this plane, information is the 

main asset that needs to be protected against cyber threats such as private information 

disclosure, tampering, or spoofing (among others) [40][43][44].  Table 4-3 shows the 

attack surface, impact,  mitigation mechanisms, and priority associated with this 

layer. 

Table 4-3- Security framework for services layer  

Attack surface Impact Mitigation mechanism Priority 

Cloud storage Information, money, time, 

safety 

Encryption, IDS,   behavior 

analysis, selective disclosure, data 

distortion, big data analysis 

Medium 

Web services Control, human life 

safety, money, 

information 

Authentication, IDS, behavior 

analysis 

High 

Communication Control, money, human 

safety, time, information 

IDS,   behavior analysis, data 

distortion, big data analysis 

High 

Virtual assets Control, information 

disclosure 

IDS, moving target defense, 

behavior analysis 

Low 

 

4.1.4 Applications Layer 

Mobile smart devices are primarily points of access to interact. For instance, phones 

and tablets are explicitly optimized to grant access to internet and cloud services [44]. 

Some mobile platforms such as iOS and Android devices integrate artificial 

intelligence to help the users in decision process. For example if there is an alert 

triggered by a temperature alarm at home, a smartphone can notify the user and 

spread the alert among the user’s personal network of contacts. The important 

function provided by this layer is its ability to issue commands to end devices and 

gather information from private services (e.g., bank account). Therefore, privacy and 

access control are the main concerns in this plane. Table 4-4 shows the attack surface, 

impact, mitigation mechanisms, and priority associated with this layer. 
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Table 4-4- Security framework for applications layer  

Attack surface Impact Mitigation mechanism Priority 

Mobile devices 

(cellphone, 

tablets) 

Human life safety, 

personal information, 

money 

Authentication, access control, IDS, 

behavior analysis 

Medium 

Remote terminals 

(personal 

computers) 

Human life safety, 

personal information, 

money 

Authentication, access control, IDS, 

behavior analysis, antivirus, anti-

malware  

Medium 

Programs / 

Applications 

Time, money, safety, 

reputation 

IDS, behavior analysis, 

authentication 

High 

Communications Control, money, human 

safety, time, information 

IDS,   behavior analysis, moving 

target defense, session management 

mechanisms 

Low 

 

4.2 IoT Multilayer Attack Surface 

Attacks on a system take place either by launching an attack within the system’s 

operating environment (insider attack) or by launching them from external sources 

(outsider attack) [19]. In both cases, an attacker will use the system’s resources 

(methods, channels, and data) to launch attacks.  

We consider two sides of the IoT network, one for local network (insiders) and one 

for public networks (outsiders) [44]. Local networks include end devices, IP and non-

IP networks, controllers, and gateways. Public networks include IoT services, and 

applications. The IoT security framework shown in Figure 4-1 can be used to derive 

the attack surface shown in Table 4-5. 

Table 4-5 shows how an attack can propagate in an IoT-based system. For example, 

an intruder can compromise an IoT temperature sensor by replacing it with a 

microcontroller that issues temperatures in normal range. This information will reach 

the local controller (device to controller), which in turn will report the temperature to 

the secure gateway (controller to gateway). The gateway will send the temperature 
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information to the cloud (gateway to services) and finally the user will receive the 

false information about temperature in his/her mobile device (application to services).   

Table 4-5- Multilayer attack surface 

Attack surface Example 

Device to Device Door � Alarm 

Device to Controller Controller � Lights 

Controller to Gateway Command � Service 

User to Gateway Authentication � Access 

Gateway to services Gateway � Stored data 

User to IoT services User � Stored data 

Service to service Health care � Payment 

Application to service Smart Home � Electricity 

IoT device to service Smart phone � Cloud data 

Application device to device Tablet � Personal computer 
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 ANOMALY BEHAVIOR ANALYSIS FOR IOT SENSORS  5

In this section we present a methodology to develop an Intrusion Detection System 

(IDS) based on Anomaly Behavior Analysis (ABA) to detect when an IoT sensor has 

been compromised and used to provide misinformation. Our experimental results 

show that our approach can accurately authenticate sensors based on their behavior, 

and can detect known and unknown sensor attacks with high detection rate and low 

false alarms. 

5.1 Abnormal behavior analysis methodology for IoT sensors 

We have developed a methodology to protect the operations of IoT sensors against 

any type of threat by using continuous monitoring and performing anomaly behavior 

analysis of the end nodes operations. The main modules to implement our approach 

are shown in Figure 5-1: 1) Continuous Monitoring, 2) Sensor Behavior Data 

structures (SBDS), 3) Anomaly Behavior Analysis (ABA), 4) Sensor Classification, 

and 5) Recovery Actions. 

5.1.1 Continuous monitoring  

We have used Wireshark, a network monitoring tool, to capture the behavior of IoT 

components that are required to characterize their normal operations [45][46]. Among 

other tools (e.g., Tcpdump, Ethereal, Net2pcap, etc. [45]), Wireshark can also be used 

to visualize measured network traffic. Its main advantages include: 1) It is a platform 

independent; 2) It is robust in the amount of data it can handle (outstanding 

performance); 3) provides useful capture and display filters. The information obtained 
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from Wireshark includes source IP, destination IP, and content of packets. The 

monitoring process occurs between the controller and the secure gateway so we can 

detect any anomalous events before reaching the secure gateway enabling us to avoid 

the propagation of any attack. The sensor’s data is extracted from the payload and 

send to the Sensor Behavior Data Structure module, where the sensor is automatically 

identified and its runtime profile is obtained. We refer to the sensor profile as the 

Sensor-DNA data structure (s-DNA) that is built by using Discrete Wavelet 

Transform (DWT) method.  

 

Figure 5-1- ABA methodology for sensors 

 

5.1.2 Sensor Behavior Data Structure (SBDS) 

The SBDS is created offline to build a reference model (s-DNA) of the normal 

operations of sensors in a controlled environment. It contains a matrix of DWT 

coefficients (explained in section 5.1.2.1) and the limits of normal operation 

(explained in section 5.2.2) for each sensor in the system. The main reasons to use a 
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matrix instead of other data structure (e.g., heap, hashing, graph, etc.) are due to the 

memory constraints in the local controller and also because it is easier to use matrix 

coefficients than use any other data structures when evaluating the sensor profile at 

runtime.  The s-DNA is stored in the ABA module to be compared with the runtime 

data structure. This module performs three tasks: 1) Compute the DWT coefficients 

from the sensor signal, 2) Identify sensor type (sensor discovery) based on the 

received data, and 3) Build the sensor’s runtime profile that will be compared with 

the reference s-DNA.  

5.1.2.1 DWT coefficients 

The data obtained from the sensor is decomposed using DWT method as shown in 

Equations (5-1) and (5-2) [47][48].  In each level of the decomposition, the extracted 

coefficients are used to build the s-DNA data structure which is used by the ABA 

module. 

 

The original signal �[�] is decomposed into an approximation coefficient �����[	], 
and a detail coefficient �
��[	] by applying a high pass [�] and a low pass ℎ[�]  
filters, respectively. The number of samples in the signal follow � = 2�, where i is the 

number of levels of decomposition. The DWT can be computed efficiently in a linear 

time, which is important when dealing with large datasets. We use Haar wavelet as 

�����[	] = ��[�] ∗ [2	 − �] (5-1) 

�
��[	] = ��[�] ∗ ℎ[2	 − �] (5-2) 
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the function to extract the coefficients because any continuous function can be 

approximated with Haar function [47][48]. Once the signal is decomposed, the 

coefficients of each high-pass filter level are aggregated in a single vector that is used 

to build the s-DNA data structure.  

5.1.2.2 Sensor discovery 

The next step is to identify the type of sensor based on the received data. The idea is 

to identify what kind of sensor is providing data from certain IP address, meaning that 

if there are multiple sensors of the same type sending data they will be identified by 

type (e.g., distance sensors). One possible issue is if we have different families of 

same type of sensor (e.g. thermocouple and integrated circuit temperature sensor), in 

such a case we need to identify each family differently as they exhibit different 

behavior. To optimize the time for discovery, we divided this task into two steps: 1) 

use a rule-based classification to obtain at most three possible sensors, which is the 

worst case scenario based in our experimentation explained in section 5.2; and 2) use 

the Euclidean distance to uniquely identify the sensor type. 

For the first step, the rules were created using Weka [49] data mining and statistical 

analysis tool. We use raw date sensors to classify them according to the values 

variation. Notice that, using values variation (or range), will introduce confusion in 

the rules, however, it is useful to immediately (i.e., less than 1 second) discard a set of 

sensors (e.g., temperature variations that are significantly different from current 

variations). Several classifiers were tested, such OneR, JRip, PART, ZeroR, etc. The 

best results were obtained with JRip classifier based on the minor percentage of 
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incorrect classified instances which was about 7.48%. JRip classifier builds a ruleset 

by adding rules to an empty ruleset until the knowledge space is covered. Each rule is 

built by adding conditions to the antecedent of a rule. After a ruleset is constructed, it 

is optimized to reduce its size and improve its fitness to the training data (for more 

detailed description of the JRip algorithm, please consult [49]). We chose rule 

classification instead of decision tree because if one of the rules failed then the other 

rules do not get affected. 

Once some of the sensors are discarded in the first step (using data mining), the 

second step is to compute the Euclidean distance between the incoming data and the 

candidate sensors to finally discover the type of sensor that is providing data. The 

Euclidean distance ��  in Equation (5-3) is computed between the runtime vector of 

coefficients � and a matrix � (detailed in section 5.2.1) of coefficients obtained from 

all the available sensors during the offline training phase.   

�� = �∑ ���,� − �������   (5-3) 

 

The smallest distance obtained is used to classify the sensor type. This procedure can 

be taken as an authentication mechanism for sensors.  Once the sensor type has been 

identified, the rest of the data is compared with the coefficients in the same column 

(!) of the matrix to obtain the Euclidean distance ("�) in runtime.  

5.1.2.3 Sensor’s runtime profile 

After discovering the type of sensor and computing the "�, the runtime profile is 

built as: #$%�&�'( = )�, �� , !*, where � is the vector of DWT coefficients for the 
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sensor identified by the j-index (that will be described latter). � and ��  are updated at 

each iteration to provide new values to the ABA module, however ! is kept once the 

sensor has been discovered to improve performance (no need to identify the sensor 

again). The runtime profile is sent to the ABA module to inspect the behavior of the 

identified sensor.   

5.1.3 Abnormal Behavior Analysis 

The Euclidean distance (taken from #$%�&�'() is compared with the reference model 

in the ABA. The reference model is built offline by using normal measurement 

attributes (normal Euclidean distance) for each sensor. Five vectors are used to find 

the control limits for normal operation. Each vector is compared with the rest having 

10 Euclidean distances (referred as Euclidean samples, "+) to build control limits 

[50]. As mentioned in [50], 10 samples are enough to inspect deviation from nominal 

values in a normal distributed population. Once all the distances are computed, the 

mean value (,-) is calculated from the "+. The Upper Control Limit (.,-) and the 

Lower Control Limit (-,-) for the normal behavior are calculated using Equations 

(5-4) and (5-5), where �̅ is the mean value, 0 is the standard deviation and 1(3/�) is a 

sensibility level.  

.,- = �̅ + 1(3/�)0     (5-4) -,- = �̅ − 1(3/�)0     (5-5) 
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The sensitivity level can be chosen depending on the required robustness. It is 

expected that at least 100(1-α)% of the ES falls between the UCL and LCL, thus we 

can choose a value between 0 and 1 for 7 such that [50]:  

  (6) 

For normal control limits, we assume 1(3/�) = 3 (P=99.73%), this means that the 

probability of not discovering a deviation from normal behavior is only 0.27% [50]. 

We can also establish warning upper and lower limits (9.- and 9--, respectively) 

at 1(3/�) = 2. Figure 5-2 shows the control chart for the normal behavior of sensors 

using the Euclidean distance. Any observation outside the control limits is taken as 

abnormal behavior. 

 

Figure 5-2- Control chart for normal behavior (temperature sensor) 
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5.1.4 Classification 

Once the ABA module has determined that there is an abnormality in the analyzed 

sensor data, the classification unit function is used to identify the type of observed 

abnormality. For this task ��  is used to detect behaviors and trends. For example in a 

DoS attack, the distance shows sudden changes above the .,-. It is possible to detect 

a trend before ��  falls out of boundaries or to detect a mean shift in the data 

(Euclidean distance); however, those scenarios will be inspected in future works.  

5.1.5 Recovery actions 

When an abnormal behavior is detected, several recovery actions can be taken (e.g. 

discard data, de-authenticate the sensor, change network configuration, etc.). 

However, there is a possibility that the attack cannot be classified (e.g. new attacks), 

in such cases the data is rejected and #$%�&�'( is reset to its nominal values, asking 

the sensor to re-authenticate itself. 

5.2 Experiments and Results 

5.2.1 Experimental Setup 

For this experiment, we used five IP sensors; the j-index is used to identify each 

sensor type as shown in Table 5-1.  

Table 5-1- Sensor classification (j-index) 

j-index Sensor type 

1 Temperature 

2 Illumination 

3 Motion 

4 Moisture 

5 Distance 
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There are two phases to implement the ABA methodology: 1) offline to train the 

system, and 2) online to test the ABA-IDS to detect cyberattacks. In both phases we 

use five levels of decomposition for DWT; that means that the sensor behavior is 

inspected every 32 samples of raw data (section 5.2.4 shows how we choose the 

sample size). However, for rules generation, 500 samples of raw data from each 

sensor were used. Sensor’s samples are taken every 10 ms to avoid overhead and to 

make DWT more stable in terms of number of samples taken during a period of time. 

All the experiments were conducted in the smart building testbed. For this specific 

case we used an Arduino UNO as main controller with a Raspberry PI 3 as gateway 

[51]. The Arduino is connected to the network through an Ethernet shield as 

described in [32]. One reason to test our approach in the Arduino platform is due to 

its low computational capacity (2KB RAM, 32KB flash memory). In this approach, 

we can show that our technique works well even in platforms that have limited 

memory and storage capacity. In what follows we describe the experiments and the 

obtained results for each phase. 

5.2.2 Offline Training Phase 

The first step is to generate the rules for the pre-selection of sensors. As mentioned 

before, for this specific task, 500 samples of raw data are taken to increase accuracy. 

After each sample is tagged with its corresponding j-index, a database is created with 

the values of the 500 samples. This database is inspected using Weka, using JRip 

algorithm to create rules, such that each rule launch a set +� of at most three possible 

sensors. For example,  +� = {1,2,4} means that the candidate sensors are temperature, 
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illumination, and moisture, respectively. Figure 5-3 shows examples of the rules 

generated for temperature, illumination and moisture. We used five different types of 

sensors in our experiments, and in the worst case scenario we obtained three possible 

sensors and consequently, we choose three as a threshold for our system. However, 

there is a possibility that we can obtain only one possible candidate, which is the best 

case scenario. 

 

Figure 5-3- An example of the rules used for pre-classification 

 

Analyzing the sensor data, we can observed that there was no strong correlation 

between them as shown in Table 5-2. However, we can notice that the Moisture 

sensor introduces noise to the system, thus, using rules is not enough to uniquely 

identify the sensors. 

Table 5-2- Correlation matrix for sensors’ data (%) 

j-index 1 2 3 4 5 

1 100 0 0 0 0 

2 0 100 0 0 0 

3 0 0 100 0 0 

4 0 13 0 73 14 

5 0 0 0 0 100 
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The next step is to apply the DWT to the signal so that we can obtain a signature for 

each sensor. Figure 5-5 shows raw data for temperature sensor and Figure 5-4 shows 

its DWT coefficients with eight levels of decomposition. The number of samples is 

important to accurately detect some of the attacks.  Section 5.2.4 explains how to 

choose the number of samples.   

 

Figure 5-4- Temperature sensor raw data 

 

 

Figure 5-5- Temperature sensor DWT coefficients (254 samples) 
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A vector of DWT coefficients is generated for each sensor and stored into the matrix 

�(�,�), where ! represents the j-index of the sensor, and > is the DWT coefficient 

number used to compute �� . Once the matrix of coefficients is built and all the 

Euclidean distances are computed (as explained in Section 5.1.3) for the different 

sensors that are used in our experimental evaluation, the limits of normal operation 

are calculated. Table IV show the results of the offline training for each sensor.  

Table 5-3- Sensors normal operation limits 

j-index CL UCL LCL 

1 7.80 11.20 4.30 

2 5.19 9.23 1.14 

3 3074.95 5717.77 432.13 

4 3.15 9.06 0 

5 1.90 3.33 0.47 

 

Once the system has been trained for the normal behavior of a given sensor, the next 

step is to launch attacks against that sensor to learn its behavior under attacks. The 

classification of the attacks is based on the trend of the Euclidean distance (see Figure 

5-6). 
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Figure 5-6- Sensor behavior under attacks 

 

Depending on the intensity of the attack, it is possible to detect it before it goes out of 

the control limits by applying a trend rule. This rule applies also for unknown attacks 

since the Euclidean distance is developed for the normal distribution (verified with 

Kolmogorov–Smirnov test [50]). A window of seven continuous Euclidean distances 

is used to verify any trend in the behavior. However, for some attacks (e.g. DoS), the 

seven "+ are not needed since the Euclidean distance goes out of the control limits 

rapidly. 

5.2.3 Online Testing Phase  

Once the s-DNA profile is obtained during the offline training phase, the system is 

tested and evaluated for a wide range of cyberattacks. Figure 5-7 shows the 

comparison between normal and abnormal behavior of a temperature sensor under a 
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DoS attack. In Figure 5-7, each point in the graph needs 32 sensor readings (each 

point represent a single Euclidean sample). 

 
Figure 5-7- Normal behavior vs abnormal behavior for DoS attack 

 

Most of the IoT attacks have been targeting the availability of data. The studies 

attacks in our experiments are: Replay, Delay, Denial of Service (DoS), Flooding, 

Sensor Impersonation, Pulse DoS, and Noise injection. In Replay attack, the attacker 

(usually a Man-In-The-Middle) collects real information about the network to re-

transmit it later. This gives the opportunity to the attacker to disrupt the 

communication between two devices without triggering alerts [52].  In Flooding 

Attack, a stream of packets is sent to fill the memory of the target (end-device). An 

attacker can reduce the delivery success from 80%-90% to less than 40% if the 

attacker targets the shared medium with 10 times more than the normal traffic 

intensity [53]. In Delay Attack, the commands from the victim are delayed by sending 

continues stream of packets to the coordinator (controller). The attack manipulates the 
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time interval between two consecutive packets [53]. In general, Denial of Service 

(DoS) Attack aims at blocking a service or a device for a period of time. DoS can 

start by usig either jamming or flooding techniques. High data rate (more than 200 

Mbps) attacks can severely affect the transmission rate in the network, and it may 

cause a complete block of the network traffic. For pulse DoS attack, the attack will be 

launched for a very short time, but with a very large number of packets [53]. A 

malicious computational device can claim that it is the sensor by taking the sensor’s 

IP in the network to send misinformation about sensor operations. This attack is 

known as sensor impersonation and is one of the most difficult to detect because the 

computational device can follow closely the behavior of the real sensor [54]. Sensors 

can be compromised by injecting malicious packets through the network or by 

physically manipulating them, thus introducing noise to the transmitted data. Noise 

injection attack is easy to identify but hard to classify due to the diversity in the noise 

sources (e.g., network noise, sensor natural failures) [55]. We have evaluated the 

performance of our ABA-IDS approach for these attacks when they are launched 

against all the sensors available in our testbed. Table 5-4 summarizes the detection 

and classification accuracy of our approach for each attack type. 

Table 5-4- Tested attacks 

Attack Detection Rate Classification Rate  

Replay Attack 98 % 98 % 

Delay Attack 98 % 88 % 

DoS Attack 99.9 % 98 % 

Flooding Attack 98 % 98 % 

Sensor Impersonation 97.4 % 85 % 

Pulse DoS 96 % 93 % 

Noise injection  100 % 95 % 
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From Table 5-4, the pulse DoS and noise injection attacks are two new attacks that 

were not used during the offline training phase. Here the system detects these attacks 

and classify them as “new attack”.  There are two cases that trigger false positives, 

the first case happens when the behavior is not considered in the training phase (e.g. a 

cold object near the temperature sensor). In the second case, the sensor needs to reach 

its steady state after an attack. Our experiments show that at most 3.2% of these 

situations produced false positives alerts.  

Table 5-5 shows that our ABA-IDS has a detection rate better than the compared 

approaches for unknown attacks and, unlike signature-based IDS, it is able to detect 

new attacks. 

Table 5-5- Detection rate comparison 

Attack Detection Rate 

(Kown Attacks) 

Detection Rate 

(Unknown Attacks) 

Specification IDS [52] 98% 80% 

Signature IDS [52] 100% 0% 

Secure HAN [53] 100% 60% 

Our ABA-IDS 98% 96% 

 

5.2.4 Sample Size 

Sample size is linked with the number of levels of decomposition in DWT. It is 

important to choose the right number of samples of sensor’s raw data to perform our 

ABA methodology. For example if the number of samples taken is small, attacks like 

replay might not be detected; on the other hand, if the number of samples is too large 

attacks like sensors impersonation can go unnoticed. Another reason to inspect the 

sample size is to reduce overhead and false positive rate. Figure 5-8 shows the 
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detection rate on each level of decomposition for a representative set of attacks. 

Notice that level two is not used, and the reason is because 22=4 samples are not 

enough to create a unique signature according to our experiments.  

For each level of decomposition, the control limits are computed in normal operation 

and then the attacks are launched. As it can be seen from Figure 5-8, level 5 (25=32 

samples) offers the best scenario in our experiments, where most of the attacks are 

detected with more than 97% of accuracy but for replay attack the detection rate is 

88.75%. The low detection rate for replay is because of the amount of date 

information used to launch the attack. For example, if the attacker has enough 

information to launch a long-term attack (e.g., one day of data), then our approach 

fails to detect the attack, what is required in such scenario, is to perform data 

analytics using fog computing. However, we manage to improve the detection rate up 

to 98% for replay attack by using Moving Target Defense (MTD) mechanism.  

 
Figure 5-8- Detection rate per level of decomposition 
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It is important to mention that due to memory constraints in our experiments (2KB 

RAM), the levels of decomposition together with the type of attack have big impacts 

on the detection rate. As it can be seen in Figure 5-8, after level seven the detection 

rate drops dramatically, for example noise attack shows 100% detection rate for level 

seven and drops to 0% in level eight. To avoid this problem, we can use controllers 

with high memory. However we are showing that our approach works for low 

computational power devices and it can be applied to sensors. For impersonation and 

DoS attacks, the detection rate can be improved for level six and seven by using two-

sigma limits, however this will introduce more false positive alerts and we will still 

face memory issues for levels eight to ten, hence it is not effective to use shorter 

limits, and hence it is better to characterize the behavior of the system.   

For different levels of decomposition, different control limits are used. This can 

introduce false positives, meaning that an abnormal behavior is detected (Euclidean 

distance outside the control limits) when the behavior is normal. Figure 5-9 shows the 

false positive rate introduced by each level of decomposition. For this experiment, 

only normal data was inspected (no attacks were launched), and 1000 Euclidean 

distances were computed to verify how many of them fall outside the control limits. 

Figure 5-9 shows that level five gives the best results with 0.4% of false positives, 

meanwhile level 10 is the worst giving up to 2.1% of false positives.    
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Figure 5-9- False positives per level of decomposition 

 

Another parameter to take into consideration when selecting the sample size is the 

overhead. Any operation on the data will require extra amount of time which adds 

overhead to the process. Our approach requires two basic operations, the DWT 

coefficients extraction and the Euclidean distance computation, each one requires 

certain amount of time depending on the volume of data being processed. Figures 5-8, 

and 5-9 show level 5 as the best option in terms of detection rate and false positives. 

 
Figure 5-10- Overhead per level of decomposition 
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Figure 5-10 shows that levels 6 and 7 give the best results (less overhead), with less 

than 3% in time overhead, meanwhile level 5 gives more overhead (3%) compared 

with levels 6 (2.4%) and 7 (2.8%). However, taking into consideration the detection 

and false positive rates, level 5 is the best option, meaning that the system will use 32 

samples of raw data to perform the ABA.  Figure 5-10 shows another effect of 

memory constrains. For levels below six, the system needs to per-form several 

inspections and the whole process takes more time; for example level three performs 

two inspections to reach the analysis capability of level four. On the other hand, from 

level seven the memory usage represents a problem for the system as it needs to 

allocate the incoming data and perform the operations over this data. As we can see 

the overhead jumps after level seven which is consistent with the detection rate 

behavior in Figure 5-8. 

5.2.4.1 Moving Target Defense to Improve Detection Rate 

Some attacks require gathering information to later use this information and launch 

the attack. For example, the success of replay attack heavily depends on the amount 

of information collected. Hence, by changing at least one parameter in the 

communication (e.g., communication medium), the amount of information collected 

is not enough to launch a successful attack.  

Taking into consideration the sample size, the best option would be to shift the 

communication medium (e.g. from Wi-Fi to Ethernet) every 64 samples, this will 

give 100% detection rate. However, this shifting rate will introduce more overhead to 

the system. By sacrificing 2% of detection rate, we can shift the communication 
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medium each 512 samples, avoiding overhead (less than 1%) and, at the same time, 

have an acceptable detection rate (up to 98%). The mechanism to apply MTD is out 

of the scope of this work. However, we followed the methodology proposed in [56]. 

5.2.5 Recovery Actions  

Once the attack is detected and classified, the required actions to mitigate the problem 

are taken. Table 5-5 shows the results of our evaluation of the ability of the s-DNA to 

detect a wide range of attacks. Table 5-6 shows the potential actions that can be taken 

for each threat. As it can be seen, many of the actions include the use of our s-DNA 

as a credential. This enables us to use our approach as an authentication-authorization 

mechanism for sensors, adding resiliency to the entire IoT infrastructure. 

 

Table 5-6- Recovery actions 

Attack Recovery Actions 

Replay Attack  Sensor authentication by using s-DNA as 

credential. The sensor data is rejected. 

Delay Attack Dynamically change the network’s 

configuration to avoid malicious packets. 

Denial of Service 

(DoS) Attack 

The network configuration is changed to avoid 

the attack. 

Flooding Attack Dynamically change the hardware 

configuration, to tolerate this attack. 

Sensor  

Impersonation  

Attack 

Sensor authentication by using s-DNA as 

credential. The impersonated sensor data is 

discarded. 
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5.3 Conclusions and future work 

In this case of study, we showed how to apply our IoT multilayer security framework 

to identify potential attacks against IoT end nodes layer, their impacts and how to 

mitigate and recover from these attacks. 

Our anomaly behavior analysis methodology includes the use of a sensor-DNA 

profile (s-DNA) that is developed to accurately characterize normal sensor 

operations. We showed that our s-DNA data structure can be used as an 

authentication mechanism for IoT sensors and devices. We have also shown that the 

ABA-IDS approach can detect both known and unknown attacks with high detection 

rates and low false positive alarms (less than 0.5%). We have also developed an 

attack classification methodology with 98% accuracy for known attacks and up to 

97.4% for unknown attacks (classified as “new attacks”).  

It is important to emphasize that our methodology is intended to protect the normal 

operation of IoT devices where the number of sensor is limited (e.g., in a single 

room), and before an attack can affect other systems as we showed in the attack 

surface analysis. However for large amount of sensors (e.g., Smart Building), where 

data association techniques are required, we need to test our approach in upper layers 

(e.g., in the services layer using fog computing technique).   

We are currently investigating techniques for detecting attacks by analyzing the 

behavior of other layers. For example if an attacker collects enough sensors’ 

information (e.g. 1 day of information), it can launch a replay attack without the need 

of using the same data set. We are working on several solutions for these types of 
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attacks, including: 1) Big data analytics to search for patterns in the stored data, and 

2) Apply Moving Target Defense (MTD) strategy that will make it extremely difficult 

for an attacker to collect relevant data because they will not be relevant in the future 

due to the continuous random change in the configuration.    
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 ANOMALY BEHAVIOR ANALYSIS FOR IOT SECURE 6

GATEWAY 

 

In this section we present a methodology to develop an Intrusion Detection System 

(IDS) based on Anomaly Behavior Analysis (ABA) methodology developed at the 

UA NSF Center of Cloud and Autonomic Computing to detect any malicious events 

or attacks on our secure IoT gateway. Our experimental results show that our 

approach can provide self-protection, self-configuration and self-healing capabilities. 

With these features, our methodology can detect known and unknown attacks 

targeting the availability of the gateway, with high detection rate and low false 

alarms. For this case of study we use our smart water testbed which contains all the 

required hardware (e.g., pipes, sensors, valves, etc.) required to experiment with and 

evaluate our IDS algorithms.  

In this chapter we first show how to detect anomalous operations in water 

consumption using the IoT end nodes, and then we inspect the behavior of our IoT 

secure gateway. 

6.1 Abnormalities in Water Consumption 

The water flow sensors provide the water consumption in pulses that can be easily 

converted to liters (1 liter = 450 pulses). Sensor’s limits are from 1 to 30 liters per 

minute, this level represents the maximum water consumption, we have 13500 pulses 

per minute (225 pulses per second), thus one millisecond is enough to comply with 

the Shannon sampling theorem [41]. The consumption is updated in memory every 
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five milliseconds, and is compared with a consumption threshold set by the user 

through the web interface. An overconsumption alert is triggered when the 80% of the 

threshold has been reached. A major problem that leads to an abnormal water 

consumption is due to leakage. To detect leakages, the information about instant 

water consumption (every five milliseconds) is used. With this information, Equation 

(6-1) shows how the Arduino platform detects leakages.  

∆@ − ∑ ∆@���∆A = ∆, 
(6-1) 

 

Where ∆@ = [@_1	(A) − @_1	(A − 1)]/∆A represents the slope of the consumption in 

main water flow sensor; [∑ ∆@��� ]/∆A represents the slope in water consumption for 

the rest of the sensors; and ∆, is the allowed difference in the slope of water 

consumption. Ideally ∆, = 0, meaning that all the water in the main valve is being 

consumed. However if ∆, is bigger than certain limit (determined experimentally), a 

leakage is happening and an alert will be triggered. 

Figure 6-1 shows normal water consumption, while Figure 6-2 shows abnormal water 

consumption due to leaks. After running the experiment 100 times, we found that the 

threshold is ∆C=1.9 for leaks. This way the rule to trigger a leakage alert can be 

expressed as follows: IF slope_difference>1.9 THEN “leakage detected”. Since this 

detection happens at end devices layer, the rule is stored in the memory of the 

Arduino UNO board and the notification is sent to our secure gateway. A visual 

indicator (a red lamp) is activated locally to show the abnormal water consumption 

event, and it is kept on until the leakage is properly addressed.  
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Figure 6-1- Normal water consumption 

 

 

Figure 6-2- Abnormal water consumption (slope difference > 1.9) 

 

6.2 Anomaly Behavior Analysis Methodology for Secure Gateway 

The overall goal of the abnormality analysis is to formulate a theoretical basis for the 

construction of global metrics that can be used to analyze, manage, and control 

complex systems when they experience severe problems. The abnormality metrics are 

used by an analysis engine to provide self-protection services in our IoT gateway. We 

0

2

4

6

8

10

12

14

16

1 2 3 4 5 6 7 8 9 10 11

S
en
so
r 
V
a
lu
es
 (
P
u
ls
es
/s
ec
) 

Sample

Normal Water Consumption

Sensor 1

Sensor 2

0

5

10

15

20

25

30

35

40

1 2 3 4 5 6 7 8 9 10 11

S
en
so
r 
V
a
lu
es
 (
P
u
ls
es
/s
ec
)

Sample

Water Consumption With Leak

Sensor 1

Sensor 2



87 

 

focus our methodology on analyzing the operations of the secure gateway to identify 

any threat that can compromise the availability of services at communications layer. 

Our anomaly behavior analysis (ABA) methodology uses global variables to model 

normal operations such as system memory, devices mounted, hardware configuration, 

etc. Figure 6-3 shows our ABA deployment methodology.  

 

 

Figure 6-3- Anomaly behavior analysis methodology for secure gateway 
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The first step in our methodology is to model the system. This step is conducted 
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6.2.1.1 Features selection  

After verifying the correlation of 260 system variables, we found that 11 are enough 

to represent the normal behavior of our secure gateway: 1) available memory (AM), 

2) buffers (BU), 3) CPU utilization (CU), 4) sockets (SO), 5) processes (PO), 6) 

process running (PR), 7) active connections (AC), 8) WLAN reception (WR), 9) 

WLAN transmission (WT), 10) Ethernet reception (ER), and 11) Ethernet 

transmission (ET). The features selection module is in charge of the extraction, filter, 

and rearrange of the needed features to feed the dataset.       

6.2.1.2 Dataset 

In the training stage, the data of the selected features is stored it into MySQL Data 

Base [57]. In order to generate accurate classification rules, we use legitimate 

commands (such as pump ON) and classify it as normal traffic. After collecting all 

the information for this command, we proceed to the next command. We repeat this 

process with all possible command combinations. We stop collecting data for a 

command when the incoming information is repeated, meaning that we have received 

all the possible use combinations for this command and no new information can be 

obtained. 

Our dataset contains both the normal data, which represents the normal behavior of 

the system, and the abnormal data, which represents the behavior of the gateway 

under known attacks. To collect data for known attacks, we launch each attack 

independently and repeat the process as it is done for normal traffic tagging it with 

the name of the attack being monitored (i.e. flooding attack). 
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6.2.1.3 Training Unit 

This unit is considered as the knowledge builder for our ABA-IDS. Once the 

unnecessary data is dropped, the information is rearranged into groups according to 

its given tag (normal or abnormal traffic). The important features (recall the features 

selection module) from the secure gateway are extracted to generate rules. These 

features are internally taken from system. 

The rules are generated in Weka [49] which is a data mining tool to generate the 

classification model for the provided data. After inspecting several classification 

algorithms (e.g., ZeroR (66.6%) [58], conjunctive rule (97%) [58], etc.), we choose 

the JRip classifier [58] because it produced the best classification (99.8%) for our 

dataset.  

6.2.1.4 Reference Model  

The behavior of the analyzed system will be determined to be either operating 

normally or not based on the reference model. This is a rule-based model built using 

the rules generated by the training unit with the dataset of normal and abnormal 

operations. We can determine if the system behavior is normal or not by comparing 

its parameters with the generated rules. The output of this unit is sent to the 

classification unit to verify the behavior of our secure gateway at runtime. The 

reference model helps in identifying the attack surface and ranking the impact of an 

abnormal behavior at runtime.  
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6.2.2 Runtime unit (online) 

The main goal of the runtime unit is to classify the behavior of the system and rank 

the impact of an abnormal behavior. The output is sent to the action handling unit to 

apply the required mitigation mechanisms. In what follows we describe the 

components of the runtime unit. 

6.2.2.1 Online monitoring 

Monitoring is a key capability in the ABA model. The information about the system 

is taken every second from the files in /proc directory (debian operating system). To 

read the data we use a daemon that runs independently and automatically. The 

daemon calls a monitoring function written in java that reads the files every second. 

The information collected includes AM, BU, CU, SO, PO, PR, AC, WR, WT, ER, 

and ET. The output of this tool is sent to the classification unit to build a runtime 

model. 

6.2.2.2 Classification unit 

This unit will create a runtime model based on the observed data that will be 

compared with the reference model. The classification rules in the reference model 

are used to determine if the behavior of the system is normal or not. If the parameters 

of the system do not comply with the reference model, the behavior is determined to 

be abnormal and its impact is ranked as: 1) low, 2) moderate, or 3) high. Since we 

want to ensure availability, we choose the three most affected parameters during 

attacks and assign weights: AM (40%), BU (30%), and CU (30%). We assume that 

under no attack and no monitoring activity, all the parameters are at full capacity; 
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hence, we assign 100%. For example EFG = 761832 is the normal available memory 

of the system, this way 761832 = 1 (or 100%). From here any memory consumption 

is compared with EFG, giving a percentage of available memory. Equation (6-3) 

shows how to compute the impact, where ,FG, ,KL, and ,ML are the current values of 

AM, BU, and CU, and EFG, EKL, and EML are the normal values for each feature. 

Equation (6-4) shows how to rank the impact, where 1 is for low, 2 for medium, and 3 

for high. 

N = 1 − O,FGEFG ∙ 0.4 + ,KLEKL ∙ 0.3 + ,MLEML ∙ 0.3R (6-3) 

S = T1	 	>U	N ≤ 0.2											2 >U	0.2 < N ≤ 0.5	3 	>U	N > 0.5											  (6-4) 

 

The medium of the attack is also classified in this unit. For this classification we 

consider Ethernet (ETHE) and Wi-Fi (WIFI) depending on the amount of incoming 

traffic. The output of the classification unit is sent as a string to the risk management 

unit. The alert string in in the form of: <Normality>,<Medium>,<Rank>, for 

example: <abnormal>,<ETHE>,<2>. If the behavior is considered as normal, the 

string will show medium and rank as empty: <normal><><>, meaning that no action 

is required. 

6.2.2.3 Risk management unit 

The risk management unit is in charge of choosing the appropriate mitigation 

mechanism and prioritizing the actions. The way it works is by mapping the strings 

from the classification unit into a decision tree (see Figure 6-4) that contains the 
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appropriate actions. The output of this unit is an alert code (e.g., E1) sent to the action 

handling unit. 

 

Figure 6-4- Decision tree for risk management 

 

6.2.3 Action Handling Unit (AHU) 

This unit enforces the decisions of the risk management unit after evaluating the 

effect and the cost of that action. Table 6-1 shows the possible actions taken by this 

unit. 

Table 6-1- Actions taken by the AHU 
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E1 Restart Ethernet Connection 

E2 Action in E1 and request for credentials 

E3 Change Gateway local Ethernet IP and actions in E2 
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W3 Change Wi-Fi channel and IP, and actions in W2 
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The problem may be persistent, for example an attacker may trigger E1 alert code 

each time the connection is restarted. The AHU uses a log file to store each error and 

the timestamp for the error. Before taking an action, the file is inspected looking for 

the last time a given error has occurred. If the time frame is less than 24 hours, the 

action will be either E3 or W3, depending on the medium that triggered the alert.   

6.3 Experiments and Results 

6.3.1 Cyberattacks detection 

All the applied attacks targeted the availability of data. The applied attacks are: 

replay, flooding, pulse DoS, and HTTP GET attacks. In Replay attack, the attacker 

(usually a Man-In-The-Middle) collects real information in the network to re-transmit 

it later. This gives the opportunity to the attacker to disrupt the communication 

between two devices without triggering alerts [59].  In Flooding Attack a stream of 

packets is sent to fill the memory of the target (end-device). An attacker can reduce 

the delivery success from 80%-90% to less than 40% if the attacker targets the shared 

medium with 10 times more than the normal traffic intensity [59]. In general, Denial 

of Service (DoS) Attack aims at blocking a service or a device for a period of time. 

DoS can start from jamming or flooding. High data rate (more than 200 Mbps) 

attacks can severely affect the transmission rate in the network, and it may cause a 

complete block of the network devices. For pulse DoS the attack will be launched for 

a very short time, but with very large number of packets [60].  The HTTP GET attack 

is the most critical and frequently attempted attacks. It is a form of flooding attack in 
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which the attacker continuously sends the HTTP GET request through a session. 

HTTP GET attack is hard for network security devices to distinguish because 

malicious and legitimate HTTP packets are similar. Rate-based detection engines are 

not successful at detecting HTTP flood attacks, as the traffic volume of HTTP floods 

may be under detection thresholds [61][62]. 

 We tested the ability of our ABA-IDS to detect known and unknown cyberattacks. 

The first two attacks we tested are flooding and replay, the ones used to train the 

system. Then we tested our IDS against pulse DoS and HTTP GET attack, two new 

attack not used during the training phase. Table 6-2 shows the ability of our system to 

detect attacks from different communication mediums.  

Table 6-2- Attack detection and rank 

Attack Medium Detection Rate (%) Rank  

Flooding Ethernet 94.2 1 

Replay Ethernet 96.3 1 

PulseDoS Ethernet 92.3 3 

HTTP GET Ethernet 98.0 2 

Flooding Wi-Fi 95.3 1 

Replay Wi-Fi 98.0 1 

PulseDoS Wi-Fi 94.5 2 

HTTP GET Wi-Fi 98.7 2 

Replay + HTTP GET Ethernet 99.2 3 

 

As it can be seen from Table 6-2, the worst detection rate for our ABA-IDS is 92.3% 

for Pulse DoS through Ethernet. However, it is ranked with high impact, which means 

that the system will recover with low probability of the attack being successful. We 

also tested our ABA-IDS with different attack intensities. For flooding attack we sent 

100 to 1000 packets per second. For replay attack we sent 100 to 1000 instructions 

per second. For HTTP GET attack we sent 100 to 1000 requests per second. For 
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intensity under 100 (regardless of the attack type), the availability of our gateway is 

not compromised. Figure 6-5 shows the detection rate for different attacks intensities. 

Notice that in general the detection rate is acceptable (more than 90%) after an 

intensity of 600 (packets, instructions, or requests per second).  

 
Figure 6-5- Detection rate vs attack intensity 

 

The detection time is also affected by the intensity of the attack. As our ABA-IDS 

performs inspection every second, the fastest detection time is one second and the 

slowest is four seconds, when the intensity is 100. We operated the system in 

isolation for 24 hours under no attack to verify if there is a false alert (false positive). 

After 86400 inspections, the system showed 3024 false alerts. This represents 3.5% 

false positives.  

Another important parameter is the overhead of the ABA-IDS system. To evaluate 

the overhead, we first run the experiments without the ABA-ISD and then using it. 

We considered the overhead for three features: 1) time to execute commands (time 
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overhead); 2) memory consumption; and 3) CPU usage.  To inspect time overhead, 

we sent from 1 to 10 commands in the same request (more than 10 is unlikely to 

happen). In the worst case scenario for time to execute tasks, our ABA-IDS consumes 

0.1 millisecond, from 2.2 milliseconds (without IDS) to 2.3 milliseconds (with IDS 

active). This represents 4% overhead in the time to execute tasks; however, the end 

user will not be able to notice a 0.1 millisecond delay in the issued commands. The 

memory consumption of our ABA-IDS represents an overhead of 0.6%, while the 

CPU overhead is only 0.02%. 

6.4 Conclusions and Future Work 

In this chapter we have shown how our IoT security framework can be used to detect 

anomalous operations in smart water systems. In our experimental results, we showed 

how to use the threat model to secure and protect our secure gateway. Our anomaly 

behavior analysis methodology includes the use of a profile that is developed to 

accurately characterize the normal operations of the gateway of the smart water 

testbed. We showed that our ABA-IDS approach can detect both known and 

unknown attacks with high detection rates and low false positive alarms (less than 

3.5%), also having insignificant overhead in terms of memory and CPU usage. 
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 CONCLUSION AND FUTURE RESEARCH DIRECTIONS 7

 

In this chapter we first summarize the research conducted in the area of IoT 

cybersecurity. Then we show the contributions of our research. Finally we discuss 

future research directions. 

7.1 Summary 

In this dissertation, we presented a multilayer architecture to integrate smart 

infrastructures with the Internet of Things. The goal of the architecture is to show, in 

a systematic way, the requirements to integrate smart infrastructures (e.g. smart 

buildings) to the Internet of things. We demonstrated the usability of our architecture 

by applying it to several smart infrastructure testbeds such as smart building testbed, 

smart home testbed, and smart water testbed.  

Our architecture gives us the capability of building a multilayer security framework. 

The main goal of our security framework is to provide the architectural support to 

develop highly secure IoT services that can proactively detect and tolerate anomalous 

behaviors that can be due to attacks, faults (malicious or natural), or accidents. In 

order to protect against all kinds of attacks, we need a holistic approach to the design 

and development of the smart infrastructures that will lead to the delivery of 

trustworthy IoT applications and services that have the capabilities of self-protection, 

self-healing, self-optimization, and self-configuration. Our multilayer framework is 

divided into four layers: 1) end nodes (end devices), 2) communications, 3) services, 

and 4) applications. Each layer is divided into five planes: 1) function specification 
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(model) plane, 2) attack surface plane, 3) impact plane, 4) mitigation plane, and 5) 

priority plane.  For each layer, we first identify the Attack Surface that characterizes 

the entry points that can be exploited by attackers to inject malicious events or 

behaviors in the IoT environment, followed by identifying potential impact of 

exploding the vulnerabilities. Then we identify the mitigation mechanisms that can be 

implemented to diminish these attacks. Finally we prioritize the service according to 

the potential impact to the system. By following this architecture, we can ensure the 

development of highly secure and trustworthy IoT services. 

The first plane (model) is the core of our ABA (Anomaly Behavior Analysis) 

methodology. In our ABA we model the behavior of each IoT element. For this we 

carefully select the features that best characterize a given IoT system (e.g., IoT end 

node). Having the features selected, we use statistical analysis and data mining 

techniques to create a baseline model of normal operations for the system under 

study. The baseline model is then used to inspect the behavior of the system in real 

time. Any deviation of normal operations will be considered as an abnormality and 

will trigger a set of actions to overcome the threat. As a proof of concept, we selected 

two IoT applications, the smart home and the smart water system.  

The smart home was picked to show our ABA methodology for end nodes layer. Our 

anomaly behavior analysis methodology includes the use of a sensor-DNA profile (s-

DNA) that is developed to accurately characterize normal sensor operations. We 

showed that our s-DNA data structure can be used as an authentication mechanism 

for IoT sensors. We have also shown that the ABA-IDS approach can detect both 
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known and unknown attacks with high detection rates and low false positive alarms 

(less than 0.5%). We have also developed an attack classification methodology with 

98% accuracy for known attacks and up to 97.4% for unknown attacks (classified as 

“new attacks”).  

The smart water system was used demonstrate the capabilities of our ABA 

methodology to detect cyberattacks in the communications layer. For this case of 

study, we first show how our IoT architecture can be applied to detect anomaly in 

smart water systems. Then we focused our study on securing the gateway operations 

of the smart water testbed. We showed that our ABA-IDS approach can detect both 

known and unknown attacks with high detection rates and low false positive alarms 

(less than 3.5%), also having insignificant overhead in terms of memory and CPU 

usage. Following our multilayer IoT security framework, we also showed how to rank 

the attacks in order to take the required actions.   

The ABA-IDS presented in this work proves to be useful against malicious activities 

in IoT-based systems. It helps in detecting threats, rank them, and selecting the 

required actions to diminish such threats. We have validated this claim through a 

series of publications: 1) Anomaly behavior analysis for IoT sensors [61], 2) Secure 

and Resilient Cloud Services for Enhanced Living Environments [63], 3) Anomaly 

Behavior Analysis System for ZigBee in smart buildings [64], 4) IoT Security 

Development Framework for building trustworthy Smart car services [65], 5) Design 

and evaluation of resilient infrastructures systems for smart cities [66], 6) IoT 
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Security Framework for Smart Cyber Infrastructures [67], and 7) Anomaly Behavior 

Analysis for Building Automation Systems [68].  

7.2 Contribution of the Dissertation 

The main contributions of this dissertation are as follows: 

• The development of a general architecture to integrate smart infrastructures with 

IoT. Our general architecture is based in four layers: end nodes, communications, 

services, and applications layers.  

• A comprehensive evaluation of our architecture usability by applying it to the 

design and development of several smart infrastructures such as smart building 

testbed, smart home testbed, and smart water testbed.   

• The development of a multilayer IoT threat modeling framework to bring 

cybersecurity to IoT applications in a systematic way. Our threat modeling 

framework follows the layers in our IoT architecture and for each layer, we 

introduce five planes to analyze each layer threats in a systematic way: 1) 

function specification (model), 2) attack surface, 3) impact, 4) mitigation, and 5) 

priority. 

• The development of a generic Anomaly Behavior Analysis (ABA) methodology 

based in our security framework, which can be easily applied to design and 

implement intrusion detection systems for different IoT smart infrastructures. 

• A comprehensive evaluation of the developed ABA methodology by showing 

how to apply this approach to two different IoT layers: IoT end nodes layer and 

IoT communications layer. 
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• Design, implementation, and evaluation of an Intrusion Detection System for IoT 

end nodes which can detect different types of threats targeting IoT sensors. Unlike 

most of the previous works which focused on sensors threshold limits (e.g., 

temperature > 25 Celsius), or under the assumption that sensors are not 

compromised. Our approach is based on an accurate behavioral analysis and can 

detect threats with high detection rate and low false positive rate. 

• The design, implementation, and evaluation of an ABA-IDS for IoT 

communications. Unlike signature-based approaches (the most commonly used 

IDS approach), our approach can detect known and unknown cyberattack with 

high accuracy, having low false positive alarms and low overhead.  

7.3 Future Research Directions 

To improve our ABA methodology that is developed in this dissertation, the 

following provides a list of future research tasks: 

• Apply the ABA methodology to other IoT applications: So far we have tested 

our approach for smart infrastructures; however we like to extend our 

approach to other IoT applications such as healthcare, energy, weather, and 

social programs, just to mention few. 

• Selective enforcement of protective policies: In this dissertation we used our 

anomaly behavior analysis methodology for designing the intrusion detection 

systems for each IoT layer, having a set of possible countermeasures. As a 

future work, we need to selectively enforce the security policies based on the 

knowledge collected by each system’s component.  
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• Adaptive Learning: In our ABA methodology, we have two different phases: 

training and testing. The generated normal model during the training phase 

would be applied to a given IoT layer during the testing or operational phase 

to detect any deviation from the normal behavior. It is possible that some 

unobserved normal behavior during the training phase might occur during the 

operational phase, which misleads the ABA to detect them as anomalies. As a 

future research work, adaptive learning techniques can be investigated to 

decrease the false positive rates by adaptively learning these infrequent 

normal patterns.  

• Resilient IoT operations: In this dissertation, we showed some protective 

actions and mitigation mechanisms that are reactive and depend on the ability 

of our ABA-IDS to detect threats. As a future research direction, we will 

investigate proactive defense techniques to make IoT attacks ineffective on 

normal operations. Moving Target Defense (MTD) paradigm can be used to 

achieve the required resilient operations. MTD is a concept that enables us to 

create, evaluate, and deploy mechanisms and strategies that are diverse, 

continually shift, and change over time to increase complexity for attackers, 

limit the exposure of vulnerabilities and opportunities for attack, and increase 

system resiliency [56]. In this research direction task, we will explore how to 

use MTD and autonomic computing paradigms to deliver resilient IoT 

applications and services. 
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