
Coding and Maintenance Strategies for Cloud Storage:
Correlated Failures, Mobility and Architecture Awareness

Item Type text; Electronic Dissertation

Authors Calis, Gokhan

Publisher The University of Arizona.

Rights Copyright © is held by the author. Digital access to this material
is made possible by the University Libraries, University of Arizona.
Further transmission, reproduction or presentation (such as
public display or performance) of protected items is prohibited
except with permission of the author.

Download date 24/05/2023 20:40:31

Link to Item http://hdl.handle.net/10150/625607

http://hdl.handle.net/10150/625607


Coding and Maintenance Strategies for Cloud

Storage: Correlated Failures, Mobility and

Architecture Awareness

by

Gokhan Calis

Copyright c© Gokhan Calis 2017

A Dissertation Submitted to the Faculty of the

Department of Electrical and Computer Engineering

In Partial Fulfillment of the Requirements
For the Degree of

Doctor of Philosophy

In the Graduate College

The University of Arizona

2 0 1 7



2

THE UNIVERSITY OF ARIZONA GRADUATE COLLEGE

As members of the Dissertation Committee, we certify that we have read the disserta-
tion prepared by Gokhan Calis, titled “Coding and Maintenance Strategies for Cloud
Storage: Correlated Failures, Mobility and Architecture Awareness” and recommend
that it be accepted as fulfilling the dissertation requirement for the Degree of Doctor
of Philosophy.

Date: 30/11/2016
O. Ozan Koyluoglu

Date: 30/11/2016

Loukas Lazos

Date: 30/11/2016

Bane Vasic

Final approval and acceptance of this dissertation is contingent upon the candidate’s
submission of the final copies of the dissertation to the Graduate College.

I hereby certify that I have read this dissertation prepared under my direction and
recommend that it be accepted as fulfilling the dissertation requirement.

Date: 30/11/2016
Dissertation Director: O. Ozan Koyluoglu



3

Statement by Author

This dissertation has been submitted in partial fulfillment of requirements for an
advanced degree at The University of Arizona and is deposited in the University
Library to be made available to borrowers under rules of the Library.

Brief quotations from this dissertation are allowable without special permission,
provided that accurate acknowledgment of source is made. Requests for permission
for extended quotation from or reproduction of this manuscript in whole or in part
may be granted by the copyright holder.

Signed: Gokhan Calis



4

Acknowledgments

I would like to thank my advisor Prof. O. Ozan Koyluoglu for his guidance and
his support throughout this study. It was a great experience and pleasure for me
to work with him. I learned a lot from him and it is not limited to the courses he
thought and the discussion we had about my research. I am also grateful to him for
his advise for my career directions.

I would also like to thank Prof. Loukas Lazos and Prof. Bane Vasic. They partic-
ipated as committee members in my first PhD exam in my first year, my oral exam
and finally my thesis defense. Later in my PhD study, I also had a chance to work
with Dr. Lazos. He has been very helpful with my dissertation and we had many
productive discussions.

I cannot emphasize enough the importance of the support of my friends which
helped me get through the grad school. I’ll always cherish the memories we had
whether when we were working hard together before deadlines or when we were just
having some random conversation during lunch. I’d also like to thank my old friends,
they were always there for me when I needed them.

Last but not the least, I would like to express my gratitude to my parents and my
brother for their unconditional love and support throughout my life. They helped me
with everything I’ve achieved in my life.



5

Table of Contents

List of Figures . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8

List of Tables . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10

Abstract . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 11

1. Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 13
1.1. Contributions . . . . . . . . . . . . . . . . . . . . . . . . . . . . 16

1.1.1. Coding for distributed storage . . . . . . . . . . . . . 16
1.1.2. Maintenance of distributed storage systems . . . . . 18

2. Background and Preliminaries . . . . . . . . . . . . . . . . . . . . . 21
2.1. Techniques to introduce redundancy in DSS . . . . . . . . . . . 21

2.1.1. Replication . . . . . . . . . . . . . . . . . . . . . . . 21
2.1.2. Erasure coding . . . . . . . . . . . . . . . . . . . . . 22
2.1.3. Regenerating codes . . . . . . . . . . . . . . . . . . . 23

2.2. Information flow graph . . . . . . . . . . . . . . . . . . . . . . . 24
2.3. Vector codes . . . . . . . . . . . . . . . . . . . . . . . . . . . . 26
2.4. Maximum rank distance (MRD) codes . . . . . . . . . . . . . . 27
2.5. Locally repairable codes . . . . . . . . . . . . . . . . . . . . . . 28
2.6. PMDS and SD codes . . . . . . . . . . . . . . . . . . . . . . . . 31
2.7. Combinatorial designs . . . . . . . . . . . . . . . . . . . . . . . 32
2.8. Maintenance of mobile cloud storage . . . . . . . . . . . . . . . 33

3. Architecture-aware Coding for Distributed Storage: Repairable
Block Failure Resilient Codes . . . . . . . . . . . . . . . . . . . . . 35

3.1. Block failure resilient codes and repairability . . . . . . . . . . . 37
3.2. File size bound for repairable BFR codes . . . . . . . . . . . . . 39

3.2.1. Case I: dr ≥ kc . . . . . . . . . . . . . . . . . . . . . 40
3.2.2. Case II: dr < kc . . . . . . . . . . . . . . . . . . . . . 46
3.2.3. BFR-MSR and BFR-MBR points for special cases . 48

3.3. BFR-MSR and BFR-MBR code constructions . . . . . . . . . . 51
3.3.1. Transpose code: b=2 . . . . . . . . . . . . . . . . . . 51
3.3.2. Projective plane based placement of regenerating code-

words (ρ = 0, σ = 1) . . . . . . . . . . . . . . . . . . 52
3.3.3. Duplicated block design based BFR codes (ρ = 0 and

σ < b− 1) . . . . . . . . . . . . . . . . . . . . . . . . 57
3.4. Locally repairable BFR codes . . . . . . . . . . . . . . . . . . . 61



Table of Contents—Continued

6

3.4.1. Locality in BFR . . . . . . . . . . . . . . . . . . . . 61
3.4.2. Code constructions for resilience optimal BFR-LRC . 64
3.4.3. Local regeneration for BFR codes . . . . . . . . . . . 67

3.5. Discussion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 72
3.5.1. Repair delay . . . . . . . . . . . . . . . . . . . . . . 72
3.5.2. Relaxed BFR . . . . . . . . . . . . . . . . . . . . . . 76

4. A General Construction for PMDS Codes . . . . . . . . . . . . . 79
4.1. A general construction for PMDS codes . . . . . . . . . . . . . 79
4.2. Rate suboptimal PMDS codes through combinatorial designs . . 84

5. On the Maintenance of Distributed Storage Systems with
Backup Node for Repair . . . . . . . . . . . . . . . . . . . . . . . . . 88

5.1. System model . . . . . . . . . . . . . . . . . . . . . . . . . . . . 89
5.1.1. Hierarchical DSS . . . . . . . . . . . . . . . . . . . . 89
5.1.2. User requests and node failures . . . . . . . . . . . . 89
5.1.3. Communication cost . . . . . . . . . . . . . . . . . . 90
5.1.4. Data access and maintenance . . . . . . . . . . . . . 90

5.2. File size bounds . . . . . . . . . . . . . . . . . . . . . . . . . . . 92
5.3. Optimal code constructions . . . . . . . . . . . . . . . . . . . . 93
5.4. Maintenance and data access costs . . . . . . . . . . . . . . . . 95

5.4.1. Maintenance cost . . . . . . . . . . . . . . . . . . . . 95
5.4.2. Data access cost . . . . . . . . . . . . . . . . . . . . 96
5.4.3. Variance analysis of costs . . . . . . . . . . . . . . . 96

5.5. Numerical results . . . . . . . . . . . . . . . . . . . . . . . . . . 97

6. Repair Strategies for Storage on Mobile Clouds . . . . . . . . 100
6.1. System model . . . . . . . . . . . . . . . . . . . . . . . . . . . . 101

6.1.1. Network model . . . . . . . . . . . . . . . . . . . . . 101
6.1.2. File repair model . . . . . . . . . . . . . . . . . . . . 101

6.2. File maintenance strategies . . . . . . . . . . . . . . . . . . . . 102
6.2.1. Distributed repair . . . . . . . . . . . . . . . . . . . 103
6.2.2. Centralized repair . . . . . . . . . . . . . . . . . . . 107

6.3. Analysis of maintenance strategies . . . . . . . . . . . . . . . . 108
6.3.1. Eager vs. lazy repair . . . . . . . . . . . . . . . . . . 109
6.3.2. Centralized vs. distributed repair . . . . . . . . . . . 110
6.3.3. Mean time to data loss for periodic repairs . . . . . . 110
6.3.4. Numerical examples . . . . . . . . . . . . . . . . . . 112

6.4. Codes with cooperative repair . . . . . . . . . . . . . . . . . . . 113
6.4.1. Cooperative regenerating codes . . . . . . . . . . . . 113



Table of Contents—Continued

7

6.4.2. Centralized repair of multiple node failures . . . . . 117
6.4.3. Numerical results . . . . . . . . . . . . . . . . . . . . 118

6.5. A repair process analogous to the number of repaired nodes . . 119
6.6. Allowing node departures within the repair process . . . . . . . 123

6.6.1. Numerical results . . . . . . . . . . . . . . . . . . . . 128

7. Conclusion and Future Work . . . . . . . . . . . . . . . . . . . . . 133

Appendix A. Concatenated Gabidulin and MDS coding . . . . . . . 135

Appendix B. Proof of Theorem 37 . . . . . . . . . . . . . . . . . . . . 137

Appendix C. Proof of Lemma 52 . . . . . . . . . . . . . . . . . . . . . . 140

Appendix D. Proof of Theorem 66 . . . . . . . . . . . . . . . . . . . . 141

Appendix E. Proof of Theorem 67 . . . . . . . . . . . . . . . . . . . . 142

Appendix F. Proof of Proposition 71 . . . . . . . . . . . . . . . . . . 143

Appendix G. Lemma 81 . . . . . . . . . . . . . . . . . . . . . . . . . . . . 145

Appendix H. Lemma 82 . . . . . . . . . . . . . . . . . . . . . . . . . . . . 146

Appendix I. Lemma 71 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 147

Appendix J. Lemma 83 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 148

Appendix K. Proof of Proposition 72 . . . . . . . . . . . . . . . . . . 149

Appendix L. Proof of Lemma 73 . . . . . . . . . . . . . . . . . . . . . . 151

Appendix M. Proof of Proposition 74 . . . . . . . . . . . . . . . . . . 152

Appendix N. Proof of Proposition 75 . . . . . . . . . . . . . . . . . . 154

Appendix O. Proof of Proposition 76 . . . . . . . . . . . . . . . . . . 155

Appendix P. Proof of Proposition 77 . . . . . . . . . . . . . . . . . . 156

References . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 157



8

List of Figures

Figure 2.1. n = 3-replication . . . . . . . . . . . . . . . . . . . . . . . . . . 21
Figure 2.2. (4, 2) MDS coding . . . . . . . . . . . . . . . . . . . . . . . . . 22
Figure 2.3. (4, 2, 3) regenerating codes . . . . . . . . . . . . . . . . . . . . . 24
Figure 2.4. (r = 3, δ = 2, α)q LRC with codewords of length 8. . . . . . . . 30
Figure 2.5. An example of (r = 4, δ = 2, α = 1)q LRC for M = 9, n = 14

and dmin = 4. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 31

Figure 3.1. A data-center architecture where top-of-rack (TOR) switch of
the first rack fails . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 36

Figure 3.2. (a) Node repair in regenerating codes. (b) Node repair in relax-
ation of regenerating codes. (c) Tradeoff curves in toy example. . . . . . 37

Figure 3.3. Repair process for b = 2 (two blocks) case. . . . . . . . . . . . . 48

Figure 3.4. (a) Ratio
γk-oddBFR-MSR

γMBR
vs. d. (b) Ratio

γk-evenBFR-MSR

γMBR
vs. d. . . . . . . . . 50

Figure 3.5. Transpose code is a two-block BFR-MBR code. . . . . . . . . . 53
Figure 3.6. (a) Matrix representation of block design. (b) Three-block BFR-

RC. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 53
Figure 3.7. Illustrating the construction of BFR codes using projective plane

based placement of regenerating codes. (n′ = ñ− ñ
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Abstract

As a result of evergrowing data and recent interest in storing and analyzing it,

distributed storage systems (DSS), which is also known as cloud storage, have become

one of the most important research areas in the literature. Not only such networks

are being used as backbone systems for companies like Google, Microsoft and Face-

book but also they have accelerated the growth of cloud computing, which is an

essential business line for institutions such as IBM, Amazon and Salesforce. In this

dissertation, the focus is on the storage side of cloud in order to address the impor-

tant questions in designing such systems. First, coding theoretic approach is taken

to handle correlated failures of multiple storage nodes. In particular, this disserta-

tion studies distributed storage systems that can provide resilience against correlated

failure patterns that affect the availability of multiple storage nodes, i.e., power loss

that may affect multiple disks. Maximum file size that can be stored in such DSS

is studied and then optimal code constructions are provided. This dissertation also

studies cloud storage systems that prevent data loss from mixed failure patterns of

disks and sectors in disk drives. Specifically, a general code construction is proposed

to overcome such failures for any given parameter set. Due to its large field size re-

quirement of proposed construction, a relaxation on the efficiency of storage system

is considered to provide codes with smaller field sizes. Maintenance of cloud storage

systems is also studied. To that end, this dissertation first studies the maintenance of

DSS that include a backup node, which is called hierarchical DSS. Hierarchical DSS

can model cellular networks such as femtocell as well as caching in wireless networks.

In particular, we present an upper bound on the file size that can be stored over

hierarchical DSS and propose optimal code constructions. Then, maintenance cost

and data access cost for users of such DSS are studied. Lastly, mobility effects of

cloud storage over wireless devices are studied. Specifically, an analysis on the mobile
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cloud storage system that initiates the maintenance process after certain number of

devices remains in the network is performed and different maintenance strategies are

proposed that are optimal with respect to average cost in certain mobility regimes.
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1. Introduction

Increasing demand for storing and analyzing big-data as well as several applica-

tions of cloud computing systems require efficient cloud computing infrastructures.

Ever growing data created problems in terms of designing scalable systems that can

store the massive data with efficiency. Distributed storage systems (DSS) are pro-

posed to store the large amount of data over storage nodes in a network. In the case

of user requests to the information stored, these nodes can be accessed. Few examples

of DSS can be given as Google File System (GFS) [1], OceanStore [2], TotalRecall [3],

BigTable [4] and Ceph [5].

One inevitable nature of the storage systems is node failures [6], which may occur

due to different reasons such as power outages and component failures. In order

to provide resilience against such failures, redundancy is introduced in the storage.

Classical redundancy schemes range from replication to erasure coding. In replication

scheme, copies of the information to be stored can be stored over multiple storage

nodes. n-replication refers to a storage system where n copies (replicas) of the same

information are stored over n different nodes. Replication is most intuitive way of

introducing redundancy in DSS. If n-replication is employed, the system can tolerate

up to n − 1 node failures (reliability). Although it’s easy to implement, replication

results in an inefficient DSS in terms of storage overhead since it requires to store n

copies of the same information.

In order to overcome the problems with replication, erasure coding can be utilized

in DSS. Classical erasure codes like Reed-Solomon codes allow for better performance

in terms of reliability and redundancy compared to replication. However, these codes

are not optimized for repairs. Specifically, when a node is failed, in order to guarantee

availability of the data, the lost fragment needs to be recovered by the use of the

other nodes in DSS. A failed node in the replication scheme can be recovered from
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one of the other nodes since all of the nodes store the same information. That is,

the same amount of information is download to recover the lost information. On

the other hand, repair of a failed node in a DSS which employs erasure codes is not

optimal in terms of the required information that needs to be downloaded from other

nodes (also referred to as repair bandwidth) [7]. It’s discussed in [8] that even if only

%50 of the data is stored with Reed-Solomon codes, the repair network traffic would

completely saturate the network links. Henceforth, implementation of erasure codes

in real systems is limited.

In [7], another coding technique is discussed to overcome the repair problem of

erasure codes. In particular, in [7] Dimakis et al. establish a tradeoff between the per-

node storage and the repair bandwidth under a similar setting to erasure codes where

any k out of n nodes are enough for the reconstruction of the stored file. Codes that

achieve the tradeoff is called regenerating codes and specifically codes that attain the

two ends of the tradeoff curve is referred to as Minimum Storage Regenerating (MSR)

and Minimum Bandwidth Regenerating (MBR) codes [7,9–11]. Due to their reduced

repair bandwidth, regenerating codes employed in DSS can minimize disk-I/O during

recovery of failed nodes [10,12].

Another feature that has been recently discussed with regards to DSS is local-

repairability [13, 14]. In order to achieve local-repairability, a failed node should

be reconstructible with only local connections. Locality then refers to the number

of such local nodes that participates in the reconstruction of a failed node and it’s

often desirable to have small-locality. Small-locality can be especially advantageous if

there is a cost for a failed node to contact others. Local-repairability in DSS attract

researchers and there has been work on implementation of locally repairable codes in

DSS. Hadoop Distributed File System RAID [8] and Windows Azure Storage [15] are

two examples of implementation of DSS which utilizes locally repairable codes.

In large-scale distributed storage systems (such as GFS [1]), correlated failures are

unavoidable. As analyzed in [6], these simultaneous failures of multiple nodes affect
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the performance of computing systems severely. The analysis in [6] further shows

that these correlated failures arise due to the failure domains. For example, nodes

connected to the same power source or nodes belonging to the same rack exhibit these

structured failure bursts. The unavailability periods are transient, and largest failure

bursts almost always have significant rack-correlation. In order to overcome from

failures having such patterns, a different approach is needed. Architecture-awareness

can be taken into a consideration during the encoding stage of the data.

Redundant array of independent disks (RAID) [16] architecture is used to prevent

systems from data loss in the case of catastrophic failures (disk failure). Maximum

distance separable (MDS) codes, i.e., Reed-Solomon codes, can be utilized for erasure

correcting in RAID systems, i.e., in RAID 6 to overcome the failure of two disks.

However, using solid-state drives (instead of hard disk drives) brought challenges,

e.g., the system may experience both disk failures and hard errors which may not

be realized unless the specific sector is accessed. RAID 6 architecture can tolerate

such an erasure pattern. However, the cost of recovery is expensive. Partial MDS

(PMDS) codes are proposed to overcome this problem by utilizing both row-wise

parities and global parities to recover from mixed failures [17]. Remarkably, in the

distributed storage context, these row-wise (local) parities reduce the communication

cost of maintenance operations, and together with global parities, provide maximal

fault tolerance [18].

Effective maintenance of the operational storage system is especially important

for mobile storage systems. The so-called mobile cloud storage systems reduce the

traffic load of the already over-burdened infrastructure network and improve content

availability in the event of network outages. Also, the cloud storage system can be

used for applications like cloud computing, mobile health care and mobile learning. In

a mobile cloud storage scenario, a file is stored within a geographically-limited area by

a community of mobile devices. A user within the area can download the file from the

community of mobile devices, without accessing the network infrastructure. However,
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content storage at mobile devices leads to frequent data loss due to mobility. Since

not all storage systems have the same mobility, one may need to design the system

according to the mobility of the devices within. For example, cloud storage system

used for local caching may have a lower mobility compared to one used for applications

involving mobile users. That’s because devices in local caching systems are mostly

stable whereas devices in applications involving mobile users in a wireless network

may move in and out of the network more freely. Henceforth, mobility of devices

should be considered in the implementation of cloud storage systems. Otherwise, the

system may suffer from data loss due to ineffective maintenance strategies.

1.1. Contributions

1.1.1. Coding for distributed storage

In this thesis, we first focus on DSS where correlated failures, which we call block

failures, may occur. We have the following contributions in Chapter 3.

• We develop a framework to analyze resilience against block failures in DSS with

node repair efficiencies. We consider a DSS with a single failure domain, where

nodes belonging to the same failure group form a block of the codeword.

• We introduce block failure resilient (BFR) codes, which allow for data collection

from any bc = b− ρ blocks, where b is the number of blocks in the system and

ρ is the resilience parameter of the code. Considering a load-balancing among

blocks, a same number of nodes are contacted within these bc blocks. (A total of

k = kcbc nodes and downloading α, i.e., all-symbols from each.) This constitutes

data collection property of BFR codes. (ρ = 0 case can be considered as a

special case of batch codes introduced in [19].) We emphasize that our results

in this chapter of the thesis also consider the case of ρ > 0. Furthermore, we

introduce repairability in BFR codes, where any node of a failed block can be
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reconstructed from any dr nodes of any remaining br = b−σ ≤ b−1 blocks. (A

total of d = drbr nodes and downloading β symbols from each.) As introduced

in [7], we utilize graph expansion of DSS employing these repairable codes, and

derive file size bounds and characterize BFR-MSR and BFR-MBR points for a

wide set of parameter regimes. We emphasize the relation between dr and kc

as well as ρ and σ to differentiate all cases. 1

• The main focus of this chapter of the thesis is on code constructions for σ > 0

and ρ = 0 scenario, where the data access assumes the availability of all ρ blocks

and partial data access (“repair”) is over any given subset of blocks of size b−σ.

• We construct explicit codes achieving these points for a set of parameters when

dr ≥ kc, ρ = 0 and σ = 1. For a system with b = 2 blocks case, we show

that achieving both MSR and MBR properties simultaneously is asymptotically

possible. (This is somewhat similar to the property of Twin codes [20], but here

the data collection property is different.) Then, for a system with b ≥ 3 blocks

case, we consider utilizing multiple codewords, which are placed into DSS via a

combinatorial design (projective planes) based codeword placement.

• We also provide the code constructions for any σ < b − 1 and ρ = 0 by utiliz-

ing Duplicated Combination Block Designs (DCBD). These codes can achieve

BFR-MSR and BFR-MBR points for a wider set of parameters than the codes

described above.

• We introduce BFR locally repairable codes (BFR-LRC). We establish an upper

bound on the resilience of such codes (using techniques similar to [9]) and pro-

pose resilience-optimal constructions that use a two step encoding (Gabidulin

and MDS) and combinatorial design placement.

1The case with d
b−σ ≥ k

b−ρ and σ > ρ remains open in terms of a general proof for the minimum
possible file size bound. However, the obtained bound is shown to be tight by code constructions
for certain parameter regimes.
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• We also analyze the case where regenerating codes are used to improve repair

efficiency of BFR-LRC codes. These codes are called BFR-MSR/MBR-LRC

and they have a better performance in terms of repair bandwidth. We identify

the upper bound on the file size that can be stored for both cases and also

propose a construction that utilizes DCBD based construction to achieve the

studied bound for certain parameter regimes.

• We provide codes with table-based type of relaxation for repairable BFR in

order to operate within wider set of parameters.

In Chapter 4, we focus on PMDS codes. In the literature, it’s reported that there

is no general construction for PMDS codes.

• We first propose an explicit PMDS code construction for all parameters us-

ing concatenation codes, a technique originally proposed in [9] for constructing

optimal locally repairable codes.

• In order to lower the field size requirement of this approach, we develop rate

suboptimal PMDS constructions using combinatorial designs

1.1.2. Maintenance of distributed storage systems

We analyze maintenance of DSS. At first, we focus on DSS with an additional

backup node, which we call hierarchical DSS, in Chapter 5.

• We first calculate an upper bound on the file size that can be stored in this

hierarchical system.

• We characterize fundamental limits of this model using this bound and propose

optimal code constructions that we build on existing regenerating codes [10,21,

22].
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• We analyze DSS with respect to maintenance and data access cost under Poisson

failure and request models and analyze the statistics of these cost measures.

With this analysis, we show the tradeoff between per-node storage and repair

bandwidth translates into a tradeoff between maintenance and data access costs.

• We show that minimum total cost may not be achieved at end points whereas

a code operating at intermediate points on the tradeoff can be optimal with

respect to this total cost measure.

• We show that data access cost may experience very small variance compared to

maintenance cost.

Finally, we focus on the maintenance of mobile DSS. We analyze threshold-based

maintenance system in which repair process is initiated after the number of alive

nodes reach a pre-determined threshold.

• We focus on threshold-based file maintenance strategies, in which repairs are

initiated when a threshold number of fragments is lost. We analyze two commu-

nication models, namely distributed repair and centralized repair. In distributed

repair, the new storage nodes independently download data from existing nodes

to recover lost fragments. In centralized repair, a leader node first recovers F
via reconstruction, before regenerating and distributing the repaired fragments

to new storage nodes. In both scenarios, we assume that repairs are performed

in parallel, taking the same amount of time and there are no additional failures

during fragment recovery. This simplified model allows us to derive closed-form

expressions.

• We derive the optimal repair threshold that minimizes the average repair cost

per unit of time for each communication model. Our results show that no

one strategy is optimal for all possible system configurations and mobility pat-

terns. At the low mobility-to-repair rate regime, repairing at the regeneration
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threshold yields the optimal strategy. On the other hand, at the high mobility-

to-repair rate regime, regenerating after a single fragment loss minimizes the

average repair cost per unit of time.

• We further investigate the application of cooperative repair codes. We show

that the repair bandwidth is minimized at full cooperation, i.e., when all nodes

to be repaired cooperate. We then investigate the centralized repair of multiple

node failures, which suits our centralized repair model that is described earlier.

The advantage of such a model is that a leader node does not need to download

the file F , which reduces the average repair cost per time.

• We revise the fixed-rate repair model originally assumed in distributed and

centralized repair with a more realistic node-dependent model. In the latter,

the repair time depends on the number of nodes that are repaired. We compare

the resulting average repair cost with our earlier model and show that in the low

mobility-to-repair rate regime, the simplified repair-all-at-one model faithfully

approximates the node-dependent one.

• We further consider a distributed repair model under a repair process which not

only depends on the threshold in terms of recovery time but also may involve

additional failures during recovery. We express the average repair cost through

a system of equations and verify our analytical findings through simulations.

We then verify our analytical findings through simulations. Lastly, we compare

all of the discussed distributed repair models employing regenerating codes.
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2. Background and Preliminaries

2.1. Techniques to introduce redundancy in DSS

As described in the introduction, in order to guarantee that the system does not

suffer from data loss in the event of node failures, redundancy is needed. There are

different ways to introduce redundancy in DSS. In this section, main techniques are

described in detail.

2.1.1. Replication

Replication is the most straightforward way of introducing redundancy. With

replication, one basically stores multiple copies of same file f of sizeM. It is currently

deployed in storage systems like RAID [23]. Replication scheme tolerates up to n− 1

simultaneous failures since a file is replicated n times. Rate of the resulting code is 1
n
,

where the rate is defined as the ratio between the size of the information (e.g., file size

of f) over the total number of bits stored. Due to its easier implementation, replication

is deployed in [24] as well as in the Hadoop Distributed File System (HDFS) [25] for

cloud storage. However, in terms of storage overhead, replication is inefficient since

it requires storing n multiple of the same file.

An example of replication for DSS is given in Figure 2.1 for n = 3. It can be

3-Replicationf

f

f

f

Figure 2.1: n = 3-replication
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(4, 2)-MDSf

A

A+B A+2B

A

B

B

Figure 2.2: (4, 2) MDS coding

observed that given the file, replication scheme simply maintains n verbatim copies

of the same file. Assuming that any of the n nodes is failed, it can be recovered by

contacting any of the remaining n− 1 nodes and downloading the copy of the file. If

a user asks for the file f , contacting any node is enough to retrieve it since all nodes

store the same file.

2.1.2. Erasure coding

In order to overcome the inefficiencies of replication, different approach is needed.

Erasure codes are proposed to reduce the storage overhead of replication while main-

taining same degree of fault tolerance (or reliability). In particular, a class of era-

sure codes known as Maximum Distance Separable (MDS) codes achieve the opti-

mal performance in terms of the tradeoff between failure tolerance and storage over-

head [26,27]. An (n, k) MDS code encodes k chunks of data (file f of sizeM is divided

into k equal chunks) to n fragments, achieving a code rate of k
n
, and tolerates up to

n − k fragment losses. As a result of this coding, one can reconstruct the file f by

contacting any k fragments out of n.

An example of MDS coding for (n = 4, k = 2) is given in Figure. 2.2. File to be

stored, f , is first divided into k = 2 pieces, A and B. After that, n = 4 fragments

are created. In the example, first two fragments are same as the divided chunks of f .

One important requirement of MDS coding is to have all resulting n fragments to be

linearly independent of each other. Henceforth, in order to satisfy this requirements,

other two fragments can be set as A+B and A+2B. In such a DSS, if any of the
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nodes is failed, then we can repair it using any of the other k = 2 fragments. For

example, assume that node storing A is failed. Then, by connecting any 2 other

nodes, i.e., nodes with B and A+B, one can repair for A by subtracting B from

A+B. Note that the repair process can be performed to recover any lost fragment by

using any other k fragments. On the other hand, if one requests to recover the file f ,

contacting any k = 2 nodes is enough to decode for f .

Compared to replication, erasure codes provide better tradeoff in terms of storage

overhead vs. reliability. To see that, consider the erasure code depicted in Figure 2.2

and a replication scheme where f1 and f2 is replicated 2 times. Both systems have

the same storage overhead whereas replication scheme may not recover from any 2

failures (i.e., both copies of f1 is lost).

Reed-Solomon codes are a classical example of MDS codes and are already de-

ployed in many existing storage systems [6, 28–30]. Although erasure codes offer

significant savings in terms of storage overhead, the amount of data that should be

retrieved for recovering lost data fragments is suboptimal. This is because the recon-

struction of the entire file is necessary in order to regenerate any of the lost fragments.

This inefficiency is addressed by regenerating codes.

2.1.3. Regenerating codes

In order to reduce repair bandwidth, alternative coding scheme called regenerating

codes is introduced by [7]. The following setup was proposed in order to reduce the

cost of recovery of a fragment. Similar to erasure codes, in regenerating codes one

also divides file f of size M into k chunks and encodes to n fragments. However,

different from erasure codes, in order to regenerate a lost fragment, d ≥ k nodes

are contacted. α symbols are assumed to be stored in each fragment and when a

node fails, a newcomer node downloads β ≤ α amount of information from any d

of the remaining n − 1 fragments, which results in a repair bandwidth of γ = dβ.

Regenerating codes are represented by a tuple (n, k, d, α, β).
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f Regenerating
(4,2,3)

Code
A1 + B1

A1

A2

B1

B2 2A2 + B2

2A1 + B2

A2 + B1

A1

A2

B1

B2

Figure 2.3: (4, 2, 3) regenerating codes

There are two types of recovery of a fragment, functional and exact repair. In

functional repair, as considered in [7, 31, 32], lost data fragments are replaced with

functionally equivalent fragments, such that the original code properties are main-

tained after the regeneration. On the other hand, in exact repair, the regenerated

fragments are exactly same as the lost ones, which is a stricter requirement. Re-

cently, many regenerating codes with exact repair properties are proposed in the

literature, [10,21,33].

An example of (n = 4, k = 2, d = 3, α = 2, β = 1) regeneration coding is given in

Figure 2.3. f is first divided into k pieces, each of which contains two sub-files, i.e,

A1 and A2. In order to guarantee linear independence among fragments, one can set

the remaining subfiles as shown in the figure. Assume the node storing A1 and A2 is

failed. Then, a newcomer node can contact the remaining nodes and download B1,

A1 + B1 and A2 + B1 to solve for A1 and A2. On the other hand, to decode for f ,

contacting any 2 nodes is enough, e.g., by downloading A1, A2, B1 and B2. Note

that regeneration of a failed node only requires γ = 3 ≤ kα = 4. In other words, one

does not need to download whole file in order to repair only a fragment, which is the

case when erasure codes are deployed.

2.2. Information flow graph

The operation of a DSS employing regenerating codes can be modeled by a mul-

ticasting scenario over an information flow graph [7], which has three types of nodes:
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1) Source node (S): Contains original file f . 2) Storage nodes, each represented as

xi with two sub-nodes((xin
i , x

out
i )), where xin is the sub-node having the connections

from the live nodes, and xout is the storage sub-node, which stores the data and is

contacted for node repair or data collection (edges between each xin
i and xout

i has α-

link capacity). 3) Data collector (DC) which contacts xout sub-nodes of k live nodes

(with edges each having ∞-link capacity). Then, for a given graph G and DCs DCi,

the file size can be bounded using the max flow-min cut theorem for multicasting

utilized in network coding [7, 34].

Lemma 1 (Max flow-min cut theorem for multicasting).

M≤ min
G

min
DCi

maxflow(S→ DCi,G),

where flow(S → DCi,G) represents the flow from the source node S to DCi over the

graph G.

Therefore,M symbol long file can be delivered to a DC, only if the min cut is at

least M. One can consider k successive node failures and evaluate the min-cut over

possible graphs to obtain file size bounds for DSS in order to characterize the tradeoff

between α and γ.

[7] characterizes a tradeoff between per-node storage (α) and repair bandwidth

(γ) for functional repair using information flow graphs. Two ends of the tradeoff

are named as Minimum Storage Regenerating (MSR) codes, which corresponds to

minimizing per-node storage, and Minimum Bandwidth Regenerating (MBR) codes,

corresponding to minimizing repair bandwidth. MSR codes achieve the optimum

per-node storage by setting α = M
k

and minimizing the repair bandwidth under this

constraint. Their operating point is given by the following:

(αMSR, γMSR) =

(M
k
,

Md

k (d− k + 1)

)
. (2.1)

Note that, for MSR codes, αMSR ≤ γMSR and hence, the per-node storage is

smaller than the repair bandwidth. MBR codes, on the other hand, minimize the
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repair bandwidth (achieved when γ = α), and operate at

(αMBR, γMBR) =

(
2Md

2kd− k2 + k
,

2Md

2kd− k2 + k

)
. (2.2)

Instances of regenerating codes can be found in [10,11,21,22,31,32,35]. In [7,22,

31,32], functional repair is studied to construct codes achieving the optimality at the

two ends of the tradeoff curve. In [21], the proposed code construction is optimal for

all parameters (n, k, d) for minimum bandwidth regeneration (MBR) point as well

as optimal for (n, k, d ≥ 2k − 2) for minimum storage regeneration (MSR) point. It

can be deducted that since n − 1 ≥ d necessarily, these codes’ rate is bounded by

1
2

+ 1
2n

for MSR point. [11] utilizes two parity nodes to construct exact regeneration

codes that are optimal in repair bandwidth, whereas [10,35] focus on exact-repair for

systematic node repair through permutation-matrix based constructions.

2.3. Vector codes

An (n,M, dmin, α)q vector code C ⊆ (Fαq )n is a collection of M vectors of length nα

over Fq. A codeword c ∈ C consists of n blocks, each of size α over Fq. We can replace

each α-long block with an element in Fqα to obtain a vector c = (c1, c2, . . . , cn) ∈ Fnqα .

The minimum distance, dmin, of C is defined as minimum Hamming distance between

any two codewords in C.

Definition 2 (Minimum distance of a code). Let c be a codeword in C selected uni-

formly at random from M codewords. The minimum distance of C is defined as

dmin = n− max
A⊆[n]:H(cA)<logqM

|A|,

where A =
{
i1, . . . , i|A|

}
⊆ [n], cA = (ci1 , . . . , ci|A|), and H(·) denotes q-entropy.

A vector code is said to be maximum distance separable (MDS) code if α | logqM

and dmin = n − logqM

α
+ 1. A linear (n,M, dmin, α)q vector code is a linear subspace
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of Fαnq of dimensionM = logqM . An [n,M, dmin, α]q array code is called MDS array

code if α | M and dmin = n− M
α

+ 1.

The encoding process of an (n,M = qM, dmin, α)q vector code can be summarized

by

G : FMq →
(
Fαq
)n
. (2.3)

The encoding function is defined by anM×nα generator matrix G = [g1
1, . . . ,g

α
1 |

· · · | g1
n, . . . ,g

α
n ] over Fq.

Definition 3 (Punctured vector codes). Given an (n,M, dmin, α)q vector code C and

a set S ⊂ [n], C|S is used to denote the code obtained by puncturing C on [n]\S.

In other words, codewords of C|S are obtained by keeping those vector symbols in

c = (c1, . . . , cn) ∈ C which have their indices in set S.

2.4. Maximum rank distance (MRD) codes

Gabidulin codes [36], are an example of class of rank-metric codes, called maxi-

mum rank distance (MRD) codes.

Let Fqm be an extension field of Fq. An element v ∈ Fqm can be represented

as the vector v = (v1, . . . , vm)T ∈ Fmq , such that v =
∑m

i=1 vibi, for a fixed basis

{b1, . . . , bm} of the extension field Fqm . Using this, a vector v = (v1, . . . , vN) ∈ FNqm

can be represented by an m × N matrix V = [vi,j] over Fq, which is obtained by

replacing each vi of v by its vector representation (vi,1, . . . , vi,m)T .

Definition 4 (Rank distance). The rank of a vector v ∈ FNqm, rank(v), is defined

as the rank of its m ×N matrix representation V (over Fq). Then, rank distance is

given by

dR(v,u) = rank(V−U).

An [N,K,D]qm rank-metric code C ⊆ FNqm is a linear block code over Fqm of

length N with dimension K and minimum rank distance D. A rank-metric code that
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attains the Singleton bound D ≤ N −K + 1 in rank-metric is called maximum rank

distance (MRD) code. Gabidulin codes can be described by evaluation of linearized

polynomials.

Definition 5 (Linearized polynomial). A linearized polynomial f(y) over Fqm of q-

degree t has the form

f(y) =
t∑
i=0

aiy
qi

where ai ∈ Fqm, and at 6= 0.

Process of encoding a message (f1, f2, . . . , fK) to a codeword of an [N,K,D =

N −K + 1] Gabidulin code over Fqm has two steps:

• Step 1: Construct a data polynomial f(y) =
∑K

i=1 fiy
qi−1

over Fqm .

• Step 2: Evaluate f(y) at {y1, y2, . . . , yn} where each yi ∈ Fqm , to obtain a

codeword c = (f(y1), . . . , f(yN)) ∈ FN
qm .

Remark 6. For any a, b ∈ Fq and v1, v2 ∈ Fqm, we have

f(av1 + bv2) = af(v1) + bf(v2).

Remark 7. Given evaluations of f(·) at any K linearly independent (over Fq) points

in Fqm, one can reconstruct the message vector. Therefore, an [N,K,D] Gabidulin

code is an MDS code and can correct any D − 1 = N −K erasures.

2.5. Locally repairable codes

Another metric for an efficient repair is repair degree d and regenerating codes

necessarily have d ≥ k. However, in some systems, small repair degree is required.

Locally repairable codes (LRCs) allow each code symbol in the codeword to be re-

covered from a small set of other symbols. The size of such set is called locality of
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a code. Therefore, with LRCs deployed in DSS, node repairs are performed by con-

tacting less number of nodes than d. Small repair degree has its benefits in terms

of the implementation of DSS since a failed node requires only local connections. In

particular, when more nodes are busy for recovery operations, this in turn creates

additional access cost in the network.

Definition 8 (Locality). An (n,M, dmin, α)q vector code C is said to have (r, δ) lo-

cality if for each vector symbol ci ∈ Fαq , i ∈ [n], of codeword c = (c1, . . . , cn) ∈ C,

there exists a set of indices Γ(i) such that

• i ∈ Γ(i)

• |Γ(i)| ≤ r + δ − 1

• Minimum distance of C|Γ(i) is at least δ.

Remark 9. The last requirement in Definition 8 implies that each element j ∈ Γ(i)

can be written as a function of any set of r elements in Γ(i)\ {j}.

An (n,M, dmin, α)q vector code C whose locality is (r, δ) can be referred as (r, δ, α)q-

locally repairable code (LRC). If α = 1, the code reduces to a scalar code, (r, δ)q-scalar

LRC over Fq.

In Definition 8, Γ(i) is referred to as local group for the symbol i. Note that

it’s possible to have Γ(i) = Γ(j) for i 6= j. The number of local groups in C can

be denoted by g. In Figure 2.4, an example of LRC for (r = 3, δ = 2, α)q is given.

The two local groups are {c1, . . . , c4} and {c5, . . . , c8}. Yellow-colored codeword is

the redundancy within the local group. Due to locality, a codeword can be recovered

within the local group, i.e., in order to recover c1, one can contact c2, c3 and c4.

In [13], minimum distance of locally repairable codes are studied for scalar case

only and Pyramid codes are shown to be optimal in terms of minimum distance

[37]. [38] generalizes the bound by allowing multiple local parities per local group
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(3, 2, α)q LRCf

c1 c2 c3 c4

c5 c6 c7 c8

Figure 2.4: (r = 3, δ = 2, α)q LRC with codewords of length 8.

for the scalar linear code. Next, [39] focuses on the minimum distance bound for

vector codes which have only one local parity per group as well as characterize the

tradeoff between per node storage and resilience. In [9, 40], the authors generalize

the bound on minimum distance for vectors codes which can have multiple parity

nodes per local group and characterize the tradeoff between per node storage and

resilience. Recently. [41], has proposed locally repairable codes with small field sizes

by considering polynomial construction of Reed-Solomon codes. For LRCs, when the

number of failures exceed the corresponding minimum distance of the local group, the

local recovery would not be possible. The tradeoff between the minimum distance

and rate of LRC is characterized as follows.

Theorem 10. Let C be and (n,M = qM, dmin, α ≥ 1)q vector code with locality

(r, δ ≥ 2). Then, minimum distance of C should satisfy

dmin ≤ n−
⌈M
α

⌉
+ 1− (

⌈M
rα

⌉
− 1)(δ − 1) (2.4)

Construction of dmin optimal LRCs have been proposed in [9]. Proposed construc-

tion consists of two steps, first encoding the file symbols to a Gabidulin code and

dividing the resulting symbols into local groups and then applying MDS code to each

local group. An example of dmin optimal LRC construction is given in Figure 2.5 for

(r = 4, δ = 2, α = 1)q, M = 9, n = 14. From Theorem 10, we have dmin ≤ 4 for

these parameters, which means that the code’s minimum distance is at most 4. We

can also observe that any 3 erasures corresponds to at most 2 rank erasures, which

can be corrected by Gabidulin code since it has D = 3. Henceforth, we can conclude
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f ∈ F9
q11

a1 a2 a3 a4 b1 b2 b3 b4 c1 c2 c3

a1 a2 a3 a4 b1 b2 b3 b4 c1 c2 c3pa pb pc

[11, 9, 3]q11 Gabidulin Code

MDS codes over Fq

Figure 2.5: An example of (r = 4, δ = 2, α = 1)q LRC for M = 9, n = 14 and
dmin = 4.

that dmin = 4.

2.6. PMDS and SD codes

PMDS codes tolerate mixed failures consisting of column failures (referring to a

disk) in an r× n array and additional failures (sectors). Each row in the array forms

an MDS code, i.e., each row forms a local group for erasure correction of up to m

symbols. Considering r×n array over a finite field F, PMDS codes have the following

properties [42]: Each row is an [n, n−m,m+ 1] MDS code, and any m elements per

row plus any additional s erasures in the array can be recovered. PMDS codes are

labeled with (m; s) and formal definition is given as follows [42].

Definition 11. Let C be a linear [rn, k] code over a field such that when codewords are

taken row-wise as r×n arrays, each row belongs in an [n, n−m,m+ 1] MDS code. C
is an (m; s) partial MDS (PMDS) code if, for any (s1, s2, . . . , st) such that each sj ≥ 1

and
∑t

j=1 sj = s, and for any i1, i2, . . . , it such that 0 ≤ i1 < i2 < · · · < it ≤ r − 1, C
can correct up to sj +m erasures in each row ij, 1 ≤ j ≤ t.

PMDS codes draw attention recently and code constructions are proposed in the
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literature, however, the parameter set ((m; s) values) is limited. Explicit constructions

are provided in [43,44] for (m; s) = (1; 1) and (m; s) = (≤ 2; 2), in [17,45] for (m; s) =

(≥ 1; 1), in [46] for (m; s) = (≥ 1; 2), in [18] for (m; s) = (1; 3) and (m; s) = (1; 4),

in [17] for (m; s) = (1;≥ 1) and in [47] for (m; s) = (≥ 1; 1). In all these explicit

PMDS constructions, m or s is set to be 1 or 2.

Coding schemes that can be considered as relaxations to erasure recovery proper-

ties of PMDS codes include SD codes [42], STAIR codes [48], and t-level Generalized

Concatenated (GC) codes [45]. LRCs allow a recovery of a symbol within a cor-

responding local group, which usually has small number of nodes. We remark that

dmin-optimal LRCs necessarily have disjoint local groups, which make them as candi-

dates for constructing PMDS codes. However, this approach (utilizing dmin-optimal

LRCs) produces PMDS codes only for special parameter settings.

2.7. Combinatorial designs

Combinatorial designs are often used in code constructions. In this section, we

introduce combinatorial designs that are used later in proposed constructions.

Definition 12 (Balanced incomplete block design [49]). A (v, κ, λ)-BIBD has v points

distributed into blocks of size κ such that any distinct pair of points are contained in

λ blocks.

Corollary 13. For a (v, κ, λ)-BIBD,

• Every point occurs in r = λ(v−1)
κ−1

blocks.

• The design has exactly b = vr
κ

= λ(v2−v)
κ2−κ blocks.

Definition 14 (Projective plane). A (v = p2 + p + 1, κ = p + 1, λ = 1)-BIBD with

p ≥ 2 is called a projective plane of order p.
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Projective planes have the property that every pair of blocks intersect at a unique

point (as λ = 1). In addition, due to Corollary 13, in projective planes, every point

occurs in r = p+ 1 blocks, and there are b = v = p2 + p+ 1 blocks.

An example of projective plane of order p = 2 is given below. Note that any two

blocks have only 1 common point.

{1, 2, 4} {1, 3, 5} {1, 6, 7} {2, 3, 6} {2, 5, 7} {3, 4, 7} {4, 5, 6} (2.5)

Definition 15 (Resolvable Balanced incomplete block design [50]). A parallel class

is the set of blocks that partition the point set. A resolvable balanced incomplete block

design is a (v, κ, λ)−BIBD whose blocks can be partitioned into parallel classes.

An example of (9, 3, 1)− RBIBD is given below, where each column (consisting

of 9 points in 3 blocks) forms a parallel class.

{1, 2, 3} {1, 4, 7} {1, 5, 9} {1, 6, 8}

{4, 5, 6} {2, 5, 8} {2, 6, 7} {2, 4, 9}

{7, 8, 9} {3, 6, 9} {3, 4, 8} {3, 5, 7}

(2.6)

2.8. Maintenance of mobile cloud storage

In the context of mobile cloud systems, Pääkkönen et al. considered a wireless

device-to-device network used for distributed storage [51]. The authors showed the

energy consumption for maintaining data using regenerating codes is lower compared

to retrieving a lost file from a remote source. This result holds if the per-bit en-

ergy cost for communication between the mobile devices is lower than the cost for

communicating with the remote source.

In a follow-up work, Pääkkönen et al. compared replication with regeneration for

a similar wireless P2P storage system [52]. They derived closed-form expressions

for the expected total energy cost of file retrieval using replication and regeneration.

They showed that the expected total cost of 2-replication is lower than the cost
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of regeneration. However, the advantages of regeneration were not fully exploited

by considering codes with different parameters. Pääkkönen et al. also addressed

the problem of tolerating multiple simultaneous failures [53]. They investigated the

energy overhead of regenerating codes in a cellular network. They showed that large

energy gains can be obtained by employing regenerating codes. These gains depend on

the file popularity. The authors provided decision rules for choosing between simple

caching, replication, MSR and MBR codes, based on numerical results on certain

application scenarios.

Pedersen et al. recently studied the cost of content caching on mobile devices

using erasure codes [54]. The model includes a base station that stores the whole

file. They derived analytical expressions for the cost of content download and repair

bandwidth as a function of the repair interval. In [54], storage nodes and mobile

nodes that may ask for the file are not distinguished in data retrieval case. That is,

eventhough storage nodes are already equipped with some data, they still contact k

nodes to access the data. These expressions were used to evaluate the communication

cost of distributed storage for MDS codes, regenerating codes, and locally repairable

codes. Their results show that in high churn, distributed storage can reduce the

communication cost compared to downloading from a base station. They conclude

that MDS codes are the best performers in this setup.
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3. Architecture-aware Coding for Distributed Storage: Repairable

Block Failure Resilient Codes

Correlated failures and the need to design DSS accordingly were introduced earlier.

For example, in Fig. 3.1 there are three racks in a DSS, each connected to the same

switch. Assume that top-of-rack (TOR) switch of the first rack is failed; hence, all

the disks in the rack are assumed to be failed or unavailable (same failure domain).

Now consider that, while the first rack is unavailable, a user asks for some data D

stored in one of the disks in the first rack. If both the data and its corresponding

redundancy were stored all together in the first rack, then the user would not be able

to access the data until the TOR switch works properly. On the other hand, assume

that redundancy is distributed to the other two racks; then, the user could connect

to those two racks in order to reconstruct the data. Furthermore, if the disk storing

the data fails in the first rack, then the repair process could be performed similarly

since the failed disk could connect to other racks to download some amount of data

for repair process. This architecture is also relevant to disk storage, where the disk

is divided into sectors, each can be unavailable or under failure.

In terms of data recovery operations, such an architecture can be considered as a

relaxation of regenerating coded system. In particular, considering a load balancing

property for the racks utilized in the recovery operations, we focus on the following

model. Regenerating codes allow the failed node to connect to any d nodes for

repair purposes whereas we consider failed node connecting to a total of d nodes

in some restricted subset of nodes, i.e., any d
2

nodes in the second and third racks

respectively for the example in Fig. 3.1. Similarly, any k property of regenerating

codes for data-reconstruction is also relaxed, i.e., DC can connect to k
3

nodes in each

rack in the example above. The outcome of such a relaxation is directly related
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Figure 3.1: A data-center architecture where top-of-rack (TOR) switch of the first
rack fails

to the performance of the DSS in terms of per node storage and repair bandwidth

tradeoff. For example, consider a DSS where a file of size M is stored over n = 10

nodes such that any k = 4 nodes are enough to reconstruct the data. In addition,

any d = 4 nodes are required to regenerate a failed node. For such a system that

uses regenerating code, the tradeoff curve can be obtained as in Fig. 3.2(c). Now

consider that, n = 10 nodes are distributed into two distinct groups such that each

block has n
2

= 5 nodes. Note that, a failed node in one of the blocks can now be

repaired by connecting any d = 4 nodes in the other block. Also, DC can contact

k
2

= 2 nodes per block to reconstruct the original messageM. For such a relaxation,

we can obtain the corresponding tradeoff curve between per node storage and repair

bandwidth as in Fig. 3.2(c). Observe that the new MSR point, called BFR-MSR, has

significantly lower repair bandwidth than MSR point as a result of this relaxation. In

this paper, we further show that the gap between the repair bandwidth of BFR-MSR

and MBR point can be made arbitrarily small for large systems while keeping the per

node storage of BFR-MSR point same as MSR point. Therefore, such a relaxation of

regenerating codes allow for simultaneous achievability of per-node storage of MSR
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Figure 3.2: (a) Node repair in regenerating codes. (b) Node repair in relaxation of
regenerating codes. (c) Tradeoff curves in toy example.

point and repair bandwidth of MBR point.

3.1. Block failure resilient codes and repairability

Consider a code C which maps M symbols (over Fq) in f (file) to length n code-

words (nodes) c = (c1, . . . , cn) with ci ∈ Fαq for i = 1, . . . , n. These codewords are

distributed into b blocks each with block capacity c = n
b

nodes per block. We have

the following definition.

Definition 16 (Block Failure Resilient (BFR) Codes). An (n, b,M, k, ρ, α) block

failure resilient (BFR) code encodes M elements in Fq (f) to n codeword symbols

(each in Fαq ) that are grouped into b blocks such that f can be decoded by accessing to

any k
b−ρ nodes from each of the b− ρ blocks.

We remark that, in the above, ρ represents the resilience parameter of the BFR

code, i.e., the code can tolerate ρ block erasures. Due to this data collection (file

decoding) property of the code, we denote the number of blocks accessed as bc = b−ρ
and number of nodes accessed per block as kc = k

bc
. Noting that kc ≤ c should be

satisfied, we differentiate between partial block access, kc < c, and full block access

kc = c. Throughout the paper, we assume b | n. i.e., c is integer, and (b− ρ) | k, i.e.,

kc is integer.
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Remarkably, any MDS array code [55] can be utilized as BFR codes for the full

access case. In fact, such an approach will be optimal in terms of minimum distance,

and therefore for resilience ρ. However, for kc < c, MDS array codes may not result

in an optimal code in terms of the tradeoff between resilience ρ and code rate M
nα

.

Concatenation of Gabidulin codes and MDS codes as originally proposed in [9] gives

optimal BFR codes for all parameters. For completeness, we provide this coding

technique adapted to generate BFR codes in Appendix A. We remark that this

concatenation approach is used for locally repairable codes in [9], for locally repairable

codes with minimum bandwidth node repairs in [56], thwarting adversarial errors

in [57, 58], cooperative regenerating codes with built-in security mechanisms against

node capture attacks in [59] and for constructing PMDS codes in [60]. In this work,

we focus on repairable BFR codes, as defined in the following.

Definition 17 (Block Failure Resilient Regenerating Codes (BFR-RC)). An (n, b,M,

k, ρ, α, d, σ, β) block failure resilient regenerating code (BFR-RC) is an (n, b,M, k, ρ, α)

BFR code (data collection property) with the following repair property: Any node of a

failed block can be reconstructed by accessing to any dr = d
b−σ nodes of any br = b− σ

blocks and downloading β symbols from each of these d = brdr nodes.

We assume (b − σ) | d, i.e., dr is integer. (Note that dr should necessarily sat-

isfy d
b−σ = dr ≤ c = n

b
in our model.) We consider the tradeoff between the re-

pair bandwidth γ = dβ and per node storage α similar to the seminal work of Di-

makis et al. [7]. In particular, we define αBFR-MSR = M
k

as the minimum per

node storage and γBFR-MBR = αBFR-MBR as the minimum repair bandwidth for an

(n, b,M, k, ρ, α, d, σ, β) BFR-RC.

Remark 18. Having σ > 0 allows partial data reconstruction as one can regenerate

the unavaliable/failed node inside a block.
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3.2. File size bound for repairable BFR codes

In this section, we perform an analysis to obtain file size bounds for repairable BFR

codes. We focus on different cases in order to cover all possible values of parameters

dr, kc, ρ and σ.

We denote the whole set of blocks in a DSS by B, where |B| = b. A failed node

in block i can be recovered from any b − σ blocks. Denoting an instance of such

blocks by Bri , we have |Bri | = b − σ and i /∈ Bri . This repair process requires a total

number of d nodes and equal number of nodes from each block in Bri , dr = d
b−σ , is

contacted. Data collector, on the other hand, connects to b − ρ blocks represented

by Bc to reconstruct the stored data. In this process, a total number of k nodes are

connected to retrieve the stored data and the same number of nodes from each block

in Bc, kc = k
b−ρ , are connected.

In the following, we analyze the information flow graph for a total number of

kc(b − ρ) failures and repairs and characterize the min-cut for the corresponding

graphs to upper bound the file size that can be stored in DSS.

Our analysis here differs from the classical setup considered in [7], in the sense that

the scenarios considered here require analysis of different cases (different min-cuts in

information flow graph) depending on the relation between dr and kc (dr ≥ kc vs.

dr < kc). Before detailing the analysis for each case (in Section 3.2.1 and 3.2.2), we

here point out why this phenomenon occurs. First, consider the case dr ≥ kc, a failed

node in block i requires connections from the blocks j ∈ Bri and that are previously

failed and repaired and connected to DC. At this point, block i needs to contact some

additional nodes in block j (dr − kc number of nodes) that may not be connected to

DC. On the other hand, when dr < kc, then, for the min-cut, any failed node in block

i would contact dr nodes in block j, which are already connected to DC. Therefore,

the storage systems exhibits different min-cuts depending on the values of dr, kc, ρ

and σ. In the following, we analyze each case separately, obtain the min-cuts as well
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as corresponding corner points in per-node storage and repair bandwidth tradeoff.

Section 3.2.1 focuses on dr ≥ kc case, where the number of helper nodes from each

block is greater than or equal to the number of nodes connected to DC from each

block. Section 3.2.2 details the remaining case, i.e., dr < kc.

3.2.1. Case I: dr ≥ kc

3.2.1.1. Case I.A: σ ≤ ρ

The first case we focus on is having σ ≤ ρ, which implies that the number of

blocks participating to the repair process is greater than or equal to the number of

blocks that are connected to DC, i.e., b− σ ≥ b− ρ.

Theorem 19. If α = M
k

or α = dβ, the upper bound on the file size when dr ≥ kc

and σ ≤ ρ is given by

M≤
b−ρ∑
i=1

kc min {α, (d− (i− 1)kc)β} . (3.1)

Proof. Denote the order of node repairs with corresponding (node) indices in the

ordered set O, where |O| = kc(b− ρ). We will show that any order of failures results

in the same cut value. We have CO =
∑b−ρ

i=1 kc min {α, (d− (i− 1)kcβ)}. This follows

by considering that block i connects to i − 1 blocks, each having kc nodes that are

repaired and connected to DC, which makes the cut value of (d − (i − 1)kc)β. We

denote the stored data of node j in block l as Xl,j and downloaded data to this node

as Rl,j. The set O includes an ordered set of node incides (i, j) contacted by DC,

where the order indicates the sequence of failed and repaired nodes. (For instance,

O = {(1, 1), (1, 2), (2, 3), · · · } refers to a scenario in which third node of second blocks

is repaired after second node of first block.) We consider DC connecting to the nodes

in

O = {(1, 1), (1, 2), · · · , (1, kc), (2, 1), (2, 2), · · · , (2, kc), · · · , (b− ρ, 1), · · · , (b− ρ, kc)} ,
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where each block has repairs sequentially. Due to data reconstruction property, it

follows that H(F|XO) = 0. Accordingly, we have

M = H(F) = H(F)−H(F|XO) = I(F ;XO) ≤ H(XO).

We consider the following bound on the latter term H(XO) to obtain CO, i.e., “cut

value” for the repair order given by O. (Note that the bounds given below correspond

to introducing “cuts” in the corresponding information flow graph.) We denote

O(i) , {(i, 1), (i, 2), · · · , (i, kc)}

as the nodes contacted in i-th block. We consider each repaired node contacts the

previously repaired nodes in O. Accordingly, we consider the entropy calculation

given by

H(XO) =

b−ρ∑
i=1

H(XO(i)|XO(1), · · · ,XO(i−1)
) (3.2)

≤
b−ρ∑
i=1

∑
(i,j)∈O(i)

H(X(i,j)|XO(1), · · · ,XO(i−1)
) (3.3)

(a)

≤
b−ρ∑
i=1

∑
(i,j)∈O(i)

min {α, (d− (i− 1)kc)β} (3.4)

(b)
=

b−ρ∑
i=1

kc min {α, (d− (i− 1)kc)β} , CO (3.5)

where (a) follows as H(X(i,j)|XO(1), · · · ,XO(i−1)) ≤ H(X(i,j)) ≤ α and

H(X(i,j)|XO(1), · · · ,XO(i−1)) ≤ H(R(i,j)|XO(1), · · · ,XO(i−1)) ≤ (d− (i− 1)kc)β,

as i−1 blocks containing previously repaired nodes contributes to (i−1)kcβ symbols

in R(i,j). Therefore, as the bound on H(X(i,j)) above holds for any j such that

(i, j) ∈ O(i), we have (b), from which we obtain the following bound on file size M

M≤
b−ρ∑
i=1

kc min {α, (d− (i− 1)kc)β} .
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Interchanging the failure order in O at indices kc and kc + 1, we obtain another order

O∗. Using the same bounding technique above, the resulting cut value can be calcu-

lated as CO∗ = (kc − 1) min {α, dβ}+ min {α, (d− (kc − 1))β}+ min {α, (d− 1)β}+

(kc − 1) min {α, (d− kc)β} +
∑b−ρ

i=3 kc min {α, (d− (i− 1)kc)β}. Note that the first

term here corresponds to the first set of kc − 1 nodes in the first blocks, second term

corresponds to the first node repaired in the second block, third term corresponds to

the remaining node in the first block, fourth terms corresponds to remaining kc − 1

nodes in the second block, and the last term corresponds to the remaining blocks.

We observe that CO = CO∗ , i.e., the total cut values induced by O and O∗ are the

same. Consider CO∗ − CO, which evaluates to

CO∗ − CO = min {α, (d− 1)β} −min {α, dβ}

+ min {α, (d− (kc − 1))β} −min {α, (d− kc)β} .

We observe that CO∗ − CO = 0 at both α = M
k

and α = dβ operating points. (For

α = M
k

, all min {} terms result in α and cancel each other. For the α = dβ point,

min {} terms remove α (as α = dβ) and remaining terms cancel each other.)

The equivalence analysis above can be extended to any pair of orders. In the

following, we show this through the following lemmas. We first observe that any

order can be obtained from another by swapping adjacent failures.

Lemma 20. Any given failure order O∗ can be obtained by permuting the elements

in the order O, and the underlying permutation πO→O∗ operation can be decomposed

into stages of swapping of adjacent elements.

We provide an example here, the lemma above generalizes this argument to

any pair of orders. Consider O = (1, 2, 3) and O∗ = (3, 2, 1), the permutation

πO→O∗ is given by position mappings {1→ 3, 2→ 2, 3→ 1}. This can be obtained

by composition of three permutations {1→ 1, 2→ 3, 3→ 2}, for swapping 2 and 3,
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{1→ 2, 2→ 1, 3→ 3}, for swapping 1 and 3, and {1→ 1, 2→ 3, 3→ 2}, for swap-

ping 1 and 2.

Utilizing Lemma 20, it remains to show that the cut value remains the same if we

interchange adjacent failures in any failure order O. We show that this holds in the

following lemma.

Lemma 21. For any order O swapping any adjacent failures does not result in min-

cut value CO to change.

To show this, consider two orders O1 and O2, where O2 is obtained by swapping

order of failures at locations j and j + 1, O2 = π(O1). Then, we can say that the cut

values up to j−1 and the cut values after j+1 are individually the same for both O1

and O2. Furthermore, there are two possible cases for swapped failures j and j+1; i)

either both are from the same block, ii) they are from different blocks. For the former

case, the swapping does not affect the cut values for failures j and j+1. In the latter,

first note that when α = M
k

, there is no change in cut value, CO1 = CO2 , hence we’ll

only focus on α = dβ case. Assume for the O1 we have (d−i)β for ith and (d−i∗)β for

(i+ 1)th failures. Then, O2 should have (d− (i∗−1))β and (d− (i+ 1))β respectively.

Note that the sums are still the same, (d−i)β+(d−i∗)β = (d−(i∗−1))β+(d−(i+1))β,

hence we can conclude that swapping any two adjacent failures does not change the

min-cut value, CO1 = CO2 .

Combining two lemmas, we conclude that every order of failures has the same cut

value as O, which is CO.

The key distinction to be made in our scenario is that all of the nodes that are

failed and repaired are utilized in the repair process of the subsequent failures, which

is why the order of failures does not matter. Note that for the special case of kc = 1,

the above bound reduces to the classical bound given in [7], albeit only for α = M
k

or

α = dβ case. We obtain the following corner points in the tradeoff region.
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Corollary 22. For dr ≥ kc and σ ≤ ρ, corresponding BFR-MSR and BFR-MBR

points can be found as follows.

(αBFR-MSR, γBFR-MSR) =

(
M
k
,

Md

kd− k2(b−ρ−1)
b−ρ

)
, (3.6)

(αBFR-MBR, γBFR-MBR) =

(
Md

kd− k2(b−ρ−1)
2(b−ρ)

,
Md

kd− k2(b−ρ−1)
2(b−ρ)

)
. (3.7)

Proof. For BFR-MSR point, we set α = M
k

in (3.1) and obtain the requirements

[d− (b− ρ− 1)kcβ ≥ α] from which we obtain that minimum γ occurs at γBFR-MSR =

α
d−(b−ρ−1)kc

d as β is lower bounded by α
d−(b−ρ−1)kc

. BFR-MBR point, on the other

hand, follows from the bound M ≤ ∑b−ρ
i=1 kc[d − (i − 1)kc]β as α = dβ at the mini-

mum bandwidth. More specifically, minimum β is given by β = M∑b−ρ
i=1 kc[d−(i−1)kc]

and

γBFR-MBR = αBFR-MSR = dβ.

Remark 23. When b = ρ+ 1, we observe that αBFR-MSR = γBFR-MSR = αBFR-MBR =

γBFR-MBR = M
k

.

3.2.1.2. Case I.B: σ > ρ

For the case of having σ > ρ, we have |Bc| = b − ρ > |Br| = b − σ. Noting

that the helper nodes are chosen from the ones that are already connected to DC,

we consider that Bc ⊃ Br. Here, the min-cut analysis similar to the one given in the

proof of Lemma 24 is same as having a system with b̄ = b− ρ, ρ̄ = 0, σ̄ = σ − ρ since

the analysis for the file size bound only utilizes b − ρ blocks and repairs occur by

connecting to a subset of these b− ρ blocks. That is, the remaining ρ blocks do not

contribute to the cut value. Therefore, we conclude that C (b, ρ, σ) = C (b−ρ, 0, σ−ρ)

when σ > ρ.

Lemma 24. An upper bound on the file size when dr ≥ kc and σ > ρ is given by

M≤
b−σ∑
i=1

kc min {α, β(d− (i− 1)kc)}+

b−ρ∑
i=b−σ+1

kc min {α, β(d− (b− σ)kc)} . (3.8)
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Proof. Let O be an order such that first kc failures occur in the first block, the next

kc failures occur in the second block and so on. Denote by CO the total cut value

induced by O. (The analysis detailed in the proof of Theorem 19 is followed here.)

Consider the node indexed by i = kc(b − σ) so that order O can be split into two

parts as Oi− and Oi+, where Oi− represents the failures up to (and including) the

node i, and Oi+ represents the remaining set of failures.

Since any node failure contacts to b − σ blocks and noting that Oi− includes

exactly b − σ blocks, any node failure in Oi+ would contribute to the cut value

as min {α, (d− (b− σ)kc)β}. On the other hand, COi− follows from Theorem 19.

Combining COi− and COi+ , we get (3.8).

Remark 25. We conjecture that the order given in the proof above corresponds to

the order producing the min-cut. We verified this with numerical analysis for systems

having small n values. Although a general proof of this conjecture is not established yet

1, we were able to construct codes achieving the stated bound. Therefore we conjecture

the following MSR/MBR points for this case.

Utilizing the bound given in Lemma 24, we obtain following result (proof is similar

to Corollary 22 and omitted for brevity).

Conjecture 26. For dr ≥ kc and σ > ρ, corresponding BFR-MSR and BFR-MBR

points can be found as follows.

(αBFR-MSR, γBFR-MSR) =

(
M
k
,

Md

kd− k2(b−σ)
b−ρ

)
, (3.9)

(αBFR-MBR, γBFR-MBR) =

(
Md

kd− k2(b−σ)(b+σ−2ρ−1)
2(b−ρ)2

,
Md

kd− k2(b−σ)(b+σ−2ρ−1)
2(b−ρ)2

)
. (3.10)

1The main difficulty for this case is having σ > ρ, which makes some failed nodes not being
utilized in the repair process. That is why the proposed order is constructed such a way that we try
to maximize the use of failed nodes in the repair process of subsequent nodes.
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If code constructions achieve the points above ((3.9) and (3.10)), then this will

result in an optimal BFR-MSR/BFR-MBR. Later, we propose code constructions

achieving these points, see Section 3.3.3.

3.2.2. Case II: dr < kc

We first note that d ≥ k. (This follows similarly to the analysis for regenerating

codes, as otherwise one can regenerate each node by contacting d < k nodes, and

obtain the stored data with less than k nodes.) Assume ρ ≤ σ, then b − σ ≤ b − ρ.

This, together with dr < kc implies that repair operation contacts to less number

of blocks and less number of nodes per block as compared to data access. If this

is the case, via a repair operation, all the remaining nodes can be regenerated and

data access can be completed using repair operation. Therefore, the valid scenario is

ρ > σ. (This is similar to the reasoning of d ≥ k assumption in regenerating codes.)

Theorem 27. The optimal file size when dr < kc and ρ > σ is given by

M≤
b−ρ∑
i=1

dr min {α, (d− (i− 1)dr)β}+

b−ρ∑
i=1

(kc − dr) min {α, (d− (b− ρ− 1)dr)β} .

(3.11)

Proof. Let O be an order and let index i = dr(b − ρ) so that order O can be split

into two parts as Oi− and Oi+ where Oi− represents the failures up to (and including)

index i and Oi+ represents the remaining set of failures. For index i, COi− takes its

minimum possible value if Oi− contains exactly dr failures from each of b− ρ blocks.

We show this by a contradiction. Assume that Oi− contains dr failures from each of

b − ρ blocks but corresponding COi− is not the minimum. We have already shown

that the failure order among the nodes in Oi− does not matter as long as the list

contains dr failures from b − ρ blocks. This follows from dr = kc case analyzed in

Theorem 19. Assume an order spanning b − ρ + t blocks for t > 0. This ordering
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will include nodes that are not connected to DC and can be omitted. This means

that an order that minimizes the cut value needs to contain a block that has at least

dr + 1 failures. Denote such an ordering by Oi−−, assume without loss of generality

that this block j has t ≥ 1 additional failures. In such a case, we observe that the cut

value for failed nodes in other blocks would not be affected by this change since each

such node is already connected to dr nodes of block j. Furthermore, by removing a

failed node of some other block (other than j) from Oi−, the cut values corresponding

to other nodes in the list would only increase since the failures can benefit at most

dr−1 nodes of that block as opposed to dr in Oi−. Hence, in order to minimize COi− ,

Oi− needs to include exactly dr failures from each of b − ρ blocks. Also, it can be

observed that, when Oi− is constructed as above, then Oi+ also takes its minimum

possible value, since any failure in Oi+ utilizes maximum possible number of repaired

nodes (dr nodes from each of the b− ρ− 1 blocks) that are connected to DC hence it

only needs to contact ρ−σ+ 1 blocks that are not connected to DC. Therefore, both

COi− and COi+ are minimized individually with Oi−. Therefore, for a fixed threshold

i = dr(b− ρ), we obtain the min-cut.

Corollary 28. For dr < kc, corresponding BFR-MSR and BFR-MBR points can be

found as follows.

(αBFR-MSR, γBFR-MSR) =

(
M
k
,
Md

kd(ρ−σ+1)
b−σ

)
, (3.12)

(αBFR-MBR, γBFR-MBR) =

(
Md

kd(ρ−σ+1)
b−σ + d2(b−ρ)(b−ρ−1)

2(b−σ)2

,
Md

kd(ρ−σ+1)
b−σ + d2(b−ρ)(b−ρ−1)

2(b−σ)2

)
.

(3.13)
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(d− k
2 + 1)β
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Figure 3.3: Repair process for b = 2 (two blocks) case.

3.2.3. BFR-MSR and BFR-MBR points for special cases

The general case is analyzed in the previous section, and we here focus on special

cases for BFR-MSR and BFR-MBR points. The first case analyzed below has the

property that corresponding BFR-MSR codes achieve both per-node storage point of

MSR codes and repair bandwidth of MBR codes simultaneously when 2d� k.

3.2.3.1. Special case for Case I.B: ρ = 0, σ = 1, dr ≥ kc and b = 2

Consider the 2-block case (b = 2) as in Fig. 3.3, and assume 2 | k. The file sizeM
can be upper bounded with the repair procedure shown in Fig. 3.3, which displays one

of the “minimum-cut” scenarios, wherein any two consecutive node failures belong to

different blocks. Assuming d ≥ k
2
, we obtain

M≤
k
2
−1∑
i=0

min{α, (d− i)β}+

k
2∑
i=1

min{α, (d− i)β}. (3.14)

Achieving this upper bound (3.14) with equality would yield maximum possible

file size. One particular repair instance is shown in Fig. 3.3, and we note that the

order of node repairs does not matter as the sum of the corresponding cut values

would be the same with different order of failures as long as we consider connection

from data collector to k
2

repaired nodes from each block.



49

For BFR-MSR point, α = αBFR-MSR = M
k

. In the bound (3.14), we then have

αBFR-MSR ≤ (d − k
2
)βBFR-MSR. Achieving equality would give the minimum repair

bandwidth for the MSR case. Hence, BFR-MSR point is given by

(αBFR-MSR, γBFR-MSR) =

(M
k
,

2Md

2kd− k2

)
. (3.15)

Note that, this coincides with that of (3.9) where we set b = 2, ρ = 0 and σ = 1

therein.

BFR-MBR codes, on the other hand, have the property that dβ = α with mini-

mum possible dβ while achieving the equality in (3.14). Inserting dβ = α in (3.14),

we obtain that

(αBFR-MBR, γBFR-MBR) =

(
4Md

4dk − k2
,

4Md

4dk − k2

)
. (3.16)

This coincides with that of (3.10) where we set b = 2, ρ = 0 and σ = 1 therein.

We now consider the case where 2 - k (as compared to previous section where we

assumed kc = k
b−ρ), and characterize tradeoff points for all possible system parameters

in this special case. First consider the special case of k = 3 and two different order

of failures, one with first failure in first block, second failure in second block, third

failure in first block and the other one with first and second failures from first block,

third failure from second block. Accordingly, observe that the cuts as min{α, dβ} +

2 min{α, (d− 1)β} and 2 min{α, dβ}+ min{α, (d− 2)β} respectively. For MSR case,

first sum would require α = (d − 1)β, whereas second sum requires α = (d − 2)β,

resulting in higher repair bandwidth. Henceforth, one needs to be careful even though

cut values are same for both orders of failures in both MSR (3α) and MBR ((3d−2)β)

cases.

M≤
b k2c+1∑
i=1

min{α, dβ}+

b k2c∑
i=1

min{α, (d−
⌊
k

2

⌋
− 1)β} (3.17)

The corresponding tradeoff point are summarized below by following analysis sim-

ilar to the one above.
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(αBFR-MSR, γBFR-MSR) =

{
(M
k
, 2Md

2kd−k2−k ), if k is odd

(M
k
, 2Md

2kd−k2 ), o.w.
(3.18)

(αBFR-MBR, γBFR-MBR) =

{
( 4Md

4dk−k2+1
, 4Md

4dk−k2+1
), if k is odd

( 4Md
4dk−k2 ,

4Md
4dk−k2 ), o.w.

(3.19)

Here, we compare γBFR-MSR and γMBR. We have min{γk-odd
BFR-MSR, γ

k-even
BFR-MSR} ≥

γMBR = 2Md
k(2d−k+1)

, and, if we have 2d − k � 1, then γk-odd
BFR-MSR ≈ γk-even

BFR-MSR ≈ γMBR.

This implies that BFR-MSR codes with b = 2 achieves repair bandwidth of MBR and

per-node storage of MSR codes simultaneously for systems with d� 1. On Fig. 3.4a

and 3.4b, we depict the ratio of γk-odd
BFR-MSR and γk-even

BFR-MSR to γMBR respectively, where

we keep k constant and vary d as 2k ≥ d ≥ k. Also, only even d values are shown in

both figures. It can be observed that ratio gets closer to 1 as we increase k. Next, we

provide the generalization of critical points to b ≥ 2 case in the following.
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Figure 3.4: (a) Ratio
γk-oddBFR-MSR

γMBR
vs. d. (b) Ratio

γk-evenBFR-MSR

γMBR
vs. d.

Remark 29. The bound in (3.14) holds for the intermediate points as well for the

special case discussed in this section (b = 2, ρ = 0, σ = 1) (as compared to previous

section where the general case is analyzed). See Fig. 3.2(c) and [61].
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3.2.3.2. Special case for Case I.B: ρ = 0, σ = 1, dr ≥ kc and b ≥ 2

From Corollary 26, we obtain the corresponding MSR and MBR points in this

special case.

Corollary 30. For ρ = 0, σ = 1, dr ≥ kc and b ≥ 2 BFR-MSR and BFR-MBR

points are as follows.

(αBFR-MSR, γBFR-MSR) =

(
M
k
,

Md

kd− k2(b−1)
b

)
(3.20)

(αBFR-MBR, γBFR-MBR) =

(
Md

kd− k2(b−1)
2b

,
Md

kd− k2(b−1)
2b

)
(3.21)

We observe that γBFR-MSR ≤ γMSR = Md
k(d−k+1)

for b ≤ k, which is the case here as

we assume b | k. Also, we have γBFR-MSR

γMBR
=

d− k−1
2

d−k b−1
b

≥ 1 when b ≥ 2k
k+1

which is always

true. Hence, γBFR-MSR is between γMSR and γMBR, see Fig. 3.2(c).

3.3. BFR-MSR and BFR-MBR code constructions

3.3.1. Transpose code: b=2

Construction I (Transpose code): Consider α = d = n
2
, and placement of nα

2

symbols denoted by
{
xi,j : i, j ∈

{
1, 2, · · · , n

2
= α

}}
for b = 2 blocks according to the

following rule: Node i in (in block b = 1) stores symbols {xi,j : j ∈ {1, 2, · · · , α}},
whereas node i + n

2
(in block b = 2) stores symbols {xj,i : j ∈ {1, 2, · · · , α}} for i =

1, 2, · · · , n
2
. Note that, when the stored symbols in nodes of block 1 is represented

as a matrix, the symbols in block 2 corresponds to transpose of that matrix. (We

therefore refer to this code as transpose code.)

Due to this transpose property, the repair of a failed node i in the first block can

be performed by connecting to all the nodes in the second block and downloading

only 1 symbol from each node. That is, we have dβ = α. Consider now that the file

sizeM = kd− (k
2
)2, and an [N = α2, K =M] MDS code is used to encode file f into
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symbols denoted with xi,j, i, j = 1, . . . , α. Here, BFR data collection property for

reconstructing the file is satisfied, as connecting to any kc = k
2

nodes from each block

assures at least K distinct symbols. This can be shown as follows: Consider α × α
matrix X, where i-th row, j-th column has the element xi,j. Rows of X correspond

to nodes of block 1, and columns of X correspond to nodes of block 2. Any k
2

rows

(or any k
2

columns) provide total of kα
2

symbols. And k
2

rows and k
2

columns intersect

at
(
k
2

)
symbols. Therefore, total number of symbols from any k

2
rows and k

2
columns

is M. Note that the remaining system parameters are dr = n
2
≥ kc, ρ = 0 and

σ = 1. Henceforth, this code is a BFR-MBR code as the operating point in (3.21), is

achieved with M = kd− (k
2
)2 and dβ = α for β = 1 (scalar code).

A similar code to this construction is Twin codes introduced in [20], where the

nodes are split into two types and a failed node of a a given type is regenerated by

connecting to nodes only in the other type. During construction of Twin codes, the

message is first transposed and two different codes are applied to both original message

and it’s transposed version separately to obtain code symbols. On the other hand,

we apply one code to the message and transpose resulting symbols during placement.

Also, Twin codes, as opposed to our model, do not have balanced node connection

for data collection. In particular, DC connects to only (a subset of k nodes from) a

single type and repairs are conducted from k nodes. On the other hand, BFR codes,

for b = 2 case, connects to k
2

nodes from each block and repairs are from any d nodes

in other block.

This construction, however, is limited to b = 2 and in the following section we

propose utilization of block designs to construct BFR codes for b > 2.

3.3.2. Projective plane based placement of regenerating codewords (ρ = 0, σ = 1)

Consider that the file f of sizeM is partitioned into 3 parts f1, f2 and f3 each of size

M̃ = M
3

. Each partition fi is encoded with an [ñ = 10, k̃ = 4, d̃ = 5, α̃, β̃] regenerating

code C̃, where the resulting partition codewords are represented with P1 = {p1,1:ñ}
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Figure 3.5: Transpose code is a two-block BFR-MBR code.

1 2
3 1
23

(a)

p1,1 p1,2 p1,3 p1,4 p1,5

p1,6 p1,7 p1,8 p1,9 p1,10

p2,1 p2,2 p2,3 p2,4 p2,5

p2,6 p2,7 p2,8 p2,9 p2,10

p3,1 p3,2 p3,3 p3,4 p3,5

p3,6 p3,7 p3,8 p3,9 p3,10

Block 1

Block 2

Block 3

c1 c2 c3 c4

c15

c6 c7 c8 c9 c10

c11 c12 c13 c14

c5

(b)

Figure 3.6: (a) Matrix representation of block design. (b) Three-block BFR-RC.

for f1, P2 = {p2,1:ñ} for f2, and P3 = {p3,1:ñ} for f3. These symbols are grouped in a

specific way and placed into nodes within blocks as represented in Fig. 3.6b, where

each node contains two symbols each coming from two different partitions. We set

the BFR code parameters as [M = 3M̃, k = 3
2
k̃, d = 2d̃, α = 2α̃, β = β̃].

Assume the first block (denoted as Block 1) is unavailable and its first node, which

contains codeword c1, has to be reconstructed. Due to underlying regenerating code,

contacting 5 nodes of Block 2 and accessing to p1,6:10 regenerates p1,1. Similarly, p2,1

can be reconstructed from Block 3. Any node reconstruction can be handled similarly,

by connecting to remaining 2 blocks and repairing each symbol of the failed node by

corresponding d̃ nodes in each block. As we have k = 6, DC, by connecting to 2 nodes

from each block, obtains a total of 12 symbols, which consist of 4 different symbols

from each of P1, P2 and P3. As the embedded regenerating code has k̃ = 4, all 3

partitions (f1, f2 and f3) can be recovered, from which f can be reconstructed.

In the following construction, we generalize the BFR-RC construction above uti-

lizing projective planes for the case of having ρ = 0, σ = 1. As defined in Section 3.2,

this necessarily requires dr > kc.) In the achievable schemes of this work, we utilize
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a special class of block designs that are called projective planes [49].

Construction II (Projective plane based placement of regenerating codes):

For any (n, b,M, k, ρ = 0, α, d, σ = 1, β) code satisfying b = p2 + p + 1, k = b
p+1

k̃,

d = (p+ 1)d̃, α = (p+ 1)α̃, β = β̃, p | d̃, p+ 1 | ñ, p+ 1 | k̃ where p is the order of the

underlying projective plane, and [ñ, k̃, d̃, α̃, β̃] represents the underlying regenerating

code parameters, consider a file f of size M.

• First divide M into v = p2 + p+ 1 parts, f1, f2, · · · , fv.

• Each part, of size M̃ = M
v

, is then encoded using [ñ, k̃, d̃, α̃, β̃] regenerating

code C̃. We represent the resulting partition codewords with Pi = pi,1:ñ for

i = 1, . . . , v. We then consider index of each partition as a point in a (v =

p2 + p + 1, κ = p + 1, λ = 1) projective plane. (Indices of symbol sets PJ and

points J of the projective plane are used interchangeably in the following.)

• We perform the placement of each symbol to the system using this projective

plane mapping. (The setup in Fig. 3.6b(b) can be considered as a toy model. Al-

though the combinatorial design with blocks given by {p1, p2}, {p3, p1}, {p3, p2}
has projective plane properties with p = 1, it is not considered as an instance

of a projective plane [49].) In this placement, total of ñ symbols from each

partition Pi are distributed to r blocks evenly such that each block contains ñ
r

nodes where each node stores α = κα̃ symbols.

Note that blocks of projective plane give the indices of partitions Pi stored in the

nodes of the corresponding block in DSS. That is, all nodes in a block stores symbols

from unique subset of P = {P1, . . . ,Pv} of size κ. (For instance, in Fig. 3.6b(b),

the first block of the block design has part {p1, p2}, and accordingly symbols from

partitions P1 and P2 are placed into node of Block 1.) Here, as each point in the block

design is repeated in r blocks, the partition codewords span r blocks. Overall, the

system can store a file of sizeM = vM̃ with b = v blocks. (Note that, r = κ = p+ 1
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Figure 3.7: Illustrating the construction of BFR codes using projective plane based
placement of regenerating codes. (n′ = ñ− ñ

r
+ 1.)

and b = v = p2 + p = 1 for projective planes. See Definition 14.) We have the

parameters as

M = vM̃, k =
b

r
k̃, d = κd̃, α = κα̃, β = β̃ (3.22)

where we choose the parameters to satisfy r − 1 | d̃, r | ñ (for splitting partition

codewords evenly to r blocks) and r | k̃ (for data collection as detailed below). We

have dr = d̃
r−1

= d
b−1

> kc = k̃
r

= k
b

as d ≥ k and hence the required condition dr > kc

is satisfied

Node Repair: Consider that one of the nodes in a block is to be repaired. Note

that the failed node contains κ symbols, each coming from a distinct partition. Using

the property of projective planes that any 2 blocks has only 1 point in common,

any remaining block can help for the regeneration of 1 symbol of the failed node.

Furthermore, as any point in the block design has a repetition degree of r, one can

connect to r − 1 blocks, dr = d̃
r−1

nodes per block, to repair one symbol of a failed

node. Combining these two observations; we observe that node regeneration can be

performed by connecting to (r−1)κ blocks. In particular, substituting r = κ = p+1,

we see that connecting to p2 + p = b− 1 blocks allows for reconstructing of any node

of a failed block.

Data Collection: DC connects to kc = k̃
r

nodes per block from all bc = b blocks,

i.e., a total of k = b
r
k̃ = v

r
k̃ nodes each having encoded symbols of κ = r partitions.

These total of vk̃ symbols include k̃ symbols from each partition, from which all

partitions can be decoded, and hence the file f , can be reconstructed.
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Remark 31. We note that, when ñ = r in Construction II, each node in the system

stores different partition subsets of P = {P1, · · · ,Pv}. This translates into having

c = 1 node per block. This special case of proposed construction is equivalent to

layered codes studied in [62]. In that work, layering helps to construct codes with

exact repair properties. In Construction II, on the other hand, multiple nodes in the

system can have the same type (representing the same subset of partitions), and this

enables to achieve different operating points for the block failure model.

3.3.2.1. BFR-MSR

To construct a BFR-MSR code, we set each sub-code C̃ in Construction II as an

MSR code, which has

α̃ =
M̃
k̃
, d̃β̃ =

M̃d̃

k̃(d̃− k̃ + 1)
. (3.23)

This, together with (3.22), results in the following parameters of our BFR-MSR con-

struction

α = α̃κ =
M
k
, dβ = κd̃β̃ =

Md

k(d− k(p+1)2

p2+p+1
+ p+ 1)

. (3.24)

We remark that if we utilize ZigZag codes [10] as the sub-code C̃ above, we have

[ñ, k̃, d̃ = ñ − 1, α̃ = r̃k̃−1, β̃ = r̃k̃−2, r̃ = ñ − k̃], and having d̃ = ñ − 1 requires

connecting to 1 node per block for repairs in our block model. In addition, product

matrix MSR codes [21] require d̃ ≥ 2k̃ − 2, and they can be used as the sub-code C̃,
for which we do not necessarily have d̃ = r − 1. We observe from (3.20) and (3.24)

that the BFR-MSR point is achieved for k̃ = p+ 1, implying k = b, i.e. DC connects

necessarily 1 node per block for data reconstruction when our Construction II gives

BFR-MSR code.

3.3.2.2. BFR-MBR

To construct a BFR-MBR code, we set each sub-code C̃ in Construction II as a

product matrix MBR code [21], which has

α̃ = d̃β̃ =
2M̃d̃

k̃(2d̃− k̃ + 1)
. (3.25)
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This, together with (3.22), results in the following parameters of our BFR-MBR

construction

α = dβ =
2Md

k(2d− k(p+1)2

p2+p+1
+ p+ 1)

. (3.26)

From (3.21) and (3.26), we observe that the BFR-MBR point is achieved for

k̃ = p+ 1.

3.3.3. Duplicated block design based BFR codes (ρ = 0 and σ < b− 1)

In this section, BFR codes for special case of having ρ = 0 is constructed. We

note that ρ = 0 implies that DC contact all b blocks to retrieve the stored data.

Before detailing the code construction, we first introduce a block design referred to

as duplicated combination block design [62].

Definition 32 (DCBD). Let (κ̃, ṽ) denote the parameters for a block design, where ṽ

points from all possible sets of blocks each with κ̃ points. Then, duplicated combination

block design (DCBD) (with repetition r̃ ) is a block design where the given block design

is duplicated r̃ times with different labeling points. (Here, total of v = r̃ṽ points are

splitted into r̃ groups of ṽ points, where each group generates sub-blocks according to

the given block design.)

Example 33. DCBD with ṽ = 5, κ̃ = 4 and r̃ = 3 is given below.


1 3 4 5 6 8 9 10 11 13 14 15
1 2 4 5 6 7 9 10 11 12 14 15
1 2 3 5 6 7 8 10 11 12 13 15
1 2 3 4 6 7 8 9 11 12 13 14
2 3 4 5 7 8 9 10 12 13 14 15

 (3.27)

It can be observed that each sub-block consists
(
ṽ
κ̃

)
blocks, each containing a dif-

ferent set of κ̃ points. Also, the same combination is repeated r̃ times (with different

labels for points, namely {6, 7, 8, 9, 10} and {11, 12, 13, 14, 15}). Each row here corre-

sponds to a block of DCBD, where sub-blocks aligned similarly in columns represent
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the underlying (κ̃, ṽ) block design. We refer to the sub-blocks as repetition groups in

the following.

Construction III (DCBD based BFR-RC): For any (n, b,M, k, ρ = 0, α, d, σ <

b − 1, β) code satisfying b =
(
ṽ
κ̃

)
, k = b

b−1
k̃, d = (b−σ)d̃

b−σ−1
, α = (b − 1)(b − σ)α̃, β =

(b−σ−1)(b−1)β̃, b−σ−1 | d̃, b−1 | ñ, b−1 | k̃ where (ṽ, κ̃) are the underlying DCBD

parameters and [ñ, k̃, d̃, α̃, β̃] represents the underlying regenerating code parameters,

consider a file f of size M.

• Divide M into (b− σ)
(
b
b−1

)
parts of equal size M̃, i.e., M̃(b− σ)b =M.

• Encode each part fi using an [ñ, k̃ = M̃, d̃] regenerating code (referred to as the

sub-code C̃).

• Place the resulting partition codewords according to DCBD design (with ṽ = b,

κ̃ = b − 1 and r̃ = b − σ) such that each block has c = ñ
b−1

nodes, where each

node stores κ = κ̃r̃ symbols, each coming from a different partition.

The system stores a file of size M = b(b − σ)M̃ over b blocks. We have the

parameters as

M = b(b−σ)M̃, k =
bk̃

b− 1
, d =

d̃(b− σ)

b− σ − 1
, α = (b−1)(b−σ)α̃, β = (b−σ−1)(b−1)β̃

(3.28)

where we consider σ < b− 1.

The following example (with b = 5 and σ = 2) illustrates a repair scenario. Assume

that the failed node is in the first block and it will be regenerated by blocks 2,3 and 4

(as b−σ = 3). Considering the first repetition group, it can be observed that symbols

of each of b− σ = 3 partitions (P3,P4 and P5) can be found in b− σ− 1 = 2 of these

blocks, whereas the remaining σ − 1 = 1 partition (P1) can be found in in all b − σ
blocks. (In the representation below, numbers represent the indices for partitions

Pi. And, the three highlighted rows for the first repetition group includes partitions
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P1,P3,P4,P5 that are relevant to the symbols stored in the block corresponding to

the first row below.)
1 3 4 5 6 8 9 10 11 13 14 15
1 2 4 5 6 7 9 10 11 12 14 15
1 2 3 5 6 7 8 10 11 12 13 15
1 2 3 4 6 7 8 9 11 12 13 14
2 3 4 5 7 8 9 10 12 13 14 15

 (3.29)

Node Repair: Generalizing above argument, consider that one of the nodes in

a block is to be repaired by contacting to b − σ blocks. A failed node contains

κ = (b − 1)(b − σ) symbols, each coming from a distinct partition codeword. The

properties of the underlying (DCBD) block design, (considering the first repetition

group), implies that there exists b−σ partitions of the failed node that are contained

only in b−σ−1 of the blocks contacted for repair. The remaining b−1−(b−σ) = σ−1

partitions (of each repetition group) are contained in all of the contacted b−σ blocks.

These partitions are referred to as the common partitions of a repetition group in

b−σ contacted blocks. (In the example above, partitions P1,P6,P11 are the common

partitions for the first, second and third repetition group respectively.)

Using this observation for DCBD based construction, (i.e., considering all repeti-

tion groups), consider obtaining σ−1 common partitions from b−σ−1 blocks of each

of the r̃ = b−σ repetition groups. In addition, consider obtaining remaining relevant

partitions (b−σ partitions per repetition group) from these r̃ = b−σ partition groups

(total of r̃(b− σ)(b− σ − 1) partitions).

These σ − 1 common partitions per repetition group over r̃ = b − σ repetition

groups are contacted evenly. Namely, each other relevant partition are contacted

from only b− σ− 1 blocks, the common partitions among b− σ blocks are contacted

only b− σ − 1 times (i.e., by not contacting to any common point at all in only one

repetition group from a block and since there are b − σ repetition groups and b − σ
contacted blocks, we can do this process evenly for all blocks). Henceforth, from each

block same amount of symbols (and same amount of symbols from each partition) is
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downloaded. In total, there are (σ − 1)(b − σ)(b − σ − 1) common points and each

block contributes the transmission of (σ − 1)(b − σ − 1) common partitions. Hence,

β = [(σ − 1)(b− σ − 1) + (b− σ − 1)(b− σ)]β̃ = (b− σ − 1)(b− 1)β̃.

In order to have a successful regeneration for each node to be regenerated, we also

require the following condition in this construction.

Lemma 34. Construction III requires the necessary condition ñ
b−1
≥ d̃

b−σ−1
for repair

feasibility.

Proof. Given v−1 combinations of v points, any two combinations differs only in one

point. Also, any combination is missing only one point. If one collects b−σ ≥ 2 of such

combinations in Construction III, then the partition with least number of instances

is b−σ−1. (This follows as the first combination is missing only one partition which

is necessarily included in the second combination.) Then, by contacting any b − σ

blocks, one can recover partitions of failed node from these b−σ blocks. (There exist

at least b − σ − 1 number of blocks containing nodes storing symbols from a given

partition.) Since each block has c = ñ
b−1

symbols from each partition, we require

ñ
b−1
≥ d̃

b−σ−1
to have repair feasibility in Construction III.

Therefore, a failed node can be regenerated from d = d̃(b−σ)
b−σ−1

nodes and downloading

β = (b−σ− 1)(b− 1)β̃ symbols from each block. (Note that, dr = d
b−σ = d̃

b−σ−1
.) For

each partition of the failed node, d̃β̃ symbols are downloaded, from which one can

regenerate each partition. Note that, repeating combinations multiple times enables

us to have uniform downloads from the nodes during repairs.

Data Collection: DC connects to kc = k
b

= k̃
b−1

nodes per block (as ρ = 0), and

downloads total of kcα symbols from each block. These symbols include k̃α̃
b−1

symbols

from each of (b−1)(b−σ) partitions. Therefore, from all blocks, (b−1)k̃α̃
b−1

= k̃α̃ symbols

per partition is collected, from which each partition can be decoded via underlying

sub-code C̃, and the stored file f can be reconstructed.
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3.3.3.1. BFR-MSR

To construct a BFR-MSR code, we set each sub-code C̃ in Construction III as an

MSR code, which has

α̃ =
M̃
k̃
, d̃β̃ =

M̃d̃

k̃(d̃− k̃ + 1)
. (3.30)

This, together with (3.28), results in the following parameters of our BFR-MSR con-

struction

α = (b− 1)(b− σ)α̃ =
M
k
, (3.31)

dβ =
d̃(b− σ)

b− σ − 1
(b− σ − 1)(b− 1)β̃ =

Md(b− σ − 1)

k(d(b− σ − 1)− k(b−1)(b−σ)
b

+ b− σ)
.(3.32)

From (3.9), we obtain that Construction III results in optimal BFR-MSR codes

when k = b
σ

(i.e., k̃ = b−1
σ

).

3.3.3.2. BFR-MBR

To construct a BFR-MBR code, we set each sub-code C̃ in Construction III as a

product matrix MBR code [21], which has

α̃ = d̃β̃ =
2M̃d̃

k̃(2d̃− k̃ + 1)
. (3.33)

This, together with (3.28) results in the following parameters of our BFR-MBR con-

struction

α = dβ =
2Md(b− σ − 1)

k(2d(b− σ − 1)− k(b−1)(b−σ)
b

+ b− σ)
. (3.34)

From (3.10), we obtain that Construction III results in optimal BFR-MSR codes

when k = b2

b+σ2−1
(i.e., k̃ = b(b−1)

b+σ2−1
).

3.4. Locally repairable BFR codes

3.4.1. Locality in BFR

In this section, we focus on BFR model with repair locality constraints, i.e., only

a local set of blocks are available to regenerate the content of a given node. This
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Cluster 1 Cluster 2 Cluster b
bL

Rack 1

Rack 2

Rack bL

Figure 3.8: Data center architecture. Each rack resembles a block and each cluster
forms a local group for node repair operations in the BFR model.

model is suitable for both disk storage and distributed (cloud/P2P) storage systems.

For example, a typical data center architecture includes multiple servers, which form

racks which further form clusters, see Fig. 3.8. We can think of each cluster as a local

group of racks where each rack contains multiple servers. Hence, in Fig. 3.8, we can

model the data center as having b blocks (racks) where bL blocks form a local group

(cluster) and there are c nodes (servers) in each block.

In this section, we extend our study of data recovery with the block failure model

to such scenarios with locality constraints. We assume that DSS maintains the data

of sizeM with at most ρ blocks being unavailable. Hence, from any b−ρ blocks, data

collection can be performed by contacting any kc nodes from each of such blocks. In

other words, DC can contact some set of local groups, B∗, to retrieve the file stored in

the DSS with |B∗| = b− ρ. Let ci,j denote the part of the codewords associated with

ith local group’s jth block accessed by DC, which consists of kc nodes. Note that, we

consider kc = c for full access and kc < c for partial access as before. Then, we can

denote by ci the codeword seen by DC corresponding to local group Bi, which has a

size j′ ≤ bL. Therefore, cB∗ =
{

(ci1 , · · · , ci|B∗|)
}

denotes the codeword corresponding

to the one seen by DC, when accessing kc(b− ρ) = k nodes.

Definition 35. Let c be a codeword in C selected uniformly, the resilience of C is
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defined as

ρ = b− max
B∗⊆[b]:H(c(B∗))<M

|B∗| − 1. (3.35)

We remark that the resilience ρ of a locally repairable BFR code dictates the

number of block failures that the system can tolerate (analogous to the minimum

distance providing the maximum number of node failures). In addition, DC can do

data access by contacting any b− ρ blocks.

Definition 36. Code C is said to have (rL, ρL) locality, if for any node j in a block

i, there exists a set of blocks Bi such that

• i ∈ Bi ⊂ B = {1, · · · , b},

• |Bi| ≤ bL := rL + ρL,

• C|Bi is an (nL, bL, KL, kL, ρL, α) BFR code. (See Definition 16.)

Note that KL is the size of the local data for corresponding BFR local code (i.e.,

M in Definition 16). Such codes are denoted as BFR-LRC in the following.

3.4.1.1. Upper bound on the resilience of BFR-LRC

We provide the following bound on the resilience of BFR-LRC.

Theorem 37. The resilience of BFR-LRC can be bounded as follows.

ρ ≤ b−
⌈M(bL − ρL)

KL

⌉
−
(⌈M

KL

⌉
− 1

)
ρL (3.36)

Proof. The proof follows from the algorithmic approach as considered in [13], [39]

and [9], and detailed in the Appendix B.
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3.4.2. Code constructions for resilience optimal BFR-LRC

In this section we propose two code constructions, which yield optimal codes in

terms of resilience. Both of the constructions utilize Gabidulin coding as well as MDS

codes but only the first construction uses projective plane geometry.

3.4.2.1. Basic construction with projective planes

Construction IV: Consider file f of size M and projective plane of order p,

(v, κ, λ = 1)−BIBD.

• First, encode f using [N = KLb
bL
, K =M, D = N−M+1] Gabidulin code, CGab.

The resulting codeword c ∈ CGab is divided into b
bL

disjoint sets of symbols of

size KL.

• For each disjoint set, divide it into v partitions of equal size. For each partition,

use [ñ, k̃ = kL(p+1−ρL)
bL−ρL

] MDS code, where nL = ñv.

• Place the resulting encoded symbols using a projective plane of order p using

Construction II. That is, local code in the local group will have BFR properties

and constructed as in Construction II.

Remark 38. Construction IV works only if ρL ≤ p, since otherwise we would have

non-positive value for k̃. Furthermore, we need (bL − ρL) | kL(p+ 1− ρL) to have an

integer k̃.

Corollary 39. Construction IV provides resilience-optimal codes CBFR−LRC, when

p2 + p+ 1 | KL | M and bL | b.

Proof. In order to prove that CBFR−LRC attains the bound in (37), it is sufficient to

demonstrate that any pattern of E = b −
⌈
M(bL−ρL)

KL

⌉
−
(⌈
M
KL

⌉
− 1
)
ρL number of

block erasures can be corrected. For b = NbL
KL

, we then have E = NbL
KL
−
⌈
M(bL−ρL)

KL

⌉
−(⌈

M
KL

⌉
− 1
)
ρL. Also note that the worst case erasure pattern is the one when erasures
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happen in the smallest possible number of local groups and the number of block

erasures inside a local group is the maximum possible.

Let M = α1KL, then E = bL( N
KL
− α1) + ρL, which corresponds to N

KL
− α1 local

groups with bL erasures and ρL erasures from one additional group (which results in

no rank erasures for the underlying Gabidulin codewords since resilience of local group

is ρL). Then, total rank erasures is KL( N
KL
−α1) = N −KLα1 which can be corrected

by Gabidulin code since its minimum distance is D = N−M+1 = N−α1KL+1.

Remark 40. Although above construction yields optimal codes in terms of resilience,

when ρL 6= 0, they are not rate optimal. The optimal codes should store kLα =

kLvα̃ = kL(p+ 1)α̃ symbols (in each local group), since each node stores α = (p+ 1)α̃

where α̃ is the number of symbols from a partition and each node stores symbols

from p+ 1 partitions. On the other hand, with the above construction, one can store

k̃vα̃ = kL(p+1−ρL)
p2+p+1−ρL

(p2 + p + 1)α̃ symbols (in each local group). Note that for ρL 6= 0,

kL(p+1−ρL)
p2+p+1−ρL

(p2 + p+ 1)α̃ ≤ kL(p+ 1)α̃, which implies that the code construction is not

optimal in terms rate (i.e., file size for a fixed n).

3.4.2.2. Construction for BFR-LRC with improved rate

In the previous section, we utilize projective planes in code construction, how-

ever resulting codes are not optimal in terms of the rate. We now propose another

construction for BFR-LRC to achieve higher rate.

Construction V: Consider a file f of size M.

• First, encode f using [N,K =M, D = N −M+ 1] Gabidulin code, CGab. The

resulting codeword c ∈ CGab is divided into b
bL

disjoint groups of size KL = NbL
b

.

• Apply MDS codes of [ñ = bLc, k̃ = NbL
b

] to each disjoint group. Resulting bLc

symbols are placed to each block equally (c symbols per block).

Corollary 41. Construction V yields an optimal code, CBFR−LRC, when b | NbL.
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Proof. Let α1, β1 and γ1 be integers such that M = KL
bL−ρL

(α1(bL − ρL) + β1) + γ1,

where 1 ≤ α1 ≤ b
bL

; 0 ≤ β1 ≤ bL − ρL − 1; and 0 ≤ γ1 ≤ KL
bL−ρL

− 1. E =

b−
⌈
M(bL−ρL)

KL

⌉
−
(⌈
M
KL

⌉
− 1
)
ρL is the number of block erasures that can be tolerated.

• If γ1 = β1 = 0, thenM = KLα1. Then, we have E = bL( N
KL
−α1) + ρL number

of block erasures to be tolerated, similar to Corollary 39. Thus, the worst case

happens when N
KL
− α1 local groups with all of their blocks erased and one

additional local group with ρL blocks erased. The latter does not correspond to

any rank erasures since the resilience of local group is ρL, therefore the worst

case scenario results in KL rank erasures in each of ( N
KL
− α1) local groups.

Since D−1 = N −M = N −KLα1, these worst case scenarios can be corrected

by the Gabidulin code.

• If γ1 = 0 and β1 > 0, then M = KL
bL−ρL

(α1(bL − ρL) + β1). Hence, we have

E = bL( N
KL
−α1− 1) + bL−β1. Thus, the worst case happens when N

KL
−α1− 1

local groups with all of their blocks erased and one additional local group with

bL−β1 blocks erased. Then, that scenario corresponds to ( N
KL
−α1)KL−β1

KL
bL−ρL

rank erasures, which can be corrected by Gabidulin code since D−1 = N−M =

N − α1KL − β1
KL

bL−ρL
.

• If γ1 > 0, then M = KL
bL−ρL

(α1(bL − ρL) + β1) + γ1. Hence, we have E =

bL( N
KL
−α1− 1) + bL− β1− 1. Thus, the worst case happens when N

KL
−α1− 1

local groups with all of their blocks erased and one additional local group with

bL − β1 − 1 blocks erased. Then, that scenario corresponds to ( N
KL
− α1)KL −

(β1 + 1) KL
bL−ρL

rank erasures, which can be corrected by Gabidulin code since

D − 1 = N −M = N − α1KL − β1
KL

bL−ρL
− γ1 and γ1 <

KL
bL−ρL

.

Remark 42. We note that the above construction is similar to that of [9], here
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modified for the block failure model to achieve resilience optimal construction with the

improved rate.

3.4.3. Local regeneration for BFR codes

In the previous section, MDS codes are utilized in local groups. These codewords,

however, are not repair bandwidth optimal. As an alternative, regenerating codes

can be used in local groups to construct codes which have better tradeoff in terms

of repair bandwidth. Differentiating between the two important points, we denote

BFR-LRC codes with regenerating code properties which operate at minimum per-

node storage point as BFR-MSR-LRC. Similarly, the codes operating at minimum

repair bandwidth point are called BFR-MBR-LRC.

Let G1, . . . ,G b
bL

represent the disjoint set of indices of blocks where Gi represents

local group i, which has bL blocks. A failed node in one of the blocks in Gi is repaired

by contacting any bL−σL blocks within the group. A newcomer downloads β symbols

from dL
bL−σL

nodes from each of bL − σL blocks. That is, the local group has the

properties of repair bandwidth efficient BFR codes as studied in Section 3.2.

Definition 43 (Uniform rank accumulation (URA) codes). Let G be a generator

matrix for a BFR code C. Columns of G produce the codewords, henceforth we can

think of each α columns (also referred to as thick column) of G as a representation of

a node storing α symbols. Then, a block can be represented by c such thick columns.

Let Si be an arbitrary subset of i such blocks. C is an URA code, if the restriction G|Si
of G to Si, has rank ρi that is independent of specific subset Si and it only depends

on |Si|.

Remark 44. Generally, URA codes are associated with rank accumulation profile to

calculate the rank of any subset Si. However, rank accumulation profile is not required

but rather rank accumulation is enough for a code to be considered as URA code. We

note that for BFR-MSR/MBR codes, we do not have a specific rank accumulation
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profile but that does not rule out BFR-MSR/MBR codes being URA since they still

obey the rank accumulation property. Specifically, we note that H(bSi) = f(|Si|) for

both BFR-MSR/MBR, which makes them URA codes.

Following similar steps as introduced in [56], resilience upper bound can be derived

when local codes are URA codes. Consider the finite length vector (b1, . . . , bbL) and

its extension with bL period as bi+jbL = bi, 1 ≤ i ≤ bL, j ≥ 1. Let H(bS) denote the

entropy of set of blocks S,

H(bS) =

|S|∑
i=1

H(bji |bj1 , · · · , bji−1
), |S| ≥ 1, S =

{
j1, . . . , j|S|

}
⊆ [b]. (3.37)

H(·) function in the above only depends on the structure of S, which contains µ

number of local groups each with bL blocks and additional set of φ blocks. We denote

the entropy of this set by referring to this structure and use H(·) (with some abuse of

notation) function with an argument of size of S. More specifically, for integers µ ≥ 0

and 1 ≤ φ ≤ bL, let H(µbL + φ) = µKL + H(φ). (Note that, due to URA property,

entropy is only a function of number of blocks here.) For the inverse function H(inv),

we set H(inv)(ϕ) for ϕ ≥ 1, to be largest integer S such that H(bS) ≥ ϕ. Then, we

have for µ̃ ≥ 0 and 1 ≤ φ̃ ≤ KL,

H(inv)(µ̃KL + φ̃) = µ̃bL +H(inv)(φ̃),

where H(inv)(φ̃) ≤ min {b− ρL, b− σL}.

Theorem 45. The resilience of BFR-LRC is upper bounded by

ρ ≤ b−H(inv)(M). (3.38)

When URA codes are used as local codes, we have the following file size bound

for resilience optimal codes

M≤ H(b− ρ)

= µKL +H(φ),
(3.39)
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where µ =
⌊
b−ρ
bL

⌋
and φ = b− ρ− µbL. Note that if φ ≥ min {bL − ρL, bL − σL}, then

H(
∑φ

i=1 bi) = KL since from any such φ blocks, one can regenerate all symbols or

retrieve the content stored in the corresponding local group. Therefore, the case of

having φ ≥ min{bL−ρL, bL−σL} results inM = (µ+1)KL and we will mainly focus

on the otherwise in the following.

3.4.3.1. Local regeneration with BFR-MSR codes

At first, we analyze the case where BFR-MSR codes are used inside local groups

to have better tradeoff in terms of repair bandwidth. When BFR-MSR codes are

used, dimension of local code is given by

KL =

bL∑
i=1

H(bi|b1, . . . , bi−1) = kLα. (3.40)

Since BFR-MSR is a class of URA codes, we can upper bound the resilience of

BFR-MSR-LRC as follows,

ρ ≤ b−H(inv)(M), (3.41)

where for BFR-MSR codes we have

H(inv)(µKL + φ) = µbL + ϕ, (3.42)

for some µ ≥ 0 and 1 ≤ φ ≤ KL and ϕ is determined from KL(ϕ−1)
bL−ρL

< φ ≤ KLϕ
bL−ρL

.

Then, we can derive the file size bound for optimal BFR-MSR-LRC asM≤ H(b−ρ),

i.e.;

M≤ µKL +
KLϕ

bL − ρL
, (3.43)

where µ =
⌊
b−ρ
bL

⌋
and ϕ = b−ρ−µbL < min {bL − ρL, bL − σL}. If ϕ ≥ min {bL − ρL, bL − σL},

then φ = KL and

M≤ KL(µ+ 1). (3.44)
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3.4.3.2. Local regeneration with BFR-MBR codes

In the following, we focus on the case where the local groups form BFR-MBR

codes. When BFR-MBR codes are utilized, the dimension of the local code is given

by

KL =

bL∑
i=1

H(bi|b1, . . . , bi−1)

=


β(kLdL − k2L(bL−ρL−1)

2(bL−ρL)
), if dL

bL−σL
≥ kL

bL−ρL
and σL ≤ ρL

β(kLdL − k2L(bL−σL)(bL+σL−2ρL−1)

2(bL−ρL)2
), if dL

bL−σL
≥ kL

bL−ρL
and σL > ρL

β(kLdL(ρL−σL+1)
bL−σL

+
d2L(bL−ρL)(bL−ρL−1)

2(bL−σL)2
), if dL

bL−σL
< kL

bL−ρL
and σL < ρL

(3.45)

Using the fact that BFR-MBR is URA code, the upper bound on the resilience of

BFR-MBR-LRC is given by

ρ ≤ b−H(inv)(M), (3.46)

where for BFR-MBR codes we have

H(inv)(µKL + φ) = µbL + ϕ, (3.47)

for some µ ≥ 0 and 1 ≤ φ ≤ KL and ϕ is determined from

ϕ =

{
β(kLdL(ϕ−1)

bL−ρL
− k2L(ϕ−2)(ϕ−1)

2(bL−ρL)2
) < φ ≤ β( kLdLϕ

bL−ρL
− k2Lϕ(ϕ−1)

2(bL−ρL)2
), if dL

bL−σL
≥ kL

bL−ρL
dL(ϕ−1)β
bL−σL

(dL
2

+ (2kc−dr)(bL−σL−ϕ+2)
2

)) < φ ≤ dLϕβ
bL−σL

(dL
2

+ (2kc−dr)(bL−σL−ϕ+1)
2

)), o.w

(3.48)

where kc = kL
b−L−ρL

and dr = dL
bL−σL

. Now, the file size bound for an optimal BFR-

MBR-LRC is given by

M≤ µKL + ∆, (3.49)

where µ =
⌊
b−ρ
bL

⌋
, ϕ = b− ρ− µbL < min {bL − ρL, bL − σL} and

∆ =

{
β( kLdLϕ

bL−ρL
− k2Lϕ(ϕ−1)

2(bL−ρL)2
), if dL

bL−σL
≥ kL

bL−ρL

β( kLdLϕ
bL−ρL

( bL−σL−ϕ+1
bL−σL

) +
d2Lϕ(ϕ−1)

2(bL−σL)2
), o.w

(3.50)

If ϕ ≥ min {bL − ρL, bL − σL}, then

M≤ KL(µ+ 1). (3.51)



71

3.4.3.3. Construction of BFR-MSR/MBR-LRC

In order to construct codes for BFR-MSR/MBR-LRC, we will utilize our earlier

construction that is based on Duplicated Combination Block Designs.

Construction VI: Consider a file f of size M.

• First, encode f using [N,K =M, D = N −M+ 1] Gabidulin code, CGab. The

resulting codeword c ∈ CGab is divided into b
bL

disjoint local groups of size NbL
b

.

• Apply Construction III to each local group.

Remark 46. Construction VI requires N
b(bL−σL)

to be integer since in each local group

we utilize Construction III, where a sub-code (regenerating code) is used with k̃ = M̃
and M̃ is obtained by partitioning local file into (bL − σL)bL parts. Furthermore,

due to use of Construction III, Construction VI results in codes with ρL = 0. (This

implies that code can tolerate any ρ block erasures, but the content of the local group

will be reduced even after a single block erasure in the local group.)

Corollary 47. Construction VI yields an optimal code, with respect to resilience,

when b(bL − σL) | N and KL | M.

Proof. We need to show that E = b−
⌈
MbL
KL

⌉
number of block erasures are tolerated

since ρL = 0. If KL|M, then M = α1KL and E = b − α1bL, which implies that the

worst case erasure scenario is having N
KL
− α1 local groups with bL erasures. Then,

total rank erasure is KL( N
KL
−α1) = N −KLα1, which can be corrected by Gabidulin

code since D − 1 = N −M = N − α1KL.

We will utilize Construction VI to obtain optimal BFR-MSR-LRC. Construction

VI can be used to construct BFR-MBR-LRC as well, if BFR-MBR codes are used

inside local groups.

Corollary 48. Construction VI yields an optimal LRC with respect to file size bounds

when N
b
| M for BFR-MSR-LRC.
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Proof. If N
b
| M, then KL

bL−ρL
| M (since KL = NbL

b
) for ρL = 0, which is the case.

Therefore, we can write M = KL
bL

(α1bL + β1) for 0 ≤ α1 ≤ b
bL

and 0 ≤ β1 ≤ bL − σL.

• If β1 = 0, then b − ρ =
⌈
MbL
KL

⌉
= α1bL. Therefore µ =

⌊
b−ρ
bL

⌋
= α1 and

ϕ = b− ρ− µbL = 0, which implies that µKL + KLϕ
bL

= α1KL =M.

• If β1 6= 0, then b − ρ =
⌈
MbL
KL

⌉
= α1bL + β1. Therefore µ =

⌊
b−ρ
bL

⌋
= α1 and

ϕ = b− ρ− µbL = β1, which means µKL + KLϕ
bL

= α1KL + KLβ1
bL

=M.

3.5. Discussion

3.5.1. Repair delay

In this section, we analyze the repair delay by considering the available bandwidth

between the blocks. (In DSS architectures racks are connected through switches,

referred to as top-of-rack (TOR) switches, and the model here corresponds to the

communication delay between these switches.) Since in schemes that use BFR a

failed node requires drβBFR amount of data from each of b−σ blocks, the repair delay

(normalized with file size M) can be calculated as follows.

RTBFR = max
i∈Bh

drβBFR

MBWi

, Bh = {1, . . . , b− σ} , (3.52)

where BWi is the bandwidth for block i and Bh is the set of blocks that help in the

repairs. We assume the repairs through blocks are performed in parallel. Throughout

this section, we’ll assume that all bandwidths are identical (BWi = BW, ∀i), hence

the repair time of a failed node is given by drβBFR

MBW
.

In an identical setting, we can also analyze the repair delay of regenerating codes.

Note that regenerating codes do not require any symmetric distribution of helper
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nodes among blocks. Hence repair delay of regenerating codes is,

RTRC(s) = max
i

diβRC

MBW
, s ∈ S =

{{
d1, . . . , d|B|

}
s.t.

∑
i

di = d,B = {1, . . . , b}
}

(3.53)

where a system s refers to a selection of di (the number of helper nodes in block i)

such that the sum of helper nodes is equal to d. In other words, repair delay will

be affected by the block with the most helper node. Furthermore, the average repair

delay can be calculated as

E[RTRC(s)] =
1

|S|
∑
s∈S

RTRC.(s) (3.54)

We may encounter some d values, which are not attainable in the BFR model

since for BFR codes we require d ≤ n − c because of the assumption that a failed

node does not connect to any nodes in the same block. Furthermore, to compare the

codes in a fair manner, we assume that regenerating codes connect to any d nodes

from b− σ blocks. Henceforth, in our comparisons, we instead calculate repair delay

for regenerating codes as

RTRC(s) = max
i

diβRC

MBW
, s ∈ S =

{{
d1, . . . , d|Bh|

}
s.t.
∑
i

di = d,Bh = {1, . . . , b− σ}
}

(3.55)

where the helper nodes are chosen from b − σ blocks but the number of helpers in

each block is not necessarily the same, only requirement is to have the sum of the

helpers equal to d. Average repair time can be calculated similar to (3.54) where the

difference being the system s satisfies the condition that helpers are chosen from b−σ
blocks.

One can allow symmetric distribution of regenerating codes among d − σ blocks

as well, similar to BFR codes. We’ll denote these codes by MSR-SYM or MBR-SYM

in the following.

We examine the case where b = 7 and n = 21, which means each block contains

c = 3 nodes. We also set σ = 3 so that b− σ = 4. Note that since we are comparing
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Figure 3.9: Repair delay vs. storage overhead comparisons for b = 7, n = 21 and
σ = 3. (a) Data points for possible cases of each node. (b) Lower envelope of Fig. 3.9a
when zoomed in.

relative values, the values we assign to BW and M does not change the result as

long as they are same across all comparisons. In other words, one can think our

results as normalized repair delays. At first, we find out all possible ρ, dr, kc, d and

k values accordingly from Section 3.2. After identifying all possible parameter sets,

we calculate repair times for both BFR-MSR and BFR-MBR codes. For regenerating

codes, we choose all possible parameter sets as long as d ≤ n − σc since we impose

regenerating codes to perform repairs from b− σ blocks. For each parameter set, we

calculate repair times of all possible helper node allocations and then calculate the

mean of those. The mean is reported for each data point in Fig. 3.9 for one set of

parameters for both MSR and MBR codes. Finally, we allow symmetric distribution

of helper nodes among b− σ blocks, and report MSR-SYM and MBR-SYM.

Repair delay vs. storage overhead results are depicted on Fig. 3.9. In Fig. 3.9a we

indicate all data points, whereas in Fig. 3.9b, lower envelope of Fig. 3.9a for storage

overheads less than 13. As expected, one can observe that there are more data points

for regenerating codes than BFR, since BFR requires b−σ | d, which limits the number
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of possible sets of parameters for BFR. First, lower envelopes of MSR and MSR-SYM

are the best repair times for MSR which are achieved when d gets its highest possible

value, (b−σ)c. In other words, all nodes are utilized hence there is no different possible

connection schemes for MSR. Interestingly, given storage overhead, we observe that

in some cases MSR codes perform better than MBR codes eventhough MBR codes

minimizes repair bandwidth. On the other hand, when distributed symmetrically

across blocks, MBR-SYM outperforms both MBR and MSR-SYM in all cases. When

we compare BFR-MSR and BFR-MBR, we can observe that BFR-MBR has lower

repair delay for all cases but still they perform the same when storage overhead gets

larger. Furthermore, we observe that unlike MBR-MSR comparison, BFR performs

more regularly, meaning BFR-MBR is better than BFR-MSR always. Next, if we

compare all schemes, we observe that convex hulls of BFR-MBR, MBR and MBR-

SYM follows the same line. Note that repair delay of BFR-MSR is below MSR and it

performs the same as storage overhead increases. Also, BFR-MBR outperforms MSR-

SYM and performs identical to MBR-SYM. For lower storage overheads, we observe

that BFR codes operate well (both BFR-MSR and BFR-MBR) whereas existing RC

or RC-SYM codes (MBR and MBR-SYM codes do not even exist for overhead below

3.23) performs worse than BFR.

Finally, note that within BFR schemes, we may encounter different α and β

values depending on the parameters. Differentiating between cases, let BFR1 denote

the schemes with dr ≥ kc and ρ ≥ σ, BFR2 denote dr ≥ kc and ρ < σ, and BFR3

denote dr < kc and ρ ≥ σ. The resulting β values for these schemes may not be the

same for same k and d. In Fig. 3.10, we examine these BFR schemes (for storage

overhead less than 10). We observe that the convex hull for BFR-MBR is a line and

all BFR-MBR schemes operate on that line. Furthermore,different MSR schemes can

perform better depending on the storage overhead.
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Figure 3.10: Repair delay vs. storage overhead comparisons for b = 7 and σ = 3, (a)
when n = 21, (b) when n = 35.

3.5.2. Relaxed BFR

It’s challenging to find general constructions that allow for repair and data collec-

tion schemes to operate with any ρ and σ blocks with any subset of dr or kc. Hence, in

this section, we relax “any” requirement of BFR to table-based recovery schemes that

guarantee the existence of helper/data recovery nodes for every possible repair/data

collection scenarios. By altering this, we are able to use another combinatorial design

and obtain relaxed BFR codes (R-BFR) for wider set of parameters. 2

3.5.2.1. R-BFR-RC with RBIBD

In this section, we show that RBIBDs can be used to construct R-BFR codes

for any ρ ≥ 0 and σ ≥ 1. Considering RBIBDs (with λ = 1) as defined above,

we construct blocks each containing the same number of nodes that store symbols

belonging to different partitions. For instance, utilizing (2.6), a block can be formed

to contain 12 nodes, where 4 nodes store symbols in the form of {1, 2, 3}, (referred to

2We note that under this setting the fundamental limits will be different than BFR codes. The
focus here is more on operating at BFR performance under a relaxation of “any” requirement.
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as “type” below), 4 nodes store symbols of the type {4, 5, 6} and the other 4 nodes

store symbols of the type {7, 8, 9}. We refer to blocks of the same type as sub-block.

Assume that one of the nodes that store the symbols of the type {1, 2, 3} is failed.

A newcomer may download symbols from any other subset of blocks but instead of

connecting to any dr nodes from each block, we consider connecting to any dr
3

nodes

of type {1, 4, 7}, any dr
3

nodes of type {2, 5, 8} and any dr
3

nodes of type {3, 6, 9} in the

second block and so on. 3 Similarly, DC can connect to any kc
3

from each sub-blocks.

Therefore, the requirement of any set of nodes from a block is changed to any subset

of nodes from a sub-block. Note that, RBIBD still preserves any ρ and σ properties.

In the general case of any ρ and σ, we still have the same relationship as before,

c.f., (3.56), since repair property with any b−σ blocks or DC property with any b−ρ
blocks does not change this relationship but instead it only alters which dr and kc

nodes that are connected in a block, where dr = d
b−σ , kc = k

b−ρ . Also, to ensure the

repair and DC properties, c = n
b
≥ max{kc, dr} must be satisfied.

M = vM̃, k =
v

κ
k̃, d = κd̃, α = κα̃, β = β̃ (3.56)

With this construction, the same steps provided for BFR-MSR and BFR-MBR

cases in the previous section can be followed. In the general case, we have three cases

depending on the values of dr, kc, σ and ρ and the corresponding cut values can be

found using Theorems 19, 27, and Lemma 24. Solving for these minimum storage

and bandwidth points, optimal k̃ values can be found. We provide these result in the

following subsections.

3.5.2.2. R-BFR-MSR

To construct a R-BFR-MSR code, we set each sub-code C̃ as an MSR code which

has

α̃ =
M̃
k̃

d̃β̃ =
M̃d̃

k̃(d̃− k̃ + 1)
. (3.57)

3This construction can be viewed as a generalization of table-based repair for regenerating codes,
see e.g., fractional regenerating codes proposed in [63].
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This together with (3.56) results in the following parameters for R-BFR-MSR

construction

α = α̃κ =
M
k

dβ = d̃κβ̃ =
Md

k(d− kκ2

v
+ κ)

. (3.58)

Using the relationships (3.57) and (3.58) together with (3.6), (3.9) and (3.12) we

obtain the optimal value as follows where b = v−1
κ−1

k̃ =


κ2(b−ρ)

(κ2−v)(b−ρ)+v
, dr ≥ kc and σ ≤ ρ

κ2(b−ρ)
κ2(b−ρ)−v(b−σ)

, dr ≥ kc and σ < ρ
d(b−ρ−1)+κ(b−σ)

κ(b−σ)
, dr < kc and σ ≤ ρ.

(3.59)

3.5.2.3. R-BFR-MBR

To construct R-BFR-MBR code, we set each sub-code C̃ as an MBR code which

has

α̃ = d̃β̃ =
2M̃d̃

k̃(2d̃− k̃ + 1)
. (3.60)

This together with (3.56) results in the following parameters for our R-BFR-MBR

construction

α = dβ =
2Md

k(2d− kκ2

v
+ κ)

. (3.61)

Similar to above, we can solve for optimal value in MBR case using (3.60) and

(3.61) together with (3.7), (3.10) and (3.13). Resulting optimal values are as follows

where b = v−1
κ−1

k̃ =


κ2(b−ρ)

(κ2−v)(b−ρ)+v
, dr ≥ kc and σ ≤ ρ

κ2(b−ρ)2

κ2(b−ρ)2−v(b−σ)(b+σ−2ρ−1)
, dr ≥ kc and σ < ρ

2d(b−ρ−1)
κ

−b+σ±
√

(
2d(b−ρ+1)

κ
−b+σ)2− 4d2(b−ρ)(b−ρ−1)

v

2(b−σ)
, dr < kc and σ ≤ ρ.

(3.62)
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4. A General Construction for PMDS Codes

In this chapter, we first propose an explicit PMDS code construction for all pa-

rameters using concatenation of Gabidulun and MDS codes, a technique originally

proposed in [9] for constructing optimal locally repairable codes. The general PMDS

construction along with examples are detailed in Section 4.1. Then, to lower the

field size requirement of this approach, we develop rate suboptimal PMDS construc-

tions using combinatorial designs in Section 4.2. In particular, we will refer to the

PMDS definition given above as rate-optimal PMDS, where the corresponding rate is

R∗ = r(n−m)−s
rn

, and compare this optimal rate with those of suboptimal rate codes.

4.1. A general construction for PMDS codes

Recently, a concatenation of MRD and MDS array codes are utilized for coding in

distributed storage systems. This approach is used for constructing locally repairable

codes in [9], locally repairable codes with minimum bandwidth node repairs in [56],

thwarting adversarial errors in [58], and secure cooperative regenerating codes in [59].

We utilize the same concatenation approach here to construct PMDS codes. We note

that maximally recoverable codes in [18] are constructed using parity-check matrices

and they also utilize the linearized polynomial property.

Construction VII. [An (m; s) PMDS code over an array of (r, n) symbols (r rows

and n columns)] Set K = r(n−m)− s, and consider data symbols {u0, · · · , uK−1}.

• Use [N = K + s,K,D = s + 1] Gabidulin code to encode {u0, · · · , uK−1} to

length-N codeword (x1, · · · , xN). That is,

(x1, · · · , xN) = (f(g1), · · · , f(gN)),

where the linearized polynomial f(g) = u0g
[0] + · · · + uK−1g

[K−1] is evaluated

with N linearly independent, over Fq, generator elements {g1, · · · , gN} each in
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FqM ; and its coefficients are selected by the length-K input vector. We represent

this operation by writing x = uGMRD.

• Split resulting N = K + s = r(n −m) symbols {x1, · · · , xN} into r rows each

with n-m symbols. We represent this operation by double indexing the code-

word symbols, i.e., xi,j is the symbol at row i and column j for i = 1, · · · , r,
j = 1, · · · , n −m. We also denote the resulting sets with the vector notation,

xi,1:n−m = (xi,1, xi,2, · · · , xi,n−m) for row i.

• Use an [n, k = n − m, d = m + 1] MDS array code for each row to construct

additional parities. Representing the output symbols as yi,1:n we have

yi,1:n = xi,1:n−mGMDS

for each row i, where GMDS is the encoding matrix of the MDS code over Fq.

For instance, if a systematic code is used, xi,1:n−m is encoded into the vector

yi,1:n = (xi,1, · · · , xi,n−m, pi,1, · · · , pi,m) for each row i = 1, · · · , r.

To summarize, we have

y =


y1,1:n

y2,1:n
...

yr,1:n

 =


GMDS

GMDS

. . .

GMDS



=


x1,1:n−mGMDS

x2,1:n−mGMDS
...

xr,1:n−mGMDS


(4.1)

The resulting codeword symbols are represented in the following symbol matrix

representation:
y1,1 y1,2 · · · y1,n

y2,1 y2,2 · · · y2,n
...

...
...

...
yr,1 yr,2 · · · yr,n

(4.2)



81

For the case of a systematic MDS code, we have

x1,1 x1,2 · · · x1,n−m p1,1 · · · p1,m

x2,1 x2,2 · · · x2,n−m p2,1 · · · p2,m
...

...
...

...
...

...
...

xr,1 xr,2 · · · xr,n−m pr,1 · · · pr,m

(4.3)

Proposition 49. The symbol matrix resulting from Construction VII has a total of

rn symbols that are placed in r rows and n columns. Now, consider that we have m

erasures per row, and an additional s erasures over the remaining symbols (referred

to as (m; s) erasure pattern). The remaining symbols are sufficient to decode the

data symbols u0, · · · , uK−1, from which the erasures in (m; s) erasure pattern can be

recovered by re-encoding the data.

Example 50. Consider construction of (m = 1; s = 1) PMDS over an array of

r = 2, n = 3 symbols. Here, one can readily use the trivial parity (i.e., sum of

codewords) at each row as an underlying MDS array code. We obtain the codeword

(x1,1, x1,2, p1,1 = x1,1 + x1,2, x2,1, x2,2, p2,1 = x2,1 + x2,2). That is, we have

x1 x2 x1 + x2

x3 x4 x3 + x4
(4.4)

At this point, this symbol matrix can have m=1 erasure in each row and additional

m = 1 erasure in the remaining symbols. For instance, one may have

x1 ∗ ∗
∗ x4 x3 + x4

(4.5)

This resulting symbol array (x1, x4, x3 + x4) forms a set of linearly independent eval-

uation points of the underlying linearized polynomial for the [N = 4, K = 3, D = 2]

Gabidulin code. By polynomial interpolation, one can then solve for the data coef-

ficients u0, u1, u2, re-encode this into codewords and construct back the full symbol

matrix.

Example 51. Consider construction of (m = 2; s = 3) PMDS over an array of

r = 3, n = 5 symbols. Here, we use [N = 9, K = 6, D = 4] Gabidulin code together
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with an [n = 5, k = 3, d = 3] MDS code. We obtain, e.g., the following symbols, for

the case of systematic MDS code.

x1,1 x1,2 x1,3 p1,1 p1,2

x2,1 x2,2 x2,3 p2,1 p2,2

x3,1 x3,2 x3,3 p3,1 p3,2

(4.6)

This array can have m = 2 erasures in each row and additional s = 3 erasures.

For instance, consider the erasures below.

x1,1 x1,2 x1,3 ∗ ∗
∗ ∗ ∗ p2,1 p2,2

∗ ∗ ∗ ∗ p3,2

(4.7)

This resulting symbol array (x1,1, x1,2, x1,3, p2,1, p2,2, p3,2) forms a set of linearly inde-

pendent evaluation points of the underlying linearized polynomial for the [N = 9, K =

6, D = 4] Gabidulin code. By polynomial interpolation, one can then solve for the

data coefficients u0, · · · , u5, re-encode this into codewords and construct back the full

symbol matrix.

Proof of Proposition 49. We first provide a lemma, which is a summary of the

observations given in [9] for the scenario considered here. (In particular, we have

scalar symbols here.)

Lemma 52. Consider the code given in Construction VII, where the Gabidulin code-

word x = [x1, · · · , xN ] = [f(g1), · · · , f(gN)] in FNqM is partitioned into symbol vectors

xi,1:n−m = (xi,1, · · · , xi,n−m) for row i = 1, · · · , r, and each is encoded into symbols

yi,1:n through GMDS. Consider a set S which is the union of li symbols from row

i (symbols in yi,1:n). Then, the symbols in S correspond to the evaluations of the

underlying linearized polynomial f(·) at
r∑
i=1

min{li, k} linearly independent (over Fq)

points from Fqm.

The proof of this lemma is provided in Appendix C. We utilize this Lemma in

the following.
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Corollary 53. Consider the code given in Construction VII and an erasure pattern

which leaves li number of remaining symbols in row i in the symbol matrix. In such

a scenario, if
r∑
i=1

min{li, k} ≥ K, then, the erasure pattern can be recovered from

the remaining symbols. In particular, the remaining symbols result in
r∑
i=1

min{li, k}
linearly independent evaluation points for the underlying polynomial (see Lemma 52).

And, when this number is greater than or equal to K, the data symbols u0, · · · , uK−1

can be decoded via polynomial interpolation, from which the pre-erasure situation of

the array can be recovered by re-encoding the symbols.

For a given (m; s) erasure scenario over an array of (r, n) symbols (r rows and n

columns), we have m erasures in each row and additional si erasures per row, resulting

in a total of rm+
r∑
i=1

si = rm+s erasures. In Construction VII, after erasingm symbols

from each row, we are left with n − m symbols in r rows. Now, having si number

of additional erasures in each row will result in having li = n − m − si number

of symbols at row i. Therefore, as the underlying MDS code has a dimension of

k = n−m, the number of linearly independent evaluations at hand is
r∑
i=1

min{li, k} =

r∑
i=1

li = r(n−m)−
r∑
i=1

si = r(n−m)− s = K. Therefore, any (m; s) erasure pattern

can be recovered with Construction VII.

Remark 54. The construction above is same as the one in [9]. We remark that this

construction, in addition to being an LRC, which provides row-wise MDS property of

PMDS codes, has a maximum erasure tolerance property that matches to the (m; s)

erasure pattern recovery property of PMDS codes. This, together with rate optimality

of the construction, provides a general construction for optimal PMDS codes for all

parameters.

We note that the construction above allows for construction of PMDS for any m

and s, but with a field size of qr(n−m) (M ≥ N = r(n − m) from Gabidulin Codes

and Construction VII), where q ≥ n due to [n, k = n − m] MDS codes. On the
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other hand, the existing PMDS codes work for limited range of m or s (with lower

field sizes). Next, we relax the optimal rate requirement in PMDS codes and provide

constructions with lower field sizes.

4.2. Rate suboptimal PMDS codes through combinatorial designs

We first provide an example. Assume a data D = u of size 9 contains 3 sub-data

(Di = [ui,1:3]) each of size 3, i.e., u = {u1,1, u1,2, u1,3, u2,1, u2,2, u2,3, u3,1, u3,2, u3,3} .
We encode each of these sub-data with [10, 3] MDS code and represent the resulting

elements with P1 = p1,1:10 for D1, P2 = p2,1:10 for D2, and P3 = p3,1:10 for D3. We

have [
ui,1:3

]  1 1 . . . 1
αi,1 αi,2 . . . αi,10

α2
i,1 α2

i,2 . . . α2
i,10

 =
[
pi,1:10

]
. (4.8)

These elements are grouped in a specific way placed into array as represented in

Fig. 4.1 where each codeword symbol contains two elements each coming from two

of the different sets P1,P2,P3. Thus, each row now can be taken as [5, 3] MDS code.

Here, we can think of the generator matrix G of overall code C as consisting of 15

thick columns each of size 2 thin columns (corresponding to 2 different sub-data).

Note that, the code can tolerate erasure of any m = 2 symbols per row plus any s = 3

symbols hence allowing recovery from PMDS erasure pattern since the remaining 12

elements (6 symbols) have at least 3 elements (3 thin columns) per sub-data from

which each of the sub-data can be recovered and so is the original array. The general

construction using a projective plane of order p is as follows.

Construction VIII. Assume we have a data D of size r(n − m), and consider a

projective plane of order p with PMDS parameters satisfying (n − m)p = s and

r = p2 + p+ 1. First, partition D into r = p2 + p+ 1 sub-data, where p = s
n−m . Then,

encode each sub-data using [n(p+ 1), n−m] MDS code and distribute the resulting

n(p + 1) elements for each sub-data evenly to p + 1 different rows (according to the

underlying projective plane).
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p1,1 p1,2 p1,3 p1,4 p1,5

p1,6 p1,7 p1,8 p1,9 p1,10

p2,1 p2,2 p2,3 p2,4 p2,5

p2,6 p2,7 p2,8 p2,9 p2,10

p3,1 p3,2 p3,3 p3,4 p3,5

p3,6 p3,7 p3,8 p3,9 p3,10

1

2

3

c1 c2 c3 c4

c15

c6 c7 c8 c9 c10

c11 c12 c13 c14

c5

Figure 4.1: MDS codewords corresponding to each sub-data are placed as symbols of
the code according to the underlying projective plane.

As a result of this construction, symbols in each row stores elements from p + 1

distinct sub-data, hence a row can be considered as an [n, n − m] MDS code since

puncturing np coordinates from [n(p+1), n−m] MDS code results in [n, n−m] MDS

code. We now show that erasure of any m symbols per row plus any s symbols can

be tolerated.

Proof. Consider the generator matrix G which has r sub-block-matrix (correspond-

ing to the rows), each having n thick columns (corresponding to symbols in each

row). Each of these thick columns also have p + 1 thin columns. Erasure of any m

nodes per row is same as puncturing any m thick columns from each of the r sub-

block-matrix. In addition, any s erasures corresponds to puncturing any additional

s thick columns. Puncturing any m thick columns from each of the r sub-block-

matrix has the same effect on each sub-data. However, the additional s erasures may

have different effect on different sub-data depending on the erasure pattern. Since

any two blocks in the projective plane has only one common point, any s ≥ 2 thick

columns contains at least one common sub-data. Considering the worst case of hav-

ing all s punctured thick columns containing one common sub-data, the remaining

thick columns contain at least n(p + 1) − m(p + 1) − s thin columns for each of

the sub-data. Since we have p = s
n−m in the code construction, we have at least

n(p+1)−m(p+1)−p(n−m) = n−m thin columns for each of the sub-data. There-

fore, using these n−m thin columns, each of the sub-data can be decoded using the
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Figure 4.2: Rate ratio of Construction VIII for various projective plane orders.

underlying MDS code and the original array can be reconstructed.

Although this construction requires lower field size, q ≥ n(p + 1), it is not rate

optimal. The original data is of size r(n−m) and storage cost is rn(p + 1) yielding

rate as R(V II) = n−m
n(p+1)

and we have R(V II)

R∗
= p2+p+1

(p+1)(p2+1)
. For different values of p, we

evaluate this ratio in Fig. 4.2. Note that for p = 6, there is no projective plane known.

As the projective plane order increases, the rate ratio decreases and the required field

size increases. One observation is that with projective plane construction, the system

may tolerate even more than any s additional erasures (since construction is designed

to tolerate the worst case of s). For example, using projective plane of order p = 1

for (m = 2, r = 3, n = 5) we can tolerate %100 of s ≤ 3, %64.29 of s = 4 and none of

s ≥ 5.

Construction IX. Assume we have a data D and consider an (v, κ, λ = 1)-resolvable

balanced incomplete design (RBIBD) satisfying s = (n−m)(v−κ)
κ−1

and r = v(v−1)
κ(κ−1)

. First,

partition D into v sub-data. Then, encode each sub-data using [n(v−1)
κ−1

, n−m] MDS

code and distribute the resulting n(v−1)
κ−1

elements for each sub-data according to the

underlying RBIBD.

A row in r×n array stores symbols from the same set of κ sub-data and since each

sub-data is repeated v−1
κ−1

times, each row stores n symbols for each of the κ sub-data.

In other words, each row can be represented by a block of RBIBD. PMDS codes need
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to tolerate any m erasures per row plus any s erasures. Any m erasures per row

results in erasure of m(v−1)
κ−1

for each sub-data. Furthermore, assume the worst case

that is the additional s erasures also occur involving a common sub-data, then at least

n(v−1)
κ−1

− m(v−1)
κ−1

− s symbols remain for each sub-data. Since s = (n−m)(v−κ)
κ−1

, we have

at least n −m symbols for each sub-data, which is enough to decode each sub-data

using the underlying MDS code and from which the original data can be decoded.

This code construction yields rate suboptimal PMDS as R(IX) = (n−m)(κ−1)
n(v−1)

and we

have R(IX)

R∗
= (κ−1)v

v2−v−vκ+κ2
. For example, using (9, 3, 1)-RBIBD results in R(IX)

R∗
= 1

3
.
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5. On the Maintenance of Distributed Storage Systems with Backup

Node for Repair

In this chapter, we consider a hierarchical DSS where a dedicated node (referred

to as backup node (BN)) facilitates the distributed repair process for storage nodes

(SN). These storage nodes, in turn, serve the mobile nodes (MN), which can be

considered as mobile users asking for the stored data. From MN perspective, there is

no BN and BN only plays a role in repair process of SN, where the system operated

in a hierarchical manner. Toy example of hierarchical DSS is given in Fig. 5.1. BN

can be useful in scenarios like i) one additional node may increase reliability of the

system in terms of mean time to data loss due to increased redundancy in the system

which prolongs the time it takes to reach a system state where the file is no longer

recoverable, ii) BN can be utilized in wireless caching.

Here, we first calculate an upper bound on the file size that can be stored in this

hierarchical system. Next, we characterize fundamental limits of this model using this

bound and propose optimal code constructions that we build on existing regenerating

codes [10,21,22]. Third, we analyze DSS with respect to maintenance and data access

cost under Poisson failure and request models and analyze the statistics of these cost

measures. With this analysis, we show the tradeoff between α and γ translates into

a tradeoff between maintenance and data access costs. Interestingly, we show that

minimum total cost may not be achieved at end points whereas a code operating

at intermediate points on the α − dβ tradeoff can be optimal with respect to this

total cost measure. Finally, we show that data access cost may experience very small

variance compared to maintenance cost.
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5.1. System model

5.1.1. Hierarchical DSS

In this chapter, we assume there is a hierarchical DSS in which there are three

separated set of nodes, a backup node (BN), storage nodes (SN) and mobile nodes

(MN) as shown in Fig. 5.1.

• BN stores information (of size α′) regarding file f of size M. We first consider

α′ = M for BN and later reduce this capacity. BN can serve SN such that if

failures occur within SN, they can be repaired with the help of BN (and other

SN). However, MN cannot access to BN. (This models cellular networks such

as femtocells and storage system with backup.)

• There are n SN where each one of SN stores α amount of encoded data. Re-

pairing a failed SN requires to download β amount of data from any d SN as

well as downloading β′ = τβ amount of data from BN.

• MN represents the mobile users who may ask for a file from DSS. MN asking

for a file can contact any k SN and download α from each in order to access to

the original file f .

In the following section, we analyze (α, γ = dβ + β′, α′) tradeoff when α′ ≤ M,

because storing more than the file size is unnecessary. We characterize the tradeoff for

(α, γ) for α′ =M and then show that same tradeoff can be achieved when α′ = β′α
β

.

5.1.2. User requests and node failures

5.1.2.1. User requests

MN file requests are modeled as a Poisson process with independent and identically

distributed (i.i.d.) inter-request time Tr which follows a pdf

fTr(t) = ωe−ωt, ω ≥ 0, t ≥ 0, (5.1)
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Figure 5.1: Hierarchical DSS

where ω is the expected data request rate from MN.

5.1.2.2. Node failures

Node failures within SN are also modeled as Poisson process with i.i.d. inter-failure

time Tf which follows a pdf

fTf (t) = µe−µt, µ ≥ 0, t ≥ 0, (5.2)

where µ is the expected failure rate for one of SN.

5.1.3. Communication cost

We denote the cost for one of the SN to download one symbol from other SN and

BN as ρSN
SN and ρBN

SN respectively. On the other hand, for MN to download one symbol

from SN is denoted by ρSN
MN. Also, we define ρ , ρBN

SN

ρSNSN
and it’s assumed that ρ ≥ 1,

that is for SN, the cost of downloading from SN is at most same as downloading from

BN. (Downloading from BN is more costly.)

5.1.4. Data access and maintenance

5.1.4.1. Data access

Consider a code C, which maps M symbols (over Fq) in f to length n codewords

(nodes) c = (c1, . . . , cn) with ci ∈ Fαq for i = 1, . . . , n. These codewords are distributed

to n SN. We have the following data access property for MN.
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Definition 55 (Data Access Property). The file f , which consist of M elements

in Fq, is encoded to n codeword symbols (each in Fαq ) such that f can be decoded by

accessing any k of them.

5.1.4.2. Maintenance process

If one of the SN fails, it’s required to regenerate the stored data that is lost due to

failure so that the file is maintained with the same tolerance as before. Throughout

this chapter, scheduled maintenance is assumed, where the repairs are performed

periodically where each repair epoch is ∆ seconds. In other words, the time between

two consecutive maintenance processes is denoted with ∆ ≥ 0 and ∆ = 0 case is

referred to as instantaneous repair, which is often the case for classical regenerating

codes discussed in the introduction. We have the following maintenance process

definition.

Definition 56 (Maintenance Process). After ∆ amount of time, any failed node can

be reconstructed by downloading β symbols from any d SN and β′ symbols from BN.

If there are at most d− 1 SN available after ∆, then repairs are performed using BN

only and downloading α symbols, if BN stores the entire file.

As a result of maintenance process described above, each failed node is recon-

structed by using both SN and BN communication and downloading dβ + β′ amount

of data, only if there are d or more SN are available at the time of repair. Other-

wise, each repair is performed using BN only, in which a regenerated node downloads

α amount of data directly from BN. Henceforth, cost of repair of a node is either

ρSN
SNdβ + ρBN

SNβ
′ or ρBN

SNα, depending on the number of available (live) storage nodes in

the network at the end of each epoch.

Remark 57. We note that for ∆ 6= 0, there exists a positive probability that the sys-

tem will have less than k (or even 0) number of alive SN at the end of a maintenance
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epoch (∆ seconds). Therefore, for ∆ 6= 0, DSS may experience data loss if α′ <M
as SN may not be reconstructed from BN and remaining (live) SN.

5.2. File size bounds

In this section, we perform an analysis to obtain file size bounds for hierarchical

DSS. In order to keep storage system functional, n SN (each storing α) needs to be

maintained. If a node fails, a newcomer node needs to be regenerated. The newcomer

node downloads β symbols from any d SN as well as β′ = τβ from BN as mentioned

in the previous section. The resulting repair bandwidth is γ = dβ + β′ (symbols). In

the following, we perform an analysis to find the upper bound on the file size that

can be stored in hierarchical DSS.

Theorem 58. We can bound the file size that can be stored in hierarchical DSS as

M≤
k−1∑
i=0

min {α, (d− i)β + β′} . (5.3)

Proof. Consider MN connecting k nodes (denoted by an ordered set O where O ,

{1, 2, . . . , k}). Data stored at each node in O is denoted by Xi and downloaded data

to this node is denoted by Ri. Due to the data reconstruction property, we have

H(f |XO) = 0. Accordingly, we have

M = H(f) = H(f)−H(f |XO) = I(f ;XO) ≤ H(XO).

At this point, we can analyze the bound on the term H(XO) in order to obtain file

size bound on M. Denote by O(i) the ith node in the ordered. We can calculate the

entropy as

H(XO) =
k−1∑
i=0

H(XO(i)|XO(1), . . . ,XO(i−1))

≤
k−1∑
i=0

min {α, (d− i)β + β′} ,
(5.4)

which concludes the proof.
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Corollary 59. Corresponding MSR and MBR bounds can be found as follows.

αH
MSR =

M
k
, γHMSR ≥

M(d+ τ)

k(d− k + 1 + τ)
(5.5)

αH
MBR = γHMBR ≥

2M(d+ τ)

k(2d− k + 1 + 2τ)
(5.6)

where superscript H is used to denote the hierarchical DSS.

Proof. For MSR bound, we set α = M
k

in (5.3) and obtain that (d − i)β + β′ ≥
α, ∀i ∈ [0, k − 1]. Next, observing that β′ = τβ, minimum γ occurs at γH

MSR ≥
M(d+τ)

k(d−k+1+τ)
since β is bounded by M

k(d−k+1+τ)
. MBR bound on the other hand follows

M≤∑k−1
i=0 (d− i)β + β′ since α = dβ + β′ is the minimum bandwidth. Therefore, β

is bounded by 2M
k(2d−k+1+2τ)

and γH
MBR = αH

MBR ≥ dβ + β′ = (d+ τ)β.

5.3. Optimal code constructions

We utilize the existing regenerating codes to obtain optimal codes for hierarchical

DSS.

Construction X: Consider a file f of size M.

• Encode f using an [n, k, d̃ = d+ τ ] MSR/MBR regenerating code.

• Store n encoded symbols in n of SN, where each SN gets one of the symbols.

Store the whole file in BN.

Call the output of above construction, CH(MSR/MBR).

Corollary 60. Let CH(MSR/MBR) the code obtained from Construction X. CH(MSR/MBR)

is optimal with respect to Corollary 59 for α′ =M.

Proof. First, assume [n, k, d̃ = d + τ ] MSR code is used to encode file f . Then, the

resulting α and β for underlying regenerating code is

(αMSR, βMSR) =
(M
k
,

M
k(d̃− k + 1)

)
.
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During the repair process, a newcomer then downloads Md
k(d̃−k+1)

from SN. Additionally,

it downloads τβ = Mτ
k(d̃−k+1)

from BN. Since BN stores the whole file, it can compute

τβ from it’s data. Hence, in total, the repair bandwidth is dβ + τβ = M(d+τ)

k(d̃−k+1)
=

M(d+τ)
k(d−k+1+τ)

. Therefore, we can achieve (αH
MSR, γ

H
MSR) in Corollary 59.

On the other hand, consider [n, k, d̃ = d + τ ] MBR code is used to encode file f .

Then, the resulting α and β for underlying regenerating code is

(αMBR, βMBR) =
( 2Md̃

k(2d̃− k + 1)
,

2M
k(2d̃− k + 1)

)
.

A newcomer downloads 2Md
k(2d̃−k+1)

from the SN as well as it downloads τβ = 2Mτ
k(2d̃−k+1)

from BN. BN can compute τβ since it stores the whole file. Therefore, total re-

pair bandwidth is dβ + τβ = 2M(d+τ)

k(2d̃−k+1)
= 2M(d+τ)

k(2d−k+1+2τ)
. Hence, (αH

MBR, γ
H
MBR) that is

computed in Corollary 59 can be achieved using regular MBR codes.

Remark 61. If τ < k, instead of storing whole file of sizeM in BN, we can improve

the rate of the code by storing only τα amount of data in BN. Formally, instead of

encoding f with [n, k, d̃ = d+ τ ] regenerating code, we can use [ñ = n+ τ, k, d̃ = d+ τ ]

regenerating code. Here, any n out of ñ encoded symbols are distributed to n SN and

the remaining τ symbols are stored as a super-node in BN. The resulting code is still

optimal and achieves MSR and MBR bounds that are found in Corollary 59. For the

same k and d̃, both codes have the same α and the first construction stores total of

M + nα amount of data whereas the modified construction stores ñα = (n + τ)α.

Since τ < k, τα <M and rate is improved.

Proof. Proof is similar to proof of Corollary 60. Instead of computing τβ from the

whole file, BN sends β amount of data from each of τ nodes it stores.

Remark 62. In terms of error correction capabilities, if τ ≥ k, the system is able to

recover from any number of node failures within MN since the BN stores the whole

file. However, for the case of τ < k, since BN stores the data which corresponds to
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τ nodes of regenerating codes, the error correction capability of the system is same as

[ñ = n+ τ, k, d̃ = d+ τ ] regenerating code, that is up to any n−d node failures within

MN can be tolerated.

5.4. Maintenance and data access costs

As discussed earlier, costs of downloading from BN, SN and MN may differ. In this

section, maintenance and data access costs are discussed under the Poisson models

introduced earlier for scheduled maintenance ∆ and α′ = M. We denote by b
(n,p)
i

PMF of binomial distribution with parameters n and p,

b
(n,p)
i ,

(
n

i

)
pi(1− p)n−i. (5.7)

5.4.1. Maintenance cost

Under maintenance process discussed earlier, repairs are performed using either

both SN and BN (when there are at least d nodes remain in the network) or BN

(number of surviving nodes is less than d) only. Accordingly, we can denote the

number of nodes that are repaired using BN only and both SN and BN as mBN
r and

mSN
r respectively. Denoting the random variable for normalized repair cost per time

by Cr, we have the following,

E[Cr] =
ρBN

SNγBNm
BN
r + ρSN

SNγSNm
SN
r + ρBN

SNγ
SN
BNm

SN
r

M∆
,

where we denote the amount of downloads during a node repair from BN only as γBN

(when there are at most d − 1 surviving nodes), from SN as γSN and from BN γSN
BN

respectively (when there are at least d surviving nodes).

Theorem 63. For a DSS considered in previous section with departure rate µ and

repair interval ∆, the average repair cost is given by,

E[Cr] =
ρSNSN
M∆

(
ρα

d−1∑
i=0

(n− i)b(n,p)
i + β(d+ ρτ)

n∑
i=d

(n− i)b(n,p)
i

)
(5.8)



96

Proof. Probability that a node has not failed the network during ∆ is p = Pr(Tf >

∆) = e−µ∆. Hence, probability that i storage nodes are available for repair is b
(n,p)
i .

For any i, n− i nodes need to be repaired using both SN and BN or BN only. To do

BN only repairs, there should be less than d nodes, hence mBN
r =

∑d−1
i=0 (n − i)b(n,p)

i .

Similarly, we have mSN
r =

∑n
i=d(n − i)b

(n,p)
i since SN repairs requires at least d live

nodes.

5.4.2. Data access cost

Denote by pSN the probability that a request for a file is served utilizing SN (in

which kα is downloaded from k live nodes). Then, we have Cd as the random variable

for data access cost (normalized with file size) and its expected value as

E[Cd] =
ω

MρSN
MNkαpSN.

Theorem 64. For a DSS considered in previous section with failure rate µ, request

rate ω and repair interval ∆, pSN is given by,

pSN =
1

∆

n∑
i=k

1− pi
µi

n∏
j=k
j 6=i

j

j − i , (5.9)

where µi = iµ and pi = e−µi∆.

Proof. See the proof of Theorem 2 in [54].

Remark 65. If there are less than k SN available at the time of file request, DSS

would not be able to serve the MN, which happens with probability 1− pSN. Since MN

access is assumed to be restricted to SN, the only solution is to wait for repairs of SN

to be over.

5.4.3. Variance analysis of costs

In addition to the expected values of costs, second order statistics can also play a

major role in practice.
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Theorem 66. Variance of maintenance cost is given by

Var(Cr) =
1

M2∆2

(
(ρBN

SN )2γ2
BNΣ0,d−1 + (ρSNSNγSN + ρBN

SNγ
SN
BN)2Σd,n

− 2ρBN
SNγBN(ρSNSNγSN + ρBN

SNγ
SN
BN)Σd,n

0,d−1

) (5.10)

where Σk,j =
∑j

i=k(n−i)2b
(n,p)
i −(

∑j
i=k(n−i)b

(n,p)
i )2 and Σu,v

k,j =
∑j

i=k(n−i)b
(n,p)
i

∑v
i=u(n−

i)b
(n,p)
i .

Proof. Proof is provided in Appendix D.

Theorem 67. Variance of data access cost is given by

Var(Cd) =
ω2(ρSNMN)2k2α2(pSN − p2

SN)

M2
. (5.11)

Proof. Proof is provided in Appendix E.

5.5. Numerical results

In Fig. 5.2, we analyze our findings under a scenario where ρSN
SN = ρSN

MN and ρBN
SN = 5.

First, in Fig. 5.2(a), we show the tradeoff between α and γ (tradeoff for the per-node

storage (bytes) and repair bandwidth (bytes)) as τ changes, where two ends of the

tradeoff curves are respective MSR and MBR points. As it can be observed, as τ

increases, γ reduces for a constant α. The tradeoff between α and γ results in a

tradeoff between Cd and Cr, which is depicted on Fig. 5.2(b). Since downloading

from BN costs much more than SN, increasing τ has a negative impact on Cr.

Interestingly, for the total cost, which is defined as C = Cr + Cd, we show that

neither end-points of the tradeoff curves of Fig. 5.2(a) are optimal, instead one can

achieve a lower C with intermediate points as shown in Fig. 5.2(c). Lastly, we show

how impactful variance is in Fig. 5.2(b) by analyzing the variances on the tradeoff

curve. In this set-up, variance of Cd is very small compared to that of Cr, this is

because pSN is very close to 1.
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We also plot the our findings by changing the value of k in Fig. 5.2. For k = 6, we

show the tradeoff between α and γ in Fig. 5.2(d). In Fig. 5.2(e), it can be observed that

increasing k also increased the variance of Cd as the error bars are longer in this case

as opposed to error bars on Cd in Fig. 5.2(b). Finally, we show the tradeoff between

total cost C and Cd in Fig. 5.2(f) and in this case, the curves are not nicely separated

(as they did in Fig. 5.2(c)). Also, we do not have a specific τ value performing better

at all times as different τ values yields better performance for different Cd values.
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Figure 5.2: (a) and (d) Trade-off between α and γ, (b) and (e) tradeoff between
Cd and Cr and variance of Cr and Cd added as error bars on the curve, (c) and (f)
tradeoff between Cd and C = Cd + Cr
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6. Repair Strategies for Storage on Mobile Clouds

In this chapter, we focus on maintenance of a file over mobile storage nodes. When

a mobile device storing the file F or any fragment of F exits A, the stored data is

lost. To deal with with such losses, redundancy is introduced and different coding

schemes can be used to introduce redundancy, i.e., replication and erasure coding.

Note that, in order to maintain the file, regeneration of a failed node that stores only

part of the file and/or reconstruction of whole file can be required in certain cases.

Lastly, we’ll focus on regenerating codes and cooperative regenerating codes that is

introduced next.

During the repair process of regenerating codes, there is no coordination among

the nodes to be repaired. In [64–67], the authors consider the case where t storage

nodes are repaired simultaneously in a cooperative manner. Specifically, referring to

this set of t nodes as the newcomers, and the existing nodes storing fragments of F as

live nodes, each newcomer contacts d live nodes and downloads β symbols from each.

Moreover, newcomers cooperate and download β′ symbols from each of the remaining

t − 1 newcomers. The tradeoff between per node storage and repair bandwidth is

established similarly to [7]. Rawat et al. in [68] also consider the cooperative repair

of t nodes such that only one node among t nodes downloads data from live nodes.

A

+
F

fragments

repair

Figure 6.1: File maintenance in a mobile cloud storage system.
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After downloading the necessary information at the leader node, the remaining t− 1

nodes are cooperatively repaired. Two points corresponding to minimum storage and

minimum bandwidth regeneration are characterized.

6.1. System model

6.1.1. Network model

We consider a distributed storage system (DSS) consisting of mobile storage nodes

that enter and exit a geographically-limited area A. When a node departs from A, its

data is lost. The nodes that store file fragments within areaA are said to be live nodes.

New nodes that are used to store repaired fragments are said to be newcomer nodes or

newcomers. We assume that there are always sufficient newcomers to perform repairs.

Moreover, as we are interested in the system performance due to network dynamics,

we do not consider data loss due to hardware failures. Such failures occurs orders

of magnitude less frequently than node departures. Following the network dynamics

model of prior works [51,69], we model the time Xi spent by each node within A as an

exponentially distributed random variable with parameter λ (i.e., Xi ∼ Exp(λ), ∀i).
Random variables {Xi} are assumed independent and identically distributed.

The repair time is modeled by an exponentially distributed random variable with

parameter µ. For ease of analysis, we assume that µ is independent of the number of

fragments that need to be repaired. This model corresponds to independent repairs

that proceed in parallel at different nodes once the repair process is initiated and

it corresponds to the distributed nature of the mobile cloud DSS. Finally, we define

ρ = λ
µ

as the ratio of the departure-to-repair rate.

6.1.2. File repair model

In our model, the system continuously monitors the redundancy level and initiates

a repair when τ live nodes remain withinA. The determination of τ , the type of repair
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(regeneration, reconstruction, or both) and the communication model for fragment

retrieval (centralized or distributed) form a file maintenance strategy. We note that

the practical implementation details of the redundancy monitoring mechanism and of

the communication protocols for retrieving various fragments are beyond the scope

of the present work. We focus on the theoretical aspects of the maintenance process.

Since repairs are initiated only when the number of remaining nodes reaches threshold

τ , a repair strategy can be viewed as an i.i.d. system recovery process occurring every

∆ seconds, where ∆ is a random variable denoting the time elapsed between two

instances of a fully repaired system. For this recovery process, we define the following

costs.

Definition 68 (Repair cost c(τ)). The number of bits c(τ) that must be downloaded

from the τ remaining nodes to restore n fragments in A, when n − τ nodes have

departed A.

Definition 69 (Average repair cost per unit of time r(τ)). The average cost per

unit of time for maintaining n fragments in C, defined as c(τ) over the average time

between two instances of a fully repaired system, i.e., E[∆], with n fragments (r(τ) is

measured in bits per unit of time).

We determine the optimal file maintenance strategy for different node departure

rates, code parameters, and communication models for fragment retrieval.

6.2. File maintenance strategies

Let τ denote the number of nodes remaining within A after the departure of n−τ
nodes. We focus on determining the optimal repair threshold τ ∗, which minimizes the

average repair cost per unit of time. We first compare the distributed repair strategy

with centralized repair strategy.
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Figure 6.2: (a) Distributed repair: nodes independently regenerate a lost fragment by
obtaining symbols from other nodes, (b) centralized repair: a leader node reconstructs
F and distributes lost fragments to new nodes.

6.2.1. Distributed repair

In distributed repair, newcomers recover lost fragments by independently down-

loading relevant symbols from other nodes. The repair process is initiated when τ live

nodes remain within A, where k ≤ τ < n− 1 (when τ < k, the data is irrecoverably

lost). If τ ≥ d, fragment recovery can be performed through regeneration. Each

of the n − τ newcomers downloads β symbols from d live nodes and independently

regenerates a lost fragment. Fig. 6.2(a) demonstrates the distributed repair process

for a file F stored with a (n = 4, k = 2, d = 3, α = 2, β = 1) regenerating code.

One fragment of F is lost because node s9 departed from A. The lost fragment is

regenerated at s1 by independently downloading β = 1 symbol from three nodes. The

total repair bandwidth is equal to 3 symbols.

If τ < d, regeneration cannot be directly applied. To reduce the repair cost, we

consider a hybrid scheme consisting of regeneration and reconstruction. First, d− τ
nodes are repaired by downloading α symbols from k live nodes and reconstructing F .

When d fragments become available, regeneration is applied to repair the remaining

n− d newcomers. Accordingly, the repair cost is expressed by:

cD(τ) =

{
kα(d− τ) + γ(n− d), if τ < d

γ(n− τ), if τ ≥ d.
(6.1)
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The subscript D in cD(τ) is used to denote the cost of distributed repair and γ

denotes the regeneration cost of a single fragment which depends on the underlying

regeneration code (see (2.1) and (2.2) for MSR and MBR codes, respectively). From

(6.1), it is evident that cD(τ) monotonically decreases with τ. Moreover, the rate

of cost change (with respect to τ) is higher when τ < d. To determine the optimal

threshold τ ∗, we are interested in minimizing rD(τ), which captures the repair cost

for maintaining n fragments per unit of time.

To calculate rD(τ), we use the continuous-time Markov chain (CTMC) model

shown in Fig. 6.3. This model captures the periodic repair process when node de-

partures occur independently, the time spent by each node in A is exponentially

distributed with parameter λ, and the system recovery process is exponentially dis-

tributed with parameter µ.

n -1n d. . .

nλ (n - 1)λ (d+1)λ

τ

(τ+1)λ

. . .
µ

Figure 6.3: Markov chain for a threshold-based file maintenance.

The CTMC consists of n− τ + 1 states representing the number of fragments that

remain within A after each node departure, until a repair at state τ is initiated. Note

that we have omitted states after τ in the CTMC model, because we are interested

in optimizing the periodic cost of repairing the DSS at threshold τ . Moreover, the

transition probability to state τ − 1 is negligible for most realistic scenarios in which

µ� τλ. For cases when µ 6� τλ, we compute the mean time it takes to depart from

the optimal repair strategy of repairing at state τ and interpret this event as a form

of system error which leads to data loss (see Section 6.3.3).

For the CTMC in Fig 6.3, the departure rate from a state i equals the node

departure rate λ, times the number of nodes which store fragments at state i. When
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the repair process is initiated, the system transitions from state τ to state n because

all fragment repairs nodes proceed in parallel. For the CTMC, we define the expected

average cost rD(τ) per unit of time as

rD(τ) =
cD(τ)

E[∆]
, (6.2)

where E[∆] is the average time between two transitions through the nth state in the

periodic repair process1. For ∆,

∆ = Tn + Tn−1 + · · ·+ Tτ+1 + Tτ , (6.3)

where Ti denotes the time that the system stays at state i (inter-departure time) and

Tτ is the expected time for completing repairs so that n− τ fragments are recovered

(return to state n). The random variables Ti are independent and exponentially

distributed with parameter iλ, whereas Tτ is exponentially distributed with parameter

µ. In particular, E[Ti] = 1
iλ

and E[Tτ ] = 1
µ
. Therefore, E[∆] is the sum expectation

of independent exponential random variables.

E[∆] =
n∑

i=τ+1

1

iλ
+

1

µ
=
Hn,τ

λ
+

1

µ
, (6.4)

where Hn,τ =
∑n

i=τ+1
1
i
. Combining (6.2) and (6.4), we obtain the average repair cost

per unit of time as follows.

rD(τ) =
cD(τ)

E[∆]
=

{
λµ(kα(d−τ)+γ(n−d))

µHn,τ+λ
, if τ < d

λµ(γ(n−τ))
µHn,τ+λ

, if τ ≥ d.
(6.5)

We use (6.5) to determine the optimal threshold τ ∗ which minimizes rD(τ). This

is given by Propositions 1 and 2.

Proposition 70. For regeneration (d ≤ τ ≤ n − 1), the optimal repair threshold τ ∗

is given by

τ ∗ =

{
d, ρ ≤ Hn−1,d

n−d−1
− 1

n

n− 1, otherwise.
(6.6)

1The alternative definition of rD(τ) = E
[
cD(τ)

∆

]
is not useful because the expectation is infinite.

This is due to the infinitesimally small values that can be obtained by ∆, whereas cD(τ) remains
lower bounded.
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Proof. Proof is provided in Appendix F.

Proposition 70 determines the ρ regime for which repairs at τ = d, an instance of

lazy repair, is more efficient than initiating repairs at τ = n− 1, referred to as eager

repair. In the following Lemma, we show that there is always a positive ρ for which

lazy repair is more efficient that eager repair.

Lemma 71. There is always some ρ > 0 for which lazy repair (τ ∗ = d) is more

efficient than eager repair (τ = n − 1), independent of the code parameters used for

regeneration.

Proof. Proof is provided in Appendix I.

We now examine if there is a ρ regime for which the hybrid scheme, i.e., recon-

struction plus regeneration results in a lower expected cost per unit of time compared

to regeneration only. This rate regime is given by the following proposition.

Proposition 72. For regeneration plus reconstruction (k ≤ τ ≤ d), the optimal

repair threshold τ ∗ is given by

τ ∗ =

{
k, ρ ≤ γ(n−d)Hd,k

kα(d−k)
−Hn,d

d, otherwise.
(6.7)

Proof. Proof is provided in Appendix K.

Similar to Lemma 71, we investigate if the highest departure-to-repair rate for

which reconstruction at k is more efficient than regeneration is always positive inde-

pendent of the code parameters. Unlike the case of Lemma 71, we show that for a

certain relationship between n, k, γ, and α, regeneration is strictly more efficient than

regeneration plus reconstruction, independent of ρ. For any other code parameters,

the most efficient strategy depends on ρ.

Lemma 73. For any departure-to-repair ratio ρ, regeneration is strictly more efficient

than regeneration plus reconstruction for codes satisfying nγ < k2α.
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Table 6.1: Cost comparison of distributed repair at different thresholds.

Distributed Repair

Regeneration
Regeneration

+
Reconstruction

Code rD(n− 1) rD(d) rD(k)

MSR nMdλµ
k(d−k+1)(µ+nλ)

M(n−d)dλµ
k(d−k+1)(λ+µHn,d)

M[k(d−k+1)(d−k)+d(n−d)]λµ
k(d−k+1)(λ+µHn,k)

MBR 2nMdλµ
k(2d−k+1)(µ+nλ)

2M(n−d)dλµ
k(2d−k+1)(λ+Hn,d)

2Md(n+kd−k2−d)λµ
k(2d−k+1)(λ+Hn,k)

Table 6.2: Cost comparison of centralized repair at different thresholds.

Centralized Repair
Reconstruction

Code rC(n− 1) rC(k)

MSR nMλµ
µ+nλ

(n−1)Mλµ
k(λ+µHn,k)

MBR 2nMdλµ
(2d−k+1)(µ+nλ)

2(n−1)Mdλµ
k(2d−k+1)(λ+µHn,k)

Proof. Proof is provided in Appendix L.

We further explore the condition in Lemma 73 for MSR and MBR codes. For

MSR codes, we obtain that dn < k2(d− k + 1) by substituting the operation points

of MSR from (2.1). Similarly, for MBR codes, we obtain that n < k2 by substituting

the operation points of MBR from (2.2). Note that Lemma 73 does not enumerate

all possible codes for which regeneration is strictly more efficient than regeneration

plus reconstruction for any λ. This is because we have used bounds on the harmonic

function to derive the analytic formulas. Numerical bounds could provide a more

accurate range of code parameters for which Lemma 73 is true.

6.2.2. Centralized repair

In the centralized strategy, repairs are performed by a leader node in two stages.

In the first stage, the leader newcomer node downloads α symbols from k live nodes

and reconstructs F . In the second stage, the leader node transmits α bits to each of

the remaining (n− τ − 1) newcomers to restore the remaining (n− τ − 1) fragments.



108

Fig. 6.2(b) shows an example of centralized repair for a (n = 4, k = 2, d = 3, α =

2, β = 1) regenerating code. Nodes s2 and s9 have departed from area A, leading

to the loss of their respective fragments. Node s5, who acts as a leader, downloads

α = 2 symbols from k = 2 other nodes to reconstruct F . It then distributes α = 2

symbols to s1 and s7 to restore the system reliability. The repair cost of centralized

repair is given by:

cC(τ) = α (k + n− τ − 1) . (6.8)

In (6.8), the subscript C in cC(τ) is used to denote the cost of centralized repair. The

node departure process does not vary with the repair strategy. Therefore, the same

CTMC model shown in Fig. 6.3 applies for the centralized repair. According to (6.2),

the average repair cost rC(τ) is given by:

rC(τ) =
cC(τ)

E[∆]
=
λµα(k + n− τ − 1)

µHn,τ + λ
. (6.9)

The optimal threshold τ ∗ which minimizes r(τ) is obtained in Proposition 74.

Proposition 74. The optimal repair threshold τ ∗ which minimizes r(τ) for centralized

repair is given by

τ ∗ =

{
k, ρ ≤ kHn−1,k

n−k−1
− 1

n

n− 1, otherwise
(6.10)

Proof. Proof is provided in Appendix M.

Using Proposition 74, we can determine the optimal repair strategy for any ρ,

when centralized repair is employed. We note that according to Lemma 71, the value

kHn−1,k

(n−k−1)
− 1

n
is strictly positive for any code parameters. Therefore, there is always

a departure-to-repair ratio for which lazy repair is more efficient than eager repair,

independent of the code used for regeneration and reconstruction.

6.3. Analysis of maintenance strategies

In this section, we characterize the ρ regime for which lazy repair is more cost-

efficient than eager repair. Moreover, we determine the optimal repair strategy (de-
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centralized vs. centralized) as a function of the code parameters, when the departure

and repair rates are fixed. To ease the reader to our analysis, we summarize the cost

of repair in Table 6.1 and 6.2.

6.3.1. Eager vs. lazy repair

According to the results of Propositions 70, 72, and 74, we classify the departure-

to-repair ratios into a low departure-to-repair rate regime (ρlow) and a high departure-

to-repair rate regime (ρhigh). The two regimes are defined by finding the lowest and

highest rates, based on the bounds stated in the three propositions.

ρlow = min
{ Hn−1,d

n− d− 1
− 1

n
,
γ(n− d)Hd,k

kα(d− k)
−Hn,d,

kHn−1,k

(n− k − 1)
− 1

n

}
. (6.11)

ρhigh = max
{ Hn−1,d

n− d− 1
− 1

n
,
γ(n− d)Hd,k

kα(d− k)
−Hn,d,

kHn−1,k

(n− k − 1)
− 1

n

}
. (6.12)

Noting that
Hn−1,d

n−d−1
− 1

n
<

kHn−1,k

(n−k−1)
− 1

n
for k < d, the two regime expressions can be

simplified to

ρlow = min
{ Hn−1,d

n− d− 1
− 1

n
,
γ(n− d)Hd,k

kα(d− k)
−Hn,d

}
. (6.13)

ρhigh = max
{γ(n− d)Hd,k

kα(d− k)
−Hn,d,

kHn−1,k

(n− k − 1)
− 1

n

}
. (6.14)

For any ρ ≤ ρlow, the repair cost per unit of time is minimized when lazy repair is

applied since that choice of ρ would be lower than the bounds found in (6.6),(6.7)

and (6.10) and the corresponding repair thresholds are the lowest possible. On the

other hand, for any ρ ≥ ρhigh, eager repair (i.e., repair at τ ∗ = n − 1) yields the

lowest r(τ). These findings hold for both distributed and centralized repair. If the

departure-to-repair rates do not lie in either of the ρ regimes, then the optimal repair

policy (eager vs. lazy) depends on the relationship of the code parameters and the

repair strategy (centralized or distributed).
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6.3.2. Centralized vs. distributed repair

We now fix the departure rate λ and repair rate µ to compare the repair cost of

centralized vs. distributed repair per unit of time, as a function of the code parame-

ters. Specifically, we determine relationships between n, k, d and the code type (MSR

vs. MBR) for which an optimal strategy can be derived. Our results are stated in

the following two propositions.

Proposition 75. For d ≤ τ ∗ ≤ n − 1, using MBR codes and distributed repair

minimizes the average repair cost per unit of time, if d > n+k−1
3

.

Proof. Proof is provided in Appendix N.

We now prove that if τ ∗ lies between k and d, using MSR codes with centralized

repair is optimal.

Proposition 76. For k ≤ τ ∗ < d, the optimal repair strategy is given by centralized

repair with MSR codes.

Proof. Proof is provided in Appendix O.

6.3.3. Mean time to data loss for periodic repairs

We now examine the Mean Time to Data Loss (MTTDL) for the periodic threshold

repair process. For our purposes, we consider that data is lost if the DSS transitions

from state τ to state τ−1 instead of state n. That is, if a node leaves the system before

repairs are completed when initiated at state τ , the repair process is abandoned and

the system eventually reaches state k − 1, at which data is lost. In this case, the file

F is reinstated at the mobile nodes by a central entity. Note that when τ > k repairs

could be re-initiated at state τ−1, because at least k fragments remain available. We

opted not to consider this option for the MTTDL calculation to capture the periodic

nature of the threshold repair strategy. The MTTDL reflects the period of time at
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Figure 6.4: Cost r(τ) vs. repair threshold (τ) for: (a) d > n+k−1
3

, (b) d < n+k−1
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(c) ρ = 10−4, (d) ρ = 1.
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which the DSS oscillates between states n and τ . The time to reach state k − 1

assuming no repairs are attempted after state τ is given by:

Proposition 77. For a threshold-based repair strategy attempting regeneration at

state τ , the MTTDL is given by

MTTDL =
∞∑
i=1

(iHn,τ

λ
+
i− 1

µ
+
Hτ,k−1

λ

)
(1− p)(i−1)p, (6.15)

where p = τλ
τλ+µ

.

Proof. Proof is provided in Appendix P.

The MTTDL is a decreasing function of τ . This is intuitive considering that

the number of nodes that need to depart for reaching state k − 1 increases with τ .

Moreover, the average time it takes to reach state τ from state n increases with τ .

This indicates that the periodic repair of the DSS will on average last longer if a lazy

repair strategy is adopted.

6.3.4. Numerical examples

In this section, we validate our theoretical results be providing numerical examples.

Fig. 6.4(a) shows r(τ) when d > n+k−1
3

and ρ = 10−4 . According to Proposition 75,

for this combination of code parameters, a distributed repair strategy with MBR codes

(D-MBR) achieves the minimum r(τ) for all d ≤ τ ∗ ≤ n − 1. The minimum occurs

at τ ∗ = d. Moreover, according to Proposition 76, centralized MSR codes (C-MSR)

minimize r(τ) for k ≤ τ < d. This is verified in all plots of Fig. 6.4, for which the

cost is minimized by the C-MSR strategy when τ ∗ = k, if τ < d. In Fig. 6.4(b), we

show r(τ) when d < n+k−1
3

and ρ = 10−4. For this case, there is no one scheme with

optimal cost for any value of d ≤ τ ≤ n− 1. For τ > 16, D-MBR is optimal, whereas

for 10 ≤ τ ≤ 15, C-MSR becomes optimal. C-MSR achieves the lowest overall cost

at τ = k.
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We also studied the impact of ρ, when the code parameters are fixed to (n =

30, k = 20, d = 25). Fig. 6.4(c) shows the average cost per unit of time (r(τ)) when

ρ = 10−4. For this ρ regime, a lazy repair strategy with τ ∗ = d minimizes r(τ), with

D-MBR codes achieving the lowest cost. On the other hand, eager repair becomes

optimal for any ρ > ρhigh. This is observed in Fig. 6.4(d), in which the value of ρ has

been increased to one. D-MBR codes still remain the optimal option, however, the

optimal repair threshold is now shifted to τ ∗ = n−1. Note that at the high ρ regime,

all codes exhibit the same behavior. The average cost per unit of time becomes a

decreasing function of τ .

Finally, on the right y-axis of the plots in Fig. 6.4, we show the MTTDL values for

the given set of parameters. As expected, the MTTDL is an decreasing function of

τ due to the corresponding increase in departure rate from state τ with the value of

τ . The MTTDL becomes impractical in the high ρ regime, because nodes frequently

leave area A before repairs can be completed.

6.4. Codes with cooperative repair

In the case of multiple node failures, regenerating the failed nodes individually

is not optimal in terms of repair bandwidth. To regenerate multiple failed nodes

more efficiently, the newcomers can also communicate with each other to lower the

repair bandwidth, which is called cooperative repair. Specifically, the newcomer nodes

communicate to not only the existing live nodes but also each of the other newcom-

ers for regeneration. In this section, we analyze examples of such codes and their

performance for the Markov-model that is described earlier.

6.4.1. Cooperative regenerating codes

When multiple nodes are to be repaired simultaneously, in addition to contacting

live nodes and downloading symbols from those, newcomers can also communicate

between each other to complete the recovery process. Formally, assume that t nodes
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are to be repaired. Each of the t newcomer nodes can contact d live nodes and

download β symbols as well as download β′ from each other. In this scenario, the

repair bandwidth can be calculated as γ = dβ + (t − 1)β′. Such codes are studied

in [64] (referred to also as coordinated regenerating codes) and the tradeoff between

per node storage α and repair bandwidth γ is analyzed. Two ends of tradeoff curve

is named Minimum Storage Cooperative Regenerating (MSCR) and Minimum Band-

width Cooperative Regenerating (MBCR). Accordingly, operating points are given as

follows:

(αMSCR, βMSCR, β
′
MSCR) =

(M
k
,

M
k (d− k + t)

,
M

k (d− k + t)

)
. (6.16)

For MSCR codes, γMSCR = dβMSCR + (t − 1)β′MSCR = M(d+t−1)
k(d−k+t)

≥ M
k

, where the

per-node storage is smaller than the repair bandwidth. On the other hand, MBCR

codes provide the minimum repair bandwidth which operates at:

(αMBCR, βMBCR, β
′
MBCR) =

(
(2d+ t− 1)M
k (2d− k + t)

,
2M

k (2d− k + t)
,

M
k (2d− k + t)

)
. (6.17)

Note that for MBCR codes, we have αMBCR = γMBCR = dβMBCR + (t− 1)β′MBCR.

We define rt(τ) as the average repair cost for a system with repair threshold τ

under cooperative repair using groups of nodes of size t (similarly ct(τ) for the cost).

Since n − τ nodes need to be repaired, any cooperative regenerating codes with t

such that t | n− τ can be used in practice. In the following proposition, we compare

the performance of cooperative regenerating codes at all possible t values to find the

value of t that minimizes the average repair cost.

Proposition 78. The average repair cost of cooperative repair is a monotonically

decreasing function of the cooperation group size t. That is, for two cooperation groups

t1 and t2, with t1 | n− τ and t2 | n− τ and t1 < t2, it follows that rt1(τ) > rt2(τ).

Proof. Since in both scenarios, repairs are performed after n − τ node departures

and node repairs are performed parallel, it’s enough to compare only the required
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bandwidths. First, assume MSCR case (while τ ≥ d), then we want to show that

M(d+ t1 − 1)(n− τ)

k(d− k + t1)
>
M(d+ t2 − 1)(n− τ)

k(d− k + t2)
, (6.18)

which is equivalent to

(t2 − t1)(k − 1) > 0. (6.19)

Since t2 > t1 and we can conclude that ct1(τ) > ct2(τ) therefore rt1(τ) > rt2(τ).

Similarly, for MBCR case, we need to have

M(2d+ t1 − 1)(n− τ)

k(2d− k + t1)
>
M(2d+ t2 − 1)(n− τ)

k(2d− k + t2)
, (6.20)

from which we can obtain the same condition as (6.19). Henceforth, ct1(τ) > ct2(τ)

and rt1(τ) > rt2(τ). Combining MSCR and MBCR cases, we can conclude that

rt1(τ) > rt2(τ).

Remark 79. As a result of the above proposition, one can minimize the average

repair cost by performing cooperative repairs with t = n− τ . In other words, for the

n− τ nodes that are to be repaired, the optimal cooperative regenerating code is with

n− τ , all nodes should cooperate at the same time.

In Fig. 6.5, we show the average repair cost for cooperative regenerating codes at

all possible t values for a given n− τ . We observe that for the same n− τ , if t1 < t2,

then rt1(τ) > rt2(τ) and the minimum is achieved when t = n− τ .

In the remaining of this section, we suppress the subindex t from rt(τ) since we

established that t = n−τ minimizes the cost, i.e., r(τ) = rn−τ (τ) and c(τ) = cn−τ (τ).

However, we may still need to distinguish γ and α values under different cooperative

regenerating codes. We denote the per-node storage for cooperative repairs with n−τ ,

which results in the minimum average repair cost for the system with threshold τ , by

ατ . Similarly we use γτ to denote the repair bandwidth at τ .

Note that, cooperative regenerating codes, it is required that d+n−τ ≤ n. In other

words, there should be at least d live nodes when repairs are initiated. Otherwise, it
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Figure 6.5: Cost r(τ) vs. threshold (n− τ) for: (a) MSCR, (b) MBCR.
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is not possible to regenerate n − τ nodes from d live nodes. Henceforth, the repair

cost c(τ) and the repair cost per time for cooperative codes are as follows:

c(τ) = γτ (n− τ), r(τ) =
c(τ)

E[∆]
=
λµ(γτ (n− τ))

µHn,τ + λ
, if τ ≥ d. (6.21)

The minimum r(τ) with respect to τ does not have a closed-form analytical expres-

sion. In Section 6.4.3, we present numerical results to study the change of r(τ) with

τ and determine the optimal repair threshold τ that minimizes r(τ) for distributed

cooperative repair.

6.4.2. Centralized repair of multiple node failures

Centralized repair of multiple node repairs is introduced in [68]. Using this model,

a dedicated node among the t newcomers downloads β from any d live nodes such that

it can repair multiple node failures of size t. Such codes can be used in the centralized

repair process that is proposed in Section 6.2 when we set t = n − τ . [68] charac-

terize the tradeoff between per-node storage and repair bandwidth. Accordingly, the

following operation points are derived for minimum storage multi-node regeneration

(MSMR) and minimum bandwidth multi-node regeneration (MBMR):

(αMSMR, γMSMR) =

(M
k
,
Md(n− τ)

k (d− k + n− τ)

)
. (6.22)

Let k mod(n − τ) = b. If Hb ≥
(

β
n−τ

) [
b(2d+n−τ−1

2
)−

(
b
2

)]
(where Hb denotes

entropy of information stored on b nodes), then

(αMBMR, γMBMR) =

( M2d

k (2d− k + n− τ)
,
M2d(n− τ)

k (2d− k + n− τ)

)
. (6.23)

Under centralized repair model discussed here, a dedicated node first downloads

γ = dβ and then distributes α to remaining n− τ − 1. The difference between these

codes and the earlier proposed method for centralized repair in Section 6.2.2 is that

the dedicated node may not need to download the whole file. Therefore, we have the

following repair cost

cC(τ) = γ + α(n− τ − 1), (6.24)
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from which one can obtain

rC(τ) =
cC(τ)

E[∆]
=
λµ(γ + α(n− τ − 1))

µHn,τ + λ
. (6.25)

In order to find the optimal threshold that minimizes the average repair cost, we

need to find the minimum value of rC(τ). We can replace Hn,τ with its approximation,

ln(n
τ
), and take the derivative with respect to τ . Note that both γ and α depend on

τ and there is no tractable analytical solution for τ that minimizes rC(τ). However,

we can still analyze (6.25) numerically with respect to τ and observe the optimal

threshold from numerical results.

Remark 80. In this section, we analyzed different cooperative codes that are suitable

for mobile clouds. For both scenarios, the problem of finding τ for which r(τ) is

minimized does not have a closed-form solution due to the dependence of α and γ

on τ . We, therefore, resort to the numerical analysis of the optimal threshold. Next,

we present numerical results instead, which are presented below. Note that, for the

regenerating codes that were analyzed in Section 6.3, α and γ do not depend on the

threshold τ .

6.4.3. Numerical results

We study the performance of cooperative codes with n = 30, d = 25 and k = 19

under different ρ regimes.

In Fig. 6.6, we compare the codes studied in Sections 6.2 and 6.4 for different ρ

regimes. We first compare regenerating codes vs. cooperative regenerating codes for

the distributed repair scenario. Note that we focus only on d ≤ τ ≤ n − 1 because

at least d live nodes must exist for cooperation (see Section 6.4.1). We observe that

cooperative regenerating codes always have lower cost than regenerating codes for all

values of ρ. Additionally, the gap between the cost of D-MBR and D-MBCR is much

smaller than the gap between the cost of D-MSR and D-MSCR. Furthermore, we can

observe two opposing regimes: In Fig. 6.6(a), the optimal cost is at τ = d, whereas
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in Fig. 6.6(b), the cost is minimized at τ = n − 1. We also compare the centralized

regenerating codes to the centralized repair of multiple node departures. As expected,

since in the latter scheme one does not need the whole file for file reconstruction at the

dedicated node, centralized repair of multiple node departures results in lower repair

cost. At τ = n − 1, in Fig. 6.6(d) average repair cost is minimized for all schemes,

on the other hand we observe different optimum τ values for different coding schemes

in Fig. 6.6(c). Finally, we compare all schemes in Fig. 6.6(e)-(f) for different values

of ρ for completeness. It is observed that the centralized repair of multiple node

departures model discussed in this section approaches to the distributed repair model

in Section 6.2 as τ approaches n and diverges from the centralized repair model in

Section 6.2. The reason for this behavior is that the dedicated node does not need to

download the whole file now (as opposed to the centralized repair model in Section 6.2,

which incurs high average repair cost for large τ).

6.5. A repair process analogous to the number of repaired nodes

In the analysis presented in Sections 6.3-6.4, we have assumed that the repair

time is exponentially distributed with parameter µ, irrespective of the number of

nodes to be repaired. This model is mathematically tractable and we are able to

find analytical results on the optimal repair threshold. In this section, we consider a

revised model in which the repair time is analogous to the number of nodes that need

to be repaired. Specifically, we model the repair process as the maximum of n − τ
exponential random variables, each with rate µ. In other words, when the repair

process is initiated, one can consider starting n− τ exponential clocks, each with rate

µ. The repair process ends when all the clocks end. We note that the maximum

value of such clocks is not exponentially distributed (as opposed to the minimum of

such clocks), however, its expected value is known, which is enough for the purpose

of finding average repair cost. Let T ri denote the repair time of ith newcomer node,
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Figure 6.6: Cost r(τ) vs. repair threshold (τ) for: (a-b) distributed regenerating
codes vs. cooperative regenerating codes when ρ = 0.0001, ρ = 1 (c-d) centralized
regenerating codes vs. centralized repair of multiple node failures when ρ = 0.0001,
ρ = 1, (e-f) all schemes when ρ = 0.01, ρ = 0.1.
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then we have the following [70]

E[max (T r1 , . . . , T
r
n−τ )] =

n−τ∑
i=1

1

iµ
=
Hn−τ,0

µ
. (6.26)

The expected time between two instances of fully operational system with n live nodes

is given by

E[∆] =
Hn,τ

λ
+
Hn−τ,0

µ
. (6.27)

where the first term is the expected time from state n to state τ , and the second term

is the expected time from state τ back to state n. Accordingly, the resulting average

repair cost for the distributed repair case is

rD(τ) =
cD(τ)

E[∆]
=

{
λµ(kα(d−τ)+γ(n−d))
µHn,τ+λHn−τ,0

, if τ < d
λµ(γ(n−τ))

µHn,τ+λHn−τ,0
, if τ ≥ d.

(6.28)

Note that for centralized repair, a dedicated newcomer node first downloads the

file, and then distributes symbols to the remaining n− τ −1 newcomer nodes. There-

fore, the expected repair time is given by 1
µ

+ Hn−τ−1

µ
, where we have first one clock

with exponential rate of µ, followed by a maximum of n − τ − 1 clocks with rate µ.

Accordingly, we obtain

rC(τ) =
cC(τ)

E[∆]
=

λµα(k + n− τ − 1)

µHn,τ + λ(1 +Hn−τ−1,0)
. (6.29)

The optimal τ which minimizes the above equation is difficult to track due to the

complexity of the formula (due to λH in the denominator). Instead, we perform

numerical analysis of the average repair cost with respect to the threshold later in

this section.

In the context of this model, we next focus on MTTDL. Note that, if we start

(n − τ) clocks, the probability that no data loss occurs within a cycle, denoted by

1 − p, can be calculated as 1 − p = Pr(Tτ−1 > T ri ,∀i ∈ 1, . . . , n − τ). In other

words, the exponential random variable with rate τλ should be greater than all n− τ
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exponential random variables with rate µ. Since we have i.i.d. exponential random

variables, 1− p = (Pr(Tτ−1 > T r1 ))(n−τ) = ( µ
τλ+µ

)(n−τ). Accordingly, we have

MTTDL =
∞∑
i=1

(iHn,τ

λ
+

(i− 1)Hn−τ,0

µ
+
Hτ,k−1

λ

)
(1− p)(i−1)p, (6.30)

where p = 1 − ( µ
τλ+µ

)(n−τ). Note that the above equation is for the calculation of

MTTDL for distributed repair. For centralized repair, the random variable with rate

τλ should be larger than sum of two exponential random variables with rate µ, which

is a gamma distribution since first a dedicated node downloads the whole file and

then it repairs the other nodes. Henceforth, we did not perform MTTDL analysis for

centralized repair. 2

In Fig. 6.7, we compare how the revised model affects the average repair cost

relative to the simplified repair model used in Section 6.2, in which all nodes are

repaired under the same clock. We denote the values calculated within this section

by appending τ at the end, i.e., D-MBR-τ , to specify that the repair process that takes

into account the number of nodes to be repaired (i.e., n− τ). It can be observed that

changing the model does not affect the behavior of the r(τ) curves substantially. We

observe in the modified model that average cost is decreased slightly. Even though we

have the same costs in both cases, the expected times to complete the repair process

are different. Specifically, in Sections 6.2 and 6.3, it takes 1
µ

time to finish the repair

process. On the other hand, in the modified model, we change this value to maximum

of n − τ exponential random variables, each with mean 1
µ

and this maximum value

is larger than 1
µ

(unless τ = n − 1). Therefore, it takes longer to complete repairs

in the modified model, which results in smaller values of average repair cost. On the

other hand, in Fig. 6.8, a different behavior is observed for the MTTDL. In the low

ρ regime, the MTTDL decreases with τ for both single clock and the maximum of

multiple clock models. However, in the high ρ regime, the increase in τ decreases

MTTDL for the single clock model, whereas the MTTDL for the multiple clocks

2The resulting equation is not in compact form, thus we omit this analysis in this text.
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model increases with τ . This is because in (6.30), p converges to 1 as we decrease τ

in the high ρ regime, which reduces (6.30). On the other hand, in the low ρ regime, p

converges to zero as we increase τ , which reduces (6.30). Finally, the model discussed

in this section results in lower MTTDL values compared to the previous one.

6.6. Allowing node departures within the repair process

Up to this point, we have assumed that once the repair process is started, no live

nodes depart from A until the repair is completed. In this section, we analyze the case

in which additional node departures are allowed within repair process. Fig. 6.9 shows

the revised CTMC model that accounts for departures during the repair process. The

chain consists of two sets of states. In the first row, states represent the phase where

nodes depart but no repairs are initiated. Once state τ is reached, repairs are initiated

and the chain transitions into the second row of states where departures may occur

while repairs are performed. We focus on the case where no data loss occurs as we

are interested in the system dynamics, while the system remains operational.

Once the repair process is initiated, n − τ nodes are to be repaired. Since we

assume an exponential random variable for repair times (with rate µ), a newcomer

is repaired after the minimum of the n − τ exponential random variables, which is

also an exponential random variable with rate (n − τ)µ. Due to the memoryless

property of the exponential random variable, we can perform the same procedure for

the second repair and so on. The corresponding rates are depicted on the second row

of states of Fig. 6.9. Note that if no departures occur during the repair process, the

expected repair time would be the same as in the model of Section 6.5, that is, the

maximum of n− τ exponential random variables with rate µ.

In such a model, the expected number of node repairs is larger than n−τ due to the

possible additional departures during the repair process. In the section, we analyze the

system under the condition that the CTMC always chooses the transition τ → τ + 1

when in the lower set of states so that all nodes are repaired eventually. Otherwise, the
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Figure 6.7: Cost r(τ) vs repair threshold (τ) for: (a) ρ = 0.01, (b) ρ = 1.



125

20 21 22 23 24 25 26 27 28 29
Threshold(τ)

1012

1013

1014

M
T
T
D
L
(s
)

[n,k,d,M,ρ]=[30,20,25,1MB,1e-08]

MTTDL
MTTDL-τ

20 21 22 23 24 25 26 27 28 29
Threshold(τ)

100

101

102

M
T
T
D
L
(s
)

[n,k,d,M,ρ]=[30,20,25,1MB,0.01]

MTTDL
MTTDL-τ

20 21 22 23 24 25 26 27 28 29
Threshold(τ)

0.45

0.5

0.55

0.6

0.65

M
T
T
D
L
(s
)

[n,k,d,M,ρ]=[30,20,25,1MB,0.1]

MTTDL
MTTDL-τ

(a) (b) (c)

Figure 6.8: Mean time to data loss vs repair threshold (τ) for: (a) ρ = 0.004, (b)
ρ = 0.1, (c) ρ = 1.

n n− 1 τ

τ + 1n− 1

nλ (n− 1)λ (τ + 1)λ

(τ + 1)λ

(n− τ )µ

(n− τ − 1)µ2µ

µ

(n− 1)λ

τλ

Figure 6.9: Markov chain for a threshold-based file maintenance.

system would suffer from data loss. To find the average repair cost, we are interested

in two statistics of the CTMC once it reaches state τ for the first time: i) the total

number of lower arc transitions before reaching state n, i.e., τ → τ +1, n−2→ n−1,

which will determine the number of node repairs, ii) the expected total time for

reaching state n from state τ . For simplicity, the states n − 1, . . . , τ + 1 can be

ignored for now since they do not affect any of these two statistics. We are also

interested in the number of times the chain revisits state τ before reaching state n

since that will determine the probability of no data loss.

Total number of revisits to state τ : Since we are interested in the case where

no data loss occurs, we need to find the number of times the chain revisits state τ .
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This is equivalent to transitioning from state τ to τ + 1 at each revisit to state τ , we

need the transition τ → τ +1 at each revisit to state τ , which occurs with probability

(n−τ)µ
τλ+(n−τ)µ

. For the transitions in the lower row of the CTMC, denote by Xr
j , the total

number of revisits to state τ before reaching state n at state j. Then, we can state

the following balance equations.

Xr
n−1 = Xr

n−2

(n− 1)λ

(n− 1)λ+ µ
, (6.31)

Xr
n−2 = Xr

n−1

2µ

(n− 2)λ+ 2µ
+Xr

n−3

(n− 2)λ

(n− 2)λ+ 2µ
, (6.32)

... (6.33)

Xr
τ+2 = Xr

τ+3

(n− τ − 2)µ

(τ + 2)λ+ (n− τ − 2)µ
+Xr

τ+1

(τ + 2)λ

(τ + 2)λ+ (n− τ − 2)µ
, (6.34)

Xr
τ+1 = Xr

τ+2

(n− τ − 1)µ

(τ + 1)λ+ (n− τ − 1)µ
+ (1 +Xr

τ )
(τ + 1)λ

(τ + 1)λ+ (n− τ − 1)µ
, (6.35)

Xr
τ = Xr

τ+1. (6.36)

The set of equations (6.31)-(6.36) can be recursively solved for Xr
τ . Then, the

probability that no data loss occurs is ( (n−τ)µ
τλ+(n−τ)µ

)1+Xr
τ for one cycle of node repairs.

Total number of lower arc transitions: For the transitions of the lower row

of the CTMC, denote by X l
j, the total number of lower arc transitions at state j, then

we have the following equations.

X l
n−1 =

µ

(n− 1)λ+ µ
+X l

n−2

(n− 1)λ

(n− 1)λ+ µ
, (6.37)

X l
n−2 = (1 +X l

n−1)
2µ

(n− 2)λ+ 2µ
+X l

n−3

(n− 2)λ

(n− 2)λ+ 2µ
, (6.38)

... (6.39)

X l
τ+1 = (1 +X l

τ+2)
(n− τ − 1)µ

(τ + 1)λ+ (n− τ − 1)µ
+X l

τ

(τ + 1)λ

(τ + 1)λ+ (n− τ − 1)µ
, (6.40)

X l
τ = 1 +X l

τ+1. (6.41)

Finding the total number of lower arc transitions is not enough to calculate the

average repair cost per time since not all repairs have the same cost in some repair
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strategies. That is, if τ < d, then some nodes are repaired by downloading kα symbols,

whereas the remaining nodes are repaired by downloading dβ. To find the number

of lower arc transitions which occur between states τ and d (which are repaired by

downloading kα), we denote by Y l
j the number of lower arc transitions between states

τ and d at state j. Then,

Y l
n−1 = Y l

n−2

(n− 1)λ

(n− 1)λ+ µ
(6.42)

Y l
n−2 = Y l

n−1

2µ

(n− 2)λ+ 2µ
+ Y l

n−3

(n− 2)λ

(n− 2)λ+ 2µ
, (6.43)

... (6.44)

Y l
d = Y l

d+1

(n− d)µ

dλ+ (n− d)µ
+ Y l

d−1

dλ

dλ+ (n− d)µ
, (6.45)

Y l
d−1 = (1 + Y l

d)
(n− d+ 1)µ

(d− 1)λ+ (n− d+ 1)µ
+ Y l

d−2

(d− 1)λ

(d− 1)λ+ (n− d+ 1)µ
, (6.46)

... (6.47)

Y l
τ+1 = (1 + Y l

τ+2)
(n− τ − 1)µ

(τ + 1)λ+ (n− τ − 1)µ
+ Y l

τ

(τ + 1)λ

(τ + 1)λ+ (n− τ − 1)µ
, (6.48)

Y l
τ = 1 + Y l

τ+1. (6.49)

If τ ≥ d, there is no need to find Y l
τ since all nodes download dβ and there are X l

τ

node repairs in total whereas if τ < d, then Y l
τ repairs are performed by downloading

kα symbols and X l
τ − Y l

τ node repairs are performed by downloading dβ symbols.

Expected total time before reaching state n: For the transitions of the lower

row of the CTMC, denote by X t
j , the time it takes to reach state n from state j. Then,
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the balance equations for the CTMC for X t
j can be written as

X t
n−1 =

1

(n− 1)λ+ µ
+X t

n−2

(n− 1)λ

(n− 1)λ+ µ
, (6.50)

X t
n−2 =

1

(n− 2)λ+ 2µ
+X t

n−1

2µ

(n− 2)λ+ 2µ
+X t

n−3

(n− 2)λ

(n− 2)λ+ 2µ
, (6.51)

... (6.52)

X t
τ+1 =

1

(τ + 1)λ+ (n− τ − 1)µ
+X t

τ+2

(n− τ − 1)µ

(τ + 1)λ+ (n− τ − 1)µ
(6.53)

+X t
τ

(τ + 1)λ

(τ + 1)λ+ (n− τ − 1)µ
. (6.54)

X t
τ =

1

(n− τ)µ
+X t

τ+1. (6.55)

Using (6.50)-(6.55), we can solve for X t
τ which is the time it takes to repair to

a fully operational system with n live nodes from state τ , when departures occur

during the repair process. The initial state for the system is n and therefore the time

to revisit state n is X t
τ +

∑n
i=τ+1

1
iλ

.

This yields an average cost per time equal to

rD(τ |no data loss occurs) =
cD(τ |no data loss occurs)

E[∆|no data loss occurs]
=


Y lτkα+(Xl

τ−Y lτ )dβ

Xt
τ+

∑n
i=τ+1

1
iλ

, if τ < d

Xl
τdβ

Xt
τ+

∑n
i=τ+1

1
iλ

, if τ ≥ d.

(6.56)

and a probability of no data loss equal to ( (n−τ)µ
τλ+(n−τ)µ

)1+Xr
τ .

6.6.1. Numerical results

We have performed simulations to verify our findings. The simulation of Markov

chain for the threshold-based file maintenance is performed with MATLAB. We ini-

tialize the Markov Chain at state n and we arrive at state τ since there are only jumps

to right as the repair process is not initiated yet. After we reach state τ , the repair

process is initiated and we only simulate the case where no data loss occurs. In order

to do that, we enforce a jump from state τ to τ + 1 (in the lower arc). During repair

process, Markov chain may transition to state τ (since some nodes may depart the
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system while the repairs are not finished) but every time it reaches that state, we en-

force the jump we discussed before to ensure that there is no data loss. A simulation

is finished when the state of the chain transitions to the state n. However, we repeat

the same simulation one million times and take the averages of the statistics and

report them. In the following example, we examine the case where n = 30, d = 27,

k = 20, µ = 10. Different λ values are used, λ = [0.1, 0.2, 0.4], as well as different

τ values, τ = [25, 27]. Simulation results are the average of one million simulations

and they are presented in Table ??. Each table entry notes the value obtained from

the simulation or the value obtained by analytically evaluation the average repair

cost via (6.56): the first shows the simulation results (S) and the other represents

the analytical result (A) as shown before. As expected, increasing λ results in more

revisits to state τ due to an increase in the node departure rate. Furthermore, we

see that expected time before reaching state n decreases as we increase λ for both

cases of τ = 25 and τ = 27. For both cases, we observe that the number of nodes

repaired by downloading dβ remains the same for a given value of λ. This is because

the critical number of live nodes for a node to be repaired by downloading dβ symbols

is at d = 27, since if there are less than d live nodes, then a node must be repaired by

downloading kα symbols. In other words, once we reach state d (in the lower row) of

the CTMC, we count the number of lower arc transitions between the states d and n

to calculate the number of node repairs by downloading dβ symbols, which remains

the same for τ = 25 and τ = 27, since τ is not between d and n. Finally, the number

of nodes repaired by downloading kα increases with λ as expected. We can observe

that simulation results verify our analytical findings.

In Fig. 6.10, we compare our previous schemes, namely the distributed repair

model in Section 6.2 and the model in Section 6.5, with the repair model discussed in

this section, which is depicted in the figure with D-MBR-F and D-MSR-F to specify

that these codes allow failures within repair process. In the low ρ regime, we observe

that there is almost no difference between the performance of models in both MSR and
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Table 6.3: Total number of revisits to state τ

λ
0.1 0.2 0.4

S A S A S A

τ
25 1.0718 1.0719 1.1633 1.1638 1.4660 1.4668
27 1.1806 1.1806 1.4439 1.4424 2.2118 2.2096

Table 6.4: Expected total time before reaching state n

λ
0.1 0.2 0.4

S A S A S A

τ
25 2.0438 2.0432 1.1770 1.1770 0.8040 0.8034
27 1.2404 1.2392 0.7458 0.7447 0.5402 0.5405

Table 6.5: Number of node repairs by downloading dβ

λ
0.1 0.2 0.4

S A S A S A

τ
25 3.4703 3.4706 4.0263 4.0224 5.3702 5.3696
27 3.4715 3.4706 4.0237 4.0224 5.3727 5.3696

Table 6.6: Number of node repairs by downloading kα

λ
0.1 0.2 0.4

S A S A S A

τ
25 2.1784 2.1782 2.4228 2.4234 3.2620 3.2623
27 0 0 0 0 0 0

MBR cases. This is because for low ρ, the expected number of additional departures

during repair is low and the expected time is dominated by terms with λ (the upper

transition in the CTMC model of Fig. 6.9, which is the same as the CTMC model

of Fig. 6.3). In the high ρ regime, differences are observed in the expected average

cost per time. Interestingly, when ρ = 0.1, it can be observed that for τ ≥ d − 1,

D-MSR-F and D-MBR-F have the highest cost respectively for MSR and MBR cases,

whereas for τ < d − 1, they are in between the D-MSR and D-MBR. As we keep

increasing ρ, we observe that D-MSR-F and D-MBR-F becomes even more costly
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compared to other schemes. In all cases, our model in Section 6.5 has the lowest r(τ)

respectively for MSR and MBR cases. These observations validate that our model in

Section 6.2 (that does not have dependency of repair process on the number of nodes

to be repaired and neglect failures during repair) can be utilized as an approximate

model for the models we consider later in the text in the low ρ regime. Therefore,

in the low ρ regime, all the optimal threshold statements for the former model (i.e.,

Proposition 71, Proposition 73) also hold for the model considered in Sections 6.5 and

6.6. Note that, the low ρ regime is the only interesting case for mobile cloud storage.

At high λ, the average repair cost and MTTDL performance become prohibitively

high and low, respectively, for the system to be viable.
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Figure 6.10: Cost r(τ) vs repair threshold (τ) for: (a) ρ = 0.004, (b) ρ = 0.1, (c)
ρ = 1.
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7. Conclusion and Future Work

In this dissertation, coding schemes and maintenance strategies for distributed

storage systems are studied. This dissertation takes a coding theoretic approach for

distributed storage systems that suffer from correlated failures and such codes are

called Block Failure Resilient (BFR). Under this system, we derive an upper bound

on the file size that can be stored, propose optimal code constructions achieving the

bounds and discuss locality in BFR. Next, PMDS codes are studied. It has been

reported in the literature that there is no general construction for PMDS codes and

in this dissertation, we propose a construction which produces PMDS codes for any

parameter set using concatenation of Gabidulin and MDS codes. However, such

codes require large field sizes and codes with lower field sizes are proposed next

with relaxation on the rate. After that, focus of the dissertation is shifted towards

the maintenance of distributed storage systems. We introduce the hierarchical DSS,

which contains a backup node in addition to regular storage nodes. For such system,

we discuss an upper bound on the file size and propose optimal code constructions

using regenerating codes. Under Poisson failure and user request models, the first

and second moments of maintenance and data access are analyzed for hierarchical

DSS. Finally, we focus on mobility in cloud storage systems. We design optimal

maintenance strategies with respect to average cost for threshold-based DSS where

the repair process initiated after the remaining storage nodes in the system reaches a

certain threshold. The performance of the system is improved by using cooperative

regenerating codes.

In Chapter 3, constructions reported are based on combinatorial designs, which

necessitate certain parameter sets. As a future work, optimal code constructions for

the BFR model can be studied further (especially ρ > 0 case). Also, the file size bound

for the case of having dr ≥ kc and σ > ρ is established here, and we conjecture that
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this expression corresponds to the min-cut. The proof for this conjecture resisted our

efforts thus far. Furthermore, repair delay with a uniform BW assumption is studied

here. Different bandwidth and more realistic communication schemes (e.g., queuing

models) can be studied. Further, system implementations can be performed and more

realistic analysis can be made for disk storage and distributed (cloud/P2P) storage

scenarios.

For PMDS codes that are studied in Chapter 4, more efficient code constructions

(in terms of rate) using different combinatorial design can be studied further while

providing lower field sizes than the one for the general construction provided in this

thesis.

In Chapter 5, an upper bound is derived only for the case when backup node

stores the whole file for hierarchical DSS. The tradeoff when the backup node stores

less than the file is open for now. Furthermore, we discuss that data loss may occur

if whole file is not stored in the backup node. As a part of the future work, mean

time to data loss analysis for PMDS codes using Markov chains can be investigated.

For the mobile cloud storage systems considered in Chapter 6, one can consider

a more advanced repair model in which fragment repairs occur under a fixed band-

width constraint. This assumption makes the repair rate µ dependent on the repair

threshold τ . Furthermore, in this study, we did not take energy consumption into

an account, i.e., due to encoding/decoding operations. A more advanced threshold

optimization problem may include this additional cost, which can differ based on the

coding schemes. Finally, generalizing the model to the case where repairs are initi-

ated at every state with some probability and studying the cost vs. MTTDL tradeoff

under this model would be an interesting avenue for further research.
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A. Concatenated Gabidulin and MDS coding

Set K = (b− ρ)kc, and consider data symbols {u0, . . . , uK−1}.

• Use [N = K + ρkc, K,D] Gabidulin code to encode {u0, . . . , uK−1} to length-N

codeword (x1, . . . , xN). That is,

(x1, . . . , xN) = (f(g1), . . . , f(gN)),

where the linearized polynomial f(g) = u0g
[0] + · · ·+ uK−1g

[K−1] is constructed

with N linearly independent, over Fq, generator elements {g1, . . . , gN} each in

FqM ; and its coefficients are selected by the length-K input vector. We represent

this operation by writing x = uGMRD.

• Split resulting N symbols {x1, . . . , xN} into b blocks each with kc symbols. We

represent this operation by double indexing the codeword symbols, i.e., xi,j is

the symbol at block i and j for i = 1, . . . , b, j = 1, . . . , kc. We also denote the

resulting sets with the vector notation, xi,1:kc = (xi,1, xi,2, . . . , xi,kc) for block i.

• Use an [n = c, k = kc, d] MDS array code for each block to construct additional

parities. Representing the output symbols as yi,1:c we have

yi,1:c = xi,1:kcGMDS

for each block i, where GMDS is the encoding matrix of the MDS code over

Fq. For instance, if a systematic code is used, xi,1:kc is encoded into the vector

yi,1:n = (xi,1, . . . , xi,kC , pi,1, . . . , pi,c−kc) for each block i = 1, . . . , b.

In the resulting code above if one erases ρ blocks and any c − kc symbols from

the remaining blocks, the remaining (b − ρ)kc symbols form linearly independent

evaluations of the underlying linearized polynomial which can be decoded due to to
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the Gabidulin code from which the data symbols can be recovered and hence, by

re-encoding, the pre-erasure of the version of the system can be recovered.
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B. Proof of Theorem 37

Proof. In order to get an upper bound on the resilience of an BFR-LRC, the defini-

tion of resilience given in (3.35) is utilized similar to proof in [13, 39]. We iteratively

construct a set B∗ ⊂ B so that H(c(B∗)) < M. The algorithm is presented in

Fig. B.1. Let bi and hi represent the number of blocks and entropy included at the

end of the i-th iteration. We define

bi = |B∗i | − |B∗i−1| ≤ bL (B.1)

and

hi = H(c(B∗i ))−H(c(B∗i−1)) ≤ KL. (B.2)

Assume that the algorithm outputs at (l+1)th iteration then it follows from (B.1)

and (B.2) that

|B∗| = |B∗l | =
l∑

i=1

bi (B.3)

H(c(B∗)) = H(c(B∗l )) =
l∑

i=1

hi (B.4)

The analysis of algorithm is divided into two cases as follows.

• Case 1: [Assume that the algorithm exits without ever entering line 7.] We have

hi = H(c(B∗i ))−H(c(B∗i−1)) = H(c(B∗i \ B∗i−1)|c(B∗i−1)) ≤ (bi − ρL)
KL

bL − ρL
(B.5)

From which we have

bi ≥
hi(bL − ρL)

KL

+ ρL (B.6)

Using (B.6)

|B∗| = |B∗l | =
l∑

i=1

bi ≥
l∑

i=1

(
hi(bL − ρL)

KL

+ ρL

)
=
bL − ρL
KL

l∑
i=1

hi + ρLl (B.7)
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1: Set B∗0 = ∅ and i = 1
2: while H(c(B∗i−1)) <M do
3: Pick a coded local group ci /∈ B∗i−1 s.t. |Bi \ B∗i−1| ≥ ρL
4: if H(c(B∗i−1), c(Bi)) <M then
5: set B∗i = B∗i−1 ∪ Bi
6: else if H(c(B∗i−1), c(Bi)) ≥M and ∃B′i s.t. B′i = argmax

B′i⊂Bi
H(c(B∗i−1), c(B′i)) <

M then
7: set B∗i = B∗i−1 ∪ B′i
8: end if
9: i = i+ 1

10: end while
11: Output: B∗ = B∗i−1

Figure B.1: Construction of a set B∗ with H(c(B∗)) <M for BFR-LRC

Similar to proof in [39], we have

l∑
i=1

hi =

⌈ M
KL/(bL − ρL)

⌉
KL

bL − ρL
− KL

bL − ρL
(B.8)

and

l =

⌈M
KL

⌉
− 1 (B.9)

By combining (B.7),(B.8) and (B.9)

|B∗| ≥
⌈M(bL − ρL)

KL

⌉
− 1 + ρL

(⌈M
KL

⌉
− 1

)
(B.10)

• Case 2: [The algorithm exits after entering line 7.] For this case we have

H(c(B∗i−1), c(Bi)) ≥M (B.11)

In each iteration step we add KL entropy hence we have

l ≥
⌈M
KL

⌉
(B.12)
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For i ≤ l − 1 same as (B.6) we have

bi ≥
hi(bL − ρL)

KL

+ ρL (B.13)

For i = l,

bl ≥
hl

KL/(bL − ρL)
(B.14)

Hence it follows from (B.3), (B.8) (B.12), (B.13) and (B.14) that

|B∗| =
l∑

i=1

bi

≥
l−1∑
i=1

(
hi(bL − ρL)

KL

+ ρL

)
+

hl
KL/(bL − ρL)

=
bL − ρL
KL

l∑
i=1

hi + (l − 1)ρL

≥ bL − ρL
KL

(⌈M(bL − ρL)

KL

⌉
KL

bL − ρL
− KL

bL − ρL

)
+

(⌈M
KL

⌉
− 1

)
ρL

=

⌈M(bL − ρL)

KL

⌉
− 1 +

(⌈M
KL

⌉
− 1

)
ρL

(B.15)

Therefore by combining (3.35), (B.10) and (B.15) we have

ρ ≤ b−
⌈M(bL − ρL)

KL

⌉
−
(⌈M

KL

⌉
− 1

)
ρL (B.16)
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C. Proof of Lemma 52

The proof of this observation follows from the linearized property of the polynomial

utilized in the Gabidulin code. (The proof is given in Lemma 9 and 23 of [9] for the

general case of having vector symbols. See also [56]. We provide a summary here

for the scalar case.) Consider row i which encodes symbols xi,1:n−m into yi:1:n =

xi,n−mGMDS. Here, representing the corresponding evaluation points with gi,j for

row i, we have, as k = n − m, xi,1:k = (f(gi,1), f(gi,2), · · · , f(gi,k)). Now, denoting

GMDS as k × n matrix with entries [Gh,j] for h = 1, · · · , k and j = 1, · · · , n, we have

yi,j =
k∑

h=1

f(gi,h)Gh,j. At this point, due to the linearized property of f(·), we have

yi,j = f(
k∑

h=1

Gh,jgi,h). Denote this new evaluation points as g̃i,j =
k∑

h=1

Gh,jgi,h. These

evaluation points given by g̃i,1:n span the space spanned by the set gi,1:k. Now, consider

a set Si ⊆ {1, · · · , n} of size li. Due to the full rankness of the matrix GMDS, the set

of points {g̃i,j, j ∈ Si} span a min{li, k} dimensional space in the space spanned by

gi,1:k. Furthermore, as the points in different rows, say gi,1:k and gĩ,1:k for i 6= ĩ, are

independent, we have linear independence of g̃i,1:n and g̃ĩ,1:n for any i 6= ĩ. Therefore,

the symbols in S = ∪ri=1Si correspond to the evaluations of the underlying linearized

polynomial f(·) at
r∑
i=1

min{li, k} linearly independent (over Fq) points from Fqm .
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D. Proof of Theorem 66

Cr as a random variable is defined as follows:

Cr =
1

M∆
∗



nρBN
SNγBN, i = 0

(n− 1)ρBN
SNγBN, i = 1

...
...

(n− d+ 1)ρBN
SNγBN, i = d− 1

(n− d)(ρSN
SNγSN + ρBN

SNγ
SN
BN), i = d

(n− d− 1)(ρSN
SNγSN + ρBN

SNγ
SN
BN), i = d+ 1

...
...

ρSN
SNγSN + ρBN

SNγ
SN
BN, i = n− 1

0, i = n

(D.1)

where i represents the number of available storage nodes, which has the PMF of

binomial distribution bi(n, p) as discussed before.

Var(Cr) = E[C2
r ]− E[Cr]

2

=
1

M2∆2

(
(ρBN

SN )2γ2
BN

d−1∑
i=0

(n− i)2bi(n, p) + (ρSN
SNγSN

+ ρBN
SNγ

SN
BN)2

n∑
i=d

(n− i)2bi(n, p)

)

− 1

M2∆2

(
ρBN

SNγBN

d−1∑
i=0

(n− i)bi(n, p) + (ρSN
SNγSN

+ ρBN
SNγ

SN
BN)

n∑
i=d

(n− i)bi(n, p)
)2

(D.2)

After some manipulations, (5.10) can be obtained.
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E. Proof of Theorem 67

Cd as a random variable is defined as follows.

Cd =
ω

M ∗
{

0, with 1− pSN

ρSN
MNkα, with pSN

(E.1)

where pSN = 1
∆

∑n
i=k

1−pi
µi

∏n
j=k
j 6=i

j
j−i , µi = iµ and pi = e−µi∆.

Var(Cd) = E[C2
d ]− E[Cd]

2

=
ω2

M2

(
pSN(ρSN

MN)2k2α2
)
− ω2

M2

(
pSNρ

SN
MNkα

)2

=
ω2(ρSN

MN)2k2α2(pSN − p2
SN)

M2
.

(E.2)

which concludes the proof.
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F. Proof of Proposition 71

Proof. To determine τ ∗, we compare rD(d) with the average repair cost at all other

possible regeneration states d+ δ, for 1 ≤ δ ≤ n− d− 1, and check if

rD(d) ≤ rD(d+ δ), ∀δ ∈ [1, n− d− 1]. (F.1)

This method is preferred because a straightforward minimization of rD(τ) through

differentiation is involved due to the harmonic sums. Substituting r(τ) from (6.5) to

(F.1) yields,

γ(n− d)λµ

µHn,d + λ
≤ γ(n− d− δ)λµ

µHn,d+δ + λ
. (F.2)

ρ ≤ (n− d)Hd+δ,d

δ
−Hn,d. (F.3)

The inequality in (F.3) yields the maximum ρ for which rD(τ) is minimized at state

τ = d. We now examine the behavior of the right hand side (RHS) in (F.3) as

a function of δ for fixed n and d. The RHS in (F.3) has the same monotonicity

as the function f(d, δ) =
Hd+δ,d

δ
. In Lemma 81 of Appendix G, we show that f is

monotonically decreasing with δ. As a result, the departure-to-repair rates ρ for which

(F.1) holds are also monotonically decreasing with δ. Substituting the maximum δ

(i.e., δ = n− d− 1) to the RHS in (F.3) yields a departure rate bound

ρ ≤ Hn−1,d

n− d− 1
− 1

n
, (F.4)

for which rD(d) ≤ rD(d + δ),∀δ ∈ [1, n − d − 1]. In this case, minimization of rD(τ)

is achieved at τ ∗ = d.

We now prove that for rates ρ >
Hn−1,d

n−d−1
− 1

n
, the average cost rD(τ) is minimized

when τ = n − 1. Following a similar reasoning, we compare rD(τ) at τ = n − 1

with rD(τ) at any other possible regeneration threshold. We consider rD(n − 1) ≤
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r(n−δ−1), where 1 ≤ δ ≤ n−d−1. By substituting rD(τ) from (6.5) and simplifying,

it follows that

ρ ≥ Hn−1,n−δ−1

δ
− 1

n
. (F.5)

The RHS of (F.5) has the same monotonicity as the function g(n−1, δ) =
Hn−1,n−1−δ

δ
.

In Lemma 82 of Appendix H, we show that g is monotonically increasing with δ.

Therefore, the minimum ρ for which rD(n − 1) ≤ rD(n − 1 − δ), ∀δ ∈ [1, n − d − 1]

is obtained when δ = n− d− 1. Substituting this δ to (F.5) completes the proof.
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G. Lemma 81

Lemma 81. The function

f(x, δ) =
Hx+δ,x

δ
(G.1)

is a monotonically decreasing function over integers δ > 0 for any given integer x > 0.

Proof. We will show that f(x, δ + 1) < f(x, δ) for any integer δ > 0, which implies

the monotonically decreasing assertion in the lemma. We have

f(x, δ)− f(x, δ + 1)

=
1

δ

(
x+δ∑
i=x+1

1

i

)
− 1

δ + 1

(
x+δ+1∑
i=x+1

1

i

)
(a)
=
S

δ
−
S + 1

x+δ+1

δ + 1

=
1

δ + 1

(
S

(
δ + 1

δ
− 1

)
− 1

x+ δ + 1

)
=

1

δ(δ + 1)

(
S − δ

x+ δ + 1

)
(b)
> 0,

where in (a) we define the sum S =
x+δ∑
i=x+1

1
i
, and (b) follows as there are δ terms in S

and each term is strictly greater than 1
x+δ+1

.



146

H. Lemma 82

Lemma 82. The function

g(x, δ) =
Hx,x−δ

δ
. (H.1)

is a monotonically increasing function over integers δ ∈ [0, x−1] for any given integer

x > 0.

Proof. We will show that g(x, δ + 1) > g(x, δ) for any integer δ > 0, which implies

the monotonically increasing assertion in the lemma. We have

g(x, δ + 1)− g(x, δ)

=
1

δ + 1

(
x∑

i=x−δ

1

i

)
− 1

δ

(
x∑

i=x−δ+1

1

i

)
(a)
=
S + 1

x−δ

δ + 1
− S

δ

=
1

δ + 1

(
S

(
1− δ + 1

δ

)
+

1

x− δ

)
=

1

δ(δ + 1)

(
δ

x− δ − S
)

(b)
> 0,

where in (a) we define the sum S =
x∑

i=x−δ+1

1
i
, and (b) follows as there are δ terms in

S and each term is strictly smaller than 1
x−δ .
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I. Lemma 71

In Proposition 70, we determined the ρ regime for which lazy repair is more

efficient than eager repair, given fixed code parameters. To prove Lemma 71, it

suffices to show that the highest rate ρ =
Hn−1,d

n−d−1
− 1

n
for which τ ∗ = d is strictly

positive for any n and d (recall that by definition, n > d). We prove this fact by

employing a lower bound on
Hn−1,d

n−d−1
, which is proved in Lemma 83 of Appendix J.

Hn−1,d

n− d− 1
≥ 1

n− 1

(a)⇒ (I.1)

Hn−1,d

n− d− 1
>

1

n
(I.2)

Hn−1,d

n− d− 1
− 1

n
> 0. (I.3)

where in (a), we substituted 1
n−1

with the strictly smaller term 1
n
.
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J. Lemma 83

Lemma 83. The function

f(x, δ) =
Hx+δ,x

δ
(J.1)

is bounded by
1

x+ δ
≤ Hx+δ,x

δ
<

1

δ
, (J.2)

for all positive integers x and δ.

Proof. First, we show that
Hx+δ,x

δ
≥ 1

x+δ
, for all x > 0 and δ > 0.

Hx+δ,x

δ
=

∑x+δ
i=1

1
i
−∑x

i=1
1
i

δ

=
1

x+1
+ 1

x+2
+ . . .+ 1

x+δ

δ
(a)
>

1
x+δ

+ 1
x+δ

+ . . .+ 1
x+δ

δ

=
δ 1
x+δ

δ
=

1

x+ δ
,

where (a) follows by substituting the first δ − 1 terms in the nominator with strictly

smaller terms. The equality in this lower bound holds when δ = 1. We now show the

upper bound.

Hx+δ,x

δ
=

∑x+δ
i=1

1
i
−∑x

i=1
1
i

δ

=
1

x+1
+ 1

x+2
+ . . .+ 1

x+δ

δ
(b)
<

1
x

+ 1
x

+ . . .+ 1
x

δ

=
δ 1
x

δ
=

1

x
,

where (b) follows by substituting the δ terms in the nominator with strictly larger

terms.
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K. Proof of Proposition 72

Proof. The proof follows along the same lines as Proposition 70. We compare the

repair cost at r(d) with the repair cost at any other possible state d−δ for 1 ≤ δ ≤ d−k
to check when the inequality

r(d) ≤ r(d− δ), δ ∈ [1, d− k] (K.1)

is satisfied. Substituting for r(τ) using (6.5), we obtain

λµ(n− d)γ

µHn,d + λ
≤ λµ(kαδ + (n− d)γ)

µHn,d−δ + λ
, (K.2)

from which we get:

ρ ≥ (n− d)γHd,d−δ

kαδ
− 1

n
−Hn−1,d (K.3)

Expression (K.3) yields a bound on the minimum ρ for which the optimal repair

threshold is τ ∗ = d. We notice that RHS of the inequality above has the same

monotonicity as the function g(d, δ) =
Hd,d−δ

δ
defined in Lemma 82 in Appendix H,

from which we observe that this function is a monotonically increasing function of δ.

Substituting the maximum δ∗ = d− k yields the departure-to-repair rate bound,

ρ ≥ γ(n− d)Hd,k

kα(d− k)
−Hn,d, (K.4)

for which r(d) ≤ r(d − δ),∀δ ∈ [1, d − k]. For this rate regime, the optimal repair

threshold is at τ ∗ = d.

We now prove that for rates ρ ≤ γ(n−d)Hd,k
kα(d−k)

− Hn−1,d − 1
n
, the average cost r(τ)

per unit of time is minimized when τ = k. We compare r(k) with r(k+ δ) to analyze

when the following inequality holds.

r(k) ≤ r(k + δ), δ ∈ [1, d− k]. (K.5)
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On substituting for r(τ) from (6.5), we get:

λµ(kα(d− k) + γ(n− d))

µHn,k + λ
≤ λµ(kα(d− k − δ) + γ(n− d))

µHn,k+δ + λ
,

from which we obtain

ρ ≤ (kα(d− k) + γ(n− d))Hk+δ,k

kαδ
− 1

n
−Hn−1,k. (K.6)

The expression above yields a bound on the maximum departure=to-repair rate ρ for

which the optimal repair threshold is τ ∗ = k. We now study the behavior of (K.6)

as a function of δ for fixed n, k and d. We notice that RHS of the inequality above

has the same monotonicity as the function f(k, δ) =
Hk+δ,k

δ
defined in Lemma 81 in

Appendix G, from which we observe that this function is a monotonically decreasing

function of δ. Therefore, δ∗ = d− k yields the minimum value for the right hand side

of (K.6), which implies that when

ρ ≤ (kα(d− k) + γ(n− d))Hd,k

kα(d− k)
−Hn−1,k −

1

n

=
γ(n− d)Hd,k

kα(d− k)
−Hn,d, (K.7)

r(τ) is optimized at τ ∗ = k.
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L. Proof of Lemma 73

Proof. We prove Lemma 73 by finding the relationship between n, k, γ, and α for

which the upper bound on the rate ρ when τ ∗ = k becomes negative.

γ(n− d)Hd,k

kα(d− k)
−Hn,d = (n− d)

(
γHd,k

kα(d− k)
− Hn,d

n− d

)
(a)
< (n− d)

(
γ

k2α
− Hn,d

n− d

)
(b)

≤ (n− d)

(
γ

k2α
− 1

n

)
=
n− d
k2α

(
nγ − k2α

)
.

where in (a) we have used Lemma 83 of Appendix J to substitute term
Hd,k
d−k with its

upper bound 1
k

and in (b), we have used the same lemma to substitute
Hn,d
n−d with its

lower bound 1
n
. Setting n−d

k2α
(nγ − k2α) < 0 yields nγ < k2α since the multiplicative

term is strictly positive.
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M. Proof of Proposition 74

Proof. To determine τ ∗, we compare r(k) with other possible repair states k+δ, i.e.,

we analyze when

r(k) ≤ r(k + δ), (M.1)

for 1 ≤ δ ≤ n− k − 1. On substituting for r(τ) from (6.9), we obtain

λµα(k + n− k − 1)

µHn,k + λ
≤ λµα(k + n− k − δ − 1)

µHn,k+δ + λ
.

We have

ρ ≤ (kα + α(n− k − 1))Hk+δ,k

αδ
− 1

n
−Hn−1,k. (M.2)

Inequality (M.2) yields the maximum departure-to-repair rate ρ for which it is

more cost-efficient to repair at state τ = k than any other state τ = k + δ. We now

examine the behavior of the right-hand side (RHS) of (M.2) as a function of δ for

fixed k and d. We notice that RHS of the inequality above has the same monotonicity

as the function f(k, δ) =
Hk+δ,k

δ
defined in Lemma 81 in Appendix G, from which we

observe that this function is a monotonically decreasing function of δ. Substituting

δ∗ = n− k − 1 to the RHS of (M.2) yields

ρ ≤ kHn−1,k

(n− k − 1)
− 1

n
, (M.3)

for which the optimal repair threshold is at τ ∗ = k.

We now evaluate if there is a departure rate regime for which the average cost per

unit of time is minimized at τ ∗ = n− 1. That is, we analyze when

r(n− 1) ≤ r(n− δ − 1). (M.4)

where 1 ≤ δ ≤ n− k − 1. On substituting for r(τ) from (6.9), we get

λµαk

µHn,n−1 + λ
≤ λµα(k + δ)

µHn,n−δ−1 + λ
⇒ (M.5)

ρ ≥ kHn−1,n−δ−1

δ
− 1

n
. (M.6)
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We notice that RHS of the inequality above has the same monotonicity as the function

g(n− 1, δ) =
Hn−1,n−1−δ

δ
defined in Lemma 82 in Appendix H, from which we observe

that this function is a monotonically increasing function of δ. Substituting δ∗ =

n− k − 1 yields

ρ ≥ kHn−1,k

(n− k − 1)
− 1

n
, (M.7)

for which the optimal repair threshold is at τ ∗ = n− 1.
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N. Proof of Proposition 75

Proof. Let us consider the following inequality:

rD(τ) < rC(τ). (N.1)

According to (6.9), the average repair cost rC(τ) of centralized repair depends only

on α, when n, k, and d are fixed. As αMSR ≤ αMBR, MSR codes minimize rC(τ).

Thus, we select MSR codes for centralized repair in our comparison. Similarly, for

given n, k, and d, the average repair cost rD(τ) of distributed repair depends only

on the repair bandwidth γ. As γMBR ≤ γMSR, MBR codes are selected to minimize

rD(τ). Substituting (2.1) and (2.2) in rC(τ) and rD(τ), respectively, we obtain

M(2d)(n− τ)λµ

k(2d− k + 1)(µHn,τ + λ)
<
M(k + n− τ − 1)λµ

k(µHn,τ + λ)
, (N.2)

which implies

k + n− τ − 1 < 2d. (N.3)

Inequality (N.3) determines the minimum number of surviving nodes for which

MBR distributed repair emerges as the most cost-efficient strategy. The left hand

side (LHS) of (N.3) is a decreasing function of τ . Maximizing the LHS yields the

relationship between n, k, and d for which distributed MBR always outperforms cen-

tralized MSR. This occurs when τ = d. Substituting τ = d results in d > n+k−1
3

. If

we reverse the direction of the inequality in (N.1), we obtain

2d < n+ k − τ − 1. (N.4)

Minimizing the RHS of (N.4) yields the relationship between n, k, and d for which

centralized MSR always outperforms distributed MBR. This occurs when τ = n− 1.

Substituting τ = n − 1 results in d < k
2
. However, by the definition of regenerating

codes, we have d ≥ k. Therefore, there is no condition for which centralized MSR

repair always outperforms distributed MBR repair.
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O. Proof of Proposition 76

Proof. To determine the optimal repair strategy we compare rC(τ) with rD(τ) for

k ≤ τ ∗ < d

rC(τ) < rD(τ).

Substituting r(τ) for distributed repair and centralized repair from (6.5) and (6.9),

respectively, we obtain:

(α(k + n− τ − 1))
λµ

Hn,τ + λ
< (αk(d− τ) + γ(n− d))

λµ

Hn,τ + λ
. (O.1)

For MSR codes, αMSR ≤ γMSR and for MBR codes, αMBR = γMBR. Thus, for each

case, we have α ≤ γ. By choosing the lowest γ, we consider when the parameters

satisfy

α(k + n− τ − 1) < αk(d− τ) + α(n− d)

⇒ k − 1 < k(d− τ)− (d− τ)

⇒ k − 1 < (k − 1)(d− τ)

⇒ τ < d. (O.2)

As k ≤ τ ∗ < d, inequality (O.2) is always true and hence, centralized repair out-

performs distributed repair. As explained in Proposition 75, for centralized repair,

MSR codes minimize the average repair cost rate per unit of time as compared to

MBR codes. Thus, centralized repair using MSR codes yields the optimal repair

strategy.
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P. Proof of Proposition 77

Starting from state n, expected time to reach state τ is
∑n

i=τ+1 = 1
iλ

= Hn,τ
λ

. Once

the system is at state τ , with probability p = τλ
τλ+µ

, the system will transition to state

τ − 1. If this occurs, the recovery will not be possible since the number of fragments

are below the repair threshold. However, DSS can still serve the users if τ − 1 ≥ k.

Until we reach state k − 1, the data is not lost. The expected time to reach state

k − 1 from state τ is
∑τ

i=k
1
iλ

=
Hτ,k−1

λ
. On the other hand, with probability 1 − p,

recovery will be initiated and the system will be back to state n, which takes 1
µ

time.

At that point, we will go thorough the same process again. Accordingly, we have

TDL =



Hn,τ
λ

+
Hτ,k−1

λ
, w.p p

2Hn,τ
λ

+ 1
µ

+
Hτ,k−1

λ
w.p. (1− p)p

3Hn,τ
λ

+ 2
µ

+
Hτ,k−1

λ
w.p. (1− p)2p

. . . . . .
iHn,τ
λ

+ i−1
µ

+
Hτ,k−1

λ
w.p. (1− p)i−1p

(P.1)

from which the expected time to data loss, E[TDL], can be calculated.
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