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ABSTRACT 

 

Advances in mobile and pervasive computing, electronics technology, and the 

exponential growth in Internet of Things (IoT) applications and services has led to 

Building Automation System (BAS) that enhanced the buildings we live by delivering 

more energy-saving, intelligent, comfortable, and better utilization. Through the use of 

integrated protocols, a BAS can interconnects a wide range of building assets so that the 

control and management of asset operations and their services can be performed in one 

protocol. Moreover, through the use of distributed computing and IP based 

communication, a BAS can implement remote monitor and control in adaptive and real-

time manner. However, the use of IoT and distributed computing techniques in BAS are 

leading to challenges to secure and protect information and services due to the significant 

increase in the attack surface and the inherent vulnerabilities of BAS integrated protocols. 

Since there is no intrusion detection and prevention available for BAS network, 

proposing a reliable security mechanism which can monitor the behavior of BAS assets 

becomes a major design issue. 

Anomaly Based Intrusion Detection is a security mechanism that uses baseline model 

to describe the normal behaviors of a system, so that malicious behaviors occurred in a 

system can be detected by comparing the observed behavior to the baseline model. With 

its ability of detecting novel and new attacks, Anomaly based Behavior Analysis (ABA) 

has been actively pursued by researchers for designing Intrusion Detection Systems. 

Since the information acquired from a BAS system can be from a variety of sources (e.g. 

sensors, network protocols, temporal and spatial information), the traditional ABA 
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methodology which merely focuses on analyzing the behavior of communication 

protocols will not be effective in protecting BAS networks. 

In this dissertation we aim at developing a general methodology named Context Aware 

Anomaly based Behavior Analysis (CAABA) which combines Context Awareness 

technique with Anomaly based Behavior Analysis in order to detect any type of anomaly 

behaviors occurred in Building Automation Systems. Context Awareness is a technique 

which is widely used in pervasive computing and it aims at gathering information about a 

system’s environment so it can accurately characterize the current operational context of 

the BAS network and its services. The CAABA methodology can be used to protect a 

variety of BAS networks in a sustainable and reliable way. To handle the heterogeneous 

BAS information, we developed a novel Context Aware Data Structure to represent the 

information acquired from the sensors and resources during execution of the BAS system 

which can explicitly describe the system’s behavior. By performing Anomaly based 

Behavior Analysis over the set of context arrays using either data mining algorithm or 

statistical functions, the BAS baseline models are generated. To validate our 

methodology, we have applied it to two different building application scenarios: a smart 

building system which is usually implemented in industrial and commercial office 

buildings and a smart home system which is implemented in residential buildings, where 

we have achieved good detection results with low detection errors. 
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 INTRODUCTION 

1.1 Motivation 

Advances in mobile and pervasive computing, electronics technology, and the 

exponential growth in Internet applications and services have led to exponential growth 

in the development of new Internet that we referred to as Internet of Things (IoT). In IoT, 

the entities that are connected to the Internet are not limited to computers, smart phones, 

cloud servers, instead, they can be anything such as sensors, actuators, home appliances, 

just to name a few. [1]. The IoT applications include Smart Home, Smart City, Smart Car, 

Smart Logistics, Smart healthcare, etc. 

In general, there are three major challenges when processing IoT information 

[2][56][59]. Firstly, since IoT assets are communicating through a variety of protocols 

and formats, the IoT information carried by those communications are inherently 

heterogeneous. How to efficiently process those heterogeneous information for further 

analysis is a challenging research task. On the other hand, the scale of IoT systems varies 

significantly. The number of IoT devices involved in one application can range from few 

devices to even millions. Furthermore, the information received from IoT resources can 

be also redundant. The second challenge for processing the IoT information is to handle 

redundant data input so that unnecessary data input will not affect severely the normal 

data model for an IoT application. The third challenge is related to the fact that the IoT 

configurations and users’ preference change over time.  To recognize these dynamic 

changes, the IoT applications should be able to dynamically update their data models.  
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Machine learning and context aware techniques have been studied to address the IoT 

challenges discussed previously. In machine learning techniques [58], the data itself is 

used to identify the model that characterize normal operations rather using probability 

and graph models.  In context-aware techniques, the life cycle of an IoT system is defined 

using a set of context aware states that will be used understand the context or the 

environment that governs the operations of IoT services [2]. By using this technique, all 

the heterogeneous information which may be used to describe the state of IoT entities 

will be collected and then be mapped into higher level contexts.  

In this thesis, we focus our analysis on two classes of IoT environments: Smart 

building and smart homes.  We use adaptive machine learning and context-awareness to 

develop a novel context-aware anomaly based behavior analysis for the behavior of BAS 

and smart homes. 

1.2 Building Automation Systems 

The development of IoT brings advanced information services to improve the quality 

of living space in buildings and homes.  Building Automation Systems (BAS) [3] are .key 

to the development of such services that aim at the following objectives: 1) improve 

occupant comfort, 2) achieve efficient operation of building systems, 3) reduce energy 

consumption and operating costs, and 4) enhance reliability of critical infrastructures. In 

general, the BAS applications can be classified into Smart Home systems and Smart 

Building systems (see Figure 1.1).  
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Figure 1-1 The two main BAS applications  

 

1.2.1 Smart Building Systems 

The Smart Building Systems (SBS) aim at integrating building equipment, with 

sensors and control systems to improve the comfort and quality of living space as well as 

achieve efficient operations that significantly reduce building operational and 

maintenance costs. Its implementations range from heating, ventilation, air conditioning 

and lighting to critical infrastructures responsible for fire safety, physical access control, 

etc. According to a survey of large Building Automation and Control System Vendors, 

nearly 50% of the new BAS services are implemented using the corporate local area 

network (LAN) [4]. The information flow involve many different devices that are located 

within a Building Automation and Control (BAC) subnetwork, or located between the 
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BAC subnet and other building equipment across the corporate wide area network 

(WAN). The current trend is to build a network between the building and off-site service 

partners such as equipment vendors, utilities, security contractors, energy service 

contractors, telecommunication service providers, financial service providers, 

government regulating agencies, etc. [4]. Typically, most SBS vendors have workstations, 

web servers and web browser that are accessible within local IP networks. A recent trend 

is to install BAS field level devices such as building controllers and wireless thermostats 

into the corporate LAN for efficient messaging [62]. A typical SBS topology is shown in 

Figure 2. According to the scale of a smart building system, the BAS can be classified 

into stand-alone controller application, small building application, medium building 

application and large or multiple building application [63].  
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Figure 1-2 Typical topologies of Building Automation Systems [5] 

 

1.2.2 Smart Home Systems 

Smart Home Systems(SHS) aim at integrating the home information, autonomy and 

control of home appliances, in order to improve the quality of users’ daily life [64]. 

Compared with SBS, SHS is more focus on controlling home appliances (such as air 

conditioner, fridge, light, and door). Moreover, the operators of SBS can be either the 

home property manager, infrastructure maintainer, or the building occupants, while 

operators of SHS are always the home occupants. SHS Applications can be classified into 

different categories: lighting control, appliance control, entertainment, safety system, 

climate control and assisted living [7]. The climate control application aims at providing 
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customized heating, ventilation and humidity control while saving energy. The assisted 

living applications aim at monitoring living condition and assist in healthcare of an 

elderly person living in SHS [67]. A recent SHS application trend is to use a central 

server (i.e. smart gateway) to monitor and control the home end devices, and 

homeowners can interact with the central server by using mobile Apps or web pages [68] 

(see Figure 1.3).  

 

Figure 1-3 Typical smart home applications [6] 
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1.3 Problem Statement  

    One of the major challenges facing the development of BAS is Cyber-security. 

Since the BAS entities are connected to an IP local area network and to the internet 

[57][59]. There is a high risk that these devices might be compromised by hackers, and 

then will be used as zombies to launch attacks on critical infrastructures. Since many of 

the BAS entities are running using embedded systems with limited storage and 

computational power, it is hard for the traditional IP security algorithms to run on these 

devices.  Another security challenge is that these entities use many vulnerable 

communications protocols that were never designed to address security issues [55].  

Although the BAS cyber-security research is still in its infancy, this makes attacking 

BAS entities and services attractive: In 2013 and 2014, there were four severe attack 

events targeted BAS networks. In 2013, a state government facility’s building, Energy 

Management System (EMS) was compromised by hackers by exploiting the 

vulnerabilities existed in EMS software [7]. Also, in the same year, 2013, EMS of a New 

Jersey manufacturing company is penetrated by hackers. Intruders successfully exploited 

a weak credential storage vulnerability to access the organization's EMS [8].  In 2014, 

researchers from security firm Cylance found that the Building Control System for 

Google's Wharf 7 offices in Sydney has security flaw. By exploiting that flaw, the 

researchers were able to gain administrators’ privilege and access building control panels 

[9]. Also, in 2014, a botnet of more than 100,000 home networking routers and other IP 

connected home devices such as smart TVs, multi-media centers, refrigerators has been 

found to be sending more than 750,000 malicious e-mails over a two-week period [10]. 
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Existing IP network security mechanisms cannot be used directly to address BAS 

threats because of following: 

1) Limited Storage and Computing Power. Most of the BAS entities are 

implemented using embedded systems with limited storage and computing 

powers. Hence, it is hard for the IP network security tools such as anti-virus 

software, Intrusion Detection Systems (IDS), firewall software to be implemented 

on these embedded devices.  

2) Heterogeneous and vulnerable communication protocols. Many of these protocols 

(e.g. Modbus, BACnet, DNP3 etc.) were initially designed without taking security 

into consideration. Moreover, although some of the protocols have published 

security addendum later, the cost of upgrading deployed BAS entities to 

implement those security measures is relatively high and sometime is prohibitive.  

3) Distributed cyber-attacks [56]. By exploiting the vulnerability of BAS devices 

and protocols, hackers can easily use these devices to launch very sophisticated 

cyber-attacks against other BAS resources within its environment or outside.  

Moreover, compromised devices can be used to attack critical infrastructures 

especially when the compromised device is located within the same working 

group of targeted critical infrastructures. 

4)  Severe potential risks [53]. BAS cyber-attacks can be extremely severe (even 

risking users’ life) if they target life threating control equipment, fire control, 

heating and air conditioning systems, etc. 
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TABLE I    BAS NETWORK THREAT MODEL 

 

 

In order to characterize the threats faced by BAS network, we developed the threat 

model shown in Table 1. In this threat model, we define the goal and type of attack, what 

assets it targets to exploit, what is the impacts if the attacker succeeds, and what are the 

potential mitigation mechanisms. As shown in the mitigation column, a typical network-

based Intrusion Detection Systems (IDS) can be used to mitigate five out of nine threats 

efficiently. However, it is possible for IDS to mitigate all kinds of the BAS threats if the 

network-based IDS can generate an appropriate and accurate behavior model for the BAS 

network which is the main research objective of this thesis. 
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1.4 Research Contributions 

In this dissertation, we aim to develop a general intrusion detection methodology to 

detect and mitigate the impact of any anomaly behavior occurred in Building Automation 

System networks. The BAS behavior model is much more sophisticated than a typical IP 

network and also cannot be used directly in BAS networks as discussed previously.  Our 

research resulted in the following contributions: 

1) Feature Selection. . The information flow exchanged within BAS entities are 

heterogeneous and typically transmitted using different communications protocols. This 

results in large amount of heterogeneous information that need to be stored and used later 

for data analysis. We have developed novel techniques to extract the most relevant and 

useful information from BAS entities to improve the accuracy and speed of our anomaly 

behavior analysis algorithm. 

2) Context Aware Anomaly Behavior Analysis Methodology. Since the BAS security 

attacks can be categorized as either network attacks or device attacks, our methodology 

can detect both types of attacks. The network attacks aim at exploiting the vulnerability 

of communication protocols and network resources (e.g. network bandwidth, routing 

table). The device attacks aim at compromising the end devices deployed in the fields, 

and then exploit them to launch distributed sophisticated attacks. We showed that by 

using context aware and data analytics techniques, our anomaly behavior analysis 

methodology can secure and protect the operations of BAS networks and their devices.  

3) Risk and Impact Analysis. Since the consequences caused by different abnormal 

behaviors range from minor disturbance to life threating events, our methodology can 
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perform risk and impact analysis evaluation in order to help in making the appropriate 

mitigation actions for the detected anomalous event. 

4) Holistic Behavior Analysis. Since the security attacks could be carried by either a 

single attacker or multiple attackers that might be geographically dispersed, our 

methodology can analyze the systems’ behavior under a wide range of attack scenarios. 

1.5 Dissertation Organization 

The remaining chapters of this dissertation are organized as follows: 

Chapter 2 describes the technical background and related works. We present a 

comprehensive taxonomy for both Intrusion Detection and Context Awareness 

techniques. The security for Smart Building Systems and Smart Home Systems are 

discussed separately. 

Chapter 3 describes our proposed Context-Aware Anomaly Behavior Analysis 

(CAABA) in detail and discuss in further detail the main phases carried out by our 

methodology. 

Chapter 4 discusses how to implement the CAABA to a smart building network. It 

presents how our methodology is adopted to protect the SBS from attacks that are 

exploiting the existing vulnerabilities in BACnet protocol. The experimental results is 

evaluated and discussed at the end. 

Chapter 5 presents a case study for implementing an Anomaly Behavior Analysis 

(ABA) method without applying context aware and temporal behavior analysis 

techniques. The performance of the ABA approach is compared with the performance of 

our CAABA approach. 
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Chapter 6 discusses how to apply the CAABA methodology to a Smart Home 

network. It explains how our methodology is adopted to validate the identity of SHS 

users based on their daily usage patterns. The experimental results is evaluated and 

discussed at the end. 

Finally, Chapter 7 concludes the dissertation by summarizing the research results, the 

contributions of this dissertation and discussing future research activities. 
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 BACKGROUND AND RELATED WORK 

2.1 Anomaly Behavior Analysis 

In general, there are two kinds of intrusion detection techniques: signature based and 

anomaly based methods [11].  The anomaly based intrusion detection defines a baseline 

model for normal behavior of the system that is obtained through training, and consider 

any activity which lies outside of this normal model as anomaly [12]. On the other hand, 

the signature based behavior analysis uses a model to explicitly describe all the known  

abnormal behaviors. Compared with signature based approach, the advantage of anomaly 

based approach is its ability to detect unknown attacks. However, the major challenge of 

anomaly based approach is its high false positive detection rates, especially when there is 

big change in the normal operation of the target system. 

The detection quality of an ABA is mainly determined by the quality of its baseline 

model. A baseline model maps the normal behaviors into an multi-dimensional feature 

space, while the boundary of such feature space is explicitly described so that any 

behavior that is an outlier of such space will be regarded as an abnormal behavior. In 

general, the quality of a baseline model is determined by the quality of both feature 

dimension and space boundary. Typically, the implementation of anomaly detection 

system consists of two phases: training phase, and testing phase.  

In the training phase, the features are mainly extracted from normal dataset. The 

methods for such extraction may varies, and the quality of data training depends on the 

features that have been selected. Moreover, the quality of selected features can be further 

improved by data preprocess (e.g. discretize analog data into digital data). After the 
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feature selection, boundary of feature space is generated through data training. Such data 

training is usually carried by data mining (or machine learning ) algorithms. Since the 

boundary generated by different algorithms may vary a lot, choosing or designing the 

right algorithm for the current dataset is the major task in the training phase. After we 

have extracted the required features and selected an algorithm for training, the third step 

is to configure the algorithm properly so that the boundary between normal data and 

abnormal data does not face under-fitting or over-fitting problem [65]. Figure 2.1 

illustrates three examples for under-fitting, normal and over-fitting scenarios.  

 

Figure 2-1 (a). Under-fitting phenomenon (b) Normal situation (c) Over-fitting phenomenon 

 

As shown in figure 2(c), overfitting occurs when the model fits the normal data so 

well that the noise of normal data is also described. Compared with that of normal 

situation, overfitting can achieves higher detection accuracy when dealing with training 

data. However, since the bias of overfitting model is lower to non-normal data, the 

detection performance of overfitting model is worse than normal model when dealing 

with real-world data. On the contrary, the under-fitting happens when the model or the 

algorithm does not describe the normal data well enough, hence the baseline model fail to 

capture part of normal data within the normal boundary. Compared with normal situation, 
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under-fitting can result in worse detection performance during both training and testing 

phase. Therefore, determining a balance between over-fitting and under-fitting is an 

major concern in the training phase. The following four methods are proposed for 

keeping balance fitting: 1) performing K-fold cross validation during data training,  2) 

configuring training algorithm properly, 3) selecting the proper set of features for training, 

and 4) collecting adequate training dataset which describe all the possible normal patterns 

[66].   

       In the testing phase, the generated baseline model is validated using real-time traffic 

in order to evaluate its detection accuracy. It is noted that the real-time traffic should be 

different from the data set used during training. The detection performance is quantified 

by calculating the model’s detection rate, false positive and false negative rates.  

A recent ABA trend is to use adaptive learning instead of supervised learning. In 

supervised learning process, operator have to manually tag the training data set as either 

normal or abnormal which is tedious and manual intensive task. Moreover, the baseline 

model generated through supervised learning will not work properly if the operation of 

protected system has experienced a significant change. In an adaptive learning process, 

the data training process is usually fully automated without human intervention. In this 

case, the baseline model can be periodically updated to describe the latest changes 

regarding configuration and operation pattern of the protected system. 

2.2 Context Aware Analysis 

As is defined by Dey and Abowd, “Context is any information that can be used to 

characterize the situation of an entity. An entity is a person, place, or object that is 
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considered relevant to the interaction between a user and an application, including the 

user and the application themselves.” [13]. The contexts as information are inherently 

heterogeneous and that require the use of sophisticated analysis process in order to handle 

contexts efficiently. The term context aware is first introduced by Schilit [14] in 1994 in 

order to enrich the definition of ubiquitous computing. A more formal definition of 

context aware was first introduced by Dey in 2001 as follows:  

“A system is context-aware if it uses context to provide relevant information and/or 

services to the user, where relevancy depends on the user’s task.[13]” 

This definition indicates three features of the context-aware technique: firstly, providing 

customized useful information and services are the major objectives of context-aware 

technique. Secondly, the heterogeneous context is the basis to derive and acquire the 

relevant context information. Thirdly, context-aware can be adaptive to accomplish a 

variety of tasks.  

The life cycle of contexts can be formalized into four phases: context acquisition, 

context modeling, context reasoning, and context dissemination [71] (see Figure 2.2). 

While in different applications and approaches, the operations designed for each phase 

may vary a lot.    
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Figure 2-2 Basic form of context life cycle [2] 

 

In the context acquisition phase, the context information is acquired from various 

sources. The main resources for context information are the sensors which include 

physical sensors, virtual sensors and logical sensors. Other than sensor data, there are 

other information sources such as user input, logs of operating systems, packet streams, 

etc. The acquisition process for context information can be obtained from sensors (e.g. 

temperature, humid, movement), derived and/or it can be manually provided [2]. Derived 

information means it is generated by performing computational operations or data 

transformation on a given context data. An example of such a derived information can be 

the flow of packet streams, user behavior or user’s walking distance obtained from a GPS. 

Manually provided information are typically acquired from users and utility operators 

such as preference, corrections of sensor data and complement of loss data. Among all 
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the available contexts, the context information that is manually provided should be 

assigned a higher priority than others.  

The context modeling phase is to represent the information acquired from the sensors 

and resources during execution of the system into a context which can explicitly describe 

the system’s behavior[15]. Since the context information are acquired from a variety set 

of sources, its inherently heterogeneous. By referring to [2], in general, there are six kinds 

of context modeling techniques: key-value, markup schemes, graphical, Object based, 

logic based and ontology based modeling. In our approach, we choose to use object based 

modeling which means our context modeling process can be described use object-

oriented diagram. 

The context reasoning phase aims at deducing inferred knowledge, and providing 

relevant information to users’ tasks. Artificial intelligence method is used to implement 

the context reasoning phase. A survey of context-aware applications and their results are 

shown in Figure 2.3 [69]. As shown in this figure, nearly half of the context reasoning 

methods are designed based on rules. This is because rule-based learning is the simplest 

and the most straightforward reasoning method when compared with other techniques. 

Moreover, these rules can be easily implemented using IF-ELSE statements. Examples of 

rule-based learning include ontology learning, semantic rule learning, and rule based data 

mining. The rest of the model types are all belong to the data mining (machine learning) 

category. It is noted that within these algorithms, Decision Tree (DT) is the most popular 

one, since it is efficient and easy-to-use technique for analyzing statistical based 

problems. Recently, Deep Learning is gradually becoming more popular in the artificial 
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intelligence area. Deep Learning achieves good performance when conducting 

reinforcement learning, supervised /semi-supervised learning on big data. The main 

drawback of the deep learning is that 1) it requires lots of computational resources, and 2) 

the neural network model is hard to be understood by human. However, in distributed 

computing environment, it is likely that context reasoning applications will utilize deep-

learning. 

 

Figure 2-3 Statistics of context reasoning model used in 114 context-aware application between 2004 

and 2009 [2] 

 

     Context Dissemination is the final phase in our context life cycle after the inferred or 

relevant context information are deduced from the given context information. In general, 

there are two ways to perform context distribution [70]. The first method is to provide 

useful reasoning information to the users. For instance, in an intrusion detection 

application, the detection decision of a suspicious behavior is useful information that 

should be provided to the network operators. In the second method, the application can 

perform automated operations based on the reasoning information. Through these 
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operations, relevant services can be provided to the entities. For instance, intrusion 

detection system can trigger recovery actions to mitigate the detected intrusion behaviors.  

2.3 An Overview of Smart Building Network Security (1st Case Study) 

2.3.1 BACnet Protocol Overview  

Building Automation and Control network (BACnet) protocol is one of the most 

widely used communication protocol for Smart Building networks. It standardizes the 

data and technological process within the devices through the definition of “Object” such 

as Analog Input, Binary Output, File, and Loop, etc. The service-oriented communication 

is defined to standardize the data access and command execution by the building devices. 

BACnet is based on a four-layer architecture which corresponds to Application, 

Network, Data link, and Physical Layer of the OSI model as shown in Figure 2.4. For the 

data link/physical layer, It provides options including Ethernet, Master Slave/Token 

Passing (MS/TP), etc. With regard to the BACnet/IP communication which runs on top 

of UDP/IP networks, a sub-layer called “BACnet Virtual Link Layer” (BVLL) is added 

between the BACnet Network Layer and the UDP layer.  

 
Figure 2-4 BACnet collapsed architecture [4] 

 



31 

 

 

 

Since our work is mainly focus on the BACnet application layer, we need to provide 

an introduction of the BACnet Application Protocol Data Unit (APDU). The BACnet 

application layer performs the information processing required for a particular application, 

through interacting with the application program which varies from different applications. 

The application program itself is outside the scope of BACnet. The information 

exchanged between two peer application layers is realized by the exchange of 

information contained in APDU. The APDU consists of two parts: Application Protocol 

Control Information (APCI) and Service-related data. The APCI which is the ‘header’ of 

the APDU contains data for the operation of the application layer including type of 

APDU, InvokeID, and etc. The Service-related Data is specific to different service 

requests and responses [4]. The encoding format of a BACnet APDU is illustrated in 

Figure 2.5 as an example. 

 

Figure 2-5 BACnet APDU encoding format [4] 
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Initially, the BACnet standard provides very limited security measures in Clause 24. 

In 2003, David G. Holmberg published a report [16] to increase the awareness of the 

BACnet threats when they are connected to public networks. The report pointed out the 

need for developing protocol security policies [16]. A later technical report dealt with 

threats from Internet perspective as well as from physical threat to the BACnet devices 

[17]. It also provided a summary of the weaknesses of the BACnet protocol. In the 

countermeasure section, the author introduced the efforts taken by the BACnet Network 

Security Working Group (NS-WG) to solve security issues [17]. A collection of tools 

called BACnet Attack Framework is introduced in [20]. The tool integrates current attack 

techniques against BACnet protocol including BACnet re-routing, spoofing and denial of 

service attacks. 

2.3.2 Smart Building Network Intrusion Detection Techniques 

According to the analysis technique, Intrusion Detection Systems are grouped into 

two categories: Misuse Detection and Anomaly Detection [11]. In Misuse Detection 

technique, the system detects the malicious activities and attacks based on predefined 

intrusion signatures. BACnet Firewall Router (BFR) [21] is the first program which 

integrates simple intrusion signatures into BACnet/IP routing function. The program is 

capable of control what types of BACnet service request can pass from one side to the 

other based on preconfigured security rules. It can also route and filter the traffic from 

external network by performing Network Address Translation. Another Misuse Detection 

approach for BAS communication is proposed in [26] and [27], Kaur et al. and 
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Szlósarczyk et al. provided a set of normalization rules for BACnet/IP messages and 

implemented them as a form of Snort extension [31]. Since the signatures used in Misuse 

Detection systems are predefined, those systems cannot detect novel attack (known as 

zero day attacks). In addition, mutually generating signatures for BACnet service related 

data requires the expertise for specific BAS application.  

Anomaly Detection is an alternative intrusion detection approach to misuse detection. 

The anomaly based IDS defines a baseline model for normal behavior of the network 

through training, and consider any activity which lies outside of this normal model as 

anomaly [60]. The main feature of anomaly detection systems are their capability in 

detecting novel attacks. Moreover, the normal model can be automatically defined 

through training Instead of being updated mutually. There were two anomaly based 

detection approach been proposed for BACnet security. An entropy-based anomaly 

detection approach of BAS networks is introduced in [23]. The authors retrieve detailed 

traffic information about BAC network by applying the non-sampled NetFlow and 

BACnetFlow monitoring inside BAC networks [23]. The idea of BACnetFlow is first 

introduced by the same research group in [24]. The detection result in [23] is based on 

evaluation of the real Masaryk University Campus network. An anomaly detection 

technique based on Markov chains is proposed in [25] which can protect BACnet 

communication in SCADA systems. The authors extract context features from 

BACnet/IP packet header and payload, and use a data mining algorithm named Markov 

chains to generate a probability based model. The approach achieve high detection 

accuracy against replay and Man-In-the-Middle attack. 
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2.3.3  Challenges of Intrusion Detection for Smart Building Network 

The major challenge for anomaly detection is the high false positive detection rates, 

especially when the network traffic experiences significant changes in its normal 

operations. The key factor to reduce false alarms is develop an accurate runtime model 

for the normal network behavior. The two existing anomaly detection methods for 

BACnet have not been effective in detecting attacks [23, 25]. The algorithm reported in 

[23] could not detect BACnet attacks against a single packet. Furthermore, this approach 

cannot detect attacks launched from within the BAS networks. The limitation of the 

second approach in [25] is not considering the temporal behavior as a detection feature. 

This may lead to detection failure when the attacker sends legitimate packets at 

inappropriate time to manipulate a time-dependent processes.  

Our context aware anomaly approach solves the problems related to detecting single-

packet attacks, insider attacks, and time-dependent attack. We acquire information from 

multiple resources other than BACnet traffic and discretize the values of some context 

features into fuzzy values in order to reduce the high false alarms caused by the change of 

system configuration. To the best of our knowledge, our approach is the only approach 

that applies context aware behavior analysis to detect attacks against BACnet protocol 

and network. Since our detection scenario is focusing on protocol-targeted attacks, it can 

be used as a standalone Intrusion Detection System to substitute the BACnet Security 

Addendum 135-2008g application. 
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2.4 An Overview of Smart Home Network Security (2nd Case Study) 

2.4.1 Smart Home Cyber Threats 

According to security analysis of home applications [36], smart homes face the 

following two vulnerabilities: Firstly, most home applications are merely protected by a 

simple username/password mechanism [36]. On the other hand, web-service SmartApps 

installed on users’ cellphones and laptops are usually designed to be over-privileged, 

which mean that the Apps have the potentials to trigger unauthorized commands. In the 

context of remote home monitoring and control, the following attacks can be launched 

[38]: 1) User spoofing, 2) Device spoofing, 3) Message Modification, 4) Replay attack, 

and 5) Flooding attack. In user spoofing attack, attackers can manipulate user’s credential 

to obtain user’s authorization. This attack can be carried out by password cracking, 

Trojan horse and password replay. In device spoofing attack, attackers can either 

compromise a control device (e.g. smart gateway) or spoof its network address in order to 

trigger unauthorized commands. In message modification attack, attackers act as a “man 

in the middle” so that valid commands can be falsified. In replay attack, user’s valid 

commands can be replayed anytime to trigger critical event such as opening the gate. The 

flooding attacks are carried by flooding packets into communication channels of smart 

home such that there is no bandwidth available for smart application messages. 

2.4.2 Risk Evaluation for Smart Home Systems 

The risk impact of a smart home operation is defined as the impact level of the most 

severe consequence that the operation can lead to. The threat impact of operations vary 

based on the type of home appliance involved and the operation status (e.g. on or off) 
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[37]. For instance, the threat impact of opening the main door is higher than turning on a 

light. Moreover, switching on an oven at random time is more severe than switching it off, 

since switching on the oven could result in a fire accident while switching the oven off 

can cause the food to be uncooked. On the other hand, the threat impact of operations can 

be quantified by referring to FIPS 199 impact level assessment criteria [39]. FIPS 199 

characterizes the impact of threats as Low, Moderate or High. The Low impact represents 

limited adverse effect on smart home’s operation assets or individuals. Examples on low 

impacts include minor damage to assets, minor financial loss, and disturbance of 

individuals. Moderate impact represents significant adverse effect such as damage of the 

property, privacy leaks, big financial loss, and minor harm to individuals. High impact 

represents severe or catastrophic adverse effect such as major financial losses, major 

damage to assets, and severe harm to individuals. 

2.4.3 Predicting Users’ Behavior  

The data analytics techniques to predict user behaviors within smart homes are 

becoming widely used because of its ability to analyze and predict users’ daily habit. The 

current trend of smart home applications is to control home applications automatically 

based on the uses’ daily habit profile. The sequence of actions performed by a user is 

usually acquired through context aware technique that collects about user actions from 

sensor data, system log data and temporal information (e.g. current time, duration) .  In 

general, there are three widely used data mining algorithms to predict user behavior or 

actions: 1) Probability based algorithm such as Naïve Bayes that uses probabilities to 

determine the most likely routine to be performed by user at home [40], or to determine 



37 

 

 

 

elders’ health condition based on home sensors [41];  2) Association Rule is the most 

popular method for mining appliance usage pattern [42][43][45]. The association rule 

algorithm associates the behaviors or actions that always invoked together such that the 

associated actions can then be automatically triggered together.  The main advantage of 

the association rule algorithm is that its learning process can be fully automated since the 

learning is unsupervised; 3) Markov Chain is another method for mining associated 

behavior [44][46] and it performs better when users’ behaviors reflect a relatively stable 

pattern. In this thesis, we apply the technique of predicting the sequence of actions to 

performed by a user to perform anomaly based analysis based on the expected users’ 

behaviors. We designed a novel anomaly characterization function for semi-supervised 

learning since the current techniques to predict the user sequence of actions perform 

poorly when used in anomaly behavior analysis (ABA). To the best of our knowledge, 

our approach is the first one that performs ABA based on usage patterns of home 

appliances. Since smart home applications are becoming more popular and will be 

deployed widely in the future, the development of fine-grained security profile for each 

smart home system is an important research area.  
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 CONTEXT AWARE ANOMALY BEHAVIOR ANALYSIS 

APPROACH 

3.1      Introduction 

Our Context Aware Anomaly Behavior Analysis approach is formalized into the 

following five phases (see Figure 3.1): asset context acquisition phase, context modeling 

phase, context reasoning phase, threat assessment phase, and action handling phase. In 

the context acquisition phase, context information are acquired as features from a variety 

of resources. In the context modeling phase, context features are grouped and mapped 

into high-level context information called Context Aware Data Structure. (CADS). 

Compared with context features, the context attributes are concise and accurate. In the 

context reasoning analysis phase, the baseline model for describing the normal behavior 

patterns of the protected system is created based on context attributes collected during 

normal operations. By performing static behavior analysis and temporal behavior analysis, 

we can analyze simultaneously both information security and asset functionalities. In the 

threat assessment phase, attack classification and threat evaluation for the abnormal 

behaviors are performed in order to quantify the potential risks of those abnormal 

behaviors that have been detected. In the action handling phase, mitigation actions are 

triggered to protect the system from the detected malicious behaviors. 
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Figure 3-1  Context Aware Anomaly Detection Architecture 

 

3.2      Context Acquisition Phase  

In our approach, the context features to be acquired are not restricted to the features 

extracted from communication protocols, but, any data that can be used to characterize 

the behavior of BAS assets and services will be used to build the context-aware data 

structure. For instance, the network port and IP address, location, operational state and 

device functionality are not directly related to protocol operations, but they can be used to 

characterize accurately the context of operations for all the BAS resources and sensors. In 

our approach, we acquire as much as possible different types of context information to 

obtain detailed information about the asset being monitored and protected. We classify all 

the context features that can be acquired based on their acquisition process as follows: 

• Protocol Related Features: These features are collected from packet streams. The 

packet streams in BAS networks utilize different communication protocols (e.g. 

Zigbee, BACnet, WIFI, HTTP, UDP/IP, and TCP/IP). Hence, the design of feature 
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extractor for different protocols is a major development step in the feature 

acquisition phase.   

• Manually Provided Features: System operators can manually provide the relevant 

features based on their knowledge of the normal behavior of a given asset to be 

modeled. This method is usually used when the information needed cannot be 

acquired directly from the packets streams. 

• Local Device Context Features: These features include current time, and the local 

available resources and their functionality. Such features can be acquired from the 

system log, system clock, etc. 

• GPS signals: The physical location of each field device is determined using the GPS 

signal associated with the device. 

• Derivative Context features: A derivative feature is any feature that can be computed 

using other features. The acquisition process of such features involves merging the 

collected features to generate more complex and aggregated features that can be used 

to abstract the behavior of certain contexts. Figure 3.2 illustrates some derivative 

contexts in different categories. For instance, based on the time information acquired 

locally, user’s calendar which are manually provide and data from home sensor, we 

can predict user’s current behavior which is a derivative context feature. Data fusion, 

and data aggregation are examples of the types of operations that can be applied to 

obtain complex and compound derivative features.  



41 

 

 

 

 

Figure 3-2 Examples of context derivations [2] 

 

3.3      Context Modeling Phase  

3.3.1 Context Aware Data Structure 

The development of Context Aware Data Structure (CADS) is based on the concept 

of characterizing the normal behavior of an assets into a finite set of contexts and then 

use sensors and BAS network traffic to build the CADS that can be used to accurately 

characterize the normal behavior of BAS devices [61]. The hierarchy structure of the 

CADS is shown in Figure 3.3. The highest hierarchy defines the sentence format of our 

context with tuples ordered as: 1) Who: it defines device type (senders, receivers, 

communication channels, etc.); 2) What: it defines the context type of information (log 

information, working group, etc.); and 3) How: it defines how the asset within the 
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specified context is behaving [16]. In the second hierarchy of CADS, a set of context 

attributes is created to provide further information about the behavior of asset within the 

specified context. The category of data input for each context attribute is pre-defined so 

that the information from different resources can be automatically grouped into their 

corresponding class. For instance, the context class named Sender is defined to collect 1) 

sender’s TCP/IP address, sender’s authentication information and sender’s current cookie 

which are all extracted from the packet stream; 2) user accounts’ credential information 

which are acquired from the log of configuration; and 3) sender’s physical location which 

are acquired from GPS signal. The data mapping is implemented by deriving an 

appropriate set of aggregated features. For instance, we can obtain the attribute named 

“Sender User ID” by mapping the sender’s cookie, authentication information provided 

by the sender and credential information. The lowest hierarchy of CADS represents a 

contextual array which can explicitly describe current smart events. Based on the context 

of different BAS applications, different context classes and their corresponding attributes 

will be selected from our template. Moreover, it is possible that more context classes or 

attributes will be added to better describe the context of some applications. 
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Figure 3-3 Hierarchies of Context Aware Data Structure 

 

3.3.2 CADS-based Context Modeling  

The context modelling process consists of three steps. In the first step, we discretize 

the continuous data as fuzzy values and quantify the log of observed behaviors. Our 
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objective is to convert the data with trivial values to the data which is more concise for 

further analysis. For example, the building temperature value provided by sensors can be 

discretized into four levels: high, medium, low and not available. The temperature range 

for each level can be adjusted by system operators. By adopting this approach, we 

quantify the log of observed behaviors by a finite set of behavior tags.  

In the second step, a set of context classes is created to group and aggregate relevant 

context data and store them into attributes within classes. The context classes and their 

relationships are implemented as a class diagram by utilizing the Unified Modeling 

Language (UML) technique. Based on the CADS defined in Figure 3.3, our UML class 

diagram includes all the classes listed in second hierarchy of CADS as follows: 1) Device 

class which describes the configuration of a building device; 2) Working group class 

which includes the information to be logged for monitoring the operation status for asset 

groups; 3) Communication Channel Information class includes the registered network 

information and network performance for each communication channel; 4) Temporal 

Behavior class which describes the behavior of an asset in the time domain; 5) BACnet 

Protocol Related Behavior class which includes all the protocol related context features 

generated from BAS packet streams; and 6) The Asset Behavior class which maps the 

BAS packet streams into a set of normal application behaviors.  

In a UML class diagram, context classes consist of attributes and operations. 

Whenever a class receives context features, it aggregates the relevant features by 

implementing the predefined operations and then store the aggregated features into 

compound context attributes. For instance, the Device class aggregates the feature 
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“Sender IP Address” and “Sender BAS Protocol address”, “Device Type Index”, and 

“Importance Weight Index” with a predefined mapping operation. As a result, two 

aggregated features which can characterize the type and the importance of the sender 

device will be generated and then stored as class attributes.  

In order to explain how our UML modeling technique to characterize the normal 

behavior of BAS networks, we will use the following two examples:  

1. When a fire controller detects a fire accident and triggers a fire alarm, the central 

workstation will open the main gate by sending a Write-Property request to the gate 

controller. The BCADS to describe such a behavior is shown in Figure 3.4. Upon 

receiving the request, the device class identifies the sender and the receiver device 

using their network addresses. The protocol related behavior class identifies the 

“BACnet Service Type” for this context behavior, and then update the values of other 

attributes accordingly. Based on the values of “Sender ID”, “Receiver ID” 

and ”BACnet Service Type”, the Working Group class determines which working 

group is related to the current behavior and then update its Corresponding log of 

properties. 

  

Figure 3-4 . Sample CADS for describing a Write-Property Service being sent from a workstation to 

a gate controller. 

 

WHO: Sender Device, (ID &Importance) Workstation1_High (Location) Match. Receiver 

Device, (ID &Importance) GateController1_High.  

WHAT: Working Group, (Group ID) 3. (Log of Observed Properties) Temperature_3, High; 

Smoke_3, High; FireAlarm_3: On. 

HOW: Protocol Related Behavior, (BACnet Service Type) Write-Property. (Property ID) 

BinaryOutput-NO.2. (Change to Value) On.  
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2. The central workstation sends Read-Property-Multiple service request to a fire 

controller every ten seconds. A sample BACDS to describe such behavior is shown in 

Figure 3.5. Based on the aggregated features named “Sender ID”, “Receiver ID” 

and ”BACnet Service Type”, the Temporal Behavior class recognize that the sample 

behavior is a periodic behavior. Hence, the attributes named “Interval of Periodic 

Signal” are updated. Please notice that no attributes in a working group class is useful 

for charactrizing periodic behaviors.   

 

Figure 3-5 Sample BCADS for describing a Read-Property-Multiple Service invoked periodically by 

the workstation. 

 

In the third step, we retrieve context attributes from the context classes to build our 

contextual array and then store the array into an SQL database. Since the attributes 

named “Sender ID”, ”Receiver ID” and “Protocol Service Type” are the three major 

references to perform feature aggregation, we combine them together as array index to 

classify the contextual arrays into different types. Based on the array index, we create 

multiple tables in the database so that each type of contextual array can be stored 

separately. 

WHO: Sender Device: (Sender ID)= Workstation#1 (Importance) High. Receiver 

Device: (Receiver ID)= Fire-Controller#2 (Importance)= High. Communication 

Channel: (Flow amount)= 23. 

HOW: Protocol Related Behavior: (BACnet Service Type)=Read-Property-Multiple 

(Property ID)= BinaryInput_1;BinaryInput_2; AnalogInput_1. Temporal 

Behavior: (Interval of periodic signal)= 9.80. 
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3.4 Context Reasoning Phase 

The context analysis is a process to develop accurate anomaly detection, attack 

classification and threat impact analysis based on the context model. In our approach, the 

behaviors are analyzed to recognize them as a sequence of actions and also as individual 

actions or operations. The pattern of each individual behavior is recognized by 

performing a single behavior analysis. At first, probabilistic based or rule based behavior 

analysis is performed to determine if there is any anomaly behavior occurred in the 

context being analyzed. During the second phase, a temporal behavior analysis (sequence 

pattern analysis) is performed with respect to their contexts. 

3.4.1 Behavior Analysis of Individual Operations 

 Behavior analysis is a process to aggregate and correlate contextual arrays that 

characterize the current operations of assets in order to detect anomalous behavior that 

might have been triggered by attacks and/or faults. In our data modeling approach, we 

use supervised learning by labeling the traffic flow generated by an attacker as an 

abnormal traffic. We then apply anomaly behavior analysis using two algorithms 

(Bayesian Network and RIPPER data classifier) to generate baseline models which can 

characterize the normal behaviors of the network traffic. The objective of using two 

algorithms is to compare their detection performance. In what follows, we describe each 

algorithm in more details. 

1) Bayesian Network algorithm 

The probabilistic base behavior analysis method uses probability theory to handle 

uncertainty in complex behavior events. Bayesian Network is used to provide a joint 



48 

 

 

 

probability distribution over a set of random variables. A Bayesian network (BN) is 

represented as a directed acyclic graph (DAG) where variables are corresponded to nodes 

and probabilistic dependencies between connected nodes are corresponded to arcs. Let 

U={𝑥1, … , 𝑥𝑛} where n ≥ 1 be a set of random variables. A joint probability distribution 

over U is represented as   

( ) ( ( ))
u U

P U p u pa u


        (1),   

where u ∈ U and pa(u) is the set of parents of u. If a set of context attribute variables 

{𝑥1, … , 𝑥𝑛} are given as the input of the BN, the probability that an observed context 

behavior is normal can be computed as  
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            (2), 

where α is a normalized constant and  P(𝑛𝑗) is a priori probability of a normal behavior 

which will also be a constant. We simply define that if P(𝑛𝑗|𝑥1, 𝑥2, … , 𝑥𝑛) is less than a 

given threshold Delta, then the behavior is an abnormal behavior. The Delta value will be 

determined experimentally using the training data sets. 

2) RIPPER algorithm 

The algorithm is known as the Repeated Incremental Pruning to Produce Error 

Reduction (RIPPER) which is first proposed by William W. Cohen in [17]. It is applied 

to analyze the relevant contextual arrays in order to derive a set of anomaly rules to 

characterize the normal behavior of the BACnet traffic. The binary-class version of this 

algorithm is applied during the training phase by tagging the traffic context features as 

either normal or abnormal. 
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3.4.2 Temporal Behavior Analysis Based on Predefined Patterns 

The temporal behavior analysis for predefined patterns is based on the assumption 

that normal operational scenarios involve a well-defined sequence of actions that are 

carried out within a known time interval. If the observed sequence of operations did not 

follow the expected behavior within its interval, we assume that either the 

communication channel or one or more of the scenario assets is not working properly due 

to cyber-attacks, failures or accidents. We define a Behavior Sequence Pattern (BSP) as 

the sequence of operations taken by all context assets during a given time interval. One 

SBP with an identifier of n and maximum sequence number of k is represented as 𝑆𝑛𝑘 =

[𝑢𝑛0, … , 𝑢𝑛𝑘], where 𝑢𝑛0, … , 𝑢𝑛𝑘 denote the behavior identifiers. A set of SBPs for the 

whole network is represented as a multiset  {𝑆1𝑘, … , 𝑆𝑛𝑘} . For each  𝑆𝑛𝑘 , we create a 

corresponding Scenario Sequence Counter (SSC) with initial value 𝐶𝑛𝑘 = 0. This counter 

records the sequence of actions corresponding to a given scenario or context. Whenever a 

behavior 𝑢𝑛𝑚 in a given BSP 𝑆𝑛𝑘 is captured, its corresponding SSC will be updated as 

10m

nk nkC C 
      (3). 

According to Equation 3, if the behavior  𝑢𝑛𝑚 is invoked within a certain time interval, a 

value of “1” is updated to the m  digit of  𝐶𝑛𝑘 , otherwise the value “0” is updated. 

Consequently, if all the behaviors in a BSP 𝑆𝑛𝑘 are invoked in the right order within a 

certain time interval, value of the corresponding 𝐶𝑛𝑘 should be 

 𝐶𝑛𝑘 = 𝐶𝑛𝑘
𝑁 = ∑ 10𝑚𝑘

𝑚=0   (4). 

If any analyzed behavior is failed within the time window, we can recognize the detected 

anomalies by computing the difference between  𝐶𝑗𝑘 and  𝐶𝑗𝑘
𝑁 . Taking a SPB  𝑆𝑗3 as an 
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example: if a fire controller detects a fire accident, it will send an Acknowledged-Alarm 

service request to the gate controller. Once the alarm is received, the gate controller will 

reply with an acknowledgment and then send a Change-of-Value-Notification service to 

the workstation indicating the main gate is switched to open for emergency. If the 

controllers invoked the three behaviors correctly, the 𝐶𝑗3 in this case should be the same 

as 𝐶𝑗3
𝑁 which is “111”. If the gate controller failed to send an acknowledgement,  𝐶𝑗3  

would be “101”.  On the other hand, if the gate controller failed to send a Change-of-

Value-Notification,  𝐶𝑗3 would be “110”. 

3.4.3 Temporal Behavior Analysis of Asset Daily Usage Pattern  

Nowadays, a working class is the major component of our society. The typical work 

days start on Mondays and end on Fridays; a working group member typical leaves home 

for work around 7:30 AM and returns home after 6:30 PM. Since the usage patterns of 

BAS assets can be highly related to users’ daily routines, an Asset Daily Usage Pattern 

for each BAS user can be built by analyzing the temporal behavior of each individual 

user on a daily basis. For instance, by performing temporal behavior analysis, we may 

obtain one asset daily usage pattern for the period 6PM to 7 PM for each Monday and for 

one user, say Alan. The sequence of normal actions performed by Alan “open door, close 

door, and turn on air conditioner”. Based on the dataset of contextual arrays invoked by 

each user, we can detect any anomalous behavior by that user. Based on the utilization of 

the Context-Aware Data Structure, users’ usage of building asset are dynamically 

mapped and aggregated into Context Attributes. These attributes are then used to develop 

the Contextual Array. For instance if user Bob remotely turns on the light “L1”, air 
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conditioner “A1”, and water heater “H1” at 6:20 PM before arriving home, the contextual 

array to describe such context is shown in Figure 3.6. The contextual arrays for Temporal 

Behavior Analysis consist of the following attributes: 

User ID (U) is a string with one to one correspondence to each valid user. 

 Behavior Sequence (BS) is a string contains a sequence of actions which are associated 

with user. A captured sequence of operations is represented as a string indicating the 

observed state of an observed sequence. For instance, if an observed sequence causes the 

main door “D1” to switch to state “O” (open/on), we can represent this behavior as 

“D1O”. The observed actions are considered a recognized sequence if 1) they are invoked 

by the same user; and 2) the time interval between two actions is below a pre-defined 

threshold (e.g. 10 seconds). 

Behavior Pair Set (BPS) is a multiset that consists of the pairs of observed actions 

which are belong to the same Behavior Sequence. The Behavior Pair Set can explicitly 

describe the one-to-one relation of actions within each Behavior Sequence. 

Time Slot (TS) is an integer indicating which slot is the current time belong to. 

Physical location (PL) is a string indicating if the captured sequence is carried out from 

either inside the home or outside of the home. 

Gateway availability (GA) represents a metric of the current availability of the gateway 

and is used to identify possible threats targeting the gateway. 
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Figure 3-6  Contextual array for describing a sample context 

 

Our Anomaly Behavior analysis (ABA) models a user’s usage pattern of BAS 

devices by statistically analyzing the user’s sequence of actions so that the potential 

threat of the captured sequence can be accurately analyzed. The sequence analyzer is 

defined as a system A = (𝑓, 𝑁) with two components N and 𝑓. The component 𝑁  is a 

baseline dataset N = [𝑈𝑁, 𝑇𝑁 , 𝐵𝑁 , 𝑆𝑁 , 𝐿𝑁 , 𝐺𝑁] which includes all the historical normal 

behaviors that been captured. Since a user’s recent sequence of actions can reflect the 

user’s usage pattern better than the older sequences, our analyzer keeps removing the 

outdated arrays (e.g. remove the arrays that have been stored for more than two months) 

from the database to avoid data drift. Our baseline dataset N consists of a number of sub-

dataset 𝑁𝑢,𝑙 where {𝑢, 𝑙} is the index of sub-dataset. In this way, the contextual arrays 

triggered by different users 𝑢 at different locations 𝑙  are stored separately into the 

corresponding sub-dataset. 

The component  𝑓  is an anomaly detector defined as 𝑓(𝐸, 𝑁)  where 𝐸  is the 

contextual array to be analyzed. The output is the detection decision indicating whether 

the contextual array being analyzed is normal or not.  Since normal users are likely to 
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perform the same set of sequences with different orders or to skip some of the actions 

when performing the same set of sequences, we design 𝑓(𝐸, 𝑁) as a combination of 

detection decisions for both Behavior Sequence and Behavior Pair Set. That is, given an 

array input  𝐸 = {𝑢, 𝑡, 𝑏, 𝑠, 𝑙, 𝑔} , where  𝑢 ∈ 𝑈𝑁 , 𝑡 ∈ 𝑇𝑁 , 𝑏 ∈ 𝐵𝑁 , 𝑡 ∈ 𝑇𝑁 , 𝑏 ∈ 𝐵𝑁, 𝑠 ∈

𝑆𝑁 , 𝑙 ∈ 𝐿𝑁 , 𝑔 ∈ 𝐺𝑁 .  the output of  𝑓(𝐸, 𝑁)  is the array’s normal score which can be 

represented as:  

𝑓(𝐸, 𝑁) = 𝐷𝑒𝑐𝑖𝑠𝑖𝑜𝑛𝑏(𝑢, 𝑡, 𝑏, 𝑙, 𝑔) + 𝐷𝑒𝑐𝑖𝑠𝑖𝑜𝑛𝑠(𝑢, 𝑡, 𝑠, 𝑙, 𝑔)            (5), 

where 𝑑𝑒𝑐𝑖𝑠𝑖𝑜𝑛𝑏(𝑢, 𝑡, 𝑏, 𝑙, 𝑔) is the detection decision for the Behavior Sequence 𝑏 and 

𝑑𝑒𝑐𝑖𝑠𝑖𝑜𝑛𝑠(𝑢, 𝑡, 𝑏, 𝑙, 𝑔) is the detection decision for the Behavior Pair Set S.  

The value of 𝑑𝑒𝑐𝑖𝑠𝑖𝑜𝑛𝑠(𝑢, 𝑡, 𝑏, 𝑙, 𝑔) can be either 1 as normal or 0 as abnormal, and 

it can be determined based on the following equation: 

𝑓𝐷𝑒𝑐𝑖𝑠𝑖𝑜𝑛𝑏 =  {
1  𝑖𝑓 𝑠𝑐𝑜𝑟𝑒𝑏(𝑢, 𝑡, 𝑏, 𝑙, 𝑔) ≥ 𝑠𝑐𝑜𝑟𝑒𝑏(𝑁𝑢,𝑙)

0  𝑖𝑓 𝑠𝑐𝑜𝑟𝑒𝑏(𝑢, 𝑡, 𝑏, 𝑙, 𝑔) < 𝑠𝑐𝑜𝑟𝑒𝑏(𝑁𝑢,𝑙)
     (6), 

where  𝑠𝑐𝑜𝑟𝑒𝑏(𝑢, 𝑡, 𝑏, 𝑙, 𝑔) is the normal score of the Behavior Sequence being analyzed, 

 𝑠𝑐𝑜𝑟𝑒𝑏(𝑁𝑢,𝑙)is the baseline score corresponded to a dataset of different user ID and 

physical location. The value of  𝑠𝑐𝑜𝑟𝑒𝑏(𝑢, 𝑡, 𝑏, 𝑙, 𝑔) can be obtained as: 

𝑠𝑐𝑜𝑟𝑒𝑏(𝑢, 𝑡, 𝑏, 𝑙, 𝑔) =
𝑐𝑜𝑢𝑛𝑡(𝑢, 𝑡, 𝑏, 𝑙, 𝑔)

𝑐𝑜𝑢𝑛𝑡(𝑢, 𝑡, 𝑙, 𝑔)/𝑘𝑖𝑛𝑑𝑜𝑓(𝑢, 𝑡, 𝑙, 𝑔)
 (7), 

where 𝑐𝑜𝑢𝑛𝑡(𝑢, 𝑡, 𝑏, 𝑙, 𝑔) is a database operation that counts the number of contextual 

arrays in the baseline dataset 𝑁𝑢,𝑙 whose values of {𝑈, 𝑇, 𝐵, 𝐿, 𝐺} equal to {𝑢, 𝑡, 𝑏, 𝑙, 𝑔}. In 

other words, it counts for user 𝑢 how many behavior sequence 𝑏 has been invoked at time 

t  and location  𝑙  with gateway availability as 𝑔  during the normal operations. The re 

𝑐𝑜𝑢𝑛𝑡(𝑢, 𝑡, 𝑏, 𝑙, 𝑔)  operation counts the number of contextual arrays that user  u  has 
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invoked at time  t  and location  𝑙  with availability  𝑔  during normal operations. 

𝑘𝑖𝑛𝑑𝑜𝑓(𝑢, 𝑡, 𝑏, 𝑙, 𝑔)  is a database operation that counts how many kinds of behavior 

sequence that user u has ever invoked at time 𝑡 and location 𝑙 with availability𝑔during 

normal operation. Hence, 𝑐𝑜𝑢𝑛𝑡(𝑢, 𝑡, 𝑏, 𝑙, 𝑔)/𝑘𝑖𝑛𝑑𝑜𝑓(𝑢, 𝑡, 𝑏, 𝑙, 𝑔)  indicate the average 

number of Behavior Sequences that user 𝑢 has ever invoked at time  𝑡 and location 𝑙 with 

availability 𝑔 during normal operation. The baseline score 𝑠𝑐𝑜𝑟𝑒𝑏(𝑁𝑢,𝑙) can be obtained 

by calculating the 𝑠𝑐𝑜𝑟𝑒𝑏 for every contextual array stored within baseline dataset 𝑁𝑢,𝑙 

and then selecting the  𝑠𝑐𝑜𝑟𝑒𝑏 with the smallest value as our baseline score for  𝑁𝑢,𝑙 . 

Similarly, the value of 𝑑𝑒𝑐𝑖𝑠𝑖𝑜𝑛𝑏(𝑢, 𝑡, 𝑏, 𝑙, 𝑔) can be determined as:  

𝐷𝑒𝑐𝑖𝑠𝑖𝑜𝑛𝑠 = {
1        𝑖𝑓 𝑠𝑐𝑜𝑟𝑒𝑠(𝑢, 𝑡, 𝑠, 𝑙, 𝑔) ≥ 𝑠𝑐𝑜𝑟𝑒𝑠(𝑁𝑢,𝑙)

0       𝑖𝑓 𝑠𝑐𝑜𝑟𝑒𝑠(𝑢, 𝑡, 𝑠, 𝑙, 𝑔) < 𝑠𝑐𝑜𝑟𝑒𝑠(𝑁𝑢,𝑙)
  (8), 

where  𝑠𝑐𝑜𝑟𝑒𝑠(𝑢, 𝑡, 𝑏, 𝑙, 𝑔) is the normal score of the Behavior Pair Set 𝑏 being analyzed. 

The value of  𝑠𝑐𝑜𝑟𝑒𝑠(𝑢, 𝑡, 𝑏, 𝑙, 𝑔) can be obtained as: 

𝑆𝑐𝑜𝑟𝑒𝑠(𝑢, 𝑡, 𝑠, 𝑙, 𝑔) =  
∑ 𝑐𝑜𝑢𝑛𝑡(𝑢, 𝑡, 𝑠𝑖, 𝑙, 𝑔)

|𝑠|
𝑖=0

𝑐𝑜𝑢𝑛𝑡(𝑢, 𝑡, 𝑙, 𝑔)/𝑘𝑖𝑛𝑑𝑜𝑓(𝑢, 𝑡, 𝑙, 𝑔)
 (9) 

where 𝑘𝑖𝑛𝑑𝑜𝑓(𝑢, 𝑡, 𝑏, 𝑙, 𝑔) is a database operation that counts how many kinds of 

Behavior Pair Set 𝑏 that user 𝑢 has ever invoked at time t and location l with gateway 

availability as 𝑔 during normal operation and 𝑐𝑜𝑢𝑛𝑡(𝑢, 𝑡, 𝑠, 𝑙, 𝑔) is an operation counting 

how many times has the user 𝑢  invoke Behavior Pair 𝑠𝑖  at time 𝑡  and location 𝑙  with 

availability 𝑔 during normal operation. The baseline score 𝑠𝑐𝑜𝑟𝑒𝑠(𝑁𝑢,𝑙) can be obtained 

by calculating the 𝑠𝑐𝑜𝑟𝑒𝑠 for every contextual array stored within baseline dataset 𝑁𝑢,𝑙 

and then selecting the 𝑠𝑐𝑜𝑟𝑒𝑏 with the smallest value. 



55 

 

 

 

Since the normal score 𝑓(𝐸, 𝑁)  of a context array is the sum of 

𝑑𝑒𝑐𝑖𝑠𝑖𝑜𝑛𝑏(𝑢, 𝑡, 𝑏, 𝑙, 𝑔) and 𝑑𝑒𝑐𝑖𝑠𝑖𝑜𝑛𝑠(𝑢, 𝑡, 𝑏, 𝑙, 𝑔) , where values of the two decision can 

be either 0 or 1, our anomaly detector 𝑓  is a ternary classifier, which classify the 

contextual arrays as either normal (𝑓(𝐸, 𝑁) = 2), suspicious (𝑓(𝐸, 𝑁) = 1), or abnormal 

(𝑓(𝐸, 𝑁) = 0).  

3.5    Threat Assessment Phase 

3.5.1 Attack Classification 

Classifying the type of attack is important because it can be used to determine the 

impact of the attack on the environment, and also guide the mitigation process of the 

detected attack. Hence, based on the classification result, appropriate responses to stop or 

mitigate the impact of the detected attack can be triggered. In our approach, we classified 

anomalous packet flows based on attack mechanisms and targeted assets, and for each 

detected attack, we evaluate its impact on resources and services using a severity index 

metric. 

1)  Attack Classification Based on mechanism 

By referring to [30] and [31], attacks based on Mechanisms can be classified as 

Probing/Scanning Attack, Remote to Local attack, User to Root attack, and Denial of 

Service Attack.  

Probing attack is a series of attacks that aim at collecting and sniffing network and 

resource information without authorization. The stolen data is later analyzed for 

launching more sophisticated attacks. 
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Remote to Local (R2L) attack represents the scenario in which the attacker connects 

to building assets through the network and then execute malicious commands or 

programs on the target assets. 

User to Root (U2R) attack represents the scenario in which an attacker with login 

access exploits an existing vulnerability in the building application to gain higher 

privileges in controlling and accessing the building resources. For instance, Write-

Property service can be used to give compromised devices a higher priority. Similarly, 

the Initializing-Routing-Table service is a high privilege service which can be used to 

manipulate the routing table of BACnet network devices. 

Denial of Service (DoS) attack represents the scenarios where the network or 

devices are forced to perform useless tasks and hence preventing them from performing 

their normal tasks. For example, Flooding malicious packets as well as interrupting 

network communications can be categorized as DoS attacks. 

2) Attack Classification Based on Targeted Assets  

Attacks can be classified based on the building assets that are being targeted. The 

assets in a BAS System can be generally classified into three categories: 1) Central 

Workstations which are used for monitoring, controlling and configuring a system; 2) 

Network Resources which include the protocol network layer resources such as router, 

gateway, Broadcast Management Device and network capacity; and 3) Field devices 

which include all the field devices (such as controller, sensor, and actuator, etc.) which 

are used for monitoring and controlling the living environment. It is noted that asset can 

be classified into multiple categories. For instance, a smart gateway in home automation 
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system is a network resource for remote control service, meanwhile it can also act as a 

central workstation to automatically control the home appliances.  

3.5.2 Threat Level Evaluation Based on Attack Mechanisms 

 The quantization of potential threat can be computed based on attack mechanisms 

and targeted assets. A threat level TL is calculated as the product of the weight of the 

attack mechanism and the targeted asset as: 

TL =  𝑆𝑚 ×  𝐼𝑑 (5) 

where  𝑆𝑚  is the attack mechanism severity level and  𝐼𝑑 is the weight value for the 

targeted asset. A 3-level severity reference for attack mechanism is defined based on the 

attack severity classification introduced in Snort [22], so that we can assign a certain 

severity level to each attack category. In our evaluation, we assigned a severity index of 

10 to User to Root Attack, a severity index of 5 for both Denial of Service Attack and 

Remote to Local attack and a severity of one to Probing Attack. The weighted values of 

the target assets  (𝐼𝑑) are quantified as four levels. A weighted value of 8 is assigned to 

central workstation since it obtains the highest user privilege and if compromised it can 

be used to launch more serious attacks than that can be launched using other field devices. 

We assign a weight value of 6 to field controllers and actuators which can affect human 

safety. The other controllers and network resources are assigned a weight value of 4, and 

sensors are assigned a weight of two.  

3.5.3 Threat Level Evaluation Based on Estimating Impact Level 

The impact level is defined as the most severe consequence that a behavior can lead 

to. The impact levels of behaviors vary based on the type of involved building appliance 
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and their operation status (e.g. on or off) [37]. For instance, the impact level of opening 

the main door is higher than turning on a light. Moreover, switching on an oven at 

random time is more severe than switching it off, since switching on the oven could result 

in a fire accident while switching off the oven can merely causes the food be uncooked. 

On the other hand, the impact levels of operations can be quantified by referring to FIPS 

impact level assessment criteria [39]. FIPS 199 characterizes the impact of threats as Low, 

Moderate or High. The Low impact represents limited adverse effect on smart home’s 

operation assets or individuals, the examples of such impact include minor damage to 

assets, minor financial loss, and disturbance of individuals. Moderate impact represents 

significant adverse effect, the examples of such impact include damage of property, 

privacy leaks, big financial loss, and minor harm to individuals. High impact represents 

severe or catastrophic adverse effect, the examples of such impact include major financial 

losses, major damage to assets, and severe harm to individuals.  

Based on the aforementioned categories of impact levels, we define the impact levels 

of each involved behavior in a sample Smart Home System as shown in table II. Through 

assigning each operation an impact level, the threat-aware action management can be 

implemented to handle suspicious behaviors. For instance, the failure of detecting main 

door break-in is unforgiveable, hence we should pay more attention of such critical 

behaviors even when such operation is only slightly suspicious. Another example is that, 

the detection of one suspicious minor operation (e.g. turn off a light) is usually too trivial, 

hence such detection should be selectively suppressed. 
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TABLE II. AN EXAMPLE OF SMART HOME SYSTEM IMPACT MODEL 

Operations Impact level Consequence 

Turn on lights, Turn on 

AC 

 Low Minor financial loss. 

Turn off AC, Turn off 

lights, Turn off oven Close 

the garage,  door                

Close faucet,  Close front 

door 

 Low Minor disturbance of 

individuals 

Open garage door ,               

Open faucet 

Moderate Huge financial loss, 

Watch monitor, Close 

monitor 

Moderate Privacy leaks Unsafety 

Open front door, Open 

oven 

High harm to individuals, major 

financial losses 

 

3.6 Recovery Action Handling Phase 

Since both Analysis Behavior Analysis of Individual Behavior and Temporal 

Behavior Analysis of Predefined Pattern are based on binary classification, we only need 

to handle the behaviors which are classified as abnormal. However, since Temporal 

Behavior Analysis of Asset Daily Usage Pattern is based on ternary classification which 

can quantify the behaviors as normal, suspicious and abnormal, finding a way to address 

those suspicious behaviors is needed. Here we proposed a threat-aware decision handling 

scenario based on the impact model we proposed (see table II). The meaning of threat-

aware is that more efforts should be put to detect and mitigate the anomaly behaviors 

with higher potential threat. To achieve such goal, we need to make the detection rate of 

high-threat anomaly contextual arrays as high as possible, in the meantime, reduce the 

overall false positive rate to improve users’ experience. A contextual array is considered 
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as high-threat if only it Behavior Sequence consist at least one behavior whose impact is 

moderate or high.  Instead, if all the behaviors in the Behavior Sequence of a contextual 

array have impact level as low, such contextual array is considered as low-threat.  Our 

threat-aware decision handler increase the detection rate of high-threat contextual arrays 

by taking such array as anomaly if its detection decision 𝑓(𝐸, 𝑁) is either 0 or 1. To 

minimize the false positive errors, the low-threat contextual array is considered as 

anomaly only if its detection decision 𝑓(𝐸, 𝑁) is 0.  

After the detection decision is finalized by the decision handling approach, we use the 

action handling approach to automatically triggering appropriate protective measures as 

well as sending security alarms to the human machine interface. This approach consist of 

three phases: 1) Once an anomaly alert is received, the high level context include attack 

mechanisms, target and importance weight of each asset are extracted from the output of 

our behavior analyzer. 2) In the second step, protective actions are triggered in order to 

maintain availability as well as confidentiality of the network. These actions are 

determined using a set of predefined policies. Within the action policies, the attack 

mechanism is the key factor for choosing the appropriate protective action. Our 

protective actions include dropping the anomaly packets, suspending the connection used 

by the anomaly traffic flow, and dropping the traffic invoked from the anomaly assets. 3) 

The final step of our action handling process is to translate the alert as well as the action 

decision made in the previous phase into a human-understandable alarm message and 

send it to a Human Machine Interface.  
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 CONTEXT AWARE ANOMALY BASED INTRUSION 

DETECTION OF BUILDING AUTOMATION AND CONTROL 

NETWORKS  

4.1 Introduction 

Building Automation Systems (BAS) aim at integrating building equipment, with 

sensors and control systems to achieve efficient operations that significantly reduce 

operational costs. Its implementations range from heating, ventilation, air conditioning 

and lighting for occupants’ comfort to critical infrastructure such as fire safety, physical 

access control, etc. The BAS communications rely on a variety of protocols including 

BACnet (Building Automation and Control Networking Protocol).  BACnet is an ANSI, 

and ISO 16484-5 standard protocol developed by ASHRAE (American Society of 

Heating, Refrigerating and Air Conditioning Engineers) and its latest version published in 

2012 [4]. BACnet provides a mechanism for exchange information among building 

devices with different applications. It is also possible to integrate facilities’ various 

control systems into an application to achieve high operating efficiency. As of December 

2015, 866 BACnet vender IDs are distributed worldwide [47]. 

According to the survey of multiple BACnet equipment venders, nearly half of the 

new services are performed using wired connections to the corporate Local Area Network 

(LAN) [19]. The recent trend is to develop a smart grid that interconnects smart buildings 

and off-site partners such as equipment vendors, energy service contractors, 

telecommunication service providers, and government regulating agencies [48]. 

Moreover, the Internet of Things (IoT) will enable more field level devices such as smart 
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thermostats, smart home appliances, and smart access control, to collect and exchange 

data through the Internet.  

However, the interconnection between a growing number of appliances, sensors, 

actuators, and mobile or stationary devices expose the vulnerability of BAS systems to 

cyberattacks. In 2014, a botnet of more than 100000 home networking routers and other 

IP connected home devices such as smart TVs, multi-media centers, refrigerators has 

been found to be involved in sending 750000 malicious e-mails over a two-week period 

[10]. The threat vectors that can be launched against BAS network can be classified 

based on the following factors: 1) Attack sources, 2) Attack goal, 3) Assets being targeted 

by attacks, and 4) Attack impacts. Successful attacks can cause disruption and 

malfunctioning of critical building infrastructures or can even create life threating 

scenarios, especially when HVAC control and emergency power is affected. Moreover, 

the attacks can be launched by outsiders and/or insiders, according [49]. In fact, 70 to 80 

percent of cybercrime-loss are caused by insider attacks. However, the insider attacks are 

much more difficult to mitigate than the outsider attacks. Until now, there’s a significant 

lack of detection and defensive measures for these attacks, especially for the attacks 

launched by insiders. Although, a BACnet Addendum G standard [18] for security was 

published in 2010, there has been little adoption because the cost of upgrading exceed 

both the vendors and consumers’ expectations. Since there is no effective intrusion 

detection and prevention techniques for BAS network, it becomes critically important to 

develop a reliable security mechanism which can monitor, analyze and protect the 

operations of the BACnet protocol. 



64 

 

 

 

In this section, we present an intrusion detection framework based on Context-Aware 

analysis of the BACnet network and application layers. Within this framework, the 

Monitoring and Logging module collects all kinds of information which may be useful to 

describe the behavior of each BAS asset in a well-defined context. Context reasoning 

methods include behavior sequence pattern analysis, anomaly based analysis and 

probability based analysis. These modules will be used for detecting anomaly BAS 

network behaviors based on the context model. A rule based attack classification and 

threat analysis is then performed to launch proactive protection measures.  

4.2 BACnet Context Aware detection Framework  

In this section, the implementation of the BACnet context aware detection approach 

is introduced. Our framework consists of six modules as shown in Figure 4.1: Context 

Acquisition module, Context Representation module, Behavior Analyzer, Behavior 

Sequence Analyzer, Attack Classification module and Action Handler module. 
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Figure 4-1 Context Aware Detection Framework Architecture 

 

4.2.1 Feature Acquisition Module 

Information collected from multiple resources are used for generating the required 

features.  The data collection engine obtains information from four resources including 

BACnet packet streams captured from Building network, a human machine interface to 

allow system operators to input any ready-to-use features, and the geographic location of 

field devices. We use LIBCAP C routine [33] to capture packet streams from the testbed. 

The BACnet packets are filtered out from the general network traffic by tracking the 

UDP port number. The collected information which can be directly used as context 

features are shown in Table IV. Since the protocol-related features and derived features 

requires further processing of the collected information, we utilized the feature generation 

engine and context derivation engine as follows. 
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TABLE III FEATURES GENERATED BY DATA COLLECTION ENGINE 

Feature identifiers   Resource of the 

context features 

Description 

Assigned Network 

Address 

Manually 

provided 

The static address of each device 

including UDP port, IP address and 

BACnet Network& MAC layer 

address  

Device ID Index Manually 

provided 

The list of Identity tags for each 

device in a BAS. 

Communication 

Channel Index 

Manually 

provided 

The index of all the communication 

channels in a BAS. 

Working Group Index Manually 

provided 

An index of all the possible 

combination of devices which are 

configured to interact with each 

other. 

Supported BACnet 

Services 

Manually 

provided  

The supported BACnet service types 

for each asset. 

Importance Weight  Manually 

provided 

The weight of importance for each 

device, Communication channel, 

and working group. 

Observed Properties Manually 

provided 

The critical BACnet properties 

within each device that need to be 

continuously observed. 

Observed Behaviors Manually 

provided 

The types of important behaviors 

which need to be logged for further 

analysis when being captured. 

Behavior Sequence 

Multiset 

Manually 

provided 

The sequence pattern is built to 

describe how the assets invoke a set 

of services for a certain task. The 

details will be introduced later. 

Periodic Behaviors Manually 

provided 

The types of behaviors which are 

configured to be invoked 

periodically by a building asset. 

BACnet Service Invoke 

Time 

Locally provided The time when a BACnet frame is 

captured, we consider the time when 

the service is captured as it’s invoke 

time. 

 

Feature generation engine is used to map the packet stream features to a set of 

protocol related context features. According to BACnet standard, there are four layers in 

BACnet over IP protocol: IP layer (BIP), BACnet virtual link layer (BVLL), Network 
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layer protocol data unit (NPDU) and Application layer protocol data unit (APDU). Each 

layer consists of specific information fields as shown in Figure 4.2. Once a BACnet 

packet is captured, the Feature Generation engine will identify the information fields 

associated with each layer and then transcode all fields from ASCII to decimal or 

character format. During the feature generation, we consider each field type that may 

exist in the BACnet header and payload as one unique feature type in order to maximize 

the information we can obtain. The context features which can be extracted from the 

Service-related data layer is varied by different type of services. Therefore, a feature 

selection is performed by analyzing the value of data field called ‘Service Type’. For 

instance, if the value of ‘Service Choice’ is 12, we know that this feature array is 

extracted from APDU packet to request a Read-Property service, then we selectively 

update the value of protocol-related features including ‘object Identifier’ and ‘Property 

Identifier’. In the meantime, the values of other protocol-related features are set as ‘Not 

Available’ (N/A) for the current behavior. Some of the protocol related features such as 

Service Type and Object Identifiers are exported to the context derivation engine to 

further generate more features. 
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Figure 4-2 Feature fields extracted from each layers of BACnet over IP 

 

The Context Derivation engine is utilized to derive more contexts based on the 

features provided by the two previous engines. The engine is active only if it receives 

protocol related features from the feature extraction engine which means a BACnet 

packet was captured. During that period, the derived features are generated by performing 

computational operations on the provided features. As an example, we list descriptions of 

all the derived features adopted in our testbed. 

• Flow amount is to count how many packets of one particular service are 

transferred within a certain period. We set the period length as ten seconds since the 

timespans of all the Sequential Behavior Scenarios in our testbed are within ten seconds. 

• Time Interval is to describe the time interval of invoking a periodic behavior. 

This context is derived with two contexts called ‘BACnet Service Invoke time’ and 

‘Periodic Behavior’ (see table III). 
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• Service Delay is to describe the transmission and computational delay between 

each working group. By monitoring the normal operation of the testbed, we record the 

longest interval of each service interaction and use it as the baseline to estimate service 

delay. 

• Log of Observed Properties is to describe current value of the critical properties 

within each field device including sensors, actuators and controllers. By referring to the 

context named ‘Observed Properties’, we dynamically log the property’s present-values 

extracted from acknowledgements of Read-Property or Read-Property-Multiple service. 

Hence whenever such service acknowledgement is captured, the Log of Observed 

Properties will be updated.  

• Log of Observed behaviors is to log the occurrence of important behaviors. The 

recorded behaviors will be removed from the log after a certain time. In our 

implementation, we only observe one kind of behavior which is broadcasting Who-Is 

service request. Who-Is service request is a broadcasted request which contains an 

instance range. If the identity numbers of receiver devices are within the instance range, 

the receivers will respond through broadcasting I-Am service requests. However, a 

BACnet device can broadcast I-Am service request to claim its identity whenever it is 

rebooted or compromised. Logging the Who-Is request can help us determine if an I-Am 

service request is valid or not. Instead of logging all the detailed information about one 

behavior, we log the Who-Is request as a tag by coupling the value of payload features 

named “Instance Range low limit” and “Instance Range high limit” (e.g. “0, 62559”). 



70 

 

 

 

The durations of keeping a log is set as five seconds, since we found all the responses for 

broadcasted requests can be finished within five seconds in our testbed.  

• Asset Location is to indicate if an asset is located in the right physical location. 

Such decision is made by comparing the asset’s current location acquired from GPS 

signals with its pre-registered physical location.  

4.2.2 Context Modeling Module 

Our context modeling approach consists of three phases: 1) Discretize context 

features; 2) UML based context modeling; and 3) Context representation engine. In what 

follows, we describe our approach to implement each phase.  

4.2.2.1  Discretize Context Features 

In the first phase, we discretize the value of context features such as:   

• Flow amount：Its original data type is integer. We quantified the integer value 

into “normal, high and abnormal”. Firstly, we recorded the maximum flow amount 

during the training of normal operation. By referring to the maximum flow amount, we 

then define the runtime flow which are much lower than the maximum flow amount as 

normal, the flow approaching the maximum limit as high, and the flow exceeding the 

maximum limit as abnormal. 

• Log of observed properties: Their original data type are float point or integer. 

The quantification of those property values depend on their applications. For discretizing 

the temperature properties, we quantify them as “normal”, “suspicious”，and “fire”. For 

smoke properties, we quantify them as “normal” and “fire”.   
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4.2.2.2  UML based Context Modeling 

In the second phase, we implement the UML class diagram using object-oriented 

programming such that features can be aggregated by the objects and then stored as 

attributes. According to the definition of a UML model, a class is defined as a template 

for creating individual objects of its type, and an object is an instance of a class. Since a 

building system usually includes more than one asset (device, communication channel 

and workgroup), we need to create an object for each individual asset. For instance, if 

there are eight devices and 24 communication channels in a building system, we need to 

create 8 Device objects and 24 Communication Channel objects to store all the asset 

information.  

In our UML implementation (see Figure 4.3), there are two kinds of relationship 

between each class: Query and Select. Both relationships are carried by operations of the 

same names for feature aggregation and selection purpose. Select means that one class 

will determine which individual objects of the associated class are involved in the 

captured behavior according to features such as network address and object index. For 

instance, in order to determine which Device object is the receiver device of a behavior, 

the Involved Assets Selection class will invoke the Select operation by firstly aggregating 

three features named ‘Receiver IP Address’, ‘Receiver BACnet Address’ and ‘Device ID 

Index’, and then generating an aggregated feature named ‘Receiver Device ID’. 

Consequently, the Device object with the same Device ID will be selected as the 

Receiver Device. Query is a relationship in which one class will send a query to acquire 

the latest value of some context attributes within the associated class. For instance, the 
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Working Group Operation Status class has query relationship with a Working Group 

class so that its object can determine which property values should be observed by 

referring to the ‘Observed Properties’ attribute stored within the Working Group object. 

Through querying Working Group Object, Group Operation Status object will store the 

useful property value as attributes, in the meantime, discards other useless data regarding 

property values. 

 

Figure 4-3 UML Context Modeling Diagram 

 

4.2.2.3  Context Representation Engine 

In the third phase, the context representation engine firstly retrieve useful context 

attributes from the UML objects in order to generate a contextual array according to the 
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definition of BACnet Context Aware Data Structure, and then store the generated 

contextual array into one of the tables in SQL database according to its index. The 

context attributes we selected for generating contextual array and array index are shown 

in Figure 4.4. Since some of the BACnet services only need part of the attributes listed in 

Figure 4.4 to build their specific contextual array, those attributes which are not needed 

will be put within the array by holding a N/A value. Before storing the contextual array 

into the SQL database, we first create tables that have one to one correspondence with 

array indexes in the SQL database so that the table to store an array input can be easily 

determined.  

We define the contextual array index as 𝑝𝑛 = {𝑠𝑛, 𝑟𝑛, 𝑒𝑛}, where 𝑠𝑛 is an index of a 

sender device, 𝑟𝑛 is an index of a receiver device and 𝑒𝑛is the types of BACnet services 

transferred between the sender and receiver devices. Based on this definition, we create 

context tables with the quantity T where T = ∑ 𝑒𝑖 
𝑛
𝑖=0 to store all types of contextual array 

separately.  

 

Figure 4-4 Composition of Contextual Array 
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4.2.3 Anomaly Based Behavior Analyzer 

4.2.3.1 Behavior Analyzer Module 

The anomaly Behavior analyzer approach of BACnet protocol is data driven and it 

follows two phases: training and detection phases.  

1) Training Phase 

In order to develop a well-defined baseline model, we develop the normal operational 

model associated with each BACnet context or scenario. We used a machine learning 

software named WEKA [34] which is a collection of machine learning algorithms that 

can be used to apply both probabilistic based and anomaly based data analytics. More 

than 70000 of network traffic records including all possible network behavior are used in 

the training.  

2) Detection Phase 

The baseline model generated during the training phase is used to perform real-time 

detection against BACnet attacks. During the real-time detection, whenever a context 

scenario is identified from analyzing the captured BACnet packets, we select the 

corresponding Bayesian network to carry out the anomaly behavior analysis. 

4.2.3.2 Sequence Pattern Behavior Analyzer  

The Sequence Pattern Behavior (SPB) analyzer checks the functionality of the assets 

involved in the analyzed context. The analyzer consists of two engines: the counter 

generator which maintains and updates the Behavior Sequence Counter and the pattern 

analyzer which determines if the assets follow the pre-defined Sequence Pattern Behavior. 

1) Counter Generator  



75 

 

 

 

The SPB analysis is performed only if a behavior is determined as a normal by the 

Behavior Analyzer. The Behavior Sequence Pattern set S(n) consists of a set of patterns 

[𝑆0𝑘, 𝑆1𝑘, … , 𝑆𝑛𝑘] where each pattern 𝑆0𝑘  is a set of behavior identifier [𝑢𝑗0, 𝑢𝑗1, … , 𝑢𝑗𝑘].  

Once the analyzer receives S(n) from the data collection engine, the Sequence Pattern 

Behavior Analyzer will create four data arrays: a Behavior Sequence Counter set  C(n) =

[𝐶0𝑘, 𝐶1𝑘, … , 𝐶𝑛𝑘] , a Starting Behavior List R(n) = [𝑈00, 𝑈10, … , 𝑈𝑛0] where 

𝑈00, 𝑈10, … , 𝑈𝑛0 are the starting behaviors corresponding to 𝑆0𝑘, 𝑆1𝑘, … , 𝑆𝑛𝑘, a Behavior 

Waiting List initialized as  W(n) = [𝑢0𝑗 , 𝑢1𝑗 , … , 𝑢𝑛𝑗] where j is initialized as 0. Once the 

behavior identifier and the detection decision which is made by behavior analyzer are 

provided, the counter generator will update the Behavior Sequence Counter set C(n) and 

the Timer set T(n) based on the following pseudo-code. After the sequence counter 

behavior set is updated, the engine will send it to the context derivation engine to store it 

as context features. 

CounterGenerator (Behavior Identifier, decision from Behavior Analyzer): 

1:  if the decision from Behavior Analyzer is normal then 

2:  for each behavior uij in Behavior Waiting List do 

3:   if Behavior Identifier equals to uij then 

4:   Ci = Ci+10^j; 

5:   else if Behavior Identifier equals to ui0 in Starting Behavior List  

6:   Ci = 0; 

7:   end if 

8:   if j equals to the maximum sequence number k in Sik then 

9:   uij ← ui0; 

10: else  

11: j=j+1; 

12: uij in Behavior Waiting List ← uij in Behavior Sequence Pattern Set; 

13: end if  

14:end for 

15:end if 

16:Return Sequence Counter Set C; 
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2) Pattern Analyzer 

Once the sequence counter set is updated, the pattern analyzer takes the updated 

behavior identifier 𝑢𝑖𝑗 stored in the Behavior Waiting List W(n) as input. If the sequence 

number j of  𝑢𝑖𝑗  is one which indicates a starting behavior is received, the Sequence 

Behavior Analyzer will create a new time  𝑇𝑖 = 0 corresponding to the sequence 

pattern  𝑆𝑖𝑘 which  𝑢𝑖𝑗  belongs to. Otherwise, the existing timer 𝑇𝑖  corresponding to 𝑆𝑖𝑘 

will be reset as zero. The expiration of the timer is set as the sum of transmission delay of 

the communication channel and a predefined waiting time which are varied from 

different applications. Taking a gate controller as an example, we configured that gate 

such that it should be locked after being unlocked for 60 seconds and the maximum 

transmission delay of the channel between gate controller and central station is five 

seconds. This means that whenever a notification of ‘unlock’ from the gate controller is 

captured, a notification of ‘lock’ should be captured within 65 seconds otherwise an 

alarm will be triggered. As the value of each timer is increased over time, whenever a 

timer is expired, the analyzer will send an alarm directly to the action handler module 

without going through the cyber-attack classification module. Such alarm is classified as 

Denial of Service alarm and its severity level is five. 

4.2.4 Cyber-Attack Classification Module 

   We classify the anomalous packet flows based on both attack mechanisms and targeted 

assets and then assign the appropriate severity index to each motivation (see Table V). A 
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data mining algorithm called Decision Table is implemented in order to generate the 

classification rules for dynamically classify target assets and attack mechanisms. The 

detail of this algorithm is introduced in [32]. The algorithm generates a candidate 

decision table by grouping and counting tuples in the training data set, and then it is 

pruned by comparing the confidence of each rule in the group with certain thresholds [32]. 

During the training phase, the two attack attributes (Mechanisms and Targets) were 

added to the anomaly dataset as two features and then be trained with the Attack Type 

Decision algorithms in WEKA. The data training method is based on a supervised 

learning process since the values of two attack attribute features are manually tagged. 

After the training, two decision tables corresponds to two attack attributes are generated 

to classify the anomaly behaviors in real-time. To calculate the severity level of an attack, 

the module obtains the importance weights of involved assets from the context arrays and 

then makes the calculation based on Equation 5. 

TABLE IV. ATTACK CLASSIFICATION SCENARIO 

Attack Attributes Mechanisms Targets 

Who-Is/Who-Has attack Probing  Workstation, Field 

Devices, Network 

Resources 

Write/Write-Multiple 

attack 

U2R Workstation, Field 

Devices, Network 

Resources 

Flooding Conformed 

Service attack 

DoS Network Resources 

Acknowledge Alarm attack R2L Workstation, Field Devices 

Initialize-Routing-Table 

attack 

U2R Network Resources 

Read/Read-Multiple 

Attack 

Probing Field Devices 

I-Am attack R2L Workstation, Field 

Devices, Network 

Resources 
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4.2.5 Action Handler Module 

Since the action module is designed to automatically trigger the appropriate 

protective measures as well as sending security alarms to the human machine interface, 

the operation procedure of this module is divided into three phases:  

1. Once an anomaly alert is received, the module extracts the attack motivation, 

severity level and other useful context attributes of the anomaly traffic flow such as 

the importance weight of each asset.  

2. During the second phase, protective actions are triggered in order to maintain the 

security requirements of the network. These actions are determined using a set of 

predefined policies. Within the action policies, the attack mechanism and severity 

level are the key factors for choosing the appropriate protective action. The two basic 

actions included in our module are either simply dropping the anomaly packets, or 

suspend the connection used by the anomalous traffic flow.  

3. The final phase of the module operation is to translate the alert as well as the 

action decision made in the previous phase into a human-understandable alarm 

message and send it to a Human Machine Interface. 

4.3 Experimental Results and Discussion 

4.3.1 Testbed Setup 

The experimental testbed used to evaluate our approach is a BACnet-based Fire 

Alarm and Gate Control System as shown in Figure 4.5. The goal of this testbed is to 
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simulate the operations of a medium-sized building automation system with the 

functionality of fire monitoring and detection, and gate access control. The BACnet 

devices used include BACnet Operator Workstation (B-OWS), BACnet Application 

Specific Controller (B-ASC), BACnet Smart Sensor (BSS), BACnet Smart Actuator (B-

SA) and BACnet Router (B-RTR). After being properly configured, the Application 

Specific Controllers can be configured as either a fire controller to handle fire protection 

within a certain area of the building or a gate access controller to handle the 

authentication of each visitor. During the normal operations, the operator workstation 

periodically checks the status of each controller. Whenever the gates are switched 

between unlock and locked, the gate controller will send notification to the central 

workstation. When the gates are unlocked without proper authentication or the gates are 

kept unlocked for too long, the gate controller will send an alarm to the central 

workstation. When the temperature and the smoke status information collected by the 

smart sensors are above a pre-defined threshold, the fire controller will send a command 

request to the actuators, and send an alarm service to both the central workstation and the 

gate controller. The operator will then acknowledge the fire alarm and send a service 

command such as Write-Property when necessary. Once receiving the fire alarm, the gate 

controller will automatically switch to a preconfigured emergency mode in order to assist 

the occupants evacuation.  
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Figure 4-5 Fire Alarm and Gate Control System Testbed. 

 

4.3.2 BACnet Targeted Intrusion Methods 

Once the testbed was successfully set up, we simulated a set of intrusion methods that 

exploit the vulnerabilities of BACnet protocol. The following is the list of the BACnet 

attacks that we used in our evaluation [17]: 

Who-Is/Who-Has Attack is to gain knowledge of the target network by broadcasting 

Who-Is and Who-Has service. Attackers always use this kind of attack to collect 

information on devices and objects within the network that will be used to launch more 

active attacks. The broadcasted services may also lead to network congestion or a Denial 

of Service (DoS) attack if a large amount of devices reply with acknowledgements. This 
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attack can be carried out by packet injection, replay attacks, code injection, and human 

error. 

Read/Read-Multiple Attack is to snoop the object information such as status, vendor 

and sensor information from the victim devices. With the prior knowledge of the objects 

within a victim device, attackers can Read-Property and Read-Property-Multiple 

information to gather the required information to launch more active attacks. This attack 

can be carried out by packet injection, replay attacks, code injection or human error. 

Write/Write-Multiple Attack is to take control of a victim field device. With the prior 

knowledge of the objects within a victim device, attackers can simply unicast Write-

Property and Write-Property-Multiple service with the highest priority to the target 

device. The Write- Property attack can compromise and isolate the critical infrastructure 

such as fire detector. This attack can be carried out by packet injection, replay attacks, 

code injection, Man-In-the-Middle Attacks or human error. 

BACnet Routing Attacks is launched through unicasting BACnet network layer services 

such as Initialized-Routing-Table and I-Am-Router-To-Network service to the victim 

network devices. Both services are typically used to change the routing-table of BACnet 

routing devices; as a result, it could be either used to disable the connection through the 

target networking devices or reroute traffic flow to the attacker side to sniff information 

as well as launch Man-in-the-middle attack. Moreover, broadcasting the Router-Busy-To-

Network service can isolate the victim network device from the whole network, which 

results in a Denial-of-Service. Those attacks can be carried by packet injection, replay 

attacks, Man-In-the-Middle Attacks, redirection or human error. 
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Reinitialize Device Attack is launched through broadcasting Reinitialize-Device Service 

to reboot devices within the network. Service of the devices will be consequently stopped 

during the reinitializing process. This attack can be carried out by packet injection, replay 

attacks, code injection, Man-In-the-Middle Attacks or by human error. 

False Alarm Attack is launched through unicasting unreal Acknowledge-Alarm or 

Conformed-Notification request to workstation and field controllers. Through this attack, 

attackers can either spoof themselves as a field device or fake a critical notification such 

as triggering fire alarm or cancelling fire alarm. This attack can be carried out by packet 

injection, replay attacks, code injection, Man-In-the-Middle Attacks or by human error. 

Flooding Attack is a typical denial of service attack. By continually broadcasting any 

conformed service to the whole building network, network bandwidth as well as the 

device computation resources will be heavily consumed. Moreover, if information 

request services such as Read-Property-Multiple and Atomic-Read-File were maliciously 

broadcasted, the network will be flooded with long acknowledgement packets. This 

attack can be carried by packet injection or by replay attacks. 

I-Am Attack can be used to spoof any device by broadcasting I-Am service to the 

network. Once attacker claimed to be a victim device with I-Am service, the traffic which 

goes to the victim device will be redirected to the attacker side. This attack can be carried 

out by packet injection, replay attacks, code injection, device spoofing and Man-In-the-

Middle Attacks or by human error.  

Other than the protocol-related attacks introduced above, the service of building assets 

may also be denial by malfunctions caused by misconfiguration or BACnet-unrelated 
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attacks such as Trojan, malware, malicious physical access, etc. The sequence pattern 

behavior analysis provides us a measure to detect the asset malfunction caused by these 

attacks.   

4.3.3 Training Phase 

In order to generate normal traffic for training, our Fire Detection and Gate Control 

System testbed was running in a supervised learning environment. This means that the 

testbed was running within a local network where all the possible operational 

environments such as fire accident and gate intrusion can be simulated through manually 

adjusting field sensor’s input. Since the fire controllers and gate controllers and 

workstation need to collaborate to handle a variety of incidents, we assign the fire and 

gate controllers which control the same building floor as a working group together with 

the central workstation. By defining the contextual array index as , ,{ }n n n np s r e
  ( ns

is an 

index of a sender device, nr  is an index of a receiver device and ne
is the types of BACnet 

services transferred between them), all the array indexes included in an elementary 

workgroup are illustrated in Figure 4.6. As shown in the figure, apart from the unicast 

communication channels between devices, we added a broadcasting channel to each 

device for analyzing broadcasted requests including Who-Is and I-Am. 

During normal operations of the testbed, the detection framework continues to collect 

the traffic flow and tag them as normal data. In the meantime, compromised devices keep 

injecting and replaying random malicious traffic flow into the testbed network. Code 

injection and human error attacks are simulated manually by misconfiguring a field 

device to send malicious packets. The man-in-the-middle attack can be simulated by 
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inserting a malicious client between the connections of two victim devices. After 

collecting traffic flow from the testbed for one week, approximately 85000 records of 

traffic with 55000 anomaly records as well as 30000 normal records were collected. 

During the data training, we found that removing some of the irrelevant context attributes 

from the contextual array models can improve accuracy of the training results. For 

instance, if we remove the ‘Log of observed properties’ attribute and some of the 

‘BACnet protocol features’ attributes from the contextual array training set with index 

 𝑝𝑛 = { 𝑠1,  𝑟2,  𝑒1} where  𝑒1 is Read-Property service and then perform data training, the 

offline detection rate of Read-Property attack increased from 89.4% to 96.2%. This is 

because that those irrelevant attributes may distract the training algorithms from 

analyzing the more important attributes. Eventually, after testing the rule and Bayesian 

Networks obtained from the eleven training processes, a total of 99.46% detection rate 

was achieved for Bayesian Networks algorithm and 99.58% detection rate was achieved 

for rule-based RIPPER algorithm.  
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Figure 4-6 The Elementary Working Group of Our Testbed 

 

4.3.4 Detection Results 

Approximately 102000 anomaly records as well as 99000 normal records are 

generated during the online detection test in a period of one week. The normal behavior 

scenarios include both behaviors during normal operation and manual interventions when 

there are anomaly events occurred. Our simulated manual interventions includes sending 

Write-property-Multiple and Write-property service to the field controller which is acting 

anomaly, and sending Initialize-Routing-Table service to BACnet router for connection 

recovery. The detection and attack classification performance during online testing are 

shown in Table V. According to our test results, the Bayesian Networks achieve a little 

advantage when detecting Read-Property-Multiple and Read-Property attacks, and its 

detection performance of all other attacks are worse than anomaly rules. Since the Read-
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Property and Read-Property-Multiple services are the only two services which are 

invoked periodically in our testbed, we make the “Invoking Interval” attribute for these 

two services as the major concern when performing analysis. This implies that the 

Bayesian Networks only works better than RIPPER algorithm when analyzing the 

invoking interval of the periodic behaviors. Based on this, we conclude that the detection 

decision made by RIPPER rules for non-periodic behaviors is more reliable and should 

be assigned with higher priority. 

As shown in table, the detection performance of False-Alarm attack and I-Am attack 

is not good enough for both of our analysis approaches. The high false detection rate of 

False-Alarm attack is due to the fact that if an attacker fake an acknowledge-alarm 

indicating the fire alarm is cancelled during the fire accident, it is hard for our anomaly 

based analyzer to make the accurate detection since there is a delay of getting the latest 

update of temperature and smoke value from field sensors. As to the I-Am service, some 

building assets in our testbed are configured to be turned off during random hours for 

maintenance, and these assets will broadcast I-Am service to the building network once 

being restarted. The detection fault of I-Am attacks happens when a malicious device 

spoofs the turned-off devices through broadcasting I-Am services while the victim 

devices are still in maintenance. 

TABLE V. FRAMEWORK DETECTION& CLASSIFICATION RESULTS 

Attack 

Category 

Detection 

Rate of 

Bayesian 

Network 

Detection 

Rate of 

anomaly 

rules 

False 

Positive 

Rate of 

Bayesian 

Network 

False 

Positive 

Rate of 

anomaly 

rules 

Attack 

Classification 

Accuracy 

Who-

Is/Who-

99.87% 98.72% 5.36% 0% 100% 
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Has 

attack 

Write-

Property 

attack 

99.83% 99.83% 0.50% 0.35% 100% 

Write-

Property-

Multiple 

attack 

to fire 

controller 

86.43% 100% 0% 0% 100% 

Write-

Property-

Multiple 

attack 

to gate 

controller 

67.63% 99.64% 96.87% 3.12% 100% 

False 

Alarm 

attack 

100% 76.04% 41.09% 0% 100% 

BACnet 

Routing 

attacks 

100% 100% 0% 0% 100% 

Read-

Property-

Multiple 

attack 

99.60% 99.51% 0.16% 0.16% 100% 

Read-

Property 

attack 

96.33% 95.68% 0.45% 1.79% 100% 

I-Am 

attack 

93.39% 92.73% 1.2% 0% 100% 

Flooding 

attack 

98.94% 99.16% 1.82% 1.83% 100% 

 

The detection performance of behavior sequence analysis is evaluated by analyzing 

the behavior sequence pattern invoked by gate controllers. We visualized the occurrence 

of our behavior sequence through logging customized events as shown in Figure 4.7. 

When the locks of doors are switched between lock, unlock and normal unlock, the gate 
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controllers will notify the central station by invoking a BACnet service named 

Confirmed-Event-Notification service. Our behavior sequence analysis is based on 

monitoring the sequence pattern of those notification services. This means that if we 

haven’t received notifications on time, an alarm will be triggered. During the online 

detection, we ran our behavior sequence pattern 3490 times including 2130 abnormal 

patterns. Our behavior sequence analysis successfully classified 3321 times, and the 

detection failure of the other 69 patterns are all false-positive. All those failures are 

caused by the false-positive detection made by the behavior analyzer module. Since the 

analyzer mistakenly classifies a normal behavior which happens to be part of the 

sequence pattern as a malicious behavior, it automatically prevents those normal 

behaviors from being analyzed by the Sequence Pattern Analyzer. This result indicates 

that our Behavior Sequence Pattern Analyzer that focused on functionality is running 

reliably and accurately, and the alarms triggered by the sequence analyzer module may 

also give us a chance to check if the behavior analyzer module whether or not has made 

the right detection decision. 
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Figure 4-7 The operator-readable logs of notifications generated by behavior sequence analyzer 

 

4.3.5 Discussion 

  The aforementioned experiments and results have proved that the proposed intrusion 

detection approach can identify and classify BACnet protocol-related attacks, and detect 

anomaly from both security and functionality perspectives. To compare our approach 

with the published intrusion detection approach for BACnet protocol, we listed the 

attacks which can be detected by each existing approaches based on their experimental 

results. As shown in Table VI, the symbol “√” indicates that the IDS approach can detect 

the attacks in the specific category, while the symbol “/” indicates the IDS approach can 

only detect some of the attacks in this specific category.  

   The IDS introduced in [14] and [15] is a signature-based traffic normalizer which 

mainly focusing on normalizing the Network Layer Data Unit of BACnet packets. 

According to the Attack vectors being simulated in [26] and [27], the IDS aims at 

detecting BACnet network-layer attacks which are classified as BACnet Routing attacks 

in our work. The IDS can detect the attacks in BACnet application layer only if the 
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packet is malformed. Since the flow based anomaly detection approach introduced in [23] 

can only detect attacks which will cause abnormal traffic flow patterns, it cannot detect 

the attacks which are carried out by a single or a few anomalous packets. Moreover, the 

baseline model generated by the flow-based approach is not accurate if the behaviors 

being analyzed are not periodic behavior. Since the anomaly based approach introduced 

in [25] are based on analyzing sequence behaviors using Markov Chains, it can detect 

malfunction according to abnormal sequence behavior. However, since the approach does 

not analyze the features in BACnet Application Protocol Data Unit (APDU), it cannot 

detect all the BACnet application-layer attacks, especially when the packet is malformed 

or the attackers falsify the APDU section of legitimate packets. Our proposed system 

detects most of the BACnet attacks in real time. These results indicate that the capability 

of our proposed IDS approach is better than the capability of any other IDS for BACnet 

protocol. Our future work is to improve the performances of our IDS method when 

detecting both False Alarm attacks and BACnet Routing attacks. According to the 

aforementioned online detection results, our detection rate of False Alarm attacks is 76.04% 

which is unpromising. The detection performance of this attack might be improved by 

logging the Acknowledge-Alarm requests been captured, and re-analyzing them as soon 

as the temperature and smoke values are updated. On the other hand, the current testbed 

only involves simple BACnet interaction scenarios for network routing, which makes our 

real-time detection rate for Routing attacks not convincing enough. In the future, we will 

build a large building testbed with more realistic network routing scenarios so that 

sophisticated BACnet routing attacks can be simulated. 
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TABLE VI. INTRUSION DETECTIOIN SYSTEMS COMPARISON 

IDS Who-is 
attack 

Read-
Property 
attacks 

Write-
Property 
attacks 

I-Am 
attack 

BACnet 
Routing 
attacks 

False 
Alarm  
attacks 

Flooding 
attacks 

Malfunction 

[26] [27]      √  √  

[23] / /   /  √  

[25] / /  / / / √ √ 

Proposed 
system 

√ √ √ √ / / √ √ 
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 TYPICAL ANOMALY BASED INTRUSION DETECTION OF 

BUILDING AUTOMATION AND CONTROL NETWORKS  

5.1 Introduction 

In this section, a classic anomaly behavior analysis framework which do not involve 

context awareness technique is introduced, so that we can compare the performance 

between the Context-Aware ABA framework and the classic ABA framework [35]. This 

framework aims at protecting Building Automation and Control networks which 

communicate over BACnet/IP standard. Within this framework, the monitoring module 

collects network traffic and the BACnet features that will then be evaluated using the 

runtime rules that are obtained during the training phase.  

In the experimental result of this section, we will validate that our ABA framework 

introduced in the last section can achieve better detection rates than the framework 

introduced in this section. 

5.2 BACnet Anomaly Detection Framework 

To perform anomaly based intrusion detection on BACnet protocol, an anomaly 

based intrusion detection framework is introduced. We use supervised learning method 

by labeling the traffic flow from the attacker side as anomaly. We dynamically extract 

features from the packet streams to build a protocol feature array, and then a set of rules 

that accurately characterizes the BACnet behavior is generated using data mining 

algorithms. At runtime, these rules are used to determine if the BACnet operations are 

normal or not. Once an anomaly behavior is detected, a root cause analysis is performed 
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to classify the attack type. Finally, the system will invoke the recovery handler to trigger 

the appropriate protective measures. 

 Our framework consists of four modules (see Figure 5.1): Monitoring module, 

Training module, Attack Classification module, and Action Handler module.  

 

Figure 5-1 Anomaly detection framework architecture 

 

5.3 Monitoring Module 

The basic function of this module is to collect features from packet streams for further 

analysis. The monitoring procedure is divided into three phases. In the first phase, the 

packet flow is captured from the testbed through a mirror port of an IP switch using the 

Frame Capture engine. The Frame Capture engine is also capable of filtering out the 

BACnet packets from the general traffic by tracking UDP port number. We use LIBCAP 

C routine [33] to capture the packet streams and export data to the Feature Generation 

engine. 
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In the second phase, Feature Generation engine is used to map the packet stream to a 

high dimensional vector space. There are several feature space implementations exist 

such as IP-flow [51] and BACnetFlow [23]. According to the BACnet standard, the four 

layers in BACnet over IP protocol are IP layer (BIP), BACnet virtual link layer (BVLL), 

Network layer protocol data unit (NPDU) and application protocol data unit (APDU) 

where each layer consists of specific information fields as shown in Figure 5.2. Upon 

receiving the packet stream from the Frame Capture engine, the Feature Generation 

engine will identify the information fields associated with each layer and then transcode 

all fields from ASCII to decimal or character format. During the feature generation, we 

consider each field type that may exist in the BACnet header and payload as one unique 

feature type in order to maximize the information we can obtain. Moreover, we define 

two custom features which are not included in the frame fields. The first feature called 

‘Time’ is to record the time when the Frame Capture engine captures each BACnet frame. 

The second feature named ’Flow Count’ is to count how many packets of one particular 

service are transferred within a certain period. We add these two features to the other set 

of features in order to be able to detect flooding attacks accurately. 

In the third phase, we utilize the Feature Selection engine to identify the most 

relevant features to characterize normal operations and then store the selected feature 

array into the database. The Feature Selection engine analyzes the values of key features 

which contain fundamental information about the frame such as service choice, network 

control field, packet length, etc. For instance, the key field ‘NDPU Type’ and ‘APDU 

Service’ are used to determine the highest layer of BACnet payload. If the value of 
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‘APDU Service’ is 12, we know that this feature array is extracted from APDU packet to 

request a Read-Property service, then the features ‘object Identifier’, ‘Property Identifier’ 

are selected and the other payload feature values in the array are reset to zero. Once the 

selected feature array is generated, it will be sent to the Training module for further 

analysis. 

 
Figure 5-2 Feature fields extracted from each layers of BACnet over IP 

  

5.4 Training Module for Anomaly Based Behavior Analysis 

   Our behavior analysis method is based on the assumption that any incoming threat will 

trigger one or more anomalous changes into network behaviors or operations. The 

Training module uses data mining techniques to analyze the relevant feature arrays in 

order to generate a set of rules to characterize the normal behavior of the BACnet traffic. 

The Protocol Analyzer will use these rules to detect any attack against the BACnet 

network. A novel attack classification module is also introduced to identify the attack 

type and consequently determine the appropriate response to the detected attack. 
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1) Training Phase 

The feature array inputs obtained from the monitoring and filter modules are 

dynamically stored in PostgreSQL database. The features associated with both normal 

and malicious traffic are stored in a chronological order. During the training phase, the 

observed dataset is modeled by applying an inductive rule learning algorithm called 

Repeated Incremental Pruning to Produce Error Reduction (RIPPER) which is first 

proposed by William W. Cohen in [29]. The two-class version of this algorithm is applied 

during the training phase by tagging the traffic features as either normal or abnormal. In 

order to generate the baseline model that focuses on identifying normal behavior of the 

network, the training dataset includes mainly normal traffic. More than 70000 of network 

traffic records are used in the training to capture all possible network behavior scenarios. 

A baseline model with 20 rules is generated after one hour of training. 

2) Detection Phase 

Once the training phase is completed, the detection accuracy of the baseline model is 

first tested offline with the training data. Once the offline detection rate is close to 100%, 

the baseline model is then used to perform real-time detection against BACnet attacks. 

All the frames within one time window are analyzed in order to improve the detection 

efficiency of our approach. For instance, the traffic analyzer keeps track of the packet 

flow between each port. The flow is defined as the connection between the source 

address, destination address and UDP ports at both sender and receiver. By analyzing the 

amount of traffic flowing through each port, we can detect any abnormal flow during a 

given window time that might have been triggered by an attack. 
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5.5 Experimental Results 

In our experiments, we aim at comparing the detection performance of three baseline 

models generated by two different ABA frameworks. The first baseline model is 

generated by the Context-Aware ABA framework introduced in Section 4. The second 

baseline model is generated by the classic ABA framework introduced in this section. 

The third baseline model is generated by the Context-Aware ABA framework without the 

Sequence Analyzer. By comparing the detection performance of models 2 and 3, we can 

validate the effectiveness of our Temporal Behavior Analysis approach which is based on 

predefined patterns. According to the detection rate and false positive rate shown in Fig 

5.3(a) and Fig 5.3(b), the first dataset achieves the highest detection rate as well as the 

lowest false positive rate. Among the three models, the model generated by traditional 

ABA framework has the worst detection rate. Moreover, the fact that the first model 

outperforms the third model indicates that the temporal behavior analysis can lead to 

better detection rates, especially when detecting attacks are due to human error or due to 

code injection. 

  

(a)                                                                             (b) 

Figure 5-3 Detection performance for the three datasets. (a) Detection rate (b) False positive rate. 
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 CONTEXT AWARE ANOMALY BEHAVIOR ANALYSIS FOR 

SMART HOME SYSTEMS   

6.1 Introduction 

      As more IoT applications and Smart Home Systems (SHS) utilize advanced 

automation and communication techniques to deliver sophisticated monitoring and 

control over the building’s functions [33]. The major objectives of SHS are to achieve 

reliable and efficient operations, and to significantly reduce operational costs while 

improving the occupant’s quality of life.  

In the IoT environment, systems interact with each other using different levels of trust 

relationships, and consequently, require ultimate security solutions to protect information 

and processes. The interconnection between an exponential growths in the number of 

Internet-enabled devices expose the vulnerability of IoT applications and SHS to 

attackers. Even devices which are intended to operate only in local area networks are 

sometimes get connected to the Internet due to careless configuration or to satisfy special 

needs (e.g., they need to be remotely monitored). There is a huge risk that these devices 

can be compromised and experience attacks with severe impacts (e.g., life threatening 

scenarios) [35]. For instance, in 2014, a botnet of more than 100,000 home networking 

routers and other IP connected home devices such as smart TVs, multi-media centers, and 

refrigerators have been found to be involved in sending 750,000 malicious e-mails over a 

two-week period [12]. The security challenge of smart home systems consists of 

identifying what should be protected. Current cybersecurity solutions are far from being 
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satisfactory, most of them are focused on a single scenario and ad-hoc instead of taking a 

holistic approach to cybersecurity.  

One promising solution for the aforementioned problems in the smart home scenario 

is the Anomaly-based Behavior Analysis (ABA) approach. ABA is an information 

security mechanism that uses a baseline model to describe the normal behaviors of a 

system, so that malicious behaviors can be detected when a significant deviation from the 

normal behavior is observed. Because of its ability for detecting novel threats, ABA has 

been actively studied by researchers for identifying cyber-attacks. However, since the 

information acquired from IoT systems can be from a variety of sources (e.g. sensors, 

network protocols, temporal and spatial information, etc.), the traditional ABA 

methodologies which merely focus on analyzing the behavior of communication 

protocols cannot work properly for protecting SHS [8]. Hence the existing ABA 

methodology should be improved with a technique that can handle heterogeneous and 

redundant data. As a technique that is widely used in pervasive computing, the Context 

Aware computing aims at gathering information about a system’s environment in real 

time and adapt behaviors of the system according to each detected context scenario [9]. 

This technique provides a mechanism to divide complex IoT behaviors into a finite set of 

contexts that can be analyzed by ABA methods such that they detection accuracy is 

improved significantly. 

In this section we introduce an intrusion detection mechanism to protect SHS against 

known and unknown cyber-attacks. The mechanism is developed based on a novel 

Context Aware Anomaly Behavior Analysis (CA-ABA) methodology to detect anomalies 



100 

 

 

 

that could be triggered by attacks and failures against SHS (e.g., user’s credential, 

protocols, wireless communication, etc.). We have evaluated our approach by launching 

several cyberattacks (e.g. User-identity Fraud, Replay, and Flooding attacks) against our 

Smart Home testbed developed at the University of Arizona Center for Cloud and 

Autonomic Computing. The results show that our CA-ABA methodology can be used to 

develop effective security mechanisms to protect the normal operations of SHS. 

Moreover, by dynamically updating our baseline dataset to describe the latest changes of 

asset usage patterns, the ABA can adopt its rules to improve performance and detection 

rates. To the best of our knowledge, our methodology provides the first intrusion 

detection mechanism which focuses on protecting Smart Home Systems from potential 

cyber threats using Context Aware Anomaly Behavior Analysis. 

6.2 Architecture 

Our intrusion detection architecture consists of four modules that perform Context 

Aware ABA for protecting SHS behaviors. The architecture of our approach is shown in 

Figure 6.1. The asset context acquisition module is in charge of continuously monitoring 

SHS networks and providing the required low-level context information for further 

processing. By utilizing our Context Aware Data Structure, the context modeling module 

aggregates and maps the context information into higher-level context format named 

contextual array. The anomaly behavior analysis determine whether or not the contextual 

array is normal based on our novel anomaly characterization function. The output of the 

analyzer is then taken by the action management module to perform impact analysis in 
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order to determine the appropriate protective actions that stop or mitigate the impact of 

the detected attacks.  

 

Figure 6-1 Context Aware Anomaly Behavior Analysis Architecture 

 

6.2.1 Asset Context Acquisition 

   In our approach, all the information which might be used to describe the situation of 

SHSs will be collected. Table VII shows in detail the context information we collected 

about the SHS.   

TABLE VII. SHS ASSET CONTEXT INFORMATION 

Feature 

identifiers  

Resource 

of the 

context 

features 

Description 

User’s primary 

credential  

Manually 

provided 

Each user’s pre-registered account 

name, password, and Authorization 

level 

User’s 

Secondary 

credential 

Manually 

provided 

Each user’s pre-registered phone 

number, face recognition pattern 

Device Type Manually 

provided 

The category of each registered 

appliance in usage perspective 

Importance Manually The weight of importance for each 
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Weight  provided home appliance in security 

perspective 

Current 

behavior 

HTTP 

packet 

streams 

The user’s remote control behavior 

being captured from packet streams 

Flow Amount HTTP 

packet 

streams 

The amount of Traffic flow for each 

user within every 10 seconds. 

Log of Sensor 

input 

Serial 

port&  

wireless 

traffic 

The latest information collected by 

domestic sensors 

Status of home 

appliances 

Serial port 

traffic 

The latest operation status of each 

home appliance 

Behavior Invoke 

Time 

Locally 

provided 

The time when a HTTP frame for 

remote control is captured 

Device Location GPS 

signal 

The current GPS location updated by 

user’s mobile device 

 

Based on the types of acquisition process, the collected information are classified as: 

1)  features extracted from packet streams, 2) manually provided features, and 3) locally 

provided features. In what follows we describe the characteristics of each feature. 

1) Features Extracted from Packet Streams  

The packet streams in our ABA testbed consist of HTTP traffic and serial port traffic. 

The HTTP stream carries the interaction between users’ mobile device and secure 

gateway, hence it is the major resource of features regarding users’ remote control usages. 

Since the serial port traffic is transmitted between gateway and local end devices, it is the 

major resource of features of users’ physical control usages which are invoked through 

manual access to the end devices. 

2) Manually Provided Features 
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Home occupants can manually provide information to the gateway through the user 

interface. Such information may include preference, asset configuration, account 

information, and etc. For instance, whenever a new home appliance is put into use, 

owners should register it in the secure gateway by providing its device type and weight of 

importance.  

3) Locally Provided Features  

These features can be acquired locally from the system log of our secure gateway. 

Example of such features include current time, available memory, current CPU utilization, 

and current buffer utilization of the gateway. 

6.2.2 Context Modeling 

    Based on the utilization of the Context Aware Data Structure, the heterogeneous 

features are dynamically mapped and aggregated into high-level context information 

called Context Attributes. Those attributes are then formed as a well-organized feature 

space called Contextual Array which will be used for further analysis. Our modeling 

process consists of two steps: 1) Unified Model Language (UML) Model Development to, 

and 2) Contextual Array Formation.  In what follows, we describe each step in further 

details. 

6.2.2.1 UML Model Development  

In the first step, a set of context classes are created as a class diagram by utilizing UML 

modeling technique [17]. As defined in our Context-aware Data Structure, our class 

diagram consists of four context classes: 1) sender class to maintain the credential 

information of each user, 2) asset location class to derive the location information of 
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users, 3) log of Gateway class to maintain gateway system log, and 4) temporal behavior 

class to describe the usage of home assets in the time domain.  

Once the features for an asset usage are obtained via context acquisition, the context 

classes perform data modeling on those features based on two operations: grouping and 

mapping. During the grouping operation, each class selects its relevant context features as 

their input. For instance, the features include Device, Type, and Importance Weight and 

they are grouped into the Receiver class, since the information are related to home 

devices which are always receivers of a control request.  

After the grouping operation, context classes perform pre-defined mapping operations to 

map the grouped features into context attributes as follows: 

 User ID (UID) is a string with one to one correspondence to each valid user. A 

user is regarded as valid if only if he/she provides a valid primary credential (e.g. 

enter the right password). 

 Behavior Sequence (BS) is a string contains a sequence of captured behaviors 

which are consecutive to each other. A captured behavior is represented as a string 

indicating a state change of the home appliance which is caused by the captured 

behavior. For instance, if a captured behavior causes the main door “D1” switching 

to state “O” (open/on), we can represent this behavior as “D1O”. These captured 

behaviors are considered as consecutive to each other if: 1) they are invoked by the 

same user, and 2) the time interval between two behaviors is below a pre-defined 

threshold (e.g. 10 seconds). We defined the maximum length of behavior sequence as 

|𝐵| and use sliding window to discard the earliest behaviors if the number of 
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consecutive behaviors exceeds the value of |𝐵|. For instance, given |𝐵| = 3, if a user 

invoked the following five consecutive behaviors: open garage door (G1O), turn on 

light No.2 (L2O), close garage door (G1C), close light No.2 (L2C), open main 

door(D1O), we can represent those behaviors are represented as three Behavior 

Sequences: “G1O L2O G1C”,”L2O G1C L2C”, and “G1C L2C D1O”. On the other 

hand, if a user invoked a behavior G1O which is not consecutive to any of the other 

existing behaviors, the corresponding Behavior sequence would be formed as “G1O 

N/A N/A”. 

 Behavior Pair Set (BPS) is a multiset that consists of the pairs of captured 

behaviors which are belong to the same Behavior Sequence. The Behavior Pair Set 

can explicitly describe the one-to-one correlation of behaviors within each Behavior 

Sequence. The formation of Behavior Pair Set for Behavior Sequence whose |𝐵| =

3is as follows: Given a Behavior Sequence “G1C,L2C,D1O”, the corresponding 

Behavior Pair Set is formed as {“G1C,D1O”,“G1C,L2C”,“L2C,D1O”}. Given a 

Behavior Sequence “G1C,L2C,N/A” which includes two consecutive behaviors, the 

corresponding Behavior Pair Set is formed as {“G1C,L2C”,“G1C,N/A”, “L2C,N/A”}. 

Given a Behavior Sequence “G1C,N/A,N/A” which includes only one behavior, the 

corresponding Behavior Pair Set is formed as {“G1C,N/A”,“G1C,N/A”, 

“G1C,N/A”}. We defined the number of behavior pairs included in the Behavior Pair 

Set as |𝑆|. As shown from the previous examples, |𝑆| = 3 when |𝐵| = 3. Similarly, if 

|𝐵| of Behavior Sequence is set to either 2 or 4, |𝑆| will be equal to either 1 or 6. 
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 Time Slot (TS) is an integer indicating which slot is the current time belongs to. 

In our research, we set the duration of one time slot as two hours so that a whole day 

is divided into 12 slots. For instance, if a behavior is invoked at 8:25AM, its 

corresponding time slot is 5. By setting the duration of time slot as two hours instead 

of one or half hour, more behavior patterns can be included into each time slot. 

 Physical location (PL) is a string indicating if the captured behavior invoked 

from either inside the home or outside of the home. At-home behaviors are those 

commands invoked through manual access of home appliances or through HTTP 

commands carried by the local Wi-Fi network traffic. Out-of-the home behaviors are 

invoked through HTTP commands that are carried by external IP network traffic. 

 Gateway Availability (GA) is an integer that represents the current availability 

of the gateway, and is used to identify possible threats targeting the gateway 

availability. Since the gateway is used to communicate sensors and actuators with the 

internet and, at the same time provides local access to appliances, it is important to 

constantly verify its availability [19]. In order to achieve this task, our secure 

gateway performs continuous monitoring for three parameters [20]: 1) available 

memory (AM), 2) CPU utilization (CU), and 3) buffer utilization (BU). We assume 

that under no attack and no monitoring activity, all the parameters are at full capacity; 

hence, we assign 100% to gateway availability. For example NAM=761,832 is the 

nominal available memory of the system, which means that 761,832 equals 100% of 

memory availability. From here any memory consumption (CAM) is compared against 

NAM, giving a percentage of available memory. Equation (10) shows how to compute 
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the impact I of a given attack, where CAM, CBU, and CCU are the current values of AM, 

BU, and CU, and NAM, NBU, and NCU are the nominal values for each feature.   

𝐼 = 1 − [
𝐶𝐴𝑀

𝑁𝐴𝑀
 ∙ 0.4 +

𝐶𝐵𝑈

𝑁𝐵𝑈
∙ 0.3 +

𝐶𝐶𝑈

𝑁𝐶𝑈
∙ 0.3] (10) 

From Equation (10) we notice that when the current values are nominal, the impact is 

cero. The output of Equation (10) cannot be directly used in our context array due to the 

continuous nature of its values. We use Equation (11) to obtain four levels of availability, 

where level 3 is the desired stage under normal operation and level 0 is the worst case 

scenario.  

𝐺 = {

0  
1  
2  
3  

𝑖𝑓 𝐼 ≥ 0.75
𝑖𝑓 0.5 ≤ 𝐼 < 0.75
𝑖𝑓 0.25 ≤ 𝐼 < 0.5

𝑖𝑓 𝐼 < 0.25

 (11) 

In the second step, context attributes are retrieved from classes to form the contextual 

array and then stored into the SQL database for further analysis. All the contextual arrays 

are stored as a matrix with six dimensions C = [𝑈, 𝑇, 𝐵, 𝑆, 𝐿, 𝐺] where the capital letters 

within the brace are the abbreviations of attribute dimensions. For instance if user Bob 

remotely turns on the light “L1”, air conditioner “A1”, and water heater “H1” at 6:20 PM 

before arriving home, the contextual array to describe such context is shown in Figure 6.2. 
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Figure 6-2 Contextual array for a sample context 

6.2.3 Anomaly Behavior Analyzer 

Our Anomaly Behavior analysis (ABA) models a user’s usage pattern of domestic 

devices by statistically analyzing the user’s consecutive behaviors, so that the potential 

threat of the captured behaviors can be estimated. The analyzer for such analysis is 

defined as a system A = (𝑓, 𝑁) with two components 𝑁 and  𝑓. The component 𝑁 is a 

baseline dataset N = [𝑈𝑁, 𝑇𝑁 , 𝐵𝑁 , 𝑆𝑁 , 𝐿𝑁 , 𝐺𝑁] which includes all the historical normal 

behaviors that been captured. Since a user’s recent behaviors can reflect the user’s usage 

pattern better than the older behaviors, our analyzer keeps removing the outdated arrays 

(e.g. the arrays been stored for more than two months) from the database to avoid data 

drift. Our baseline dataset 𝑁 consists of a number of sub-dataset 𝑁𝑢,𝑙 where {𝑢, 𝑙} is the 

index of sub-dataset. In this way, the contextual arrays triggered by different users 𝑢 at 

different locations 𝑙 are stored separately into the corresponding sub-dataset. 

The component  𝑓  is an anomaly detector defined as 𝑓(𝐸, 𝑁)  where 𝐸  is the 

contextual array to be analyzed. The output is the detection decision indicating whether 

the contextual array being analyzed is normal or not.  Since normal users are likely to 
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perform the same set of consecutive behaviors with different orders or to skip some of the 

behaviors when performing the same set of consecutive behaviors, we design 𝑓(𝐸, 𝑁) as 

a combination of detection decisions for both Behavior Sequence and Behavior Pair Set. 

That is, given an array input  𝐸 = {𝑢, 𝑡, 𝑏, 𝑠, 𝑙, 𝑔} , where  𝑢 ∈ 𝑈𝑁 , 𝑡 ∈ 𝑇𝑁 , 𝑏 ∈ 𝐵𝑁, 𝑡 ∈

𝑇𝑁 , 𝑏 ∈ 𝐵𝑁 , 𝑠 ∈ 𝑆𝑁 , 𝑙 ∈ 𝐿𝑁 , 𝑔 ∈ 𝐺𝑁 . The output of 𝑓(𝐸, 𝑁) is the array’s normal score 

which can be represented as: 

𝑓(𝐸, 𝑁) = 𝐷𝑒𝑐𝑖𝑠𝑖𝑜𝑛𝑏(𝑢, 𝑡, 𝑏, 𝑙, 𝑔) + 𝐷𝑒𝑐𝑖𝑠𝑖𝑜𝑛𝑠(𝑢, 𝑡, 𝑠, 𝑙, 𝑔) (12) 

where 𝑑𝑒𝑐𝑖𝑠𝑖𝑜𝑛𝑏(𝑢, 𝑡, 𝑏, 𝑙, 𝑔) is the detection decision for the Behavior Sequence 𝑏 and 

𝑑𝑒𝑐𝑖𝑠𝑖𝑜𝑛𝑠(𝑢, 𝑡, 𝑏, 𝑙, 𝑔) is the detection decision for the Behavior Pair Set S.  

Since the normal score 𝑓(𝐸, 𝑁)  of a context array is the sum of 

𝑑𝑒𝑐𝑖𝑠𝑖𝑜𝑛𝑏(𝑢, 𝑡, 𝑏, 𝑙, 𝑔) and 𝑑𝑒𝑐𝑖𝑠𝑖𝑜𝑛𝑠(𝑢, 𝑡, 𝑏, 𝑙, 𝑔) , where values of the two decision can 

be either 0 or 1, our proposed anomaly detector 𝑓 is a ternary classifier, which classifies 

the contextual arrays as either normal ( 𝑓(𝐸, 𝑁) = 2 ), suspicious ( 𝑓(𝐸, 𝑁) = 1 ), or 

abnormal (𝑓(𝐸, 𝑁) = 0).  

TABLE VIII. SMART HOME SYSTEM IMPACT MODEL 

Operations Impact level Consequence 

Turn on lights, Turn on 

AC 

 Low Minor financial loss. 

Turn off AC Turn off 

lights Turn off oven Close 

the garage  door                

Close faucet  Close front 

door 

 Low Minor disturbance of individuals 

Open garage door                 

Open faucet 

Moderate Huge financial loss, 

Watch monitor Close 

monitor 

Moderate Privacy leaks Unsafety 
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Open front door Open 

oven 

Impact: High harm to individuals, major financial 

losses 

 

6.2.4 Threat-Aware Action Management 

      In this phase, threat-aware action management is performed to handle suspicious 

behaviors by further classifying them as either normal or abnormal and handle anomaly 

behaviors by triggering mitigation actions. The meaning of threat-aware is that more 

efforts should be put to detect and mitigate the anomaly behaviors with higher potential 

threat. To achieve such goal, we need to make the detection rate of high-threat anomaly 

behaviors as high as possible, in the meantime, reduce the overall false positive rate by 

ignoring the suspicious trivial behaviors. By referring to the threat assessment scenario 

we proposed in Table I, a contextual array is considered as a high-threat if only its 

Behavior Sequence consists of at least one behavior whose impact is moderate or high, 

otherwise it is considered a low-threat. Our threat-aware classification approach increases 

the detection rate of high-threat contextual arrays by detecting a high-threat array as 

anomaly if its normal score 𝑓(𝐸, 𝑁) is either 0 or 1. To minimize the false positive errors, 

the low-threat contextual array is considered anomaly only if it’s normal score 𝑓(𝐸, 𝑁) is 

0. 

Whenever the behavior of a user is detected as anomaly, the action handler will 

consider the user’s identity as suspicious and trigger secondary authentication by either 

sending text message with a verification code to the user’s cellphone or conducting facial 

recognition. In the meantime, the home owner will be notified about the anomaly 
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behaviors through a text massage. If the anomaly user passes the secondary 

authentication, it means that the current alarm is very likely to be a false alarm. 

Consequently, our action handler will consider the user’s identity as valid for a 

predefined time period (e.g. one hour). During such time period, a valid user will not be 

challenged with a secondary authentication again and all the behaviors triggered by the 

user will be considered as normal. The time period for considering a user as valid will be 

terminated early if the HTTP Cookie for the valid user has expired or the network address 

of the valid user has changed. Otherwise, if the suspicious user cannot pass the secondary 

authentication, the user will be identified as malicious and the user privilege will be 

terminated. The Pseudocode for our mitigation action management scenario is as follows: 

ActionManagement(E, u, 𝑓(𝐸, 𝑁)): 

1:   if u.ip_address is changed or u.cookie is changed then 

2:   u.valid  False 

3:    if E.impact = Low and f(E, N) = 0 and u.valid=False then 

4:    E.abnormal  True 

5:    else if E.impact Low and 𝑓(𝐸, 𝑁) ≤ 1and u.valid=False then 

6:    E.abnormal  True 

7:    end if 

8:   else 

9:   store E into baseline dataset N 

10: end if 

11: if E.abnormal= True then 

12: Send notification to home owners 

13: Suspend authorization of user u 

14: Send identity challenge to user u and waiting for feedback 

15:  if u passed the identity challenge then   

16:  update u.ip_address and u.cookie 

17:  u.validTrue 

18: else if feedback from home owners not received or Identity challenge of user u is 

failed then  

19:  Trigger security alarms and terminate the authorization of user u  

20:  end if 

21: end if 



112 

 

 

 

 

6.3 Experimental Results 

6.3.1 Training Stage  

     In order to generate daily usage data of a Smart Home environment, we invited one of 

our research group members at the University of Arizona Center for Cloud and 

Autonomic Computing to continuously log his/her daily usage of home appliances 

through a web interface. Once the user inputs control commands via the interface, a 

packet will be sent from the web interface to the smart gateway as a normal record. A 

total of 8,110 normal records are collected in a 90-day period.  

The objective of our data training stage aims at generating baseline models for real-

time detection. A baseline model is built using a baseline dataset 𝑁𝑢,𝑙  and its 

corresponding baseline scores 𝑠𝑐𝑜𝑟𝑒𝑏(𝑁𝑢,𝑙) and 𝑠𝑐𝑜𝑟𝑒𝑠(𝑁𝑢,𝑙). Since there is one user 

involved in our dataset (𝑢 = "𝐵𝑜𝑏") and the user’s physical location can be recognized as 

either at home (𝑙 = 0) or out of home (𝑙 = 1), we generated two baseline models which 

describe user’s at-home usages and out-of-home usages separately as: 1) 𝑁𝐵𝑜𝑏,1 , 

𝑠𝑐𝑜𝑟𝑒𝑏(𝑁𝐵𝑜𝑏,1) and 𝑠𝑐𝑜𝑟𝑒𝑠(𝑁𝐵𝑜𝑏,1), 2)𝑁𝐵𝑜𝑏,0,  𝑠𝑐𝑜𝑟𝑒𝑏(𝑁𝐵𝑜𝑏,0) and 𝑠𝑐𝑜𝑟𝑒𝑠(𝑁𝐵𝑜𝑏,0). In 

order to evaluate the detection performance over time, we perform data training for four 

time intervals by taking four different datasets N (including contextual arrays collected 

during the first 15 days, 30 days, 45 days, and 60 days) as the baseline model. It is noted 

that our data training is a semi-supervised process since no abnormal behaviors are 

involved.  

6.3.2 Detection stage 
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During the detection phase, a set of cyberattack scenarios were simulated to generate 

anomalous behavior records for performance evaluation purpose. Those scenarios consist 

of single or multiple malicious behaviors and can be launched either by a user’s account 

been spoofed or by the smart gateway being compromised. The attack scenarios we 

simulated are as follows: 1) Continuous On/Off switching of a home appliance for prank 

purpose (e.g. repeatedly turn on and off), 2) opening the doors or windows for a physical 

break-in, 3) manipulating critical appliances such as oven, faucets and monitors to cause 

financial loss and privacy leakage, and 4) flooding commands to the network to cause 

denial of service. Approximately 10,520 attack records were generated during the online 

detection test. The temporal distribution of both normal and malicious records based on 

time slots is illustrated in Figure 6.3. As shown in the figure, the majority of the attacks 

were launched during the midnight when home occupants are likely to be sleeping. 

The detection rate of our approach were evaluated by counting the percentage of 

attack scenarios that have been detected against all attack scenarios that have been 

launched. The false positive rate for analyzing normal behaviors were evaluated by 

taking the normal behaviors collected in a 30-day period as input for real-time detection. 

For instance, to evaluate the false positive rate for the baseline model generated based on 

the normal behaviors collected during the first 60 days, the normal behaviors collected 

between the 61th day and the 90th day were tested.  
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Figure 6-2 the temporal distribution of collected dataset 

 

6.3.3 Detection Results  

In the first experiment, we determine the effectiveness of our approach by setting the 

length of Behavior Sequence |B|=3 as either two, three, or four. We depict the detection 

performance curves for different size of B to show their effect on the performance in time 

domain. In Figure 6-4, the points in each curve from left to right indicate the detection 

performance of the baseline models that are generated based on the dataset collected in a 

15-day, 30-day, 45-day, and 60-day period, respectively. As the period increases, the 

false positive error rate of each baseline model is reduced; however, the detection rate is 

also dropped down. The reduction of false positive rate in Figure 6-4 is because that more 

usage patterns were collected because the collection period is longer. On the other hand, 

since the user we observed for training live in a casual life routine, some of his/her usage 
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patterns were somehow similar to the attack scenarios. Consequently, the detection rate 

was slightly dropped down when more patterns are collected. As to compare performance 

for different behavior sequence sizes, the detection performance of |𝐵| = 3 and |𝐵| =

4 are closed to each other, and they both outperform|𝐵| = 2. Since |𝐵| = 3 obtains a 

better trade-off than |𝐵| = 4 when the collection periods are for 45 days and 60 days, we 

use the detection result for |𝐵| = 3 in the rest of our experiments. 

 

Figure 6-3 Detection performance of baseline models with different values of |B| 

 

    In the second experiment, the detection performance of the baseline models for user’s 

at-home usages and out-of-home usages are tested separately against the same type of 

attacks. The detection performance curves for the two types of baseline models are 

depicted in Figure 6-5. As shown in this experiment, the baseline models for at-home 

usages obtained lower false positive rate and lower detection rate. The reason for its 

lower false positive rate is that users invoke out-of-home behaviors (remote control 
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behaviors) more casually by sometimes invoking behaviors without following any 

historical patterns. Those casual normal usages are more likely to be mistakenly detected 

as anomalous behaviors. The main reason for the lower detection rate is that there are 

more patterns in the at-home usage database which are similar to the attackers’ usage 

patterns. 

 

Figure 6-4 Detection performance of baseline models generated with 𝑵𝒐𝒖𝒕 and 𝑵𝒊𝒏 

 

In the third experiment, we determine the effectiveness of our context modeling 

approach by comparing the performance of our contextual arrays with the two other types 

of contextual arrays. We removed the context attributes named Time Slot T from the first 

type of contextual array, so that the same behavior sequences triggered in different time 

slot of a day are considered as identical. We removed the context attributes named 

Gateway Availability G from the second type of contextual array, so that the current 

availability of the smart gateway will not be taken into consideration when analyzing 
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SHS behaviors. We removed the context attributes named Physical Location L from the 

third type of contextual array, behaviors triggered within the home and out of the home 

are stored in the same baseline dataset N instead of being stored separately in 𝑁𝑜𝑢𝑡 and 

𝑁𝑖𝑛.  As shown in Figure 6-6, it turns out that our proposed contextual array achieves 

better tradeoff than the other three types of arrays. The result in this experiment proves 

that all the three attributes including Time Slot, Gateway Availability, and Physical 

Location can help our baseline model describing the normal usage pattern more explicitly. 

Through this experiment, we validated that the context modeling method we proposed is 

effective in generating more accurate baseline models.  

 

Figure 6-5 Detection performance of different types of contextual arrays. 

 

In the fourth experiment, we evaluated the detection accuracy of our approach for asset 

usages with different numbers of behaviors involved. For instance, a sample behavior 



118 

 

 

 

sequence for describing a usage with one behavior is {A1O,N/A,N/A}. Moreover, an 

example of behavior sequences for describing a usage with four involved behaviors can 

be {A1O,A1C,A1O} and {A1C,A1O,A1C}.  Figure 6-7 illustrates the detection accuracy 

of attack scenarios and normal usages with different number of involved behaviors. The 

baseline model used in this experiment is generated based on the dataset collected in a 

60-day period. As shown in the figure, the detection accuracies for normal usages with 

different number of involved behaviors are all above 98 percent. The detection accuracy 

of attacks carried by a single behavior is as low as 63 percent, and the detection accuracy 

is increased to more than 94 percent when dealing with attacks with more than two 

involved behaviors. The result in this experiment indicates that our approach cannot 

detect single-behavior attacks efficiently since the correlation of behaviors cannot be 

reflected if there is only one behavior included in a Behavior Sequence. 

 

Figure 6-6  Detection accuracy for behavior sets with different number of involved behaviors 
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7. CONCLUSION AND FUTURE RESEARCH DIRECTIONS  

7.1. Summary 

In this dissertation, we developed a Context Aware Anomaly Behavior Analysis 

methodology which can protect Building Automation System from a wide range of Cyber 

Attacks. As an IoT application, information flow exchanged within BAS network may be 

carried by different protocols and can be provided by different types of entities. On the 

other hand, the cyber-attacks of BAS network are not only targeting communication 

protocols but also targeting the BAS assets. Since some of the BAS assets are critical 

infrastructures which may cause severe consequences when being compromised, the 

impact analysis for the anomaly behavior should be performed to achieve better detection 

performance as well as to trigger mitigation actions adaptively. 

 Unlike the traditional ABA approaches which mainly focus on detecting network 

attacks that exploit the vulnerability of communication protocols, our methodology can 

detect both network attacks and asset attacks with high detection rate and low false 

positive rate. To handle the Heterogeneous information collected from a variety of 

resources, our context modeling approach utilizes a novel Context Aware Data Structure 

to map the low-level information into context attributes which are more precise and 

accurate for further ABA analysis. To detect both network and device attacks, we 

developed a holistic ABA methodology that includes both single behavior analysis for 

analyzing protocol-related behaviors and temporal behavior analysis for analyzing asset 

functionalities and usage patterns. By performing threat assessment on the detected 

anomaly behavior, threat-aware action management can be performed. 
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As a proof of concept prototype was developed and validated for two applications 

Smart Building and Smart Home Systems. We have evaluate the performance of our 

context ware detection algorithms by launching cyberattacks against our BAS testbeds 

developed at the University of Arizona Center for Cloud and Autonomic Computing. We 

performed a comprehensive set of different experiments for each application. Our 

experimental results for Smart Building protocol BACnet indicate that our framework 

based on the CA-ABA methodology can detect a variety of protocol-related attacks and 

asset malfunctions. Our experimental results for Smart Home System indicate that our 

framework can detect the spoofing of user’s credential by analyzing user’s usage pattern. 

By comparing the detection performance of our CA-ABA framework with the 

performance of traditional ABA framework, we concluded that the CA-ABA approach 

can detect accurately more types of attacks with better detection performance than the 

traditional ABA approach. 

7.2. Contribution of the Dissertation 

The main contributions of this dissertation are as follows: 

 Development of a generic Context-Aware Anomaly Behavior Analysis 

methodology which can be easily applied to design and implement Intrusion 

Detection Systems for different building automation systems and protocols. 

 Development of Context-Aware Data Structure which can be utilized through 

UML class diagram to map heterogeneous information into higher level context 

which can explicitly describe systems’ behaviors. 



121 

 

 

 

 Development of Temporal Behavior Analysis approach which can generate 

baseline models to describe the sequential patterns of systems’ behaviors. In this 

approach, anomaly detection can be performed even when attacks are invoking 

valid behaviors. The proposed analysis approach utilizes Adaptive Learning and a 

semi-supervised learning processes. 

 Development of Threat Assessment approaches which can evaluate the potential 

threat of anomaly behaviors so that threat-aware mitigation action management 

can be performed. 

 Design, implement, and evaluate an Intrusion Detection Framework for BACnet 

Protocol which can detect and mitigate different types of protocol-related attacks. 

 Design, implement, and evaluate an Intrusion Detection Framework for Smart 

Home Network which can detect and mitigate a variety of misuse and spoofing 

attacks. 

7.3 Future Work 

To improve our CA-ABA methodology that is developed in this dissertation, the 

following provides a list of future research tasks: 

Apply the CA-ABA methodology to more BAS standards: By the development of 

ABA frameworks to secure and protect BAS standards such as LonTalk for Smart 

Building and Zigbee for Smart Home, we can further demonstrate the applicability of our 

approach to secure and protect most of the BAS communication standards. 

Semi-supervised learning for single behavior analysis: In this dissertation we 

proposed a temporal behavior analysis approach based on semi-supervised machine 
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learning. Compared with ABA based on supervised learning, the advantage of ABA 

based on semi-supervised learning is that it can detect novel attacks since the baseline 

model is generated with no anomaly dataset needed. As a future work, single behavior 

analysis approach based on semi-supervised learning can be investigated.  Our anomaly 

behavior analysis methodology can be used for designing Intrusion Detection Systems 

based on partially modeling the protocol state machine.  

Improvement of Context Aware Data Structure: In our CA-ABA methodology, all 

the collected information are grouped and mapped based on the Context Aware Data 

Structure. This data structure can be further improved by adding more data pre-

processing operations such as correlation, clustering, regression, and etc. In this way, the 

data for ABA can be simpler, more accurate and more efficient. Moreover, our Context 

Aware Data Structure can be further improved to describe all the situations that can be 

observed in IoT systems.  

Sophisticated mitigation action scenarios: In this dissertation, we introduced a set of 

mitigation actions including dropping packets, trigger authentication, suspend 

communication channel, and suspend users’ authorization. Those actions are triggered 

based on the result of attack classification and impact analysis. Since the cyber-attacks 

nowadays are tend to be more distributed and sophisticated, more sophisticated 

mitigation action scenarios should be developed to handle a wide range of attack 

scenarios. Designing such scenarios based on Game Theory is a promising future 

research direction.  
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