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ABSTRACT 

 
Bluetooth is a wireless technology that is used to communicate over personal area networks 

(PAN). With the advent of Internet of Things (IOT), Bluetooth is the technology of choice for 

small and short range communication networks. For instance, most of the modern cars have the 

capability to connect to mobile devices using Bluetooth. This ubiquitous presence of Bluetooth 

makes it important that it is secure and its data is protected. Previous work has shown that 

Bluetooth is vulnerable to attacks like the man in the middle attack, Denial of Service (DoS) 

attack, etc. Moreover, all Bluetooth devices are mobile devices and thus power utilization is an 

import performance parameter. The attacker can easily increase power consumption of a mobile 

device by launching an attack vector against that device.  

 

 As a part of this thesis we present an anomaly based intrusion detection system for Bluetooth 

network, Bluetooth IDS (BIDS). The BIDS uses Ngram based approach to characterize the 

normal behavior of the Bluetooth protocol. Machine learning algorithms were used to build the 

normal behavior models for the protocol during the training phase of the system, and thus 

allowing classification of observed Bluetooth events as normal or abnormal during the 

operational phase of the system. The experimental results showed that the models that were 

developed in this thesis had a high accuracy with precision of 99.2% and recall of 99.5%. 
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CHAPTER 1: INTRODUCTION 

 

1.1 Introduction 

 
Currently, there is an extensive use of computer networks that are well integrated in all aspects 

of our life including business, government, education and entertainment. Moreover, with the 

advent of Internet of things, Bluetooth technology is being used in Smart cars to connect cell 

phones to car instruments and equipment, to connect headphones to the cell phones, etc. This 

wide deployment of devices have increased the attack surface significantly and thus gives the 

attacker more attack surfaces to launch attacks and compromise the security of Bluetooth devices 

and their data. 

 

Figure 1.1:  Attack Sophistication vs. Intruder Technical knowledge 
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As shown in Figure 1.1, the attack sophistication has increased linearly since the 1980, when the 

attacks then were very simple, the attacks focused on guessing the password. Moreover, due to 

the availability of the software tools and libraries the knowledge required to launch attacks has 

decreased significantly.  This means that amateur attackers can attack enterprise or government 

networks using sophisticated attacking tools that he can download from the internet. 

Bluetooth is a standard communication protocol for a short range, low power, low cost and local 

wireless communication. It allows physically disparate devices such as cellular phones, head 

phones, PCs, printers, PDAs etc. to communicate and exchange information with each other.  

The use of Bluetooth as a standard wireless personal communication depends on its security and 

robustness. Bluetooth security is maintained using authentication keys for the devices and data 

encryption. Bluetooth authentication is a challenge-response scheme based on a shared secret 

link key. To encrypt data, Bluetooth uses a symmetric encryption key derived from the link key 

and a stream cipher algorithm.  
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1.2 Problem Statement 

 

Wireless networks are used to connect mobile devices to one another. Bluetooth technology is 

widely used in mobile devices for short distance communication. For example, printers, cell 

phones, laptops, headphones and desktop computers get connected to each other via Bluetooth. 

In smart cars, cellphones get connected to the smart car’s computer system via Bluetooth. The 

increase in usage of Bluetooth technology has made it a high value target for attackers. 

 

Bluetooth transmission between any two devices follows the Bluetooth protocol. The protocol is 

not secure and it can be attacked by exploiting the existing vulnerabilities. Hence, the devices 

using Bluetooth technology become a prime target of attackers. Hence, we plan to build an 

intrusion detection system for Bluetooth network that uses anomaly based detection approach. 

The designed intrusion detection system will be able to accurately detect new and modified 

attacks with no false positives and no false negatives. 

 

Satam et. al. [3] proposed an anomaly based analysis intrusion detection system for distributed 

wireless networks which can accurately detect and classify attacks on the network. In this thesis, 

we have adapted this approach to detect attacks on the Bluetooth protocol. We developed 

anomaly behavior models that can classify Bluetooth events as normal or abnormal. 
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1.3 Research Objectives 
 

The main research objective is to develop an anomaly based intrusion detection system for 

Bluetooth network which has highly accurate detection. The intrusion detection system must 

have low false positives and no false negatives and can detect new and zero day attacks. 

 

We plan to use the anomaly based approach to develop the Bluetooth intrusion detection system. 

In anomaly based intrusion detection system, we will be analyzing the normal behavior of the 

system. Anything other than the normal behavior of the system will be flagged to be abnormal 

behavior. Hence to develop an anomaly based intrusion detection system, we will be collecting 

data over a Bluetooth network that will be used to develop data-driven models that can 

differentiate the normal behavior from the abnormal behavior. 

 

We will use supervised machine learning method on the collected Bluetooth frames to build the 

runtime models for the normal Bluetooth operations. 
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1.4 Dissertation Organization 
 

The remaining chapters of the dissertation are as follows: 

 

Chapter 2 describes the background and the related work to intrusion detection systems and data 

mining techniques. We describe the various types of intrusion detection systems such as 

Anomaly based Intrusion Detection System, Signature based Intrusion Detection System and 

Compound Intrusion Detection system. We also discuss the various characteristics of Intrusion 

Detection Systems. In this chapter, we also review different data analytics algorithms and 

Smoothing Methods such as Jelinek-Mercer Smoothing method, Bayesian Smoothing method 

and Absolute Discounting Smoothing method. Smoothing methods help in accurate predictions. 

 

In Chapter 3, we review the Bluetooth Protocol and its Protocol Stack. We describe Bluetooth 

Piconet and Scatternet formation. We discuss the Pairing process, Authentication process and the 

Encryption process between two Bluetooth devices. In this chapter, we also review the various 

attacks possible on Bluetooth systems. 

 

In Chapter 4, we discuss the Intrusion Detection System architecture that we designed as a part 

of this research. We discuss the formation of N-grams and the Bluetooth State Diagram. In this 

chapter we also discuss the operation phases of the proposed Bluetooth Anomaly based Intrusion 

Detection System. 
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In Chapter 5, we discuss the Testbed used to evaluate the performance of the proposed Intrusion 

Detection System. We also describe the Experiments performed and the results obtained for the 

Bluetooth Anomaly based Intrusion Detection System. 

 

In Chapter 6, we discuss the conclusions obtained from this result. We also discuss the future 

work to improve our approach to develop the Bluetooth Anomaly based Intrusion Detection 

System so that the performance of the system can be significantly improved. 
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CHAPTER 2: BACKGROUND AND RELATED WORK 

 
In this chapter we present the background and related work for intrusion detection systems. In 

this chapter, we present anomaly based intrusion detection systems for Bluetooth, the various 

classification techniques, machine learning approaches used and algorithms. 

 

2.1 Intrusion Detection Systems – Overview 

 

Axelsson, el at [2], discusses the various types of Intrusion Detection Systems. Intrusion 

detection systems are designed to signal the user if any attack takes place on the system. They 

can also act on these attacks to protect system resources and services and mitigate the impact of 

the detected attacks. Intrusion detection systems are of three types: 

1. Anomaly Based Intrusion Detection System 

2. Signature Based Intrusion Detection System 

3. Compound Detection System 

 

2.2.1 Anomaly Based Intrusion Detection System 

 

The anomaly based intrusion detection system [2] analyses the normal behavior of the system. 

Anything other than the normal behavior is said to be abnormal for the system. Development of 

an anomaly based intrusion detection system involves collection of data that helps understand the 

behavior that is labeled normal and what constitutes as abnormal behavior for the network. 
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The advantages of an Anomaly based Intrusion Detection system are, new threats and attacks on 

the network can be detected without updating the database. The IDS requires little maintenance 

after installation, the system continues to learn the normal network activity and continues to 

update its database of normal behavior models. Moreover, longer the system is in use, the more 

accurate the system is at identifying attacks on it. 

 

The disadvantages of Anomaly based Intrusion Detection system are, the network is unprotected 

till the profile and databases are built. If the malicious activity looks like normal traffic to the 

IDS system, the system will never identify it and send an alarm. It is hard to develop normal 

behavior model of the network that continuously change its normal profiles and because of that 

this approach results in high false alarm rates. 

 

Based on the way the labeling of normal and abnormal behavior takes place, there are two types 

of Anomaly Based Intrusion Detection Systems: Self-learning IDS and Programming IDS. They 

are discussed below, 

 

2.2.1.1 Self-learning IDS 

 
 
Self-learning Intrusion Detection System [2][3] performs the labeling of the normal and 

abnormal data (while training) on its own. There are various ways to design Self-learning 

Intrusion Detection Systems. One such way is the use of stochastic modeling. In stochastic 

modeling, rules are formulated which can differentiate normal and abnormal behavior of the 

system. Stochastic modeling also includes the use of distance vector to find the difference 
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between the system behavioral parameters at runtime and the system behavioral parameters 

measured during the training phase of the system. The other method used in Self-Learning 

Intrusion Detection System is by measuring the temporal behavior of the system. The normal 

behavior of the system is found out by feeding the normal traffic of the system to an Artificial 

Neural Network. The Artificial Neural Network is used to make the intrusion detection decision 

and to differentiate between normal and abnormal behavior. 

 

2.2.1.2 Programmed IDS 

 
 
In Programmed Intrusion Detection System [2], there is an outsider program or a user which tells 

the system what is normal and abnormal behavior. In general, the system is fed with various 

parameters which have statistical values. Based on these parameters the normality of the system 

is validated during training. 

 

2.2.2 Signature Based Intrusion Detection System 

 
 In signature based intrusion detection system, the assumption is that they know the attacker 

behaviors or signatures and consequently they are stored in a database. The system compared 

observed behaviors with their signatures that are stored in the database. If there is a match, the 

system sends an alert message. 

 
 
The Signature based Intrusion detection system is highly accurate in detecting the exact known 

attacks.  
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The disadvantage of Signature based Intrusion Detection System is that if there is any slight 

modification to the attack signature or a new attack, the IDS will not be able to detect them. 

Hence, databases need to be updated every time a new signature has been developed and the 

update can take few hours to few days.  

 

In what follow, we discuss well known signature based intrusion detection systems, 

2.2.2.1 SNORT 
 
SNORT is a Signature based Intrusion Detection/ Prevention system. SNORT can perform real 

time packet analysis on an IP network. In SNORT [28], the signature compromises of the header 

that consists of the source address, destination address and ports and its options that include 

payload and metadata which are used to determine whether the network traffic corresponds to a 

known signature or not. SNORT’s architecture has four basic components. They are sniffer, 

preprocessor, detection engine and the output components. SNORT takes packets from the 

network and processes them through the preprocessor. Then the packets are checked against 

series of rules in the detection unit. And an alert signal is triggered as output if the analyzed data 

matches a rule in the SNORT database. 

2.2.2.2 Suricata 
 
Suricata is a fast real time intrusion detection (IDS) that is a signature-based, rule/policy driven 

security, and anomaly-based approach for detecting intrusions [29]. Suricata inspects the 

network traffic using rules and signature. It uses powerful Lua scripting support to detect 

complex threats. Suricata performs per rule alert filtering and thresholding, global alert filtering 

and thresholding and per host/subnet thresholding and rate limiting settings. Suricata has Action, 

Header and rule options details in the rule creation process.  
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2.2.2.3 Bro IDS 
 

Bro IDS is both signature intrusion detection system as well as anomaly intrusion detection 

system.  Bro IDS has a different approach compared to other tools. The rules in Bro IDS work 

with scripts. It is a script driven intrusion detection system which can support environments with 

high throughputs. The processing time in Bro IDS is less when compared with the existing 

signature intrusion detection techniques such as SNORT and Suricata. The less processing time 

is achieved by distributing the load to multiple servers.  

 

2.2.3 Compound Detection System 

 
The anomaly based intrusion detection system and the signature based intrusion detection system 

together form the Compound Detection System [2][3]. Compound detectors use signatures for 

detecting known attacks and anomaly based technique to detect significant deviations from 

normal traffic.   

 

2.3 Intrusion Detection Systems - System Characteristics 

 
Intrusion detection systems can be classified based on the following characteristics [2]: Time of 

Detection, Granularity of Detection, Source of Audit data, Response of detected intrusion, Locus 

of Data processing, Security and Degree of Inter-Operability.  
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2.3.1 Time of detection 

 
Based on this property, intrusion detection systems can be either Real Time Intrusion Detection 

System or Non- Real Time Intrusion Detection System. Real time Intrusion Detection Systems 

react to attacks in a timely manner as they have runtime behavioral analysis. But, real time 

intrusion detection system needs to run their algorithm at a low overhead. On the other hand, 

Non-Real Time Intrusion Detection Systems are not runtime. These systems analyze the system 

traffic offline. However, non-real time intrusion detection model can run sophisticated models to 

improve the detection of an attack.  

 

2.3.2 Granularity of Detection 

 
The smallest unit of data which can be processed by the Intrusion Detection System is called as 

Granularity of Detection. Intrusion detection systems process data in small units / batches or else 

they process data continuously. For example, we are processing the data collected in small units 

called as N-grams. 

 

2.3.3 Source of Audit data 

 
The data input for the Intrusion Detection System is referred to as the Source of Audit data. Data 

sources for Intrusion Detection System can be collected from network traffic or from the system 

logs. For example, operating systems maintain kernel logs which are used as one potential source 

of data.  
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2.3.4 Response of detected intrusion 

 
Intrusion Detection System can be differentiated into two types based on the response to a 

detected intrusion: Passive and Active systems.  

Passive Response Systems: These systems warn the user if an attack takes place by sending 

an alarm signal. Passive response systems do not take any protective measures against the 

detected attack. 

Active Response Systems: These systems warn the user if an attack is detected and they also 

take protective measures against the detected attack.  

 

2.3.5 Locus of Data Processing 

Intrusion detection system can process its data at various distributed locations or at one central 

location. 

 

2.3.6 Security 

 
The measure of security of an intrusion detection system from an attack is the ability of the 

intrusion detection system to resist a malicious attack against itself. 

 

2.3.7 Degree of Inter-Operability 

 
Degree of Inter-Operability is the measure of the Intrusion Detection System’s compatibility 

with other Intrusion Detection Systems. 
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2.4 Data Mining 

 
The amount of data being collected is growing exponentially. Data is gathered from many 

information sensing devices such as mobile devices, remote sensing, software programs, traffic 

collected from wired and wireless networks. Since 1980s, the capacity to store data has almost 

doubled every 40 months. Rapid increase in data collected has led to increase in computing 

power and increase in performance of memory devices. As the size of data increases, the ability 

to handle and monitor the data is decreasing. Hence a process is required to handle large amount 

of data and acquire information from mining the data. 

Data mining is a process of using various data mining algorithms to find patterns in data sets. 

The generated patterns are used to learn the conditions that strongly correlate with normal and 

abnormal behaviors. Machine learning can be classified based on the following properties:   

2.4.1 Decision Tables 
 
 
Decision table is a table with the conditions in the first column and the result obtained through 

machine learning algorithms are in the second column. The condition statements in the machine 

learning algorithm form the node of the decision tree. The result obtained from the machine 

learning algorithm form the leaves of the decision tree. 

2.4.2 Classification Rules 
 

This is also a simple way to represent the output of machine learning algorithms. Classification 

rules have simple conditional statements which are used to classify the results. The conditional 
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statements can be combined using the AND statement. Hence the AND statement can be used to 

form long rules. 

2.4.4 Learning Types 
 
The approach used in machine learning depends on the type of data and the application of the 

rules for which the data is required. There are three types of machine learning approaches and 

they are discussed as follows. 

 

Association Learning: In this type of learning, associations are built between different unseen 

examples. The associations are made by predicting classes and the attributes. Association 

learning helps in generating and learning rules of association for classes and attributes. 

 

Classification Learning: In this type, unseen examples are classified into predefined classes 

by using machine learning algorithms to understand conditional statements. Hence by using 

classification learning, unseen data are classified into various classes by default. 

 

Clustering: In clustering, similar objects are grouped together. Clusters are distance based. The 

position of the center of the cluster is used to judge the cluster. There are various types of 

clustering such as distribution based clustering, centroid clustering and density based clustering. 

 

2.5 Smoothing methods 
 
Smoothing methods are mostly used for language modelling [16]. The word smoothing refers to 

the adjustment of maximum probability of a model so that the predictions will be more accurate. 
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Smoothing model does not assign zero probability to unseen data. Smoothing techniques make 

distributions uniform as they adjust low probabilities such as zero probabilities upwards and 

higher probabilities downward. Smoothing methods prevent zero probabilities and improve the 

accuracy of the model [16]. 

2.5.1 Jelinek-Mercer smoothing method 
 
 
The Jelinek- Mercer smoothing method [16] uses linear interpolation of the maximum likelihood 

model with respect to the collection model by using a coefficient l to control the influence of 

each model. The Jelinek-Mercer smoothing method is given by the following equation: 

𝑃 𝑤 𝑑 = 𝜆𝑃 𝑤 𝐶 + (1 − 𝜆)𝑃(𝑤|𝑑) 

We have used Jelinek-Mercer smoothing as it performs better on small training sets. 

 

2.5.2 Bayesian Smoothing using Dirichlet priors 
 
 
A language model has multinomial distributions. For these distributions, the conjugate prior for 

Bayesian analysis is the Dirichlet distribution with the parameters. 

(µP(w1|C) ,µP(w2|C), µP(w3|C) ,…..,µP(wn|C)) 

 

The equation for this model is, 

𝑝. 𝑤 𝑑 =
𝑐 𝑤; 𝑑 + 𝜇𝑝(𝑤|𝐶)

𝑐 𝑤, 𝑑 + 𝜇3
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2.5.3 Absolute Discounting Smoothing Method 
 
 
In absolute discounting smoothing method, the probability of seen words is lowered by 

subtracting a constant value from the count of words. This smoothing model is similar to the 

Jelinek-Mercer smoothing method but in this method the seen word probability is reduced by 

subtracting a constant. Whereas in Jelinek-Mercer, the probability is reduced by multiplying it by 

(1-l). 

The equation of the Absolute discounting model is given as, 

𝑝4 𝑤 𝑑 =
max	(𝑐 𝑤; 𝑑 − 𝛿, 0)

𝑐(𝑤; 𝑑)3
+ 𝜎𝑝(𝑤|𝐶) 

 

where d Î[0,1] is a discount constant 

and s= d|du| / |d|, 

|d|u is the number of unique terms in the document d, 

|d| is the total count of words in the document. 
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CHAPTER 3: BLUETOOTH PROTOCOL 

 

3.1 Bluetooth Protocol 

 
Bluetooth is standard of communication for devices in a short range of 10 meters to 100 meters 

[19]. Bluetooth consumes little power and has transmission power of 1mWto 100mW. It can be 

used as a low cost embedded radio network. 

The operating frequency of Bluetooth is 2.4GHz. Bluetooth uses pseudo-random frequency 

hopping to avoid fading and interference. The pseudo-random frequency hopping uses 79 

frequencies (for USA) or 23 frequencies (for Europe) in the ISM band. Every master and slave 

uses full duplex communication as it uses Time Division Duplex (TDD) scheme. Hence the slave 

devices can communicate only with the master device and cannot communicate with each other. 

Every Bluetooth device has a unique physical address called as BD_ADDR. 

 

3.2 Piconet 
 
 
Bluetooth uses master-slave architecture in which one master is wirelessly connected to a 

maximum of 7 slave devices. The master-slave architecture is called a Piconet. Piconet is a 

temporary network in which the Master device co-ordinates the Piconet. The slave devices 

follow the Master device. The slave devices cannot communicate directly to other slave devices 

in a Piconet. The communication takes place only through the Master device. For example, from 

Figure 3.1, if slave device S1 wants to communicate with slave device S6, it will have to 

communicate through the master device M. 
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Figure 3.1: Bluetooth Piconet 

 

3.3 Scatternet 
 
 
Two or more Piconets together form a Scatternet. In a Scatternet, a master of one Piconet can be 

the slave of another Piconet if paged by the Master device of that Piconet. From Figure 3.2, we 

can see that Piconet 1 and Piconet 2 share the same slave device (S/S). 

 

Figure 3.2: Bluetooth Scatternet 
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3.4 Bluetooth Protocol Stack 
 

The Bluetooth standard uses various protocols. The Bluetooth protocol stack allows the device to 

locate other devices and connect and exchange data between each other. Figure 3.3 depicts the 

various layers of the Bluetooth protocol stack. 

 

 

Figure 3.3: Bluetooth Protocol Stack 

3.4.1 Baseband 

 
The baseband layer decides how the Bluetooth device will connect to other Bluetooth devices. 

This layer searches for other Bluetooth devices and determines whether it will be a master or a 

slave device in the Piconet. The baseband layer and the link control layer together enable the RF 

link between two Bluetooth devices and consequently they form a Piconet. Since Bluetooth uses 

frequency hopping sequence, the baseband layer synchronizes the hopping frequency of the 
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communicating Bluetooth devices by the use of the paging procedure. Hence the communicating 

devices communicate with each other only in their pre-assigned time slots. 

 
The baseband layer has two types of links. They are Synchronous Connection-Orientation (SCO) 

and Asynchronous Connection Less (ACL). The Synchronous Connection Oriented links are 

periodic in nature and have a single slot packet assignment. These links are mainly used for fast 

and reliable data transfer like voice transmissions. SCO link packets are priority packets and 

have certain time slots reserved for themselves. With Asynchronous Connection Less link, the 

device can send packets which have a varying length. The length of the packets in ACL can be 1, 

3 or 5 time slots. 

 

3.4.2 The Link Manager Protocol 

 
The link manager protocol sets up the link between two Bluetooth devices. The link manager 

protocol is responsible for the allocation of bandwidth, encryption of data, exchanging of 

encryption keys, authentication of the devices and power usage.  

 

3.4.3 Logical Link Control and Adaptation Layer (L2CAP) 

 
The Logical Link Control and Adaptation Protocol (L2CAP) acts as an interface between the 

lower layer protocols and the higher layer protocols. L2CAP provides multiplexing capacity to 

the higher layer protocols such as RFCOMM and SDP. Hence multiple applications and 

protocols can use the air interface at the same time. Packet segmentation and packet reassembly 

are performed by the L2CAP protocol. 
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3.4.4 Service Discovery Protocol (SDP) 

 
The service discovery protocol queries the device information and the characteristics of the 

services before the connection is setup between the Bluetooth devices.  

3.4.5 Host Controller Interface (HCI) Layer 
 

The Host Controller Interface layer is an interface which allows the upper level applications to 

access the lower level applications in the stack. The host controller interface layer enables 

interoperability between devices and it also enables the use of higher level applications and 

protocols. 

3.4.6 RFCOMM 
 
 
RFCOMM is also known as a serial line emulation protocol. RFCOMM is a set of transport 

protocols based on ETSI 01.10. RFCOMM provides a reliable data transfer to the user. 

RFCOMM is over the L2CAP and it provides serial line interface to all applications. RFCOMM 

also supports many serial ports. 

 

3.4.7 OBEX Protocol 
 

Object Exchange (OBEX or IrOBEX) is a session protocol. The OBEX protocol was developed 

by the Infrared Data Association (IrDA). This protocol is responsible to exchange objects 

spontaneously and in a simple manner. OBEX has the same functionality as that of HTTP. It is a 

client-server model based and is not dependent on the transport mechanism and the transport 

API. OBEX also defines the folder listing of objects and hence it enables the ability to browse 

contents from a remote device. 
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3.5 Bluetooth Security 
 
 
Bluetooth has three modes of security. Every device can operate in one security mode at a time. 

The three modes are, 

1. Non-secure mode 

2. Service-level enforced security mode 

     3.   Link-level enforced security mode 

 

3.5.1 Non-secure mode 

 
In the non-secure mode, the devices do not initiate any security procedures. There is no 

authentication, authorization and encryption of passkey in this mode. This mode is also called as 

the open mode since no security measures take place between the two communicating Bluetooth 

devices. This mode is used by applications which do not require security procedure. 

 

3.5.2 Service-level enforced security mode 

 
In service-level enforced security mode, the security procedure is initiated after a channel is 

established at the L2CAP layer. In this mode, there is a central security manager which keeps 

control on the Bluetooth devices and the services which they provide. The security manager also 

maintains the various policies for access control and interfaces with different Bluetooth devices 

and the protocols. The security policies may vary from one application to another. Hence, access 

can be provided to the services such that they can meet their requirements. 
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3.5.3 Link-level enforced security mode 

 
The security procedure for the Bluetooth devices is initiated before the communication channel 

is established. In this mode, authentication takes place first followed by encryption. As the 

security measures are built-in, the devices are unaware of the existence of the application layer 

security. A secret pass key is shared between the Bluetooth devices. The secured pass key is 

generated by a pairing procedure when the Bluetooth devices communicate with each other for 

the first time. 
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3.6 Link- level security 

3.6.1 Pairing process 

 
To initiate communication between two Bluetooth devices, the pairing process is done. In the 

pairing process, the devices require a PIN code. In Bluetooth, the required PIN can be 128 bits 

long. It is hard to input a PIN with maximum size of 128 bits hence this feature makes it easier. 

The pairing process makes use of a higher level automated key agreement which inputs the 

preset PIN code. Small Bluetooth devices have a fixed PIN code which cannot be altered. Such 

PIN code is preset by the factory manufactures and is delivered to the user. The preset PIN code 

is only used when there is no user interface to input a PIN value to the Bluetooth device. For 

example, when we connect Bluetooth headsets to personal computers, the Bluetooth headset has 

a preset PIN which we have to input to our personal computer to pair the two devices [24]. 

 

 

Figure 3.4: Key generation in Bluetooth devices [24] 
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The following keys are used during the pairing process in Bluetooth devices: 

• Initialization key: The initialization key [24] initiates the pairing process before the 

link key is defined between the communicating Bluetooth devices. Hence the 

initialization key secures the initialization parameters. 

 

• Master key: The master key [24] is used when the master Bluetooth device wants to 

communicate with two or more slave devices at the same time. The master key in used in 

the on-going session. The master key temporarily replaces the link key in the pairing 

process 

 

• Unit key: The unit key [24] is used when the Bluetooth device operates for the first 

time. The unit key is generated based on the Bluetooth device and its information. 
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• Combination key: The combination key is generated by the combination of two 

random numbers generated by the Bluetooth devices. The combination key is used to 

generate the link in between the devices. 

 

Figure 3.5: Generation of initialization key Kinit [25] 

 

In the pairing process [25], both the communicating Bluetooth devices produce their own 

initialization key Kinit. Kinit is generated by E22 which is a link key generation function. The E22 

generates the 128-bit initialization key Kinit by using the PIN code given by the user, 128 bits 

shared random number (IN_RAND) and shared 48 bits Bluetooth device address (DB_ADDR). 

For some applications, a 4-digit PIN is good whereas for some applications longer PIN codes are 

generated if necessary. The PIN code size varies from 1 to 16 bytes. When the PIN code is 

entered in both the Bluetooth devices, the Kinit will have the same value. This means that the 

Bluetooth devices can connect with each other. 
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If one of the Bluetooth devices has a predefined PIN, the other device’s BD_ADDR is used or 

else the IN_RAND of the other device will be used. If a PIN size is less, the size is increased by 

using bits from the BD_ADDR. 

Once the initial pairing is completed that is both Bluetooth devices have the same initialization 

key Kinit, the devices generate another key KAB. The key KAB in not permanent in nature and is 

used by both the devices for future connections. 

 

 

Figure 3.6:  Generation of link key KAB 

 

From the above Figure 3.6, Bluetooth device A’s unit key is XOR-ed with the initialization key 

Kinit. The key generated is used for added protection. Other devices can impersonate the device if 

the link key KAB is known.  
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3.6.2 Authentication Process 

 
The authentication process validates the identity of the interacting devices [25]. The process is 

like a “challenge-response” scheme. In the authentication process, the devices are known as 

claimant and the verifier. As the name suggests, the verifier verifies the identity of the linked 

device and the claimant tries to prove its identity. The authentication process is repeated by both 

the devices to get mutual authentication. The authentication process is done by verifying the link 

key KAB. 

 

 

Figure 3.7: Authentication Process for Bluetooth devices [24] 
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Figure 3.7 shows the Bluetooth authentication process. We have the claimant trying to make a 

connection with the verifier. The claimant starts the authentication process by sending its 48-bit 

address BD_ADDR to the verifier. The verifier generates a 128-bit long random key. The 

verifier then transmits the 128-bit key to the claimant. Both the claimant and the verifier use the 

E1 algorithm to generate SRES. The link key KAB is also used by the E1 algorithm to generate the 

SRES. The claimant sends the calculated SRES to the verifier and the verifier compares the 

values of SRES. If there is a match, the claimant is authenticated by the verifier. Then the 

authentication is repeated for switched roles of claimant and verifier. Once the mutual 

authentication is successful, a connection is established between both the Bluetooth devices. 
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3.6.3 Bluetooth Encryption 

 

 

Figure 3.8: Bluetooth Encryption Process [24] 

 

 

Bluetooth has the following three encryption modes: 

• Mode 1: In this encryption mode, no encryption is performed on the traffic. 

• Mode 2: In this encryption mode, the broadcast traffic is unprotected. But the traffic 

which is addressed individually is encrypted using the individual link keys. 

• Mode 3: In this encryption mode, all the traffic is encrypted using the master link key. 
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Figure 3.6 shows the Bluetooth encryption process. The Bluetooth encryption procedure is based 

on a stream cipher. A key is generated by exclusive-OR-ing a key stream output with the payload 

bits and this key is forwarded to the receiving device. The key used is generated using a 

cryptographic algorithm which is based on Linear Feedback Shift Register. The Bluetooth 

address of the device (BD_ADDR), a randomly generated number (EN_RAND), an encryption 

key and a slot number are given as inputs to the encryption function. These inputs initialize the 

Linear Feedback Shift Register before the packets are transmitted. As slot number changes for 

every packet, the ciphering engine is reinitialized for each packet. The encryption key is 

generated by using the internal key generator. The stream cipher key generated by the key 

generator is dependent on the link key, the random number (EN_RAND) and the ACO value. 

The ACO is Authenticated Cipher Offset, it is 96-bit and is produced during the authentication 

process [24]. The link key is a 128-bit key in Bluetooth devices which the user is unaware of.  
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3.7 Bluetooth Attacks 

3.7.1 Scanning for Bluetooth Address 

 
BD_ADDR of a device is required to make connection with other Bluetooth devices. Hence it is 

important to protect BD_ADDR to avoid malicious connection. Bluetooth devices can enable 

non-discoverable mode on to protect themselves from unauthorized connections. However, there 

are software tools available to show non-discoverable devices. Bluetooth address scanning takes 

a lot of time. But the Bluetooth address scanning process speed can be increased by using brute 

force address discovery process. BD_ADDR of a Bluetooth device can be predicted if the 

manufacturer of the device is known as most of the manufacturers have identical first three bits 

of BD_ADDR for all their devices. The attacker can use multiple Bluetooth dongles to scan the 

vicinity to reduce the scan time. The BD_ADDR can be captured if the device is communicating 

as the BD_ADDR is not encrypted. The attacker can also tune to the pre-defined frequency 

hopping pattern of the communicating Bluetooth devices and capture the BD_ADDR of the 

Bluetooth devices. 

 

3.7.2 Pairing Attack 

 
The pairing attack can be executed only if the attacker is present when the target Bluetooth 

devices initiate the pairing process. In the Bluetooth pairing process, all the messages are 

transmitted in plain text without encryption except the PIN code, link key and the initialization 

key. Hence the privacy of the link key and the initialization key depends on the PIN code. And 

the PIN code can be recovered by the attacker using brute force attack. The attacker can guess 

the value of the PIN code by eavesdropping the pairing and the authentication process. The 
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guessed pin code can be checked whether right or wrong by checking if the observed SRES 

value is equal to the calculated SRES value (using guessed PIN).  

 

3.7.3 Bluejacking 

 
Bluetooth devices can send business cards to each other. In Bluejacking attack, the attacker sends 

anonymous business cards containing offensive messages to Bluetooth devices [27]. This attack 

is easy to carry out since transferring business cards are not secure. This attack does not harm the 

data of the Bluetooth devices. To carry out this attack, the Bluetooth pairing protocol is used as 

the pairing protocol allows maximum 248 characters to be transferred in the name field when the 

initial handshake happens. 

 

3.7.4 Backdoor attack 

 
The backdoor attack [27] is executed by establishing a trust relationship through the pairing 

process of Bluetooth devices. Once the attacking device is connected to the target device, it is 

made sure that the attacking device name does not appear on the target device’s paired devices 

list. This helps the attacker use the resources of the target device without getting noticed.  

 

3.7.5 Bluebug attack 

 
The bluebug attack [27] is executed by creating a serial profile connection to the target device. 

By creating serial profile connection to the target device, the attacker gets complete control of 

the AT command set. The AT command set can be exploited by shell tools such as PPP which is 
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used for networking. Another shell tool which can be used directly is gNokii. gNokii is used for 

messaging, initiating and diverting calls. Hence this attack can be used to initiate calls, send SMS 

messages, connect to the data services and read SMS messages from the target device. 

 

3.7.6 Bluesnarfing 

 
The bluesnarfing attack [27] gives the attacker control of the target device’s phonebook, text 

messages, calendar data, business cards and images. The BlueSnarfing attack is an OBEX PUSH 

attack. The OBEX profile allows pushing of items. To execute this attack, the attacking device 

performs OBEX get request through the OBEX PUSH connection and gains access to all the 

files on the target device whose name is known or is guessed rightly by the attacker.  

 

3.7.7 Positioning and tracking 

 
Position and tracking attack is used to find the physical location of Bluetooth devices. Once the 

attacker has located multiple Bluetooth receivers in a certain range, the attacker can track 

movements of the Bluetooth devices as each device uses a unique 48-bit BD_ADDR. The 

Received Signal Strength Indicator (RSSI) is used to find the distance to the device. 

 

3.7.8 Replay Attacks 

 
In Relay attack [27], the attacker records the Bluetooth transmission in all the frequencies and 

replays the whole transmission by using frequency hopping sequence. This attack is not easy to 

carry out as a lot of hardware is required. 
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3.7.9 Battery Draining Denial-of-Service (DoS) attack 

 
Denial of Service attack in Bluetooth [26] devices is done by repeatedly sending pairing requests 

or flawed data transmission packets to the user device. In Bluetooth, denial of service attack can 

be used to drain the victim’s device battery. Denial of service can temporarily paralyze the 

victim’s device. 

 

3.7.10 Man in the Middle attack 

 
In man in the middle attack [9], the attacker places himself between the two communicating 

devices and makes sure that all the packets are transmitted through the attacker device. The Man 

in the Middle attack can happen in two ways. The attacker can place himself in between the two 

communicating devices and quietly listen to their communication. Or the attacker can place 

himself/herself in between the two communicating devices and change the packets exchanged 

between the two communicating devices. Figure 3.7 shows how the Man-in-the-Middle attack 

takes place. 

 

 
Figure 3.9: Man-in-the-middle Attack   
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CHAPTER 4: ANOMALY BEHAVIOR ANALYSIS METHODOLOGY 

	
In this chapter we describe the Bluetooth anomaly based intrusion detection system. To 

understand the behavior of the network, the intrusion detection system uses machine learning. 

The intrusion detection system can detect abnormal behavior as an attack on the system. 

 

4.1 Definitions 
 
 
Following are the definitions of some terms used in our methodology. 

 

4.1.1 N-gram 
 
 
Bluetooth protocol is a stateful protocol. Hence Bluetooth follows a specific state machine and 

moves in a predictive manner from one state to another. We use the n-gram concept to model the 

temporal transitions of Bluetooth. Such type of modelling allows the Intrusion Detection System 

to track the transition of the protocol thus allowing the IDS to monitor the behavior of the 

machine. Each n-gram has a predefined size. The size of the n-gram gives the number of 

previous transitions the n-gram tracks. For example, a 3-gram, represents three consecutive 

transitions of Bluetooth frames. For the Bluetooth protocol the overall type of the frame is used 

to decide the state of the protocol.  

Hence an n-gram of size n has n types of consecutive Bluetooth frame types in it. The concept of 

formation of an n-gram from a flow of Bluetooth frames is shown in Figure 4.1. 
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Figure 4.1: Diagram of Ngram 

 

4.1.2 Bluetooth Flow (BF) 
 
 
There is a continuous flow of Bluetooth frames in a Bluetooth link between the communicating 

Bluetooth devices. The flow of frames helps in tracking the state transition of the Bluetooth state 

machine. This continuous flow of frames is sampled at a rate which is represented by the data 

structure called as Flow. 

The sampling rate of the traffic affects the size of the Flow. It also affects the sensitivity of the 

Intrusion Detection System(IDS) to attacks. A slower sampling rate will increase the number of 

frames that will constitute a flow thus increasing the size of the data structure Flow but at the 
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same time it will also increase the sensitivity of the Intrusion Detection System. This helps in 

detecting slow attacks on the system. Whereas, a high sampling rate will decrease the number of 

frames that constitute a Flow and thus will decrease the size of the data structure Flow. This at 

the same time will also make the system less sensitive to slow attacks. A slower sampling rate 

increases the response time of the Intrusion Detection System to the detected attacks. Hence the 

IDS has to wait for the sample time period to complete before the attack is detected. Figure 4.2 

below shows Flows with varying sampling rates. The figure also shows the effect of the carrying 

sampling rates on the ensuing flow analysis. 

 

 

Figure 4.2: Diagram of FLOW 
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4.2 Bluetooth State Diagram 
 
 
 
 

 
Figure 4.3: Bluetooth State Diagram 

 

4.2.1 Standby State 
 

The Standby state is the first state of the Bluetooth State Diagram. In the Standby state, the 

Bluetooth device is not connected to any other device or Piconet. The Bluetooth device moves 

from the Standby state to the Inquiry state if the address of the connecting device is unknown or 

else to the Page state if the address of the connecting device is known. 
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4.2.2 Inquire State 
 
 
The device that wants to be discovered by the master device in the piconet enters in Inquiry 

mode. The slave device periodically enters the inquiry state and listens to the Inquiry packets. 

The device sends an inquiry packet and the transmission is repeated on the inquiry frequency hop 

sequence. 

An inquiry scan message is received when the device is in the inquiry scan state and a response 

packet containing the device address is sent. 

 

4.2.3 Page State 
 
 
The page scan state is entered from the standby state or the connection state. In the Page state, 

the master monitors the clock information of the slave (which is going to be paged) to find out 

when the slave is in the page scan mode during its hop sequence. After determining the slave’s 

hop sequence, the master sends the page message to the slave.  

 

Since the slave is in the page scan mode, it listens to packets addressed to it. On receiving the 

page message, the slave goes in the page state. The slave device sends a page response 

containing ID packet at the next frequency slot of the page message received. 

 

4.2.4 Connected State 
 
 
The Connected state comes after the Page state. The Connected state is reached once the slave 

device has been discovered by the Master device in the piconet. This state is obtained once the 

addresses of both the devices are exchanged and a connection is made. A device in the 



50 
 

Connected state can go to the low power consumption states which are Hold, Park and Sniff 

states. 

 

4.2.5 Transmit/ Receive State 
 
 
The Transmit/ Receive state is after the connected state. In this state, the connected devices 

transfer information between them. After the frames are transferred, the device goes back to the 

Standby state and becomes ready to be discovered by other piconets or other devices. 

 

4.2.6 Park State 
 

The Park state is a low power state in which the slave device is temporarily deactivated from the 

piconet. In this state, the device stays synchronized to the channel. The slave device receives 

beacon signals from the master device at periodic intervals of time. If the received beacon signal 

contains the address of the slave device, the slave device wakes up and become a part of the 

piconet again. 

 

4.2.7 Hold State 
 
 
Hold state is a temporary state that is entered by a device when the device is not needed to send 

messages for a long period of time in the piconet. The Bluetooth hold state is used to release the 

device from actively communicating with the master. This allows the devices to sleep for a short 

period of time. It also allows the master device to get discovered or get discovered by other 

Bluetooth devices that want to join the piconet or other piconets. 
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4.2.8 Sniff State 
 
 
The Sniff state is a low power Bluetooth state. This state is used to reduce the power 

consumption of the device. Hence in this state, the listening activity of the slave device is 

reduced. The slave device listens to the transmissions only at fixed intervals of time in this state. 

 
 

4.3 Architecture of the Intrusion Detection System 
 
 
Following is the description of the architecture of the intrusion detection system that is deployed 

on the Bluetooth network. Figure 4.3 shows the Architecture of the Bluetooth Intrusion 

Detection System.  

 

 
 

Figure 4.4: Architecture of Bluetooth Intrusion Detection System 
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4.3.1 Sniffer Module 
 
 
The sniffer module has the task of collecting frames from the medium. Once the frames are 

collected, the sniffer module performs the task of information extraction from the collected data. 

The sub module, information extractor extracts the required information from the collected 

frames and forwards the data to the Behavior Authentication Module. 

 

In our research, we are collecting the Host Controller Interface (HCI) protocol frames. The HCI 

protocol has four types of frames. They are HCI command frame, ACL data frame, SCO data 

frame and HCI data frame.  

 

4.3.2 Behavior Analysis module 
 
 
The Behavior Analysis Module performs the task of analyzing and classifying the data collected 

by the sniffer module as normal or else abnormal. The Behavior Authentication Module receives 

the extracted frames from the sniffer module. Then the Behavior Authentication Module passes 

the collected frame parameters to the Flow Generator sub module. The Flow Generator sub 

module forwards the data to the n gram generator sub module. The flow generator’s task is to 

generate the flow for the communicating devices and then pass the generated flow to the n gram 

generator module. The n gram sub module creates n grams using the flow. The n grams 

generated are then compared with normal n gram database and the abnormal n gram database. 

The comparison of the n grams helps in finding the amount of normal and abnormal behavior for 

each n gram. This is used to conclude the normality and the abnormality of the flow. The 

information obtained from the databases is then forwarded to the detection and the classification 

sub module. In the detection and classification sub module, the characteristics of the flow are 
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compared to the rules obtained from the machine learning algorithms which classify the flow as 

normal or abnormal. If the flow is detected as abnormal, the detection and classification sub 

module classifies the type of abnormality. The number of different frame types in the generated 

flow is used to classify the attack. 

 

4.4 Operation Phases of the System 
 
 
Since the system is an anomaly based intrusion detection system, it operates in two phases. The 

two operating phases are, 

1. Training Phase 

2. Detection Phase 

The two operating phases are discussed below, 

 

4.4.1 Training Phase 
 
 
In the training phase, the system trains on the Bluetooth devices. This helps in understanding the 

normal behavior of the system. The training phase involves collection of the traffic that flows 

through the Bluetooth network. In the training phase, traffic is collected when the system works 

in its normal conditions and when it is under some known attacks. The data collected from the 

operations of the network when it is under known attacks, helps reduce the unknown event space 

and thus reduce the false positives during attack detection. This reduces the false positives that 

are generated by the system.  
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For our research, we are collecting the Host Controller Interface (HCI) protocol frames. The HCI 

protocol has four types of frames. They are HCI command frame, ACL data frame, SCO data 

frame and HCI data frame.  

 

In this stage, we continuously monitor the network and collect all the possible n-grams from the 

communicating Bluetooth devices network. The data collected is used to build two databases. 

The first database contains the normal n-grams collected from the network. To make sure that the 

collected normal traffic is not attack traffic, the network is carefully monitored and known attack 

traffic is filtered out. 

The second database contains all the n-grams obtained from known attacks. This approach of 

collecting abnormal traffic from known attacks helps us better to shape the event space to 

differentiate between normal and abnormal traffic. 

 

4.4.2 Detection Phase 
 

The final operational phase of the system is called the Detection phase. In the detection phase, 

the rules that were learnt in the training phase are used to detect abnormal behavior of the traffic 

(Flows). In addition to detecting the abnormal Flows in the traffic, we also classify the type of 

attack. 

The Detection phase flows the following steps to classify whether a Flow is normal or abnormal 

in behavior, 
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According to Bayes theorem: 

𝑃(𝐴|𝐵) =
𝑃(𝐵|𝐴)𝑃(𝐴)

𝑃(𝐵)  

where,  

• A and B are events 

• P(A|B) is the probability of event A occurring given event B is true. 

 

Hence, for n gram of size n we have: 

𝑃 𝑊? 𝑊@
?A@ =

𝑃(𝑊@
?A@|𝑊?)𝑃(𝑊?)

𝑃(𝑊?A@|𝑊@?AB)
 

where,	 

• 𝑃 𝑊? 𝑊@
?A@  is the probability of n-gram of size n given probability of n gram of size 1 

to (n-1) 

• 𝑃 𝑊?A@ 𝑊@
?AB  is the probability of n-gram of size (n-1) given probability of n gram of 

size 1 to (n-2) 

• P(Wn) is the probability of n-gram of size 1 

 

Therefore, to obtain  𝑃(𝑊@
?A@|𝑊?): 

We use the smoothing model to calculate the probability of Flow. 

By using the Jelinek-Mercer smoothing model, we calculate the value of constant  l and 

calculate the probability of the flow:  

𝑃 𝑊@
?A@ 𝑊? = 𝜆𝑃(𝑊@

?A@|𝑊?) + (1 − 𝜆)𝑃(𝑊@
?AB|𝑊?) 
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After the probability of flow is calculated, data unit is formed as shown in Figure 4.4, 

 

 
 

Figure 4.5: Probability of flow 
 

 
This is fed to the machine learning algorithm. 

 

4.4.3 Bluetooth Anomaly Behavior Analysis Algorithm 
 
The pseudo-codes for the different modules of Behavioral Analysis Unit (BAU) is as follows: 

Session_Generator(frames): 
1: for each Frame f inframes 
2:  for each Session s in sessionSet 
3:   if (f.sessionKey equal to s.sessionKey) 
4:    add f to s; 
5:    break; 
6:   end if 
7:  end for 
8:  if (f is not added to any session) 
9:   generate a new Session s; 
10:   s.sessionKey ← f.sessionKey; 
11:   add f to s; 
12:   add s to sessionSet; 
13:  end if 
14: end for 
15: return sessionSet; 
 
Gram_Generator(sessionSet, gramSize): 
1: for each Session s in sessionSet 
2:  win_start ← 0; 
3:  if (gramSize greater or equal to the number of frames in s) 
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4:   win_end ← number of frames in s; 
5:  else win_end ← gramSize; 
6:  end if 
7:  while (win-end less or equal to the number of frames in s) 
8:   ngram ← “”; 
9:   for i = win_start to win_end 
10:  concat type_subtype of the iˆth frame in s at the end 

of ngram; 
11:   end for 
12:   add ngram to s.ngrams; 
13:   increase win_start by one; 
14:   increase win_end by one; 
15:  end while 
16: end for 
 
Gram_Counter (sessionSet) 
1: for each Session s in sessionSet 
2:  for each ngram ng in s.ngrams 
3:   if (ng is in s.ngramMultiSet) 
4:  increase the count of ng in s.ngramMultiSet by one 
6:   else 
7:    add ng to s.ngramMultiSet; 
8:   end if 
9:  end for 
10: end for 
 
 
The pseudo-code for the normal model generation is as follows: 

 
GenerateNormalModel (frames, gramSize): 
1: define normalModel as a MultiSet; 
2:  for each partition in Flow 
3:   sessionSet ← Session_Generator (frames); 
4:   Gram_Generator (sessionSet, gramSize); 
5:   Gram_Counter (sessionSet); 
6:   for each session s in sessionSet 
7:  Union_MultiSet(Probability of C1, C2, C3 and C4 frame 

types); 

8:   end for 
9:        MachineLearningModel(ProbabilityOfFlow, Union_MultiSet); 

10:  end for 
11: return normalModel; 
 
 
The pseudo-code for the detection module is as follows: 

Detect (frames, gramSize, normalModel): 
1: sessionSet ← Session_Generator (frames); 
2: Gram_Generator (sessionSet, gramSize); 
3: Gram_Counter (sessionSet); 
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4: for each session s in sessionSet 
5:   normalng = MultiSet_Intersection (s.ngramMultiSet,normalModel); 
6:  if (normalng greater than threshold) 
7:    issue an alert for s; 
8:  end if 
9: end for 
 

 

4.5 Bluetooth IDS Test-bed 
 
The test-bed for the Bluetooth Anomaly based Intrusion Detection System shown in Figure 4.5 

has two Bluetooth devices in the network and the attacking device. The Bluetooth devices and 

the attacking device are in a radius of 10 meters from each other. 

 

The Bluetooth device 1 and Bluetooth device 2 form the Piconet. The Bluetooth device 1 is the 

Master device and the Bluetooth device 2 is the Slave device. The Bluetooth Anomaly based 

Intrusion Detection system is deployed on the Master device that is Bluetooth device 1. Hence 

the training phase and the detection phase for the IDS is performed by the Master device. 

 

In the training phase, normal operation traffic is collected over the master –slave network. The 

IDS also collected some traffic from few of the known attacks. Then the IDS performs a 

supervised machine learning process on the frames collected from the network to obtain a set of 

conditions for the Behavior Analysis module to differentiate between normal and abnormal 

behavior. The IDS uses Jelinek-Mercer smoothing model to calculate the probability of flow as it 

does not assign zero value to unknown probabilities. In the detection phase, the rules and the 

conditions obtained from the training phase to classify flows as normal or abnormal behavior. 

 



59 
 

 

 

Figure 4.6: Architecture of the proposed System 
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CHAPTER 5: EXPERIMENTAL RESULTS AND EVALUATION 

5.1 Testbed 
 

The test bed shown in Figure 4.6 uses one Linux machine which acts as a Bluetooth device and 

one pair of Bluetooth headphones which act as another Bluetooth device. Another Linux 

machine acts as the attacking device.  

 

5.1.1 Bluetooth User Devices 
 
The first Bluetooth user device used is the Bluetooth headphones. The second Bluetooth device 

used is a Linux machine with a Bluetooth dongle.  

 

5.1.2 Attacking device 
  

The attacking device is a Linux machine with a Bluetooth dongle.  
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5.2 Experiment 1: Calculating the Number of unique N-grams 
 
 

In this experiment, we collect the total number of n-grams for various time intervals. As 

Bluetooth is a short term communication protocol, many packets are collected in a small amount 

of time. Like 10000 packets were collected in 10 minutes and around 2000 packets were 

collected in 2 minutes. Hence we have sampled the data flow for 1 second and plotted the graph 

shown in Figure 5.1. 

We have collected the total number of n grams formed for various sizes of n gram (1-10) in 1 

second time frame. From Figure 5.1, we can see that for n gram of size 1, we collected 35 

numbers of n grams in one second, for n gram of size 2 we got 67 numbers of n grams in one 

second, for n gram of size 3, we collected 81 number of n grams in one second and so on. 

Based on the heuristics, we choose the n gram size to be 3 because Bluetooth communication is a 

fast process. Hence the data rate is high for Bluetooth. As the data rate is high, the state 

transitions happen at a faster rate. So if we choose a larger value of n, the data rate will be high 

and hence an attack can be missed. Whereas, if we choose a smaller value of n, the data rate will 

be slow and hence attack cannot be missed. 
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Figure 5.1: Size of n-grams vs. Total number of n grams 

 

From the Figure 5.2, we can see that new n-grams are learnt only in the first 6 minutes. This 

happens because Bluetooth has a high data rate. 



63 
 

 
Figure 5.2: n-grams learnt in 6 minutes  
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5.3 Experiment 2: Power Draining and Bluesnarfing Attacks  
 
 

This experiment is designed to evaluate whether an attack on the Bluetooth devices can be 

successfully detected by the Intrusion Detection System. For this experiment, we used Bluetooth 

head phones and a desktop PC as the communicating Bluetooth devices and another desktop PC 

as the attacking device. We used the Power draining attack and the BlueSnarfing attack. In the 

power draining attack, we keep sending Bluetooth requests to the user device. This leads to 

draining of the user’s device battery in the long term. In the BlueSnarfing attack, the attacker 

connects to the target device without alerting the user and is able to again access to the target 

device’s phone book, images, calendar data, business cards and text messages. 

For the Bluetooth power draining attack, we used Bluetooth head phones and a Linux machine 

with a Bluetooth dongle as our user devices. The attacking device was another Linux machine 

with a Bluetooth dongle. The user Linux machine played an audio file on the Bluetooth 

headphones. The attacker sent Bluetooth requests to the Bluetooth headphones. The Bluetooth 

Power draining attack was successful and we were able to collect the data and classify the attack.  

However, the BlueSnarfing attack was not successful. We were able to collect the abnormal 

traffic but the Intrusion Detection System could not classify the attack. 

For the Jelinek-Mercer Smoothing model, we have taken the value of l as 0.5. 

The Tables 5.1-5.3 show the Precision, Recall and RocArea values for various classifiers, 

respectively. It can be seen that as the percentage increases, the value of Precision, Recall and 

RocArea also increase. 
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5.3.1 Precision 

 
Precision is a measure of result relevancy in information retrieval. Precision is defined as the 

number of True Positives over the summation of the number of True Positives and the number of 

False Positives. 

 

Precision is calculated by using the following equation, 

Precision = 	
True	Positive

True	Positive + False	Positive 

 
Table 5.1: Precision Table 

 
Classifier Smote 0 Smote 100% Smote 1000% 

J48 0.993 0.994 0.996 

Adaboost 0.994 0.996 0.997 

SVM 0.988 0.992 0.991 

Naive Bayes 0.983 0.983 0.989 

Jrip 0.994 0.998 0.997 

Bagging 0.996 0.997 0.996 

  

The Bagging classifier with Smote 100% gives the best performance. 
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5.3.2 Recall 

 
Recall is the measure of total number of truly relevant results returned during information 

retrieval. Recall is defined as the number of True Positives over the summation of the number of 

True Positives and the number of False Positives. 

Recall is calculated by using the following equation, 

Recall =
True	Positive

True	Positive + False	Negative 

 

Table 5.2: Recall Table 

 
Classifiers Smote 0 Smote 100% Smote 1000% 

J48 0.993 0.994 0.996 

Adaboost 0.994 0.996 0.997 

SVM 0.988 0.992 0.991 

Naive Bayes 0.980 0.981 0.989 

Jrip 0.994 0.998 0.997 

Bagging 0.996 0.997 0.996 

 

For Recall, The Jrip classifier with Smote 100% gave the best result. 
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5.3.3 RocArea 

 

The ROC curve (Receiver Operating Characteristics curve) is a plot of True Positive Rate against 

False Positive Rate. The ROC curve is also said to be the plot of Sensitivity against Specificity. 

The area under the ROC curve represents the probability that a positive will be ranked higher 

than a negative. Area under the ROC curve depicts accuracy. 

 

 

Table 5.3: RocArea Table 
 
Classifiers Smote 0 Smote 100% Smote 1000% 

J48 0.996 0.995 0.998 

Adaboost 0.999 0.997 0.999 

SVM 0.959 0.993 0.991 

Naive Bayes 0.989 0.990 0.984 

Jrip 0.993 0.998 0.998 

Bagging 0.999 1 1 

 

For this case, Bagging gives the best result when Smote 100% or 1000% is used.  
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CHAPTER 6: CONCLUSION AND FUTURE WORK 

6.1 Conclusion 

 
In this thesis we developed a Bluetooth Anomaly based Intrusion Detection System (BIDS). The 

developed Intrusion Detection System can successfully detect and classify accurately new and 

modified attacks with minimum or zero false positives and false negatives. We have used the 

Anomaly based approach to develop the Bluetooth intrusion detection system. In the anomaly 

based intrusion detection system, the normal behavior of the system is analyzed. Anything other 

than the normal behavior of the system will be flagged to be abnormal behavior. To develop an 

anomaly based intrusion detection system, we collected data that helped us differentiate the 

normal behavior from the abnormal behavior for the Bluetooth network. 

 

The developed Bluetooth anomaly based intrusion detection system’s architecture consists of 

two modules, that is the Sniffer module and Behavior Analysis module. The sniffer module 

consists of the network sniffer and the information extractor. The sniffer module performs the 

task of collection of data frames over the Bluetooth network. The behavior analysis module is 

made up of the flow generator, n-gram generator, detection and classification unit. The flow 

generator and the n-gram generator in the behavior analysis module generate the flow and n-

grams. The n-grams generated are compared to the normal and abnormal databases. 

 

The developed intrusion detection system has two operational phases. The operational phases 

are, training phase and the detection phase. In the training phase, traffic is collected over the 

network during its normal operation. We also collected some traffic from few of the known 
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attacks. Then we performed supervised machine learning on the frames collected from the 

network to obtain a set of rules for the Behavior Analysis module to differentiate between 

normal and abnormal behavior. We used the Jelinek-Mercer smoothing model to calculate the 

probability of flow as it does not assign zero value to unknown probabilities. In the detection 

phase, we used the rules obtained from the training phase to classify flows as normal or 

abnormal behavior. 

 

The Bluetooth intrusion detection system testbed setup in our lab consisted of two Bluetooth 

devices (master and slave device) and the attacker device. All the devices were placed within a 

10-meter radius. The developed intrusion detection system is deployed on a Linux machine 

(master device). We performed two experiments on the testbed setup. 

 

Experiment 1 aimed at finding the total number of unique N-grams collected in various time 

internals. We collected the total number of n grams formed for various sizes of n gram (1-10) in 

1 second time interval. Based on our experimental results, we choose the n gram size to be 3 as 

Bluetooth communication is a fast process. 

  

Experiment 2 aimed at finding the performance of the Bluetooth Anomaly Based Intrusion 

Detection System for the Power draining and the Bluesnarfing attacks. This experiment was 

designed to evaluate whether an attack on the Bluetooth devices can be successfully detected by 

the Intrusion Detection System. In the power draining attack, we kept sending Bluetooth requests 

to the user device. This leads to draining of the user’s device battery in the long term. In the 

BlueSnarfing attack, the attacker connects to the target device without alerting the user and is 
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able to again access to the target device’s phone book, images, calendar data, business cards and 

text messages. We used supervised machine learning to gain information of the normal behavior 

of the system from the collected data frames. The architecture uses classification algorithms to 

classify if the attack is normal or abnormal. The developed Bluetooth IDS detected that attacks 

with no false positives and no false negatives. The attack was tested to detect not only the known 

attack but also unknown attack. The Precision, Recall and RocArea values for various classifiers 

and various percentages of Smote were evaluated. And it was observed that as the percentage of 

Smote increases from 0 to 1000%, the value of Precision, Recall and RocArea also increases. 

 

 

  



71 
 

6.2 Future Work 

 
In this thesis, we developed Bluetooth Anomaly based Intrusion Detection System. The proposed 

intrusion detection system uses supervised machine learning approaches to train the anomaly 

detection system. This work can be further expanded to include unsupervised machine learning. 

This will make the system truly autonomous. 

 

The Future Work for this architecture could include testing the approaches in different operating 

environments that cover highly cluttered environments. The existing architectures could be 

improved to allow working in dynamically changing environments. 

 

The developed Intrusion System can be tested for more Bluetooth attacks. In the thesis, we have 

tested the Bluetooth intrusion detection system for Bluesnarfing and Power draining attacks. 

Hence the system can be further tested for Bluetooth man in the middle attack, Replay attack, 

Bluejacking attack, Backdoor attack and Bluebug attack. 

 

Due to the growth in the usage of wireless technologies to connect devices to one another for 

communication, these technologies have become targets to attackers. Hence the Bluetooth 

Intrusion Detection System developed in this thesis can be adopted to protect other wireless 

technologies such as Zigbee, Long-Term Evolution (LTE) and LTE-Advanced. 
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