
Four-Dimensionally Multiplexed Eight-State Continuous-
Variable Quantum Key Distribution Over Turbulent Channels

Item Type Article

Authors Qu, Zhen; Djordjevic, Ivan B.

Citation Four-Dimensionally Multiplexed Eight-State Continuous-Variable
Quantum Key Distribution Over Turbulent Channels 2017, 9 (6):1
IEEE Photonics Journal

DOI 10.1109/JPHOT.2017.2777261

Publisher IEEE-INST ELECTRICAL ELECTRONICS ENGINEERS INC

Journal IEEE Photonics Journal

Rights © 2017 IEEE.

Download date 24/05/2023 20:34:03

Item License http://rightsstatements.org/vocab/InC/1.0/

Version Final published version

Link to Item http://hdl.handle.net/10150/626439

http://dx.doi.org/10.1109/JPHOT.2017.2777261
http://rightsstatements.org/vocab/InC/1.0/
http://hdl.handle.net/10150/626439


Open Access

Four-Dimensionally Multiplexed Eight-State
Continuous-Variable Quantum Key Distribution
Over Turbulent Channels
Volume 9, Number 6, December 2017

Zhen Qu, Student Member, IEEE
Ivan B. Djordjevic, Senior Member, IEEE

DOI: 10.1109/JPHOT.2017.2777261
1943-0655 © 2017 IEEE



IEEE Photonics Journal Four-Dimensionally Multiplexed Eight-State CV-QKD

Four-Dimensionally Multiplexed
Eight-State Continuous-Variable Quantum
Key Distribution Over Turbulent Channels

Zhen Qu , Student Member, IEEE,
and Ivan B. Djordjevic , Senior Member, IEEE

Department of Electrical and Computer Engineering, University of Arizona, Tucson, AZ
85719 USA

DOI:10.1109/JPHOT.2017.2777261
1943-0655 C© 2017 IEEE. Translations and content mining are permitted for academic research only.

Personal use is also permitted, but republication/redistribution requires IEEE permission.
See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.

Manuscript received August 25, 2017; revised November 17, 2017; accepted November 21, 2017. Date
of publication November 23, 2017; date of current version December 8, 2017. Corresponding author:
Z. Qu (e-mail: zhenqu@email.arizona.edu).

Abstract: We experimentally demonstrate an eight-state continuous-variable quantum key
distribution (CV-QKD) over atmospheric turbulence channels. The high secret key rate (SKR)
is enabled by 4-D multiplexing of 96 channels, i.e., six-channel wavelength-division multi-
plexing, four-channel orbital angular momentum multiplexing, two-channel polarization multi-
plexing, and two-channel spatial-position multiplexing. The atmospheric turbulence channel
is emulated by a spatial light modulator on which a series of azimuthal phase patterns
yielding Andrews’ spectrum are recorded. A commercial coherent receiver is implemented
at Bob’s side, followed by a phase noise cancellation stage, where channel transmittance
can be monitored accurately and phase noise can be effectively eliminated. Compared to
four-state CV-QKD, eight-state CV-QKD protocol potentially provides a better performance
by offering higher SKR, better excess noise tolerance, and longer secure transmission dis-
tance. In our proposed CV-QKD system, the minimum transmittances of 0.24 and 0.26 are
required for OAM states of 2 (or –2) and 6 (or –6), respectively, to guarantee the secure
transmission. A maximum SKR of 3.744 Gb/s is experimentally achievable, while a total
SKR of 960 Mb/s can be obtained in case of mean channel transmittances.

Index Terms: Continuous-variable quantum key distribution, discrete modulation, free-
space optical communication, multiplexing

1. Introduction
Classical key distribution relies heavily on the complexity of factoring integers, while the key could
be broken by Shor’s algorithm [1]. To guarantee a secure communication, quantum key distribution
(QKD) has been widely studied, where Alice and Bob are able to share secret keys through quantum
and classical authenticated channels [2], [3]. The unconditional secret key distribution is based on
the laws of quantum physics under several assumptions on Eve’s attack, e.g., Eve can’t access
the apparatuses of Alice and Bob [4]. As required by the one-time pad encryption [5], the shared
key has to be as long as the plaintext and used only once. In the state-of-the-art optical transports,
beyond 1–Tb/s capacity has been field-tested [6], while the reported secret key rate (SKR) records
are usually on the order of Mb/s [7], [8]. Therefore, it is essential to establish a QKD protocol with
high SKR to meet the secure and high data-rate communication demands.
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Although many breakthrough techniques bas pushed forward the development of QKD, there is
still a long way from full commercial application because of the high-cost and low SKR. Discrete-
variable QKD protocol basically allows a long-distance secure transmission [9], while the costly
single-photon source and detector hamper its wide application. Alternatively, continuous-variable
QKD (CV-QKD) protocol may be more attractive given that it is compatible with standard telecom
technologies. Moreover, reverse reconciliation has enabled CV-QKD protocols to overcome the
3-dB loss limit [10]. To further cut down the cost, free-space optical link can be used in a QKD
system [11], but the channel transmittance fluctuations caused by the atmospheric turbulence will
introduce the post-processing noise and compromise secure communication [7], [12].

The low SKR has become the bottleneck for high-speed secure communications, which can’t
keep pace with the data-rate supported in the classical channel. Noise control and reconciliation
efficiency enhancement have been taken as the basic approaches to increase SKR. In a typical
CV-QKD system, laser phase noise, crosstalk noise, electrical noise, and post-processing noise,
may degrade the system performance. Laser phase noise occurs in coherent detection based
CV-QKD systems, and it can be effectively mitigated by the phase noise cancelation (PNC) stage
[7], as well as by periodically sending the classical pilot-tone signal. Crosstalk noise introduces
performance penalty in channel/mode multiplexed QKD systems. In WDM based single-mode fiber
(SMF) channels, wavelength channel crosstalk can be relieved by increasing channel spacing; in
spatial multiplexing based FSO channels, adaptive optics provides a practical solution for crosstalk
mitigation. Electrical noise is additive to the photocurrent, which can be suppressed by operating
the narrow bandwidth photodiodes in a cool environment. Post-processing noise may be induced
by the unknown channel loss in a dynamic channel, so real-time monitoring of the channel loss
is the only way to avoid the post-processing noise. While noise control may require a more com-
plex and high-cost system design [12], [13]; four-state modulation based reconciliation efficiency
improvement leads to a gap on Holevo bound against Gaussian modulation [14]–[16]. In classical
optical communication systems, multiplexing technique has been regarded as an evitable choice
for achieving high capacity. It is reasonable to expect secret key multiplexing is one of the potential
solutions for commercial QKD applications. It is also highly desirable to improve the compatibility
of QKD and classical communications by sharing the existing optical infrastructures [17]. However,
the occupation of the channels for QKD will reduce the capacity for classical communications.
Exploring more degrees of freedom is supposed to be a potential candidate to increase the SKR
without affecting classical communications.

In this paper, we experimentally demonstrate a four-dimensional (4D) multiplexed CV-QKD trans-
mission system over a turbulent channel, where the high SKR is enabled by 6-channel wavelength-
division multiplexing (WDM), 4-channel orbital angular momentum (OAM) multiplexing, 2-channel
polarization multiplexing (PM), and 2-channel spatial-position multiplexing (SPM). Eight-state dis-
crete modulation is used in each quantum channel to bridge the gap of Holevo bound to Gaussian
modulation [18]. The turbulent channel is emulated by a spatial light modulator (SLM) on which
random phase patterns yielding Andrews’ spectrum [19] are continuously loaded. The eight-state
quantum keys are prepared and sent from Alice’s side, transmitted over the 96 (6 × 4 × 2 × 2)
turbulent channels, then collected at Bob’s side, where a commercial coherent receiver is imple-
mented for heterodyne detection, followed by the phase noise cancellation (PNC) stage to mitigate
the laser phase noise and monitor channel transmittance [7]. We first monitor and measure the
channel transmittance fluctuation and excess noise for the later SKR analysis. The channel trans-
mittances of 0.24 and 0.26 are required at least for secure communication in cases of OAM states
2 (or –2) and 6 (or –6), respectively, while a total SKR of 960 Mb/s is potentially achieved via classic
coherent receiver on the scenario of mean channel transmittances.

The remainder of this paper is structured as follows. The 4D multiplexed eight-state CV-QKD
transmission system is proposed and fully described in Section 2, followed by the SKR derivation
and performance analysis for the eight-state CV-QKD protocol, which are presented in Section 3.
In Section 4, the transmittance fluctuations, excess noise, and achievable SKRs are statistically
measured and analyzed. In the end, the conclusions are given in Section 5.
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Fig. 1. The proposed 4D multiplexed eight-state CV-QKD transmission system. PNC: phase noise
cancellation stage. Insets (a1)–(a3) represent the constellation diagrams without PNC stage, and with
PNC stage for modulation variances VA = 40 and VA = 80, respectively.

2. 4D Multiplexed Eight-State CV-QKD System
Fig. 1 shows the proposed 4D multiplexed eight-state CV-QKD transmission system. At Alice’s
side, six continuous wave (CW) sources with linewidth of 10 kHz are generated on a 50–GHz grid
(193.15–193.50 THz), multiplexed by a WDM multiplexer, and sent to an optical I/Q modulator.
A series of 2.5 G Baud 8-phase-shift-keying (8-PSK) symbols is generated and up-converted to
the 5 GHz radio frequency (RF) domain, which is realized via an arbitrary waveform generator
(AWG). The resulting RF signals are used to drive the optical I/Q modulator, which is biased at
the quadrature point. An optical interleaver (IL) is used to separate the odd and even wavelength
channels, each of which is de-correlated and re-combined by a 3-dB coupler. The de-correlated
signals are split into four branches, where the modulation variance VA of the signals in each branch
is adjusted by a variable optical attenuator (VOA). The four beams are collimated and converted
to OAM states ±2 and ±6 by two reflective phase-only SLMs, where the left and right halves of
the SLM screen are continuously upgraded with specific phase patterns. The four OAM modes
are combined via three beam splitters (BSs) to form the centrally aligned OAM multiplexed beams.
A half-wave plate (HWP) is then used to tune the polarization state. These beams are split, de-
correlated and re-combined by using two polarization beam splitters (PBSs). After the PM stage,
the beams are then split, de-correlated, and re-combined again with a spatial offset of 10 mm to
shape the 10 mm-spaced SPM beams. The concept of the 4D multiplexing scheme based on WDM,
OAM multiplexing, PM, and SPM is illustrated in Fig. 2.

The 4D multiplexed beams then pass the polarization-insensitive turbulent emulator [7], com-
prised by a BS, a beam expander (BE), a PBS, a HWP, two mirrors, and a polarization-sensitive
SLM. The BE is used in the emulator to adjust the beam size to fit the SLM screen, where a series
of phase patterns following Andrews’ spectrum will be continuously shown at a frame rate of 50 Hz.

After the FSO channel transmission, the distorted beams are collected by a compressing tele-
scope, which is followed by a HWP to select one polarization for OAM de-multiplexing. A spiral-phase
pattern is recorded on the SLM4 to back-convert the incoming OAM modes to a Gaussian-like beam.
The desirable Gaussian mode can be efficiently coupled to an AR-coated single-mode fiber (SMF)
patch after precious calibration. One wavelength channel is selected by the optical tunable filter
(OTF) with 3-dB bandwidth of 25 GHz, and mixed with the LO at the coherent receiver for off-line
signal processing. The in-phase and quadrature photo-currents are digitized by a real-time oscil-
loscope with 100 GSa/s sampling rate, then passed through the digital PNC stage configured by
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Fig. 2. The concept of the proposed 4D multiplexed scheme.

two square operators, one addition operator, one digital D.C. cancellation block, and a digital down-
converter. The details regarding the operating principle is introduced in previous work [7], [14], as
well as the relationship between transmittance fluctuation and the D.C. component in such PNC
stage. The recovered constellation diagram without PNC stage is illustrated in inset of Fig. 1(a1); the
recovered constellation diagrams with PNC stage for modulation variances VA = 40 and VA = 80
are shown in insets of Fig. 1(a2) and (a3), respectively.

3. Performance of Eight-State CV-QKD Protocol
Under collective attacks, the SKR definition based on reverse reconciliation is given as

�I = βI A B − χB E (1)

where β denotes the reconciliation efficiency, IAB represents the Shannon mutual information be-
tween Alice and Bob, χBE is the Holevo bound. According to the optimality of Gaussian attacks,
the SKR derivation in the four-state CV-QKD protocol [15] is expected to be generalized to the
eight-state SKR definition, which can be identified as

IAB = log2 [(V + χtot) / (1 + χtot)] (2)

χBE = G (λ1) + G (λ2) − G (λ3) − G (λ4) (3)

with V = VA + 1, ZEPR = √
V2 − 1, χtot = χline + χhet/T, χline = 1/T + ε − 1, χhet = (2 + 2Vel − η)/η,

T = T0(Z8/ZEPR)2, ε = (ZEPR/Z8)2(ε0 + VA ) − VA , G(x) = (x+1)
2 log2

(
(x+1)

2

)
− (x−1)

2 log2( (x−1)
2 ), λ1,2 =√

1
2 (A ± √

A2 − 4B), λ3,4 =
√

1
2 (C ± √

C2 − 4D), A = V2 + T2(V + χline)2 − 2TZ2
EPR, B = (TV2 +

TVχline − TZ2
EPR)2, C = Aχ2

het+B+1+2χhet[V
√

B+T(V+χline)]+2TZ2
EPR

[T(V+χtot)]
2 , D = (V + χhet

√
B)2[T(V + χtot)]−2.

In the above expressions, Z8 reflects the correlation between Alice and Bob modes [18], T0

denotes the channel transmittance, ε0 is the excess noise, Vel is the electrical noise of the photo-
diodes, and η represents the detection efficiency of the coherent receiver. Notice that VA , ε0, and
Vel are measured in shot-noise units. After the system calibration [20], Bob’s apparatus yields an
electrical noise of Vel = 0.132, and the detection efficiencies of η = 0.2 and 0.11 for the OAM states
±2, and ±6, respectively. In the following simulation and experiment, the SKR is analyzed under
asymptotical condition.

By setting Vel = 0.132, η = 0.2, VA = 0.5, β = 0.9, and setting the clock rate to 2.5 GHz, the
performance comparison between eight-state and four-state CV-QKD protocols is described in
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Fig. 3. Performance comparison between eight-state and four-state CV-QKD protocols, in cases of
ε0 = 0, 0.03 and 0.06.

Fig. 3. It is easy to find that eight-state CV-QKD protocol can always outperform four-state CV-
QKD protocol. In order to realize beyond 1 Mb/s secure communication, the channel loss of 0.026,
0.27, and 0.89 can be tolerated for the eight-state protocol in cases of ε0 = 0, 0.03 and 0.06,
respectively; while the channel loss of 0.037, 0.35, and 0.96 are the minimum requirements for the
four-state protocol in cases of ε0 = 0, 0.03 and 0.06, respectively. Under the same excess noise,
the eight-state protocol can carry higher SKR and tolerate larger channel loss, which means that
the eight-state protocol potentially enables a secure communication over a longer distance. Under
the same channel loss, even better SKR improvement against four-state protocol can be obtained
by eight-state protocol, in particular on the scenario of high excess noise, which indicates that the
eight-state protocol has a better excess noise tolerance than the four-state protocol.

4. Experimental Results and Analysis
We first use the D.C. component, a module in the PNC stage, to monitor turbulence induced trans-
mittance fluctuations. Fig. 4 records statistical distributions of the varying channel transmittance for
OAM states 2 and 6. Because of the symmetry between the negative and positive OAM states, we
don’t offer the transmittance performances of OAM states −2 and −6. The probability distributions
are measured to be 0.58 and 0.45 for OAM state 2 and 6, respectively. It is worthwhile to mention
that the intrinsic loss is not considered in the atmospheric turbulence model, e.g., the transmission
of the BE, and the reflectivity of the SLM screen.

By keeping the modulation variance VA at 0.5, the excess noise varying over 50 minutes time
duration is shown in Fig. 5. The mean excess noises are measured to be 0.03 and 0.031 for OAM
states 2 and 6, respectively. Each point in Fig. 5 is measured with a block size of 106 points. The
excess noises are mainly due to the imperfect phase patterns recorded on Alice’s SLM screens,
and the inter-mode crosstalk induced by the atmospheric turbulence. Notice that crosstalk between
polarization modes and among wavelength channels will also cause the excess noise, but it is far
less than OAM inter-mode crosstalk. Inter-mode crosstalk has a greater impact on OAM state 2,
while OAM state 6 is more sensitive to the imperfect phase patterns. In addition, the digitalization
noise and the bias dithering of the optical modulator contribute parts of the excess noise.

The experimentally measured SKRs with a reconciliation efficiency of β = 0.9 are summarized
in Fig. 6. In order to guarantee secure communication, the minimum channel transmittances of
0.24 and 0.26, as indicated by the zero-bit/s SKR curves, are required for OAM states 2 and
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Fig. 4. Measured probability distribution of the fluctuating channel transmittances for OAM states 2
and 6.

Fig. 5. Measured excess noise for OAM states 2 and 6 over 50 minutes time duration.

6, respectively. The SKRs of >50 Mb/s and 28 Mb/s can be reached for OAM states 2 and 6,
respectively. The corresponding SKRs of 16 Mb/s and 4 Mb/s can be obtained at the mean channel
transmittances of T = 0.58 and 0.45 for OAM states 2 and 6, respectively. The potentially obtained
total SKRs can be summed up from six wavelength channels, four OAM modes, dual polarizations,
and two spatially dislocated modes, a maximum SKR of 3.744 Gb/s (48 × 50 Mb/s + 48 × 28 Mb/s)
is achievable, and 960 Mb/s SKR can be obtained at the mean channel transmittances.

5. Conclusions
We have experimentally investigated a 4D multiplexed eight-state CV-QKD system over turbulent
channels. The 4D multiplexed scheme based on WDM, OAM multiplexing, PM, and SPM, enables
high-rate CV-QKD communication. Eight-state CV-QKD protocol has been used to bridge the gap
of Holevo bound to Gaussian modulation. Our numerical results have shown that eight-state CV-
QKD protocol could always outperform four-state CV-QKD protocol by offering higher SKR, better
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Fig. 6. Experimentally measured SKRs for (a) OAM state 2 and (b) OAM state 6.

excess noise tolerance, and longer secure transmission distance. The atmospheric turbulence was
emulated by a polarization insensitive turbulent model. The PNC stage has been implemented after
the commercial coherent receiver to mitigate the phase noise and monitor the channel transmit-
tance. After the system calibration, channel transmittance monitoring, and residual excess noise
measurement, a total SKR of 3.744 Gb/s could be reached in the proposed system. To guarantee
secure communication over the turbulent channel, the minimum channel transmittances of 0.24 and
0.26 have been required for OAM states of 2 (or −2) and 6 (or −6), respectively. In case of mean
transmittances, a total SKR of 960 Mb/s could be achieved.
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