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ABSTRACT 

Telemetry data has great value, as setting up a framework to collect and gather it involve 

significant costs. Further, the data itself has product diagnostic significance and may also have 

strategic national security importance if the product is defense or intelligence related. This 

potentially makes telemetry data a target for acquisition by hostile third parties. To mitigate this 

threat, data security principles should be employed by the organization to protect telemetry data. 

Data security is in an important element of a layered security strategy for the enterprise.  The 

value proposition centers on the argument that if organization perimeter/internal defenses (e.g. 

firewall, IDS, etc.) fail enabling hostile entities to be able to access data found on internal 

company networks; they will be unable to read the data because it will be encrypted.   

After reviewing important encryption background including accepted practices, standards, and 

architectural considerations regarding disk, file, database and application data protection 

encryption strategies; specific data security options applicable to telemetry post processing 

environments will be discussed providing tangible approaches to better protect organization 

telemetry data. 
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INTRODUCTION 

Although encryption technology has been available to organizations for many years, it really 

wasn’t until rather recently (2011-2012 period according to the Ponemon Institute 2016 Global 

Encryption Trends Study sponsored by Thales e-security [1] ) that the number of organizations 

that actually had an encryption strategy outnumbered the organizations that did not.  Today in the 

year 2017 an encryption strategy is a necessary requisite for all organizations. 

Organizations deploy encryption technologies to protect classes of data in their organization that 

have great value or data that if compromised will result in penalties/fines (as required by industry 



or government governance mandates) or that will result in negative publicity.  Some examples of 

these data classes include: 

 Employee Personal Identifiable Information (PII) 

 Intellectual property 

 Customer Personal Identifiable Information (PII) 

 Business partner information 

 Organization financial information 

 Customer credit card or bank account numbers 

 Organizational records 

When deploying encryption technologies organizations are trying to mitigate data loss risk.  That 

is, if their external cyber defenses fail (e.g. firewall, IPS, IDS, etc.) adversaries will indeed be 

able to have access to the organization internal networks; but if sensitive data is encrypted; the 

adversary will only be able to retrieve encrypted data that will be useless to them.  Organizations 

may also be trying to address insider threats.  In other words, if sensitive data is encrypted with 

proper access controls on the cryptographic keys used to encrypt the data, even organization 

employees will be restricted in accessing data they should not be able to review. 

 

ENCRYPTION CHALLENGES 

The phrase in the last sentence, “with proper access controls on the cryptographic keys” is 

extremely important.  If care is not taken in managing cryptographic keys then even though 

sensitive data may be encrypted it is still be very vulnerable to compromise because adversaries 

(whether internal or external to the organization) will be able to gain access to those keys and 

hence access to the sensitive data.  Thus, in implementing an encryption solution particular 

attention must be paid to validating the proposed key management strategy. 

Deploying encryption technologies in an organization can also be challenging because it will 

necessitate some amount of change to business process.  The goal is to try to find a solution 

which will satisfy organization data security requirements while absolutely minimizing business 

process change.  In the ideal world the recommended security model would be for the security to 

travel with the data and be persistently encrypted on or in use by any platform and application. 

However, implementing that level of security into an already functioning business can be 

difficult. Other challenges include: determining what data should be encrypted, initial 

deployment of the encryption solution, and training organization personnel to use the encryption 

solution effectively.  

 

IMPORTANT SECURITY CERIFICATION STANDARDS 

Certifications are important in security products as they imply that a neutral third party has 

evaluated how well a product adheres to important accepted standards. When evaluating 

encryption products it is very desirable that they have been engineered to meet accepted security 



standards.  Two security standards are very important in the industry: FIPS 140-2 and Common 

Criteria. 

 

The NIST Federal Information Processing Standard (FIPS) 140-2 [2] is a hardware specification 

that is used to evaluate hardware that protects cryptographic keys and performs sensitive 

cryptographic operations on data at rest and in motion. This hardware is often called a Hardware 

Security Module (HSM). There are four levels of merit in the specification, with each increasing 

level implementing more robust security safeguarding measures. 

 

• Level 1—No specific hardware physical security is required. Instead, it primarily revolves 

around the use of approved NIST cryptographic algorithms, for example, Advanced Encryption 

Standard (AES) and Triple DES.  

 

• Level 2—In addition to Level 1 specifications, requirements involve hardware fixtures on the 

computing platform that can show evidence of tampering. Examples of such fixtures would be 

pick-resistant locks or covers, coatings, or seals.  

 

• Level 3—In addition to Levels 1 and 2 measures, Level 3 includes tamper detection and 

response circuitry to prevent any cryptographic keying material from being lost to an adversary.  

 

• Level 4—In addition to Levels 1, 2, and 3 measures, Level 4 includes protection against a key 

compromise from environmental attacks, for example, temperature and voltage changes. 

Additionally, the system must be completely, formally modelled.  

 

Systems that have achieved Level 3 or Level 4 evaluations are very robust; due to the difficulty 

in achieving those evaluations, Level 2 is more commonly attempted. In the financial services 

industry, only Level 3 or above evaluated devices are used for managing money. Certain 

National Security Agency (NSA) devices are most likely between Levels 3 and 4 and have 

enhanced protections against Electronic Counter Measures (ECM) oriented attacks.  

 

Common Criteria (CC) is an International Organization for Standardization/International 

Electrotechnical Commission (ISO/IEC) standard [3] and is recognized internationally by 25 

countries. These countries have signed a memorandum stating that a Common Criteria 

evaluation done in one country to a particular Evaluation Assurance Levels (EAL) will be 

recognized as if that evaluation was done in their country. It’s important to note that the 

memorandum is signed with respect to a certain EAL level—specifically, EAL-4. For levels 

above this, some amount of re-validation (or total re-evaluation) by a laboratory in the specific 

country will be required.  

 

Common Criteria evaluations are usually undertaken on pure software systems, although CC 

evaluations on devices—for example, copy machines or printers—are also done. Common 

Criteria is really a methodology for evaluating security claims about a product. It’s not looking at 

the entire product, only its security features. It’s an established methodology for not only 

creating a specification based on a those claims, but also a process for evaluating if they are 

valid. 

 



The CC includes specifying a Security Target (ST) document that defines the security 

functionality and assurance methodologies used to verify that those functionalities are actually 

achieved. The desired EAL level being pursued dictates the rigor of how those assurances are 

verified. The ST document also defines the Target of Evaluation (TOE)—which is the product or 

subset of product for which the methodology will be performed. 

 

A Protection Profile (PP) is a ST that is written in a general way for a particular product type—

for example, firewall products or intrusion prevention products. This provides consumers with a 

framework to make an “apples-to-apples” comparison of products in the same category that have 

a common criteria evaluation. 

 

The Common Criteria seven Evaluation Assurance Levels are: 

 

 EAL1—functionally tested—Evaluation of TOE includes testing against the 

specification with respect to the documentation. 

 EAL2—structurally tested—Design and test information is evaluated. 

 EAL3—methodically tested and checked—There is a thorough evaluation of the TOE. 

 EAL4 —methodically designed/tested/reviewed—This is the highest level a “retrofit” 

can achieve on an existing product line. 

 EAL5—semi-formally designed and tested—Rigorous commercial development 

techniques, planned at design time, are used. 

 EAL6—semi-formally verified design and tested—Development techniques are 

consistent with a TOE that is in a high-threat environment. 

 EAL7—formally verified design and tested—Rigorous formal evaluation techniques 

require TOE to have very tight and well-defined security behaviors. 

 

Observe, for CC, that the higher evaluation level only implies better security. It’s assumed if a 

more rigorous evaluation—higher EAL level—was undertaken and confirmed, the more likely it 

is that the secure features were indeed implemented correctly. That being said, EAL-5 and above 

products are very robust and implies a formal security design process was carried out on the 

product. However, with an EAL-4 or below rating, the methodology could have just been “bolted 

on” without true security focus at the inception of design. 

                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                           

When evaluating a vendor Hardware Security Module or key management product, A FIPS 140-

2 evaluation at Level 2 or higher is an absolute must.  A Common Criteria evaluation of EAL 3 

or above is also desirable, but not absolutely necessary.  However a product with both FIPS 140-

2 evaluation and a Common Criteria certification is more preferred.  While enterprise encryption 

applications will utilize a HSM and/or hardware based key management as a back-end to provide 

key management and cryptographic functionality, the encryption application agent itself will 

likely be comprised of all software and run outside the HSM and/or key manager.  In this case, it 

is very desirable that the application itself be Common Criteria evaluated to demonstrate that it 

has been architected with care to prevent compromise. These concepts are summarized in Table 

1. 

 



 

 

 

Table 1. Encryption Element Certification Desirability 

Product FIPS 140-2 Common Criteria 

   

HSM Must: Level 2 and above                                                       Desirable: EAL 3 or above 

Key Manager Must: Level 2 and above Desirable: EAL 3 or above 

Software Application/Agent Must: Level 1 Desirable: EAL 3 or above 

 

 

BEST ENCRYPTION PRACTICES 

There are basically four encryption approaches used to protect enterprise server and database 

data.  In addition to the server/database encryption strategy, the enterprise must also be 

concerned with encryption strategies for data in transit, data when backed up, end-point data on 

employee devices and e-mail.  However these are beyond the scope of this paper. An 

organization may not opt to solely pursue just one encryption approach.  Instead, they may 

choose a hybrid approach in which two or more approaches are pursued in subsets of their IT 

infrastructure.   

Disk Encryption.  Encryption employed by the disk itself provides the least amount of data 

security to the organization.  This is because when the disk spins up and the proper 

authentication/password information is presented, the entire content of the disk is available for 

decrypted use by the host operating system (OS) and any higher layer application with no further 

protections on the data except what the operating system might offer.  Thus, the only real benefit 

of encryption at this level is if the disk is physically stolen, or inadequately erased when it is 

decommissioned.  When powered down, even if the actual data on the disk is physically read it 

will be indecipherable. On power-up the system will not be able to decrypt unless the appropriate 

authentication/password information is presented. 

File Encryption.  Encryption used on files provides a fair amount of data security to the 

organization employing it.  Typically in this mode of operation, there are two types of encryption 

technology: agents and agentless.  If an agent is used, it would be deployed at the OS level to 

intercept all file read/write operations, evaluate established policy and determine if applications 

and/or users attempting to access data in files (flat files, database files, etc.) have a right to do so.   

If agentless technology is used, an encryption solution which operates as a storage proxy running 

as a ‘bump-in-the-wire’ is leveraged.  It provides transparent encryption and decryption of 

contents stored in enterprise Network Attached Storage (NAS), Storage Area Network (SAN), 

Direct Attached Storage (DAS), tape libraries, Virtual Tape Libraries (VTL), Content 

Addressable Storage (CAS), cloud storage and various RESTful (Representational State 

Transfer) object stores for authorized hosts and applications.  This technology moves the 



encryption processing to a FIPS 140-2 validated appliance and minimizes the workload on the 

storage server.  

 

The truly enormous advantage of encryption at the file level is no modifications needs to be 

made to existing applications that use data in files or databases.  However, the downside is that 

for the period of time the files are decrypted (this may occur when an application or even 

database administrator needs to access the data), all the data in the files are theoretically 

vulnerable to compromise.  Thus, if files being decrypted for an application happened to be 

database files, then for the period of time those files were decrypted, all the data in the database 

would be potentially vulnerable.  However, another advantage of this approach is that key 

management policies and data access policies can be centrally orchestrated with dedicated (and 

redundant) management applications controlling all the file encryption/decryption agents. 

Database Encryption.  Database encryption can almost be considered a subset of application 

encryption.  Basically in database encryption very specific subsets of the data in the database can 

be encrypted utilizing the native encryption capabilities of the database.  This implies that even 

when the DBA is in the database that data can still be protected from compromise by the DBA.  

The downside of this approach is that if the organization has many different vendor databases; 

each database will have its own key management and policy applications, making it somewhat 

tedious to centrally manage all the policies. These solutions also have to decrypt and re-encrypt 

when a key rollover occurs. This a time-consuming process which in many cases takes the 

database off line during the process. 

Application Encryption.  At the application level, very specific subsets of data can be 

encrypted.  This granular control affords data in the enterprise to have the most protection as data 

is essentially encrypted to the very last moment until it is required by the application.  Contrast 

this with file level encryption; in which, for example, an entire set of database files might be pre-

emptively decrypted because an application is going to access one particular column in that 

database.  While application level encryption affords the organization the best security; it also 

involves some complexity in that the applications will need to be specifically modified to 

leverage the granular encryption services.  It is at the application level that both tokenization and 

Format Preserving Encryption (FPE) approaches can also be introduced.  In tokenization a non-

sensitive entity is substituted for a sensitive data item where the substitution method is very 

difficult to reverse if the tokenization system is not present.  In FPE, the output of an encryption 

process is encrypted but in the same format as the input.  For instance, if the input was in a credit 

card number format, the output would be in the same format.  This allows the FPE encrypted 

items to be directly placed in the same database schema intended for use with the original non-

encrypted data. Compounding the complexity is the need to migrate the existing data sets to the 

tokenized or format preserved encryption form.  However, this is a one-time operation, and while 

that roll-over may necessitate a one-time interruption in the production environment; once it is 

done it never needs to be done again, because any new data coming in is immediately tokenized 

or FPE”ed” before coming into the production environment. 



Overall application performance can be improved as the data is protected once and then is used 

in its protected state throughout the network. There is no need for encrypt/decrypt cycles at every 

server in the network. Security policy is based on the data element no matter where it resides; it 

is not specific to a platform.  

  

 

ENCRYPTION IMPLEMENTAION IN TELEMETRY POST PROCESSING 

ENVIRONMENTS 

 

The most preferred data security option to implement in telemetry post processing environments 

is application level encryption.  The reason being the simple fact that with application encryption 

strategies (as discussed in Best Encryption Practices section above) one can absolutely minimize 

the amount of time any data element will need to remain unencrypted and thus potentially 

vulnerable to compromise. That being said the reality of the situation is that organizations will 

leverage one or more third party data analysis applications to analyze telemetry data.  Those 

applications also need to manage the data they consume and may also utilize some combination 

of databases or flat files to store and manage the data.  When a third party data analysis 

application is utilized, the organization is constrained by the data security features the vendor has 

implemented in that application. 

 

Table 2 Preferred Options for Implementing Data Security in Telemetry Post Processing 

Environments 

Encryption Preference Strategy Description 

Preference 1 Seek out vendors that have implemented 

application level encryption in their analysis 

application that has been  FIPS 140-2 and 

Common Criteria evaluated 

Preference 1A Seek out vendors that have implemented 

database encryption in their analysis 

application that has been FIPS 140-2 and 

Common Criteria evaluated. 

Preference 2A If the organization has already purchased 

telemetry analytic tools that do not implement 

encryption use transparent file and database 

encryption features of a selected vendor 

encryption product that has been FIPS 140-2 

and Common Criteria evaluated  secure 

database and flat files the analytic application 

uses 



Preference 2B If the organization is implementing their own 

telemetry analysis application select an 

application encryption vendor whose products 

have been FIPS 140-2 and Common Criteria 

evaluated.  Or consider leveraging database 

encryption. 

Preference 3 Implement file level security on flat files and 

databases that contain telemetry data. Select 

an encryption vendor whose product is FIPS 

140-2 and Common Criteria evaluated. 

 

Preference 4 Deploy disks that implement disk level 

encryption.  Favor disk vendors which have 

FIPS 140-2 and Common Criteria evaluation 

on their encrypted disk products 

 

If solutions cannot be identified implementing application or database encryption with the 

analysis feature set desired, or if the organization has already procured applications not 

implementing application level security or database security; then the next best option is file 

level security.  While not the most optimal, this strategy can still be quite effective as the file 

level encryption tool can transparently protect both databases and flat files without need to 

modify the application.  The downside being, that when just one data element needs to be 

accessed that is in a large file with many data elements or a large database, the entire flat file or 

database must be decrypted! When this is done, the data element being accessed not only is 

vulnerable to compromise but all the rest of the data in the file or database that was also 

decrypted.  

To mitigate risks in this circumstance, one can use the audit features of the file encryption 

solution to monitor access of the entirely decrypted file or database to ensure only authorized 

entities are accessing the data.  While leveraging the audit feature provides the organization with 

another check, it is still possible other attack vectors might be used to access the decrypted data 

that the audit system may not be able to detect and record. And this is one of the reasons why the 

file based encryption strategy is only a second choice.  However often times organizations must 

resort to this second option because their analytics application vendor implemented no data 

security at all.  

File level security is still superior to disk level encryption because discrete sets of data can still 

be secured from general operating system level access (in separate files) even when the disk has 

been spun up and decryption password already entered. This is not true in disk encryption, once 

the disk spins up and the password is input to decrypt the disk, all the data on that disk is only 

protected from access by the host operating system access control features.  The file level 

encryption vendors integrate their access control agents with the commonly used operating 

systems to provide a separate, robust, access control layer beyond the operating system.   



If application encryption can’t be used and for some other reasons file level encryption also is 

not an option; then disk level encryption should be deployed.  It at least protects the organization 

against data compromise if disks are physically stolen.  The encryption options are summarized 

in Table 2.  Finally no matter what type of encryption solution is selected, it is imperative the 

solution has at least undergone a successful FIPS 140-2 evaluation at Level 2 or higher and 

preferable that it has also achieved Common Criteria evaluation at EAL Level 3 or higher.  

 

SUMMARY 

Application level encryption is the best way to protect a telemetry data product. Unfortunately, 

organizations may not be able to implement an application encryption strategy if their 

commercially procured data analysis tools do not support application encryption.  In such 

circumstances the next most optimal approach would be to proceed deploying a file based 

encryption solution.  Unfortunately, a third encryption option, self-encrypting disks,  provide 

little practical data security once the disk has spun up and the password has been entered to 

decrypt the disk.  This is because after the disk has been decrypted, only the host operating 

system access control protections are available to mediate access to the data on the disk which 

has already been decrypted.  All encryption solutions (whether application, file or disk based) 

should be minimally FIPS 140-2 Level 2 evaluated and preferably also have undergone Common 

Criteria evaluation at a level of EAL of 3 or higher.  
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