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ABSTRACT 

 
The drivers of the University of Arizona Baja racing team must be intensely focused on tackling 
the jumps, boulders, mud bogs, and other challenges in the four-hour endurance race. These 
obstacles are just as demanding on the vehicle as the driver, so the pit crew needs effective ways 
of detecting problems within the vehicle before serious damage occurs. Our solution is a wide 
range, AES encrypted, Wi-Fi communications system that supports full IP protocol and live 
video feed, allowing our telemetry data to be accessed through a smartphone via a web interface. 
To provide a wide range of communication options, our system supports VOX and push-to-talk 
audio compatible with third-party radios, and has an on-board HDMI screen for text-based 
communications. Finally, our system is backwards compatible with prior generations to make 
repairs and replacements easy. 
 
 

BACKGROUND 

 
The University of Arizona’s SAE Baja team designs, builds, and races a single seat off-road 
racecar at a yearly international collegiate competition.  The race car’s electrical system is 
subject to few regulations, leaving room to gain a competitive advantage through innovation and 
creativity. 
 
 



DESIGN REQUIREMENTS 

Voice 

In the heat of a race it is crucial to be able to communicate clearly with the driver, whether to 
discuss strategy, report issues, or give encouragement and team updates. A clear communication 
line is important as it ensures messages are correctly understood and that excited drivers don’t 
have to repeat themselves and risk distracted driving. It is also imperative to be able to 
communicate with other team members, as the competition venue is quite large and isolated, 
making cellphone communication unreliable at best. Communication with team members allows 
for physically distributed data sources and the ability to reach specific individuals in a timely 
manner. 
 

VoIP 

To get a higher fidelity for our voice communications, we chose to use a VoIP based system as 
our main communication system. A VoIP system has a higher bandwidth and with that comes 
better sound quality. A VoIP system requires a running server that clients can connect to and that 
facilitates the actual transfer of data between different devices. We chose to use Mumble because 
it is a free and open source VoIP system and was the easiest VoIP server for us to setup that 
allowed for a LAN based configuration as opposed to an internet based one. Mumble also has an 
app for both Android and iPhone which means that all team members can connect using just their 
smartphones, so there’s no need for each person to have a dedicated radio to communicate 
(Mumble FAQ). 
 

Radio 

In the event of a catastrophic system failure, a simpler backup plan can be implemented. UHF 
radios are a reliable way to maintain communications if the Mumble app is unavailable or the IP 
based network fails. However, these radios come at the cost of lower fidelity. Radios are a last 
resort because a loud environment with multiple noise sources, such as engines, can seriously 
affect comprehension. Additionally, the radio band is very crowded because it is the preferred 
method of communication for other teams. 
 

Access Controls 

In order to keep the distractions for the driver to a minimum, we want to keep the number of 
people who are able to talk to the driver as low as possible. With Mumble, we are able to set up 
different channels and decide who has access to which channel, so we allow a certain few to talk 



to the driver and restrict everyone else from doing so. We are also able to set up separate 
channels for important competition information and casual chatting. 
 

Privacy 

Some teams inadvertently use the same channels for radio communication, which can lead to 
confusion. We have accidentally talked to members of other teams who were using the same 
radio channel as us, which created problems for both parties. Using VoIP ensures that our 
communications are exclusive to team members. 
 

Video  

One goal for our system is the ability to transmit live video from the car to the pit. As proof of 
concept, IP cameras were used to transmit video as a TCP stream (Figure 1). We tested this first 
by sending the stream from one 5.4 GHz Ubiquiti Bullet M5 to another, to a router, to a 2.4 GHz 
wireless access point, and finally to a computer (Ubiquiti Bullet M5 Datasheet). When this setup 
worked, we modified it to more closely match what would be used at competition, and sent the 
stream directly from the router to a Raspberry Pi. During competition, GoPros were used in place 
of IP cameras.  
 
Eventually, the videos taken at competition will be used for route planning. The system will 
analyze the slightly different routes the driver took around the track and determine which one 
was the fastest, then suggest that route to the driver for future use. In addition to determining 
what radius of a turn is best, the system would be able to analyze which path is more efficient 
when the track diverges. These divergences are often created so that the driver has as difficult 
choice, whether to take a longer but smoother route, or a shorter but rockier one. Having a 
system to analyze times means that the driver can take each path once at the beginning of the 
race, and continue taking whichever is faster as the race progresses.  
 



 
Figure 1 - Network Video Test Setup 

Telemetry 

A telemetry system can give a significant competitive advantage. By collecting and analyzing 
data from a suite of sensors, we can detect when something is going wrong on the car and even 
start to predict failures before they occur. In these cars, a small problem can commonly cause an 
even larger problem if left unattended. By predicting these failures, the small problems can be 
fixed quickly before they cause a larger one. 
 

Acquisition 

To acquire data, we use a distributed sensor network where each sensor has its own 
microcontroller which splits up the processing load and allows for every sensor to have interrupt 
enabled data acquisition. This means that we never miss a data point and have plenty of 
processing power to analyze that data. 
 

Visualization 

A web interface allows anyone connected to the network to view information about the car such 
as speed, position, and temperature readings. This lets team members easily monitor the status of 



the car at a glance from any location using their smartphones. The web interface is hosted by the 
control station in the pit. 
 
The control station also has its own interface to visualize the data and interact with it. This 
station is able to map the car's position onto a satellite image, which allows those in the pit to see 
exactly where the car is. The interface also analyzes the data from the different sensors to alert 
the pit crew about possible problems. 
 
A screen on the car lets the driver see important information about that status of the car, the main 
display being the current speed of the car. On top of that, the screen will show the driver when 
something is going wrong. For instance, if the brake pressure isn’t what it’s expected to be, that 
could mean that there is a leak in the break line and the screen will alert the driver of this 
potential problem. The screen also allows the pit to send text based communications in the event 
that both the VoIP and radio communications fail. 
 
There are a few possible choices for the screen. We looked at LCD screens, which are fairly dim 
in direct sunlight but have a higher resolution, OLED which are brighter but have a lower 
resolution, and 7 segment displays which are the brightest option but also have the lowest 
resolution. Over several iterations, we have found that the added complexity and lack of 
visibility that comes with the LCD and OLED screens doesn’t make up for the lack of resolution 
of the 7-segment display meaning that for our uses the 7-segment display is the best choice. 
 

Other Design Considerations 

Backwards compatibility 

In an effort to maintain backwards compatibility and to allow for a backup plan, the driver’s 
headset was chosen to be compatible with both standard 3.5 mm audio jacks and with the UHF 
radios. In addition to making the headset backwards compatible, all of the pins that were broken 
out on previous years boards were also broken out on this board. This meant that the new board 
is completely compatible with previous generations of hardware and software. 
 

Range 

5.4 GHz has less range than a single 900 MHz transmitter or UHF radios. It also has very little 
penetrating power, which ultimately renders it infeasible for use on a moving vehicle that 
regularly loses line-of-sight to the base station antenna. For this reason, we will be moving away 
from this frequency going forward, in favor of a lower frequency. 
 



A 2.4 GHz access point in the pit enables people with cellphones to connect to our system and 
use the VoIP and Web Interface services over the entire pit area, and most of the track. As with 
5.4 GHz, there is very little penetrating power, but this is easily resolved in the pit area by 
placing the AP on a flagpole. 
 

Security 

AES Encryption - the 2.4 GHz and 5.4 GHz links all use AES encryption 
 
SSH - Software on the car can be remotely started, restarted and controlled via SSH. This 
includes remotely setting up Bluetooth devices while the car is in the pit, so the electronics can 
stay on the car. SSH provides protection against packet sniffing on the network, so we can have a 
guest network for demo purposes without worries. 
 
HTTPS - self-signed certificate, since we are using a custom TLD and DNS hijacking to provide 
access to the visualization interface at a custom domain.  

Reliability 

The SAE Baja Competition lasts for four days. Such a short time frame can present unique 
challenges, as unforeseen environmental factors can play a large role in how well the system 
functions. Everything ran well during testing the first day, however, the competition organizers 
turned on their network the second day and our systems interfered with each other. To work 
around this issue, the plan is to go back to 900 MHz as was used at the 2016 competition. In 
order to keep the same data throughput, the system will have several transmitters running in 
unison. In the event our network entirely fails, the system stores telemetry data locally on the car 
to be offloaded and processed when possible 
 
 

WHAT’S NEXT? 

 
Looking at both what worked well this year and what could be improved, there are a few things 
we will be changing about our networking solution. The 2.4 GHz base station will be kept, to 
allow for individuals to connect to the network with mobile devices, view the telemetry data, and 
talk through Mumble. The 5.4 GHz connection that was used to connect from the pit to the car 
will be replaced with a 900 MHz system. This switch was brought about because the competition 
had its own network that interfered with our 5.4 GHz network while the 900 MHz band had no 
traffic. In order to maintain the data throughput that we need we will be using several 900 MHz 
connections in parallel. 



 
 

CONCLUSION 

 
This year we redesigned our entire communication system to increase the connectivity of our 
system. This was the most accessible system the UA Baja Racing Team has ever had, allowing 
anyone with a mobile device to view live data about the car. This system was a great learning 
experience for our team and will allow us to iterate upon it and make our system even better next 
year. 
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