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ABSTRACT 

 

TENA and JMETC enable interoperability among Telemetry Instrumentaion (TM) ranges, 
facilities, and simulations in a timely and cost-efficient manner.  TENA provides for real-time 
system interoperability, as well as interfacing existing range assets, C4ISR systems, and 
simulations; fostering reuse of range assets and future software systems. JMETC is a distributed, 
LVC capability which uses a hybrid network architecture; the JSN is used for secret testing and 
the JMN is the network solution for all classifications and cyber testing. JMETC provides readily 
available connectivity to the Services' distributed test and training capabilities and simulations, 
as well as industry resources. TENA and JMETC allow for the most efficient use of current and 
future TM range resources via range resource integration and remote control. This integration 
fosters interoperability and reuse within the test and training communities, critical to validate 
system performance in a highly cost-effective manner. 
 
 
  

INTRODUCTION 
 

Historically, the DoD’s test and training ranges were developed in isolation, focusing on specific 
requirements, and constrained by aging techniques and technologies.  As the U.S. military 
evolved from standalone Service branches to the concept of a “Joint” military,  warfighters and 
operational systems now fight Jointly; meaning they must therefore be tested and trained in a 
tightly-coupled Joint environment as well.  The existing DoD test and training range 
infrastructure was not designed to be interoperable, and rapidly became inadequate in this new 
era of Joint warfare.  An urgent need was identified for the integration of the complex and 
disparate test and training ranges. 
 
The DoD’s response to this crippling issue was to develop the Test and Training Enabling 
Architecture (TENA), an implemented architecture comprised of middleware, object models, 
tools / utilities, and collaboration capabilities.  TENA provides real-time software system 
interoperability and the capability to interface existing range assets, systems, and simulations at 
distributed facilities.  Government-owned and free for anyone to use, TENA allows the most 
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efficient use of current and future range resources via range resource integration.  This 
integration invariably fosters interoperability and reuse within the test and training communities 
– critical in validating system performance in a highly cost-effective manner.   
 
TENA provides a middleware software component and can be used on any internet protocol (IP)-
based range or distributed network, such as the Joint Mission Environment Test Capability 
(JMETC) networks and the Joint Staff (JS) J7 Deputy Director Joint Training (DDJT) Joint 
Training Enterprise Network (JTEN).  
 
Upgrading an existing range system to TENA can be achieved in a drastically shorter time frame 
than traditional software integration efforts.  Additional benefits include the cost-effective 
replacement of unique range protocols, enhanced exchange of mission data, and organic TENA-
compliant capabilities at sites which can be leveraged for future events, enhancing both reuse 
and interoperability. 
 

TENA AND THE TELEMETRY COMMUNITY 
 

As in the past, present telemetry (TM) support requires operators to be on location with the TM 
receive system or at a remote TM console (with a remote TM antenna control unit).  This often 
results in temporary duty (TDY) for operators and potentially an insufficient number of operators 
to support all scheduled operations.  The capability to remotely operate the telemetry system 
(i.e., perform status monitoring, data distribution, and / or command and control from a 
centrally-located, manned site) greatly reduces operational costs of TDY to remote TM sites.  A 
remote control capability could altogether eliminate the existing requirement for personnel at 
both the local TM system antenna site as well as the TM control facility, alleviating previous 
manpower issues. 
 
Naval Air Station (NAS) Patuxent River, MD (Pax River) Atlantic Test Range (ATR) is an 
excellent example of how beneficial TENA can be for TM control.  Before work began to 
develop and field an enterprise approach to remotely monitor and operate all components of 
remote ATR ground telemetry systems, Pax River was faced with four major, and incredibly 
common, TM range issues:  operator proximity, lights-out operations, a generalized interface, 
and Information Assurance (IA) requirements.  
 
The existing approach at Pax required TM operators to be on location with the TM Antenna 
Control Unit (ACU) during missions.  Any near-term remote operations concepts required a one-
to-one correlation between the remote ACU and remote TM Antenna, and no sub systems were 
supported.  They also had no ability to fully power-on, configure, operate, or obtain the status of 
their remote Auto-Tracking Telemetry System (ATAS) and Mobile Telemetry Acquisition 
System (MTAS) systems, therefore requiring personnel on-site to perform power-on and to 
configure all systems with no distributed status available from TM system components. 
 
Vendor-specific interfaces and data models were used, which meant operators had to gain 
proficiency on each system component.  This generalized interface prohibited uniform operator 
consoles, and limited the ability to easily access and share relevant metrics and engineering data.  
Furthering the problem was that Pax River had a limited ability to meet evolving IA 
requirements and Security Technical Implementation Guides (STIG) on system components. 
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Working alongside members of the TENA Software Development Activity (SDA), NAS Pax 
River developed an enterprise approach to remotely manage and operate all components of 
remote ground telemetry systems.  This method provides a common architecture (TENA) which 
interfaces system components, regardless of system manufacturer.  Upon completion, this effort 
now provides for single operator control of several remote TM systems, therefore reducing travel 
and manning requirements at remote sites.  It also allows TM status information, setup, and 
control to be distributed to appropriate destinations for system verification and operations. 
 

 
Figure 1 Architecture to a Remote TM Site. 

 
Other recent implementations of TENA were at Yuma Proving Ground (YPG) in Yuma, Arizona 
and Redstone Test Center (RTC), in Huntsville, Alabama.  YPG chose to add a TENA interface 
to their TCS Antenna Control Unit (ACU) model M1 used on their TM pedestals.  Operational 
testing is currently underway on the remote monitoring and control capabilities of the telemetry 
antenna system using TENA.   
 
RTC decided on the use of TENA to pull real-time Time, Space, Position Information (TSPI) 
data from the Smartronix Omega NeXT decommutation software.  Engineers at Redstone 
developed a “Data Adapter Tool” which fuses other real-time TSPI sources such as inertial 
measurement unit (IMU) and differential Global Positioning System (GPS).  The Data Adapter 
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Tool allows operators at RTC to now transport data via TENA using the Standard platform 
object model. 
 
Other TM applications of TENA are ongoing at White Sands Missile Range (WSMR) in New 
Mexico, Vandenberg Air Force Base (AFB) in California, and Eglin AFB in Florida.  WSMR 
reached out to the TENA SDA seeking a TENA-capable range interface unit (RIU) for existing 
radars; a TENA-capable Telemetry Tracker pointing data interface (as a modification to the 
existing RIU); and a persistent, distributed TENA capability through WSMR’s Inter Range 
Control Center (IRCC).   TENA is currently being used to connect FPS-16 radars, telemetry 
systems, and optics systems.  Future plans at WSMR include the use of TENA for Real-Time 
Data Processing (RTDPS). 
 

 
 

Figure 2 Use of TENA at WSMR. 
 

PROVIDING INTEROPERABILITY AND RESOURCE REUSE 
 

Interoperability is the characteristic of an independently-developed element to use commonality 
to work together with other elements toward a shared goal.  Reuse is recognized as the ability to 
use an element in a context for which it was not originally designed; in essence focusing on the 
multiple uses of a single element and often requiring well-documented interfaces.  In order to 
achieve interoperability and communicate meaningfully, a common architecture (including a 
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common language and a common communication mechanism) and a common context (including 
environment and time) must be present.  TENA was developed to bring the efficiency and 
economic advantages of interoperability and reuse to DoD test and training ranges.  The initial 
interoperability and reuse efforts were completed in early Fiscal Year 2005, and the continuing 
interoperability and reuse refinement of TENA is managed by the TENA Software Development 
Activity (SDA). 
 
Being successful in the development of any Joint testing capability requires a supporting and 
guiding activity, and in December 2005, the JMETC program element was formed.  JMETC is a 
distributed live, virtual, and constructive (LVC) testing capability which supports the acquisition 
community throughout program development, developmental testing (DT), operational testing 
(OT), interoperability certification, and includes demonstration of net-ready key performance 
parameters (KPP) requirements in a customer-specific Joint mission environment (JME).  
JMETC provides readily available connectivity to the Services’ distributed test capabilities and 
simulations, as well as that of Industry test resources.  Initially developed as a testing capability, 
JMETC is aligned with and complemented by the JTEN, and together offer integration solutions 
fostering test, training, and experimental collaboration. 
 
JMETC uses a hybrid network architecture. The JMETC Secret Network (JSN), which leverages 
the Secret Defense Research and Engineering Network (SDREN) for connectivity, is the T&E 
enterprise network solution for secret testing. The JMETC Multiple Independent Levels of 
Security (MILS) Network (JMN) supports higher classifications, as well as cyber testing.   
 
The JMETC program uses TENA to improve its testing support infrastructure.  With TENA, a 
live range instrumentation architecture and field-proven in exercises and numerous distributed 
test events since 2002, it provides JMETC a technology already deployed in the DoD.  Where 
TENA serves as the middleware and software component, the persistent JMETC networks 
provide the connectivity for distributed testing.     
 

UNDERSTANDING TENA 
 

Understanding composability as the ability to rapidly assemble, initialize, test, and execute a 
system from members of a pool of reusable, interoperable elements, the TENA architecture is a 
technical blueprint for achieving an interoperable, composable set of geographically distributed 
range resources (both live and simulated) that can be rapidly combined to meet new testing and 
training missions in a realistic manner.  TENA is made up of several components, including a 
domain-specific object model that supports information transfer throughout the event lifecycle, 
common real-time and non-real-time software infrastructures for manipulating objects, as well as 
standards, protocols, rules, supporting software, and other key components.   
 
The TENA Middleware (currently at Release 6.0.5 and available for free download at the TRMC 
web site: https://www.trmc.osd.mil) combines distributed anonymous publish-subscribe, and 
model-driven, distributed, and object-oriented programming paradigms into a single distributed 
middleware system.  This unique combination of high-level programming abstractions yields a 
powerful middleware system that enables TENA middleware users to rapidly develop complex 
yet reliable distributed applications.   
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The TENA object model consists of those object / data definitions derived from range 
instrumentation or other sources, which are used in a given execution to meet the immediate 
needs and requirements of a specific user for a specific range event.  The object model is shared 
by all TENA resource applications in an execution.  It may contain elements of the standard 
TENA object model although it is not required to do so.  Each execution is semantically bound 
together by its object model. 
 
Therefore, defining an object model for a particular execution is the most important task to be 
performed to integrate the separate range resource applications into a single event.  In order to 
support the formal definition of TENA object models, a standard metamodel has been developed 
to specify the modeling constructs that are supported by TENA.  This model is formally 
specified by the Extensible Markup Language (XML) Metadata Interchange standard and can be 
represented by Universal Markup Language (UML).  Standards for representing metamodels are 
being developed under the Object Management Group Model Driven Architecture activities.  
The TENA Object Model Compiler is based on the formal representation of this metamodel, and 
TENA user-submitted object models are verified against the metamodel.  However, it is 
important to recognize the difference between the TENA metamodel and a particular TENA 
object model.  The object captures the formal definition of the particular object / data elements 
that are shared between TENA applications participating in a particular execution, while the 
object model is constrained by the features supported by the metamodel.  
 
Another significant benefit for TENA users is auto-code generation.  The TENA Middleware is 
designed to enable the rapid development of distributed applications which exchange data using 
the publish-subscribe paradigm.  While many publish-subscribe systems exist, few possess the 
high-level programming abstractions presented by the TENA Middleware.  The TENA 
Middleware provides these high-level abstractions by using auto-code generation to create 
complex applications, and these higher-level programming abstractions (combined with a 
framework designed to reduce programming errors) enable users to quickly and correctly express 
the concepts of their applications.  Re-usable standardized object interfaces and implementations 
further simplify the application development process. 
 
Through the use of auto code generation, other utilities, and a growing number of common tools, 
TENA provides an enhanced capability to accomplish the routine tasks performed on the test and 
training ranges in support of exercises.  The steps in many of the tasks are automated, and thanks 
to the enhanced software interoperability provided by TENA, the information flow is streamlined 
between tools and the common infrastructure components.   
 
TENA utilities facilitate the creation of TENA-compliant software and the installing, integrating, 
and testing of the software at each designated range.  This complex task falls to the Logical 
Range Developer who, in this phase, performs the detailed activities described in the requirement 
definitions and event planning, as well as the event construction, setup, and rehearsal activities of 
the Logical Range Concept of Operations.  While some manual exercise and event setup is 
required at ranges, TENA tools, as they are developed and become accepted across the range 
community, make exercise pre-event management easier. 
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SUPPORT FOR TENA USERS 
 

The TENA SDA has developed a website that provides a wide range of support for the TENA 
user, including an easy process to download the Middleware, free of charge.  The website also 
offers a helpdesk and user forums that will address any problems with the Middleware download 
and implementation.  The TENA SDA is very aware of the need to inform range managers and 
train TENA users, and the TENA SDA presents regular training classes that are designed to meet 
attendees’ needs; from an overview or technical introduction of TENA, all the way to a hands-
on, computer lab class on the TENA Middleware. 
 
TENA’s continuing evolution in its support of the test and training range community is managed 
by an organization of users and developers.  This collection of TENA stakeholders, called the 
Architecture Management Team (AMT), meets several times a year to be updated on TENA 
usage, problems, and advancements.  Although the agenda involves briefings, it is open to wide-
ranging discussions.  This ensures the users’ concerns and inputs are understood, recorded, and 
action items are made if necessary.  Of equal importance, TENA developers and management 
have had a long and mutually beneficial relationship with the Range Commanders Council. 
 

CONCLUSION 
 

Although it was a technological and software evolution that was the impetus for TENA’s growth 
in its enabling of range interoperability and resource reuse, the Middleware found its needed 
validation on the DoD test and training ranges.  On those ranges, the U.S. Military evaluates the 
warfighting equipment, personnel, and concepts that are deployed in support of ongoing missions 
around the globe.  Unfortunately, test and training events only provide the opportunity for 
evaluation.  It is the data collection and analysis that determines the war-worthiness of the 
equipment or concept; this data can quickly and definitively illuminate any necessary 
improvements needed to ensure effective and safe weapon system operation and training.  TENA 
and JMETC are time-tested, proven, integral parts of that equation.   
 
JMETC reduces the time and cost to plan and prepare for distributed events by providing a 
persistent, readily-available network, and the TENA common integration software is easily-
integrated into telemetry environments and applications.  Even the remote control capability 
alone alleviates previous manpower issues and greatly reduces operating costs for the telemetry 
community.  Using TENA and JMETC, Test Directors can put their focus back where it needs to 
be – on the warfighter and the task at hand. 
 
For more information about TENA and JMETC, contact Ryan Norman, TENA SDA Program 
Manager (PM), AJ Pathmanathan, JMETC PM, or George Rumford, Test Resource Management 
Center (TRMC) Deputy Director – Major Initiatives Technical Analysis (MITA), E-mail: 
feedback@tena-sda.org or feedback@jmetc.org or go to the TRMC Web Site: 
https://www.trmc.osd.mil.   


