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ABSTRACT
This paper addresses three objectives: first, the extent of the theoretical understanding of
countermeasures that is present in the deception detection literature to date was mapped out by
conducting a literature review of countermeasures related work in the deception detection
discipline. Second, after evaluating and analyzing this literature, Signal Detection Theory (SDT)
was leveraged to generate an enhanced and extended theory-based framework for countermeasures.
Third, an experiment was designed and conducted to explore the implications of this theory-based
framework in the context of an HCI-based deception detection system based on tracking mouse
movements and Attentional Control Theory (ACT) in an empirical experiment. The experiment
was designed to learn more about what happens when users are aware they are being monitored
and identify potential ways to mitigate any such countermeasures they may employ. In the
experiment, participants were able to decide to perform and unsanctioned malicious act. In
addition, we were able to definitively establish the ground truth about their behavior without
imposing monitoring that was too overly invasive to the point of discouraging them from
performing the malicious act. Mouse tracking was then used to attempt to detect who chose to
perform the act, in a manner similar to how such a system would be deployed in practice. We
manipulated the level of user awareness of the tracking and trained the users in strategies that can
function as countermeasures to detection. Our analysis let us see how effective the system is at the
varying levels of awareness and explore explanations and data analysis techniques to detect and
mitigate the countermeasures. Results are discussed and considerations for future research are
presented.
Keywords: Psycho-Physiological Deception Detection; PDD; Polygraph; Polygraph Tests;
Countermeasures; Polygraph Countermeasures; Attentional Control Theory; ACT; Signal
Detection Theory; SDT; Ground Truth; Unsanctioned Lie; Deception Experiment;
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CHAPTER I: INTRODUCTION
Deception and malfeasance are endemic in our world today. Crime and terror threats are
never far from top of mind and the enhanced security measures put in place in reaction impact us
all on almost a daily basis. Above and beyond questions of law enforcement, safety, and security,
the economic costs of malfeasance can be staggering.

The Association of Certified Fraud

Examiners estimates that in 2018 the typical organization loses 5% of their revenues to fraud
(ACFE 2018) and the insurance industry alone is estimated to have lost over $80 billion in 2015
(Coalition Against Insurance Fraud 2015). Individual instances can be much more spectacular and
expensive (e.g., Enron, WorldCom) and can systematically infiltrate and undermine entire
organizations such as Wells Fargo with their fake accounts scandal (Conti-Brown 2017). In
addition, insider threats have become one of the most critical threats facing government agencies
and corporations (Gorman 2014).
To address these threats, new approaches to screening are needed.

As information

technology has revolutionized the conduct of business operations, it is now poised to dramatically
alter security and screening processes. Specifically, research into the use of information systems
for deception detection has grown substantially in scope in recent years (Nunamaker Jr et al. 2016).
Systems that utilize technologies such as eye tracking (Proudfoot et al. 2016), facial recognition
(Su and Levine 2016), and linguistic analysis (Burgoon et al. 2016) are increasingly being tested
and deployed from the lab into real world usage. Previous work has indicated that such deviant
behaviors can also be detected using commonly available human-computer interaction (HCI)
devices such as computer mice (Hibbeln et al. 2014, 2017). When an individual engages in a
deviant behavior there are multiple impacts on their cognitive processes. These impacts manifest
as changes in the motor nervous system. These changes are detectable by analyzing movement
information collected from HCI devices. The use of commonly available HCI devices offers
options for deployment of such behavioral monitoring systems at scale. Expensive eye-tracking
hardware or special cameras are not required – merely software that captures and analyzes the
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appropriate data from the HCI device.

Systems that flag such HCI behaviors are being

commercialized and evaluated for use in multiple contexts. These systems work by generating a
baseline of a user's movements while they are engaged in innocuous activity and comparing that
baseline to their movements when they answer questions relevant to the risky behavior. These
systems are being deployed in commercial contexts, such as loan underwriting, and national
security contexts, such as insider threat detection.
When deploying such a system in practice, a common concern that arises is that of
countermeasures. We define countermeasures in this context to mean the use of movement
techniques designed to defeat the ability of a mouse movement tracking system to infer valid
results. In other words, what happens when users know that they are being monitored and attempt
to defeat the system? The theoretical constructs underlying many of the detection systems
described in previous research and being deployed in practice emphasizes the inability of the
individual being screened to consciously control the attributes being measured. However, this has
not been empirically tested. More broadly, countermeasures in the context of deception detection
in general have rarely been systematically addressed. This paper thus has three objectives: first,
map out the extent of the theoretical understanding of countermeasures that is present in the
deception detection literature to date; second, derive a theory-based framework on which to extend
and enhance this understanding; and third, to explore the implications of this theory-based
framework in the context of HCI-based countermeasures specifically.
To address the first objective, a literature review was performed of countermeasures related
work in the deception detection discipline. After evaluating and analyzing this literature, the
second objective was addressed by leveraging Signal Detection Theory (SDT) to generate an
enhanced and extended theory-based framework for countermeasures.

To address the third

objective and to learn more about what happens when users are aware they are being monitored
and identify potential ways to mitigate any such countermeasures they may employ, we designed
and conducted an experiment. The first task was to identify and develop a context for our
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experiment. Participants needed to be able to decide to perform and unsanctioned malicious act.
In addition, we needed to be able to definitively establish the ground truth about their behavior
without imposing monitoring that was too overly invasive to the point of discouraging them from
performing the malicious act.
The experimental task is designed to induce participants into performing a deviant act – in
this case, cheating on an intelligence test. Mouse tracking is then used to attempt to detect who
chose to perform the act, in a manner similar to how such a system would be deployed in practice.
We then manipulate the level of user awareness of the tracking and train the users in strategies that
can function as countermeasures to detection. We then see how effective the system is at the
varying levels and explore alternative data analysis techniques to detect and mitigate the
countermeasures.

CHAPTER II: LITERATURE REVIEW & THEORY
Introduction
To map out the extent of the theoretical understanding of countermeasures that is present
in the deception detection literature to date, a literature review was performed of countermeasures
related work in the deception detection discipline. This review is organized around the existing
taxonomies and frameworks that were identified in the literature. After evaluating and analyzing
this literature, Signal Detection Theory (SDT) was identified as an appropriate theoretical
foundation for the study of countermeasures and was leveraged to generate an enhanced and
extended theory-based framework. SDT is briefly introduced and summarized below, followed by
an introduction of the theory-based framework. Next, the theoretical underpinnings of the HCIbased deception detection that was used for the exploratory experiment are covered. Finally,
hypotheses and research questions are formulated.

First, however, since most existing

countermeasures research relates to the polygraph test, a brief overview is given to facilitate
discussion in the following sections.
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Brief Overview of the Polygraph Test
The purpose of this section is to give an overview of the underpinnings and the methods of
employment of the polygraph such that a reader who is not familiar with the area has sufficient
background to understand the next sections. The polygraph is a device for measuring and recording
multiple1 psychophysiological indicators of arousal. When taken together with the context of the
questioning in a polygraph test, deviations in these indicators may be interpreted as indicators of
deception. The polygraph and the polygraph test are often referred to as Psychophysiological
Detection of Deception (PDD). The underpinning theory of the polygraph test is that the cognitive
processes associated with deception (i.e., arousal) will manifest themselves as changes in these
physiological measures (Iacono 2008). The physiological measures captured by the standard
polygraph are: cardiac activity (blood pressure, pulse rate), respiration (rate), and electrodermal
response (skin conductivity). The context in which the changes in these signals are collected and
interpreted is determined by the procedures employed for the conduct of the polygraph test. Two
types of test procedures are common: the control/comparison question test (CQT) and the concealed
information test (CIT) – also referred to as the guilty knowledge test (GKT) (Iacono 2008).
In a CQT a series of questions of different types are asked. Relevant questions (RQs) are
direct accusatory questions that address the matter at hand. RQs are expected to evoke a relatively
large physiological response from guilty subjects as compared to their responses to comparison
questions. Comparison questions (CQs) are questions designed to evoke a strong physiological
response from innocent subjects. An innocent subject would be expected to have a relatively larger
response to the CQs than to the RQs. A guilty subject would be expected to have a relatively larger
response to the RQs than to the CQs.
In a CIT a series of stimuli (generally statements or images) are presented to the test
subject. Some of these items represent knowledge that only a guilty party would have, others are
1

Greek: poly- "multiple/many" -graphos "written/drawn"
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related, but neutral (Matsuda et al. 2012). For example, images of different weapons might be
shown and only the killer would know that the murder was committed with a knife. The reactions
of the subject to each item are compared with the idea that a guilty subject would show a differential
(i.e., stronger) arousal response to the guilty knowledge items.

Frameworks / Taxonomies
This section will review several works that address frameworks or taxonomies for
countermeasures. First, works that directly suggest or define frameworks or taxonomies will be
addressed, then works that indirectly or implicitly organize their discussion of countermeasures
into a taxonomy will be reviewed. Popular press articles, books, and internet guides on defeating
the polygraph (e.g., Maschke and Scalabrini 2005) were considered out of scope due to their general
lack of rigor and application of scientific methodologies to the evaluation of the techniques they
examine or suggest.

Krapohl: Polygraph Countermeasures Taxonomy
Donald Krapohl, a former CIA polygraph examiner and former Deputy Director of the
National Center for Credibility Assessment, laid out a taxonomy for countermeasures in the Journal
of the American Polygraph Association (Krapohl 1996) which was also republished in the same
journal more recently (Krapohl 2009). Krapohl's taxonomy divides countermeasures by how they
are implemented by the test subject. He defines four classes: physical, mental, pharmacological,
and behavioral.
Class I countermeasures are physical countermeasures. Krapohl considers any method that
involves muscular movement as its central feature to be a physical countermeasure. Examples
include inducing muscle tension, intentionally causing pain, activities that deplete energy (e.g.,
hard workouts), and attempting to alter the respiratory cycle. These physical movements are
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intended to alter the signals produced by the polygraph sensors in a way that impacts the decision
making and evaluation performed by the examiner. A key drawback to physical countermeasures
is that to be employed in such a way to have sufficient magnitude to have an impact, they are likely
to be readily observable by the examiner.
Class II countermeasures are mental countermeasures.

Krapohl defines mental

countermeasures as those that draw upon psychological manipulations exclusively in order to alter
or mediate the physiological responses concomitant to deception. Examples include: selective
attention, fantasy, conditioning, semantic transformations, self-deception, relaxation, learned
autonomic control, and personality characteristics. Mental countermeasures are intended to alter
the psychological drivers of the psycho-physiological indicators of deception that are recorded by
the polygraph sensors. In other words, the intent is to interrupt the indicator of deception while
still in the psychological realm, prior to its instantiation in the physical realm. As compared to
physical countermeasures, mental countermeasures are harder for examiners to detect via
observation of the subject or the sensor readouts. The drawback to mental countermeasures is that
they are difficult to learn and to perform consistently and effectively.
Class III countermeasures are pharmacological or chemical countermeasures. Krapohl
reviews various drugs that are popularly believed to be effective against the polygraph. The
presumed primary mechanism of impact is the heightening or dampening of physiological arousal.
Research has not supported the effectiveness of this approach.

Drugs such as diazepam,

meprobamate, and propranolol have been tested and found not to impact the outcome of guilty
knowledge type tests (Iacono et al. 1992). There has been moderate support for the idea that such
drugs can increase the likelihood of an inconclusive outcome, which may be desirable in certain
circumstances, but this has not been empirically tested2. The drawbacks to pharmacological

2

However, more recent research suggests that pharmacological means may be used to actually
erase memories by altering the chemistry of the brain (Adler 2012).
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countermeasures include the likelihood that the examiner will detect that something is amiss during
the test and the availability of blood and urine tests to detect the drugs.
Class IV countermeasures are behavioral countermeasures. This category is the most
ambiguous and includes anything that the examinee does to attempt to influence the examiner or
the validity of the examination. Examples include attempting to sway the examiner with their side
of the story, attempting to distract or disrupt the flow of the examination, and insisting on the
presence of legal counsel to accomplish the same ends. This class of countermeasures is more
about social psychology and process. Krapohl suggests that the discipline and professionalism of
the examiner is the primary mechanism by which behavioral countermeasures are mitigated.

Honts: General State vs. Specific Point
With others, Charles Honts, a psychologist now at Boise State University, introduced a
framework for the study of polygraph countermeasures in a study published in the Journal of
Applied Psychology (Honts, Hodes, et al. 1985) and further codified it in a review in the Journal
of Police Science and Administration (Honts 1987). This framework was subsequently refined and
expanded in two books (Honts 2014; Honts and Amato 2002). Honts emphasizes the characteristics
that a successful countermeasure must entail: first, it must alter the response pattern that the
examiner observes in the signals in order to produce an improper outcome. In CQT tests, this
means inducing a larger response to the comparison questions than to the relevant questions. In a
CIT test, this would mean suppressing a differential response to the guilty items. In addition, the
countermeasure must be implemented in a manner that is not observable by the polygraph
examiner, either by visual inspection or from an analysis of the physiological data. Honts then
divides countermeasures into those that have an impact on the general state of the test subjects and
those that have an impact at a specific point in time during the examination. Finally, Honts
characterizes two additional categories of countermeasures as Spontaneous and Informational.
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General state countermeasures are intended to alter the general physiological or
psychological state of the subject for the entire period of the examination. Examples of general
state countermeasures include drugs, exercising to exhaustion, hypnosis, and mental efforts to
relax, rationalize, or disassociate throughout the examination. Specific point countermeasures are
intended to alter the psychological or physiological state of the subject at specific points during the
examination. The specific point countermeasure should either produce a physiological response
that would not otherwise occur or inhibit a physiological response that would be present without
the intervention or countermeasure. Spontaneous countermeasures are attempts to influence exam
outcomes that are employed without forethought or planning by the subject. Examples include
physical countermeasures such as pressing a toe to the floor or mental countermeasures such as
visualization. In general, spontaneous countermeasures seem ineffective at producing a truthful
outcome in deceptive subjects, but they are more likely to generate sufficient noise to produce an
inconclusive or guilty outcome in innocent subjects. Informational countermeasures are defined as
knowledge about how the polygraph works. With the rise of the Internet, information about how
the polygraph works has become more widely available. The supposition is that if people know
more about how the test works, they are more able to defeat it. Honts and Alloway (2007) directly
examined whether providing subjects with accurate information on the polygraph would impact the
validity of the exam and found no significant effects3.

Gudjonsson: How to Defeat the Polygraph Tests
Gisli Gudjonsson in the 1988 book "The Polygraph Test: Lies, Truth, and Science"
authored a chapter titled "How to defeat the polygraph tests" (Gudjonsson 1988). Gudjonsson

3

Interestingly, in addition to methods for addressing the suspicion that a subject employed physical
countermeasures, this is the only other type of countermeasure specifically called out in the Federal
Polygraph Handbook (Federal Psychophysiological Detection of Deception Examiner Handbook
2006).
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divides countermeasures into three categories: suppressing physiological responses to relevant
questions; augmenting physiological responses to control questions; and suppressing the overall
level of physiological reactivity. Gudjonsson further divides countermeasure implementations
into: physical countermeasures; mental countermeasures; hypnosis and biofeedback; and drugs.
The conceptualization of these categories mirror those discussed above.

Other Notable Chapters or Book Sections
Aldert Vrij in his book "Detecting Lies and Deceit" (Vrij 2000, pp. 202–204) briefly
touches on countermeasures and makes the distinction between physical and mental. Notably, Vrij
raises the point that it is difficult to conduct a countermeasure test as "it can only be done in
laboratories and never field studies." Stan Abrams in "The Complete Polygraph Handbook"
(Abrams 1989, pp. 185–186) also addresses countermeasures briefly. While he does not provide a
taxonomy, he does make the point that the more effective countermeasures seem to be the ones that
reduce validity for both guilty and innocent subjects. In his book "A tremor in the blood" (Lykken
1998, pp. 237–243) David Lykken addresses movement and pain based countermeasures, but also
raises the points that most unsophisticated deployments of countermeasures (similar to Honts'
"spontaneous" type above) are more often than not to lead to an innocent subject appearing guilting.
Lykken also makes the point that it would be difficult for a researcher to set up a controlled study
in real life conditions. Finally, it is worth mentioning that as early as 1942, Fred Inbau noted that
"a factor which may account for the absence of deception criteria in the record of a person who is
actually lying is the ability possessed by some individuals to control their responses by certain
mental sets or attitudes (Inbau 1942, p. 40)." This illustrates the extent to which early research was
focused on innate abilities versus conscious efforts to defeat the polygraph. Inbau, however, goes
on to note that "there are relatively few persons who possess the necessary ability to avoid detection
by thus deliberately controlling their responses (Inbau 1942, p. 41)."
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Studies Evaluating the Efficacy of Countermeasures
Considerable work has been conducted to evaluate the effectiveness of various
countermeasures techniques. See Appendix A: Table of Countermeasures Studies for a listing of
62 of these studies and a brief overview of the countermeasures they examined. These studies and
others have been comprehensively reviewed in (Handler et al. 2015; Honts 2014; Honts and Amato
2002). Little new work on countermeasures has been done in the public domain since 2003 when
the US government largely classified the countermeasures research that it funds (Honts 2014). A
review of some of the government sponsored work prior to this shift can be found in (OTA 1983).
With few other sources of funding, work that has been done in the public domain has been ancillary
to other deception detection work (e.g., Twyman et al. 2013).

A Signal Detection Theory Based Framework
Krapohl's framework focuses on how the countermeasure is deployed. Honts' framework
focuses on when the countermeasure is deployed. We propose to extend these with a framework
that focuses on why a countermeasure does or does not work – the mechanism by which it impacts
a decision outcome. The underpinning mechanism by which the polygraph works, regardless of
test modality, is the detection by an examiner of a differential signal on one or more of the
physiological measures. Thus, the mechanism by which a countermeasure must operate is the
disruption of this signal detection process. To that end, we propose a framework for PDD
countermeasures derived from Signal Detection Theory (SDT).

SDT in Research
SDT was originally formalized in the 1950s to study and evaluate the efficacy of radar
operators (McNicol 2005; Peterson et al. 1954). In the early days of the Cold War critical decisions

21
needed to be made based upon fuzzy blips on early radar screens (Marcum 1960). The accuracy
of the decision-making process of the operator manning the radar screen could lead to critical
outcomes. An invading fleet of bombers might be successfully identified and intercepted or
completely missed and the country nuked without warning. A squadron of interceptors might be
scrambled at great cost (including the risk of accident, injury, or death) for no reason and could
even potentially provoke a retaliatory strike. Clearly, a rigorous method was needed to better
understand and guide such decision making. The application of SDT to this problem helped the
Department of Defense establish operating procedures and training for their personnel, and to
establish functionality and performance requirements for their technology platforms and systems
(McNicol 2005).
SDT has subsequently been used in research in multiple scientific disciplines including
human psychology and studies of judgment and decision making. Psychologist John Swets and
others explored this area thoroughly (Egan and Clarke 1966; Greene and Swets 1966; Swets 1964,
1988, 2000; Swets et al. 1961). For an extensive review of these works and others, see (Swets
2014). SDT has also been utilized extensively in the Management Information Systems (MIS)
literature. It has been used to aid in MIS theory development (e.g., Walls et al. 1992). Further,
the signal detections aspects have been used to study specific research questions such as the ability
of users to detect errors in data (Klein et al. 1997) and to inform the design of systems such as
security screening kiosks (e.g., Derrick et al. 2011). The classification accuracy aspects have been
used extensively to analyze user decision making abilities (e.g., Biros et al. 2002) and system
performance, such as Intrusion Detection Systems (e.g., Cavusoglu et al. 2005).

A brief overview of SDT
This section is intended as a brief overview of SDT that touches on enough detail to inform
the subsequent section on the framework development. It is far from comprehensive; for a much
deeper dive and more comprehensive coverage, the reader is referred to McNicol (2005). SDT

22
fundamentally deals with the question of how to decide when a signal is present or if what is being
measured is just noise (McNicol 2005). Prior to the development of SDT, the confusion matrix
would have been familiar to statisticians. SDT brought a formalized mechanism for evaluating the
confusion matrix and making decisions. Decision processes can be categorized along two axes:
the decision that was made and the decision outcome (Table 1). If a decision is made that a signal
is present, and it turns out that it is actually present, then you have a "true positive" or a "hit." If
the decision is that the signal is present and it is not (i.e., noise), you have a "false positive" or
"false alarm." If the decision is that the signal is not present and it actually is present, then you
have a "false negative" or a "miss." Lastly, if you decide that the signal is not present, and it actually
is not, then you have a "true negative" or a "correct rejection."

Table 1: SDT Confusion Matrix
Adapted from (McNicol 2005)
Decision (S/N)
Outcome (s/n)

Yes (Signal - S)

No (Noise - N)

True Positive

False Negative

(Hit)

(Miss)

P(S|s)

P(N|s)

False Positive

True Negative

(False Alarm)

(Correct Rejection)

P(S|n)

P(N|n)

Yes
(Signal - s)

No
(Noise - n)

For each cell, there is a conditional probability that the decision (s - signal / n - no signal)
will be correct based upon the probability of the outcome (S - Signal / N - No signal). The
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likelihood of a given decision being correct is thus described by the ratio of the conditional
probabilities (likelihood ratio):
! (#) =

'(#|))
'(#|*)

If the odds of each outcome are equal (i.e., a 50-50 chance) then the value of the likelihood ratio is
1 and the decision rule becomes: if l(x) < 1, respond N; if l(x) ³ 1, respond S. In real situations
however, the odds are seldom 50-50. The value of the decision threshold, b, that will maximize
the number of correct outcomes will thus be:
+=

'(*)
'())

The decision rule to maximize the number of correct classifications then becomes: if l(x) < b,
respond N; if l(x) ³ b. In order to correctly set b for any given decision process, estimates must be
generated for P(n) and P(s).
In general, there are costs and benefits associated with each outcome. As such, the
objective may not be to maximize the number of overall correct classifications – a certain number
of one type of misclassification may be acceptable in order to minimize the number of another.
True positives and true negatives are obviously desirable as they are correct classifications.
However, the costs associated with false positives and false negatives can vary in severity. A false
positive in a security screening context may lead to the inconvenience and delay of a passenger,
whereas a false negative in this context may lead to a terrorist incident. False positives in a
consumer loan fraud screening context can alienate and drive away good customers, whereas false
negatives in this context could exacerbate fraud costs that may be tolerable within the business
model. Plus, there are even more ambiguous scenarios such as cancer screening tests – a false
negative may lead to missed treatment opportunities and worsening health, but a false positive may
lead to expensive and unnecessary treatment along with psychological trauma. Thus, there is an
intrinsic trade-off that must be made by the decision maker. If they establish a high threshold for
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deciding that the signal is present, they increase their chances of saying no and risk generating more
false negatives. Alternatively, if they establish a low threshold, they may increase their chances of
a false positive. Formally, this can be expressed by incorporating the cost functions into the
calculation of b as follows (see (McNicol 2005) for derivation):
+=
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Where:
VsS = value of a hit

CsN = cost of a miss

VnN = value of a correct rejection

CnS = cost of a false alarm

Depending upon the specific scenario, these probabilities, values, and costs must be estimated as
parameters to the decision-making process in order to set an appropriate threshold to maximize the
value function. The degree of accuracy attainable is driven by the availability of information about
the underlying signal and the noise environment in which it is to be detected (McNicol 2005). In
addition, alternative decision rules such as minimizing false positives regardless of cost are
possible.
To illustrate these tradeoffs, SDT utilizes a visualization technique known as a receiver
operating characteristic (ROC) curve. A ROC curve charts the probability of a hit (P(S|s)) on the
y-axis versus the probability of a false alarm (P(S|n)) on the x-axis (Figure 1). As you move your
decision threshold along the curve (the farther from the origin, the "looser" your threshold), you
trade one against the other. The y=x line represents equal probabilities (i.e., a coin flip) – in other
words, the decision maker possesses no additional useful information about which outcome is more
likely.

The curves for all (good) decision processes will lie above and to the left of this

equiprobability line. The more information that the decision maker has about the relative likelihood
of a given outcome given the input conditions to the scenario, the higher up and to the left the curve
is pushed. An ideal decision process would approach the upper and left edges along the axes. The
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less information a decision maker has about the relative likelihoods of outcomes, the closer to the
equiprobability line the curve becomes, possibly even dropping below.

1.0

P(S|s) – True Positive

Best

0

50-50

Better

P(S|n) – False Positive

1.0

Figure 1: The ROC Curve

Signal to Noise Ratio
A related but distinct way to think about the identification of a signal is in terms of the ratio
of the magnitudes and variances of the signals to the noise. As with the probability functions
discussed above, the amount of information that is available to characterize the nature of the signal
as distinct from the background noise is a determinant of the ability of the observer to identify if
the signal is in fact present. See (McNicol 2005, chap. 4) for a robust mathematical treatment. For
our purposes here, it is sufficient to note that in order to evaluate if the signal is present a sensitivity
parameter is utilized:
∆5 =

673 − 679-

Where 673 is the mean of the signal distribution, 67- is the mean of the noise distribution, and 9- is
the standard deviation of the noise distribution. In psychology research related to SDT, the
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emphasis tends to be placed on the probability estimation functions discussed above as they relate
to human decision making (Swets 2014), however, it is worth mentioning the signal magnitude
approach as it is how most countermeasure related work in SDT is characterized.
Countermeasures in SDT
Countermeasures in the signal detection can be divided into two main approaches: signal
jamming and stealth technology. Both are intended to disrupt the information available to the
decision maker to identify a signal, but each takes a slightly different approach.
Modern signal jamming techniques entail a wide variety of approaches that generally fall
under the discipline of electronic warfare (EW) and are formally studied as electronic
countermeasures (ECM) (Poisel 2011). One of the key approaches to ECM is noise jamming
(Neng-Jing and Yi-Ting 1995). Wideband noise represents an attempt to occupy portions of or the
entire spectrum in use by the target system. Narrowband noise jamming systems attempts to follow
the specific portions of the spectrum in use by the target system at any given time (Poisel 2011, p.
467). Much of the work on ECM and EW was performed during the height of the Cold War in the
1980s. More recently, with the rise in importance of cellular services and wireless networking,
jamming and other denial of service attacks have been studied in the context of wireless
infrastructure (e.g., Law et al. 2009; Muraleedharan and Osadciw 2006).
On the other end of the signal detection game is stealth technology. Stealth technology
represents an attempt to reduce the signal returned to the receiver by either deflection or absorption
(Neng-Jing 1995). Stealth vehicles (planes, ships) are constructed in such a way that the geometry
of their surface is less likely to reflect an incident electromagnetic waves directly back to the
receiver. In addition, they are constructed utilizing advanced materials that absorb electromagnetic
radiation in the spectrum ranges utilized by tracking radars, infrared sensors, and visual systems.
With both approaches the intent is to reduce the magnitude of the returned signal and thus its
differentiability from the background noise collected by the receivers (NJ 1995). In other words,
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to disrupt the ability of the decision maker to correctly estimate the probabilities associated with
their classifications and set an optimal cutoff threshold b.

An SDT Based Framework for Countermeasures in PDD
We now turn to extending the countermeasure frameworks and taxonomies discussed
above with a theory-based framework to better understand how countermeasures work derived
from SDT.

In the Krapohl and Honts frameworks, the focus is on how and when the

countermeasures are deployed. This limits the ability of researchers to understand the impact of
countermeasures on decision outcomes by neglecting the mechanisms by which the
countermeasures impact decision outcomes.

In ECM and stealth, the deployment of

countermeasures aims to disrupt the decision threshold trade-off calculation – i.e., to lead to an
improper decision outcome, either a false negative or a false positive. By altering the available
information, the estimation process for the optimal values of the parameters used in calculating b,
P(n) and P(s), is made more difficult (Swets 2014). A similar approach can be leveraged to better
understand countermeasures in the context of deception detection. PDD countermeasures can
similarly be divided into two categories based upon how they impact the detection of the relevant
signal. The first category are those countermeasures intended to attenuate the signal. The second
category are those that are intended to inject noise such that the signal can no longer be
distinguished. Figure 2 shows a simplified visualization of each type of countermeasures.
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Figure 2: Countermeasure Visualization

Signal attenuation countermeasures are analogous to stealth technology. One who is
deploying a signal attenuation countermeasure is attempting to reduce the signal that is transmitted
to the receiver, in this case a physiological indicator measured and recorded by the polygraph or
other PDD technology. Examples include: physical gaze direction or voice tone and timing control
and mental tactics such as counting during questions. A countermeasure in this category can be
evaluated by the extent to which it decreases the magnitude or increases the variability of the signal
as compared to the magnitude or variability of the signal in the absence of the countermeasure, thus
making it less distinguishable from background noise.

A weakness of signal attenuation

countermeasures is the extent to which they are difficult to implement across all the relevant signal
modalities.
Noise injection countermeasures are analogous to ECM. One who is deploying a noise
injection countermeasure is attempting to reduce the ability of the receiver to differentiate the signal
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from the background noise by increasing the level of that noise. Examples include: physical pain
induction, haphazard gaze direction, and mental tactics such as repeating a mantra during
questioning. A countermeasure in this category can be evaluated by the extent to which it increases
the magnitude of the background noise compared to the level of background noise without the
countermeasure. A weakness of a noise injection countermeasure is that the increase in background
noise may be detectable by the examiner and identifiable as the employment of a countermeasure
reducing its efficacy in a real-world scenario.
This framework is useful for understanding and studying countermeasures because it
allows the researcher to more closely align the actions taken as part of the deployment of the
countermeasure

with

their impact

on

the

system

measuring

and

interpreting

the

psychophysiological indicators of deception. In order to explore the implications of this theorybased framework in the context of HCI-based countermeasures specifically, we will next explore a
system for detecting possible malfeasance or deception utilizing HCI devices.

HCI-Based Deception Detection: Mouse Cursor Movements
The HCI-based system utilized in our work to measure and analyze potential deception
draws on criminology and neuro-psychological theory to connect the performance of malicious acts
to motor movement characteristics. There is a long history of criminology research that has
associated certain stressors with malicious behavior (Agnew 2001). The most notable theory,
General Strain Theory (GST), suggests that strains resulting from various stressful situations can
be a catalyst to criminal behavior (Agnew 2008; Cullen et al. 2013). In addition, when performing
a malicious act, people feel cognitive or moral conflict (Buller and Burgoon 1996; Nuñez et al.
2005). We leverage Attentional Control Theory (ACT) and the Response Activation Model (RAM)
to connect these cognitive and emotional effects to motor-nervous system phenomena that are
measurable using HCI devices.
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Attentional Control Theory
Attentional Control Theory (ACT) states that when experiencing negative emotions, one's
attention shifts from being goal directed to being stimulus driven (Eysenck et al. 2007). This leads
to additional cognitive resources being dedicated to distracting stimuli in the environment. This
re-allocation of cognitive resources leads to a reduction in the brains ability to inhibit paying
attention to unrelated stimuli (attentional inhibition) and also in the brains ability to focus on the
relevant stimuli (attentional shifting) (Eysenck et al. 2007). ACT was originally used to describe
how anxiety influences attentional control and has since been widely validated. It has been
extended to explain how other negative emotional responses decrease attentional control, including
frustration, sadness, fear, and depression (Bishop et al. 2007; Sarter and Paolone 2011). Of
relevance to our research, ACT has also been utilized to examine the influence of emotional states
on motor movement planning: how trait anxiety influences motor efficiency (Coombes et al. 2009),
the influence of stress on visuo-motor control (Vine and Wilson 2011), and how physiological
pressures influence excitability and finger movements (Tanaka et al. 2012). In addition, ACT has
been utilized in the MIS literature to show that negative emotions lead to changes in mouse cursor
movements (Hibbeln et al. 2017) .
Negative emotions have been found to impact mouse cursor movements. Maehr (2008)
manipulated emotions states by showing film clips (neutral, sad, happy).

Participants then

answered a questionnaire about their feelings while mouse movements were recorded. The
emotional changes were found to influence the precision, smoothness, speed, and acceleration of
the mouse movements. Grimes et al. (2013) manipulated emotional arousal and pleasure using the
International Affect Picture System (Lang and Bradley 2007). They found that negative emotions
increased direction changes and distance travelled and decreased speed when subjects responded
to self-report questions on their emotional state. Other studies have found similar links (SalmeronMajadas et al. 2014; Sun et al. 2014; Weinmann et al. 2013; Zimmermann et al. 2003, 2006). We
propose that the negative emotions related to the stress of a malicious activity will decrease
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mousing precision.

As discussed above, negative emotions are associated with decreased

attentional inhibition and shifting. Thus, p[people are less able to focus on relevant stimuli and
more likely to focus on less relevant stimuli (Eysenck et al. 2007). As a result, these less relevant
stimuli get included in the attentional and movement planning process of the subject.
Response Activation Model
Next, we explore how the influence of the cognitive states associated with malicious
activities can impact the planning and execution of motor movements. The Response Activation
Model (RAM) explains how motor movements are planned by the and executed by the brain. When
a possible movement enters into working memory, the brain begins pre-planning multiple possible
detailed destinations and sub-movements (Welsh and Elliott 2004). These possible destinations
and sub-movement derive from the set of possible movements to achieve a goal and represent the
manifestations of cognitions with actionable potential. The purpose of this pre-planning is to
enhance reaction time. The visual processing system in the brain takes time to process a stimulus,
generate a response, and program a movement (Seidler et al. 2004). This can take several hundreds
of milliseconds (Thorpe et al. 1996). By pre-programming possible movements, the brain can
facilitate a faster reaction time – if a user decides to act on a particular stimulus, then the needed
activities are already underway (Welsh and Elliott 2004).
Ultimately, the actual movements undertaken represent an aggregation of these
possibilities as the underlying cognitive uncertainties and decisions are resolved over time. To the
extent that the cognitions represent uncertainty, for example, if the action is to lie or commit fraud,
the user may have a thought of misgiving that would indicate the movement should be stopped or
a different answer should be selected. As the various possibilities are planned and developed nerve
impulses are already being transmitted to the hand to realize the movement (Georgopoulos 1990;
Song and Nakayama 2008). This means that the influence of these alternative courses of action
will show up as deviations (i.e., a decrease in precision) in the actual course of action taken by the
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hand in answering the questions. Figure 3 shows how these alternative stimuli and negative
emotions can influence a mouse cursor path.

Negatively Valanced Emotions Trajectory

End

Normal Trajectory

Start

Figure 3: Example Mouse Cursor Trajectory Under the Influence of Negative Emotions
Adapted from (Hibbeln et al. 2017)

Finally, we also consider the impact of these phenomena on the overall speed during the
interaction. Negative emotions cause people to distribute their attentional focus more broadly
(Eysenck et al. 2007). ACT states that such a broader attentional focus reduces the processing and
storage capacity of working memory. This reduction in attentional control also allows more stimuli
to capture attention, further reducing the amount available for the primary task and leads to a
reduction in reaction time (Eysenck et al. 2007). When moving the mouse cursor to a specific
location, the brain processes a series of corrections to the trajectory based upon the visual feedback
that is received (Meyer et al. 1988, 1990). With reduced reaction time, each correction will require
more time to plan and execute. Thus, under conditions of low attentional control, the overall time
required to guide the mouse cursor to the target will be increased, which will result in a slower
speed.
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Measurement Approach
In order to quantify the impact of these phenomena on the actual movements of an
individual answering questions on an online form, we developed a system to record the mouse
movements of the user.

The system is derived from a commercial system that has been

implemented for the purposes of assessing similar phenomena. For this research, we utilized a
reduced set of metrics. The system utilizes a lightweight JavaScript module to capture the time
stamps and X-Y coordinates of mousing events as a user interacts with the page. We process this
raw information into metrics for analysis using a series of heuristics.
In previous studies of the impact of psychological phenomena on the motor nervous
system, mouse tracking has been used to generate testable metrics. For example, in one experiment
(Freeman and Ambady 2011), participants were asked to classify faces as male or female. They
would click a button at the bottom center of the screen to see the face, and then move the mouse to
the upper left or right corners of the screen to select the correct sex. The experimenters then
measure how various manipulations (e.g., typical and atypical voices that accompany the face)
influence mouse movement trajectories. In these studies, movement characteristics are calculated
by drawing a straight line from the bottom button (where the mouse cursor is automatically
positioned at the start) to the selected answer. This straight line is often referred to as the idealized
response trajectory (IRT) and represents the shortest line between the beginning and ending point.
The amount of deviation between the idealized response trajectory and the actual trajectory is a
measure of deviation. Three common measures of deviation include the area under the curve,
additional distance, and maximum deviation. Area under the curve (AUC) refers to the geometric
area between the actual mouse trajectory and the idealized response trajectory; it is a measure of
total deviation from the idealized response trajectory. Additional distance (AD) refers to the
distance a user’s mouse cursor travels on the screen minus the distance that it would have required
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along the idealized response trajectory. Finally, maximum deviation (MD) refers to the largest
perpendicular deviation between the actual trajectory and its idealized response trajectory (Freeman
and Ambady 2010). Whereas area under the curve measures total deviation, maximum deviation
measures the largest deviation. Error! Reference source not found. graphically depicts AUC,
MD, and AD.

Additional Distance

End
Actual Trajectory
Maximum Deviation

Idealized Response Trajectory

Start

Area Under the Curve

Figure 4: MD, AUC, and AD for an example movement

We use this generated IRT as a baseline for normalization. Since we are allowing users to
answer questions placed at various points around the screen, we need to create a more sophisticated
IRT than the simple straight lines used previously. As shown in Error! Reference source not
found., the total trajectory involved in reaching one question or another on a page can vary. The
IRT that we are interested in is the minimal trajectory between the collection of points associated
with a given question (i.e., the answer radio buttons). We utilized a three-step heuristic to define
the endpoints of the trajectory for the IRD. First, if a target is clicked on, we assume this is an
intended location and set an endpoint. Second, if the cursor stops moving for a given interval, we
assume the stop was intentional and set an endpoint. Finally, if the direction of movement
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substantially changes (e.g., an angle of more than 45 degrees) we assume that the intended
destination has changed and set an endpoint.

Loans-R-Us Web Application

= Starting and ending points

Figure 5: Idealized response trajectories in an example webpage

Once we have established an IRT, we normalize the distance measures against it by
dividing the measure by the length of the IRT. This allows our measures to take into account both
the differences in total required movement to get from one destination on a page to another and
also the varying geometries and resolutions of different user's screens. In addition, the deviation
measures are additive with distance travelled, so this allows us to account for the natural variation
in neuro-motor movements (neuro-motor noise) in making our comparisons. We thus divide the
AUC and AD measures by the IRT length to arrive at the Normalized Area Under the Curve
(NAUC) and the Normalized Additional Distance (NAD). In addition, MD is normalized using the
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screen resolution of the device. Overall speed is calculated using the timestamps associated with
each question and the total distance travelled.

Hypotheses and Research Questions
Hypotheses
Combining these three adapted measures with our prior argument that cognitive load and negative
emotions will decrease attentional control and thereby the precision of movement, we predict that
the negative emotional state associated with performing a deviant act (in this case cheating on an
online intelligence test) will cause an increase in NAUC, NAD, and MD:
H1a: Normalized Maximum Deviation (MD) will be greater for cheaters than for noncheaters.
H1b: Normalized Area Under the Curve (NAUC) will be greater for cheaters than for
non-cheaters.
H1c: Normalized Additional Distance (NAD) will be greater for cheaters than for noncheaters.
Speed on the other hand, should decrease due to the additional trajectory corrections associated
with the reduction in attentional control:
H1d: Overall Speed (Speed) will be less for cheaters than for non-cheaters.
Exploratory Research Questions
Knowledge of tracking affords the user with the ability to behave differently and potentially
interrupt their subconscious behaviors. As described above, however, the underlying neuropsychological phenomenon are resistant to conscious intervention. It is therefore unclear from a
theoretical perspective what the impact of knowledge of being tracked will be. In the context of
our SDT-based framework for countermeasures, we would like to examine the impact on both
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magnitude of the signals and their variance. We thus pose the following as exploratory research
questions:
RQ1: What differences will we see on the magnitude of MD, NAUC, NAD, and Speed
between levels of knowledge of tracking?
RQ2: What differences will we see on the variance of MD, NAUC, NAD, and Speed
between levels of knowledge of tracking?
Finally, both the hypotheses and research questions will be evaluated using both absolute
magnitudes of the measures and the deviations from a baseline (z-scored).

CHAPTER III: Experimental Design & Execution
System
The system we used to track movements is derived from a commercial system. A small
JavaScript is embedded in web pages containing the questions to which the user responds. Our
system collects the same raw data as the commercial system – XY coordinates and timestamps.
The raw data is then uploaded to a cloud-hosted analysis engine. The commercial system uses the
raw data to generate an extensive set of features, analyzes them, and then generates results using
proprietary algorithms. For this analysis, we restrict the features to a limited set of indicators (MD,
NAUC, NAD, and Speed) as described above.

Task
Next, a task was needed in which the user could decide to commit a deviant act. It is
important that the user be able to choose whether or not to commit the act. In other words, that the
act not be sanctioned. Since the detection system relies on cognitive and emotional responses to
generate the changes in the motor nervous system, it is crucial that the deviant act not be sanctioned
by the experimenters.

If the act is sanctioned, the subjects will not have the underlying
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psychological and physiological responses to having performed something deviant – they will
"know" that what they did was authorized. This requirement makes it a challenge to design an
experimental task. The subject must be left free to decide whether or not to perform the deviant
act. This also increases required sample sizes since subjects who do not decide to perform the
deviant act above and beyond those needed for a statistically valid comparison group are effectively
wasted.
To encourage participants to perform the deviant act, the nature of the task needs to be
something they feel they can "get away with." By obfuscating the participants' activity, they are
given a sense of freedom to perform an act that they might otherwise not perform due to social or
legal pressure. The realities of performing experimental research using human subjects restricts
the types of deviant acts available. We needed one that would be sufficiently frowned upon to
evoke the desired cognitive and emotional responses, yet not so far gone as to do lasting
psychological damage from having committed it. We chose to create a simulated intelligence test.
This test consisted of multiple choice and fill-in-the-blank questions. This instrument is appropriate
as there are many of these types of tests available online and the outcomes are of interest to
participants without directly leading to potential tangible harms.
To properly analyze the outcomes of the experiment sessions, we must know the ground
truth – did the participant cheat or not? If the decision as to whether to perform the deviant act is
left up to the subject and the task is designed to allow suitable expectation that they will not be
immediately caught and sanctioned for such performance another challenge arises – knowing if
they actually performed the act. If it is obvious to the participant that their actions will be detected,
they may not decide to perform the deviant act. We could have attempted to create additional
software that would detect if a user visited a different web page. Alternatively, we could have
attempted to generate cookies or another tracking mechanism that would have allowed us to
correlate visits to our cheating websites. Neither of these approaches were satisfactory given the
variety of mechanisms a user could have used to cheat. For example, a user filling out the
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intelligence test on a desktop or laptop could have searched for the answers using their smartphone.
In other words, attempting to track the process or mechanism by which they cheated would be a
losing battle. In order to be as certain as possible that the user cheated, we needed the actual
outcome of the interaction to be useful to determine if they cheated. To do this, we created the fake
intelligence test in such a way that the only way to achieve a top score would be to cheat.
To accomplish this, we designed the test with easy, hard, and impossible questions. Easy
questions are questions that anyone should be able to answer; e.g., what is 2+2? Hard questions
are questions that it is not likely that someone would know, but ultimately possible to know; e.g.,
obscure facts. Impossible questions are questions that it is not possible for someone to know the
answer unless they cheat; e.g., made up facts. We then created websites containing the answers to
all types of questions and posted them online. We performed Search Engine Optimization (SEO)4
to help insure the sites would be easy to find with a Google or Bing search. Two websites were
created (see screenshots in Appendix B: Cheating Website Screenshots): one was designed to look
like the vendor of the test had placed sample questions online; the second was designed to look like
a third party was sharing the answers. These two types of sites were selected as they exhibit face
validity – i.e., it is reasonable that they would exist and have the answers posted.
Since there was no way a participant could know the answers to the impossible questions,
if they got them correct they either guessed or cheated. We placed five impossible questions on
the test, four multiple-choice and one fill in the blank. The odds of guessing all five are calculated
as follows: Each multiple-choice question had five possible answers, thus the odds of guessing an
individual question are 1/5 = 20%. The fill-in-the-blank question asked for a single letter (The
most used letter in the Nekmunnit language is translated to which letter in English?), thus the odds
of guessing correctly are 1/26 = 3.85%. The combined probability of getting all five correct by

4

The SEO process led us to iteratively revise our questions. For example, we originally had a
question: "Dr. Jeffery Smith is noted for the discovery of which of the following?" We ultimately
changed "Smith" to the made up and unique name "Zaverik" such that it could become a unique
keyword for the search engine and be more likely to return our sites.
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guessing is calculated in the first column of Table 1 at 1/16,250. At this rate, one would only expect
to see one person guess correctly out of 16,250 participants. For a participant to guess three of the
four multiple choice questions and the fill-in-the-blank question correctly, the odds are calculated
in the second column of Table 1 at 1/3,250. We anticipated using on the order of 750 participants
(50 per cell * 5 conditions / 33% estimated cheat rate = 750), thus we felt it appropriate to deem
anyone having answered three or four of the multiple choice and the single fill-in-the-blank
question correct as having cheated.
Table 2: Odds Calculation
Questions

Odds of Guessing

Multiple Choice #1
Multiple Choice #2

1/5
1/5

1/5
1/5

Multiple Choice #3

1/5

1/5

Multiple Choice #4

1/5

Fill-in-the-blank
Combined

x 1/26

x 1/26

1/16,250

1/3,250

Screenshots of examples of the final questions can be seen in Appendix C: Example Test
Questions. After further pilot testing we dropped the hard category since it did not contribute
anything to the cheating calculation and just made the test longer. We also stopped randomly
selecting questions from a pool. We did this in order to more easily be able to score the
questionnaires in real time to assign subject payments. In addition, we judged the additional control
we gained from being able to tweak the questions outweighed any risk of order effects.

Measurement
Following the fake IQ test questions, we first asked the participants a series of demographic
questions (Table 3). These questions serve to collect demographic information to use in the
subsequent baseline questions (see screenshots in Appendix D: Measurement Instrument).

41

Table 3: Baseline and Confirmation Questions
Baseline Question
Select your Gender
Select your Age Range
Select your Education Level
Select your World Region
Select your Average Hours Worked per Week
Select your Marital Status
Select your Primary Language

Confirmation Question
Please confirm your gender is X.
Please confirm your age is X.
Please confirm your highest level of
education X.
Please confirm your world region is X.
Please confirm the average number of hours
you work per week is X.
Please confirm your marital status is X.
Please confirm your primary language is X.

We then asked the participants to confirm their demographic information with a series of
Yes/No questions (Table 3). These questions serve to calculate the baseline movement information
as there is no reason to expect that someone would be deceptive about confirming information that
they just provided (see screenshots in Appendix D: Measurement Instrument).
Next, we asked the participants the risk relevant questions (see screenshots in Appendix D:
Measurement Instrument). We asked about cheating in multiple ways since our early pilots
indicated that different individuals may have different interpretations of what it means to cheat. By
triangulating with multiple definitions of the deviant activity, we hoped to get a better picture of
the outcomes.
Table 4: Risk Relevant Questions
Risk Relevant Questions
I cheated on the intelligence test.
I looked up answers while completing the test.
I saw the answers to the intelligence test questions online.
I have taken the Reasonable Intelligence Test more than once.
Finally, we asked participants if they had taken the test more than once. This was primarily
intended as a control to ensure our subject selection process did not result in people participating
multiple times.

42
Manipulation
In order to instantiate countermeasures in our context we gave participants varying degrees
of awareness of the tracking. This manipulation was inserted immediately before the participants
were asked the demographic questions described above. The control group (Group 0) was given
no knowledge that their mouse movements were being tracked. The first condition (Group 1) was
told simply that they were being tracked:
Please note: We capture your interaction data (e.g., mouse movements) and use this
information in order to identify those who are being deceptive when answering these
questions.
The second condition (Group 2) was given additional details about what we were looking at:
Please note: We capture your interaction data (e.g., mouse movements) and use this
information in order to identify those who are being deceptive when answering these
questions.
Interaction data attributes that we monitor include:
o

Behavioral indicators such as hesitation, switching answers, skipping questions
and returning, etc…

o

Movement indicators such as click accuracy, deviations from ideal trajectories,
number of clicks, hesitations, etc…

The third condition (Group 3) was shown all of the above plus was shown images of what the
monitored attributes look like (Figure 6):
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Below are some examples of what the attributes that we monitor look like:
Trajectory Deviations

Click Accuracy

Answer Switching

Figure 6: Group 3 Manipulation

The fourth condition (Group 4) was shown all of the above, plus was shown images of what some
potential countermeasure strategies might look like (Figure 7):
Some potential strategies for evading our tracking mechanism include the following:
Super Smooth

Herky-Jerky

Try to be super smooth and consistent on all
questions

Try to be herky-jerky to mask any changes in
movement
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Constant Motion

Lift Hand Off

Try to move constantly to mask any changes
in movement

Try taking your hand off the mouse or
touchpad between questions such that you
have a chance to think and react before
moving

Figure 7: Group 4 Manipulation

Subjects
Subjects were recruited from undergraduate and graduate classes at a large public
university in the southwest of the United States. Undergraduate and graduate students are a good
choice for this work as they are broadly similar to the population as a whole in terms of their
technology familiarity and propensity to interact with online systems. In addition, they are good
experimental subjects since they are relatively homogenous, facilitating experimental control and
internal validity (Dennis and Valacich 2001). We initially followed the standard practice of
working with instructors to offer extra credit in their classes to subjects for participation. This
serves to catch the attention of potential participants and motivate them to sign up. Then, we
planned to use variable pay to incentivize the desired behavior (i.e., cheating on the test).
In our initial pilot tests, we had 15 questions on the test; five easy, five hard, and five
impossible. Subjects were paid $5 to participate and then $1 per correct answer. The idea was to
motivate the participants to get as many correct answers as possible to maximize their payment.
After piloting the experiment with these incentives, we found that the rates of cheating were much
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lower than anticipated (5-10%). We reviewed the responses individually from the pilots and found
that once participants encountered a hard or impossible question, they simply gave up.
To get our cheating rates up to our target range (25-30%) needed for adequate sample sizes,
we first upped the financial incentive. In the next pilot, instead of giving $1 per correct answer, we
gave a $15 bonus for correctly answering all of the questions (100% correct). Our rates were still
in the 5-10% range and the pattern of answers was similar – i.e., participants appeared to just give
up.
Our proposed explanation for this was that the participants were being primarily motivated
by the extra credit they were receiving just for participating and that this was overshadowing the
financial incentives.

Monetary incentives will induce effort if cognitive and motivation

mechanisms are aligned (e.g., expected utility, goals, self-efficacy) (Bonner and Sprinkle 2002).
The expected utility of cash is always greater than no cash, however, misaligned goals can
overwhelm this effect (Bonner and Sprinkle 2002). In our case, the participant's goal was to gain
extra credit in their course and thus was misaligned with the monetary incentive leading to lack of
effort. To test this explanation, we ran another pilot where we specifically asked the instructors
whose classes we recruited from to not offer extra credit for participation. Our sign-up rates were
accordingly much lower, but the cheating rates went up to 30-35%5. Ultimately 282 subjects
completed the study6.

5

This explanation is further supported by the difficulty we had in getting the initial batches of
participants who received extra credit to come collect their cash payments. Since the experiment
was conducted online, students had to be paid separately after completing the experiment.
University policy required that we collect in-person signatures when providing payments and as
such, the participants had to come to our office to receive payment. In the pilots with extra credit,
multiple follow-up emails were required over the course of many days to get the students to come
get their money. When they were only incentivized with monetary rewards, they appeared much
more eager to come get their cash. Interestingly, however, many students under both reward
mechanisms never did come get their money.
6
347 participated, but 65 used mobile devices to complete the survey so their data was not usable.
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CHAPTER IV: ANALYSIS AND RESULTS
This section will first evaluate the formal hypothesis H1 and then conduct a series of
exploratory analysis to gain additional insight into potential patterns in the data. The analyses will
be first conducted using the absolute magnitudes of the measures of interest and will then be
repeated using z-scored deviations from a calculated baseline value for each subject. All analyses
were conducted using the R statistical software package (R Core Team 2018).
Hypothesis Test
H1a-d state that the mean values of the measures of interest (MD, NAUC, NAD, and
Speed) are different between cheaters and non-cheaters. Given that the cell sizes in each group
were unbalanced (~30% to 70% split as per the cheating rate discussed above), a Brown-Forsyth
type Levene's test7 for homogeneity of variance was performed to compare the cheater group to
non-cheater group across each measure of interest. The Brown-Forsyth type Levene's test was
significant on NAUC and NAD, indicating that the variances between the group could not be
considered equivalent and thus a standard t-test or ANOVA could not be used. To compensate for
this, the means were tested for differences using Welch's unequal variances t-test (Welch 1947).
This test compensates for the differing sample sizes and variances between groups by generating
an adjusted value for the degrees of freedom term. A single tailed test was used to evaluate if the
mean value for the cheaters was greater for MD, NAUC, and NAD as predicted by H1a-c. A single
tailed test was used to evaluate if the mean value for cheaters was less for Speed as predicted by
H1d. Results of this test are presented in Table 5.

7

The Brown-Forsythe test is similar to the Levene test, but utilizes the median for testing the
deviations instead of the mean (Brown and Forsythe 1974). It is less sensitive to skewed data as
we have here and is in fact, the default in many statistical packages when "Levene's Test" is invoked
– including R.
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Table 5: H1 Welch's T-Tests - Cheat vs. No Cheat
Hypothesis

Measure

t

DF

p

H1a

MD

-1.4289

136.41

0.07766

+

H1b

NAUC

-2.0428

119.30

0.02164

*

H1c

NAD

-1.5655

116.32

0.06009

+

H1d

Speed

-1.7097

154.67

0.95530

Key: + = p < 0.10; * = p < 0.05

The observed p-values are marginally significant at the 0.10 level for H1a (MD) and H1c
(NAD). The value for H1b (NAUC) is significant at the 0.05 level. The p-value for H1d as stated
is not significant. Since the results were not significant for speed and the observed direction of the
difference in means for speed was that the value for cheaters was actually greater than for noncheaters, an additional single tailed test was performed to evaluate if the mean value for Speed was
greater, the reverse of H1d. The test indicated that reverse of H1d, is significant at the 0.05 level
(p = 0.04467).

Possible explanations and ramifications of this are discussed below in the

Discussion section.

Exploratory Analysis / Research Questions
Descriptive Statistics
The first step in exploring the impacts of the manipulation conditions was to plot the means across
the conditions and visually inspect for trends. The values are presented in the descriptive statistics
Table 6 and the means with standard deviation error bars are plotted in Figure 8 through Figure 11.
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Table 6: H1 Descriptive Statistics

cond_f cheat_f
0
0
0
1
1
0
1
1
2
0
2
1
3
0
3
1
4
0
4
1

N
45
20
42
19
40
22
31
14
30
19

MD
Mean
0.2180
0.4496
0.1501
0.2597
0.1352
0.2603
0.0955
0.1508
0.2364
0.0886

SD
0.4616
0.6279
0.2387
0.6006
0.2416
0.5657
0.2283
0.2216
0.4200
0.1555

NAUC
Mean
0.3901
1.4818
0.2288
0.8386
0.2372
0.6489
0.1853
0.3453
0.6455
0.1636

SD
1.0287
2.7791
0.3011
1.6163
0.3587
1.7568
0.2622
0.6099
1.8150
0.1735

Figure 8: MD Means

NAD
Mean
0.5450
2.2564
0.3765
1.0049
0.3369
0.5099
0.1575
0.3826
0.8777
0.1689

SD
1.4487
4.8484
0.7518
1.9731
0.6970
1.3556
0.3530
0.7548
2.3310
0.3335

Speed
Mean
0.0014
0.0018
0.0012
0.0016
0.0013
0.0015
0.0013
0.0020
0.0018
0.0014

SD
0.0010
0.0011
0.0005
0.0010
0.0006
0.0009
0.0006
0.0024
0.0018
0.0007
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Figure 9: NAUC Means

Figure 10: NAD Means
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Figure 11: Speed Means

From visual inspection of the graphs, there are two interesting trends of note. First, the
level of the mean for MD, NAUC, and NAD decrease as the amount of information increases from
conditions 0 to condition 3. The values of the means also appear to be greater for cheaters than
non-cheaters until condition 4 is reached where there appears to be an interaction effect. The means
for the cheaters however, continue to decrease through condition 4. The next sections will attempt
to quantitatively test the significance of these observed trends.
Pairwise Comparisons
To quantitatively test if these trends are significant a series of pairwise post-hoc Tukey
Honest Significant Difference (HSD) tests were performed (Tukey 1949). To evaluate if the
observed decreasing trend in means was significant, conditions were compared pairwise – 0 to 1, 1
to 2, 2 to 3, and 3 to 4 for MD, NAUC, and NAD for both cheaters and non-cheaters. While the
mean differences were directionally correct, none of the HSD pairwise comparisons attained
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significance aside from NAD/Cheat/0-4 which was marginally significant at the p < 0.10 level.
The pairwise comparisons were also run using the Bonferroni correction (Bonferroni 1936) and the
less aggressive Holm correction (Holm 1979). None of the comparisons were significant using the
Bonferroni correction with a two-tailed test, NAUC/Cheat/0-4 and NAD/Cheat/0-4 were
marginally significant at the p < 0.10 level using a single-tailed test. None of the comparisons were
significant using the Holm correction with a two-tailed test, NAUC/Cheat/0-4 and NAD/Cheat/04 were marginally significant at the p < 0.10 level using a single-tailed test. The results of these
pairwise tests are presented in Appendix E: Pairwise Post-hoc Test Results.
Interaction Effect
To test for the presence of the interaction effect, an ANOVA with the interaction term for
condition by cheat was performed for each measure. Since the cells are imbalanced as discussed
above and the interaction term is of specific interest, Type II sum of squares8 were used to evaluate
the ANOVAs (Langsrud 2003; Maxwell and Delaney 2004). Tables Table 7 through Table 10
present the results of these tests.

8

There is some debate as to the appropriateness of using Type II vs. Type III in imbalanced data
when an interaction is present; see (Hector et al. 2010; Herr 1986). With Type III, the test of the
main effects after accounting for the interaction can be more powerful after accounting for the
variance explained by the interaction, however, interpretation becomes more problematic. Since
what we are interested in here is the presence or absence of the interaction, Type II is most
appropriate. That said, both approaches were tested and the outcomes for the significance of the
interactions were the same.

52

Table 7: ANOVA results for MD

MD - ANOVA
Effect
1 cheat_f
2 cond_f
3 cheat_f:cond_f

DFn
1
4
4

DFd
272
272
272

F
2.8128
1.5043
1.5497

p
0.0947
0.2012
0.1881

MD - B/F Levene's Test for Homogeneity of Variance
DFn
DFd
SSn
SSd
F
1
9
272
2
38.7518 1.2912

p<.05

ges
0.0102
0.0216
0.0223

p
0.2414

p<.05

p<.05
*
*

ges
0.0232
0.0179
0.0388

p
0.0455

p<.05
*

p<.05
*
*

ges
0.0147
0.0270
0.0440

p
0.0116

p<.05
*

Table 8: ANOVA results for NAUC

NAUC - ANOVA
Effect
1 cheat_f
2 cond_f
3 cheat_f:cond_f

DFn
1
4
4

DFd
272
272
272

F
6.4704
1.2397
2.7414

p
0.0115
0.2943
0.0290

NAUC - B/F Levene's Test for Homogeneity of Variance
DFn
DFd
SSn
SSd
F
1
9
272
26 398.2174 1.9482

Table 9: ANOVA results for NAD

NAD - ANOVA
Effect
1 cheat_f
2 cond_f
3 cheat_f:cond_f

DFn
1
4
4

DFd
272
272
272

F
4.0559
1.8881
3.1327

p
0.0450
0.1127
0.0153

NAD - B/F Levene's Test for Homogeneity of Variance
DFn
DFd
SSn
SSd
F
1
9
272
66 820.5385 2.4241
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Table 10: ANOVA results for Speed

Speed - ANOVA
Effect
1 cheat_f
2 cond_f
3 cheat_f:cond_f

DFn
1
4
4

DFd
272
272
272

F
3.2806
0.6834
1.4585

p
0.0712
0.6040
0.2151

Speed - B/F Levene's Test for Homogeneity of Variance
DFn
DFd
SSn
SSd
F
1
9
272
0
0.0002 1.4176

p<.05

ges
0.0119
0.0100
0.0210

p
0.1802

p<.05

The p-values for the interaction term for both MD and Speed were not significant. The pvalues for the interaction terms for both NAUC and NAD were significant at the 0.05 level,
however, the Brown-Forsyth type Levene's test for homogeneity of variance indicated that for both
NAUC and NAD, the homogeneity of variance assumption for ANOVA was violated, so a log
transformation was performed on these measures. Tables Table 11 and Table 12 present the results
of these tests.

Table 11: ANOVA results for log(NAUC)

Log(NAUC) - ANOVA
Effect
1 cheat_f
2 cond_f
3 cheat_f:cond_f

DFn
1
4
4

DFd
272
272
272

F
11.9049
0.7458
4.6132

p
0.0006
0.5615
0.0013

p<.05
*
*

ges
0.0419
0.0108
0.0635

Log(NAUC) - B/F Levene's Test for Homogeneity of Variance
DFn
DFd
SSn
SSd
F
p
p<.05
1
9
272 4.546 195.5885 0.70249 0.70648

54

Table 12: ANOVA results for log(NAD)

Log(NAD) - ANOVA
Effect
1 cheat_f
2 cond_f
3 cheat_f:cond_f

DFn

DFd
F
1
265
3.4735
4
265
3.8721
4
265
2.7729

p
0.0635
0.0045
0.0276

Log(NAD) - B/F Levene's Test for Homogeneity of Variance
DFn
DFd
SSn
SSd
F
1
9
265 16.65
507.18 0.9666

p<.05
*
*

p
0.4681

ges
0.0129
0.0552
0.0402

p<.05

The p-values for the interaction terms for both log(NUAC) and log(NAD) are significant
at the 0.05 level. With the log transformation, the Brown-Forsyth Levene's tests are no longer
significant indicating that the variance assumption of ANOVA holds. This provides support for
the significant presence of the interaction term. However, the fact that a log transformation was
necessary introduces another interesting line of analysis – the trend in the variances themselves.
Decreasing Trend in Variances
In addition to the pattern in the means, there also appears to be a pattern in the variances.
The standard deviation values are steadily decreasing as well, with a noticeable up-tick in condition
4 for non-cheaters. To assess if this trend is significant a nested Brown-Forsythe test was performed
as suggested by Noguchi and Gel (2010). The nested implementation iteratively tests the sequence
of hypotheses of monotonically increasing (decreasing) variances. If a given sub-hypothesis is
rejected, the overall hypothesis is rejected, otherwise the p-values for each are rolled up. Noguchi
and Gel do not specify the preferred mechanism for combining the p-values, however the four
approaches considered by McDermott and Mudholkar (1993) are suggested with guidance given as
to accepting or rejecting the outcome: if the Tippett (1931) method value (T) is large as compared
to the Fisher (1932) (F), Liptak (1958) (N) and Mudholkar and George (1979) method values, then
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this can be seen as evidence against the null hypothesis that the variances are not monotonically
increasing (decreasing) (Noguchi and Gel 2010). In other words, if this pattern is present, then
there is evidence that the variances are in fact monotonically increasing (decreasing). The nested
test was performed as follows for each measure (MD, NAUC, NAD, and Speed). For cheaters, the
series of variance values was tested for conditions 0-1-2-3-4 as a monotonically decreasing series.
For non-cheaters, the variance values were tested for conditions 0-1-2-3 as a monotonically
decreasing series, and conditions 3 to 4 was tested using a standard Brown-Forsyth Levene's test
for increase9. The a priori expectation was that the pattern of p-values would be present (i.e.,
monotonicity supported) for MD, NAUC, and NAD and would not be present (i.e., reject) for
Speed. Table 13 presents the results of the nested tests. The expected pattern of p-values is present
for MD, NAUC, and NAD, for both cheaters and non-cheaters, indicating that the null hypothesis
that the variances are not monotonically decreasing should be rejected – supporting the alternative
hypothesis that they are, in fact, monotonically decreasing. The expected pattern of p-values is not
present for Speed, therefor the null should be accepted indicating that they are not monotonically
decreasing. Table 14 presents the results for the Brown-Forsyth Levene's tests on conditions 3 and
4, the null is rejected indicating that the variances are heterogeneous. From the direction of the
differences, we can conclude that they are significantly increasing.

9

The Noguchi-Gel technique works computationally for pairs of variances, but the decision criteria
for accepting the hypothesis is unclear. A simpler approach for two data points is to simply look
at the difference in their values and use Brown-Forsyth Levene's test to ascertain if they are
significantly different.
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Table 13: Noguchi-Gel Monotonic Variance Test
Test
MD Cheat
MD No Cheat 0-3
NAUC Cheat
NAUC No Cheat 0-3
NAD Cheat
NAD No Cheat 0-3
Speed Cheat
Speed No Cheat 0-3

T
0.2729
0.3402
0.2844
0.4200
0.3161
0.2323
0.4818
0.4387

F
0.0809
0.1106
0.0632
0.1353
0.0347
0.1101
0.3416
0.3292

N
0.0339
0.0566
0.0241
0.0712
0.0114
0.0612
0.2820
0.2284

L
0.0449
0.0706
0.0339
0.0869
0.0179
0.0733
0.2944
0.2422

Outcome
Reject Null
Reject Null
Reject Null
Reject Null
Reject Null
Reject Null
Accept Null
Accept Null

Table 14: No-Cheat Conditions 3-4 B/F Levene's Variance Test

Test
MD No Cheat 3-4
NAUC No Cheat 3-4
NAD No Cheat 3-4
Speed No Cheat 3-4

B-F
0.0996
0.1968
0.0929
0.1588

Outcome
Reject Null
Reject Null
Reject Null
Reject Null

Comparisons Versus Individual Baselines
As discussed above in the Theory section, in order to account for individual differences in
how people utilize their input device, it is useful to establish a baseline for the measures of interest
using questions on which the subject does not have an incentive to be deceptive. The following
sections repeat the analyses performed on the absolute magnitude of the measures above on such
calculated baseline scores. The baseline scores are a type of z-score and are generated by
calculating the mean and standard deviation values for the measures of interest (MD, NAUC, NAD,
and Speed) on the non-risk relevant demographic confirmation questions that the subjects are asked
to complete prior to responding to the risk-relevant questions. This z-score is analogous to the SDT
Dm sensitivity metric described above – it serves as a proxy for the differentiability of the signal
from the background noise. For each measure, the value of the measure for the risk relevant
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question is subtracted from the mean for that measure on the non-risk relevant questions and then
normalized by dividing by the standard deviation for that measure on the non-risk relevant
questions. In the tables and figures below, this metric for each measure will be indicated by a postfix underscore z (e.g., "MD_z").
Test of H1 for Z Scored Values
As above, the Welch's t-test was used to test the difference in means for each measure as
per H1 a through d. The results are presented in Table 15 below.

Table 15: Z scored – H1 Welch's T-Tests - Cheat vs. No Cheat
Hypothesis

Measure

t

DF

p

H1a

MD_z

-0.9194

187.78

0.1795

H1b

NAUC_z

-1.7913

133.94

0.0377

H1c

NAD_z

-1.1688

110.34

0.1225

H1d

Speed_z

-1.5874

174.71

0.9429

*

Key: + = p < 0.10; * = p < 0.05

The mean differences for H1a (MD) and H1c (NAD) are no longer marginally significant as
compared to the similar tests for absolute magnitudes. H1b (NAUC) remains significant. The
reverse of H1d (Speed) was also calculated as before and was significant at the 0.10 level (p =
0.0571).
Exploratory Analyses for Z Scored Values
A similar process was followed for the Z Scored values as for the absolute magnitude
values above. The data was first graphed, interesting trends were identified and then tested for
statistical significance.
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Descriptive Statistics
The means and standard deviations for the z scored values were plotted in Figure 12
through Figure 15. The values and cell sizes are presented in Table 16.

Table 16: Z Scored – H1 Descriptive Statistics

cond_f cheat_f
0
0
0
1
1
0
1
1
2
0
2
1
3
0
3
1
4
0
4
1

N
45
20
42
19
40
22
31
14
30
19

MD_Z
Mean
SD
13.2992
29.5105
30.3999
61.0736
10.1324
23.5516
17.4021
38.4653
9.7343
28.4414
36.6117
97.8540
5.2338
14.7652
15.1468
27.0398
42.3680
136.4178
6.0343
16.3237

NAUC_Z
Mean
SD
6.7564
23.1016
18.9163
33.0019
1.7330
3.7403
8.7568
16.2239
1.5023
3.8903
16.5693
56.6298
1.5980
5.7886
8.3445
24.7505
11.8020
46.0489
1.8976
3.5286

NAD_Z
Mean
SD
39.0213
173.7480
83.4475
254.4894
7.6229
22.6934
45.2105
148.1616
11.7464
36.7097
185.0007
775.3075
4.1283
14.0371
35.2935
82.0105
72.4128
367.1387
2.3745
4.4860

Figure 12: Z Scored – MD Means

Speed_Z
Mean
2.3171
3.8757
1.7748
3.9657
2.1682
3.5298
3.0883
5.2037
5.2600
2.9560

SD
3.9598
3.7592
2.7084
6.0735
2.9341
5.0848
4.3952
8.4916
9.4896
3.9677
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Figure 13: Z Scored – NAUC Means
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Figure 14: Z Scored – NAD Means

Figure 15: Z Scored – Speed Means

61
Pairwise Comparison
It did not make sense to perform the pairwise Tukey HSD tests for the z-scored values as
a similar decreasing trend in the means is not apparent in the graphs.
Interaction Effect
The interaction effects still appear to be present in that the means switch from condition 3
to condition 4. As before, a series of ANOVA analyses were performed to assess this for
significance. The results are presented in Table 17 through Table 20. The log transformations
were not repeated since the Brown-Forsyth Levene's tests did not indicate an issue with
heterogenous variance.

Table 17: Z Scored – ANOVA results for MD

MD_z - ANOVA
Effect
1 cheat_f
2 cond_f
3 cheat_f:cond_f

DFn

DFd
1
4
4

F
272
272
272

0.6835
0.7689
2.0654

p
0.4091
0.5462
0.0856

MD_z - B/F Levene's Test for Homogeneity of Variance
DFn
DFd
SSn
SSd
F
1
9
272 40,200
931,019 1.3050

p<.05

ges
0.0025
0.0112
0.0295

p
0.2341

p<.05

p<.05
*

ges
0.0151
0.0097
0.0239

p
0.2591

p<.05

Table 18: Z Scored – ANOVA results for NAUC

NAUC_z - ANOVA
Effect
1 cheat_f
2 cond_f
3 cheat_f:cond_f

DFn

DFd
1
4
4

F
272
272
272

4.1651
0.6695
1.6681

p
0.0422
0.6137
0.1576

NAUC_z - B/F Levene's Test for Homogeneity of Variance
DFn
DFd
SSn
SSd
F
1
9
272
7,553
181,236 1.2596
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Table 19: Z Scored – ANOVA results for NAD

NAD_z - ANOVA
Effect
1 cheat_f
2 cond_f
3 cheat_f:cond_f

DFn

DFd
1
4
4

F
272
272
272

2.0657
0.4396
1.3460

p
0.1518
0.7800
0.2531

NAD_z - B/F Levene's Test for Homogeneity of Variance
DFn
DFd
SSn
SSd
F
1
9
272 664,804 19,603,226 1.0249

p<.05

ges
0.0075
0.0064
0.0194

p
0.4202

p<.05

p<.05

ges
0.0088
0.0182
0.0222

p
0.1940

p<.05

Table 20: Z Scored – ANOVA results for Speed

Speed_z - ANOVA
Effect
1 cheat_f
2 cond_f
3 cheat_f:cond_f

DFn

DFd
1
4
4

F
272
272
272

2.4113
1.2635
1.5432

p
0.1216
0.2846
0.1899

Speed_z - B/F Levene's Test for Homogeneity of Variance
DFn
DFd
SSn
SSd
F
1
9
272
249
5,434 1.3864

The interaction term for MD was marginally significant at the 0.10 level. The interaction terms for
NAUC, NAD, and Speed were not significant.
Decreasing Variances
The Noguchi-Gel tests for decreasing variance were not repeated for the z scored values
since the trend of decreasing variances was not apparent in the graphed data.
Power Analysis
Given the lack of significant results on a number of the conducted comparisons, a power
analysis was performed to ascertain if the sample size was sufficient for the effects. Since the total
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number of subjects per cell is determined by the number needed to get a certain number of cheaters
in that cell at the observed cheat rate, the power analysis was conducted on the subset of the sample
that cheated. First, an estimate of the effect size for each metric on the pairwise t-tests for cheaters
were calculated by taking the average of each pairwise mean difference and dividing by the pooled
standard deviation for that metric (Cohen 1988). The mean overall effect size for cheaters was then
calculated by taking the average across each of the measures level effect sizes (Cooper and Hedges
1993, p. 241). The overall estimated effect size value that was arrived at was 0.35. This
corresponds with about halfway between the estimates of small (0.2) and medium (0.5) effect sizes
for a t-test statistic (Cohen 1988, 1992), which was taken as evidence of face validity for the
purposes of this power analysis.
The power for the tests on the data that were collected was then calculated using the Cohen
(1988) method and this estimate of effect size. The calculation yielded a power of 0.29. This
indicates that the current experiment was substantially underpowered (Cohen 1988, 1992). A
generally accepted value for sufficient power is 0.80 (Cohen 1992). To attain this level of power
with our estimated effect size, we would need 102 cheaters per cell. Given our observed cheat rate
of approximately 30-35%, we would thus need an overall sample size of approximately 300 per
cell10.
CHAPTER V: DISCUSSION
Hypotheses Tests
Strong support was found for H1b, indicating that Normalized Area Under the Curve was
significantly higher for cheaters than non-cheaters.

Moderate support was found for H1a

(Maximum Deviation) and H1c (Normalized Additional Distance). These findings are consistent
with previous research (Hibbeln et al. 2014; Valacich et al. 2013) and serve as a replication in a

10

As of this writing, a follow-up study has been initiated using Amazon Mechanical Turk in order
to facilitate collecting so many subjects per cell. See future work below.
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unique context. This supports the robustness of ACT and the measures of MD, NAUC, and NAD
for use in HCI-based deception detection systems.
H1d on the other hand was not supported. In fact, the exact opposite was found to be
supported – that overall speed was actually greater for cheaters than for non-cheaters. Speed was
theorized to be lower because the additional cognitive load incurred through the act of deception
decreases reaction time and the additional geometric distances entailed in increased values of MD,
NAUC, and NAD would result in the numerator of the speed equation (speed = distance / time)
being larger, thus the overall speed should be larger. Given the layout of the questions around
cheating on our instrument, it is possible that cheaters switched from a mode of contemplating each
question as they encountered it to one of answering via a heuristic – in other words, they may have
read all the questions and decided that they were going to deny having cheated, then proceed to
answer each question in rapid fire – No, No, No, No. However, if this were the case, it is interesting
that a similar effect did not show up with the other measures. Additional research is necessary to
further elucidate this phenomenon.

Exploratory Analysis
The trend in the means, while not statistically significant at the power levels we were able
to obtain with our samples size, were interesting and consistent with the signal attenuation type of
countermeasure. It appears that the more people know, the more controlled they are in their
movements – a up to a certain point however. The uptick in values due to the interaction effect
seems to indicate that once innocent individuals reach a point of actively thinking about defeating
a detection system using countermeasures, they tend to implement a strategy that increases the
amount of moment they exhibit – a noise injection type countermeasure. This consistent with prior
literature that indicates that innocent individuals will attempt to employ countermeasures, and that
when they do, they tend to appear guilty (Lykken 1960; Twyman et al. 2013). We did not test that
directly here, however, and intend to do so in future work.
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The fact that the levels of variance were shown to be significantly decreasing for cheaters
as their knowledge of tracking increased is consistent with the deployment of signal attenuation
type countermeasures and warrants more direct testing in the future. The uptick in variance in
condition 4 for non-cheaters is indicative of an interaction that is again consistent with the
employment of a noise injection type countermeasure. This interaction for the non-cheaters is also
consistent with prior literature that indicates that innocent individuals will attempt to employ
countermeasures, and that when they do, they tend to appear guilty. This also suggests that as
opposed to cheaters, non-cheaters are more likely to employ noise injection type countermeasures
instead of signal attenuation type countermeasures.

Limitations, Contributions, and Implications for Research, Practice, and Future Work
The results of the power analysis show that this study was underpowered for the estimated
effect sizes. A version of this study with a larger sample size is already being conducted. Amazon
Mechanical Turk is being utilized in order to efficiently collect the needed sample size. In addition,
this study lacked a direct test of the impact of the different types of countermeasures identified in
the SDT based framework – noise injection versus signal attenuation. To address this, in the next
study condition 4 will be split into three separate conditions.

Condition 4a will show the

participants only the attenuation-based countermeasures techniques (Super Smooth and Lift Hand
Off). Condition 4b will show the participants only the noise injection-based countermeasures
techniques (Herky-Jerky and Constant Motion).

Condition 4c will show both to allow for

comparability with the student data set.
The contribution of this work to the body of knowledge in both MIS and deception
detection research starts with the replication of findings related to mouse cursor movements (e.g.,
Hibbeln et al. 2014, 2017) in a unique setting. Further, this work has contributed to the body of
knowledge in the form of the development of an expanded and enhanced theory-based framework
for countermeasures in psycho-physiological based deception detection and the employment of said
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framework in the context of HCI-based deception detection systems. By doing so, we have helped
expand understanding of HCI-based deception detection and the impact of possible
countermeasures on the psycho-physiological phenomena and the systems that utilize HCI-based
measures to detect and deter malfeasance and fraud. This will serve to help expand the robustness
of HCI-based deception detection research and theories and lead to insights into how to better
define, design, and test such research and theories in the future. This work also answers a recent
call for the increased use of objective measures of actual behaviors in the study of MIS and HCI
related phenomena (Williams et al. 2017).
Additional future work by us will be designed to more explicitly address the underlying
mechanisms by which test subjects are able to accomplish successful countermeasures. There are
many additional related questions that we or others might explore: What are the actual decisions
that the users are making when they behave differently? Is there strategy involved? Are they
conscious choices, or just artifacts of cognitive distraction? Further, can the user interfaces
themselves be designed to mitigate or obviate the use of countermeasures? Many deception
detection systems are being deployed on mobile devices – how are interactions with mobile devices
different? Can the additional signals that are available with mobile devices such as accelerometers
and gyroscopes be used to mitigate or obviate the use of countermeasures? The use of HCI-based
deception detection technologies is a ripe area for expanding our understanding and knowledge of
how cognitive processes manifest in everyday interactions.
The implications of our work for other researchers include the development and
demonstration of a robust experimental setting for both unsanctioned deception and for ground
truth. Deception research is perennially challenged by the difficulty in balancing the experimental
control required for valid scientific findings with the realism required to induce the psychophysiological phenomena of interest. The setting we developed here can be utilized by other
researchers to induce and study similar types of malicious activities. This approach would be very
useful in an academic dishonesty setting for example. Occupational fraud scenarios such as
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improper sales practices would also be a good candidate for a similar setup. Our approach to
monitor ground truth in a non-invasive manner could be quite useful as well. An experimental
measure based upon a stochastically verifiable outcome, which does not require full information
about the intermediate steps, as we have presented here can be adapted to a variety of scenarios.
Pricing games in experimental economics could potentially take advantage of a less than full
knowledge set and as such be deployed in less controlled environments, enhancing their face an
external validity.
The contribution of our work to industry includes an expanded understanding of HCI-based
deception detection and the impact of possible countermeasures on systems that utilized HCI-based
measures to detect and deter malfeasance and fraud. This will serve to help expand the robustness
of HCI-based deception detection systems and lead to insights into how to better design, test, and
deploy such systems in the future.
CHAPTER VI: CONCLUSION
In this paper we addressed three objectives: first, we mapped out the extent of the
theoretical understanding of countermeasures that is present in the deception detection literature to
date; second, we derived a theory-based framework on which to extend and enhance this
understanding; and third, we explored the implications of this framework in the context of an HCIbased deception detection system in an empirical experiment.
A literature review was performed of countermeasures related work in the deception
detection discipline. After evaluating and analyzing this literature, Signal Detection Theory (SDT)
was leveraged to generate an enhanced and extended theory-based framework for countermeasures.
Finally, we designed and conducted an experiment to learn more about what happens when users
are aware they are being monitored and identify potential ways to mitigate any such
countermeasures they may employ. In the experiment, participants were able to decide to perform
and unsanctioned malicious act. In addition, we were able to definitively establish the ground truth
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about their behavior without imposing monitoring that was too overly invasive to the point of
discouraging them from performing the malicious act. Mouse tracking was then used to attempt to
detect who chose to perform the act, in a manner similar to how such a system would be deployed
in practice. We manipulated the level of user awareness of the tracking and trained the users in
strategies that can function as countermeasures to detection. Our analysis let us see how effective
the system is at the varying levels and explore explanations and data analysis techniques to detect
and mitigate the countermeasures.
We have contributed a robust experimental setting for the examination of unsanctioned
deception detection while maintaining the ability to know ground truth about the decisions made
by participants. This work has developed an expanded and enhanced theory-based framework for
countermeasures in psycho-physiological based deception detection and employed it in the context
of HCI-based deception detection systems. By doing so, we have helped expand understanding of
HCI-based deception detection and the impact of possible countermeasures on systems that utilized
HCI-based measures to detect and deter malfeasance and fraud. This will serve to help expand the
robustness of HCI-based deception detection systems and lead to insights into how to better design,
test, and deploy such systems in the future.
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Appendix A: Table of Countermeasures Studies

Study

Countermeasures Studied

Category

(Amato-Henderson et al.
1996)

Misinformation

Mental; Information

(Balloun and Holmes 1979)

Socialization

Mental

(Barland and Raskin 1973)

Personality / Intelligence

Mental

(Ben-Shakhar and Dolev
1996)

Emotional recall

Mental

(Berry 1961)

Hypnosis

Mental

(Bradley and Ainsworth 1984)

Alcohol Intoxication

Pharmacological; GS

(Bradley and Janisse 1981)

Personality / Introversion

Mental

(Bradley and Klohn 1987)

Personality / Machiavellianism

Mental

(Buckley and Senses 1991)

Personality / Gender; Race

Mental

(Corcoran et al. 1978)

Hypnosis, Biofeedback

Mental

(Cutrow et al. 1972)

Personality / Gender

Mental

(Dawson 1980)

Imagery

Mental; SP

(Day and Rourke 1974)

Dissociation

Mental

(Elaad and Ben-Shakhar 1991)

Dissociation / Count sheep

Mental; SP

(Elaad et al. 1982)

Drugs

Pharmacological

(Fleming and Logan 1976)

Skin treatments

Pharmacological

(Furedy et al. 1988)

Personality / Gender

Mental

(Germann 1961)

Hypnosis

Mental

(Gudjonsson 1979)

Personality / Criminality

Mental

(Gudjonsson and Haward
1982)

Socialization

Mental

(Heckel et al. 1962)

Psychotic / Delusional

Mental

(Honts and Alloway 2007)

Information

Information

(Honts and Hodes 1983)

Familiarity with instrument &
CQT; Personality / Gender

Mental; Information

(Honts and Kircher 1995)

Pain; Press toes; count backwards
by 7; CCM Scoring

Physical; CCM

70

Study

Countermeasures Studied

Category

(Honts and Reavy 2009)

Spontaneous

Spontaneous

(Honts et al. 2001)

Spontaneous

Spontaneous

(Honts et al. 1987)

Physical

Physical; SP

(Honts and Kircher 1994)

Pain; Press toes; count backwards
by 7

Physical; Mental

(Honts et al. 1996)

Pain; Press toes; count backwards
by 7

Physical

(Honts, Hodes, et al. 1985)

Familiarity with instrument & CQT

Information

(Honts, Raskin, et al. 1985)

Belief / Placebo; Socialization

Mental; Information

(Honts et al. 1988)

Physical, Mental: Imagery;
Dissociation; Spontaneous

Physical, Spontaneous

(Iacono et al. 1984)

Psychopathy; Drugs

Mental;
Pharmacological; GS

(Iacono et al. 1992)

Drugs

Pharmacological; GS

(Kircher et al. 2006)

Spontaneous

Spontaneous

(Kubis 1962)

Yoga / Disassociation; Toes

Mental; Physical

(Kugelmass 1967)

Personality / Intelligence

Mental

(Kunzendorf and Bradbury
1983)

Personality / Visual Imagery;
Imagery

Mental

(Law et al. 1978)

Behavioral - sharing problems

Behavioral

(Lienert and Traxel 1959)

Drugs

Pharmacological

(London and Krapohl 1999)

Spontaneous

Spontaneous

(Lykken 1960)

Biofeedback

Physical

(More 1966)

Imagery; Toes

Mental; Physical

(Murray 1989)

Physical; CCM: pressure tubes

Physical; CCM

(Mutter 1979)

Hypnosis

Mental

(O’Toole et al. 1994)

Alcohol Intoxication

Pharmacological; GS

(Otter-Henderson et al. 2002)

Spontaneous

Spontaneous

(Patrick and Iacono 1989)

Psychopathy

Mental

(Raskin 1990)

Spontaneous

Spontaneous

(Raskin and Hare 1978)

Psychopathy

Mental
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Study

Countermeasures Studied

Category

(Reid and Inbau 1977)

Placebos; Rationalization; CCM:
pressure tubes, non-contact sensors

Mental; CCM

(Rovner 1986)

Information and Practice

Information

(Rovner et al. 1979)

Familiarity with instrument & CQT

Information

(Sack 1993)

Rationalization; Dissociation

Mental

(Saxe et al. 1985)

Drugs

Pharmacological

(Steller et al. 1987)

Personality / Introversion

Mental

(Stephenson and Barry 1988)

Physical; CCM: Shifting body
weight

Physical; CCM

(Timm 1982)

Placebos; Personality / Gender

Mental

(Waid et al. 1979a)

Socialization

Mental

(Waid et al. 1979b)

Socialization

Mental

(Waid et al. 1981)

Placebos; Dissociation; Drugs

Mental;
Pharmacological; GS

(Weinstein et al. 1970)

Hypnosis

Mental
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Appendix B: Cheating Website Screenshots
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77

78

79
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Appendix C: Example Test Questions
Example of easy MC question:
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Example of impossible MC question:
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Example of easy Fill-in-the-Blank question:

Example of impossible Fill-in-the-blank question:
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Appendix D: Measurement Instrument
Screenshot of demographic questions:

Screenshot of demographic confirmations:
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Screenshot of risk relevant questions:
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Appendix E: Pairwise Post-hoc Test Results
Comparisons across conditions 0 through 4 shown with 95% lower and upper confidence intervals.
MD
Cheat
Compare
1-0
2-0
3-0
4-0
2-1
3-1
4-1
3-2
4-2
4-3

diff
(0.1899)
(0.1893)
(0.2988)
(0.3610)
0.0006
(0.1090)
(0.1712)
(0.1096)
(0.1717)
(0.0622)

lwr
(0.6311)
(0.6148)
(0.7788)
(0.8023)
(0.4308)
(0.5941)
(0.6180)
(0.5805)
(0.6031)
(0.5473)

upr
0.2514
0.2363
0.1811
0.0802
0.4320
0.3762
0.2757
0.3613
0.2596
0.4230

p adj
0.7524
0.7290
0.4189
0.1617
1.0000
0.9706
0.8231
0.9666
0.8016
0.9965

No-Cheat
Compare
1-0
2-0
3-0
4-0
2-1
3-1
4-1
3-2
4-2
4-3

diff
(0.0679)
(0.0828)
(0.1225)
0.0184
(0.0149)
(0.0546)
0.0863
(0.0397)
0.1012
0.1409

lwr
(0.2666)
(0.2840)
(0.3386)
(0.1999)
(0.2195)
(0.2738)
(0.1350)
(0.2612)
(0.1224)
(0.0962)

upr
0.1307
0.1184
0.0936
0.2366
0.1897
0.1647
0.3076
0.1819
0.3248
0.3780

p adj
0.8801
0.7882
0.5238
0.9994
0.9996
0.9593
0.8195
0.9879
0.7239
0.4758

NAUC
Cheat
Compare
1-0
2-0
3-0
4-0
2-1
3-1
4-1
3-2
4-2
4-3

diff
(0.6433)
(0.8329)
(1.1365)
(1.3182)
(0.1897)
(0.4933)
(0.6749)
(0.3036)
(0.4853)
(0.1817)

lwr
(2.1795)
(2.3145)
(2.8076)
(2.8545)
(1.6915)
(2.1823)
(2.2308)
(1.9431)
(1.9871)
(1.8707)

upr
0.8930
0.6486
0.5345
0.2181
1.3122
1.1958
0.8809
1.3359
1.0166
1.5074

p adj
0.7706
0.5233
0.3282
0.1278
0.9967
0.9259
0.7468
0.9856
0.8963
0.9982

No-cheat
Compare
1-0
2-0
3-0
4-0
2-1
3-1
4-1
3-2
4-2
4-3

diff
(0.1612)
(0.1529)
(0.2048)
0.2554
0.0083
(0.0435)
0.4167
(0.0519)
0.4083
0.4602

lwr
(0.7016)
(0.7002)
(0.7926)
(0.3382)
(0.5480)
(0.6398)
(0.1853)
(0.6545)
(0.1999)
(0.1848)

upr
0.3791
0.3943
0.3830
0.8490
0.5647
0.5528
1.0187
0.5507
1.0166
1.1052

p adj
0.9235
0.9390
0.8727
0.7597
1.0000
0.9996
0.3173
0.9993
0.3485
0.2869

NAD
Cheat
Compare
1-0
2-0
3-0
4-0
2-1
3-1
4-1
3-2
4-2
4-3

diff
(1.2515)
(1.7465)
(1.8737)
(2.0875)
(0.4950)
(0.6222)
(0.8360)
(0.1273)
(0.3410)
(0.2138)

lwr
(3.4985)
(3.9135)
(4.3179)
(4.3345)
(2.6917)
(3.0927)
(3.1116)
(2.5252)
(2.5377)
(2.6842)

upr
0.9955
0.4206
0.5704
0.1595
1.7017
1.8482
1.4397
2.2707
1.8557
2.2567

p adj
0.5326
0.1733
0.2148
0.0815
0.9703
0.9557
0.8442
0.9999
0.9926
0.9992

No-cheat
Compare
1-0
2-0
3-0
4-0
2-1
3-1
4-1
3-2
4-2
4-3

diff
(0.1685)
(0.2081)
(0.3875)
0.3327
(0.0396)
(0.2191)
0.5012
(0.1794)
0.5408
0.7202

lwr
(0.9200)
(0.9693)
(1.2051)
(0.4929)
(0.8135)
(1.0484)
(0.3362)
(1.0176)
(0.3052)
(0.1769)

upr
0.5830
0.5530
0.4300
1.1583
0.7342
0.6103
1.3385
0.6587
1.3868
1.6173

p adj
0.9721
0.9434
0.6879
0.8010
0.9999
0.9498
0.4682
0.9765
0.3995
0.1799
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Speed
Cheat
Compare
1-0
2-0
3-0
4-0
2-1
3-1
4-1
3-2
4-2
4-3

diff
(0.0002)
(0.0004)
0.0002
(0.0004)
(0.0001)
0.0004
(0.0002)
0.0005
(0.0001)
(0.0006)

lwr
(0.0013)
(0.0014)
(0.0010)
(0.0015)
(0.0012)
(0.0008)
(0.0013)
(0.0006)
(0.0011)
(0.0018)

upr
0.0009
0.0007
0.0014
0.0007
0.0010
0.0016
0.0009
0.0017
0.0010
0.0006

p adj
0.9763
0.8793
0.9947
0.8323
0.9975
0.8853
0.9912
0.7187
0.9999
0.6641

No-cheat
Compare
diff
1-0 (0.0001)
2-0 (0.0001)
3-0 (0.0000)
4-0 0.0004
2-1 0.0000
3-1 0.0001
4-1 0.0005
3-2 0.0001
4-2 0.0005
4-3 0.0004

lwr
(0.0007)
(0.0007)
(0.0007)
(0.0002)
(0.0006)
(0.0006)
(0.0001)
(0.0006)
(0.0002)
(0.0003)

upr
0.0005
0.0005
0.0006
0.0010
0.0006
0.0007
0.0012
0.0007
0.0011
0.0011

p adj
0.9814
0.9942
0.9999
0.4209
0.9999
0.9968
0.1849
0.9995
0.2464
0.4180
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Pairwise comparisons using t tests with pooled SD
P value adjustment method: Bonferroni
Note: The Bonferroni correction truncates to 1.0
Cheaters

Non-cheaters

MD

MD

Condition Pairs
0
1
1.00
2
1.00
3
0.86
4
0.25

Condition Pairs
0
1
1.00
2
1.00
3
1.00
4
1.00

1
1.00
1.00
1.00

2
1.00
1.00

3
1.00

NAUC
Condition Pairs
0
1
1.00
2
1.00
3
0.61
4
0.19

1
1.00
1.00
1.00

2
1.00
1.00

3
1.00

NAUC

1
1.00
1.00
1.00

2
1.00
1.00

3
1.00

Condition Pairs
0
1
1.00
2
1.00
3
1.00
4
1.00

NAD

NAD

Condition Pairs
0
1
1.00
2
0.27
3
0.36
4
0.11

Condition Pairs
0
1
1.00
2
1.00
3
1.00
4
1.00

1
1.00
1.00
1.00

2
1.00
1.00

3
1.00

Speed

Speed

Condition Pairs
0
1
1.00
2
1.00
3
1.00
4
1.00

Condition Pairs
0
1
1.00
2
1.00
3
1.00
4
0.86

1
1.00
1.00
1.00

2
1.00
1.00

3
1.00

1
1.00
1.00
0.58

2
1.00
0.66

1
1.00
1.00
1.00

1.00
1.00
0.29

0.51

2
1.00
0.80

1
-

3

3
0.28

2
1.00
0.42

3
0.85
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Pairwise comparisons using t tests with pooled SD
P value adjustment method: Holm
Note: The Holm correction truncates to 1.0
Cheaters

Non-cheaters

MD

MD

Condition Pairs
0
1
1.00
2
1.00
3
0.78
4
0.25

Condition Pairs
0
1
1.00
2
1.00
3
1.00
4
1.00

1
1.00
1.00
1.00

2
1.00
1.00

3
1.00

NAUC
Condition Pairs
0
1
1.00
2
0.97
3
0.55
4
0.19

1
1.00
1.00
1.00

2
1.00
1.00

3
1.00

NAUC

1
1.00
1.00
1.00

2
1.00
1.00

3
1.00

Condition Pairs
0
1
1.00
2
1.00
3
1.00
4
1.00

NAD

NAD

Condition Pairs
0
1
0.87
2
0.25
3
0.28
4
0.11

Condition Pairs
0
1
1.00
2
1.00
3
1.00
4
1.00

1
1.00
1.00
1.00

2
1.00
1.00

3
1.00

Speed

Speed

Condition Pairs
0
1
1.00
2
1.00
3
1.00
4
1.00

Condition Pairs
0
1
1.00
2
1.00
3
1.00
4
0.68

1
1.00
1.00
1.00

2
1.00
1.00

3
1.00

1
1.00
1.00
0.52

2
1.00
0.53

1
1.00
1.00
0.81

1.00
1.00
0.29

0.51

2
1.00
0.72

1
-

3

3
0.28

2
1.00
0.38

3
0.68
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