
EXAMINING THE RISKS OF
INSECURE PUBLIC WI-FI NETWORKS

Item Type text; Electronic Thesis

Authors Bushell, Kelsey Elizabeth

Citation Bushell, Kelsey Elizabeth. (2018). EXAMINING THE RISKS
OF INSECURE PUBLIC WI-FI NETWORKS (Bachelor's thesis,
University of Arizona, Tucson, USA).

Publisher The University of Arizona.

Rights Copyright © is held by the author. Digital access to this material
is made possible by the University Libraries, University of Arizona.
Further transmission, reproduction or presentation (such as
public display or performance) of protected items is prohibited
except with permission of the author.

Download date 24/05/2023 21:16:17

Item License http://rightsstatements.org/vocab/InC/1.0/

Link to Item http://hdl.handle.net/10150/630451

http://rightsstatements.org/vocab/InC/1.0/
http://hdl.handle.net/10150/630451


1 

 

EXAMINING THE RISKS OF INSECURE PUBLIC WI-FI NETWORKS 

By 

KELSEY ELIZABETH BUSHELL 

 

____________________ 

 

 

A Thesis Submitted to The Honors College 

In Partial Fulfillment of the Bachelors degree 

With Honors in 

Management Information Systems 

THE UNIVERSITY OF ARIZONA 

MAY 2018 

 

 

  

 

 

 

 

Approved by: 

____________________ 

Dr. Matthew Hashim 

Department of Management Information Systems



3 
 

ABSTRACT 

One of the most globally-accepted and experienced technological upgrades today is wireless 

Internet connections facilitated by Wi-Fi. However, like nearly any technological feature of the 

21st century, there are significant security issues that must be addressed in terms of privacy and 

protection of data distributed over a Wi-Fi network, especially when that network is public and 

lacks a legitimate, secure connection. The vast majority of Internet users are unaware of the risks 

they face when using an insecure public Wi-Fi connection. One common breach of information 

occurs when malicious individuals who create “evil twin” networks to mislead users to divulge 

information. These attacks occur over a network that users believe is secured by legitimate 

sources, like their neighborhood Starbucks or the airports and hotels they visit. Evil Twin attacks 

can be used to obtain all of the information shared over a network by a user, such as login 

credentials on websites. This project is intended to study Evil Twin attacks, the behaviors and 

decisions that increase an individual’s risk of being the target of an attack, and the subsequent 

dangers a victim is vulnerable to once they fall prey to the attack. 
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EXAMINING THE RISKS OF INSECURE PUBLIC WIFI NETWORKS 

“The Internet is the first thing that humanity has built that humanity doesn’t understand, the 

largest experiment in anarchy that we have ever had.”—Eric Schmidt, Google 

INTRODUCTION 

In 1962, today’s Internet was a vision, a concept investigated by researchers at MIT. In 

1969, the first host-to-host messages were sent between nodes at UCLA and Stanford. The 

original network technology, called ARPANET, was first demonstrated to the public in 1972, 

and from that point the concept of open-architecture networking slowly developed into today’s 

World Wide Web (Leiner, Barry M., et al). Of course, today’s technology is capable of much 

more than it was 50 years ago. Every day, at any moment, across the world, people are using the 

Internet for almost any purpose: paying bills, ordering food, taking courses, investing, 

videoconferencing, tracking shipments. Books are found online in seconds when they used to be 

buried in libraries, patient records are saved forever in cloud servers, and cars no longer require 

drivers in order to operate. In every aspect of life, we are witnessing technological advancements 

and changes at an unprecedented level.  

One of the most globally-accepted and experienced technological upgrades today is 

wireless Internet connections supported by Wi-Fi. The application of the technology is simple: 

select a network on your device, enter login credentials if prompted, and continue on to the vast 

opportunities of the Internet. What lies beneath the application, however, is much less clear cut. 

Public Wi-Fi networks specifically pose an array of cybersecurity risks specific to this 

technology, and the vast majority of users are undereducated or completely unaware of the risks 

they assume when using these networks. These risks follow Internet users wherever they browse 
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the Web in public: restaurants, hotels, libraries, and more. After all, it is fairly natural in this day 

for a businessman to check emails during a three hour layover at an airport, or for a student to 

pull up an assignment to work on during a lunch break off-campus. What everyday dependents 

of wireless Internet often do not realize, however, is that from the moment they connect to an 

unfamiliar, unrestricted public Wi-Fi connection, their online activity and information can be 

monitored, recorded, and manipulated. It can be the man in the corner of the coffee shop, staring 

at his phone, or it could be the woman sitting 20 yards away in the airport terminal. When public 

Wi-Fi networks are not owned and secured by a legitimate business or entity, it is entirely 

possible for hackers to utilize tools like the Wi-Fi Pineapple to launch Evil Twin attacks, 

enabling them to monitor network use and making unsuspecting network users vulnerable to a 

host of cybersecurity attacks. The following research and methods outline these risks and 

investigate the factors and behaviors ultimately cause public Wi-Fi users to fall victim to attacks. 

LITERATURE REVIEW 

Insecure Public Wi-Fi Networks 

Characteristics of an Insecure Network 

Insecure public Wi-Fi networks are, at their core, wireless Internet connections that are 

accessible without a WPA or WPA2 security code. To a user, this means that the Wi-Fi network 

does not require users to log in to the network using a predetermined security code set by the 

owner of the network’s router (The Dangers of Using Unsecured Wi-Fi). These networks can be 

found in residential environments, when the user has not secured their router with a security 

code, and in many businesses, where companies offer unrestricted Wi-Fi as an added benefit for 

patrons (Poland). Because these networks allow anyone to join, public Wi-Fi networks cannot be 
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considered as secure as a private Wi-Fi network that requires login credentials (What Makes a 

Network Unsecure?). When there is no restriction on who can be on the network, and no method 

of accountability to ensure everyone on the network is behaving properly, the network and its 

users become vulnerable to a host of different cybersecurity attacks. 

Unsecured Wi-Fi networks are prevalent around the world, and can pose a threat to 

virtually any Internet user around the globe. A 2016 report from Kaspersky Security Networks 

used statistics from 32-million Wi-Fi hotspots used by KSN users to better understand the size of 

this issue (Legezo). According to the report, 24.7% of all Wi-Fi hotspots (nearly 8 million total) 

in the world do not use any encryption at all. Encryption rates do vary by country—47.9% of 

Korean access points are unsecure, while German access points are left unsecured only 15.09% 

of the time. The U.S. ranks 12th on the list, with 39.31% of all access points unsecured. An 

infographic detailing the prevalence of insecure Wi-Fi hotspots by country, Figure 1, can be 

found in Appendix I of this document. Many of the countries with the highest levels of 

unsecured access points are known for their technological innovation, which is alarming 

considering the cybersecurity risks that can flare up at the hands of malicious individuals taking 

advantage of a network with no security measures.  

Overview of Potential Risks 

These risks can affect individuals, groups, large corporations, or anyone who utilizes an 

insecure public Wi-Fi network. Anyone can join a public Wi-Fi network—including hackers. It 

can cost a hacker or cybercriminal as little as $50 to obtain the equipment necessary to steal, 

change, or copy information and data being transmitted on the wireless network. This invasion of 

privacy can take place in a number of different ways (“The Dangers of Using Unsecured Wi-

Fi”): 
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● Interception of login credentials, achieved by eavesdropping on unencrypted data being 

sent on the network 

● Modification of clear text data sent on the network, ultimately leading to incorrect 

corporate, intellectual, media, and email information being sent 

● Denial-of-Service (DOS) and Distributed-Denial-of-Service (DDOS), effectively 

disconnecting all current network users and preventing anyone from joining the network 

● Stealing of bandwidth, as an outsider “piggybacks” on the network for a wide variety of 

different activities 

● Illegal use the network, such as to transmit illegal documents and information without 

network owners knowing 

These attacks require varied levels of skill, experience, and technological tools in order to 

succeed. DDOS attacks, for example, require a manipulation of multiple hosts in order to 

disable a network, so the targets of these attacks tend to be companies or organizations. 

Stealing bandwidth, on the other hand, requires little effort other than the ability to join a 

public network. One focus of this project specifically is the eavesdropping of unencrypted 

data on the network. Discussed later in this section, the risks of a user’s information being 

monitored and manipulated while connected to public Wi-Fi is quite high, and can pose 

serious risks to a person’s wellbeing. 

Public Wi-Fi Usage 

In 2012, the Identity Theft Resource Center conducted the Public Wifi Usage Survey in 

order to “measure the level of consumer knowledge and usage of public Wi-Fi” (Identity Theft 

Resource Center). The study cites the rise of public networks as the most popular method of 

Internet access as a warning flag that the public needs to be more educated about these networks. 



9 

 

Of nearly 400 initial responses, upwards of three-quarters of Internet users connect to a public 

Wi-Fi networks at restaurants, while 54% are inclined to do so at a hotel and 38% are likely to 

connect to a hotspot at an airport. Based on the organization’s survey results, 79% of Internet 

users believe that identity theft could potentially occur while connected to an insecure public 

network. However, there is little motivation on the public’s behalf to take preventative measures 

against possible identity theft: only 27% of respondents claimed to use a VPN while connected 

to a public network, and the level of frequency to which that group actually does use a VPN is 

unspecified. Beyond that, 40% of respondents stated that they feel no concern about their 

security while using a public network. The IRTC report is an indication that the majority of 

Internet users are unaware of the need to utilize tools such as VPN connections while connected 

to public Wi-Fi networks, and this is likely due to the public’s lack of awareness of security 

issues surrounding networks that are not privately maintained. 

In 2015, the AARP Fraud Watch Network released the results of a survey intended to 

“gauge (Americans’) online access, their use of public Wi-Fi and knowledge of the security risks 

involved, and online and daily activities that put them at risk” for the many complications that 

can arise from the use of unsecure public Wi-Fi networks (Sauer). Of 800 total respondents, all 

of whom were Americans age 18 or older, 84% admitted to using the Internet every day. Many 

of these respondents are vulnerable to attacks because of this. Over 27% of all respondents stated 

that they had used banking services or used credit cards online in the last three months while 

connected to an unsecure network. While 24% of Americans believe that free public Wi-Fi is not 

safe, more than a third of Americans use these networks at least once a month. These survey 

results highlighted a major vulnerability in the population’s Internet behavior: there are more 

users sharing sensitive information on public networks than there are users who are aware of the 



10 

 

cybersecurity risks of doing so. More than anything, the IRTC and AARP studies indicate that 

there is a growing population of Internet users who are turning to public Wi-Fi connections 

without an understanding that not all Wi-Fi networks are created equal. 

Gauging Awareness of the Risks of Public Networks 

Public Wi-Fi networks are everywhere: hotels, hospitals, airports, restaurants, and 

countless other places. They are an attractive option for users hoping to check their email or 

social media quickly, or avoid paying usage fees for a more exclusive private network. 

Currently, more than 80% of American consumers use these forms of readily-available Internet, 

and as free public Wi-Fi becomes more commonplace, this number will continue to rise 

(Schlesinger). However, public awareness of the risks of using an insecure network broadcast 

publicly has faltered as the world has adopted wireless Internet, leading to major concerns about 

users’ safety on free, insecure public Wi-Fi networks.  

In May 2016, cybersecurity and software company Symantec conducted an online survey 

of 1,025 to gauge public knowledge and awareness of public Wi-Fi networks (Schlesinger). The 

results of the survey raised serious concerns about users’ awareness of the dangers of using 

public Wi-Fi: 60% of those surveyed believed their data was completely protected on public 

networks, and 50% believed that someone other than themselves was held responsible for 

protecting the data they broadcast on the network. 17% of surveyed individuals even believed 

that the Internet provider was responsible for making sure their data stayed secure on the public 

network. As Wi-Fi connections have become more readily available, the public has become more 

and more dependent on them without understanding the basic functionality, features, and security 

concerns of the technology. Only half of the population takes active responsibility for the 

information they share on public networks, leaving a sizeable group of Internet users extremely 
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vulnerable. A lack of cautious behavior on these networks further increases these concerns—

58% of users admitted they had logged into their personal email while on the public network, 

while 22% accessed their financial information and 13% said that they had entered other 

personal, identifiable information. When considering that 95% of all millennials surveyed had 

shared this type of information on an insecure network, the issue of user awareness of the risks 

they face on the networks becomes glaring. Even more concerning is that the number of public 

Wi-Fi networks grew by 350% (from 1.3 to 5.8 million total) between 2011 and 2015 (“Public 

Wi-Fi Networks Ripe for MITM Attacks). Public Wi-Fi is now commonplace, an expected 

commodity in many public areas. However, as the popularity of public network usage grows, the 

gap between users who take precaution on the network and those who are oblivious to the risks 

that they are subject to continues to grow larger and larger. 

Secure Use of Insecure Networks 

Information shared on the Internet can be kept safe—given the user takes the right 

precautions. There are several measures that can be taken by users to protect against 

cybersecurity attacks (Poland). Owners of a home Wi-Fi network have two options for protecting 

their network: set up a security code to create private access to the network, or take extra 

measures to encrypt data being sent on the network (Lawson). While a private Wi-Fi network is 

undoubtedly a safer option for Internet users, insecure public Wi-Fi networks are the only 

available option at times. The most secure option for users to protect themselves while accessing 

a public Wi-Fi network is to utilize a Virtual Private Network (VPN). This extends a known 

private network across the public network, allowing the user to send data on the public network 

as if the user was still directly connected to the private network. Less technical practices to safely 

navigate a public network are more popular, however. These include disabling file sharing while 
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connected to the network, avoiding entering sensitive information, and ensuring that the owner 

of the network really is a business or other legitimate entity. Data sent over the Internet is 

contained in packets, which can be captured by eavesdroppers and analyzed later, which means 

that viewing and sending sensitive information just for a few moments can lead to devastating 

information and identity theft later. Even logging into a Gmail account can lead to hackers 

gaining access to a network of connected devices, which is discussed later in this section. 

Evil Twin Attacks 

An extremely common method for gaining this information over public Wi-Fi networks 

is the “evil twin” attack. An attacker will create a second, fraudulent Wi-Fi network with the 

same SSID as an existing, legitimate network in order to deceive Internet users into joining a 

network that the attacker has complete control and view over (Song, et. al.). The attacker can 

then observe all traffic sent and received by a victim, recording sensitive information along the 

way. To do so, an evil twin attacker configures a laptop to be an access point within a wireless 

network. By using the same SSID as existing public networks, the attacker essentially creates a 

phishing scheme by creating a Wi-Fi access point that looks legitimate, but really poses a threat 

to potential users. An attacker may make the evil twin more attractive by physically positioning 

the network closer to potential victims than an existing network may be, to entice nearby Internet 

users to utilize a stronger signal.  Once individuals are connected to the network, the attacker can 

eavesdrop on data being sent to and from the victim, manipulate DNS servers, control the routing 

of the clients connected to the network, and launch other attacks once sensitive information has 

been gained. It can be nearly impossible for a user to realize they have connected to a malicious 

access point, as attackers will often recreate frequently-visited web pages that are identical to 

real websites--except the deceptive sites are unencrypted (Biba). This allows the attacker to 
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prompt individuals for specific information or data, then easily collect the unencrypted 

information for further use. In this specific case, attackers are taking advantage of flaws in 

victims’ protection against unencrypted sites, whether it be pop-up warnings that a user does not 

realized they have disabled, or a user overlooking a browser’s “insecure” signal each time they 

load a new page. These attacks most commonly occur in highly public areas with free Wi-Fi 

offerings, so innocent library visitors or Starbucks customers are likely to fall prey to evil twin 

attacks if they do not take precautions to protect their data on public networks.  

The victims of evil twin attacks are most commonly individuals in such environments, 

being targeted for personal information that can later be used for malicious purposes. One case 

study, presented during the 2013 World Congress on Computer and Information Technology, 

details a prime environment and scenario for an attacker to gain access to sensitive information 

about users in what should be a secure, authentic university network (Briones, et. al.). In this 

case, the “victim university” described offers a WLAN connection that requires authentication in 

the form of a user’s university login credentials. The authors of the study find five different 

access points across campus that can be replicated with an evil twin, choose an access point to 

work with, then create a DNS server that will send connected users to a local server, where the 

attackers have created a cloned, unencrypted version of the authentication web interface. The 

evil twin network offers a stronger signal to nearby Internet users, and users quickly join the new 

access point. As soon as a faculty or staff member connects to the faulty access point and enters 

their credentials, the attackers are able to record and save the information. This login information 

could then be used by the attackers to access university email accounts, online homework 

platforms, and a private online directory detailing contact information and addresses for 

members of the university community. Beyond the scope of the university, many young adults 
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tend to use the same login credentials for other websites, so some of the victims of the case study 

may also fall victim to hacks of their social media and personal email accounts. Because the 

attackers can find users’ full names based on their usernames, other personal and public 

information can now be collected through searches on Google and social media. 

Victims of this case study were vulnerable for several reasons. Without a proper 

understanding of networks, many users may have noticed issues with the fake access point or the 

lack of encryption, but not understood what the errors meant or how they could be eradicated. 

Users also failed to verify that their Internet connections were made through https protocol, and 

because many university network users are not aware of the threats of evil twin attacks, they 

were not vigilant in confirming that the information they sent over the network was truly 

encrypted. The authors of the case also found that because university networks allow individuals 

to log into the network from two different clients at the same time, users could actually be 

hacked from one terminal while using the Internet on another, without noticing any real-time 

threats. In this case, the attackers took advantage of the university community’s lack of 

awareness concerning fraudulent Wi-Fi access points. 

There are several steps that can be taken to prevent falling victim to evil twin attacks. 

Many attacks begin because individuals’ laptops are set to connect to the first available hotspot it 

discovers, meaning a user could go through an entire browsing session without being aware of 

what network they are utilizing (Biba). By turning off this option, users become more vigilant 

about the access points around them, and are more likely to question the integrity of any one 

specific network. Financial information can be protected by reserving one credit or payment card 

for online use only. When individuals only have one bank account or credit card to monitor, they 

are more likely to notice fraud caused by evil twin attacks earlier on. Above all, utilizing a VPN 
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is key to avoiding evil twin attacks (Phifer). Evil twin attackers will not allow users connected to 

the fraudulent network to connect via VPN in an attempt to only capture usable data, so it is 

likely that if a network interrupts VPN protocols, it is an unsecure and dangerous network to 

connect to.  Taking these precautions and others are essential to protecting information when it is 

necessary to use a public network. As mentioned previously, once an Evil Twin attack is 

successful, a hacker has a wide offering of data to work with to successfully complete other 

attacks against unsuspecting network users. 

Man-in-the-Middle Attacks 

A popular attack approach that many hackers take after obtaining sensitive information is 

a man-in-the-middle (MITM) attack. These attacks occur when an individual places himself in 

the middle of a conversation between an internet user and an application, allowing the individual 

to eavesdrop on the exchange of information that occurs and manipulate that information as he 

wishes (“Man In The Middle (MITM) Attack”). The ultimate goal of this invasion is to steal the 

personal information of the Internet users on the network. This can include information 

generated on financial websites and apps, e-commerce websites, and any website that requires a 

login for access. The information stolen during these attacks can be compiled and used for 

identity theft, password and credential changes, and to gain unauthorized access to personal 

accounts (which can then lead to the theft of even more information). While the premise of this 

attack is simple, and can be carried out by one individual hacker, the repercussions of these 

attacks are far reaching. In 2015, 594 million people globally fell victim to cybercrime, 

according to the Norton Cybersecurity Insights Report (“Why Hackers Love Public Wi-Fi”). Of 

these individuals, 21% experienced a hack of their email account, while 12% reported stolen 

financial data after purchasing items online. Both of these information thefts can occur through a 
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MITM attack, and both can be detrimental to the user if the stolen information is used by the 

hacker without the victim knowing.  

MITM attacks occur in two phases. In the first phase, the attacker intercepts the traffic 

between the user and the network before the final destination of the traffic (“Man In The Middle 

(MITM) Attack”). This can happen in a variety of ways, but the approach made possible by 

public Wi-Fi is the passive attack. This is the most common form of interception, which occurs 

when an attacker makes a free Wi-Fi hotspot available to anyone (often via an Evil Twin attack). 

Users are drawn to this network because it is free and does not require a password, but 

connecting to this network gives the attacker the ability to view all activity and data exchanges 

that occur on the network. Other forms of interception can be achieved through ARP spoofing, 

when the attacker redirects the traffic of data to be sent to him instead of to the host IP, and 

through DNS spoofing, when users attempting to access a website are instead sent to the 

attacker’s site without their knowledge. The second, and more straightforward, phase of a MITM 

attack is decryption, in which the data traffic being intercepted is decoded without alerting the 

users or apps involved in the attack. 

MITM attacks leave little-to-no trace behind for its victims, and because these attacks are 

so hard to detect, it can be difficult to tell when an individual has become a victim of an attack. 

Both individuals and organizations can suffer from a MITM attack. For example, healthcare 

entities that fall prey to attackers can suffer as stolen credentials are used to obtain confidential 

information about patients and access to other information that is sensitive to an organization. An 

individual’s computer can be hijacked by malware installed post-attack that tracks keystrokes on 

the keyboard and the user’s online activity. The information recorded and reported by machines 

in factories can be breached and manipulated to cause machine malfunctions and production 
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delays. In recent years, several major cases have made national and international news for the 

mayhem caused by MITM attacks. In 2015, a hacker group discovered vulnerabilities in 

Samsung smart fridges that allowed attackers to access the Gmail login credentials that 

homeowners use to connect their smart devices within the home (Neagle). Even with SSL 

protocol in place to protect these credentials, MITM attackers were able to access the home Wi-

Fi network and observe online traffic until the login information was exposed. This type of 

information breach can be overwhelmingly damaging to a victim, as many of today’s Internet 

users connect their email, calendars, social media and more using one universal Google account.  

A multinational investigation in 2015 led to the arrest of 49 individuals who conspired to 

use MITM attacks to target large European companies and plant malware on company networks 

(Vaas). The MITM attacks the group carried out created access to corporate emails as well as 

established a system of communications monitoring. This monitoring allowed the group to 

identify payment requests from clients, which then allowed the hackers to redirect payments to 

bank accounts controlled by them instead of by the companies’ real business partners. The group 

managed to defraud the companies of more than $6 million before being shut down by Europol. 

In this case, employees’ use of insecure networks led to extreme financial damages not just for 

their own companies, but for their clients as well. 

From September 2016-January 2017, an MITM attack on a Mumbai logistics company 

went unnoticed as an attacker obtained Gmail login credentials and proceeded to email the 

company’s Italian asking for an early payment for a service completed by the company (Naidu). 

The request sent to the client included bank account information controlled by the attacker, and 

the $16,000 payment remained in the attacker’s possession until the logistics company followed 

up with the client about the overdue balance caused by the fraudulent activity. Again, human 
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error and a lack of network security allowed an attacker to manipulate a large company in order 

to take money from an unsuspecting, unprotected client. While these attacks are proven to be 

prevalent across the world, MITM attacks in India increased by 37% in 2016 alone, suggesting a 

correlation between corporate network practices and the likelihood of attacks occurring. 

MITM attacks are extremely common due to the high likelihood that individuals will use 

insecure public Wi-Fi networks.  A survey of Norton’s customers states that “60% of consumers 

think that using public Wi-Fi is more risky than using a public bathroom,” but at times these 

networks are the only feasible or attractive option for Internet connection (“Why Hackers Love 

Public Wi-Fi”). The issue concerning MITM attack prevention is not public skepticism of public 

Wi-Fi networks—it is a lack of awareness of what risks lie ahead for individuals who choose to, 

or are forced, to use insecure networks. Of these individuals, more than 30% use no additional 

security measures to protect their information, and only 13% check the encryption standards of 

the access points they choose to use (“Public Wi-Fi Networks Ripe for MITM Attacks”). This 

lack of preventative action leads to devastating losses for individuals and organizations. 

METHODOLOGY 

Protection Motivation Tbeory Questionnaire 

Considering the overwhelming losses and invasions of privacy that can occur due to Evil 

Twin attacks, it becomes critical to question why so many individuals leave themselves and their 

information so vulnerable while connected to public Wi-Fi networks. The protection motivation 

theory is a theory that clarifies and specifies the behaviors behind fear appeals. The theory 

suggests that individuals make decisions to protect themselves based on four factors surrounding 

a potential threatening event: the severity of the event, the probability of the event occurring, 
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response efficacy, and self-efficacy (Boer, et. al.). This theory is a well-researched model 

investigating why individuals make unhealthy decisions and take part in unhealthy actions, as 

well as a collection of suggestions to change said unhealthy behaviors.  Multiple studies on the 

protection motivation theory have concluded that there is a linear relationship between an 

individual’s level of fear that an event will occur and that individual’s likelihood to adopt a 

behavior that will protect that individual from a threat. For example, when given a higher 

estimated chance of contracting an illness, a health patient will be more likely to adopt new 

habits and behaviors to prevent that illness, when compared to a patient who receives a lower 

estimated chance of contracting that illness. This is because protection motivation is driven by 

two processes: threat appraisal and coping. Protection motivation functions as a mode of change 

to allow individuals to adopt new behaviors they would not have otherwise adopted. 

In the specific case of secure Wi-Fi use, protection motivation theory can be applied to 

understand why individuals make the decisions they do concerning connection to public Wi-Fi 

networks. Are users aware of the risks and choose to connect regardless? Have users been 

educated at all in terms of ways to protect their information when their connections are secure? 

Do users even know how to tell when their internet connection is not secure? In order to 

understand these behaviors, an informal questionnaire was distributed to a group of 22 

participants. A copy of the questionnaire is provided in Appendix II. Responses were recorded 

on a Likert-based scale, asking individuals to describe how strongly they agreed or disagreed to 

different statements. Statements were presented in four blocks on four separate pages, grouped 

by the four factors that drive protection motivation theory. Then, two multiple choice questions 

were asked to collect data on respondents’ ages and to gauge how often, on average, they 

connect to public Wi-Fi networks. All responses were recorded electronically using Qualtrics. 
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The Wi-Fi Pineapple 

The Wi-Fi Pineapple was developed by Hak5 to provide users with a tool for 

comprehensive Wi-Fi auditing. The software behind the device, PineAP, contains tools for 

surveillance, MITM attacks, data tracking and logging, and report building (“The Wifi Pineapple 

Wireless Auditing Platform”). Originally designed for penetration testing purposes, the 

Pineapple has become a popular platform to facilitate MITM attacks, mainly due to its powerful 

network strength and web interface. While the Pineapple was developed to allow organizations 

to test the security of their own networks, hackers have adopted the device. The device has the 

ability to monitor all devices on the wireless network it broadcasts, allowing a hacker to observe 

and capture all network activity and gain valuable information from unsuspecting users. For this 

project, the Pineapple was utilized to monitor user’s behaviors on an insecure public Wi-Fi 

network that the device rebroadcasted from an existing public access point. It is important to note 

that while the data collected for this project was collected using the same strategy that a hacker 

would collect information shared on the network in order to use later, this project only monitored 

basic behaviors of network users. No manipulation or deception of network users occurred 

outside of the following protocol. 

Two scenarios were tested using the Pineapple device in order to test users’ behaviors in 

two different situations. The first scenario was an Evil Twin deception, in which the Pineapple 

rebroadcasted an existing public Wi-Fi connection that was well-known and trusted by 

individuals who frequent the public area. The new access point was named identically to the 

existing connection. The only difference between the original access point and the newly-created 

Pineapple access point is that the new connection required no login or input on behalf of the 

user—users were able to connect directly to the network. The purpose of this scenario is to 
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examine user’s awareness of fake Wi-Fi hotspots and whether or not users were hesitant to join 

the network or use the network once connected. The second scenario rebroadcasted an existing 

network as “Main Gate Public WiFi” (mimicking the name of the location of the test). In this 

case, the Pineapple was used to create an access point with a new name, not an access point 

identical to an existing connection. In this case, the access point was named in order to deceive 

users into believing that a shopping district as a whole offered one universal public network. This 

test was intended to examine users’ inclination to connect to a pubic Wi-Fi network that is 

independent of one legitimate business or organization, as well as to understand their willingness 

to share information on the network. For each test, the Pineapple access point was left open for 

users to join for approximately 15 minutes. 

Information collected by the Pineapple tcpdump module was stored as pcap (packet 

capture) files, which contain the packets of information sent between users’ devices and the 

network. These packets contain information regarding users’ IP addresses, the IP addresses of 

networks they visited, as well as information stored in other layers of protocol including HTTP, 

DNS, and TCP. From this data and through attack methods provided within the Pineapple 

dashboard, the Pineapple user can retrieve plain-language information about users, such as login 

credentials entered on specific sites. To do so, pcap files captured by the Pineapple are analyzed 

in applications like Wireshark, an open source packet analyzer. Wireshark’s DNS Name 

Resolution feature performs DNS lookups to translate IP addresses to existing websites, allowing 

the Pineapple user to understand the websites visited by users of the network. Statistics tools 

within the app also allow the user to filter for lists of HTTP addresses visited, as well as IP 

endpoints (IP addresses for individual users of the network). For the purpose of this project, IP 

data was analyzed, as well as HTTP and HTTPS traffic. 
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DATA ANALYSIS AND RESULTS 

Protection Motivation Theory Questionnaire 

 Responses from 22 individuals were analyzed in order to gauge individuals’ general 

awareness of the risks of insecure public Wi-Fi networks, as well as to better understand the 

decisions that drive users’ behaviors while connected to these networks. Respondents were 

between 18 and 34 years of age. Public Wi-Fi usage varied among the group: 45% of individuals 

surveyed stated that they connect to public Wi-Fi networks once a week or more, 36% stated 

they do so once a month, and one respondent stated that they never connect to public Wi-Fi 

networks. A compilation of results of the survey can be found in Appendix III, and outlined 

below are the most notable responses from each of the four blocks of questions. 

Perceived Severity of Event 

 Respondents seem to be aware that public Wi-Fi networks pose some security risks, as 

55% strongly agree that public networks are not a secure option for protecting personal 

information on the Internet. Individuals have some idea of the information that can be monitored 

and stolen, as 54% agreed to some extent that if the information they sent over a public network 

was breached, they would suffer financial consequences. These responses suggest a very simple, 

high-level awareness of the threats posed by public networks. However, respondents showed less 

concern for actually protecting their data: 36% strongly agree that the information they share on 

the Internet should be protected, but 32% responded neutrally to the question, indicating a lack 

of concern for the security of their sensitive information.  

Perceived Probability of an Event Occurring 

 An overwhelming 86% of respondents agreed that the average Internet user does not take 

enough precautions to protect their information while using the Internet, but only 30% admitted 
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to taking part in habits or behaviors that could make themselves susceptible to cybersecurity 

attacks. This conflict in responses suggests multiple issues at hand. Users may not correctly 

understand which behaviors (such as connecting to insecure networks without a VPN or sharing 

sensitive information on a public network) can lead to cybersecurity attacks, or they are severely 

underestimating the frequency at which these attacks occur. Over half of all participants (54%) 

state that they are not likely to share important information over a public network; 87% say that a 

lack of education in preventative measures to utilize while connected to public networks is to 

blame for users’ vulnerability to attacks. It is speculative but reasonable to state, based on these 

rather uneven results, that participants, and public Wi-Fi users in general, would like to believe 

that their information is safe and that their behaviors on public Wi-Fi networks will prevent 

cybersecurity attacks from occurring, even though they overwhelmingly agree that people do not 

know enough about the risks of public networks to be able to protect themselves. 

Response Efficacy 

 Respondents seemed reluctant yet confident that security software can provide an 

effective method for protect information shared on public networks, as 59% somewhat agreed to 

this claim. Participants seemed more enthusiastic for another form of information protection—

55% strongly agreed and 36% somewhat agreed that avoiding unknown, unverified public Wi-Fi 

networks altogether is effective for protecting personal information. When paired with the 

statistics mentioned earlier about participants’ self-reported average public Wi-Fi use, it is 

critical to question what behavior drives this self-conflict: why are users connecting to these 

networks so frequently when they know they are putting their information at risk? Users may be 

so badly in need of a network connection so frequently that the benefit of going online outweighs 

the risk of information and identity theft. Are they connecting to these networks, but making a 
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conscious effort not to disclose any sensitive information over the connection? Or do they simply 

believe that the likelihood of a threatening even occurring is so low that they can take the risk 

every so often without repercussion? It could be a combination of any of these possibilities, or it 

could be that they are aware of the fact that threats exist on public networks, but they have no 

idea what these risks are and therefore have no concern for preventing them. This possibility is 

supported by the responses to another question, in which 91% of respondents agree to an extent 

that education concerning the security of public Wi-Fi networks can allow individuals to protect 

themselves from falling victim to an attack in the future. 

Perceived Self-Efficacy 

 Half of all respondents agree to an extent that they lack the adequate knowledge of 

preventative measures that would allow them to protect the information they share on public 

networks. Half of the participants also answered “Neutral” when provided the statement: “I feel 

confident that I will not become a target of a cybersecurity attack because of my use of public 

Wi-Fi networks”. It is likely that there is a large amount of overlap between these two groups, as 

it is logical to assume that if an individual is not familiar with how to protect their information on 

public networks, they probably are not familiar enough with the risks of the network to be able to 

gauge their level of vulnerability either. Approximately two-thirds (68%) of all respondents did 

indicate that they are interested in learning about preventative measures to protect themselves 

when using public networks and changing their habits while using the Internet. This suggests that 

if individuals understood what the risks were and what actions could be taken against these risks, 

they would be willing and prepared to take the steps necessary to safely and securely navigate a 

public Wi-Fi connection. 
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Analysis of Public Wi-Fi User Motivations  

 Several trends stand out among the questionnaire response data. It is clear that, at least 

for this sample of respondents, a lack of awareness of the risks of using insecure public Wi-Fi 

networks is what makes them vulnerable to cybersecurity attacks. Based on the responses 

received, it appears that the average Internet user is aware that malicious attacks on information 

can occur when using a public network, but beyond that awareness little is known by the general 

public about what exactly a hacker is capable of doing on these networks. Another concerning 

observation to make is that users are constantly comparing the benefits of a free, nearby Wi-Fi 

connection with the risks of identity theft, financial loss, and manipulation at the hands of a 

hacker—and they consistently choose to take the risks associated with the public network. This 

may be an issue within the protection motivation theory’s realm of perceived possibility of a 

threat occurring. Consider similar scenarios, such as college students who do not invest in 

renter’s insurance until after they arrive home to a ransacked house, or iPhone owners who 

refuse to buy Apple Care with each upgrade, even though they have a tendency to shatter the 

phone screen after three months. Many individuals do not feel the need to protect themselves 

against a possible event until it has happened to them once already—and even then, some people 

still find it more worthy of their time and money to clean up the mess if it does happen, rather 

than invest extra effort into preventing the event from occurring in the first place. 

The Wi-Fi Pineapple 

 Within moments of the first Pineapple access point being created, nearly 20 users 

connected to the network and began actively using the network. The vast majority of users 

connected to this network were smartphone users, primarily iPhone owners, and most continued 

to use the internet connection for Web browsing after the initial connection was made. No users 
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utilized a VPN while connected to the network. HTTP and HTTPS traffic included visits to 

programs like Spotify and Apple, as well as visits to sites maintained by Amazon Web Services. 

Some users transferred data upwards of 4000k bytes, which indicates that there was little to no 

hesitation on the part of the user to continue using the network once connected. In this case, the 

Evil Twin attack succeeded—users unsuspectingly utilized a fraudulent access point to connect 

to a free public Wi-Fi connection in order to conduct regular online activities.  

 The users of the second scenario exhibited similar behavior: almost immediate 

connection once the access point became available, no use of VPN while connected to the 

network, and an overwhelming majority of smartphone devices. While there were fewer 

connections made to this network, activity on the network was arguably more sensitive than that 

of the previous scenario. One user immediately logged into a Google account; one conducted 

multiple Google searches; others continued to use the connection to enable music playback on 

Spotify. These results suggest that individuals are drawn to access points that are inconspicuous 

to the physical location they are in. Many visitors to Main Gate Square are students or staff of 

the University of Arizona, or are regulars to the area. The network “Main Gate Public WiFi” has 

never existed as an official, secure connection for the shopping district, yet individuals were still 

drawn to the premise of free, fast Wi-Fi in an area where most vendors require the input of 

personal information or a password in order to gain Internet access.  

 Overall, traffic of the two Pineapple-broadcasted networks closely resemble traffic on 

any regular network. The fact that the public connection did not prompt any kind of login or 

input of personal information, like a legitimate one normally would, did not seem to stop users 

from connecting to the network and behaving normally. More importantly, users seemed either 

unaware or uninterested that the connection was never secure, at which point it becomes 



27 

 

important to consider the results of the protection motivation theory questionnaire. Assuming 

that the general results of the questionnaire can loosely apply to other sample groups of similar 

sizes, the actions exhibited during the two Wi-Fi Pineapple experiments mirrored many of the 

observations made from the results, central to the four factors of protection motivation theory: 

 Perceived severity of an event: Users who immediately joined the network and 

proceeded to exhibit normal browsing behavior either were not aware of any level of risk 

associated with insecure public networks, or they were not concerned with maintaining 

the security of their sensitive data. 

 Perceived probability of an event: Potential users may not have understood that the risk 

of an Evil Twin attack existed prior to connecting, nor did they realize that they were 

under attack once they joined the network, because they were unaware of what to look for 

in a public Wi-Fi network (i.e. a page requesting user info, secure connections within the 

browser, etc.). 

 Response efficacy: Potential users may have understood that they were connecting to a 

potentially malicious access point, but their need for an Internet connection prevailed and 

they chose to take a risk rather than take precautions to protect their information. 

 Perceived self-efficacy: The lack of VPN usage as well as the transfer of sensitive data 

such as Gmail login credentials indicates an overall lack of awareness and education of 

the risks of public Wi-Fi networks. If the users of the two experiment networks were able 

to see the data collected from their activities for the sake of this project, they would likely 

be eager to change their public network behaviors and habits to make sure that no one 

else has the chance to successfully launch another attack like this on them. 
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CONCLUSION 

 Everything about the Internet is growing, increasing in size, speed, and versatility at an 

inconceivably fast rate. The number of global Wi-Fi connections continue to grow at impressive 

rates, and every day more users become more dependent on fast, convenient access to the 

Internet in order to complete everyday tasks at work, school, home, and in public. In today’s 

world, the Internet is almost a natural part of life—it sustains lifestyles, careers, and 

communication. The whole world is growing with the Internet, and as society becomes more 

dependent on technology to power its livelihood, individuals become more and more vulnerable 

to an increasing number of cybersecurity threats. Evil Twin attacks are simple in nature, but 

extremely powerful when deployed successfully. Because so few preventative measures exist to 

protect Internet users from these and other types of social engineering attacks, it is becoming 

increasingly important for those who utilize public Wi-Fi connections to understand exactly what 

risks can arise at any moment. When the access point at the coffee shop suddenly becomes an 

insecure connection, or an unfamiliar access point becomes available in a crowded airport 

terminal, it is entirely possible that a whole group of unsuspecting Internet users are about to 

have their valuable, sensitive information snatched by attackers without any idea what is 

occurring. By working to educate the public about the basics of public Wi-Fi networks, what 

makes them secure, and how to tell when a network connection is not secure, the number of 

cases of identity theft, financial loss, and larger threats like Man-in-the-Middle attacks can be 

significantly reduced. It may not be possible to stop attackers from deploying Evil Twin attacks 

and other social engineering methods, but it is entirely possible to equip Internet users with the 

knowledge and awareness necessary to protect themselves from connecting to insecure, 

malicious public Wi-Fi networks. 
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APPENDIX I: 

“Share of Wi-Fi hotspots that use unreliable WEP or do not encrypt data (by country)” 

 

Figure 1: Legezo, Kaspersky Lab 
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APPENDIX II: 

Protection Motivation Questionnaire 

To be answered using Likert-based scale (I: strongly agree; somewhat agree; am neutral, slightly 

disagree; strongly disagree) 

 

Indicate your opinions about the following statements using the scale below: 

Strongly agree; somewhat agree; neutral; slightly disagree; strongly disagree 

 

Block 1 

1. Cybersecurity attacks are severe for users of the Internet. 

2. Public Wi-Fi networks are not a secure option in terms of protecting my personal 

information. 

3. If my private information was compromised, information about me that I do not want to 

share would become public and cause harm to me. 

4. If the private information I share on public Wi-Fi networks was compromised, my 

computer would suffer due to malware attacks. 

5. If my private information was compromised, I would become a victim of identity theft. 

6. The information I share on the Internet is very important and should be protected. 

7. The information I share while connected to public Wi-Fi networks should be protected. 

8. If the information I share while connected to public Wi-Fi networks was compromised, I 

would become a victim of identity theft. 

9. If the information I share while connected to public Wi-Fi was compromised, I would 

suffer financial losses. 

10. If the information I share while connected to public Wi-Fi was compromised, I would  

 

Block 2 

1. The average Internet user does not take adequate steps to protect their information on the 

Internet. 

2. The average Internet user is at risk for cybersecurity attacks. 

3. The likelihood of a cybersecurity attack taking place against me is low. 

4. My habits and behaviors while using the Internet make me susceptible to cybersecurity 

attacks. 

5. The likelihood of me sharing important information while connected to a public Wi-Fi 

network is low. 

6. The likelihood of someone monitoring and recording the information I share while on 

public Wi-Fi networks is low. 
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7. A lack of education in preventative measures while using public Wi-Fi increases Internet 

users’ risk of being the victim of a cybersecurity attack. 

 

Block 3 

1. Using a security software is an effective method for protecting the information I share 

while connected to public Wi-Fi networks. 

2. Avoiding unknown, unverified public Wi-Fi networks is an effective method for 

protecting the information I share on the Internet. 

3. Education in the security of public Wi-Fi networks can prevent an individual from 

becoming a victim of a cybersecurity attack. 

4. Taking preventative measures to protect my information on public Wi-Fi networks now 

can protect me from cybersecurity attacks in the future. 

 

Block 4 

1. I lack the adequate knowledge of preventative measures for using public Wi-Fi networks 

to protect my information while using public networks. 

2. The amount of time it takes to utilize preventative measures while connected to public 

Wi-Fi networks is not worth the value of the information I am sharing on the Internet. 

3. I feel confident that I will not become a target of a cybersecurity attack because of my 

use of public Wi-Fi networks. 

4. I am uninterested in learning about preventative measures for using public Wi-Fi 

networks, and would prefer to continue the habits I practice today. 
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APPENDIX III: 

Motivation Protection Theory Questionnaire Responses 
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