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Abstract 

Mature companies implement robust cybersecurity practice in their organizations by deploying a 

layered defense comprising many differing security tools whose functionality complements one 

another.  Tools such as firewalls, Anti-Virus (AV), Intrusion Detection/Prevention (IDS/IPS), 

Data Leak Protection (DLP), and Security Information and Event Management (SIEM) can be 

rolled out in many combinations to create very effective cyber defenses.  A general premise is 

that organizations are trying to keep “bad guys” out.  In recent years, focus has been shifting to 

address the potential for malicious (insider) employees who may wish to take actions to 

compromise the firms they work for as an increasing number of incidents are attributed to 

insiders.  After reviewing the insider threat landscape as well as accepted methodologies for 

detection; application to telemetry post processing environments will be discussed with example 

deployment scenarios explored. 

Introduction 

While all companies and organizations are vulnerable to insider threat attacks, organizations that 

leverage telemetry systems (e.g. aerospace companies) in the development of new products may 

be disproportionally vulnerable to the catastrophic impact of such an event.  This is because 

single (company employed or contracted) malicious actors can gain access to critical product 

performance telemetry information that could aid a competing vendor in the design/development 

of an alternative product and/or enable development of sophisticated countermeasures to render 

the product less impactful than intended. In both cases, such a breach could materially affect the 

product viability; definitely impacting company finances going forward and even potentially 

adversely impacting national security interests.   

In the 2018 IBM sponsored report, 2018 Cost of a Data Breach Study: Global Overview [1] 

published and independently conducted by the Ponemon Institute LLC, it is stated that 48% of 

the time, the root cause of a data breach is by malicious or criminal attack; 28%  of the time the 

cause is human error and 25% of time the cause is the result of a system glitch.  Determining 

which part of these statistics are insiders is somewhat tricky. The Ponemon institute defines a 

“negligent insider” as an individual who causes a data breach by carelessness and not malicious 

intent.  However, it is also true that malicious or criminal attacks can be perpetrated by insiders 



(see Table 1).  To get better resolution on this issue consider the 2018 ObserveIT sponsored 

report 2018 Cost of Insider Threats: Global [2] also published and independently conducted by 

the Ponemon Institute LLC.  In this report they evaluate some 3200+ insider incidents.  Of that 

number: 64% were caused by negligent insiders, 23% by a criminal insider, and 13% by 

credential threat.  Thus, it appears from this study that the majority of insider incidents arise out 

of employee negligence, and not criminal intent.  Nonetheless, the criminal insider threat is real 

as is the damage an unintentional action by an employee can make impacting company operation   

 

Table 1. Examples of Intentional Insider Actions Leading to Company Harm. 

Action (i.e. Crime) Description 

IP theft Company trade secrets or technology used to 

create products and or services. 

Economic data theft Credit card or other Personally Identifiable 

Information (PII)  that can be used for 

economic gain. 

IT operation compromise Actions taken to disrupt company IT 

operations; e.g. deleting important data, 

disrupting servers and clients, disrupting 

network operations, etc. 

 

Insider Threat Defense Strategies 

Before implementing any strategy to protect an organization from insider threat, companies 

should carefully analyze their goals and determine where gaps may be with respect to their 

existing (if they have one) insider threat cybersecurity posture. Once a plan is established, key 

stakeholders and executive management should be briefed so their support of the plan can be 

solicited and achieved. This should include the organization’s legal counsel office, as often there 

may be privacy concerns with respect to particular strategies and or tools proposed that company 

legal counsel will need to review and advise on. It is also important to decide exactly what 

type(s) of insider attack the organization is defending against (i.e. see Tables 1 and 2).  Strategies 

embody a combination of policies and procedures as well as the deployment of application 

security tools as the controls.  It is recommended a Risk Management Framework (RMF) [3] be 

used to establish a development lifecycle that can be continuously monitored and improved 

upon. 

Examples of policies and procedures addressing insider threats might include requiring dual 

control for administration of sensitive servers and storage area networks, rigorous review 

policies for sensitive server access and privilege elevation on those devices, and/or content 

inspection of data before it is moved from one user or server to another.  While security 

application tools like firewalls, antivirus, intrusion detection systems (IDS), intrusion prevention 

systems (IPS) and single sign on are common defense elements in the corporate IT environment; 

today; new Entity and User Behavior Analytics (EUBA) tools can analyze a myriad of this 



security application tool data (commonly collected and aggregated by a Security Information and 

Event Management, SIEM application tool) and establish baseline profiling for each user’s 

footprint in the corporate IT environment over a period of time.  When the profile bounds are 

exceeded it may be an indication of an imminent insider threat action. 

Table 2.  Examples of Unintentional Insider Actions Leading to Company Harm 

Action Description 

Inadvertent data leak Accidently disclosing company sensitive 

information (e.g. in a social media post, 

forwarded email, recycling cell phone with 

company data still on it, etc.) 

Falling prey to a phishing attack Clicking on a link in an email from a 

nefarious source. 

Company IT equipment conveyance Accidently loosing company tablet, laptop, or 

phone with sensitive data on it. 

 

In their Sixth Edition of the Common Sense Guide to Mitigating Insider Threats, [4] Carnegie 

Mellon University, Software Engineering Institute’s  CERT National Insider Threat Center 

recommends 21 best practices organizations can implement to better attempt to prevent and 

potentially identify insider threat attacks.  These practices encompass a number of concepts 

mentioned already but can be categorized in the following manner: personnel policies (e.g. 

monitoring and responding to disruptive employee behavior), security policies (e.g. implement 

stringent access controls and monitoring on privileges users), education (e.g. unintentional 

insider threat awareness), security tool deployment (e.g. deploy solutions for monitoring 

employee actions) and processes (e.g. implement secure backup and recovery processes).  The 

guide can serve as an important resource for organizations looking to design, and deploy an 

insider threat prevention program. 

Application to Telemetry Post Processing Environments 

IP theft by an employee or contractor is a significant threat to an organization that uses telemetry 

processes in their product development.  This would primarily manifest itself in the theft of 

discrete telemetry data products or analysis summaries derived from the raw telemetry data, or 

both.  Observe that in these specific industrial espionage scenarios some typical insider threat 

data sources are rather useless.  Most notably, social media.  An industrial spy who may take 

years to finally get appropriately positioned in a target organization to gain access to material of 

interest is not going to compromise years of careful work by posting a careless negative rant 

about his company on social media.  In fact, it is more likely the opposite would be occurring: 

that is, that person would be making consistent positive posts!  This frankly calls into question 

the way user behavior analytics treat social media input; but is the subject for another paper!  

In this telemetry post processing example important policies of interest will relate to telemetry 

data and telemetry data server access. Specific policies will need to be established with respect to 

analyst access to data for specific products and the servers they reside on. It is important to 



realize that these and other policies will likely impact business process to a certain degree (i.e. 

making the analyst’s job harder because of the hoops they need to go through to access particular 

data sets, etc.). The challenge is to strike the correct balance so that the degradation in analyst 

efficiency is outweighed by the better overall defense stood up to protect against insider 

compromise.   

Table 3. Some Polices Germane to Telemetry Post Processing Environments in order to 

Mitigate Insider Threat. 

Policy Description 

Data analyst access to telemetry data and 

servers 

Consider tightly restricting data and or server 

access per product group. 

System administrators and DBAs Abandon unary privilege; implement dual 

control concepts. 

Data movement Restrict telemetry data movement to specific 

servers and or directory locations.  Consider 

restrictions on volume of data that can be 

moved per day. 

Data export Disable all USB ports on user devices and 

servers.   

Data inspection Consider utilizing data content inspection. 

 

The analyst won’t be the target of all the policies.  System administrators and Database 

Administrators (DBA) should also be considered.  New policies for them may entail the 

curtailment of unary access and configuration of resources.  That is, a dual control paradigm 

might be created which requires the agreement of two or more system administrators or (DBAs) 

before configurations can be changed, users added, or privileges escalated.  Another policy that 

may be enacted would be with respect to data movement.  Strict limitations may be placed on 

where data can be placed and transported to and the absolute size of those transactions. Data 

export operations may be limited by disabling USB ports on servers and laptops. Data content 

inspection policies may be established to even more closely monitor data movement, even if that 

movement is within stated policy guidelines.  These important concepts, germane to telemetry 

post processing are summarized in Table 3. 

Implementing policies and procedures with controls (i.e. security application tools) can be 

challenging at times, especially with respect to dual control concepts.  Unfortunately, most 

purveyors of general applications do not understand the notion of dual control; hence, their 

administration paradigm is the unary authority administrator.  To offset this reality; dual control 

must be implemented as shadow monitoring.  That is, all privileged user actions must be 

collected as discrete events and relayed to a secondary administrative entity that will essentially 

implement the dual control action.  

 

 



 

Table 4. Some Security Controls for Implementing Insider Threat Policies. 

Control Description 

Dual control Mandatory logging of all privileged 

administrator actions with those actions 

forwarded to a SIEM device for correlation 

and alerting. 

DLP Inspection of content moving inside and 

outside organization to prevent unauthorized 

access to company sensitive data. 

USB port disablement Disable USB ports so sensitive company data 

cannot be exported to a portable storage 

device. 

Encryption Dual or symmetric key cryptography.  

SIEM Application which can collect and correlate 

event logs from other security and non- 

security applications.  Can be used by EUBA 

apps to identify suspicious user behaviors. 

Single Sign On(SSO)/Identity management Applications which manage user identity, 

when SSO event logging is fed into a SIEM 

tool it provides a very important data element 

for EUBA apps. 

Security education Makes users aware of potential unintentional 

actions they could take that could threaten the 

organization. 

Portable device encryption Ensuring portable devices are always using 

complete disk encryption guards the 

organization against accidental device loss. 

 

With respect to content inspection Data Leak Protection (DLP) applications can accomplish 

those actions nicely.  USB port disablement is available in many data protection solutions 

offered by vendors.  Encryption solutions are a double edged sword.  Encryption certainly offers 

protections of data for outsiders who might make their way in and even against insiders who 

might have a prying eye.  However, it does provide challenges for content inspection engines 

that might be operating in the organization---hence decryption solutions should always be 

deployed with DLP applications so the DLP app will be able to inspect otherwise opaque data.  

Security Information and Event Management (SIEM) applications can collect event logs from 

security tools and be used by a EUBA application to establish user usage patterns and then 

identify when those use patterns may portend of malicious insider threat activity.  Single Sign On 

and Identity Management applications can provide  system access pattern information to EUBA 

apps.  SSO and Identity management event data is typically collected by a SIEM device. 

Finally, a word with respect to unintentional insider actions.  While many of the protections 

described in this paper can be leveraged to mitigate threats initiated by unintentional end user 



actions; an organization is literally always a click or a lost device away from potential 

compromise with a hapless end-user befuddled by the latest and greatest Phishing attack or just 

forgetting his/her device at a restaurant!  E-mail content inspection applications can help greatly 

with respect to Phishing but even more effective is end user awareness and education.  There is 

absolutely no substitute for it and it should be vigorously pursued by every organization looking 

to protect themselves from social engineering attacks.  The lost device is an ageless problem and 

the best solution for it is ensuring the content on organization portable devices is always 

encrypted.  Table 4 summarizes the controls discussed. 

Summary 

Despite the fact the majority of data beaches in organizations are still initiated by hostile entities 

outside the organization (i.e. break-ins) who illegally compromise corporate IT environments; 

attacks by employees (or insiders) are growing.  While it is still the case that the majority of 

insider incidents occur because of careless employee actions; orchestrated insider attacks 

compromising data do occur and are very damaging, especially in situations where the design 

and capabilities of corporate products are compromised.  Companies that use telemetry in the 

design of their products are particularly susceptible to the impact of insider threat compromise. 

Discrete policies and procedures involving such concepts as dual control, automated data 

inspection and data movement restrictions were discussed as well as security tool applications 

(controls) which might help implement the policies (e.g. DLP, SIEM, SSO, encryption).  EUBA 

applications were also mentioned and when layered together with other security controls can 

provide a robust methodology for identifying insider threat.  
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